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State of New Hampshire

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
Division of Administration

7 Eagle Square
Concord, N.H. 03301-2412

Lindsey B. Courtney
Executive Director

December 30, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Office of Professional Licensure and Certification (OPLC) to amend
a sole source contract with APPRISS Inc. (VC 253321), Louisville, Kentucky, by increasing the
price limitation by $113,045, from $888,274.17 to $1,001,319.17, upon Governor and Council
approval for the period of February 1, 2021 through January 31, 2022. The original contract was
approved on June 18, 2014, Item #110-A and three subsequent amendments were approved on
June 29, 2016, Item #52, January 23, 2019, Item #58 and May 28, 2020, Item #46. 98% Federal
Funds, 2% Agency Income.

Funds are available in the following account for Fiscal Year 2021, and are anticipated to
be available in Fiscal Year 2022, upon the availability and continued appropriation of funds in
the future operating budget:

01-21-2150-52030000 — Prescription Drug Monitoring Program, ,
102-500731 — Contracts For Program Services FY 2021 FY 2022
: $59,025 $54,020

EXPLANATION

This purpose of this request is to allow APPRISS additional time to continue with currently
contracted functionality, while the OPLC/PDMP finalizes a new contract award to include
additional funds to extend systems functionality. The extended time will provide practitioners a
consistency of access to prescription monitoring services while OPLC finalizes a new contract in
response to the recent Request for Proposal. This time will ensure no lapse in access to vital
prescription and health risk information for prescribers and dispensers while caring for their
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council

December 30, 2020

Page 2

patients. Prescribers will continue to receive reports on their prescribing practices over this period
of time and in relation to other prescribers in their field of practice. Additionally, the PDMP will
continue to monitor whether prescribers are utilizing the database when prescribing opioids for the
treatment and management of pain.

Under the existing contract, the prescription monitoring solution atlows the database production
and issuance of prescriber report cards; allows users to monitor the mandate of opioid prescribing
and whether prescribers queried their patient in the PDMP; and, produces and issues clinical alerts
to prescribers when patients meet clinical thresholds of concern (e.g. multiple providers/multiple
pharmacies). This one -year contract term will secure a continuation of services and provide the
time needed for the OPLC to finalize a new contract based on the award from the Request for
Proposals for a new Prescription Drug Monitoring Program contract.  *

It is necessary to extend this contract as a sole source agreement for these extended
services, since the APPRISS AWARXE software is proprietary and the state does not have access
to the underlying code nor the ability to support this product. With current systems like prescriber
report cards, mandated use compliance module and ongoing maintenance of clinical alerts, the NH
PDMP will continue as intended to assist with the practitioner uttlization, while the NH PDMP
finalizes a new contract based on the award from a Request the Request for Proposals for a new
Prescription Drug Monitoring Program contract.

Should Governor and Council not authorize this request the NH Prescription Drug
Monitoring Program will not be able to meet the legislative requirements of RSA 328 B31-40
provide a prescription drug monitoring solution.

Lindsey B. Courtney

Executive Director

Office of Professional Licensure &
Certification



STATE OF NEW HAMPSHIRE
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION DRUG MONITORING PROGRAM
2014-042 CONTRACT AMENDMENT D

WHEREAS, pursuant 10 an Agreement approved by Goveror and Council, as a result of RFP #2014-042, on
June 18, 2014, Item #110A and amended on June 29, 2016, Item #52 and amended on January 23, 2019, ltem #58, and
amended on May 28, 2020, ltem #46 (herein after referred to as the “Agreement”), APPRISS Inc. (hercinafter refemred to
as “Vendor” or “APPRISS™) agreed to supply certain services upon the terms and conditions specified in the Agreement
and in considcration of payment by the Officc of Professional Licensure and Certification (hercinafier referred to as the
“Office™), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Office have agreed to amend the Agreemcent in certain respects;

WHEREAS, the Office and the Vendor wish to cxtend the completion date from January 31, 2021 (o0 January
31, 2022;

WHEREAS, the Office and the Vendor wish to increase the Contract price by $113,045 to bring the total contract
price from $888,274.17 10 §1,004,319.17; and

WHEREAS, the Office and the Vendor seck to clarify the Agreement,

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the Agreement
and set forth herein, the partics agree as follows:

The Agrecment is hercby amended as follows:

1. Amend Section 1.7 of the Agrecment (Page 1) by extending the Completion Date from January 31, 2021 10
January 31, 2022.

2. Amend Scetion 1.8 of the Agreement (Page | ) by increasing the Price Limitation by $113,045 from $888,274.17
10 $1,001,319.17.

3. The Agreement is further amended as described in Table 1:

Table 1
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l. Amend Section 1.1, Firm Fixed Price: Part 3, Exhibit B Price and Payment Schedulc

Delete

This is a Firm Fixed Price (FFP) Contract totaling $888,274.17 for the period
between the Effective Date through January 31, 2021. APPRISS shall be
responsible for performing its obligations in accordance with the Contract. This
Contract will allow APPRISS to inveoice the State for the following activities,
Deliverables, or milestones at fixed pricingfrates appearing in the price and
paymenl tables below:

Replace with the following:

| This is a Firm Fixed Price (FFP) Contract. The total Contract valuc is indicated in P-37
General Provisions - Blogk 1.8: Price Limitation for the period between the Effective Dale
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING
2014-042 CONTRACT AMENDMENT D

| through date indicated in P-37 General Provisions - Block 1.7: Compietion Date. The

Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following
activities, Deliverables, or milestones appearing in the price and payment 1ablcs below:

Add Table B-5 Extension Costs: Part 3, Exhibit B Price and Payment Schedule

Summary Table { SFY 2021 SFY 2022
Table B-1 Deliverables 30 50 !
Table B-3 SW Licensing,

Maintenance & Support 8875 5875

Table B-4 Hoslting,

Maintenance & Support 358,150 §53,145

Section B-5

Enhancements/System 50 30

Modifications

Subtoal | $59,025 $54,020

TOTAL $113,045
3.

Amend Section 2 Total Contract Price: Part 3, Exhibit B Price and Payment Schedule

Delete

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the
State exceed $888,274.17 (“Total Contract Price””). The payment by the State of
the total Contract price shall be the only, and the complete reimbursement to
APPRISS for all fees and expenses, of whatever nature, incwred by APPRISS in
the performance hereof.

Replaced with the following:

Notwithstanding any provision in the Contruct to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the Siate
excecd the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
2014-042 CONTRACT AMENDMENT D

payrhcht by the State of the total Contract price shall be the only, and the complete
reimbursement to the Contractor for all fees and expenses, of whatever nature, incurred by
the Contractor in the performance hereof,

Table 2 CONTRACT HISTORY 2014-042 Prescription Monitoring Program
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2014-042 Ongmal Contract 06/ ! 8/2014 01/30/‘20[9 "5234 999
. _ . Item #110A
2014-042 1% Amendment . 06/29/2016 01/30/2019  $333,569
Amendment A .| tem#52 _ . ‘ )
2014-042 204 Amendment 01/23/2019 06/30/2020 $278,287 - K
- Amendment B Ttem #58 ] , B ;
2014-042 | 3™ Amendment 05/28/2020 0173172021 ' $41,419.17 ,
Amendment C Ttem #46 s
2014-042 4% Amendment | TBD 01/31/2022 $113,045
Amendment D
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
2014-042 CONTRACT AMENDMENT D __

Except as provided herein, alt provisions of the Agreement shall remain in full force and cffect. This modification shall
take effect upon the approval date from the Governor and the Exccutive Council,

IN WITNESS WHEREOF, the parties have hersunto set their hands as of the day and year first above written.

Eobert Cohen

Robert Cohen
President, APPRISS Health

Date: 12/ 2312020

State of New Hampshire

Lindscy-Cc.)urlney, Executive Director
State of New Hampshire
Office of Professional Licensure and Certification

Date: 1/6/2021

The preceding Amendment, having heen reviewed hy this office, is approved as 1o form, substance, and
execution.

Approved by the Attorney General

/’\ / Date: '7-"3| Zs20

Siatc of Ny Hampshire, Department of Justice

M kot leoy , A‘*’.‘D”\ﬁ‘j

Condihbns “ 1 Olnin  siqante of OPLL Evec whie Drector
2. Obotrin  Oderltd  Comnfreade of Aufrorly L
7. Abhcl Ougwal  ferherck foameadmenD +5 (GAC §MmiREA
I hereby certify that the foregoing amendment was appraved by the'Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:
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State of New Hampshire
Departmerit of State

CERTIFICATE

I, William M. Gardncr, Secretary of Statc of the Statc of New Hampshire, do hereby certify that APPRISS INC. is
a Delaware Profit Corporation registered to trensact business in New Hampshire on November 15, 201 1. T further certify that all
fees end documents required by the Secretary of State’s office have been received and is in good standing as far as this office is : $

concerned.

PREGm -l e opmegriogl Ak

Business 1D; 661872
Certificate Number: 0004915457

Ty A e T AV L 1,

IN TESTIMONY WHEREOF,

I hcfcm set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 15th day of May A.D. 2020.

Do ok

William M. Gardner
Sceretary of State




Certificate of Authority

The undersigned, Jeffrey S. Byal, hereby certifies that he is the duly elected and acting Chicf
Financial Officer, Sccretary, and Treasurer of Appriss Inc., a Delaware corporation (the
"Company"), and that, as such, he is duly authorized to execute and deliver this Secretary's
Certificate on behalf of the Company. He hereby further certifies on behalf of the Company that:

l. Attached hereto as Exhibit A is a true, correct, and complete copy of the
Certificate of Insurance of the Company {the "Certificate"), which Certificate is in full force and
cffect as of the date hereof.

2. Attached hereto as Exhibit B is a Certificate of Existence for the Company
certified by the Secretary of State of the State of New Hampshire.

3. The individual named below is a duly elected, qualified and acting officer of the
Company holding the office or offices sct forth opposite his name, the signature appearing
opposite his name below is the true and genuine signature of that person, and the individual
named below is authorized to bind the Company by executing contracts with the State of New
Hampshire and delivering all other documents and certificates to be delivered by the Company
pursuant thereto.

Name Signature Office
Robert Cohen %\7 Lo President of Appriss Health

IN WITNESS WHEREOQF, the undersigned has executed this Certificate of Authority on behalf
of the Company as of this 31* day of December 2020.

Y,
Jeffred'S. ya{ ’

CFO, Sectetaty, and Treasurer

State of Kentucky
County of Jefferson

The foregoing instrument was acknowlcdged before me on this 31% day of December 2020, by
Jeffrey S. Byal. My commission expires on Sf_p&(mhm, 20 13

Notary Signaturz
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CERTIFICATE OF LIABILITY INSURANCE

DATE {(MM/ODIYYYY)

44712020

4172021

~ REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFCRDED BY THE PQLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

" IMPORTANT: If the cedtificate holder is an ADDITIONAL INSURED, the pollcy(les) must havu ADDITIONAL INSURED provisions or be ondorsed
If SUBROGATION 1S WAIVED, subject to the terms and conditions of the policy, certain policies may raquiro an andorsement. A statoment on
this certificate does hot confer rights to the cunlﬂcalc ho|der In lieu of such endorscmenl(sl S )

prODUCER |,OCKTON COMPANIES ﬁ;”f“" - - .
croo i . "_ 'm-' __
(312) 669-6900 SINSURER{S] AFFORGING COVERAGE . I -
WIURER & : H'lrtford Underwriters Insurance. Company . .30104 .
INSURED  pyot olding Company, Inc. wsuren o : Trurbull Insurance Company - 27120
1443744 DBA Appriss wsurer ¢ : Hartford Casualty Insurance Company 29424
9901 Linn Station Rd INSURER D;. J
Louisville, KY 40223 INSURER E : Twm City Flre lnsurancc Company . 29459 |
e - ‘INSURER F.; ‘
COVERAGES. . CERTIFICATE NUMBER: 15800540 REVISION NUMBER: XXX XXXX'

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

WER AGOL|EGHHE

DESCRIPTICN OF OPERATIONS { LOCATIONS { VEHICLES {ACORD 101, Addltlonal R:

Sce astachment for E&O and Cyber Liability coverages.

hed H mors space Is requived)

, may
THIS CERTIFICATE SUPERSEDES ALL PREVIOUSLY ISSUED CERTIFICATES FOR THIS HOLDER. AI'I‘L'ICAI.ILI: TOTHE CARKIERS LISTED AND FHE POLICY TERM(S) REFERENCED.

TR TYPE OF INSURANCE NS WVD POLICY HUMBER KSMOUCQL%F&] ﬁ_&r"é%‘{&% umiTs
A | X} COMMERCIAL GENERAL LIABILITY N | N| s3uune7415 4172020 | 4/1/2021 | EACHOCCURRENCE 31,000,000
| cLams.mane xloccun g cumneey | 8 1,000,000
| MED EXP {Any ona parson) | § 10,000
B PERSONAL & onuuunv s 1,000,600
_GEN1. AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2.000.000
l{_ POLICY' 'Jccr | Lo PRODUCTS - comwonec s 2,000,000
oTHER: Ts E
B | AUTOMOBILE LIABILITY N N | 8JUUNEB?415 412020 | 4172020 i%ﬂﬁ‘-ﬂ?‘m * 1,000,000
3 | Anv auto BODILY INJURY {Per person} | § XXX XN XX
[ ED S D ————
| IR T LR e
HIR . -
|| AuTos onLy | AUTOS ONLY {Pot pooidens} "~ $ XXXXXXX
. § XXUXXXX
C | X [UMBRELLALUB | X 1 ocCuR N | M| 83 XHUEB 7412 472020 | 4M/2021 | eacHoccurrence . s 14,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE s 14.000,000
oep | X | reenmons 10,000 . | XXXKXXX
KERS COMPENSATION FER_ TTH-
E | A0t EMPLOYERS: LiABILITY in N| 81 wEACOSFW oo |anaon | X Sawmed 13
ANY PROPRIETORPARTNER/EXECUTIVE E.L, EAGH ACCIDENT s 1,000,000
OFFICER/MEMBER EXCLUDED? NIA !
lM.ndulnry in MH} | EL. DISEASE - EA EMPLOYEEL § ],000,000
4, describe under i - s A LA e e
DESGRIPTION OF GPERATIONS below ' EL. DISEASE - POLICY LimT | 3], (000,000
!
i
be

CERTIFICATE HOLDER

CANCELLATION  Sec Attachments

15800540

New Hampshire Office of Professional Licensure and
Certification

121 South Fruit Street

Concord, NH 03301-2412

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS. )

AUTHORIZED REPHESI;NTJ\TIVE o

ACORD 25 (2016/03)

&—L—%; X
©1888-2045 ACORD CORPORA N All rights reserved.

The ACORD name and logo are registered marks of ACORD



Attachment Code: D575122 Master ID: 1443744, Centificate 1D: 15800540

Alert Holding Company, Inc.’s E&O and Cyber Liability

Effective Dates: 4/1/2020 - 4/1/2021 o
- 150t < Cark N F e 7 Lt e |
L Coverage Mal e Ceadhoatala VAL S utE I AP R
Cyber (E&O |, | $100,000 $10,000,000 Agg




Attachment Code: D563661 Master 1D; 1443744, Certificate ID: 15800540

New Hampshire Office of Professional Licensure and
Certification :

To whom it may concern:

In our continuing effort to prdvide timely certificate delivery, Lockton Companies is transitioning
to paperless delivery of Certificates of Insurance.

To ensure electronic delivery for future renewals of this certificate, we need your email address.,
Please contact us via one of the methods below, referencing Certificate 1D 15800540.

»  Email: Chicagoedelivery@lockion.com
» Phone: B66-297-8023

If you received this certificate through an internet link where the current certificate is viewable,
we have your email and no further action is needed.

In the event your mailing address has changed, will change in the future, or you no ionger
require this certificate, please let us know using one of the methods above.

The above inbox is for automating electronic delivery of certificates only. Please do NOT send
future certificate requests to this inbox.

Thank you for your cooperation and willingness in reducing our environmental footprint.

Lockton Companies

Lockton Companies
500 W. Monroe Street, Suite 3400
Chicago, IL 60661




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

e

Denis Goulet
Commissioner

December 29, 2020

Lindsey B. Courtney :
Executive Director :
Office of Professional Licensure and Certification
Division of Health Professions

121 South Fruit Street

Concord, NH 03301

Dear Interim Executive Director Courtney:

This letter represents formal notification that the Department of Information Technotogy
(DolT) has approved your agency’s request to enter into a contract amendment with Appriss, Inc.,
as described below and referenced as DolT No. 2014-042D.

This amendment will extend the existing contract with Appriss, Inc. for the
continuation of the prescription drug monitoring system. This system provides
real-time data concerning the dispensing of controlled drugs to assist providers in
ensuring controlled medications are appropriately prescribed and dispensed.

The funding amount for this amendment is $113,045.00, increasing the total
amount from $888,274.17 to $1,001,319.17 and by extending the completion
date from January 31, 2021 to January 31, 2022. This amendment shall become
effective upon Governor and Executive Council approval through January 31,
2022,

A copy of this letter should accompany your Agency’s submission to the Governor and
Executive Council for approval.

Sincerely,

A

Denis Goulet

DG/ kaf
DolT: 2014-042D
RID: N/A

cc: Ransey Hill, DolT

Innovative Technologies Today for New Hampshire's Tomorrow
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State of New Hampshire

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
121 South Fruit Street, Suite 303 '
Concord, N.H. 03301-2412
Telephone 603-271-2152 - Fax 603-271-6702

HALLIE A. PENTHENY
Director of Finance

LINDSEY B. COURTNEY
Interim Executive Director

May 21,2020

His Excellency, Govemor Christopher T. Sununu
and the Honorable Council

State House :

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the New Hampshire Office of Professional Licensure and Certification (OPLC) to
amend a sole source contract with APPRISS Inc (VC 253321), Louisville, Kentucky, by
increasing the price limitation by $41,419.17, from $846,855 to $888,274.17, to extend the.
timeframe for completion of the contract and purchase extended functionality for the prescription
drug monitoring system. The contract term shall be upon Governor and Council approval from
June 30, 2020 through January 31, 2021. The original contract was approved on June 18, 2014,
Item #110-A and two subsequent amendments were approved on June 29, 2016, ltem #52 and
January 23, 2019, Item #58.

Funding is available as follows in FY 2021:

-~
FY 2021

01-21-021-2150-5203  Prescription Drug Monitoring
102-500731 Contracts for Program Services $41,419.17

EXPLANATION

The purpose of this request is to allow APPRISS additional time to continue with currently
contracted functionality, and to extend systems functionality through January 2021. The extension
will provide prescribers and dispensers with continued, vital access to prescription drug monitoring
services while OPLC releases a Request for Proposal for a new contract; this access includes, but
is not limited to, access to prescriber report cards that compare individual prescribing practices to
the prcscri'bing practices of other prescribers in the same field of practice. Additionally, the




His Excellency, Governor Christopher T. Sununu May 21, 2020
and the Honorable Council

State House

Concord, New Hampshire 03301

Prescription Drug Monitoring Program (PDMP) will continue to monitor whether prescribers are
utilizing the database when prescribing opioids for the treatment and management of pain.

It is necessary to extend this contract as a sole source agreement for these extended services, as:
the APPRISS AWARXE software is proprietary and the state does not have access to the

underlying code nor the ability to support this product. With current systems such as the prescriber

report cards, the mandated use compliance modute, and ongoing maintenance of clinical alerts, the

PDMP will continue as intended to assist with the practitioner utilization, while OPLC finalizes,

releases, and selects a vendor based on the Request for Proposal.

Should the Governor and Council not authorize this request, the PDMP will not be able 1o meet
the legislative requirements of RSA 318-B.

Respectfully submitted,

Sty

Lindsey B. Courtney
Interim Executive Director



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord. NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denls Goulet
Commissioner

April 28, 2020

Lindsey B. Courtney
Interim Executive Director

Office of Professional Licensure and Certification
Division of Health Professions

121 South Fruit Street

Concord, NH 0330)

Dear Interim Executive Director Courtney:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enler into a contract amendment with Appriss, [nc.,
as described below and referenced as DolT No. 2014-042C,

This amendment will extend the exisiing contract with Appriss, Inc. for the
continuation of the prescription drug monitoring system. This system provides
real-time data concerning the dispensing of controlted drugs 1o assist providers in
ensuring controlled medications are appropriately prescribed and dispensed.

The funding amount for this amendment is $41,419.17, increasing the total
amount from $846,855.00 to $888,274.17 and by extending the completion date
from June 30, 2020 to January 31, 2021. This amendment shall become effective
upon Governor and Executive Council approval through fanuary 31, 2021.

A copy of this lener should accompany your Agency's submission to the Governor and
Executive Council for approval.

Sincerely,
Denis Goulet

DGlik/ck
Contract 2014-042C

cc: Rebecca Bolton, DolT

Innovative Technologies Today for New Hampshire's Tomorrow



STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT C

This Contract Amendment (“Amendment”) is entered into this 19 day of May, 2020, by
and between the State of New Hampshire, acting by and through the Office of Professional Licensure
and Cenification (hereinafer referred 10 as the “Office™) and APPRISS INC. (hereinafter referred to as
“Vendor” or “APPRISS™), collectively referred to as (“the Parties™).

WHEREAS, pursuant to an agreement approved by Governor and Council, as a result of RFP 2014-
042, on June 18, 2014, Item # | |0A and amended on lune 29, 2016, liem # 52 and amended on January 23,
2019, liem #58, {herein after referred to as the “Agreement™), APPRISS INC. (hereinafier referred 1o as
“Vendor”" or “APPRISS™) agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the Office of Professional Licensure and Cenification
(hercinafter referred 1o as the “Office™), certain sums as specified therein;

WHEREAS, pursuant o the Agreement Section 18: Amendment and the provisions of the
Agreement, the Agreement may be modified or amended only by a written instrument executed by the parties
thereto and approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Office have agreed to amend the Agreement in certain respects;

WHEREAS, the Office and the Vendor wish to extend the completion date of the contract term from
June 30, 2020 10 January 31, 2021;

WHEREAS, the Office and the Vendor wish to increase the Contract price by $41,419.17 1o bring
the total contracl price 1o $888,274.17,

WHEREAS, the Office and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditiens contained
in the Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30,
2019 10 January 30, 2021.

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $41,419.17
from 3846,855.00 to $888,274.17.

3. Amend Part 2 Section 16: Dispute Resolution by replacing the Dispute Resolution Responsibility
and Schedule Table with the following table:

Dispute Resolution Responsibility and Schedule Table

LEVEL .| CONTRACTOR - | STATE - . . . CUMULATIVE .
_ ,e : o : .ALLOTTED .
B R =7 a0 TIME
Primary-| Stephanie Stovall- Cliem | Michelle Ricco Jonas, Siate 5 Business Days
Relationship Manager Project Manager (PM)

Initial all pages
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STATE OF NEW HAMPSHIRE

BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT C

First Natalie Browning- Lindsey Courtney, Director, 5 Business Days

Director of Client Division of Health Professions

Relationships
Second Jeff Byal - CFO Lindsey Courtney, Interim 5 Business Days

) Executive Director, OPLC

4, Amend Section 1.1, Firm Fixed Price, Part 3, Exhibit B Price and Payment Schedule, by replacing
the price with the new Contract Total Amount.

FIRM FIXED PRICE

This is a Firm Fixed Price (FFP) Contract totaling $888,274.17 for the period between the
Effective Date through January 30, 2021. APPRISS shall be responsibte for perforniing its
obligations in accordance with the Contract. This Contract will allow APPRISS 10 invoice
the State for-the following aclivitics, Deliverables, or milestones at fixed pricing/ratcs
appearing in the price and payment tables below:

5. Amend Section 2, Part 3, Exhibit B Price and Payment Schedule, by replacing the pncc wu!h the new
* Contract Total Amoun.

TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract 1o the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed
$888,274.17 (“Total Contract Price™). The payment by the State of the total Contract price
shall be the only, and the complete reimbursement 1o APPRISS for all fees and expenses, of
whatever nature, incurred by APPRISS in the performance hereof. '

Table 2 CONTRACT HISTORY 2014-042 — Prescription Monitoring Program

"CONTRACT.. | AMENDMENT TYRE - |: G&C"™ |.. “END DATE ! CONTRACT.

' AND o .00 . | APPROVAL: ~ . | ‘AMOUNT
AMENDMENT | -~ .. oL ‘DATE | . : T,

NUMBER . ' meo VT i ' L Lo '
2014-042 Original Contract 06/18/2014 01/30/2019 $234,999
ltem #110A

2014-042 1* Amendment : 06/29/2016 01/30/2019 $333,569
Amendment A llem #52

2014-042 2" Amendment 01/23/2019 06/30/2020 $278,287
Amendment B llem #58 '
2014-042 3" Amendment 01/30/2021 $41,419.17
Amendment C
' 7 [CONTRACT-TOTAL - |~ = ... .. 7. | 5888,274.17

o
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT C

6. Except as provided herein, all provisions of the Agreement shalt remain in full force and efTect. This
modiftcation shall take effect upon the approval dale from the Governor and the Exccutive Council.

N WITNESS WHEREQF, the parties have hereunto set their hands as of the day and year first above
writlen,

/I G Stee

Michael Davis, Chief Executive Officer
APPRISS INC.

State of New Hampshire
oA :
S

Lindsey Courtney, Interim Executive Direclor
State of New Hampshire .
Office of Professional Licensure and Certification

Date:  5/22/20

Approved by the Attorney General
The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Takhmna Lofhmatdoa Date:  5/2712020

State of New Hampshire, Depariment of Justice

I hereby certify that the foregoing amendment was approved by the Govemnor and Executive Councit of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Tille:

Date:

Initial all pages
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OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

STATE OF NEW HAMPSHIRE
121 South Fruit Street
Concord, N.H. 03301-2412

PETER D. DANLES Telephone 603-271-6766 - Fax 603-271-0597 HALLIE PENTHENY
Executive Director Director of Finance

January 2, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Office of Professional Licensure and Certification, New Hampshire Board
of Pharmacy (OPLC/BOP) to amend a sole source contract with APPRISS Inc (VC 253321),
Louisville, Kentucky, by increasing the price limitation by $278,287, from $568,568 to
$846,855, to purchase additional functionality to the prescription drug monitoring system. The
contract term shall be from Governor and Council approval through June 30, 2020. The original
contract was approved on June 18, 2014, ltem #110-A and a subsequent amendment was
approved on June 29, 2016, ltem #52. 95% Federal Funds, 5% General Funds.

Funding is available as follows for FY 2019, and is contingent upon the availability and
continued appropriation of funds for FY 2020, with the ability 10 adjust encumbrances in each of
the State fiscal years through the Budget Office if needed and justified:

01-21-021-2150-5203 FY 2019 FY 2020
Prescription Drug Monitoring Program ' ‘
102-500731 Contracts For Program Services $157,543 $120,744




His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

Page 2

EXPLANATION

This purpose of this request is to allow APPRISS additional time to complete currently
contracted functionality, and additional funds for new systems functionality. The improved
functionality will provide prescribers improved information on patients through clinical alerts, as
well as the means to receive reports on their prescribing practices over a period of time and in
relation to other prescribers in their field of practice. Additionally, the PDMP will be enhanced
to allow the monitoring of whether prescribers are utilizing the database when prescnbing
opioids for the treatment and management of pain. '

i

It is necessary 1o enter into a sole source contract for these services, since it would be
impractical for any vendor but APPRISS 1o provide what we now have or support and enhance
their prescription drug monitoring system.

Should Governor and Council not authorize this request the NH Prescription Drug
Monitoring Program will not be able to meet the legislative requirements by.making the
application more versalile, informative and user friendly.

Executive Director
NH Office of Professional
Licensure and Certification



STATE OF

w

Denis Goulet
Commissioner

Peter Danles
Executive Director

Office of Professional Licensure and Certification
NH Board of Pharmacy

121 South Fruit Street

Concord, NH 03301

Dear Executive Director Danles:

INEW HAMPSHIRE

DEPARTMENT OF ]INFORMATION TECHNOLOCQGY
27 Hazen Pr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

ww.nh.gov/doit

January 8, 2019

This letter represents formal notification that the Department of Information Technology

{DolT) has approved your agency’s request to en
Inc. for the continuation of the prescription dru
referenced as Dol T No. 2014-042B.

The purpose of this amendment is to add/r

emove functionatity of the data base to

allow for production and issuance of pre'scribcr report cards; for the ability to
monitor the mandate of opicid prescribing and issue clinical alerts to prescribers

when patients meet clinical thresholds of ¢

The funding amount for this amendmen
amount from $568,568.00 to $846,855.00
to June 30, 2020 from the original comp
amendment shall become effective upo
approval through June 30, 2020.

A copy of this lerter should accompany
Executive Council for approval.

DG/kaf
Contract 2014-042B

cc: Rebecca Bolton, DolT

oncern.

t is $278,287.00, increasing the total
and by extending the completion date
etion date of January 31, 2019. This
n Govermnor and Executive Council

Sincerely,

i -

Denis Goulet

Innovative Technologies Today fo

r New Hampshire's Tomorrow

er into a sole source agreement with Appriss,
g monitoring system as described below and

the OPLC’s submission to the Governor and
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STATE OF NEW BAMPSHIRE BOARD OF PHARMACY *
OFFICE, OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT B

WHEREAS, pursuant lo sn Agreement spproved by Governor and Council, as a result of RFP 2014-
042, on June 18, 2014, Item # 110A and amended on June 26, 2016, ltom # 52, (herein after referred to as
the “Agreement™), APPRISS Health (hereinafier referred to as *“Vendor™ or “APPRISS™) agreed 1o supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Office of Professional Licensure and Centification (hereinafter refermed to as the “Office™), cenain

sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the
Agreement, the Agreement moy be modified or amended only by a written instrument executed by the parties
thereto and approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Office have agreed to amend the Agreement in certain respects;

WHEREAS, the Office wishes to amend the contract to add functionality;

WHEREAS, The Vendor agrees to provide additiona) functionality;

WHEREAS, the Office and the Vendor wish to extend the complction dete of the contract tenm from
January 31, 2019 to June 30, 2020;

WHEREAS, Lhe Office and the Vendor wish Lo increase the Contract price by $278,287 to bring the
total contrect price lo $846,855.

WHEREAS, the Office and the Vendor seek to clarify the Agrecment.

NOW THEREFORE, in consideration of the foregoing, and the covenanl; and conditions
conteined in the Agreement and sct forth herein, the partics egree as follows:

The Agreement is hereby amended as follows:
I. Amend Section 1.7 of the Agreement (Page 1} by extending the Campletion Date from January 31,

2019 to June 30, 2020.

2. Amend Scction 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $278,287 from
$568,568 1o $846,855.

3. Amend Part 2 Section 16: Dispute Resolution by replecing the Dispute Resolution Responsibility
and Schedule Table as follows:

Dispute Resolution Responsibility and Schedule Table

LEVEL | CONTRACTOR STATE T | CUMULATIVE
. - ;. .. " L ALLOTTED TIME
Primsary ;| Tonys Vaughn- Clicnt Michelle Ricco Jonas, Statc Project 5 Business Days
N - s [..Relationship-Mannper: -Menagcr-(PM) R T
‘Firet  °| Natalie Browning- Director | Michael Bullek, Administirator, 5 Business Days
, ‘ of Client Division of Health Professions
R Relationships
. Second - ;| JeffByal- CFO Sheri Waelsh, Esq 5 Business Days
: : ) Division Director, Division of Health
co T Professions
" Initial al) pages
Vendor Initialy: ° Page ) of 10

Date:
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AMENDMENT B

4. Amend Pan 3 Exhibit A: Contract Deliverables by adding Section 2.3 Implementation Schedule for
Amendment B- Activities/Deliverables/Milestones.

2.1 Implementation Schedule for Amendment B - Activities/Deliverables/Milestones.
These are the deliverables for implementing the additional requirements added in
paragraph 10 of this amendment.

Contract #2014-042
B AMENDED TEXT
Exhibit A
| Table: 2.3

Activity, Deliverable or Milestone Deliverabie Type I Target Date(s)

Conducit Project Kickoff Meeting Non-Software Within 10 business days of

coptract approval
Status Meetings Non-Software 172019
Work Plan Writien Please see attached Change Orders
' i 112019 '

Coqduc} Research fl\nd Requirements Non-Software

Validation

Requirements Analysis Report - Written Please see attached Change Orders

Security Testing and Documentation

Non-Software and
Wrillen

Appriss performs application level
security testing ongoing.
Documentation will be provided
for enhancements within 10
business days of compietion.

User Acceptance Testing and all Test Result

Non-Software and

112019

Documentation Written
- : on- 2/2019
End User Training and Documentation Non Swowaarc and ’
ntten

5. Amend Part 3 Exhibit B Price and Payment Schedule by replacing the price with the new Contract

Total Amiount.

1.1 Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $846,855 for the period betwcen
the Effective Date through June 30, 2020. APPRISS shall be responsible for
performing its obligations in accordance with the Contract. This Contract will allow
APPRISS to invoice the State for the following activities, Déliverables, or milestones
at fixed pricing/rates appearing in the price and payment tables below:

6. Amend Pant 3 Exhibit B by rcpla'cing Table B-1A Delivcrables APPRISS Response Checklist with
the following Table B-1B. These arc the deliverables for implementing the additional requircments

added in paragraph 10 of this amendment:

Initial all pages
Vendor lnjyals:
Date;
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
* CONTRACT 2014-042
CONTRACT AMENDMENT B

Contract #2014-042 B
Exhibit B AMENDED TEXT
Section Number: Table
B1-B
Deliverables for Amendment Deliverable i'i"ype *Cost
Conduct Project Kickoff Meeting Non-Software No Cost
Status Meetings Non-Software No Cost
Work Plan Written No Cost
Conduct Research And Requirements Validation Non-Software No Cost
Requirements Analysis Report Written No Cost
Security Testing and Documeniation Non-i;f“rware and No Cost
ritten
User Acceptance Testing and all Test Result Non-Software and No Cost
Documentation ) Written
End User Training and Documentation . Non-Software and No Cost
. ] Written
Implement User Mandate Enhancement Software $25,000
Update Practitioner Manual — Explain User Mandate . No Cost
Written
Enhancement
Implement Prescriber Report Card Software $75,000
Update Practitioner Manual — Explain Prescriber Report Written No Cosl
Card
Webinar Traini P iber R - !
ebinar raining on rescriber Report Card {laped) Audio/Video No Cos
2 ofthe § .
Webi — — —
ebinar Training on Clinical Reports (taped) Audio/Video No Cost
3ofthe b
TOTAL -$100,000
Initial all pages ‘
Vendor Inigyal @ Page 3 of 10
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING

CONTRACT 2014-042
CONTRACT AMENDMENT B .

‘7. Amend Part 3 Exhibit B by replacing Table B-4A Hosting, Mamtenance and Support Pricing wnh
the following Table B-4B

Contract #2014-042 B
Exhibit B AMENDED TEXT
Section Number: Table B-
4B

HOSTED SFY SFY SFY SFY SEY | SFY 2019 SFY 2020
SERVICES 2014 2015 2016 2017 2018
Web Site $138 $1,215 $1,068 $1,068 | 51,068 .| §1,068 £1,068
Hosting Fec* ' . . .
Technical $3,210 $31,374 | $28,922 | $28,922 | $28,922 | $28,922 $28,922
Support and ' ’ )
Updates ' : . .
Maintenance | $3594 (532382 | 528,800 | $49,633 | $53,800 | $53,800 $53,800
and Updates ' - $17,500(B1) | $40,000(B1)
Subtotal $6,942 $64971 | $58,790 | $79,623 | $83,790 | §101,290 $123,790
TOTAL 1 $519,196

*Note: (Bt} indicate adjustment made by Amendment 1 for clinical alerts, prescriber i rcpon and mandate

report. maintenance.

8. Amend Part 3 Exhibit B by rcplaéing\t_hc price with the new Contract Total Amount.

Initial all pages’ .
Vendor Initig}
Date:

Contract #2014-042 B
Exhibit B AMENDED TEXT
Section Number: Table B-
5B

1 HOSTED SERVICES SFY SFY SFY SFY SFY SFY | SFY 2020

2014 2015 2016 2017 2018 20]9
Table B-1 Deliverables | $13.656 | $0 0 $40,035 | SO $0 $100,000
Table B-3 SW $30,420 |'$1,500 $1,500 $1,500 51,500 $1,500 51,500
Licensing, Maintenance : o '
& Support
Table B4 Hosting, 56,942 $64,97) $58,790 | §79,623 | $83,790 | $101,290 | $123,790
Maintenance. & Support ' ) . .
Section B-5 . 50 T 50 50 §67,2714 [ 67,274 |50 50
Enhancements/System '
Modifications ) - :
Subtotal $51,018 | 566,471 $60,290 | $188,432 | $152,564 | $102,790 | $225,290
TOTAL $846,855
Page 4 of 10



STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT B

9.  Amend Part 3 Exhibit B by replacing the price with the new Contract Total Arhount

2. TOTAL CONTRACT PRICE
Notwithstanding any provision in the- Contract to the contrary,.and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed § 846,855 (“Total Contract Price™). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to HID for all fees
ond expenses, of whatever nature, incurred by HID in the performance hereof.

10. Amend Part 3 Exhibit H as follows:

Contract #2014-042 B
ExhibitH ADDED/AMENDED TEXT
Section Number:
BUSINESS
REQUIREMENTS HID
REPONSE CHECKLIST

Change Table Name ‘BUSINESS R.EQUIREMENTS APPRISS R.EPONSE CHECKLIST

Add Requirement B3.9 lement Prescriber R and Maintenance

1, Quartcrly generation of a Prescriber Report in PDF format for al) eligible
prescribers. Eligibility to receive the report requires that a prescriber have the
followirig information in the PDMP:

i} a valid Role, 2) a valid Healthcare Specialty, and 3) at least one opioid
prescription written in the past six months

2. Quarterly dissemination of Prescriber Reports in PDF format via email

3. Report contents as detailed in Attachment A: Metric Details

4. Metrics will report on data from the previous two calendar quarters of PDMP
data

5. Individual Prescriber Report links will be available within AWARXE PDMP
portal after secure login to the Prescriber. The link will populate a PDF of the
Prescriber’s most recent four (4) quarterly reports directly from the web portal.
6. Administrators will be provided with access to Prescriber Reports via the
Appriss Analytics BI tool (Tableau).

7. Administrators will be provided Prescriber receipt information when Prescriber
Reports have been accessed via PMP AWARxe link portal.

Add Requirement B3.10 Implement Mandato e Compliance Module and Maintenance is designed to
manage the opioid crisis through a scalable configuration tool by tracking a
provider's interaction with and access of the PDMP. This tool is provided within
the PDMP application which allows for a continuous workflow.

The outcomes available within the tool include but may not be limited to:
Reports for the State PDMP Administrators of the providers’ review history
"Reports for Licensing Boards (or other roles as defined by the. State) of their
Licensees’ (and/or managed users/roles) review history
Reports for providers of their missed reviews

Initial all pages
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION

PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT B

REPORT LOGIC

Mandatory Use. Patient Request Match to Prescriber History —

The system will query for each prescriber, determine which patients were
prescribed the seiected drug(s) for the configurable duration and/or supply and
were not queried in the PMP (or through PMP Gateway) by the prescriber or the

| prescriber’s delegate within the time period configured.

Mandatory Use Patient Request Match to Pharmacist History ~

_The system will query for each pharmatcist, determine which patients were

dispensed the selected drug(s) for the configurable duration and/or supply and
were not quericed in the PMP (or through PMP Gateway) by the pharmacist or the

- pharmacist’s dclcga(c within the time, period configured.

REPORT DETAJL

Mandatory Use Report.— A role(s).can be conﬁgurcd to request a'Teport on which
patients were not requested in the PMP (6r PMP Gateway) where a prescription
was written by a specific prescriber or filled by, a specific pharmacist by Provider
DEA Number or other unique identifier (possibly NPI or License Number) and
Fill Date range or Written Date range. 4.

Add Section B7 Clinical
Alerts

Add Requirement B7.1

[mplement Clinical Aterts (Unsolicited Report) Maintenance

The Clinical Alerts module includes a configuration screen 10 altow for the PMP
State Administrator t0 configure custom automatéd alerts and/or notifications-for
regisiered Prescribers. When this feature is enabled, these alerts run on a schedule
configured by the Admin in the background delivering custom alerts and
notifications (if configured) without the need for manual input from the PMP
State Administrator.

e Prescriber & Dispenser Thresholds ‘Generales an alert when a specified
number of
Prescribers and/or Dispensers is met of exceeded within a set time period.

» Daily Active MME Threshold: Generates an ‘alert when the dally aclive
MME is greater than or equal to a specified value.

¢ Opioid & Benzodiazepine Threshald: Generates an alert when Opioids
and Benzodiazepine
Are prescribed within a set time period,

e Daily Active:-Methadone Threshold: Generates an.alert when the daily
active MME (morphine milligram equivalent) for Methadone is greater
than or equal 10 specified value,

» Opioid Consecutive Days Threshold: Generates an alert when Opioids
have been received daily for longer than a set time period.

" Administrators will be provided Prescriber receipt information when Prescriber

Reports have been accessed via PMP AWARXxe link portal.

p—

Initial all pages
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STATE OF NEW HAMPSH]RE BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
- PRESCRIPTION MONITORING.
* CONTRACT 2014-042
CONTRACT AMENDMENT B

Pleasc refer to the following Enhancement Requests in Attachment P: -

Prescriber Reports and Maintenance Change Order;

Mandatory Use ‘Compliance Module and Maintenance Change Qrder:

Clinical Alents (Unsolicited Report) Maintenance Changer Order

2. TOTAL CONTRACT PRICE

Notwuhstandmg any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances,-in no event shall the total of all payments made by the State exceed $846,855 (“Total
Contract Price”). The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to APPRISS for all fees and expenses, of whatever namrc incurred by APPRISS in the -
performance hereof. .

L4

11. Amend Pant 3 Exhibit G by adding the following:

1.1.4 Prescriber Reports and Mamlenancc - The PDMP Prescriber Reports enhancemcnt will provide
and individualized report dlrcclly to all contro!led substance prescribers in the stale on a quarterly
- basis, providing information regardmg current prescribing volumes, behaviors, and PDMP use, as
well as the ability to track changes in these metrics over time.

1.1.5 Mandatory Use Conipliance Module and Maintenance ~ A ool designed to help PDMP users
better understand and manage the opioid crisis through a scalable configuration tool by tracking a
provider’s interaction with and access of the PDMP. This tool is provided within the POMP
application which allows for a continuous workflow. The outcomes available within the 100l
include but may not be limited to:

* Reponts for the State PDMP Adminisirators of the prbvidcrs' review history

+ Reports for Licensing Boards (or other roles as defined by the State) of their Licensees’
(andfor managed users/roles) review history

1

-« Reports for providers of their missed reviews

1.1.6 Clinical Alerts (Unsolicited Report) Maintenance - The Clinical Alerts module includes a
configuration screen to allow for the PMP State Administrator to conf'gurc custom automated
alerls and/or notifications for registered Prescrbers,

o Prescriber & Dispenser Thrcsholds Generates an alert when a specified number of
_ Prescribers and/or Dlspcnsers is met or exceeded within a set'time period.

s Daily Active MME Threshold: Generates an alert whcn the dmly active MME is greater than
or cqual to a spcmﬁcd value.

. Oinioid & Bénzodiazepinc Threshold: Generates an alert when Opioids and Benzodiazepine
arc prescribed within a set time period.

Initial all pages ' ‘ ' )
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042

CONTRACT AMENDMENT B

Table 2 CONTRACT HISTORY 2014-042 — Prescription Monitoring Program

CONTRACT AMENDMENT TYPE G&C END DATE CONTRACT
AND APPROVAL AMOUNT
AMENDMEN ' DATE
T NUMBER
2014-042 Original Contract 06/18/2014 01/30/2019 $234,999
ltem #110A

2014-042 1* Amendment 06/29/2016 01/30/2019 $333,569
Amendment A Item #52
2014-042 2™ Amendment TBD 06/30/2020 $278,287
Amendment B ‘

CONTRACT TOTAL $846,855

!
Poge 8 of 10
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY
OFFICE ‘OF PROFESSIONAL LICENSURE AND CERTIFICATION
PRESCRIPTION MONITORING

~  CONTRACT 2014-042
CONTRACT AMENDMENT B

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WH EREOF the parties have hereunto set their hands as of the day and year first above

written.
| Date: IZ/‘II/’. (g

Michael Davis, Chief Executive Officer
APPRISS

Corporate Signature Notarized:
STATE OF _KEAM7i/e Ly

COUNTY OF ([EFFERS oA/
On this the é “day ofm ZOIZ before me,
A 1eHHEL DAYiS

IS EF D , the undersigned Office

personally appeared and acknowledged hcrlhlmsclf to be the (247>
Y ATES  a corporation, and that she/he, as such
being authorized 1o do so, executed the foregoing instrument for

of
174
the purposes therein contained, by signing the name of the corporation by her/himselfas ..
é/c#ic"é DAS’S

INWITN WHEREOQF I hereunto set my hand and official seal
o ‘“uuumum,,%’

b — {OWNG %,
tary PUBlicHusticg of the Peace .o 86‘4:"
A1 R o)

5 020,7 s .

o /'J;," My Comimission Expires:

Lese Townsend J\‘
)
s

. State at Lo 20 MoraT620
j rge, Ken
- "’ , "fEmhun.

-
/ - -"_\I -

S(ate of l\ew Hampsh 0

.h-.r " ’ \'\...' .
.- ....%

Peter Danles, Executive Director

State of New Hampshire
Office of Professional Licensure and Certification

' Page 9 of 10
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STATE OF NEW HAMPSHIRE BOARD OF PHARMACY'
OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION
' PRESCRIPTION MONITORING '
CONTRACT 2014-042 .
CONTRACT AMENDMENT B

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
exccution. . ) -
Approved by the Attorney General '

/éé_ - Date: 4 Z'@[ : f
: -Nc}/‘_ﬁqﬁpshirc, Department of Justice . A

-~

[ hereby certify that the foregoing amendment was spproved by the-Governor and Executive Council of the
State of New Hampshire at the Meeting on: (datc of meeting)
' B

Office of the Secretary‘ of State

By:

Title:

Date:*

Initial all page . .
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4/ HEALTH

Change Order ;

Deicrlption:

PDOMP Prescriber Reports

Appriss Service (the "Service'f ):

Prescriber Reports/AWARXE

The Service shall be considered completed upon delivery in
production

Date Created:

10/26/2018

Billing Agent:

New Hampshire Office of Professional Licensure and
Cenrtification

Bllling Ad;!ress:

121 South Fruit Street
Concord, NH 03301

Bliling Contact:

Michelle Ricco Jonas

michelle.riccojorias@oplc.nh.gov

603-271-6980

Client Relationshlp Manager:

Tonya Vaughn

tvaughn@®apprisshealth.com
502-276-2257

High Level Description ‘of.Pr'oJect'

POMP Prescriber Reports will be generated and sent quarterly.

Background/Business Justification

The New Hampshire Office of Professional Licensure and Certification seeks to provide prescribers of
controlled substances with vital information from the PDMP regarding their own prescribing history
and behavior. This enhancement to the New Hampshire Office of Professional Licensure.and
Certification POMP program will provide this information directly to all controlled substance

prescribers in the state.
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In Scope

1.’ Quarterly generat:on of a Prescr|ber Report in PDF format for aII eltglble prescrlbers Eilglbuluty

to receive the report requires that a prescriber have the foilowing information in'the POMP:

1) a valid Role, 2) a valid Healthcare $Specialty, and 3) at least one opioid prescription written

in the past six months - :

Quarterly dissemination of Prescriber Reports in PDF format via email

Report contents as detailed in Attachment A: Metric Details

Metrics will report on data from the previous two calendar quarters of PDMP data

Individual Prescriber Report links will be available within AWARXE PDMP portal after secure

login to the Prescriber. The link will populate a POF of the Prescriber’'s most recent four (4).

quarterly reports directly from the web portal.

6. Administrators will be provided with access to Prescriber Reports via the Appnss Analytics BI
tool {Tableau).

7. _ Administrator will be provided with a report reflecting every time a user downloads their
prescriber raport in the portal.

wawwN

Excluded from Scope '

1. Additional metrics or modiﬁcatron of current metncs as descrlbed in Attachmenl‘ A
2. Cosmetic or text changes to the standard report format
3. Changes to delivery method




APPRISS®
HEALTH ‘

Fees and Cond itions

This Changé Order form must be signed, and returned by the expiration date to move forward with
this request. Once a signed Change Order is received, the task will be planned for estimated
completion month listed below. All Fees are payable to Appriss Inc. as set forthin the Agreement
without set-off, deduction, or other withholding. The fees are non- -cancelable and non-refundable.
Unless otherwise modified herein, the terms of the Agreement remain in place and unmodified.

Estimated Comipletion Month . 18D by NH OPLC:

- If Change Order signed and returned by -
October 1, 2018: Prescriber Reports

will be-delivered and bllled in October
2018{covering Q2 and Q3 2018)

- If Change Order sngned and returned
after October 1, 2018 and by December
1, 2018: Prescriber Reports will be
delivered and billed in January 2019
{covering.Q3 and Q4 2018)

Feels) One-time; $75,000
Annual recurring: $20,000 '
Year 1 = $95,000; Year 2 and ongoing = $20,000

Contingency .| N/A
Form Explration Date ' | 12/30/2018
Appriss Inc. . New Hampshire of Profaessional Licensure

and Certification.

Tk LA D

Michael Davis, CEO Appriss Thc. Authorized Signatory

//ﬂa/ 50/9 //3 _/,z,aféf

Date Date
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ATTACHMENT A: METRIC DETAILS

Metric Vaiues Generation

» The POMP Prescriber Reports is reflective.on any/all opiocid and anxiolytic/sedative/hypnotic
medications as reported o the state PMP during the report period as noted.
« Metrics are reported either as values covering the full report period or the average of monthly
metrics (which are referred to as "Monthly Average”.)
+ Some metrics additionally include comparisons to median values of prescriber peer groups; these
are defined as follows: |
o Similar Prescriber (SP). The same role + the same healthcare specialty of the préscriber.
o Within Specialty (WS): The same healthcare specialty as the prescriber.

Specific Metrics Included

[

w

Number of persons for which prescriber wrote at least one (1) opioid prescription.
Number of opicid prescriptions written by prescriber.
Percentages of opioid prescriptions written by prescriber with daily MME of: (INCLUDES
COMPARISON) '

s MME 0-50

e MME 5190

e MME 91-200

* MME > 200
Percentages of prescriber’s patients where opioid treatment duration (days of therapy) was:
(INCLUDES COMPARISON)

s <7 Days

e« 7-28 Days
+ 29-90 Days
s > 90 Days

Prescriplion Volumes: (INCLUDES COMPARISON)
» Total MME of Oxycodone containing products.
» Total MME of Hydrocodone containing products.
» Total MME of all other opioids.
Anxiolytic / Sedative / Hypnotic Prescribing: (INCLUDES COMPARISON)
» Number of Anxiolytic / Sedative / Hypnotic prescriptions.
» Quantity of dose units of alt Anxiolylic / Sedative / Hypnotic prescriptions.
Top medications prescribed (by generic name and as reported {0 the state PMP):
+ Top 3 drugs (based on # of prescriptions) by prescriber.
Possible Prescriber Shoppers :
» Number of palients with prescriptions from > 5 prescribers (including this prescriber).
Passible Pharmacy Shoppers
* Number of patients having prescriptions filled at > 5 pharmacies (where this prescriber wrote
at least one of these prescriptions.
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10. Dangerous Combo Therapy
¢ Number of pauents receiving, an opioid + a benzodlazepune (in same month - both written for
by this prescriber).
» Number of patients receiving an opioid + a benzodiazepine® (ln same month - where
prescriber just wrote one of the prescriptions). .
» Number of patients receiving an opioid, a benzodlazeplne + carisoprodol (in same month -
both written for by this prescriber).
» Number of patients receiving an dpioid, a benzodiazepine* + canSOprodol {in same month -
where prescriber just wrote one of the prescriptions).
11. PMP Usage: (INCLUDES COMPARISON)
e Number of PMP Request Reports by prescriber and prescnber s delegate(s)

* For Dangerous Combo Therapy, benzodiazepine also includes any other Anxnolytlc!SedahveIHypnolnc
medications. : .
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Chan‘ge' .Og":dtvar': : .

Deseription:

NH Mandatory Use Compliance Module

The Service shall be considered completed upon detivery in production -

Appriss Se_rvice (the “Service™):

Date Created: 117292018

Bllling Agent: | New Hampshire Office of Professional Licensure and Certification
121 Scuth Fruit Street

Billing Address: Concord, NH 03301

Billing Contact: Michetle Ricco Jonas
michelle riccojonas(@ople.nh.gov |
603-271-6980

Client Relationship Mnnager: Tonya Vaughn

tvaughn@apprisshealth.com
502-276-2257

High Level Deséription of Project .

New Hampshi}e Office of Professional Licensure and Centification is requesting an enhancement to add a report
for Administrative staff to track how many clinical alerts are being opened by Prescribers once received.

i_iackgrqt.mdfl:!us:lne;s Ju.s“tiﬂcadon ‘

New Hampshire Office of Professional Licensure and Centification needs the ability to track and report on sm!S
related (o the viewing/downloading practices of Clinical Alerts from Prescribers in AWARXE.
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'InScope _
. Collectlng and storlng user data on whlch users downloaded/opened Cllmcal Alerts in AWARxE
o User_id
o DEA

o Download timestamp

-ExcludedfromScope R
 Any other audit trackmg changes to the database or changes to Clunlcal Alens

Fees and Conditions

This Change Order form must be signed, and retumned by the expirstion date to move forward with this request.
Once a signed Change Order is received, the task will be planned for estimated completion month listed below.
All Fees ere payable to Appriss Inc. as set forth in the Agreement without set-off, deduction, or other
withtholding. The fees are non-cancelable and non-refundable. Unless otherwise modified herein, the terms of the
Agreement remain in place and unmodified.

Estimated Completion Month _ ‘ Ap;-il 2019
Fee(s) ' One-time: $14,010
Contingency 7 : .NIA
Form Explration Date o 01/3012018
Apprl.ss Inc. New Hampshire Office of Professional Licensure nnd Certification
(
~
Michael Davis, CEQ Appriss In¢. Authorized Signatory

“5/ 03/2019 7/ / A?’

Date
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Change Order

Description: - Clinical Alerts

Appriss Service (the "Service”): PMP AWARE
The Service shall be considered completed upon delivery in

production

Date Created: 8/17/2018

Billing Agent: New Hampshire Office of Professional Licensure and
Cenrtification

New Hampshire Office of Professional Licensure and
Certification

121 South Fruit Street

Concord, NH 03301

Billing Address:

Billing Contact: Michelle Ricco Jonas

Michelle.riccojonas@opic.nh.pov
603-271-6980

Custamer Relatlonship Manager: | Tonyo Vaughn
tvaughn@apprisshepith com

High Level Description of Project

Clinical Alerts module to be added to the NH PMP AWARXE.

Background/Business Justification




k)

APPRISS’
HEALTH

The Clinical Alerts module includes a configuratian screen to allow for the PMP State Administrator to
configure custom autamated alerts and/or notifications for registered Prescribers. When this feature
Is enabled, these alerts run on a schedule configured by the Admin in the background delivering
custom alerts and notifications (if configured) without the need for manual input from the PMP State
Administrator,

Prescriber & Dispenser Thresholds: Generates an alert when a specified number of
Prescribers and/or Dispensers Is met or exceeded within a set time period.

Daily Active MME Threshold: Generates an alert when the daily active MME is greater than or
equal to a specified value.

Opiold & Benzodlazepine Threshold: Generates an alert when Opiolds and Benzodiazepine
are prescribed within a set time period,

Daily Active Methadone Threshold: Generates an alert when the daily active MME {morphine
milligram equivalent) for Methadone Is greater than or equal to specified value.

Opioid Consecutive Days Threshold: Generates an alert when Opioids have been received
daily for longer then a set time period.

tn Scope (See Next Page)
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The Clinical Alerts Module consists of five alert types for Prescribers with three alert methods, all
configurable by the State Administrator.

Alert Types:
Prescriber & Dispenser Thresholds
This customizable Clinical Alert is triggered when a patient meets of or exceeds-the values
entered for "Count of Prescribers” and/or “Count of Pharmatcies” within a set time period.
This Clinical Alert can be configured to deliver automatic alerts and/or notifications via
Patient Alerts, Emall, PMP Reports, and Letters. This alert supports optional custom
disclaimer text to be displayed in the selected alert or notification. The threshold period can
be set to a customizabie number of days. It can be configured to explre after a customizable
number of days, and can be configured to send only to selected user role types {(Healthcare '
Professional, Agency Administration, Law Enforcement, Other, or Restricted Admin).

Dalty Active MME Threshald

This customizabie Clinical Alert is triggered when a patient meets or exceeds the value
entered for “Daily Active MME”. This Clinical Alert can be configured to deliver automatic
alerts and/or not.iﬁcatlons via Patient Alerts, Emall, and PMP Reports. This alert supports
optional custom disclaimer text to be displayed in the selected alert or notification, Ht can be
configured to exclude treatment drugs. It can be configured to expire aftera customizable
number of days, and can be configured to send anly to selected user role types (Healthcare
Professional, Agency Administration, Law Enforcement, Other, or Restricted Admin).

Opiold & Benxodiazepine Threshold

This custbmlzabl;e Clinical Alert is triggered when a patient has active concurrent prescriptions
for both an Opioid and a,Benzodiazepine within any time period. This Clinical Alert can be
configured to deliver automatic alerts and/or notifications via Patient A[éns, Email, and PMP
Reports. This alert supports optional custom disclaimer text to be displayed in the selected '
alert or notification. It can be configured to expire after a customizable number of days, and
can be configured to send only to selected user role types (Healthcare Professional, Agency
Administration, Law Enforcement, Other, or Restricted Admin).

Dally Active Methadone Threshold

This customizable Clinical Alert is triggered when the dally active MME {morphine milligram
equivalent) for Methadone is greater than or equal to specified value. This Clinical Alert can
be configured to-deliver autormatic alerts and/or notifications via Patient Alerts, Email, PMP
Reports, and Letters. This alert supports optional custom disclaimer text to be displayed in
the_selected_alert or_notification. It can be configured to exclude treatment drugs. It can be,
configured to explire after a (f:ustomizable number of days, and can be configured to send only
to selected user role types {Healthcare Professional, Agency Adminlstration, Law
Enforcement, Other, or Restricted Admin),
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Opioid Consecutive Days Threshold

This customlzable Clinical Alert is triggered when Opiolds have been received dally for longer
than a set time period. This Clinical Alert can be configured to deliver autematic alerts and/or
notifications via Patlent Alerts, Email, PMP Reports, and Letters. This alert supports optional
custom disclaimer text to be displayed in the selected alert or notification. It can be
eenfigured to exclude treatment drugs. It can be configured to expire after a customizable
number of days, and can be configured to send only to selected user role types {Healthcare
Professional, Agency Administration, Law Enforcement, Other, or Restricted Admin).

Alert Methods:

Prescriber Alert Method ~ Patient Alerts

The Patient Alerts Alert Method is the default alert type and is displayed within the AWARXE
application to Prescribers. An overview is available on the My Dashboard screen with
a'dditlon'al, specific patlent detail listed in the Patient Alerts screen. This alert is triggered
when a Clinical Alert threshold has been met or exceeded. Optional Emall notifications may
be enabled for this alert type.

Prescriber Notification Method — Emall Notification

The Email Notification Method is an optional additienal Prescriber notification avallable for
the default Patient Alerts. The email notifies the prescriber that a patient under their care has
met or exceeded a Clinical Alert threshold. The prescriber is directed 10 login to their My
Dashboard Patlent Alerts in the AWARXE application to identify and view the specific patient
alert details. No patient information is contained in the emait. Examples af notification emails
for each Ciinical Alert are listed below. PMP Administrators may configure the text and format
of these emalis utllizing the PDF malling template.

Prescriber Letter Method — Letters

The Letter Notification Method is an optional Prescriber notification avallable for the Patient
Alerts. This aption s independent of the Patient Alerts and Email Notlflcation Methods. A
letter will be generated for the prescriber that a patient under their care has met or exceeded
a Clinical Alert threshold. The letter will be made available for the Admin to print and
manually sent to the prescriber. PMP Administrators may configure the text and format of
these Letters utillzing the PDF mailing template.




&7 APPRISS®

el HEALTH

Fees and Condlitions

This Change Order form must be signed, and returned by the expiration date to move forward with
this request. Cnce a signed Change Order is received, the task will be planned for estimated
completion month listed below. All Fees are payable to Appriss Inc. as set forth In the Agreement
without set-off, deduction, or other withholding. The fees are non-cancetable and non-refundabie.
Unless otherwise modlfied herein, the terms of the Agreement remain in place and unmodified.

-Estimatad Compietion Month October 2018
Fee(s) 52,500 one-time fee
§5,000 ongoing
Year 1= 5$7,500; Year 2 and ongoing = 55,000
Form Explirntion Date 9/15/2018
A'pprlss inc. New Hampshlire Office of Professional Licensure

Lo A

Robert Cohen, President Appriss Health

L=\q -1

Date

ond comﬂcy P
24 A

Authorized Signatory

Sstos

Date



CERTIFICATE OF VOTE

(Corporation with Seal)
ich ' CEO and Presiden
L Michael Davis ) A esident of the
(Corporalion Representalive Name) (Corporation Representative Title)
i85 Inc.
Appriss : , do hereby certify that:
(Corporation Name)
" CEO and President
{1} 1 am the duly elected and acting of the
(Corporalion Represgr_ﬂalive Title} -
15s | N
Appnss ne. , B Delsware corporation  (the
'Corporahon ). B -
v {Corporalion Name) ) {State of Incorporation)

{2} | maintain and have custody of and.am familiar with the Seal and minute books of the Corporation;

(3)| am-duly authorized:to issue certificates;
{4) he following are true, accurate and complete copies of the Delegstion of Autharity signed 0;1 the )

28ih gay of Docember “yo1g

- a

RESOLVED: That this Corporation enter into a contract with the State of New .Hampshire, sctmg by end
through the Office of Professional Licensure & Camﬁc.aliorprowdmg for the performance by ihe Corporation
of certain software and tecnnology, - .. - services, and- that 'the - President s(any Vice
President) (and the Treasurar) {(or any of them actmg singly} be and hereby (is) (are) authorized end
directed for and on behaif of this Corporation 1o enter into the said contract with the State and to take any
and all such aclions and.to exscule, seal, acknowiedge and deliver for and on behalf of this Corporahon

modifications- lherelo) as (she) (he) (any “of them) may deem necessery, dasnrable or appropnata o
accomplish the same;

RESOLVED: Thai the signature of any officer of this Corporation i aﬂixed to any-instrument or document
described in or contemplated by these resolutions shafl be condlusive evidence of the authority of said

officer to bind this Corporation thereby;

The forgoing resolutions have not been revoked, ennulled or smended in any manner whatsoever,
and remain in full force and effect as of the date hereof; and the following person{s} (has) (have) been
duly efected and now occupy the office(s) indicated below

Michae! Davis .. President Name

David Strauss Vice Presidant Name

Jeffrey Byal Treasurer Name




[

"'-:,_:'§Sealr'

IN WITNESS WHEREOF, | have hereunto set my hand as the CEO and President

{Tille)

. _,oﬂjﬁ-Onrpdr'a‘tion and have affixed ils corporate sesl this Zf day of :Q(f(“!"f. , 20“_8 .

- T S T .
'-‘,:‘:“- ::_ v :;- ﬁf’p ol ”ﬂ'—h A»[’

Foma T I A al e

..\\/ : i (Title)

STATE OF . .I/MJM k,y,_

COUNTY OF ' Zgl .

On this the o/ day of 20/8 . before me, é’{[‘ JLslmae  the undersigned ofiicer,
! K - '

personally QEMMAA‘LM:WN) acknowiedge herimself to be the

CEO and President of APPriss Inc.

. 8 corporation, and that

shefhe, as

(Title) (Name of Corporation)

such _CEQ and President being authorized 10 do so, executed the foregoing instrument for the
(Title)

s the Inpg, by signi

the name of the corporation by herfhimset! as

-y

- - INWITNESS WHEREOF | hereunto set my hand and official seel.

Public/Justice of the Peace

) My Commission expires: &"7 -r:; 2020
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Knowiledge for good.™

December 28, 2018

Please be advised that the following delegates are authorized on behalf of Appriss Inc, {the
Company} to contract on behalf of the Company and execute documents as necessary to enter
into business arrangements with government entitles and corporations.

s Michael Davis ~ Chief Executive Officer and President

Jeffrey Byal — Chlef Financial Officer, Treasurer, and Secretary

David Strauss — Senlor Vice President, General Counsel, and Assistant Secretary

Krishnan Sastry — Chief Operating Officer

Brian Oldham — Chief Informatlon Officer

Alden Pennington -Vice Presldent, Human Resources

Joshua Bruner — President, Appriss Safety

Robert Cohen — President, Appriss Health

s Krishnan Sastry - President, The Retall Equation and Sysrepublic, Inc. d/b/a Appriss
Retail

fl

Please contact me at 502-815-3950 or Jbyal@appriss.com if you have questions on this matter
or need additional information.

Very truly yours,

leffrey S. Bya
Chlef Financial Officer, Treasurer, and Secretary

9901 Linn Station Rood | Suite 500 | Lovisvide, KY 40223 | 1 844 277 7477 | appriss.com
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HIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND COKFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}, AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

T

CERTIFICATE OF LIABILITY INSURANCE PATE paibom™

412019 12/28/2018

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les} must have ADDITIONAL INSURED provisions or bo ondorsod.
it SUBROGATION IS WAIVED, subjoct to the torms and conditions of the policy, certaln policles may require an endorsement, A statomont on
this certificate does not confer rights to the certificate holder In liou of such endorsoment(s}.

Prooucer LOCK TON COMPANIES . ey
500 West Monroe, Suite 3400 PHONE [ ot
CHICAGO 1. 60661 EMAL *
{312) 669-6900
INSURER{S) AFFORDING COVERAGE NAKC #
esuren 4 Federal Insurance Company. 20281
mssr;t; 4 ‘Alent Holding Company, Inc. wurer ¢ : Great Northern Insurance Company 20303
DBA Appriss - wsurzr ¢ ; Chubb Indemnity Insurance Company 12777
9901 Linn Stotion Rd wsyrer o ; | [linois Union Insurance Company 27960
Lovisville, KY 40223 HEURER € ;
. INSURERF ;
COVERAGES CERTIFICATE NUMBER: | 5800540 REVISION NUMBER; XXXXXXX

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN (SSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

TRl TYPE OF WIURANCE RS0 WD _poucy pumser oo | (oo LTy
A | x | comuercur GENERAL LABILITY N | N 358961-07 412018 | 4nn019 | EACHOCCURRENCE s 1,000,000
] camssanoe [ X} ocem DA e S e 3 1,000,000
T MEDEXP (Anyoraperson) {4 [0 000
] PERSOMAL 8 ADV INJURY | 3 1,000,000
’E'“ AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2.000,000
X | poucy ng& D W PROOUCTS - COMPRP AGG | 32,000,000
T_ OMIER; s
B | Aurouosme LagITY N | N[ 73561223 A0 |an2019 | D enele DT ) 609,000
T ANy ALTO BOCILY INJURY {Per persant | 3 X X XX XXX
| AUTOS oMLY AUTOS ONLY | {Pyr sccioem) 8 XXXXXXX
8 XXXXXXX
A | X [umBRELLALAB | X | gccur N | N[ 7987-32-60 412018 | 44172019 | EACHOCCURRENCE s 14,000,000
EXCESS LIAD CLAIMS-MADE AGGREGATE 514,000,000
loeo || revenmons e s XXXXXXX
C |anp au::ocvns'mmr?ﬂw YIN N1 7172-34-50 412018 47172019 X | STATUTE ] |2R
ANY PROPRIETORPARTNER/EXECUTIVE E.L. EACH ACODENT s 1,000,000
OFFICERMEMBER EXCLUDED? E NIAL i
(Mandatory in RH) E.L Orseask . Ea EmPLOvEE] 3 1,000,000
o you, cascrite uncer
DESCRIPTION OF DPERATIONS bsiow €1, cisease - Poucy umit | s 1,000,000
D [Emors & Omissions N | N[ G7t112482001 412018 4172019 Limis: $10,000.000 Agg
Cyber Linbility i Limiz: $10.000,000 Agg
DESCRIPTION OF OPERATIONS 1 LOCATIONS { VEHICLES (ACORD 101, Additionsl Remarks 8 . may ba atiached I mare spacs s requived)
CERTIFICATE HOLDER CANCELLATION

15800540

New Hampshire Board of Pharmacy
124 South Fruit Street, Suite 404
Concord NH 03301-2412

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF,' NOTICE WiLL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

— = ~
AUTHORIZED REPRE E.NTA‘TI'-VF_!'.—-"’ /- '} P %
-

ACORD 25 (2016/03)

© 1988-2045 ACORD CORPORATION. All rights resarved.

The ACORD name and logo are registered marks of ACORD



State of New Hampshire
Department of State

CERTIFICATE

1. Wiltiam M. Gardncr, Scerelary of Swie of the Sialc of New Hampshire, do hereby certify that APPRISS INC. is
a Delaware Profit Corporation registered 1o transact business in New Hampshirc on Navember 15, 2001, ) further certify that all
fees and documents required by the Scerctary of State’s olffice have boen received and is in good standing as far as this office is

concerned.

RBusincss 1D: 661872
Cenificale Number: 0004360944

IN TESTIMONY WHEREOQF,

I hereto set my hand and coausc 1o be aflixcd
the Scal of the Sime of New Hampshire,
this Jrd day of January A.D. 2019,

Lo b

William M. Gardner

Scerctary of S1aie




OFFICE OF PROFESSIONAL LICENSURE AND CERTIFICATION 59— @‘r/
STATE OF NEW HAMPSHIRE
DIVISION OF HEALTH PROFESSIONS
Board of Pharmacy
Prescription Drug Monitoring Program .

121 South Fruit Street R SV
Concord, N.H. 03301-2412 '
SARAH T. BLODGETT Telephone 603-271-2350 - Fax 603-271-2856
Acting Exccutive Director e,

June 15,2016

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Office of Professional Licensure and Certification, New Hampshire Board of
Pharmacy (OPLC/BOP) to amend a SOLE SQURCE contract with Health Information Designs,
LLC (HID) (VC #703600}, of Aubum, Alabama, by increasing the price limitation by $234,999,
from $333,569 to $568,568 to purchase additional functionality to the prescription drug monitoring
system. The contract term shall be from Governor and Executive Council approval through
January T§, 2019. The original contract was approved on June 18, 2014, ltem #110-A.

61% Federal Funds 39% General Funds.

Funding is available for Fiscal Year 2017 with the anticipation that funding will be
available in Fiscal Years 2018 and 2019 with budget approval and continued appropriation in the
following NH Office of Professional Licensure/PDMP accounts, with the autherity to adjust
encumbrances in each of the State fiscal years through the Budget Office if needed and justified:

Fiscal CLASS CODE-ACCT CODE-OBJ(ACCOUNT)DESC Amount
Years
2014 05-0074-074PHB743510-3331PDM $51,018
2015 05-0074-074PHB743510-3331 PDM $66,471
2016 01-21-2150-52030000-102-500731 $£60,290
2017 01-21-2150-52030000-102-500731 $174,040
2018 01-21-2150-52030000-102-50073 1 $175,706
2019 01-21-2150-52030000-102-50073 1 $41,043
GRAND TOTAL $568,568




Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

June 15, 2016

Page 2

EXPLANATION

This amendment is for the purpose of amending the initial agreement with Health
Information Designs, LLC in certain respects to add/improve functionality of the data base to allow
for dispensers to upload data on a daily basis; to allow practitioners to query data across state lines
through interoperability connections and other “to be determined” enhancements that will make the
application more user friendly and will be prioritized by OPLC.

It is necessary 10 enter into a sole source contract for these services, since Rx Sentry software is
proprietary and the state does not have access to the underlying code nor the ability to support this
product. With the data interstate operability, daily upload and other enhancements, the NH PDMP will be
more user friendly and intended to assist with the mandate for practitioner utilization.

Should Governor and Executive Council not authorize this request the NH Prescription
Drug Monitoring Program will not be able to meet with the legislative requirements passed in the
most recent legislation requiring practitioner’s to utilize the monitoring program, by making the
application more versatile and user friendly.

Respectfully submitted,

| ,.\.z',:.:‘,o; 'f- }yz’ /(/((9

Sarah T. Blodgett

Acting Executive Director

NH OfTice of Professional

Licensure and Certification



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 15, 2015

Sarah Blodgett

Acting Executive Director

Office of Professional Licensure and Certification
NH Board of Pharmacy

121 South Fruit Street

Concord, NH 03301

Dear Acting Executive Director Blodgett:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a sole source agreement with Health
Information Designs, LLC for the purchase of additional functionality to the prescription drug
monitoring system as described below and referenced as DolT No. 2014-042A.

The purpose of this contract is to add/remove functionality of the database to
allow for dispensers to upload data on a daily basis; to allow practitioners to
query data across state lines through interoperability connections and other “to be
determined” enhancements that will make the application more user friendly and
will be prioritized by Office of Professional Licensure and Certification (OPLC).
The contract amount includes funding for $234,999, increasing the total amount
from $333,569 to $568,568, effective upon the date of Governor and Council
approval through June 30, 2019.

A copy of this letter should accompany the OPLC’s submission to the Governor and

Executive Council for approval.
Sincerely, ;

Denis Goulet

DG/mh
Contract 2014-042A

cc: Rebecca Bolton, DOIT

Innovative Technologies Today for New Hampshire's Tomorrow



WHEREAS, pursuant to an initial agreement approved by Governor and Council, as a result of RFP
Board of Pharmacy 2014-042, on June 18, 2014 Item # 110A (herein afler referred to as the “Agreement”),
Health Information Designs, LLC (hereinafler referred 1o as “Vendor” or “HID™) agreed 10 supply certain
services upon the terms and conditions specified in the Agreement and in consideration of payment by the
Office of Professional Licensure and Certification (hereinafier referred to as the “Office”) certain sums as

specified therein;

WHEREAS, pursuant to paragraph |8 of the General Provisions of the Agreement, the contract may
be amended, waived, or discharged only by written instrument executed by the parties hereto and approved

STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY

OFFICE OF PROFESSIONAL LICENSURE

AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

by the Governor and Council; and

WHEREAS, the Vendor and the Office have agreed to amend the Agreement in centain respects;

WHEREAS, the Office wishes to amend the contract to add functionality;
WHEREAS, The Vendor agrees to provide the additional functionality;

WHEREAS, the Office and the Vendor wish to increase the Contract price by $234,999 to bring the

total contract price to $568,568

WHEREAS, the Office and the Vendor seek 10 clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in

the Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the Agrcement (Page 1)} by increasing the Price Limitation by $234,999 from

$333,569 to $568,568.

2. Amend Part 2 Section |6: Dispute Resolution by replacing the Dispute Resolution Responsibility

and Schedule Table as follows:

Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE
ALLOTTED TIME

Primary John Felton- Client Michelle Ricco Jonas, State 5 Business Days
Manager Project Manager (PM)

First Rhenda Grabow- Michael Dupuis, Administrator, | 5 Business Days
Director of Client Division of Health Professions
Strategy

Second Clay Jones- HID CFO Division Director, Division of 5 Business Days

Health Professions

Initial all pages
Vendor Initials %?
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

3. Amend Part 3 Exhibit A: Contract Deliverables by adding Section 2.2: Implementation Schedule for
Amendment | — Activities / Deliverables / Milestones

2.1 Implementation Schedule for Amendment 1- Activities / Deliverables /
Milestones. These are the Deliverables for implementing the additional requirements
added in paragraphs 10 and 11 of this Amendment as well any additional work
approved by the Department of Information of Technology and the Office of
Professional Licensure under contingency funding.

Table 2.2 Deliverables for Amendment 1

All estimated dates provided are from the Contract Approval date (“CAD").

™

Activity, Deliverable or Milestone Deliverable Type Date
Conduct Project Kickoff Meeting Non-SoAware CAD+5
Status Meetings Non-Software CAD+weekly
Work Plan Written CAD+10
Coqduc_t Research  And  Requirements Non-SoRware CAD+20
Validation
Requirements Analysis Report Written CAD+2]
Security Testing and Documentation Non—Soﬁ.warc and CAD+25

Written
Video Help Audio/Video CAD+32
User Acceptance Testing and all Test Result Non-Software and CAD+335
Documentation Writien
End User Training and Documentation Non-is:ii::;c and CAD*40

4. Amcnd Part 3 Exhibit B Price and Payment Schedule by replacing the price with the new Contract

Total Amount.

1.1  Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $568,568 for the period between the Effcctive
Date through January 30, 2019. HID shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow HID to invoice the State for the following
activities, Deliverables, or milestones at fixed pricing/rates appearing in the price and payment
lables below:

Initial all pages
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

5. Amend Part 3 Exhibit B by replacing Table B-1 Deliverables H1D Response Checklist with the
following Table B-1A. These are the Deliverables for implementing the additional
requirements added in paragraphs 10 and 11 of this Amendment as well any additional work
approved by the Department of Information of Technology and the Office of Professional
Licensure under contingency funding. '

Table B-1A Deliverables for Amendment

Activity, Deliverable or Deliverable *COST
Milestone Type

Cont{ucl Project Kickoff Non-Software No Cost
Meeting

Status Meetings Non-Software No Cost
Work Plan Written No Cost
Conduct Research And ' No Cost

Requirements Validation Non-Software

Requirements Analysis Report Written No Cost
Security Testing and MNon-Software No Cost
Documentation and Written

User Acceptance Testing and all Non-Software No Cost
Test Result Documentation and Wrilten

End User Training and Nen-Software No Cost
Documentation and Wrilten

Webinar Training on Interstate g No Cost
Operability (taped) - 1 of the 6 AudiofVideo

lmplem-e-nl Interstate Sofiware $40,035
Operability

Implement Daily Upleading Software No Cost
TOTAL $40,035

Initial all pages
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

6. Amend Part 3 Exhibit B by replacing Table B-4 Hosting, Maintenance, and Support Pricing with the
following Table B-4A '

Table B-4A: Hosting, Maintenance, and Support Pricing Worksheet

HOSTED SFY 2014 | SFY 2015 | SFY 2016 | SFY 2017 | SFY 2018 | *SFY 2019
SERVICES

Web Site $ 138 $ 1215 |$ 1068 $ 1,068 $ 1,068 $ 623
Hosting Fee*

Technical | S 3,210 |8 31,374 | 28922 | § 28922 |5 28922 |$ 16912
Support and

updates

Maintenance $ 3594 |$ 32382 % 28800 |$ 28800+ |S 28,800+ |$ 16,800+
and Updates $20,833 (A1) [$25,000 (A1)| $14,583 (A1)
Subtotal $ 6,942 |$ 64,971 |$ 58,790 | 79,623 | 83,790 | 48918
TOTAL S 343,034

* Note (A1) indicate adjustment made by Amendment 1 for Interstate Sharing Hub Connections and Daily
Reporting Maintenance effective 9/1/2016.

7. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Amount

B-5: Contingency

Contingency — Due to recent legislation for interoperability and mandatory usage, enhancements to make the
application more user friendly will be further defined and priceritized by the OPLC, Contingence Amount is

$134,548.

Initiaf all pages
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

8. Amend Part 3 Exhibit B by replacing Table B-5 with the following Table B-5A Cost Summary.

Table B-5 Cost Summary

SFY SFY SFY SFY SFY
2014 2015 2016 SFY 2017 | 2018 2019
Table B-1 Deliverables $13,656 | $ 0 50 £40,035 (30 50
Table B-3 SW Licensing, 1 ¢50 20 | s1,500 |$1,500 |s1,500 |[s$1,500 | 5875
Maintenance & Support
Table B-4 Hosting, $6,942 $64.971 [ $58,790 | $79,623 $83,790 | $48,918
Maintenance & Support
Scction B-5 Contingency $0 $0 30 $67274 | $67,274 | $0
TOTALS $51,018 | $66,471 | $60,290 | $188,432 | $152,564 | $49,793
GRAND TOTAL $568,568

9. Amend Part 3 Exhibit B by replacing the price with the new Contract Total Amount

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpccted
circumstances, in no event shall the total of all payments made by the State exceed $ 568,568 (*Total
Contract Price™). The payment by the State of the total Contract price shall be the only, and the
complete reimbursement to HID for all fees and cxpenses, of whatever nature, incurred by HID in the
performance hereof.

10. The Office and HID acknowledge and agree that HID has current plans to move RxSentry to ncw a
hosting center as part of managed services in an atlempt to accommodate the new user requirements
of the Office, that being a five (5) second web page response time. This conversion will require
that HID perform infrastructurc modifications to accommodate the Office’s web page response lime
requircments.  While the cxact date of conversion to the managed services is not within HID's
exclusive control, as of the execution hereof, it is contemplated that this move to the new hosting
center will occur by the end of June 2016.

Initial all pages '
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
. AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

t0. Amend Part 3 Exhibit H by replacing the Requirement Description of Requirement B1.3 with the
following:
7/
fa)Except as provided in subparagraphs (b) and (c), each dispenser shall submit the required information in
accordance with transmission daily by the close of business on the next business day from the date the
prescription was dispensed.
(b} Veterinarians shall submit the information required under subparagraph (a) no more than 7 days from
the date the prescription was dispensed.
(c) Dispensers who have a federal Drug Enforcement Administration license, but who do not dispense
controlled substances may request a waiver from the requirements of subparagraph (a) from the board.

Please refer to Enhancement Request: NHPDMP_2016_103_Daily Reporting

Table 2 CONTRACT 2014-042 — Prescription Monitoring

CONTRACT | AMENDMENT TYPE ;. | . G&C . "sEND.DATE ' :| CONTRACT
© AND {7 ® s Yo W9 APPROVAL | R & Al AMOUNTYS
AMENDMENT(|.. & & | GDATE. | - WE @ 9
. 'NUMBER " B . :
2014-042 Original Contract June 18, January 31,2019 | $333,569
2014 ltem #
110A

2014-042 1" Amendment TBD Janvary 31,2019 | $ 234,999
Amendment A

7+ ‘| CONTRACT-TOTAL: .| 5 568568 ...

It. Amend Part | of Exhibit G by adding the following;

1.1.2 Interstate Sharing Hub Conncetions
Recognizing that the State desires to initiate interstate data sharing using both available HUB vendor options, HID shall
offer this function in RxSentry. Specifically, HID shall offer functionality for all users to be able to use intersiate data
sharing query functionality, as described further in the Statement of Work dated January 25, 2016. The two HUB
vendor options in question are PMPi and RxCheck. Please rcfer to Statement of Work # NH PDMP 2016 — 104-
Interstate Sharing, Hub Connections

1.1.3 Daily Reporting
Recognizing that the State desires 1o have uploaders/dispensers upload reports daily into the NH PDMP; HID shall
make the necessary operational and resource changes to accommodate the increased daily activily as described further
in the Statement of Work dated January 29, 2016.

Plcase refer to Statement of Work # NH PDMP 2016 — 103- Daily Reporting

Initial ail pages
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
OFFICE OF PROFESSIONAL LICENSURE
AND CERTIFICATION
PRESCRIPTION MONITORING
CONTRACT 2014-042
CONTRACT AMENDMENT A

Except as provided herein, all provisions of the Agreement shall remain in full force and effect, This modification shall
take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written.

2 7L W Date: /201,

G.Robert DiBenedetf6 Ir.,CEO
Health Information Designs, LLC -

Corporate Signature Notarized:
STATEOF ___Afabama

COUNTY OF _L ee.

Onthisthe 7% dayof Tane ,2016_, before me,

\7-4(;5} MNulven ey the under5|gned Officer J ﬂ’bfi‘J D 3'1741:’!% kTr
personally appeared and acknowledged her/hlmselfto bethe _Chisf Evecubive Otbeer R
of HeaMh « Fe LLe , acorporation, and that she/he, as such-

CEO being authorized to do so, executed the foregoing instrument for
the purposes therein contained, by signing the name of the corporation by her/himself as
CED

IN WITNESS WHEREOF | hereunto set my hand and official seal.

T brans s

Nothry Public/Jdstice of thé Peace

My Commission Expires: 7&#«&) 2. 2017 -

(SEAL)

State of New Hampshire

/Q@t éé,%:zﬂ ) Date: &[ /“{[/@ ;
Sarah Blodgett, Actihg Executive Director

State of New Hampshire
Office of Professional Licensure and Certification

Approved by the Attorney General (Form, Substance and Execution)

C@;),m /?/é—//%y‘/ Date: MJ///

State of New Hampshire, Department of Justice

Initial all pages 2
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Statement of Work #: NH PDMP 2016 — 104-Interstate Sharing Hub Connections

N

@

LA
4

. -

health information

T designs

391 Industry Drive # Auburn, AL 36832 ¢ Phone: 334-502-3262 ¢ Fax: 334-466-6947

STATEMENT OF WORK

This Statement of Work {SOW), effective as of January 25, 2016 (SOW Effective Date) is entered into by
and between NH POMP (Customer), and Health Information Designs, LLC (HID) and is incorperated into
the Master Agreement {(Agreement) between the parties. Certain words are capitalized in this SOW
where grammatical rules would not require capitalization. These terms are defined in the Section in which
. they first appear or their definitions are set forth in the Agreement.

1.

Description of Work

NH would like to initiate interstate sharing using both HUB vendor options.

The HID development team will offer functionality for prescribers to be able to use interstate
sharing query functicnality in RxSentry. The two HUB options in questions is PMPi and RxCheck
hub conneclions.

In Scope

¢ The HID development team will develop code make the adjustments shown above.

« HID wili need to assist client with testing of other stales

« HID will need to add additional states as ciient moves forward with adding new states

« All guides that are impacted would need to be revised by technical writing

e All revised guides would need to be posted on all sites based on technical team who handles
that site. '

Excluded from Scope
+ No other changes made.

Assumptions

s Flat fee for all PDMP clients is assigned for this project regardless of vendor(s} selected.
+ Fiat feefstandard pricing for standard set-up and maintenance of both vendors.

+ Annual maintenance fee is billed monthly at ($1,250.00 per month).

« Revisions to standard set-up and support could impact fees

+ Client responsible for notifying users of change.

"s  Client responsible for user training.

Constraints
« HID scheduling around other priorities

Page 1 0f 2



Statement of Work #: NH PDMP 2016 — 104-Interstate Sharing Hub Conneclions

6. Fees
In considering this enhancement/change request, HID had taken into consideration the
modifications that will impact RxSentry. The projected cost to perform the work required to
support this enhancement request is estimated at $40,035 implementation fee and $15,000
annual maintenance fee. This includes both vendors.

7. Expiration
This work scope and price are valid for thirty (30) days from the effective date.

Accepted by:
Customer Health Information Designs, LLC
Authorized Signature A}ﬁﬁrized Signature ot
Guy Robert DiBenedetto, Jr.
Print Name Prinl Name
Chief Executive Officer
Title Title
June 7, 2016
Date Date

Page 2 0f 2



Enhancement Request: NHPOMP_2016_103_Daily Reporting

health information

EECRRTFSFT I

391 Industry Drive ¢ Aubumn, AL 36832 « Phone: 334-502-3262 ¢ Fax: 334-466-6947

STATEMENT OF WORK

This Statement of Work (SOW), effective as of January 29, 2016 (SOW Effeclive Date) is enlered into by
and between NH PDMP, and Health Information Designs, LLC (HID) and is incorporated into the Master
Agreement (Agreement) between the parties. Certain words are capilalized in this SOW where
grammaticai rules would not require capitalization. These terms are defined in the Section in which they
first appear or their definitions are set forth in the Agreement.

1. Description of Work
The HID operational team will begin to accept and process daily upload file reporting of controlled
substances from NH PDMP uploaders/dispensers. Operational changes and resources will be
adjusted to accommodate the increased daily activity.

2. In Scope

e HID will process files received from NH uploaders/dispensers on a daily bases.

¢ Records will be searchable within the NH PDMP database within 24 hours of submission for
files received M-F 8am - Spm ET. File received after hours or on the weekends will be
processed the following business day.

s All guides that are impacted will be revised by HID technical writing.

s Allrevised guides will be posted on appropriate sites.

s Daily uploads will begin no earlier than September 1, 2016.

3. Excluded from Scope
s Report Changes
» Fife Formal changes
» Application Changes

4. Assumptions

+ Daily uploads will begin no earlier than September 1, 2016.

« Operational and resource adjustment changes only for HID; no development work required.

+ There will be an annual re-occurring cost associated with this change. '

« Client responsible for notifying users of change.

s Client responsible for user training.

¢ User notifications sent by Client will be shared with HID 10 days in advance of distribution
to users to ensure that the HID Help Desk is aware of external messaging and is staffed
appropriately to handle potential increased call volume and to respond to any questions
they receive.

Page 10f 2



Enhancement Request: NHPDMP_2016_103_Daily Reporting

5. . Constraints
e None

6. Fee
In considering this enhancement/change request, HID had taken into consideration the
modifications that will impact RxSentry. The projected minimum cost to perform the work
required to support this enhancement request is estimated at $10,000.00. This is an annuai re-
occurring cost for the state.

7. Acceptance
HID acknowledges that Customner will only be liable to pay for this enhancement with the
implementation of the completed task. Acceptance of this estimate is acknowledgmen! that the
Customer confirms the intent to move forward with this task. The final fee for implementation will
be provided with the Deliverable Acceptance Form for sign off and invoicing.

Accepted by:

Customer Health Information Designs, LLC
Rhonda Grobon-

Authorized Signature - Authorized Signalure
Rhonda Grabow

Print Name Print Name
Director, Client Strategy

Title Title
6/7/2016

Date Date

Page 2 of 2
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health information

THeziyns

CERTIFICATE

I, Rhett Gibson, do hereby represent and certify that:

{1) 1am a Manager of Health Information Designs, LL.C, an Alabama limited liability company (the
Mcompanyll)- '

(2) 1 maintain and have custody of and am familiar with the Seal and the minutes of the Corporation.
{3) 1am duly authorized to issue certificates with respect to the Company.

(4} The signature of Guy R. DiBenedetto, Chief Executive Officer, of this Company affixed to any contract
instrument or document shall bind the corporation to the terms and conditions of the contract
instrument or document.

{S) The foregoing signature authority has been in effect since May 15, 2012.

(6) The foregoing signature authaority has not been revoked, annulied or amended in any manner f
whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREQF, | have hereunto set my hand as Manager of the Company.

Md-"*-[\ (v H‘.zo lG

RAAT Qo

Rhett Gibsan

STATEOF  AHabama >

COUNTYOF __ Aee

Onthisthe /0% dayof Maich | 2016, before me, Rhett Gibson personally appeared and
acknowledged himself to be Manager of Health information Designs, LLC, an Alabama limited liability Company,
and that he, as such being authorized to do so, executed the foregoing instrument.

IN WITNESS WHEREQF, | hereunto set my hand and official seai.

Finet WA

r\(otary Public /

My Commission Expires: U‘aﬁ LLMJ '?; 2017

391 Industry Drive » Auvburn. AL 30831 - (334) 502-3252
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STATE OF NEW HAMPSHIRE ﬁ Charles J. Faizar::.b;.m.bf’;ruidmr
BOARD OF P I’IARM_A CY ﬁ Rabert ). Stout, R.Ph. - Vice President

. Helen C. Pervanas. PharmD. R.Ph - Secreiary
121 South Fruit Street Michael D. Bullek, R.Ph. - Treastrer

Concord, NH 03301-2412 . ﬁ Jeha R, Genovese, R.Ph, - Member
Phone: 603-271-2350 | Fax: 603-271-2856 B Gary ). Merchant, R.Ph. M.B.A. - Member
é Heather C. Shombarger - Public Member
Board Staff
Margaret A. Clifford. R.Ph,  Roben D, Eider. R.Ph. James. M, Queenan, R.Ph,  Brenda ), Langis Jason R. Richard Paula [ Smykil
Compllance Invessiy Compliance Investig Compliance investigator Licensing Assistant Business Administrolor License Clesk
Website: www.nh.govipharmacy E-Mail: pharmacy.board@nh.gov

June 5, 2014

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the State of New Hampshire Board of Pharmacy (“NH BOP”) to enter a
contract with Health Information Designs, LLC (HID) Vendor Code #703600-B001, of Auburn,
Alabama, for a total contract value of $333,569, to purchase and install a software system and
associated services for the Prescription Drug Monitoring Program to collect prescription data.
The contract term shall be from Govemnor and Executive Council approval through January 30,
2019, contingent upon continued funding. The contract term may be exlended up to two (2)
years, (“Extended Term™) at the sole option of the State, subject 1o the parties’ prior written
agreement on applicable fees for each extended term with the approval of the Governor and
Council, up to, but not beyond January 30, 2021. 100% Agency Income (origin Federal ~ DOJ
Grant)

Funding is available in the following New Hampshire Board of Pharmacy accounts as
follows, with the authority to adjust encumbrances in each of the State fiscal years through the
Budget Office if needed and justified:

Fiscal Amount

Years | CLASS CODE-ACCOUNT CODE -OB] (ACCOUNT) DESC

2014 05-74-74-743510-33310000- Prescription Drug Monitoring $51,018
102-50073 1 ~ Contract for Program Services

2015 05-74-74-743510-33310000- Prescription Drug Monitoring $ 66,471
102-500731 — Coniract for Program Scrvices

2016 05-74-74-743510-33310000- Prescription Drug Monitoring $60,290
102-500731 — Contract for Program Services

2017 05-74-74-743510-33310000- Prescription Drug Monitoring $ 60,290
102-500731 - Coniract for Program Services




2018 05-74-74-743510-333 1 0000- Prescription Drug Monitoring $ 60,290
102-500731 -~ Conract for Program Services
2019 05-74-74-743510-33310000- Prescription Drug Monitoring $£35210
102-500731 - Contract for Program Services

Grand To $333,569

EXPLANATION

The Prescription Drug Monitoring Program was signed into law on June 12, 2012. It is
codified in the Controlled Drug Prescription Health and Safety Program, RSA 318-B 32-38. The
statule requires that the Board of Pharmacy contract with a vendor to implement and maintain
the program. Program rules have been approved by the Joint Legislative Committee on
Administrative Rules and are codified as Ph1500, effective February 26, 2014.

These funds were made available to the BOP through a Grant Award in the amount of
$368,871 from the Department of Justice Funds from a federal grant by Governor and Council
on February 28, 2014, Item #36. These funds were approved by the cognizant federal agency
through 2015 with the full intent for the DOJ to request an extension of these grant funds
through 2019.

The Contract agreement totaling $333,569 is for the period between the effective
dates through January 30, 2019, contingent upon funding. HID shall be responsible for
performing its obligations in accordance with the Contract. This contract is for the purpose of
purchasing and installing a software system and associated services for NH BOP to collect
prescription data for online review by practitioners and pharmacists and administrative reporting
and analysis of data. The information provided to the State will allow them to help prevent
misuse, overuse, abuse and diversion of controlled prescription drugs in Schedules II through IV.
The State will be invoiced for the contracted activities, deliverables, or milestones at fixed
pricing/rates.

The Board of Pharmacy in conjunction with the Department of Information Technology
issued a request for bids and received proposals from four vendors. These vendors were
evaluated and scored based on the same crileria (see attached). Even though Health Information
Designs, LLC was not the lowesl bidder, they have met all requirements and received the highest
score from the reviewers.

Respecifully submitted,

—-‘_-—‘___-.—‘

Charles Fanaras, RPh
President, NH Board of Pharmacy

MRIJ



Summary Table

2014-042 BOP PMP

David E. Strang, MD

Pariner, Contral NH ER Associstes, P.A.

Chairman, NH Prescription Monitoring Program Advisory Council
Now Hampshire Medicat Society

Charman, NH Emergency Medical & Traums Services Coordinating Board

Denise M Nies

Expoutive Divector NH Board Of Nursing
Marmber of the NH Prascripbon Monitoring Program Advisory Council and chaic of the implamentstion Commities

John R Ganovesa RLPR,

Chncal informatics Pharmacist

Chashice Madical Center Kesra, NH

Commissioner NH Board of Pharmacy

Member of NM Society of Heatth System Pharmacists
Member of American Society of Health Sysiem Phamacists

Rebetca L. Bohton

Director of Sysiems Operation
New Hamgahire Depzrtment of Information Technalogy

Michael Viggiano

Pharmacist representative for the NH Prescription Mondtoring Program Advisory Council

Technical,
Service and PM
Software Exp and Company Staffing Solution
Solution Approach Qualifications | Qualifications Cost Points TOTAL
Company Company Address 30 Pts max 20 Pts max & Points Max | 5 Points Max | Solution Cost | 40 Pts Max | 100 Pts Max
400 th ave, Suite 340
Consllience Waltham MA 02451 20.10 14.41 3.98 3.40 $ 1,542,125 6.8 48.7
100 E. Campus View
Blvd, Suite
Optimum 380,Columbus OH 27.52 18.59 4.84 4.68 $ 502,120 20.8 76.4
43235
10401 Linn Station Rd.,
Appriss Suite 200 Louisville, KY 19.92 14.46 3.58 3.02 $ 261,250 40.0 81.0
40233
Health 391 Industry Drive, :
Information Aubumn, AL36832 25.20 18.19 4.86 4.68 $ 334,507 31.2 84.2
Max Points B4.2




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLCGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Peter C. Hastings
Commissioner

June 4, 2014

CharlesFanaras
President

NH Board of Pharmacy
121 South Fruit Street
Concord, NH 03301

Dear President Fanaras:

This letter represents formal notification that the Department of Information Technology
{DolT) has approved your agency’s request to enter into a contract with Health Information
Designs, LLC for the installation of a prescription drug monitoring system as described below
and referenced as DolT No. 2014-042.

The purpose of this contract is to provide information to the State to allow them
to help prevent misuse, overuse and abuse of controlled prescription drugs in
Schedules II through TV. The system will include both hardware and software.
This will be a secure web based application that will collect data from over 800
dispensers and in addition will allow both standard and ad hoc reporting. The
contract value is $333,569 and the contract term shall be from Governor and
Executive Council approval through January 30, 2019.

Please inform this Department of upcoming events associated with processing this

contract.
¢ Au zﬁl@
Peter C. Hastings
PCH/dcp
RFP 2014-042

cc: Rebecca Bolton, DOIT
David Perry, DOIT BFA, IT Contracts
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Websiic: www.nh.gowpharmacy E-Mail;
pharmacy.board@nh.gov
January 23, 2014

The Honorable Mary Jane Wallner, Chairman
Fiscal Committee of the General Court

State House

Concord, New Hampshire 03301

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

RE D ACTION

1. Pursuant to RSA 14:30-a, authorize the Board of Pharmacy to accept and expend funds from the
Department of Justice in the amount of $368,871 to implement the Controlled Drug Prescription
Health and Safety Program, effective upon Fiscal Committee and Governor and Council approval
through March 31, 2015. This is 100% Other (Department of Justice Assistance grant).

2. Pursuant to RSA 124:15, authorize the Board of Pharmacy to establish a temporary full-time
position, , Class 059, Administrator 1, Labor Grade 27, effective upon Fiscal Committee and
Governor and Council approval through March 31, 2015. This position would report to the New
Hampshire Board of Pharmacy.

3. Pursuant to RSA 124:15 authorize the Board of Pharmacy to extend the temporary part-time
position, Class 50, Administrator 1, Labor Grade 27, expiring on June 30, 2014, to continue through
March 31, 2015. This position would report to the Program Manager who reports to the New
Hampshire Board of Pharmacy. This posilion was approved by the Fiscal Committee on July 10,
2013, Fiscal item #F15-13-164, and Govemor and Council on July 24, 2013, Item #57.

Funds are to be budgeted in account #05-0074-074-PHB743510-333 1 PDM/HEALTH AND HUMAN
SERVICES/HHS: ADMIN ATTACHED BOARDS/PHARMACY BOARD/PRESCRIPTION

DRUG MONITORING as follows:
FISCAL COMMITTEE: GOVERNOR & COUNCIL
DATE:___2- 1414 DATE: _ o1-25-- /cf

TEM. _FIS (4-005 ITEM # 36




STATE FISCAL YEAR 2014

CURRENT
AUTHORIZED REQUESTED REVISED
CLASS DESCRIPTION BUDGET ACTION AUTHORIZED
005-401716 Other (NASCSA $ 15,517 0 $15517
grant}
009-403574 Agency Income 0 $ 163,320 $163,320
TOTAL $ 15,517 $ 163,320 $ 178,837
CURRENT T : D
CLASS DESCRIPTION authorizep | REQUESTED | ROV e o
BUDGET
020-500241 Current Expenses $1,006 $320 $1,326
Rents/Leases Other Than
022-500248 | State 51 $0 $1
026-500251 | Membership Fees $1 $0 §i
027-502799 | Transfers to Doit 5l $0 $i
028-500292 | Transfer to General Services $1 $0 $!
029-500290 | Intra-Agency Transfers $! $0 $1
030-500311 Equipment - General (New) $i $£1.300 $£1.301
039-500188 Telecommunications §! $240 $241
046-500464 | Gen Consultants Non Ben $! 30 $1
049-500294 | Transfer to Other Agencies 51 $0 $1
050-500109 Part-Time Salaries $13,000 $8,000 $21.000
059-509059 | Full-Time (Temporary) $0 $25.000 Y| £25.000
060-500612 | Bencfits (Temporary) $995 $7.500 ~__ $8.495
066-500544 | Educational Training $1 $0 $1
Mileage Private Cars In
070-500704 | Siate $501 $960 $1,461
072-502646 | Prog Reimbursement $1 $0 51
Grants to other state -
073-500582 agencies $1 0 §!
030-500716 Out-pf-state travel £l 0 51
Cont.mcts for Program w
102-500731 Services 5! $120.000 ' $120,001
Contract for Operational
103-502664 Services $1 30 5!
TOTAL $ 15517 5 163320 $ 178,837




STATE FISCAL YEAR 2015

CURRENT
CLASS AUTHORIZED REQUESTED REVISED
DESCRIPTION BUDGET ACTION AUTHORIZED
--005- Other { NASCSA $17 0 $17
401716 grant)
009- Agency Income 50 $ 205,551 $ 205,551
403574
TOTAL 317 $2085,551 $ 205,568
CURRENT UEST REVISED
CLASS DESCRIPTION AUTHORIZED R | AHORZED
020-500241 | Current Expenses 51 50 51
022-500248 | Rents/Leases Other Than State 5! $0 |
026-500251 | Membership Fees 51 $0 i
027-502799 | Transfers to Doit M $0 51
028-500292 | Transfer to General Services 51 $0 5!
029-500290 | Intra-Agency Transfers 5! $0 $!
030-500311 | Equipment - General (New) 51 $0 sl
039-500188 | Telecommunications 31 $480 $481
046-500464 | Gen Consultants Non Ben $i £0 sl
049-500294 | Transfer to Other Agencies $1 50 5!
050-500109 i Part-Time Salaries 50 $15,400 $15,400
059-509059% | Full-Time (Temporary) $0 348,154 $48,154
060-500612 | Benefits (Temporary) $0 $20,372 $20,372
(66-500544 | Educational Training 51 30 51
070-500704 | Mileage Private Cars In State $! $1,145 $1,146
072-502646 | Prog Reimbursement $1 $0 M
1 073-500582 | Grants to other state agencies 8! $0 51
080-500716 | Out-of-state travel 51 0 $i
102-500731 | Contracts for Program Services $1 $120,000 $126,001
Contract for Operational
103-502664 | Services $1 $0 i
TOTAL s17 5205,551 $ 205,568




EXPLANATION

In June 2012, Govemnor Lynch signed legislation, Chapter Law 196, codified as RSA 318-
B:32-38 (attached) to establish a Prescription Monitoring Program (PMP), to combat prescription
drug abuse and misuse by allowing practitioners to review controlled medication data collected from
licensed dispensers in a secure web based program. Subsequent legislation (Senate Bill 83, 2013
Session) abolished the sunset provision that was in RSA 318-B (atiached). No general funds were
allocated or allowed to establish this program. In January 2013, the Board of Pharmacy was awarded
2 grant from the National Association of Controfled Substance Authorities (NASCSA) for §15,517 to
support the implementation the Prescription Drug Monitoring program (PMP). Those funds were
previously approved, Fiscal Committee (July 10, 2013, Item #5) and Governor and Council (July 24,
2013, tem # 57). With this funding and approval the Board of Pharmacy hired a part-time program
manager to assist in the implementation of the PMP. In the fall of 2013 the New Hampshire
Department of Justice applied for and was awarded a Federal BJA Grant, Harold Rogers Grant, on
behalf of the Board of Pharmacy. These funds were subsequently awarded to the Board of Pharmacy,
approved by Governor and Council on October 18, 2013, Item #41, for the purposes of implementing
the PMP, specifically for staffing and contracting with a vendor to develop a web based program
which will altow practitioners to review controlled medication data collection from licensed
dispensers.

Approval of this request will allow the Board of Pharmacy:

I.) To accept and expend $368,87! subgrant from the Department of Justice to establish a
Prescription Monitoring Program (PMP) and to contract with a vendor, which will combat
prescription drug abuse and misuse by allowing practitioners to review controlled medication data
collected from licensed dispensers in a secure web based program.

2.} Authorize the hiring of a temporary full-time employee, Administrator 1, Labor Grade 27, who
will work under the direction of the Board of Pharmacy to assist with rulemaking, sustainability of the
Controlled Drug Prescription Heaith and Safety Program, the grant writing process, training,
implementation and the operation oversight to the program once fully implemented.

3.) Authorize the extension of the temporary part-time position Administrator I, Labor Grade 27,
hired to assist with this program from June 30, 2014 to March 31, 2015. The part-time employee
will work under the direction of the full-time employee, Program Manager.

If this request is not approved, the Board of Pharmacy will not be able to establish a Prescription
Monitoring Program to combat prescription drug abuse and misuse which 48 other states have
addressed.

In the event that these funds are no longer available, general funds will be not be used to continue
this program. Any remaining funds in the grant et the end of the authorized grant period will be
returned to the U.S. Department of Justice’s Bureau of Justice Assistance. This grant may not be
used for any other purpose other than the prescription drug monitoring program.

The funds approved will be used for the following purposes:

-



Class 020 - Current Expenses - will be used to purchase stationery, postage, letterhead, conference .
calls

Class 030 - Equipment - will be utilized to purchase & computer, printer and software for the new full-
time Administrator L.

Class 039 - Telecommunications — for telephone service for the Administrator 1.

Class 050 - Part-time Salaries (temporary) - to continue the extended part-time position which was
established in July, 2013. (See attached.)

Class 059 - Full Time Salaries (temporary) — for hiring the Administrator I, who will oversce all
aspects of the program.

. Class 060 - Bencefits (temporary) - health and dental insurance, state retlrement federal taxes for the
full-time program manager

Class 070 - In State Travel - for training and education provided by the Administrator I and part-time
employee.

Class 102 - Contract for Operational Services — contract to be used for 8 secure web based program
that will be maintained by the vendor. This program will track Schedule I, I and IV controlled
substances prescribing and dispensing, and the vendor will also manage the database of prescribers
and dispensers

FY 2015
Class 039 - Telecommunications — for telephone service for program manager

Class 050 - Part-time Salaries (temporary) to continue to fill the extended part-time position to
support program manager

Class 059 - Full-time Salaries (temporary) ~ to continue the Administrator [ position who gversees all
aspects of the program, -

Class 060 - Benefits (temporary) health and dental insurance, state retirement, federal taxes for the
full-time program manager

Class 070 - Ln State Travel — to be used for travel associated with the training and education provided
by the project manager and part-time employee.

Class 102 - Contract for Operational Services - secure web based program that will be maintained by
the vendor. This program will track Schedules II, III and [V controlled substances prescribing, and
the vendor will also manage the database of prescribers and dispensers

The following information is provided in accordance with the Comptroller’s instructional
memorandum dated September 21, 1981.

1) List of personnel involved: One temporary full-time position, Administrator I, Labor Grade 27,
one temporary pari-time position Administrator 1, Labor Grade 27.



2} Nature, Need, and Duration: The full-time position will assist with rulemaking, sustainability, the
grant writing process, training, and impiementation and operation oversight. The part-time
position will assist with communication, logistics, scheduling and supporting implementation and
operation for the duration of the authorized grant period.

3} Relationship to existing agency programs: The temporary full-time position will be responsible
as a project manager reporting to the Board of Pharmacy and working for the successful
completion of the Prescription Drug Monitoring Program Advisory Council goals. The temporary
part-time position reports under the direction of the full-time position.

4) Has a similar program been requested of the legislature and denied? No

5) Why wasn’t funding included in the agency’s budget request? At the time of the creation of the
FY 14 budget these funds were not available.

6) Can portions of the grant funds be utilized? The grant funds cannot be utilized for anything other
than the purpose of the prescription drug monitoring program.

7) Estimate the funds required to continue this position{s): The estimated funds required to continue
this position is approximately $167,856. ’

__Respectfully submitted;

Charles J. FAnaras R.Ph.
President
- New Hampshire Board of Pharmacy



FORM NUMBER P-37 ( version 1/09)

STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042
AGREEMENT- PART |-

Subject: BOARD OF PHARMACY PRESCRIPTION MONITORING SYSTEM
AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS '
1. IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
State of New Hampshire Board of Pharmacy 121 South Fruit Street
Concord, NH 03301-2412
1.3 Contractor Name 1.4 -Contractor Address
Health Information Designs, LLC 391 Industry Drive, Aubum, AL 36832
1.5 Contractor Phone 1.6 10-07400-33310000 1.7 Completion Date 1.8 $333,569
Number January 30, 2019

(334) 502-3262
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Charles ). Fanaras, RPh (603) 271-2350 | Fax: (603) 271-2856
1.11 Contractor Signature 1.12 Name and Title of Contractor Signatory

! M 9 M Guy Robert DiBenedetto, Jr., President and CEO

1.17 Acknowledgement: State Adebarra , County of  Aeg

On June ¥, 2014 , before the undersigned officer, personally appeared the person identified in block .12, or satisfactorily
proven to be the person whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity

indicated in block .12,

1 1.13.1 Signature of Notary Public or Justice of the Peace

sl %«i W

1.13.2 Name ard Title of Notary or Justice of the Peace

“Taret /Uu/mnpy, Frecutve Hssistunt

.14 Sta ig! 1.15 Name and Title of State Agency Signatory
< Charles J. Fanaras, RPh, President of New Hampshire Board of
Pharmacy

I.16 Approval by thd N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

Y
117 Apprmomcy Genegal (Formn, Substance and Execution)
. C o /SIS

- Qmanda C Credfe)S £

1.18 Approval by the Governor and Executive Council

By: On:

Page | of 4
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STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITQORING

CONTRACT 2014-042

CONTRACT AGREEMENT —PART 2

TERMS AND DEFINITIONS

The foliowing general contracting terms and definitions apply except as specifically noted elsewhere

in this document.

Acceptance

Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter

An Acceptance Letter provides notice from the Siate that a
Deliverable has satisfied Acceplance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed to determine that no Defects exist in the
application Software or the System

Access Control

Supports the management of permissions for logging onto a
computer or network

Agreement

A contract duly executed and legally binding,.

Appendix

Supplementary material that is collected and appended at the back
of a document

Audit  Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system

Best and Final Offer (BAFQ)

For negotiated procurements, a Vendor's final offer following the
conclusion of discussions.

BOP Board of Pharmacy

cCcp Change Control Procedures

CR Change Request

COTS Commercial Off-The-Shelf Software
CM Configuration Management

Certification

The Vendor’s written declaration with full supporting and written
Documentation ({including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Control

Formal process for initiating changes to the proposed solution or
process once development has begun.

Change Order

Formal documentation prepared for a proposed change in the
Specifications.

Completion Date

End date for the Contract

Confidential Information

Information required to be kept Confidential from unauthorized
disclosure under the Contract

Contract

| This Agreement between the State of New Hampshire and a Vendor,

which creates binding obligations for each party to perform as
specified in the Contract Documenis.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Contract completion, termination
for convenience, or termination for default,




STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING .

CONTRACT 2014-042

CONTRACT AGREEMENT ~PART 2 -

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1)

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. (See Section 4: Contract
Management)

Contracted Yendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

COTS

Commercial off the Shelf

Cure Period

The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the defaull identified.

Custom Code

Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software

Software developed by the Vendor specnl'cally for this project for
the State of New Hampshire

Data State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

DBA Database Administrator

Deficiencies/Defects

A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming fo ils
Specifications.

Class A Deficiency — Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Mon Software - Services were madequate and
require re-performance of the Service.

Class B Deficiency — Sofbware - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
to make the document uninteltigible; Non Software - Services were
deficient, require reworking, but do not require re-performance of
the Service.

Class C Deficiency — Soffware - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
cditing nature; Non Sofiware - Services require only minor

o
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BOARD OF PHARMACY
PRESCRIPTION MONITORING

CONTRACT 2014-042

CONTRACT AGREEMENT -PART 2

reworking and do not require re-performance of the Service.

Deliverable A Deliverable is any Written, Software,. or Non-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement,
Department An agency of the State

Department of Information

Technology (DolT)

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature

Guarantees the unaltered state of a file

Effective Date

The Contract and all obligations of the parties hereunder shall
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract

Encryption

Supports the encoding of dala for securily purposes

Enhancements

Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements
produced by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price thal is not subject to
increase, i.e.. adjustment on the basis of the Vendor's cost
experience in performing the Contract

Fully Loaded Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocket expenses

GAAP Generally Accepted Accounting Principles

Governor and Executive Council | The New Hampshire Governor and Executive Council.

Harvest Software to archive and/or control versions of software

HID Health Information Design

Identification and Supports obtaining information about those parties attempting to log

Authentication on to a system or application for security purposes and the validation

of those users

Implementation

The process for making the System fully operational for processing
the Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT)

Refers to the tools and processes used for the gathering, sloring,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation

Ensure the application is protected from buffer overflow, cross-site
scripting, SQL injection, and canonicalizalion

Intrusion Detection

Supports the detection of illegal entrance into.a computer system
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Invoking Party

In a dispute, the party believing itself aggrieved

Key Project Staff

Personnel identified by the State and by HID as essential to work
on the Project.

Licensee

The State of New Hampshire .

Non Exclusive Contract

A contract executed by the State that does not restrict the State
from seeking alternative sources for the Deliverables or Services
provided under the Contract,

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Normmal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Manin Luther King Day,
President’s Day, Memorial Day, July 4™ {.abor Day, Veterans Day,
Thanksgiving Day, the day afler Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager’s written direction to the Vendor to
begin work on the Contract on a given date and time

Operating System System is fuily functional, all Data has been lcaded into the
Syslem, is available for use by the State in its daily operations.

Operational Operational means that the System is operating and fully

functional, all Data has been loaded; the System is available for use
by the State in its daily operations, and the State has issued an
Acceptance Letter.

Order of Precedence

The order in which Contract/Documents contrel in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence

PMP

Prescription Management Program

Project

The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Ptan on time, on budget and to the required specifications and
quality

Project Management Plan

A document that describes the processes and methodalogy to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign ofl, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Project Staff

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether

4
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fixes to Defects have caused errors elsewhere in  the
application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or neiwork

SaaS- Softwarc as a Service

Occurs where the COTS application is hosted but the State does not
own lhe license or the code. The vendor allows the use of the
soflware as a part of their service.

Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Service Level Agreement (SLA)

A signed agreement between the Vendor and the State specifying the
level of Service that is expected of, and provided by, the Vendor
during the term of the Contract. '

Services

The work or labor to be performed by the Vendor on the Project as
described in the Contract.

Software

All custom Software and COTS Sofiware provided by the Vendor
under the Contract

Software Deliverables

COTS Software and Enhancements

Software License

Licenses provided to the State under this Contract

Sotution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Specifications, The off-the-shell Software and
configured Sofiwaré customized for the State provided by the
Vendor in response to this RFP. '

Specifications

The written Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State

STATE is defined as:

New Hampshire Board of Pharmacy
121 South Fruit Street
Concord, NH 03301-2452

and/or
New Hampshire Department of Information Technology

27 Hazen Drive
Concord, NH 03301
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Reference to the term “State” shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving.

State’s Confidential Records

State's information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including bul not limited to RSA Chapter 91-A

State Data

Any information contained within State systems in electronic or
paper format.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1
through June 30" of the following calendar ycar

State Project Leader

State's representative with regard to Project oversight

State’s Project Manager (PM)

Stale’s representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor

A person, parinership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2} not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the lest results as well as a tracking mechanism.
Term Period of the Contract from the Effective Date through termination.

Transition Services

Services and support provided when HID is supporting System
changes.

UAT

User Acceptance Test

Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tesls done by knowledgeable business users who are familiar with
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the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management

Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network .
Walk Through A step-by-step review of a Specification, usability features or

design before it is handed off to the technical team for development

Warranty Period

A period of coverage during which HID is responsible for
providing a guarantee for products and Services delivered as
defined in the Contract.

Warranty Releases

Code releases that are done during the Warranty Period.

Warranty Services

The Services to be provided by the Vendor during the Warranty
Period.

Work Hours

Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40} hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each fask.

Written Deliverables

Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format..
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through the Board of Pharmacy
(“State”), and Health Information Designs, LLC, an Alabama Corporation, (*HID”), having its principal
place of business at 391 Industry Drive, Auburn, AL 36832. ‘

The purpose of this contract is to purchase and install a software system and associated services for
NH BOP to collect prescription data for online review by practitioners and pharmacists and
administrative reporting and analysis of data. The purpose is to provide information to the State to
allow them to help prevent misuse, overuse and abuse of controlled prescription drugs in Schedules
H through 1V.

RECITALS

The State desires to have HID provide a Commercial-off-the-shelf Software System, and associated
Services for Board of Pharmacy (BOP),

HID wishes to provide a Commercial-off-the-Shelf Software System and associated Services for the
State.

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1 Contract Documents
This Contract is comprised of the following documents (Contract Documents):

A. Part | - State Terms and Conditions contained in the Form P-37
B. Part 2 — The Contract Agreement
C. Part 3 — Consolidated Exhibits
Exhibit A- Contracl Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provistons
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirement Responses
Exhibit I- Work Plan
Exhibit J- Software License and related Terms
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by refercnce
Exhibit N- The Vendor Proposal, by reference
Exhibit O- Certificates and Attachments

07
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1.2 Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. The State of New Hampshire Terms and Conditions, Form P-37-Contract Agreement
Part |

b. General Contract Requirements in Section H of the RFP document.

¢. State of New Hampshire, Board of Pharmacy Contract 2014-042.

d. RFP 2014-042 Prescription Monitoring dated November 11, 2013 with addenda 1-4
incorporated; then

e. The Vendor’s Proposal, dated January 31, 2014.

1.3 Contract Term
The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
(“Effective Date™.

The Contract shall begin on the Effective Date and extend through January 30, 2019. The Term
may be extended up to two (2) years, (“Extended Teom™) at the sole option of the State, subject
to the parties prior written agreement on applicable fees for each extended term, up to but not
beyond January 30, 2021,

HID shall commence work upon issuance of a Notice 1o Proceed by the State.

The State does not require HID 1o commence work prior to the Effective Date; however, if HID
commences work prior. to the Effective Date and a Notice 1o Proceed, such work shall be
performed at the sole risk of HID. In the event that the Contract does not become effective, the
State shall be under no obligation to pay HID for any costs incurred or Services performed,;
however, if the Contract becomes effective, all costs incurred prior to the Effective Date shall
be paid under the terms of the Contract.

Time js of the essence in the performance of HID's obligations under the Contract.

2. COMPENSATION

2.1 Contract Price

The Contract price, method of payment, and terms of payment are identified and more
particularly described in Contract Exhibit B: Price and Payment Schedule.

2.2 Nen-Exclusive, Firm Fixed Price Contract

This is a Non-Exclusive, Firm Fixed Price (FFP) Contract with price and term limitations as set
forth in the Contract.

The State reserves the right, at its discretion, to retain other contraclors to provide any of the
Services or Deliverables identified under this procurement or make an award by ilem, part or

A7
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portion of an item, group of items, or total Proposal. HID shall not be responsible for any delay, act,
or omission of such other contractors, except that HID shall be responsible for any delay, act, or
omission of the other contractors if such delay, act, or omission is caused by or due to the fauit of
HID.

3. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both HID and
State personnel. HID shall provide all necessary resources to perform its obligations under the
Contract. HID shall be responsible for managing the Project to its successful completion,

3.1 The Vendor’s Contract Manager

HID shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. HID’s Contract Manager is:

Andrea Hardy

Manager, Business Intelligence & Contract Compliance
PO Box 529, Auburn, AL 36832

Tel: 334-246-5283

Fax: 888-419-1312

Email: andrea.hardy@hidinc.com

3.2 The Vendor’s Project Manager

3.2.1 Contract Project Manager '

HID shall assign a Project Manager who meets the requirements of the Contract,
including but not limited to, the requirements set forth in the RFP. HID's selection of the
Contracted Vendor Project Manager shall be subject to the prior written approval of the
State. The Siate’s approval process may include, without limitation, at the State’s
discretion. review of the proposed HID Project Manager’s resume, qualifications,
references, and background checks, and an interview. The State may require removal or
reassignment of HID's Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State’s satisfaction.

3.2.2  HID Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding decisions under the
Contract, and shall function as HID's representative for all administrative and
management matters. HID’s Project Manager shall perform the duties required under the
Contract, including, but not limited to, those set forth in Contract Exhibit I, Section 2.
HID's Project Manager must be available to promptly respond during Normal Business
Hours within two (2) hours to inquiries from the State, and be at the site as needed.
HID’s Project Manager must work diligently and use his/ her best efforts on the Project.

3.2.3 HID shall not change its assignment of HID Project Manager without providing the State
written justification and obtaining the prior written approval of the State. State approvals
for replacement of HID’s Project Manager shall not be unreasonably withheld. The
replacement Project Manager shall have comparable or greater skills than HID Project
Manager being replaced; meet the requirements of the Contract, {including but not
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limited to, the requirements set forth in RFP); and be subject to reference and background
checks described above in Contract Agreement Part 2, Section 3.2.1: Contract Project
Manager, and in Contract Agreement Part 2, Section 3.6: Reference and Background
Checks, betow. HID shall assign a replacement HID Project Manager within ten (10}
business days of the departure of the prior HID Project Manager, and HID shall continue
during the ten (10) business day period to provide competen! Project management
Services through the assignment of a qualified interim HID Project Manager.

Notwithstanding any other provision of the Contract, the State shall have the option, at its
discretion, to terminate the Contract, declare HID in default and pursue its remedies at
law and in equity, if HID fails to assign a HID Project Manager meeting the requirements
and terms of the Contract.

The Contracted Vendor Project Manager is:
John Felton
PDMP Account Operations Manager
PO Box 529
Auburn, AL 36832
Tel: 334-466-3107
Fax: 888-419-1312
Email: john.felton@hidine.com

3.3 HID Key Project Staff

3.3.1

332

333

HID shall assign Key Project Staff who meet the requirements of the Contract, and can
implement the Software Solution meeting the requirements set forth in RFP Appendix C:
System Requiremenis and Deliverables, Table C.l:  System Requirements and
Deliverables-Vendor Response Checklist. The State may conduct reference and
background checks on HID Key Project Staff. The Siate reserves the right to require
removal or reassignment of HID's Key Project Staff who are found unacceptable to the
State. Any background checks shall be performed in accordance with the Contract
Agreement Section 4.10: Buckground Checks. '

HID shall not change any HID Key Project Staff commitments without providing the State
written justification and obtaining the prior written approval of the State. State approvals
for replacement of HID Key Project Staff will not be unreasonably withheld. The
replacement HID Key Project Staff shall have comparable or greater skills than HID Key
Project Staff being replaced; meet the requirements of the Contract, including but not
limited to the requirements set forth in RFP Appendix C: System Requiremenis and
Deliverables and be subject to reference and background checks described in Contract
Agreement-Part 2, Section 3.6: Reference and Background Checks,

Notwithstanding any other provision of the Contract to the contrary, the State shall have
the option to terminate the Contract, declare HID in default and to pursue its remedies at
Jaw and in equity, if HID fails to assign Key Project Staff meeting the requirements and
terms of the Contract or if it is dissatisfied with HID’s replacement Project staff.
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3.3.3.1 HID Key Project Staff shall consist of the following individuals in the roles
identified below:

HID’s Key Project Staff;

Key Member(s} Title
Jim Wilkerson Chicf Operations
Officer (Oversight)
Clay Jones Chief Financial Officer
(Oversight)
Sheila Sullivan Director of PDMP
{Oversight)
Robbie Project Manager
Sommervillelmplementation (Account Manager)
Manager
John Felton
Tom Beard Development Lead
Steve Espy, RPh PDMP Training Manager
Steve Harrison Call Center Director

{Oversight)

Michael Pugh ~ Technical Support
Manager

Connie-Lewis Director of Technical
Writing

3.4 State Contract Manager

The State shall assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:

Michelle Ricco Jonas

New Hampshire Board of Pharmacy

121 South Fruit Street, Concord, NH 0330(

Tel: (603) 271-2350

Fax: (603) 271-2856
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Email : michelle.jonas@nh.qov

3.5 State Project Manager

The State shall assign a Project Manager. The State Project Manager’s duties shall include the
following:

Leading the Project;

Engaging and managing ail HIDs;

Managing significant issues and risks.

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of change proposals; and

Managing stakeholders’ concerns.

m e oap oo

The State Project Manager is:
Michelle Rico Jonas
New Hampshire Board of Pharmacy
121 South Fruit Street, Concord, NH 03301
Tel: (603) 271-2350
Fax: (603) 271-2856
Email: michelle.jonas@nh.qoy

3.6 Reference and Background Checks -

The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and HID Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement, Part
2-Section |1 Use of State's Informarion, Confidentiality.

4. DELIVERABLES

4.1 Vendor Responsibilities

HID shall be solely responsible for meeting all requirements, and terms and condilions
specified in this Contract, regardless of whether or not a Subcontractor is used.

HID may subcentract Services subject to the provisions of the Contract. HID must submit all
information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider HID to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all contractual matters,
including payment of any and all charges resuhting from the Contract.

4.2 Deliverables and Services
HID shall provide the State with the Deliverables and Services in accordance with the time
frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

2014-042 BOP Contract Agreemeni-Part 2
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Upon its submission of a Deliverable or Service, HID represents that it has performed its
obligations under the Contract associated with the Deliverable or Service.

4.3 Non-Software and Written Deliverables Review and Acceptance

After receiving written Certification from HID that a Non-Software or Wriiten Deliverable is
final, complete, and ready far Review, the State will Review the Deliverable to determine
whether it meets the specifications outlined in the contract. The State will notify HID in writing
of its Acceptance or rejection of the Deliverable within five (5) business days of the State’s
receipt of HID’s written Certification: If the State rejects the Deliverable, the State shall notify
HID of the nature and class of the Deficiency and HID shall correct the Deficiency within:the
period identified in the Work Plan. If no peried for HID’s correction of the Deliverable is
identified, HID shall correct the Deficiency in the Deliverable within five (5) business days.
Upon receipt of the corrected Deliverable, the State shall have five (5) business days to review
the Deliverable and notify HID of its Acceptance or rejection thereof, with the option to extend
the Review Period up to five (5) additional business days. If HID fails to correct the Deficiency
within the allotted-period of time, the State may, at its option, continue reviewing the
Deliverable and require HID to continue until the Deficiency is corrected, or immediately
terminate the Contract, declare HID in default, and pursue its remedies at law and in equity.

4.4 System/Software Testing and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

4.5 Security
The State must ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of its information technology resources,
information, and services. State resources, information, and services must be available on an
ongoing basis, with the appropriate infrastructure and security controls to ensure business
continuity and safeguard State networks, Systems and Data.

IT Security involves all functions pertaining to the securing of State Data and Systems through
the creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s
hardware and software and its related Data assets. See Contract Agreement —Part 3 — Exhibit F:
Testing for detailed information on requirements for Security testing.

5. SOFTWARE

5.1 Software and Documentation

HID shall provide the State with Sofiware Licenses and Documentation set forth in the Contract,
and particularly described in Exhibit J: Software License and Related Terms.

2014-042 BOP Contract Agreement-Part 2
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5.2 Software Support and Maintenance

HID shall provide the State with Software support and Maintenance Services set forth in the
Contract, and particularly described in Exhibit J: Soffware License and Related Terms.,

5.3 Restrictions

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of HID’s proprietary rights;
b. Make the programs or materials available in any manner to any third party for use in the
" third party’s business operations, except as permitted herein; or
c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

5.4 Title

HID must hold the right to allow the State to use the Software or hold all title, right, and interest
in the Software and its associated Documentation

6. WARRANTY

HID shall provide the Warranty and Warranty Services set forth in the Contract, and particularly
described in Exhibit K: Warranty and Warranty Services.

7. SERVICES

HID shall provide the Services required under the Contract Documents. All Services shall meet, and
be performed, in accordance with the Specifications.

7.1 Administrative Services

HID shall provide the State with the administrative Services set forth in the Contract, and
particularly described in Exhibit D: Adminisirative Services.

7.2 Implementation Services

HID shall provide the State with the Imptementation Services set forth in the Contract, and
particularly described in Exhibit E: Implementation Services.

7.3 Testing Services
HID shall perform testing Services for the State set forth in the Contract, and particularly
described in Exhibit F: Testing Services. '

7.4 Training Services

HID shall provide the State with training Services set forth in the Contract, and particularly
described in Exhibit L: Training Services.

2014-042 BOP Contract Agreement-Part 2
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7.5 Maintenance and Support Services

HID shall provide the State with Maintenance and support Services for the Software set forth in
the Contract, and particularly described in Exhibit G: System Maintenance and Support.

8. WORK PLAN DELIVERABLE

HID shall provide the State with a Work Plan that shall include, without limitation, a detailed
description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and payment
Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work
Plan. H1D shall update the Work Plan as necessary, but no less than every two weeks, to accurately
reflect the status of the Project, including without limitation, the Schedule, tasks, Deliverables, major
milestones, task dependencies, and payment Schedule. Any such updates to the Work Plan must be
approved by the State, in writing, prior to final incorporation into Contract Exhibit I: Work Plan.
The updated Contract Exhibit |: Work Plan, as approved by the Slate, is incorporated herein by
reference.

Unless otherwise agreed in writing by .the State, changes to the Contract Exhibit |: Work Plan shall
not relieve HID from liability to the State for damages resulting from HID’s failure to perform its
obligations under the Contract, including, without limitation, performance in accordance with the
Schedule.

In the event of any delay in the Schedule, HID must immediately notify the State in writing,
identifying the nature of the delay, i.c., specific actions or inactions of HID or the State causing the
problem; its estimated duration period to reconciliation; specific actions that need to be 1aken to
correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by HID to correct Deficiencies, the Schedule shall not change
unless previously agreed in writing by the State, except that the Schedule shall automatically extend
on a day-to-day basis to the extent that the delay does not result from HID's failure to fulfill its
obligations under the Contract. To the extent that the State’s execution of its major tasks takes longer
than described in the Work Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminale the
Contract for default, at its discretion, if it is dissatisfied with the Vendor’'s Work Plan or
elements within the Work Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State ori ginated
changes or revisions shall be approved by the Department of Information Technology. Within ten
(10) business days of HID's receipt of a Change Order, HID shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), the proposed timeline. Upon delivery of the impact
statement, HID will work with the State to define a mutually agreed upon, detailed Schedule, or the
Work Plan. HID will provide a Statement of Work document which outlines these details.

2014-042 BOP Contract Agreement-Part 2
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HID may request a change within the scope of the Contract by written Change Order, identifying any
impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to HID's
requested Change Order within ten (10) business days. The State Agency, as well as the Depariment
of Information Technology, must apprave all Change Orders in writing. The State shall be deemed to
have rejected the Change Order if the parties are unable to reach an agreement in writing.

All Change Order requests from H1D to the State, and the State acceptance of HID's estimate for a
State requested change, will be acknowledged and responded to, either acceptance or rejection, in
writing. 1f accepted, the Change Order(s) shall be subject to the Contract amendment process, as
determined to apply by the State.

10. INTELLECTUAL PROPERTY

Upon successful completion andfor termination of the Implementation of the Project, HID shall own
and hold all, title, and rights in any Sofiware modifications developed in connection with
performance of obligations under the Contract, or modifications to HID provided Software, and their
associated Documentation including any and all performance enbancing operational plans and the
Vendors® special utilities. HID shall license back to the State the right 1o use such sofiware.
However, the source code, object code will be held in escrow and may only be released to the State
for publishing or other use as defined by the terms of Section t7.

In no event shall HID be precluded from developing for itself, or for others, materials that are
competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, HID shall be free to use its general
knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques that are
acquired or used in the course of its performance under this agreement

10.1 State’s Data
All rights, title and interest in State Data shall remain with the State.

10.2 Vendor’s Materials

Subject to the provisions of this Contract, HID may develop for itself, or for others, materials
that are competitive with, or similar to, the Deliverables. 1n accordance with the confidentiality
provision of this Contract, HID shall not distribute any products containing or disclose any
State Confidential Information. HID shall be free to use ils general knowledge, skills and
experience, and any ideas, concepls, know-how, and techniques that are acquired or used in the
course of its performance under this Contract, provided that such is not obtained as the result of
the deliberate memorization of the State Confidential Information by HID employees or third
party consultants engaged by HID.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject ta public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries
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and petit juries; records of parole and pardon boards; personal school records of pupils; records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable information that is private in nature.

10.3 State Website Copyright

WWW Copyright and [ntellectual Property nghts

All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right, title and interest in
any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

10.4 Custom Software Source Code
HID shall provide the State with a copy of the source code for the Custom Software, which
shall be subject lo the License rights. The State shall receive a worldwide, perpetual,
irrevocable, non-exclusive paid —up right and license to use, copy, modify and prepare
derivative works of any custom developed software. As the software licensed herewithin is
proprietary to HID, the source code wili be placed in escrow in as detailed Section 17 of this
agreement and will only be released to the State in accordance with those terms.

10.5 Survival

This Contract Agreement Section 10: /ntellectual Property shall survive the termination of the
Contract.

11. USE OF STATE’S INFORMATION, CONFIDENTIALITY ‘ .

11.1 Use of State’s Information

In performing its obligations under the Contract, HID may gain access to information of the
State, including State Confidential Information. “State Confidential. Information™ shall include,
but not be limited to, infarmation exempted from public disclosure under New Hampshire RSA
Chapter 91-A: Access to Public Records and Meetings (see e.g. RSA Chapter 91-A: 5
Exemptions). HID shall not use the State Confidential Information developed or obtained
during the performance of, or acquired, or developed by reason of the Contract, except as
directly connected to and necessary for HID's performance under the Contract.

11.2 State Confidential Information
HID shall maintain the confidentiality of and protect from unauthorized use, disclosure,
publication, and reproduction (collectively “release™), all State Confidential Information that
becomes available to HID in connection with its performance under the Contract, regardless of
its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall not
include information which: (i} shall have otherwise become publicly available other than as a
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result of disctosure by the receiving party in breach hereof; (ii) was disclosed to the receiving
party on a non-confidential basis from a source other than the disclosing party, which the
receiving party believes is not prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party; (iii) is devetoped by the receiving party
independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval of
the State. HID shall immediately notify the State if any request, subpoena or other tegal process
is served upon HID regarding the State Confidential Information, and HID shall cooperate with
the State in any effort the State undertakes to contest the request, subpoena or other legal
process, at no additional cost to the State.

In the event of the unauthorized release of State Confidential Information, HID shall
immediately notify the State, and the State may immediately be entitled to pursue any remedy
at law and in equity, including, but not limited to, injunctive relief,

Vendor Confidential Information

Insofar as HID seeks to maintain the confidentiality of its confidential or proprietary
information, HID must clearly identify in writing ali information it claims to be confidential or
proprielary. Notwithstanding the foregoing, the State acknowledges that HID considers the
Software and Documentation to be Confidential Information. HID acknowledges that the State
is subject to State and federal laws governing disclosure of information including, but not
limited to, RSA Chapter 91-A, The State shall maintain the confidentiality of the identified
Confidential Information insofar as it is consistent with applicable State and federal laws or
regulations, including but not limited to, RSA Chapter 91-A. In the event the State receives a
request for the information identified by HID as confidential, the State shall notify HID and
specify the date the State will be releasing the requested information. At the request of the
State, HID shall cooperate and assist the State with the collection and review of HID's
information, at no additional expense to the State. Any effort to prohibit or enjoin the release
of the information shall be HID's sole responsibility and at HID's sole expense. If HID fails to
abtain a court order enjoining the disclosure, the State shall reicase the information on the date
specified in the State’s notice to HID, without any liability to HID.

Survival
This Contract Agreement Section 11, Use of State's Information, Confidentiality, shall survive
termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY

12.1

State

2014-042 BOP Contract Agreement-Part 2
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Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to HID shall not exceed the total Contract
price set forth in Contract Agreement, Section 1.8 of the Contract Agreement —Part I-General
Provisions.

Notwithstanding the foregoing and any provision of this Contract to the contrary, in no event
does the Slate waive its sovereign immunity or any applicable defenses or immunities.

12.2 HID
Subject to applicable laws and regulations, in no event shail HID be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages-and HID's liability
to the State shall not exceed two times (2X) the total Conlract price set forth in Contract
Agreement, Section 1.8 of the Contract Agreement —Part 1-General Provisions.

Notwithstanding the foregoing, the limitation of liability in this SOW Section 12.2 shall not
apply to HID's indemnification obligations set fosth in the Contract Agreement Part 1-Section
13: indemnification and confidentiality obligations in Contract Agreement-Part 2- Section 11:
Use of State's Information, Confidentiality, which shatl be uniimited.

12.3 State's Immunity
: Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver
of the sovereign immunity of the State, which immunity is hereby reserved to the State. This
covenant shall survive termination or Contract conclusion.

12.4 Survival
This Contract Agreement- Pant 2-Section 12: Limitation of Liability shall survive termination or
Contract conclusion. .
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13. TERMINATION
This Section 13 shall survive the termination or Contract Conclusion.

13.1 Termination for Default
Any one or more of the following acts or omissions of HID shall constitute an event of default
hereunder (“Event of Default™) ’

a. Failure to perform the Services salisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or

all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide HID written

notice of default and require it to be remedied within, in the absence of a greater or
lesser specification of time, within thirty (30) days from the date of notice, unless
otherwise indicated within by the State (“Cure Period™). 1f HID fails to cure the
default within the Cure Period, the State may terminate the Contract effective two
(2) days after giving HID notice of termination, at its sole discretion, treat the
Contract as breached and pursue its remedies at law or in equity or both,

Give HID a written notice specifying the Event of Default and suspending all
payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to HID during the period from the
date of such notice until such time as the State determines that HID has cured the
Event of Default shall never be paid to HID.

¢. Set off against any other obligations the State may owe to the Vendor any damages

the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or

both,

¢. Procure Services that are the subject of the Contract from another source and HID

shall be liable for reimbursing the State for the replacement Services, and all
administrative costs directly related 1o the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penallies, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shali provide the State with written notice of default, and the State shall

cure the default within thirty (30) days.
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13.1.3 Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute

a waiver of the sovereign immunity of the State, which immunity is hereby reserved to

_ the State. This covenant shall survive termination or Contract Conclusion.

13.2 Termination for Convenience

13.2.1 The Stale may, at its sole discretion, terminate the Contract for convenience, in whole

or in part, by thirty (30) days written notice to HID. In the event of a termination for
convenience, the State shall pay HID the agreed upon price, if separately stated in this
Contract, for Deliverables for which Acceptance has been given by the State. Amounts
for Services or Deliverables provided prior to the date of termination for which no
separate price is stated under the Contract shall be paid, in whole or in part, generally in
accordance with Contract Exhibit B, Price and Payment Schedule, of the Contract.

13.2.2 During the thirty (30) day period, HI1D shall wind down and cease Services as quickly

and efficiently as reasonably possible, without performing unnecessary Services or
activities and by minimizing negative effects on the State from such winding down and
cessation of Services,

13.3 Termination for Conflict of Interest

13.3.1

13.3.2

The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracls.

In such case, the State shall be entitled to a pro-rated refund of any current
developmeni, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if HID did not know, or
reasonably did not know, of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation by
HID, the State shall be entitled to pursue the same remedies against HID as it could
pursue in the event of a default of the Contract by HID.

13,4 Termination Procedure

13.4.1

Upon termination of the Contract, the State, in addition to any other rights provided
in the Contract, may require HID to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract
as has been terminated.

13.4.2  After receipt of a nolice of termination, and except as otherwise directed by the State,

HID shali:
2. Stop work under the Contract on the date, and to the extent specified, in the notice;
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b. Promptly, but in no event longer than thirty (30) days after termination, terminate
its orders and subcontracts related to the work which has been terminated and settle
all outstanding liabilities and all claims arising out of such termination of orders
and subcontracts, with the approval or ratification of the State to the extent
required, which approval or ratification shall be final for the purpose of this
Section;

c. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of HID and in which the
State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State
and which has been accepted or requested by the State; and

e. Provide written Certification to the State that HID has surrendered to the State all

- said property.
f. Assisl in Transition Services, as reasonably requested by the State at no additional
cost.
14. CHANGE OF OWNERSHIP

In the event that HID should change ownership for any reason whatsoever, the State shall have the
option of continuing under the Contract with HID, its successors or assigns for the full remaining
term of the Contract; continuing under the Contract with RID, its successors or assigns for such
period of time as determined necessary by the State; or immediately terminate the Contract without
liability to HID, its successors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 HID shall not assign, delegate, subcontract, or otherwise transfer any of its interest, rights, or
duties under the Contract without the prior written consent of the State. Such consent shall not
be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer
made without the State’s prior written consent shall be nuli and void, and may constitute an
event of default at the sole discretion of the State. )

15.2 HID shall remain wholly responsible for performance of the entire Contract even if assignees,
delegates, Subcontractors, or other transferees (" Assigns™) are used, unless otherwise agreed (o
in writing by the State, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Effective Dale. In the absence of a written assumption of
full obligations and liabilities of the Contract, any permitied assignment, delegation,
subcontract, or other transfer shall neither relieve HID of any of its obligations under the
Contract nor affect any remedics available to the State against HID that may arise from any
event of default of the provisians of the contract. The State shall consider HID to be the sole
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point of contact with regard to all contractual matters, including payment of any and all charges
resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit HID from assigning the Contract to
the successor of all or substantially all of the assets or business of HID provided that the
successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that HID should change ownership, as permitted under this Contract Agreement Part 2,
Section 14: Change of Ownership, the State shall have the option {0 continue under the
Contract with MID, its successors or assigns for the full remaining term of the Contract;

continve under the Contract with HID, its successors or assigns for such period of time as
determined necessary by the State; or immediately terminating the Contract without liability to
HID, its successors or assigns.

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party™} shall call for progressive management involvement
in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Invoking Party’s right to any other remedy permitted under the Contracl.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE
ALLOTTED TIME
Primary John Felton, Project Michelle Ricco Jonas, State 7 Business Days
Manager Project Manager (PM)
First G. Robert DiBenedeito, Charles Fanaras, RPh 8 Business Days
Jr., President and CEO NH Board of Pharmacy
President

The altotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party’s natice is received by the other party.

ESCROW OF CODE

HID will enter into a source and configuration code escrow agreement, with a State approved escrow
agent. The escrow agreement requires FIID to put the Contracted Vendor Software source and
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configuration code in escrow. The source code shall be released 10 the State if one of the following
events has occurred:

a.
b.
c.

d.

the Vendor has made an assignment for the benefit of creditors;

the Vendor institutes or becomes subject to a liquidation or bankruptcy proceeding of any kind,;
a receiver or similar officer has been appointed to take charge of all or part of the Vendor's
assets; or

the Vendor or its Subcontractor terminates its maintenance and operations support Services for
the State for the Software or has ceased supporting and maintaining the Software for the State,
whether due 10 its ceasing to conduct business generally or otherwise.

18. GENERAL PROVISIONS

18.1

18.2

18.3

18.4

18.5

18.6

Travel Expenses

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services.

The Vendor must assume all travel and related expenses by “fully loading™ the proposed labor
rates to include, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocket expenses.

Shipping and Delivery Fee Exemption

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

Project Workspace and Office Equipment

The State agency will work with HID to determine the requirements for providing all necessary
workspace and office equipment, including desktop computers for HID's staff.

Access/Cooperation

As applicable, and reasonably necessary, and subject to the applicable Slate and federal laws
and regulations and restrictions imposed by third parties upon the State, the State shall provide
HID with access to all program files, libraries, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete contracted
services.

The State shatl use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary 10 allow HID to perform its obligations under the Contraci.

Required Work Procedures

All work done must conform to standards and procedures established by the Department of
Information Technology and the State.

Computer Use

In consideration for receiving access 10 and use of the computer facilities, network, licensed or
developed sofiware, software maintained or operated by any of the State entilies, systems,
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equipment, Documentation, information, reports, or data of any kind (hereinafter
“Information™), HID understands and agrees to the following rules:
a. Every Authorized User has the responsibility to assure the protection of mf'm-mahon
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall HID access or attempt 10 access any

information without having the express autharity to do so.

c¢. That at no time shall HID access or attempt to access any information in a manner
inconsistent with the approved policies, procedures, and /or agreements relating to
system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times HID must use uimost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the
State. Only equipment or software owned, liccnsed, or being evaluated by the State, can
be used by HID. Personal software (including but not limited to palmtop sync sofiware)
shall not be installed on any equipment,

¢. That if HID is found to be in violation of any of the above-stated rules, the User may
face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

18.7 Email Use

Mail and other electronic communication messaging systems are State of New
Hampshire properly and are to be used for business purposes only. Email is defined as
“internal Email systems” or “State-funded Email systems”. HID understand and agree that use
of email shall follow State standard policy (available upon request).

18.8 Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
{available upon request).

18.9 Regulatory Government Approvals

HID shatl obtain all necessary and applicable regulatory or other governmental approvals
necessary to perform its obligations under the Contract.

18.10 Force Majeure

Neither HID nor the State shall be responsible for delays or failures in performance resulting
from events beyond the controt of such party and without fault or negligence of such party.
Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots, and acts
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of War, epidemics, acts of Government, fire, power failures, nuclear accidents, earthquakes,
and unusualiy severe weather. :

Except in the event of the foregoing, Force Majeure events shall not include HID's inability
to hire or provide personnel needed for HID's performance under the Contract.

18.11 Insurance

18.11.1 HID Insurance Requirement
See Contract Agreement Part 1-Form P-37 Section 14,

18.11.2 The ACORD Insurance Certificate should note the Certificate Holder in the lower
feft hand block including State of New Hampshire, Department Name, name of the
individual responsible for the funding of the contracts and his/her address.

18.12 Exhibits

The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in the text.

18.13 Venuc and Jurisdiction

Any action on the Contract may only be brought in the State of New Hampshire Memrimack
County Superior Court.

18.14 Survival

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Contract Agreement
Exhibit D Section 3: Records Retention and Access Requirements, Contract Agreement
Exhibit D Section 4: Accounting Requirements, and Conlract Agreement Part 2-Section 11:
Use of State's Information, Confidentiality and Contract Agreement Part |- Section 13:
Indemnification which shall all survive the termination of the Contract.
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1. DELIVERABLES, MILESTONES AND ACTIVITIES

HID shall provide the State with the PMP System which will meet and perform in accordance with the
Specifications and Deliverables that are in accordance with the time frames in the Work Plan.

Prior to the commencement of work on Non-Software and Written Deliverables, HID shall provide to the
State a template, table of contents, or agenda for Review and prior approval by the State.

The Deliverables are set forth in the Schedule described below in Section 2, By unconditionally accepting
a Deliverable, the State reserves the right to reject any and all Deliverables in the event the State detects
any Deficiency in the System, in whole or in part, through completion of all Acceptance Testing,
including but not limited to, Soflware/System Acceptance Testing, and any extensions thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective for
the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

2.1 Implementation Schedule — Activities / Deliverables / Milestones
Table 2.1 Deliverables HID Response Checklist

Note These dates assume a June 4™ Governor and Council Approval. Dates will be moved
automatically if contract receives a subsequent approval.

Activity, Deliverable or Milestone Deliverable Type Date
Conduct Project KickofT Mecting Non-Software June 9-10, 2014
) Wecekly,
Siatus Meetings Non-Software Tuesdays
Work Plan Wrillen June 10-30, 2014
Coqduc_l Research  And  Requirements Non-Software June 14-22, 2014
Validation
Requirements Analysis Report Written June 22,2014
June 22-24, 2014
. . . Non-Software and and July 16-
Securily Testing and Decumentation Written September 22,
2014
Conduct Technical and Information June 9-September
Architecture Review And Develop Plan Non-Software 10, 2014
Information Map and Navigation Plan Written June 2-18, 2014
Database Architecture and Data Dictionary Written June 10-15, 2014
Design Documenlation Written June 14-22, 2014

2014-042 Exhibit A Contract Deliverables
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User Acceptance Testing and all Test Result Non-Sofiware and July 22-September
Documentation Written 22,2014
- . Non-Soflware and September 21-23,
End User Training and Documentation Written 2014

3. TRAINING DELIVERABLES

Training will be in accordance with the requirements set forth in Contract Exhibit L: Training
Services and the Schedule established by the Work Plan, Contract Exhibit 1. All pricing has been

established in Contract Exhibit B: Price and Payment Schedule.

4. SOFTWARE LICENSES

Software Licenses for are set forth in Contract Exhibit J: Soffware License and associated pricing is

established in Contract Exhibit B: Price and Payment Schedule.
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1. DELIVERABLE PAYMENT SCHEDULE

1.1 Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $333,569 for the period between the Effective
Date through January 30, 2019. HID shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow HID to invoice the State for the following
activities, Deliverables, or milestones at fixed pricing/rates appearing in the price and payment
lables below:

Table B-1 Deliverables HID Response Checklist

Activity, Deliverable or Deliverable COST
Milestone Type
Cond.uct Project Kickoff Non-Software $£3,484
Meeting
Status Meelings Non-Software $929
Work Plan Written $523
Conduct Research And Non-Software $961
Requirements Validation
Requirements Analysis Report Writien $602
Security Testing and Non-Soflware $1046
Documentation and Written
Conduct Technical and £1,769
Information Architecture Non-Software
Review And Develop Plan
Information Map and Written $523
Navigation Plan .
Database Architecture and Data Written $680
Dictionary
Design Documentation Writien $523
User Acceptance Testing and all Non-Software $1,046
Test Result Documentalion and Written
End User Training and Non-Software $1,569
Documentation and Written
TOTAL $13,656
2014-042 Exhibit B-Price and Payment Schedule
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B-2 Future HID Rates Werksheet

Table B-2: Future HID Rates Worksheet

Position Title SFY SFY SFY SFY
2015 2016 2017 2018

Implementation Manager | $54.22 $54.22 $54.22 $54.22

Account Manager $54.22 $54.22 $54.22 $54.22

Analysis & Reporting $48.46 $48.46 $48.46 548.46

Manager

Technical Lead $93.38 $93.38 $93.38 $93.38

Information Systems $38.18 $£38.18 $38.18 £38.18

Manager

Director of Technical $49.40 $49.40 34940 $49.40

Writing

Call Center/Help Desk $49.40 $49.40 $49.40 $49.40

PMP Technical Support | $21.18 2118 3218 $21.18

Manager

Trainer $93.39 $93.39 $93.39 $93.39

B-3  Software Licensing, Maintenance, and Support Pricing Worksheet

Table B-3: Software Licensing, Maintenance, and Support Pricing Worksheet

Software Maintain | Maintai | Maintain Maintain Maintain Maintain

o
SFY 14 SFY 16 SFY 17 SFY 18 SFY 19

SFY 15

RxSentry SW £ 26,125 | 51,500 $ 1,500 $ 1,500 $ 1,500 £ 875

Progress SW $ 3,300
Escrow $ 995
TOTALS $ 30,420 | $1,500 $ 1,500 $ 1,500 $ 1.500 $ 875
Grand TOTAL $37,295

2014-042 Exhibit B-Price and Payment Schedule
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B-4  Hosting, Maintenance, and Support Pricing Worksheet

Table B-4: Hosting, Maintenance, and Support Pricing Worksheet

HOSTED SFY 2014 | SFY 2015 | SFY 2016 SFY 2017 SFY 2018 *SFY 2019
SERVICES

Web Site $ 138 $1.215 $ 1,068 £ 1,068 $ 1,068 $ 623
Hosting Fee*

Technical $ 3,210 ¥ 31,374 $ 28922 $ 28922 $ 28,922 $ 16,912
Support and

updates

Maintenance $ 3,594 $ 32,382 $ 28,800 $ 28,800 $ 28.800 $ 16,800
and Updates

Subtotal $ 6,942 $ 64,971 $ 58,790 $ 58,790 $ 58,790 $ 34,335
TOTAL $ 282,618

*Based on a $6,942 fee during the 4 month implementation and a 54,905 fee during operation.

** Based on a contract end dute of January 36, 2019

Table B-5 Cost Summary

SFY 2014 | SFY 2015 | SFY 2016 | SFY 2017 | SFY 2018 | SFY 2019
Table B-1 $ 13,656 $o0 50 50 50 50
2014-042 Exhibit B-Price and Payment Schedule
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Deliverables

Table B-3 SW
Licensing,
Maintenance &
Support

$30,420

$ 1,500

$ 1,500

$ 1,500

$ 1,500

$ 875

Table B-4
Hosting,
Maintenance &
Support

$ 6,942

$ 64,971

§ 58,790

$ 58,790

$ 58,790

~

$ 34,335

TOTALS

$ 51,018

$ 66,471

$ 60,290

$ 60,290

$ 60,290

$£35210

GRAND
TOTAL

$ 333,569

. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $333,569 (“Total
Contract Price™). The payment by the State of the total Contract price shall be the only, and the comptete
reimbursement to HiD for all fees and expenses, of whatever nature, incurred by HID in the performance

hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

HID shall submit correct invoices to the State for all amounts to be paid by the State. All invoices submitted
shall be subject to the State's prior written approval, which shall not be unreasonably withheld. HID shall
only submit invoices for Services or Deliverables as permitted by the Contract. Invoices must be in a format
as determined by the State and contain detailed.information, including without timitation: itemization of
each Deliverable and identification of the Deliverable for which payment is sought, and the Acceptance
date triggering such payment; date of delivery and/or installation; monthly maintenance charges; any other

Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a property documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty {30) days of invoice receipl. Invoices will not be backdated
and shall be promptly dispatched.

2014-042 Exhibit B-Price and Payment Schedule
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Invoices shall be sent to:

State of New Hampshire Board of Pharmacy
121 South Fruit Street

Concord, NH 03301-2412

4. PAYMENT ADDRESS
All payments shall be sent to the following address:

Health Information Designs, LLC
Susie McGuire, Controller
PO Box 529, Auburn, AL 36832

5. OVERPAYMENTS TO HID

HID shall promptly, but no later than fifleen (15} business days, return to the State the full amount of any
overpayiment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against HID’s invoices with
appropriate information attached.

7. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software license fees,
as set forth in the Payment Table above, until successful conclusion of the Warranty Period.

2014-042 Exhibit B-Price and Payment Schedule
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1. Form P-37 Section 17. NOTICE- Replace notification to the addressed parties on Contract Agreement
Part 1- Section 17 at the addresses given in blocks 1.2 and 1.4 of the Form P-37, to notify the panties below:

Notice

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO HID: TO STATE:

Health Information Designs, LLC State of New Hampshire

Kathleen Sabo Board of Pharmacy

Director of Business Development Prescription Drug Monitoring Program
PO Box 529, Auburn, AL 36832 121 South Fruit Street

Tel: (334) 466-3031 Concord, NH 03301-2412

Tel: (603} 271-2350

2. Form P-37 Section 14. INSURANCE

Both parties agree to amend section 14.1.1 of the Contract 2014-042 in order to show the amount of insurance
is in agreement with HID’s coverage currently in force for comprehensive general liability in the amount of
$1,000,000for each occurrence and the excess/umbrella liability in the amount of $4,000,000 for each
occurrence.

3. EXTENSION

This agreement has the option for a potential extension up to two (2) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and approval of the Governor and
Council.

2014-042 Exhibit C — Special Provisions

Initial All Pages:
Contractor’s Initials /ﬁ Exhibit C  5/29/2014 Page 8 of 105



STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
EXHIBITD
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1. STATE MEETINGS AND REPORTS
The State believes that effective communication and reporting are essentiat to Project success.

HID Key Project Staff shall participate in meetings as requested by the State, in accordance with the
requirements and terms of this Contract.

2. Introductory Meeting: Participants will include HID Key Project Staff and State Project leaders
from both the Board of Pharmacy and the Department of Information Technology. This meeting will
enable leaders to become acquainted and establish any preliminary Project procedures,

b. Kickoff Meeting: Participants will include the State and HID Project Teams and major stakeholders.
This meeting is to establish a sound foundation for activities that will follow.

c. Status Meetings; Participants will inctude, at the minimum, the HID Project Manager and the State
Project Manager. These meetings will be conducted at least every two wecks and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from HID shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Mecting and updated, at minimum, on a Bi Weekly
basis, in accordance with the Contract.

¢. Special Meetings: Need may arise for a special mecting with State leaders or Project stakcholders to
address specific issucs.

f. Exit Meeting: Participants will include Project leaders from HID and the State. Discussion will
focus on lessons learned from the Project and on follow up options that the Statc may wish to
consider. '

The State expects HID to prepare agendas and background for and minutes of meetings. Background for
each status meeting must include an updated Work Plan. Drafting of formal presentations, such as a
presentation for the kickoff meeting, will also be HID's responsibility.

The HID Project Manager or HID Key Project Staff shall submit every two weeks status reports in
accordance with the Schedule and terms of this Contract. All status reports shall be preparcd in formats
approved by the State. The HID's Project Manager shall assist the State’s Project Manager. or itself
produce reports related to Project Management as reasonably requested by the State, all at no additional
cost to the State HID shall produce Project stalus reports, which shall conmain, at a minimum, the
following:

1. Project status related to the Work Plan;
Dcliverable status;
Accomplishments during weeks being reported;
Planned activities for the upcoming two (2) week period;
Future activities; and
Issues and concems requiring resolution.
Report and remedies in case of falling behind Schedule

NemawR

2014-042 Exhibit D Administrative Services
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As reasonably requested by the State, HID shall provide the State with information or reports regarding the
Project. HID shall prepare special reports and presentations relating to Project Management, and shall
assist the State in preparing reports and presentations, as reasonably requested by the State, all at no
additional cost to the State.

2. STATE-OWNED DOCUMENTS AND DATA
HID shall provide the State access to all documents, State Data, materials, reports, and other work in
progress relating to the Contract (“State Owned Documenis™). Upon expiration or lermination of the
Contract with the State, HID shall turn over all State-owned documents, material, reports, and work in
progress relating to the Contract to the State at no additional cost to the State. State-owned Documents must
be provided in both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

HID shall agree to the conditions of all applicable State and federal laws and regulations, which are
incorporated herein by reference, regarding retention and access requirements, including without
limitation, retention policies consistent with the Federal Acquisition Regulations {FAR) Subpart 4.7
Contractor Records Retention.

HID and its Subcontractors shall maintain books, records, documents, and other evidence of accounting
procedures and practices, which properly and sufficiently reflect all direct and indirect costs invoiced in
the performance of their respective obligations under the Contract. HID and its Subcontractors shall retain
all such records for three (3) years following termination of the Coniraci, including any extensions.
Records relating 1o any litigation matters regarding the Contract shall be kept for one (1) year following
the termination of all litigation, including the termination of all appeals or the expiration of the appeal
period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so authorized
by law, rule, regulation or Contract, as applicable. Access to these items shall be provided within
Merrimack County of the State of New Hampshire, unless otherwise agreed by the State. Delivery of and
access t0 such records shall be at no cost to the State during the three (3) year period following
termination of the Contract and one (1) year term following litigation relating to the Contract, including
all appeals or the expiration of the appeal period. HID shall include the record retention and review
requirements of this section in any of its subcontracis.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to HID’s cost structure and profit factars shall be excluded from the State’s review
unless the cost of any other Services or Deliverables provided under the Contract is calculated or derived
from the cost structure or profit factors.

4. ACCOUNTING REQUIREMENTS

HID shall maintain an accounting system in accordance with generally accepted accounting principles.
The costs applicable to the Contract shall be ascertainable from the accounting system and HID shall
maintain records pertaining to the Services and all other costs and expenditures.

2014-042 Exhibit D Administrative Services
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5.WORK HOURS

HID personnel shall work normal business hours between 8:00 am and 5:00 pm, eight (8) hour days, forty
{40) hour weeks, excluding State of New Hampshire holidays. Changes to this schedule may be made
upon agreement with the State Project Manager.

20114-042 Exhibit D Administrative Services
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SECURITY AND INFRASTRUCTURE

HID shall provide the State with the following services set forth in Contract Exhibit A.
1. IMPLEMENTATION STRATEGY

1.1 Key Components

A. HID shall employ an Implementation strategy with a timeline set forth in accordance
with the Work Plan:

B. HID and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives. ’

C. The HID team will provide training templates as defined in the Training Plan, which
will be customized to address the State’s specific requirements.

D. Decisions regarding format, content, style, and presentation shall be made early on in
the process, by the State, providing sufficient time for development of material as
functionality is defined and configured.

E. HID shall utilize an approach that fosters and requires the participation of State
resources, uses their business expertise to assist with the configuration of the
applications, and prepares the State to assume responsibility for and ownership of the
new system. A focus on technology transition shall be deemed a priority.

F. HID shall manage Project execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track
and manage issues, manage changing requirements, maintain communication within
the Project Team, and report status.

G. HID shall adopt an Implementation time-line aligned with the State’s required time-
line.

1.2 Timeline
The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management plan,
communication approaches, Project standards and procedures finalized, and team training
initiated. HID's Project management tracking software and processes will be used for managing
the Project.

1.2.1 Implementation

Timing will be structured to recognize interdependencies between applications and structure a
cost effective and timely execution.

Processes will be documented, training established, and the application will be ready for
Implementation in accordance with the State’s schedule.

2014-042 Exhibit E-} Security and infrastructure
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Implememation shall be piloted in one area/office to refine the training and Implementation
approach, or the State shall chogse a one-time statewide Implementation.

1.2.2 Change Management and Training
HID's change management and training services shall be focused on developing change
management and training strategies and plans, Its approach relies on State resources for the
execution of the change management and end user training.

1. SECURITY

HID shall ensure that appropriate levels of security are implemented and maintained in order to protect
the integrity and reliability of the State’s Information Technology resources, information, and services.
Securily requirements are defined in Appendix C-2 of the Request for Proposal. HID shall provide the
State resources, information, and Services on an ongping basis, with the appropriate infrastructure and
security controls to ensure business continuity and to safeguard the confidentiality and integrity of State
networks, Systems and Data. :

2014-042 Exhibit E-1 Security and Infrastructure
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HID shall provide the following Products and Services described in this Exhibit F, including but not limited
to:

1. TESTING AND ACCEPTANCE

HID shall bear all responsibilities for the full suite of Test Planning and preparation throughout the
Project. HID will also provide training as necessary to the State staff responsible for test activities, HID
shall be responsible for all aspects of testing contained in the Acceptance Test Plan including support, al
no additional cost, during User Acceptance Test conducted by the State and the testing of the training
materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation{s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of
Unit Tests, System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance
Tuning and Stress tests, Security Review and tests, and support of the State during User Acceptance Test
and Implementation.

In addition, HID shall provide a mechanism for reporting actual test results vs. expected results and for the
resolution and tracking of all errors and problems identified during test execution. HID shall also correct
Deficiencies and support required re-testing.

1.1 Test Planning and Preparation

HID shall provide the State with an overall Test Plan that will guide all testing, The HID provided,
State approved, Test Plan will inciude, a1 2 minimum, identification, preparation, and Documentation
of planned testing, a requirements traceabilily matrix, test variants, lest scenarios, lest cases, test
scripts, test Data, test phases, unit tests (as appropriale), expected results, and a tracking method for
reporting actual versus expected results as well as all errors and problems identified during test
execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon HID's Project Manager's Centification, in writing, that
HID’s own staff has successfully executed all prerequisite HID testing, along with reporting the
actual testing results, prior to the start of any testing executed by State staff. The State wilt be
presented with a State approved Acceptance Test Plan, test scenarios, test cases, test scripts, test data,
and expected results.

The State will commence its testing within five (5) business days of receiving Certification from HID
that the State’s personnel have been trained and the System is installed, configured, complete, and
ready for State testing. The testing will be conducted by the State in an environment independent
from HID’s development environment. HID must assist the State with testing in accordance with the

2014-042 Exhibit F Testing Services
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Test Plan and the Work Plan, utilizing test and live Data to validate reports, and conduct stress and
performance testing, at no additional cost.

Testing begins upon completion of the Software conliguration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

HID must demonstrate that their testing methodology can be integrated with the State standard
methodology.

1.2 Unit Testing -
[n Unit Testing, HID shall test the application components on an individual basis to verify that the
inputs, outputs, and processing logic of each application component functions without errors.  Unit
testing is performed in either the development environment or a testing environment.

The goal is to find errors in the smallest unit of software before logically linking it into larger units.
If successful, subsequent testing should only reveal errors related to the integration between
applhication modules.

The HID developer, who is responsible for a specific unit of work, will be responsible for conducting
the unit testing of their modules.

Unit Testing will largely focus on the Data Interfaces/Conversion aspects of this project as thecore
software is a Commercial off the Shelf (COTS) product that has been in production in other States for
some time.

Develop thc scrlpls nccdcd to unit test :nd:wdual apphcat:on modulcs, mtcrf'ace(s)
_ and conversion components. .

For application modules, conversions and mtcrfaces the HID team will :dentuf‘y
applicable test scripts and installation instructions, adapt them to the Project
_specifics, test the process, and compare with the documented expected results.

Unit-Tested Modules that have been tested to verify that the inputs, outputs, and
processing logic of each application module functions without errors. Individual
detailed test scripts and installation guides list all the required actions and data to
¥4 _conduct the test, the process for test execution, and the expected results,

1.3 System Integration Testing

The new System is tested in integratian with other application systems (legacy and service providers) -
in a production-like environment. System Integration Tesling validates the intcgration between the
individual unit application modules and verifies that the new System meels defined requirements and
supports execution of interfaces and business processes. The System Integration Test is performed in

a test environment.

Thorough end-to-end testing shall be performed by the HID team(s} to confirm that the Application
integrates with any interfaces. The test emphasizes end-to-end business processes, and the flow of
information across applications. It includes all key business processes and interfaces being

2014-042 Exhibit F Testing Services
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implemented, confirms data transfers with external parties, and includes the transmission or printing
of all electronic and paper documents.

Systems Inlegmuon Tcslmg valldatcs lhc mtcgrat:on between the tnrgct appllcanon
modules and other systems, and verifies that the new System meets defined
interface requirements and supports execution of business processes. This test
emphasizes end-to-end business processes and the flow of information across the
application. It includes all key business processes and interfaces being
implemented, confirms deata transfers with external parties, and includes the
transmission or printing of all electronic and paper documents.

* Take the lead in developing the Systems Integration Test Specifications.
»  Work jointly with the State to develop and load the data profiles to support the
y ﬂu" o - test Specifications.

2 -&}rwvc‘“f N _*__Work jointly with the State to validate components of the test scripts.

s  Work jointly with HID 1o develop the Systems Integration Test Specifications.

+  Work jointly with HID to develop and load the data profiles to support the test
Specifications.

* Work jointly with HID to wvalidatc components of the test scripts,
modifications, fixes and other System interactions with the HID supplied
Software Solution.

o The lntcgrauon-Tcslcd Syslcm indicates that all interfaces between the
application and the legacy and third-party systems, interfaces, and applications
are functioning properly,

1.4 Conversion Validation Testing

In Conversion Validation Testing, target application functions are validated.

Thc conversion vahdanon test should repllcate thc cnure ﬂow of the
converted data through the Softwarc Solution. As the Software Solution is
interfaced to legacy or third-party applications/interfaces, tesling verifies

that the resulting flow of the converied data through these interface points
_performs correctly. . _

For conversions and mtcrfaccs, the HID team will execute the appllcable
validation tcsts and compare exccution results with the documented expected
results. Extract and cleanse, if necessary, the legacy data to be converted in the
_data conversions,

Validation- T&tod Conversmn Prograrns These programs include cenversion
programs that have been tested to verify that the resulting converted legacy data
_performs correcily in the entire suite of the Application.

1.5 Installation Testing

In Installation Testing the application components are installed in the System Test environment o test
the installation routines and arc refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

2014-042 Exhibit F Testing Services
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1.6 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user training according to
the Work Plan. Testing ends upon issuance of a letier of UAT Acceptance by the State.

HID’s Project Manager must certify in writing, that HID's own staff has successfully executed all
prerequisite HID testing, along with reporting the actual testing results prior to the start of any testing
executed by State staff.

The State shall be presented with all testing results, as well as written Certification that HID has
successfully completed the prerequisite tests, meeting the defined Acceptance Criteria, and performance
standards. The State shall commence testing within five (5) business days of receiving Certification, in
writing, from HID that the system is installed, configured, complete and ready for State testing. The
State shall conduct the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validate the functionality of the System and the interfaces, and verify Implementation readiness. UAT
is performed in a copy of the production environment and can serve as a performance and stress test of
the System. The User Acceplance Test may cover any aspect of the new Sysiem, including
administrative procedures (such as backup and recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results of the
UAT provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

Il The System User Acceptance Tests verify System functionality against predefined i
.Acceptance criteria that support the successful execution of approved processes. _ _

¢ Provide the State an Acceptance Test Plan and selection of test scripts for the |

Acceptance Test.
» Monitor the execution of the test scripts and assist as needed during the User
Accepance Test activilies.
e Work jointly with the State in determining the required actions for problem
Jesolution.

» Approve the development of the User Acceptance Test Plan and the set of data
for usc during the User Acceptance Test.

e Validate the Acceptance Test environment.

¢ Execute the test scripts and conduct User Acceptance Test activities.

+Document and summarize Acceptance Test results.

2014-042 Exhibit F Testing Services
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. Work Jomtly wnh HID in dclcrmlmng the requn'ed actaons for pmblem
resolution.
_» _Provide Acceptance of the validated Systems.

;0238 The Deliverable for User Acceptance Tests is the User Acceptancc Tesl Rcsulls
These results provide evidence that the new System meets the User Acccplance
_criteria defined in the Work Plan,

!
H
4
]
bl

1.7 Performance Tuning and Stress Testing
HID shall develop and document hardware and Sofiware configuration and tuning of the prescription
monitoring (PDMP) solution, including HID's proprietary RxSentry® prescription drug monitoring
software, hardware, and connectivity infrastructure.

-1.7.1 Scope
The scope of Performance Testing shall be to measure the System level metrics critical for the

development of the applications infrastructure and operation of the applications in the production
environment.

It will include the measurement of responsc rates of the application for end-user transactions
and resource utilization {(of various servers and network) under various load conditions. These
response rates shall become the basis for changes and retesting until optimum System performance
is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a
copy of the final production database 1o provide the best results.

1.7.2 Test Types
Performance testing shall use two differcnt types of testing to determine the stability of the
application. They are baseline tests and load tests.

a) Baseline Tests: Baseline lests shall collect performance data and load analysis by running
scripts where the output is broken down into business transactions or functions. The test is like
a single user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughpul and other user-
based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization is measured and recorded.

1.7.3 Tuning
Tuning witl be HID led and occur during both the development of the application and load testing.

Tuning is the process whereby the application performance is maximized. This can be the result of
making code more efficient during development as well as making tuning parameter changes to the
envirenment.

1.7.3 Tuning

2014-042 Exhibit F Testing Services
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Tuning will occur during both the configuration of the application and load testing. Tuning is the
process whereby the application performance is maximized. This can be the result of making code
more efficient during configuration as well as making tuning parameter changes to the
environment,

For infrastructure tuning, parameters will be identified for all components prior to undertaking the
toad testing efforts. This should include a list of the variables, their definitions, the default settings,
range of acceptable settings and the settings as testing begins, This will permit the team to identify
the areas of most potential gain and a starting point. Tuning is a process which is repeated until the
tearn feels that the systems are running at or near oplimum performance.

1.7.4 Implementing Performance and Stress Test
Performance and Stress test Tools must be provided by HID for this effort. Consideration must be
give 1o licensing with respect to continued use for regression testing. 1f HID is familiar with open
source low/no cost tools for this purpose those tools should be identified..

1.7.5 Scheduling Performance and Stress Testing
HID shall perform Test Planning. The steps for planning include identification of application
functionality as well as what percentage of normal daily use is represented by each function. This
information will become the foundation for scripting so that tests closely represent what loads in
production will ook like.

HID shall provide definition and expectations from testing. This definition should include who is in
charge of testing and coordinating results, anticipated run times, logs required for tracking, their
locations and which technician is responsible to track and provide them following each test to the
team.

Initial test runs shall be completed to establish that the tests and data sets can be run to completion
without errors. The ratio of types of transactions which makeup the test shall be reviewed prior to
the beginning of testing and then again once tesling has begun to make sure that testing accurately
reflects the system performing in production.

Initial tests shall be used to establish a baseline from which all subsequent tests will be compared.
Tests will be considered for baseline status once two of them have been run within 2% of each other
in key and overall performance arecas. No changes to the test scripts or data sets (with the exception
of restores after each test) can be done to the test environment once tuning has begun so as to not
damage the comparison to baseline results. The systems must be restarted prior 10 each test run to
assure all cache is cleaned out. All effort will be made to run these tests at a time when system and
network infrastructure utilization doesn’t impact the results.

Post test reporting and result assessment will be scheduled following each test, The team will
compare these results to the baseline and a determination must be made to make additional changes
to the parameter being tuned or return to the prior configuration and select another parameter to
tune while keeping in mind that significant changes to any one parameter may require the retesting
of same others. Careful work on identifying dependencies up front should minimize this impact.
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If defects are identified in the application during testing they wilt be recorded; however, changes to
the application code should be avoided if possible so as not to affect baseline comparisons. I a
change to-the application is required new baselines will be established (and possibly the execution
of prior tests 10 validate changes with the new application) before testing can continuc.

When performing capacity testing against a GUI the focus will be on the ability of the interface to
respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of the system to the point
of failure. The goal being to determine weak points in the system architecture. The tester will
identify peak load conditions at which the program will fail to handie required processing loads
within required time spans.

During Performance testing Lhe tester will design test case scenarios to determine if the system
meets the stated performance criteria {i.e. A Login request shall be responded to in | second or less
under a typical daily load of 1000 requests per minute.). [n both cascs the tester will determine the
capacity of the system under a known set of conditions.

1.8 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify HID of the nature of the testing failures in writing. HID will be required to perform
additional testing activities in response 1o State and/or user problems identified from the testing
results. Regression testing means selective re-testing to detect faults introduced during the
modification effort, both to verify that the modifications have not caused unintended adverse effects,
and to verify that the modified and related (possibly affected) System components still meet their
specified requirements:

a.) For each minor failure of an Acceptance Test, the Acceptance Period shal! be extended by
corresponding time defined in the Test Plan,

b.) HID shall notify the State no later than five (5) business days from the HID's receipt of written
notice of the test failure when HID expects the corrections to be completed and ready for
retesting by the State. HID will have up to five (5) business days to make corrections to the
problem unless specifically extended in writing by the State,

¢.) When a programming change is made in response to a problem identified during user testing, a
regression Test Plan should be developed by HID based on the understanding of the program
and the change being made to the program. The Test Plan has two objectives:

. validate that the change/update has been properly incorporated into the program; and
2.validate that there has been no unintended change to the other portions of the program.

d.} HID will be expected to:
I. Create a set of test conditions, test cases, and test data that will validate that the change has

been incorporated correctly;
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2. Create a set of test conditions, test cases, and test data that will validate that the unchanged
portions of the program still operate correctly; and
3. Manage the ¢ntire cyclic process.

e.) HID will be expected to execute the regression test, provide actual testing results, and certifly its
completion in writing to the State prior to passing the modified Software application to the
users for retesting.

In designing and conducting such regression testing, HID will be required to assess the risks inherent
1o the modification being implemented and weigh those risks against the time and effort required for
conducting the regression tests. In other words, HID will be expected to design and conduct
regression tests that will identify any unintended consequences of the modification while taking into
account Schedule and economic considerations.

1.9 Sccurity Review and Testing
IT Security involves all functions pertaining to the securing of State Data and Systems through

the creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s
hardware and software and its related Data assets.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity
and availability. Tests shall, at a minimum, cover each of the service components. Test
procedures may include Penetration Tests (pen test) or code analysis and Review.

Defines the set of capabilities that:

Supports obtaining information about those parties
attempting 1o log onto a system or application for
security purposes and the validation of users
Supports the management of permissions for
logging onto a computer or network

Service Component
Identification and
Authentication

Access Control

Encryption

Supponrts the encoding of data for security purposes

Intrusion Detection

Supports the detection of illegal entrance into a
computer syslem

Verification

Supports the confirmation of authority 1o enter a
computer system, application or network

Digital Signature

Guarantees the unaltered state of a file

User Management

computer,
within an

Supports  the  administration  of
application and network accounts
organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups
of users of a computer, application or network

Audit  Trail Capture

Supports the identification _and monitoring of
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and Analysis activities within an application or system
Input Validation Ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server.

In their proposal, HIDs must acknowledge their responsibilities for security testing. Tests shall focus on the
technical, administrative and physical securily controls that have been designed into the System architecture
in order to provide the necessary confidentiality, integrity and availability. Tests shall, at a minimum, cover
each of the service components. Test procedures will include 3 party Penetration Tests (pen test) or code

analysis and review.

HID will be required to provide 3" party testing. Prior to the System being moved into production HID shall
provide results of all security testing to the Depariment of Information Technology for review and

Acceptance. All Software and hardware shall be free of malicious code (malware).

1.10 Successful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance. Upen
issuance of the Letter of UAT Acceptance by the State, the respective Warranty Period shall

commence as set forth in Contract Exhibit K: Warranty and Warranty Services.

1.11 System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System

Acceptance,
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1. SYSTEM MAINTENANCE

HID shall maintain and support the System in all material respects as described in the applicable
program Documentation after User Acceptance and successful completion of the Warranty Period
through the end of the contract period.

1.1 HID’s Responsibility

HID shall maintain the Application System in accordance with the Contract. HID will not be
responsible for maintenance or support for Software developed or modified by the State,

1.1.1 Maintenance Releases

HI1D shall make available to the State the latest program updates; general maintenance
releases, selected functionality releases, patches, and Documentation that are generally
offered to its customers, at no additional cost.

2. SYSTEM SUPPORT
2.1 HID’s Responsibility
HID will be responsible for performing on-site or remote technical support in accordance with the
Contract Documents, including without limitation the requirements, terms, and conditions contained
herein.

As parl of the Software maintenance agreement, ongoing Software maintenance and suppon levels,
including all new Software releases, shall be responded te according to the foltowing:

a, Class A Deficiencies - HID shall have available to the 5tate on-call telephone assistance,
with issue tracking avaiiable 10 the State, eight (8) hours per day and five (7) days a week with
an email / telephone response within two (2) hours of request; or HID shall provide suppori on-
site or with remote diagnostic Services, within four (4) business hours of a request;

b. Class B & C Deficiencies —=The State shall notify HID of such Deficiencies during regular
business hours and HID shall respond back within four (4) hours of natification of planned
corrective action;

3. SUPPORT OBLIGATIONS AND TERM

3.1 HID shall repair or replace Software, and provide maintenance of the Software in accordance
with the Specifications and terms and requirements of the Contract;

3.2 HID shall maintain a record of the activities related o warranty repair or mainlenance aclivilies
performed for the Siate;

3.3 For all maintenance Services calls, HID shall ensure the following information will be collected
and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency; 3) action plans,
dates, and times; 4) expected and actual completion time; 5) Deficiency resolution information,
6) Resolved by, 7) Identifying number i.e. work order number, 8) Issue identified by; and
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3.4 HID must work with the State to identify and troubleshoot potentially large-scale System failures
or Deficiencies by collecting the following information: 1} mean time between reported
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems,

3.5 If HID fails to correct a Deficiency within the allotted period of time stated above, HID shall be
deemed 10 have commitied an Event of Default, and the State shall have the right, at its option,
to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return HID's product and receive
a refund for all amounts paid to HID, including but not limited to, applicable license fees, within
ninety (90) days of notification to HID of the State’s refund request

3.6 If HID fails to correct a Deficiency within the allotted period of time Siated above, HID shall be
deemed to have committed an Event of Default, and the State shall have the right, at its option,
to pursue the remedies in Part 2 Section 13.1.1.2,
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Contractor Responses to Appendix C in the RFP

BUSINESS REQU IF\IF\'IS lill) Rl‘.SPO\SI (,IIP( KLIST

Smte Requlrements

Reqmremcnt Descnptlon

Data must be collected by the Vendor in the current format established by the

Bl.1 American Society for Automation in Pharmacy (ASAP) in its ASAP Rules Based M HID will collect data using
Implementation Guide for Prescription Monitoring Programs. Yes | Standard ASAP v4.2,
The Vendor must prepare and provide to Dispensers any instructions necded to HID will send file
comply with the data reporting requirements and provide technical assistance. The submission notification
New Hampshire Board of Pharmacy (BOP) and/or New Hampshire Prescription letters to Dispensers with
Management Program Advisory Committee (PMPAC) reserves the right to review instructions regarding
and approve any communication prior to it being distributed to Dispensers. The account registration and
BOP/PMPAC will provide the Vendor with a list of Dispensers required to report, data uploading. Al
which will include the Dispensers’ names and mailing addresses. There are correspondence will be
approximately 1,000 Dispensers that may be required to report into the program, approved by NH BOP.
Bl2 300 In-State Dispensers, 500 Out-of-State Dispensers, and 200 Veterinarians, M Dispensers will be givena
) Emergency Room Doctors, Physicians, Dentists. etc... An updated list of link directing them to the
Dispensers will be provided as needed to the Vendor upon request. There are an uploaders' NH PDMP site.
estimated 7,000 Practitioners of which a small percent choose to dispense HID will provide the
medication and all Practitioners must register with the PMP.  Email address must RxSentry Dispensers’
be provided by Dispensers/Practitioners during the PMP registration process. Implementation Guide
electronically to assist
Dispensers with uploading
and necessary
Yes | Standard functionality.
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Prescription data must be cellected from ali Dispensers and uploaded into the
application on a weekly basis, or sooner, on a to-be-determined basis in
cooperation with Dispensers

Yes

Standard

HID will collect prescription
data every seven (7) days.
HID does collect
prescription data daily for
other state PDMPs and will
provide this pricing option
to NH BOP upon request.
Dispensers will have the
ability to upload as often as
they wish.

Bl.4

The vendor must work with the Dispensers to load a minimum of 6 months

.| historical data prior to "go-live”.

Yes

Standard

BI.S

Identify and flag users in each dispensing category as "non-compliant” who fail to
submit data or submit a report with no recerds/data.

Yes

Standard

HID will provide NH BOP
with a weekly compliance
report indicating registered
dispensers who have not
uploaded data. NH BOP
administrators will also have
the ability to view non-
compliant Dispensers using
RxSentry's Upload History
report.
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The application must allow Board BOP and PMPAC staff to obtain a report/list of
"non-compliant” Dispensers at any lime.

Yes

Standard

RxSentry's Upload History
report will allow NH BOP
users to view a history of
uploads, display uploading
details by uploader or
dispenser, and search the
upload history for a specific
uploader or dispenser name.
The RxSentry Upload
Details report displays
information about all file
uploads, including contact
information for each
uploader, and the data of the
last file upload.

The application must create and store a record of each attempted data submission
by Dispenser, whether or not the data submission is successful/error free. Statistics
regarding data submissions (good and bad) musi be accessible 1o the system
Administralors

Yes

Standard

HID provides all submitters
of data with an upload
report, which documents
errors that occurred during
the upload process. Upload
reports will track all
"Minor" or "Serious” ertors.
“Fatal" errors, such as blank
pharmacy DEA. will not be
loaded into RxSentry.
RxSentry does keep a record
of upload history, but does
not record files that are not
loaded or are rejecied.
Dispensers who have files
that are rejected and do not
resubmit corrected data are
treated as non-compliant.
Upload History reports
contain uploader
information and are
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accessible to NH BOP
administrators.

B1.8

The application must logically assoctate each record with a Dispenser's account
and include, at 2 minimum, the following information in each record:

* Unique Dispenser 1D

* Date Submitted

* Time Submitted ) t

* Attempted number of Records to be Submitted

* Number of Records Successfully Submitted

* Source IP Address of the Data Submission

RxSentry provides the
ability to logically associate
each record with a
Dispenser's account to
include unique dispenser 1D,
date dispensed, time
submitted, atempted
number of records to be
submitted, and number of
records successfully
submitted. Although
RxSentry does record the

Not source [P address of each

Available/ | data submission, system

Not functionality does not
No Proposing currently associate these
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iterns.

B1.9

The application must return an acknowledgement or display a message to the
Dispenser regarding whether their attempted data submission is successful or
failed, and if failed, the acknowledgement or message must identify the emor(s)) in
enough detail that the Dispenser can correct the data and re-submit. The Dispenser
must be notified when their data transmission does not meet the established
threshold for eccuracy and completeness and be provided with a detailed
explanation of the cause of the errors. The Dispenser must correct the errors and
resubmit the file until it is accepted. The BOP/PMPAC must be notified when a
Dispensers' data submission is not completed by the pre-established due date.

Yes

Standard

HID provides all submitters
of data with an upload
report, which documents
errors that occurred during
the upload process. Upload
reports will track all
"Minor™ or "Serious" errors.
"Fatal” errors. such as blank
pharmacy DEA, will not be
loaded into RxSentry.
RxSentry does keep a record
of upload history, but does
not record files that are not
loaded or are rejected.
Dispensers who have files
that are rejected and do not
resubmit corrected data are
treated as non-compliant.
Upload History reports
coatain uploader
information and are
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accessible to NH BOP
administraiors.
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The application must collect data regarding every dispensing of a monitored
prescription drug from approximately 1,000 licensed individuals with the authority
to dispense monitored prescription drugs and approximately 800 pharmacies
licensed to dispense monitored prescription drugs to patients in New Hampshire of ’
which 300 are In-State and 500 are Qui-of-State, and 200 Veterinarians,
Emergency Room Doctors, Physicians, Dentists, etc... through a variety of secure
transmission/transport protocols, standards and methods to receive data from
Dispensers, initially including the following at a minimum:

B1.10 || ASAP

* Batch File transmission methods with daily update capability

* Manual data entry through a secure Web ponal

* Manual batch file upload via a secure Web portal

* Secure file transfer of a batch file via File Transfer Protocol (FTP)

* Transfer Control Protocol Internet Protocol (TCPIP)

Yes | Standard

Manual Dispensers must be able to report dispensing via a secure website Dispensers reporting
manually will have the
ability to use RxSentry's

BL.i1 M online Universal Claims

Form {(UCF) t¢ fill in data
blanks and submit via secure
Yes | Standard website.
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Data collected from the Dispensers must include the following data elements for
each Schedule 11-1V prescription, in standard ASAP format:

* The Dispenser's DEA Number

* Name of the patient for whom the controlled substance is being dispensed

* The Patients' Full Address, including city, state, and zip code; Telephone
Number; and Date of Birth

* Date the prescription was writien

* Date the prescription was filled
B1.12 * Prescription Number
* Whether the prescription is new or a refill
* Metric quantity of the dispensed drug
* Estimated days of supply of dispensed drug, if provided to the Dispenser
* National Drug Code of dispensed drug
* Prescriber's DEA Number
* Number of refills
* Source of payment (Insurance or Other)
Yes | Standard
RxSentry will accept
The application must collect data for all schedule Il through schedule IV uploaded Flata frf)m any drug
B1.13 L . - - schedule, including 11
prescriptions, including compounded prescriptions. through IV, i in compliance
Yes | Standard with ASAP v.4.2.
The Vendor must collect the data in ASAP format from Dispensers by secure HID has the ability to collect
email, telephone modem, diskette, CD-ROM, tape, secure FTP, Virtual Private data using secure email,
WNetwork (VPN), and other agreed upon media. telephone modem, diskette,
CD-ROM, tape, secure FTP,
Bl.i4 VPN, and other agreed upon
’ media. However, for the
most efficient and updated
uploading for NH BOP. HID
recommends collecting data
Yes | Standard using SFTP and VPN,
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Dispensers under common ownership must be permitted to submit all of their data
in one transmission, provided each Dispenser is clearly identified for each
prescription dispensed.

Yes

Standard

HID is experienced with
collecting data from
dispensers under common
ownership. The common
owner can upload data from
multiple pharmacies
(dispensers} in the same file;
RxSentry identifies each
individual dispenser with
these consolidated data files.
Pharmacies with multiple
locations are only required
to set up one account to
upload their data. For
example, Wal-Mart, CVS,
and other chain pharmacies
currently send in one file
that contains data from all of
their pharmacies in the state.
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The Vendor is responsible for monitoring that each Dispenser has submitted data
on the required submission schedule, and must notify the Dispenser of any
submission failures.

B1.16

HID will provide NH BOP
with a weekly compliance
report indicating registered
dispensers who have not
uploaded data. NH BOP
administrators will also have
the ability to view non-
compliant Dispensers using
RxSentry's Upload History
report. HID provides all
submitters of data with an
vpload report, which
documents errors that
occurred during the upload
process. Upload reports wili
track all "Minor” or
"Serious” errors. "Fatal”
errors, such as blank
pharmacy DEA. will not be
loaded into RxSentry.
RxSentry does keep a record
of upload history, but does
not record files that are not
loaded or are rejected.
Dispensers who have files
that are rejected and do not
resubmit corrected data are

Yes | Standard | treared as non-compliant.
The data submitted by the Dispensers must be validated to confirm that the data RxSentry uses intemnal data
submitted meets the accuracy and completeness thresholds established by the checks and vatidation to
BOP/PMPAC. The process must confirm that all required fields are included and ensure that the submitied
B1.17 must validate that the data is valid based on Industry best-practice. For example, data complies with quality
the dispense date must be greater than the date of birth of the Patient but less than standards established by the
or ¢equal to the curvent date. NH BOP during
Yes | Standard implernentation.
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DEA number is included in each record from the Dispenser and during the data

BI.l§ upload process the application needs to populate Prescriber Name, Dispenser
Name, Address, and Registered Schedule based on the DEA number. Yes | Standard
The application must identify and differentiate Institutional DEA Numbers from

BI.19 individual Prescribers. Yes | Standard
NDC number is included in each record from the Dispenser and durning the data

B1.20 upload process the system must populate Drug Name, Strength, controlled
substance schedule and dosage form based on the NDC number. Yes | Standard
An automated process needs to compare information in the database with NDC

Bl.21 number updates and update the various fields with new/revised information based

on the NDC updates. Yes | Standard

The application must convert NDC numbers to drug name, strength and dosage RxSentry provides the

form. ability to convert license
numbers, DEA numbers,

B1.22 and NDC numbers to the
appropriate data fields,
including drug name,
Yes | Standard strength, and dosage form.

The vendor must provide a NDC data base ( e.g. FIRST DATA BANK ® )and a RxSentry receives and

list of DEA numbers from Drug Enforcement Agency. incorporates updated NDC
data from First DataBank on

B1.23 a monthly basis. The user
can readily examine this
information for any NDC by
looking at the drug profite in

Yes | Standard RxSentry.

The application must have a "Homeless” indicator. ASAP v4.2 requires that an
address is provided with
each entry. However,

B1.24 Dispensers may select 10
indicate "Homeless” within
the address field of a

Yes | Standard particular entry.
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B2 Data Detetion and Buck-Up Restoration

B2.1

Records relating to any individual who does not meet the level established to
suggest possible drug abuse or diversion must be deleted within 6 months after the
initial prescription was dispensed. All other information/records must be deleted
after 3 years per RSA 318-B: 32. IV. The level established to suggest possible
drug abuse or misuse is defined as Schedule Il - [V controlled drugs obtained
through 6 Practitioners, 6 Pharmacies, within 3 months or 100mg or greater of
morphine or morphine equivalents per day.

Yes

Custom

HID will monitor and
maintain daily deletion of
records meeting criteria of
levels established by the NH
BOP as described in this
requirement. HID
understands this requirement
is mandated by State of New
Hampshire statutes,
However, HID does not
recommend deleting this
data as it will severely himit
the usability of the NH
PDMP for the purpose of
searching for potential
misuse and abuse of
schedule 1I-IV prescription
drugs. HID does not provide
daily deletion meeting strict
thresholds such as those
described for any of our 21
ctients. HID has provided
pricing for this feature in the
Cost Proposal (F-6) of this
response.

B2.2

Category A: All records will be retained in application for the first 6 months. At
six (6) months and cne (1) day , all records not meeting the level established to
suggest possible drug abuse or misuse must be deleted. Moving forward, the most
current 6 months of data must be retained in the application using the same
deletion criteria.

No

Custom

See HID's response to B2.1.
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Category B: All records relating to any individual who meet the level established
to suggest possible drug abuse or misuse must be retained for 36 months from the
most recent violation date. At thirty six (36) months and one (1) day , all records

B3 Reporty

& Formy

The application must provide six (6} categories of reports/queries capabilities as
follows:

* Audit Reports/Look Lips to include: Dispenser compliance with transmission of
dispensed data on a weekly basis. Dispenser's non-compliance with transmission
of dispensed data on a weekly basis; Registration of Prescribers and Dispensers.
* Threshold Reports/Look Ups to include: Number of preseriptions dispensed,
number of Prescribers used, and number of pharmacies used in a designated time
period. The criteria may be added to or changed over time. A repont function for
this activity is required and must allow for parameters to be changed.

* Provider Report/Look Ups to include: All patients and demographics: name,
birthdate, address, all drug(s) names, strength, quantity. refill status, all
prescription(s) dispensed by date, pharmacy name(s) and addresses, range of start
and stop dates for filled prescriptions; provider(s) name and address.

B23 older than 36 months must be deleted. Moving forward, the most current 36
months of data must be retained in the application using the same deletion criteria.
No Custom See HID's response to B2.1.
1f Back-Up Tapes need to be used to restore data; the record deletions as defined in
B2.4 Requirernents B2.2 and B2.3 must be performed prior to making the data available
to users. No Custom See HID's response to B2.1.

Yes | Standard
* Pharmacist Report/Look Ups to include: Patient demographics as above, drug(s)
dispensed to date; prescription(s} written and date, drug strength, quantity, refill
status, and provider demographics as above,
* Patient Report/Look Ups to include: Patient demographics, drug(s) name.
strength, quantity, date prescribed and dispensed and refill status.
* Law Enforcement Report/L ook Ups to include: Report will be a query template
based on what is requested and approved for release.
Yes | Standard
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Canned Reports that allow Users, with the appropriate rights based on their
security role to sclect report criteria as following:

* Prescriptions prescribed to an individual by drug type by time period;

* Prescriptions dispensed to an individual by drug type by location by time period;
Prescriptions dispensed by drug type by time period (summary);

Prescription trends by location (see above) by time period (summary);

Queries executed by date by time by individual;

Listing of authorized logins, name, entity, access history, and login expiration;
Individuals visiting a pharmacy more than one time in a given period;

>
%
L
&*
*®
* Prescriptions prescribed by 2 selected Prescriber by date.

RxSentry includes canned
reports that allow users,
based on assigned user-
role. to report the
following critenia:
prescriptions prescribed to
an individual by drug type
and date range;
prescriptions dispensed to
an individual by drug type,
location, and date range;
summary of prescriptions
dispensed by drug type, by
date range; prescription
trends by location, date
range; queriecs executed by
date, time, and user; listing
of authorized logins,
name, entity, access
history, and login
expiration; and
prescriptions prescribed by
a selected prescriber, by
date, RxSentry's
Query menu does not
provide users the ability to
query individuals visiting
a pharmacy more than one
time in a given time
period. Authorized users
will have the ability to
create a Threshold report

- Not showing pharmacy
Available/ | dispensing patierns, Users
Not will then have the ability
No Proposing | to drill down to the
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individual from that
report.
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The application must provide the ability for the User to select various geographic
areas (town, County, Region, etc....) with canned, ad-hoc, and customized reports. M

Yes

Standard

B34

Application must have a user-friendly query tool

Yes

Standard

Hundreds of sophisticated,
customized reports can be
generated on demand within
RxSentry. The ad hoc
reporting tool, Query Menu,
is robust and user-friendty,
with an intuitive interface
that requires little training.
RxSentry version 1.2 has
greatly improved the
usability of RxSentry's
Query menu. HID provides
additional information on
RxSentry's query tool in
Section 1V, D-1, Topic 3 of
this response.
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Users with the appropriate rights/privileges must have the abiliry to execute queries
against the darabase without the need to consider software distribution and
management logistics.

Yes

Standard

RxSentry employs role-
based security, granting
USErS access to system
functionality based on
assigned roles. Roles are
determined during
implementation and granted
upon registration, Users
with Query menu direct
access may directly query
the system and received
query results. Indirect
systern users such as law
enforcement users, may
query the system but must
reguest access 10 query
results through State
administrators.

B3.6

Users with the appropriate rights/privileges must have the ability to execute
standard reports, to exccute ad hoc queries, and to create custom reports.

Yes

Standard

System is able o export all reports into Excel without requiring further
modification of formatting, labeling, or manual manipulation in Excel.

No

Not
Available/
Not
Proposing

Users have the ability to

[ export RxSentry data as a

.csv file which may be used
in Microsoft Excel or other
desired data management
applications. RxSentry does
not require users to purchase
of otherwise download
Microsoft Excel. Users have
the ability to choose any
product to manipulate
system data.
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The application must integrate with MS Word (version 2007 and higher) and have
the ability 10 generate up to 20 template documents/lenters that can be emailed
directly to Dispensers.

Custom

HID will provide the ability
to generate up to 20
template documents/letters
from RxSeatry, that can be
emailed directly to
Dispensers. HID provides
up to three (3) letter
templates for a standard
RxSentry imptementation
and has provided up to three
(3) letter templates with
neural logic as an
enhancement for a current
client. HID assumes that the
State desires neural logic
behind each individual
letter, (Ex. dispensers who
have prescribed a number of
a specific drug), rather than
a basic template reformat.
Therefore, HID includes the
pricing and hours to
complete this project
separately. In order to
complete this project for 20
letters, HID has provided
pricing in our Cost
Proposal for this response.
HID has only included the
formatting of one (3) letters
within the 120
implementation schedule,

B4 Database Search and Querry Features
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The application must have fuzzy logic, soundex and wild cards search RxSentry provides search
capabilities. Search results can be printed. capabilities that will
include fuzzy logic,
B4.1 ) M soundex, and wild cards to

allow users to return data
even if exact matches are
Yes | Standard not made.

RxSentry provides users
the ability to type directly

The application must allow the user to do full-text searches

B4.2 M Not into a search bar in order
: Available/ | 10 search information such
Not as dispenser name or

No Proposing | recipient name.

The application must allow users to drill down on the results of patient
B4.3 searches to see pharmacy used, Prescriber, prescriptions dispensed by M

date, drug name, strength, and quantity Yes | Standard

B4.4 The application must distinguish query capabilities based on user roles. M Yes | Standard
B4.5 AM queries must be logged, tracking user and the ficlds queried M Yes | Standard
B4.6 The user must have the option to print query results M Yes | Standard

The application must allow authorized PMP Adminisirators/BOP staff to
search, correlate, query, and match records on all variables contained in

B4.7 the record in order to discover instances in which the records of a single M
_patient are misidentified as being the records of two or more patients. Yes | Standard
B4.8 Data that has passed the checks for accuracy and completeness shall be

accessible 1o users as soon as possible afler submission. M Yes | Standard

B5 Data Interfuces/Conversion
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- Vendor must compare a data extract from the states’ enterprise eLicensing
application containing all active Licensees with the DEA numbers from HID will compare a data
the Drug Enforcement Agency and populate the PMP database with all extract from the state's
active prescribers and dispensers authorized to prescribe or dispense cLincensing application to
B5.1 schedule [I-1V controlled substances within the state prior to "go-live”. populate the PDMP
) Currently includes Nurse Practitioners (approximately 1726); Dentists database with active
(approximately 1108); Veterinarians (approximately 905). Note that the prescribers and dispensers
State of New Hampshire plans to migrate all License types into an for registration within the
enterprise-wide solution and over the next 36 months. NH PDMP during
Yes | Standard | implementation.
Application must compare a data extract from the states’ enterprise HID will use the State's
cLicensing application containing all active Licensees with the DEA eLicensing application
numbers from the Drug Enforcement Agency on a monthly basis to containing atl active
determine all changes in active prescribers and dispensers authorized to Licensees with DEA
BS.2 prescribe or dispense schedule 11-1V controlled substances within the state numbers on a monthly
and update all changes to the PMP database {new and inactive Licensees), basis to determine changes
Note that the State of New Hampshire plans to migrate all License in active prescribers and
types into an enterpeise-wide solution and over the next 36 months. dispensers for the NH
. Yes | Standard PDMP.
Vendor must compare a data extract from the states’ current five (5) MS
Access databases containing all active Licensees with the DEA numbers
from the Drug Enforcement Agency and populate the PMP database with
all active prescribers and dispensers authorized to prescribe or dispense -
schedule 11-1V controlted substances within the state prior to "go-live™.
Includes Physicians (approximately 6300); Physician assistants”
Bs.3 (approximately 575); Optometrists (approximately 130); Pharmacists
(approximately 2600); Pharmacies in state {approximately 300); Non-
Resident (approximately 500); Naiuropathic Doctors (approximately 80);
and Podiatrists (approximately 103}
1.
Yes | Standard
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Application must compare a data extract from the states’ current five (5)
MS Access Databases application containing active Licensees with the
DEA numbers from the Drug Enforcement Agency on a monthly basis to
determine all changes in active prescribers and dispensers authorized to
prescribe or dispense schedule 1I-IV controlled substances within the state
and update all changes to the PMP database (new and inactive Licensees).
Physicians (2pproximately §300); Physician assistants (approximately
575); Optometrists (approximately 130); Pharmacists (approximately
2600); Pharmacies in state (approximately 300); Non-Resident
{approximately 500); Naturopathic Doctors (approximately 30); and
Podiatrists (approximately 103).

M

Yes

Standard

BS.5

B Miseel

B6.1

Vendor must create data extract process that can either be automatically
run or easily executed from the states’ current five (5) MS Access
databases containing ali active Licensees for Physicians (approximately
6300); Physician assistants (approximately 575); Optometrists
(approximately 130); Pharmacists (approximately 2600); Pharmacies in
state (approximately 300), Non-Resident (approximately 300);
Naturopathic Doctors (approximately 80); and Podiatrists (approximately
103). Note that the State of New Hampshire plans to migrate all
License types into an enterprise-wide solution and over the next 36
months.

aneonys Ieatures

The application must have the ability to recognize slightly different but
similar Patient records to avoid duplicate data entry/records and aliow the
Administrators the ability 10 review/merge/delete/accept records that fall

into this category.

M

Yes

Yes

Standard

Standard

RxSentry contains iogic to
automatically cluster
similar patient records
including similar names
and addresses. RxSentry
administrators will have
the ability to review,
merge, delete, and accept
records that fall into this
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category.

RxSentry's Query Menu
offers users. including
system administrators,
BOP siaff, registered

B6.2 The application must allow system Administrators and BOP staff the M dispensers, and registered
ability to search, correlate, query and match records on all variables practitioners the ability to
contained in a record in order to discover instances in which the records of search. correlate, query,

a single patient are misidentified as being the records of two or more and match records of two
patients. Yes | Standard | or more patients.

B&.3 Users must have the ability to self register and reset their passwords M

I . !
through the application Yes | Standard
PMP Administrators must have the ability to post announcements on the

B6.4 home page of the application so Users see them when they log in. M Yes | Standard
The application must allow links to web sites/pages to be inserted on Administrative users have

B6.5 appropriate pages/locations. D the ability to insert links

. on the RxSentry public
Yes | Standard web site.
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PMP Administrators must have the ability to modify data in the database.
For example, Demographic information,

Yes

Standard

PDMP Administrators will
have the ability 1o modify
data in RxSentry. Data
uploaders will have the
ability 1o modify
demographic information
provided within an upload.
All users will have the
ability to modify their own
demographic information.

B6.7

Dispensers must have the ability to correct data when they determine that
incorrect data was submitted via the weekly transfer etc...

Yes

Standard

Dispensers may cormrect
data submitted by
resubmitting the data in
question. Dispensers will
have the ability to save
new data uploads for the
same exact prescription in
place of previous
information. RxSentry will
record the most recent
information.

B6.8

Must have the ability to upload Licensed drug prescriber and Dispenser M
details from the States’ existing licensing applications

Yes

Standard

B6.9

Vendors must have a minimum of 3 years experience providing M
Prescription Drug Management software solutions. The vendor must be
capable of creating and executing a project implementation plan including
installation, configuration, training, and post installation support including
measures to test and verify successful deployment.

Yes

Standard

HID has provided its
PDMP solution since 2006
and currently provides
these services in 21 states.
HID provides our Project
Work Plan, including
implementation plans, in
Section 1V, D2.4 of this
response.
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APPLICATION REQUIREMENTS HID RESPONSE CHECKLIST

A
Techn
fcal

Al

Ability to access data using open standards access drivers (please
specify supported versions in the comments field).

No

el

(S I7Y )

Not
Available/
Not
Proposing

RxSentry is a proprietary
system built on a Progress
OpenEdge platform. HID
will not supply RxSentry for
all to implement and use in
perpetuity with no royalty or
fee and with no restrictions
on the use and manipulation
of data. To do so would
prohibit HID from further
profitability from the system
and violate HIPAA
regulations.
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RxSentry is a proprietary
system built on a Progress
OpenEdge platform. HID
will not supply RxSentry for
all to implemeni and use in
perpetuity with no royalty or
fee. To do so would prohibit
HID from further

Not profitability from the system.
The system software adheres to open standards and is not Available/ | HID wili not allow no
Al2 ; D No L.
proprietary. Not restrictions on the use of data
Proposing | stored in the format. This
allowance would provide
access of PH), violating
HIPAA regulations. Opening
RxSentry to complete
alteration may provide the
ability for system users lo
create algorithms for false
reports of data.
The Progress OpenEdge
Not -
Available/ platform of RxSentry is
Al.3 | The database platform adheres 1o open standards. M No Not proprietary, but does allow
. its licensed use for
Proposing

manipulation and creation,
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The Solution must comply with Open Standards as specified in RSA
21-R:10 and 21-R:13, including but not limited to Open Data
Formats.

Not
Available/
Not
Proposing

RxSentry was created using
SOA which separates
business logic and front-end
logic, This allows user-
facing RxSentry features and
functionality to be open to
system users for
manipulation, RxSentry
allows users to expont Query
Menu data into a format that
can be further manipulated
using other solutions.
However, NH BOP must
request or approve the use of
data by unauthorized
RxSentry users in order to
protect PHI. However,
RxSentry is a proprietary
system and does not comply
with Open Standards as
specified in RSA 21-R:10
and 21-R:13 for the reasons
described in HID's responses
to Al.1-Al3.

AlS

Web-based compatible and in conformance with the following W3C
standards: XHTML {.0.CSS 2.1, XML 1.0 (fourth edition)

Not
Available/
Not
Proposing

RxSentry is not compatible

at the XHTML level at this

time. RxSentry exists at the

HTML 4.61 and HTML 5
levels.

Al6

System must be HL7 compliamt Yes

Standard

AlT

2

Yes

Be Section 508 Compliant

Standard
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" RxSentry is a web-based
application. RxSentry is
compatible with Intemet

Explorer versions 7 and
ALE M Yes | Standard | Lo Morzilla Firefox
versions 3 and higher,
Compatible with all current browsers that are installed with the Google Chrome and all
standard, default settings versions of Apple Safari.
Browser functionality must not rely on Java, Javascript or fava

AlLS9 Applets to work M Yes Standard

Al.10 | Personally identi_ﬁable infor.'mfnion must be encrypted within the M Yes Standard
database and during transmission

Al.ll M Yes Standard

Data validation does not occur in the browser

At a minimum, the System should support this client configuration;
Al.12 | Pentium 4, 630/3.0GHz PC, Microsoft Windows 7 or higher, M Yes Standard
Internet Explorer 10 or higher, and 128 bit encryption.

System has ability to flag data fields {user defined or standard) as

AlL13 mandatory and thus required during data entry. M Yes Standard
A MobilApp version of the System must be available that allows for . .
real-time updates from smart phones and tablets.  Prefer a mobile RxSentry is accessible
application (available from an app store) or at a minimum the through mobile devices such
application must be mobile ready, i.c. it can be read by browsers as.sman phones and tablets
Al.14 used in smart phonesftablets. D using Intermet browser
features. However, RxSentry
does not exist in traditional
Yes Standard MobilApp version.
ALLS System uses ficld level data integrity checks (e.g., numeric fields M

verify a number is entered, etc.). Yes Standard
System has ability to provide online help that is connected to the

ALI6 | elevant routine, field, or report the end-user is actively using. M Yes Standard

1
i
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Verify the identity or authenticate all of the system client
A2.1 | applications before allowing use of the system to prevent access 1o M Yes Standard
" | inappropriate or confidential data or services.
Verify the identity or authenticate all of the system’s human users
before allowing them to use its capabilities to prevent access to
A2.2 inappropriate or confidential data or services. . M Yes Standard
A2.3 | Enforce unique user names. M Yes Standard
Enforce all state office user complex passwords of ten characters or
A2.4 | more in accordance with DolT"s statewide User Account and M Yes Standard
Password Policy
H1D assigns each user a
unique login/password
combination which allows
access to the system. Al
passwords must contain at
least eight (8) characters, at
A2.5 M Yes Standard least one (1) capital letter,
one {1} lowercase letter, and
one {1) number and cannot
be a dictionary word.
Additionally. RxSentry
masks password entry lo
Enforce the use of complex passwords for genera) users usmg protect P,?SS_WO“d
capital letters, numbers and special characters confidentiality,
A2.6 Encrypt passwords in transmission and at rest within the darabase. M Yes Standard
A2.7 t Expire passwords afier 90 days M Yes Standard
A2.8 | Users must be able to reset their passwords themselves M Yes Standard
Authorize users and client applications to prevent access to
A29 inappropriate or confidential data or services. M Yes Standard
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Provide ability to limit the number of people that can grant or change
AZ210 | | ihorizations M Yes Standard
Establish ability to enforce session timeouts during periods of
AZl ‘ﬁ inactivity, Default should be 15 minutes. M Yes Standard
The application should automatically save data that has been entered . )
: RxSentry requires very littie
every minute. A .
Not data entry in its uploader site
Available/ | or Query site. Saving
A2.12 D No Not sensitive data entered into
Proposing | the system every minute may
promote HIPAA violations.
HID uses Cenzic Hailstorm
Ensure application has been tested and hardened to prevent critical scans to identify security
application security flaws. ( At a minimum, the application shall be risks in RxSentry, such as
A213 tested against all flaws outlined in the Open Web Application M Yes Standard those issues listed in the
Security Project (OWASP) Top Ten OWASP CWE/SANS Top
{http://www.owasp.org/index.php/OWASP_Top Ten_Project)) 25 List,
The application shall not store authentication credentials or sensitive
A2.14 | [arain its code. M Yes Standard
HID tracks zll failed
attempted logins through
A2.15 M Yes Standard web server logs. HID will
store logs for 90 days or
Log all attempted accesses that fail identification, authentication and longer as requested by NH
authorization requirements BOP.
RxSentry's Global Audit
A2.16 | The application shall securely log all activities to prevent parties to M Yes Standard Tr.a;ll. tra;\:ks allactivities
application transactions from denying that they have taken place. within the system.
. The application must allow a user to explicitly terminate a session.
AZ.17 | No remnants of the prior session should then remain. M Yes Standard
A2.18 | Use only the Sefiware and System Services designed for use M Yes - Standard
A2.19 :;h:e :t]Jpl_lcathn Data shall be protected from unauthorized use when M Yes Standard
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Keep any sensitive Data or communications private from

A2.20 1 nauthorized individuals and programs. M Yes Standard
Subsequent application enhancements or upgrades shall not remove

A221 or degrade security requirements M Yes Standard

A2.22 | Create change management documentation and procedures M Yes Standard

A2.23 System has the ability to log a user out and save data afier a defined M

length of inactivity. Yes Standard
System has ability to assign system privileges and security by user,
group. home, or role.

RxSentry provides a role-
based access control
mechanism to provide

! specific user controls based
A2.24 M on specific organizational
roles. System functions and
informatian can be
controlled, providing the
ability to administer granular

. Yes Standard | logical access controls.
System has ability to restrict specific users from viewing certain RxSentry has defined user-
records. roles within the system.
- Users arc restricted to
viewing only ar fi
A225 M g only areas of the

system defined by their role.
User roles will be defined by

NH BOP during
Yes Standard | implementation.
The solution must meet federal HIPAA regulatory standards.
Vendors must supply in writing that their product meets the HIPAA
requirements RxSeniry meets HIPAA
A2.26 M regulatory standards. HID

provides a statement 1o this
effect as Appendix 3 of this

Yes Standard resinse.
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Application must have functions to maintain data integrity. M Yes Standard

HID will enforce data
integrity by defining logic
checks, validations, and
business rules in areas such
as error reporting, data
validation, data clustering,
and name standardization.
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_ TESTING & IR.‘\I'\I\(‘ Illl) Rl‘SP()\SF C Ill (.I\l IsT

State’ Requu‘emcnts T
) ) Cnt!uhty
& S S0 R L E e g T e © ;LM< Mand..
X ¥, 3 o~ ; - [ L
- Requirement Description . =", * . - | D=DESIR.
Vo e, . e ’ ‘ED
L I( ATION SEC I 'RITYV TESTL, \(:
1. Al components'of the ’Soﬂwafc shall be reviewed and tested teo ensure they Yes Standard
protect the State's web site and its related Data assets. M
The Vendor shall be responsible for securiry testing. as appropriate. Tests shall
Ti1.2 | focus on the technicel, administrative and physical security controls that have Yes Standard
been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. M
Test for Identification and Authentication; supports obtaining information about
T1.3 | those parties attempting to log onto a system or application for security purposes Yes Standard
and the validation of users M
Test for Access Control, supports the management of permissions for logging
Ti4 onto a computer or network M Yes Standard
T1.5 { Test for encryption; supports the encoding of data for security purposes M Yes Standard
Test the Intrusion Detection; supports the detection of illegal entrance into a
Tl6 computer system M Yes Standard
T1.7 Test the Verification feature; supports the confirmation of authority to enter a p
' | computer system. application or network M Yes Standard
Test the User Management feature; supports the administration of computer,
T1.9 | application and network accounts within an organization. M Yes Standard
T1.1 | Test Role/Privilege Management; supports the granting of abilities to users or 4
groups of users of a computer, application or network M Yes Standard
T1.1 | Test Audit Trail Capture and Analysis; supports the identification and ,
1 monitoring of activities within an application or system M Yes Standard
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Test Input Validation; ensures the application is protected from buffer overflow,
le'l cross-site scripting, SQL injection, and unauthorized access of files and/or Yes Standard
directories on the server. M
T1.1 | Prior to the System being moved into production, the Vendor shall provide
5 | results of all security testing to the Department of Information Technology for Yes Standard

review and acceptance. M
HID will performs extensive

application testing during
implementation using State-
approved methodotogy. HID
M Yes Standard | provide additional
information on stress/load
testing processes in our
response o 2.3 of Section
IV of this response.

HID will perform steess/load
testing of the NH PDMP
during implementation, HID
provide additional
information on stress/load
testing processes in our
response to D2.3 of Section

The Vendor must perform application testing using an industry standard and
T2.1 .
State approved testing methodology.

T2.2 | The Vendor must perform application stress testing and tuning. M Yes Standard

HID will provide the
RxSentry User's Guide,
RxSentry Dispenser's
Implementation Guide,
T3.1 RxSentry Practitioner's

- Training Guide, and
RxSentry Law Enforcement
The Vendor must create training materials for Dispensers, Administrators, User Guide to accompany
Physicians, and other groups of user of the application M Yes Standard | the NH PDMP.
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The Vendor must create on-ling tutorials/training regarding data collection for a)
Pharmacies and b) Practitioners that dispense. M Yes

Standard

HID will provide an online
tutorial for dispensers.
Although this feature is not
provided with each RxSentry
implementation, it will be
included in the standard
implementation and
maintenance costs of the NH
PDMP.

T33

The Vendor must create on-line tutorials/training regarding reporting of Patient
information for a) Pharmacies and b) Practitioners that dispense. M Yes

Standard

HiD will provide an online
tutorial for dispensers.
Although this feature is not
provided with each RxSentry
implementaticn, it will be
included in the standard
implementation and
maintenance costs of the NH
PDMP.

The Vendor must create on-line tutorials/training for application Administrators M Yes

Standard

HID will provide an online
tutorial for NH BOP
administrators. Although this
feature is not provided with
each RxSentry
implementation, it will be
included in the standard
implementation and
maintenance costs of the NH
PDMP.

T3.5

The Vendor must perform knowledge transfer to Administrators so they can
adequately perform system maintenance/administration functions. M Yes

Standard

HID will adequately train
NH BOP administrators on
the applicable uses of
RxSentry. As HID is
proposing a Vendor-hosted
solution, major system
maintenance will be
performed by HID technical
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stafT.

T3.6

HID will provide an online
tutorial for law enforcement
users. Although this feature
is not provided with each
RxSentry implementation, it
will be included in the
standard implementation and
maintenance costs of the NH

The Vendor must create on-line tutorials/training for Law Enforcement Users M Yes Standard | PDMP.
HID provides online help
T3.7 | The application must contain Help features that explain/define specific fields and features on the RxSentry
process flows. M Yes Standard | uploader and Query sites.
Training webinars will be
T3.8 | The vendor must provide 6 training webinars within 6 months following "go- limited to 24 users per
live" for up to 60 end users M Yes Standard | session.
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H. \Rl)“ ARE RE Ql'lRl:M[::\' r ‘5 "]l) RI.bPO)\SI‘ CHECKLIST
 TState Requlrements ST

28 '-"jneq'ui_'f'eafeg‘t D‘-ij.feﬁp_:wu o

Cqitipmet

HID proposes a Vendor-
hosted solution, Therefore,
HID will be responsible for
all hardware servers lo
support RxSentry. HID will
use Deli® PowerEdge®
servers to support the NH
PDMP/RxSentry. Using
RxSentry will require users
1o have a device with

M Yes Standard | Internet.browser access.

El. | Vendor must to identify all equipment required to support the proposed
| solution
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El. | Vendor shall identify all 3rd party tools required to support the proposed
2 | solution and indicate if licensing costs are included in the pricing

Yes

Standard

HID uses the following 3rd
party tools to support
RxSentry: Dell®
PowerEdge® servers,
Progress® OpenEdge®
Enterprise platform, CentOS
Linux with Apache HTTP
Server, Vshell® Server,
SonicWall® Pro Firewall,
Bastille Linux Server
Hardening. IPTables
firewall, Pimey Bowes
Centrus®, JIRA®,
BitDefender, Kaspersky AV,
SonicWALL Gateway
Antivirus, SonicWall
YiewPoint, Scrutinizer,
Splunk, OpenVAS. All third
party applications used to
support RxSentry are
provided and used by HID
and our staff. All applicable
licenses of these third party
tools are included in HID's
system pricing. HID
provides additional
information on third party
RxSentry tools in Section
IV, D-1, Topic 1 and D.25,
Topic 22 of our technical
response.
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L Criticatity
~. M- Mand "~
| D=DESIRED,

[P i

H1.1 | System must be hosted by the Vendor M Yes Standard

Yendor shall maintain a secure hosting environment providing all
Hl.2 | necessary hardware, software, and Internet bandwidth to manage M Yes Standard
the application and support users with permission based logins.

The solution must meet federal HIPAA regulatory standards.

. .. . HID provides language
Vendors must supply in writing that their product meets the

confirming compliance with all
HL3 | HIPAA requirements M Yes Standard HIPAA rcggulatol:y standards in

Appendix 3 of this response.
Hi.4 | State access will be via VPN or Intermet Browser M Yes Standard

At the State’s option, authorized third parties may be given limited
access by the Vendor to certain levels of the State’s system through
the VPN or through a separate network connection that meets the
Vendor's specifications. )

The State will be responsible for equipment, labor, and for services .
Hi.6 | necessary to set-up and maintain the internet connectivity at the M Yes Standard
State and/or other third panty sites.

H1.5 M Yes Standard

Vendor will not be responsible for network connection issues,
problems or conditions arising from or related to circumstances
outside the control of the Vendor, ex: bandwidth, network outages
H1.7 | and /or any other conditions arising on the State's internal network M Yes Standard
or, more generally, outside the Vendor's firewall or any issues that
are the responsibility of the State Internet Service Provider. .
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Vendor shall provide a secure Class A Data Center providing
H1.8 equipment (including dedicated servers), an on-site 24/7 system

operator, managed firewall services, and managed backup M Yes Standard
Services.
Data Center Air Conditicning — used to control temperature and
H1.9 | humidity in the Data Center. Temperature ranges shall be between M Yes Standard
68 and 75 °F.
Data Center Humidity shall be non-condensing and be maintained More than 450 sensors
between 40-55% with a maximum dew point of 62 °F. constantly monitor the
temperature, humidity, and
structural integrity of the
Hl.i0 M Yes Standard building at Atlanta NAP, HID's
premier colocation facility
which will support the NH
PDMP RxSentry system.
Data Center Backup Power - uninterruptible power supplies shall
be sized to sustain computer systems and associated components
HLTIL for, at a minimum, the amount of time it takes for a backup M Yes Standard

generator to take over providing power. Where possible, servers
shall contain redundant power supplies connected to commercial
power via separaie feeds.

Data Center Generator — shall be sufficient to sustain computer
systemns and associated components for, at 8 minimum, the amount
H1.12 | of time it takes for commercial power to return. Fuel tanks shall be M Yes Standard
large enough to support the generator at -full load for a peried not
less than | ¥ days of operation.

Data Center Floor — A reised floor is required for more uniform air
H1.13 | circulation in the form of 2 plenum for cold air as well as to M Yes Standard
provide space for power cabling and wetness monitoring.

Data Center Fire Protection System - fire detectors in conjunction
Hi.14 | with suppression gaseous systems must be installed to reduce the M Yes Standard
" | risk of loss due to fire.
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‘The Data Center must be physically secured — restricted access 10
the site to personnel with controls such as biomeiric, badge, and
H1.15 | others security solutions. Policies for granting access must be in M Yes Standard
place and followed. Access shall only be granted to those with a
need to perform tasks in the Data Center.

Ht.16 | Yendor must monitor the application and all servers. h Yes Standard
HIL17 Vendor shall manag? lhe_c_la:abascs and services on all servers M Yes
located at the Yendor's faciliry.
o et I R
H1.19 | Vendor shalt monitor System, security, and application logs. M Yes Standard
H1.20 | Vendor shalt manage the sharing of data rescurces. M Yes Standard
H1.21 ye:?;trogt:;ltior;l‘:flagc daily backups, off-site data storage, and M Ves Standard
H1.22 | The Vendor shall monitor physical hardware. M Yes Standard
The Vendor shall report any breach in security to the PMP
H1.23 | Program Manager within 2 hrs of time that the vendor leams of M Yes Standard

occurrénce.

Vendor shall conform to adequate disaster recovery procedures as

HZ.U | gefined by the State of New Hampshire. Yes Standard

Vendor shall have documenied disaster recovery plans that address HID provides our sample H/D
H2.2 the recovery of lost State data as well as their own. Systems shall M and AtlantaNAP Disaster

’ be architected to meet the defined recovery needs. ’ Recovery Plan as Appendix 13
Yes Standard | of this response.

The disaster recovery plan shall identify appropriate methods for
procuring additional hardware in the event of a component failure.
H2.3 In most instances, systems shall offer a level of redundancy so the
’ loss of a drive or power supply will not be sufficient to terminate
services however, these failed components will have to be
replaced. Yes Standard
Vendor shall adhere to a defined and documented back-up
schedule and procedure. Yes Standard

H2.4
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Back-up copies of data are made for the purpose of facilitating a
H2.3 1 restore of the data in the event of data loss or System failure. M Yes Standard
Scheduled backups of all servers must be completed regularly. Ata
Ha6 minimum, Bluchost servers shall be backed up nightly, with one

daily, one weekly, and one monthly backup stored in 2 secure M

location to assure data recovery in the event of disaster. Yes Standard

The minimum acceptable frequency is differential backup daily,

and comptete backup weekly. Full database backups are

performed nightly to the backup
H2.7 M server located at HID's co-
location center. These backups
are PGP-encrypted and siored

Yes Siandard | for three months.
Tapes or other back-up media tapes must be securely transferred
from the site to another secure location to avoid complete data loss
H2.8 . are M
with the loss of a facility.
Yes Standard

If State data is personally identifiable, data must be encrypted in M

HZ9 1 the operation environment and on back up tapes. Yes Standard

Data recovery — In the event that recovery back to the last backup
is not sufficient to recover State Data, the Vendor shalt employ the
use of database logs in addition to backup media in the restoration
H2.10 | of the database(s) to afford a much closer to real-time recovery. To M
do this, logs must be moved off the volume containing the database
with a frequency to match the business needs.

RxSentry supports point-in-time
recovery through incremental
backups performed more
frequently than daily.
Restoration will be available
from the point of the previous

Yes Standard | incremental backup.

HINETHORK ARCIHITTECTURE
The Vendor must operate hosting Services on a network offering
adequate performance to meet the business requirements for the

H3.1 | State application. For the purpose of this RFP, adequate M
performance is defined as 99.9% uptime, exclusive of the regularly
scheduled maintenance window. Yes Standard
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The Vendor shall provide network redundancy deemed adequate

by the State by assuring redundant connections provided by HID provides information

H3.2 mulliplc' Intemet chdors, so that a failure of: one Internet M ::giﬂgfcgu;ngxl%: v,
connection will not interrupt access to the State application. Yes Standard | D2.1.
Where redundant connections are not provided, then the Internet
Vendor who provides the Intemet service to the Vendor must have
H3.3 | their service supplied by a provider(s) that has multiple feeds to M
ensure that a failure in one of the larger carriers will not cause a RxSentry exists using redundant
failure of the State’s Service. Yes Standard | Intemet connections.
The Vendor’ network architecture must include redundancy of
H34 : . M
routers and switches in the Data Center. Yes Standard

Remote access shall be customized to the State’s business
application. In instances where the State requires access to the
application or server -resources not in the DMZ, the Vendor shall
provide remote desktop coanection 1o the server through secure M
protocols such as a Virtual Private Network (VPN).

Yes Standard
The Vendor shall employ security measures ensure that the State's

H4.1 application and data is protected. M Yes Standard

If State data is hosted on multiple servers, data exchanges between M
and among servers must be encrypted. : Yes Standard

All servers and devices must have currently-supported and
hardened operating systems, the latest anti-viral, anti-hacker, anti-
H4.3 | spam, anti-spyware, and anti-malware utilities. The environment, M
as a whole, shall have aggressive intruston-detection and firewall
protection. Yes Standard
All components of the infrastructure shall be reviewed and tested
to ensure they protect the State’s hardware, software, and its
related data assets, Tests shall focus on the technical,
administrative and physical security controls that have been
designed into the System architecture in order to provide
confidentiality. integrity and availability, Yes Standard

H3.5

H4.2

H4.4
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In the development or maintenance of any code, the Vendor shall
ensure that the Software is independently verified and validated
using a methodology determined appropriate by the State. All M
software and hardware shall be free of malicious code.

The Vendor shall notify the Executive Director of the NH Board of
H4.6 | Pharmacy of any security breaches within 2 hrs of time vendor M
learns of occurrence. Yes Standard
The Vendor shall ensure its complete cooperation with the State’s
Chief Information Officer in the detection of any security
vunerability of the Vendor’ hosting infrastructure andfor the
application. Yes Standard
The Vendor shall be solely liable for costs associated with any
H4.8 | breach of State data housed at their location(s) including but not M
limited to notification and any damages assessed by the courts. Yes

H4.5

Yes Standard

H4.7

Standard

The Vendor shall authorize the State to perform scheduled and
H4.9 | random security audits, including vulnerability assessments, of the M

Vendor' hosting infrastructure and/or the application upon request. Yes Standard

The Vender shall provide fire detection and suppression system,
physical security of and infrastructure security of the proposed
H4.10 | hosting facility. The environmental support equipment of M
theVendor website hosting facility: power conditiening; MVAC;
UPS; generator must be acceptable to the State. ) Standard
HSSERVICE LEVEL DGRELEMENT

The Vendor’s System support end maintenance shall commence

upon the Effective Date and extend through the end of the Contract I-(II;)'s proposeq support and
term, and any extensions thereof. maintenance will commence of
H5.1 M the contract effective date and

extend through the end of the
initial contract term, and any

Yes Standard | negotiated extensions thereof.
Maintain the hardware and Software in accordance with the
Hs5.2 | Specifications, terms, and requirements of the Contract, including M
providing, upgrades and fixes as required. Yes Standard

2014-042 Exhibit H-Priority Responses

Initial All Pages:
Contractor’s Initials_Z{ &~ Exhibit H Page 67 of 105



STATE OF NEW HAMPSHIRE
BOARD OF PHARMACY
PRESCRIPTION MONITORING
CONTRACT 2014-042 -PART 3
EXHIBITH
R REQUIREMENT RESPONSES

Repair or replace the hardware or Software, or any portion thereof, HID will repair or replace the
so that the System operates in accordance with the Specifications, hardware or software to meet
terms, and requirements of the Contract. the system operations as

H5.3 M proposed in this response,
including the specifications,
terms, and requirements of the
Yes Standard | contract.

The State shall have unlimited access, via phone or Email, to the
H$.4 | Vendor technical support staff between the hours of 8:30am to M

5:00pm- Monday thru Friday EST, Yes Standard

The Vendor response time for suppont shall conform to the specific
deficiency class as described below: o Class A Deficiency -
Software - Critical, does not allow System to operate, no -work
around, demands immediate action; Written Documentation -
missing significant portions of information or unintelligible to
State; Non Software - Services were inadequate and require re-
performance of the Service. o Class B Deficiency -
Software - important, does not stop operation and/or there is a
H5.5 | work around and user can perform tasks; Written Documentation - M
portions of information are missing but not enough to make the
document unintelligible; Non Software - Services were deficient,
require reworking, but do not require re-performance of the
Service. o Class C Deficiency - Software - minimal, cosmetic
in nature, minimal effect on System, low priority and/or user can
use System; Wrirten Documentation - minimal changes required
and of minor editing nature; Non Software - Services require only
minor reworking and do not require re-performance of the Service. Yes Standard
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As part of the Software maintenance agreement, ongoing sofiware The HID PDMP Help Desk will
maintenance and support issues, shall be responded to according to be available 8:30a.m. to 5:00
the following: a. Class A Deficiencies - The Vendor shall have p-m. Monday through Friday
available to the State on-call telephone assistance, with issue EST to meet the requirements of
tracking available to the State, eight (8) hours per day and seven this RFP. On-call message
{7) days a week with an email / telephone response within two (2) assistance will be available 1o
hours of request; or the Vendor shall provide support on-site or the State at all other times, with
with remote diagnostic Services, within four (4) business hours of telephone response within two
a request; b. Class B & C Deficiencies —The State shall notify (2) hours of request. HID will
H5.6 | the Vendor of such Deficiencies during regular business hours and M provide support, (as needed),
the Vendor shall respond back within four {(4) hours of notification on-site at the hosting facility
of planned corrective action; The Vendor shall repair or replace within four {4) business hours
Software, and provide maintenance of the Software in accordance of a request for Class A
with the Specifications, Terms and Requirements of the Contract. Deficiencies. To meet the
requirements for Class B & C
Deficiencies, HID will respond
within four (4} hours of
notification of planned
Yes Standard | corrective action.
The hosting server for the State shall be available twenty-four (24)
H5.7 | hours a day, 7 days a week except for during scheduled M
maintenance. Yes Standard
The Vendor will guide the State with possible solutions 1o resolve
H5.8 | issues to maintain a fully functioning, hosted System. M Yes Standard
A regularly scheduled mainitenance window shall be identified HID will run all regularly
(such as weekly, monthly, or quarterly) at which time all relevant scheduled system updates at
Hs.o | server patches and application upgrades shall be applied. M non-peak hours, Update
: maintenance window will be
presented to the State for
Yes Standard | approval,
The Vendor response time for support shall conform to the specific
H5.10 | geficiency class as described in H5.5 and H5.6 M Yes Standard
The Vendor will give two-business days prior notification to the
HS.11 | State Project Manager of all changes/updates and provide the State M
with training due to the upgrades and changes. Yes Standard
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The Vendor shall guarantee 99.9% uptime, exclusive of the
regularly scheduted maintenance window

M

Yes

Standard

H5.13

If The Vendor is unable to meet the 99.9% uptime requirement,
The Vendor shall credit State’s account in an amount based upon
the following formula: (Total Contract [tem Price/365) x Number
of Days Contract ltem Not Provided. The State must request this
credit in writing.

Yes

Standard

H5.14

The Vendor shall use a change management policy for notification
and tracking of change requests as well as critical outages.

Yes

Standard

HID provides information
regarding our change
management policy in Section
1V, D.2, Topic 24 of this
respoise.

HS5.15

A critical outage will be designated when a business function
cannot be met by a nonperforming application and there is no work
around to the problem.

Yes

Standard

H5.16

All hardware and software components of the Vendor hosting
infrastructure shall be fully supported by their respective
manufacturers at all times. All critical patches for operating
systems, databases, web services, etc, shall be applied within thirty
(30) days of release by their respective manufacturers.

Yes

Standard

H5.17

The Vendor shall maintain a record of the activities related 1o
repair or maintenance activities performed for the State and shall
report quarterly on the following: Server up-time;, All change
requesis implemented, including operating system patches; Ali
critical outages reported including actual issue and resolution;
Mumber of deficiencies reported by class with initial response time
as well as time to close.

Yes

Standard

H5.18

The Vendor shall provide the State with a personal secure FTP site
to be used the State for uploading and downloading files.

Yes

Standard
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SUI’I'()Rl & MAINTENANCE RI‘,QUIRI Ml NTS HID RESPONSE (.lll‘(_,l\l IST
' State Reqmrements o o

Crlticahty
" M- Mand
. __D=DESIRED i

The Vendor's System suppon and maintenance
S1.] shall commence upon the Effective Date and
' extend through the end of the Contract term, and
any extensions thereof.
Maintain the hardware and Software in
$1.2 accordance with the Specifications, terms, and
| requirements of the Contract, including providing.
upgrades and fixes as required.
Repair or replace the hardware or Software, or any
1.3 portion thereof, so that the System operates in
™ { accordance with the Specifications. terms, and
requirements of the Contract.
The State shall have uniimited access, via
S1.4 phone or Email, to the Vendor technical
-0 support staff between the hours of B:30am to
5:00pm- Monday thru Friday EST:
The Vendor response time for support shall
S1.5 conform to the specific deficiency class as M Yes Standard
described in H-5.5 and 5.6
The Vendor will guide the State with possible
Sle solutions to resolve issues 1o maintain a fully M Yes Standard
functigning, hosted System.

M Yes Standard

M Yes Standard

M Yes Standard

M Yes Standard
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The Vendor shall make available to the State the
latest program updates, general maintenance
§1.7 | releases, selected functionality releases, patches, M Yes Standard
and Documentation that are generally offered to
its customers, at no additional cost.

The Vendor shall maintain a record of the
S1.8 | activities related to warranty repair or M Yes Standard
maintenance activities performed for the State.

For all maintenance Services calls, The Vendor
shall ensure the following information will be
collected and maintained: [} nature of the
Deficiency; 2) current status of the Deficiency; 3)
S1.9 | action plans, dates. and times; 4) expected and M Yes Standard
actual completion time; 5} Deficiency reSolution .
information, 6} Resclved by, 7} ldentifying
number i.¢. work order number, 8) Issue identified
by;

The Vendor must work with the State to identify
and troubleshoot potentially large-scale System
failures or Deficiencies by collecting the
S1.10 following information: 1} mean time between
’ reported Deficiencies with the Software; 2)
diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software
roblems.

M Yes Standard

Maintain the System Software in accordance with

52.1 | the Specifications and Terms of the Contract. M Yes Standard

Repair or replace the Systern Software or any
$2.2 portion thereof so that the. System operates in
) accordance with the Specifications, terms ‘and
requirements of the Contract.

M Yes Standard
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Standard

HID will provide PDMP
Technical Help Desk
assistance to the State

Monday-Friday, 8:00 a.m. to
Sp.m. ET with answering
service availabie at other
hours, To meet the warranty
requirements of this
response, HID will provide
the State with on-call
telephone assistance,
including the ability for State
staff to leave a message after
business hours, requesting a
return call response within
two (2} hours of request.

524

Maintain a record of the activities related to
warranty repair or maintenance activities
performed for the State

Standard

825

For all Warranty Service calls, <HID> shall
ensure the following information will be collected
and maintained: 1) nature of the Deficiency; 2)
current status of the Deficiency; 3) action plans,
dates, and times; 4) expected and actual
completion time; 5) Deficiency resolution
information; 6) resolved by 7) Identifying number
i.e. work order number; 8) issue identified by.

" Standard

HID will use JIRA tracking
management sofiware to
track all reported issues
regarding the NH PDMP

system.

52.6

The Vendor must work with the State to identify
and troubleshoot potentially large-scale Software
failures or Deficiencies by coflecting the
following information: 1) mean time between
reported Deficiencies with the Software; 2)
diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software
probléms.

M Yes
M Yes
M Yes
M Yes

Standard
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Al Deficiencies found during the Warranty
Period and all Deficiencies found with the
$2.7 Warranty Releases shall be corrected by the
’ Vendor no later than 5 business days, unless
specifically extended in writing by the Siate, and
ai no additional cost to the State.

M Yes Standard
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" .State Requirements

[y
M- Mand -

S R -| D=DESIRED
2t S L ST e e I LSRR S
Vendor shall participate in an initial kick-off meeting to HID provides information
initiate the Project. regarding the Project Kick-Off
Pl M Yes Standard meeting in Section 1V, D.24
and in the proposed Work
Plan in this response,
Vendor shall provide Project Staff as specified in the RFP. HID provides information
P12 M Yes Standard regarding Pro;cc.( Staffin our
respoase to Section VI of this
response.
Vendor shall submit a finalized Work Plan within ten (10)
days after Contract award and approval by Governor and _
Council. The Work Plan shall include, without limitation, HI‘D provides our PmpOSCd
PlL.3 a detailed descripﬁon of the Schcdule‘ tasks, Deliverables. M Yes Standard PI'OJBCI Work Plan in Section
critical events, task dependencies, and payment Scheduie. ‘ 1V, D2.4 of this response.
The plan shall be updated no less than every two weeks.
\':endor shail prrohvic:;: d‘clailcdhl'ai;we.e}l:l‘y s;a:jus reports on HID's Project Managers will
the progress of the Project, which will include expenses provide detailed bi-weekly
A4 | . -
P incurred year to date, M Yes Standard status reports including
’ expenses incurred.
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All user, technical, and System Documentation as well as
Project Schedules, plans, status reports, and
correspondence must be maintained as project
documentation. on-Line, in a searchable PDF format
P1.5 M Yes Standard

HID will provide all user
documentation online in a
searchable PDF format, posted
on the NH PDMP public
website. HID will provide NH
BOP with electronic PDF
copies of all project schedules,
plans, status reports, and other
required correspondence to be
maintained as project
documentation, and will store
copies of these documents for
future use.
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WORK PLAN

H1D’s Project Manager and the State Project manager shall finalize the Work Plan within ten business days
of the Effective Date and further refine the tasks required to implement the Project. The elements of the
preliminary Work Plan are documented in accordance with HID's plan to implement the Application
Software, Continued development and management of the Work Pian is a joint effort on the part of HID and
State Project Managers.

The preliminary Work Plan created by HID and the State is set forth at the end of this Exhibit.

In conjunction with HID's Project Management methodology, which shall be used to manage the Project’s
life cycle, the HID team and the State shall finalize the Work Plan at the onset of the Project. This plan shall
identify the tasks, Deliverables, major milestones, task dependencies, and a payment Schedule required
to implement the Project. It shall also address intra-task dependencies, resource allocations (both State and
HID team members), refine the Project’s scope, and establish the Project’s Schedule. The Plan is documented
in accordance with HID’s Work Plan and shail utilize Microsoft Project to support the ongoing management
of the Project.

1. ASSUMPTIONS (ADD TO/CHANGE THIS AS APPROPRIATE)

A, General

« The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix,

s All State tasks must be performed in accordance with the revised Work Plan.

»  All key decisions will be resolved within five (5) business days. Issues not resolved within this
initial period will be escalated to the State Project Manager for resclution,

+ Any aclivities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process.

¢ HID shall provide a separate escrow agreement for the application. )

+ HID shall maintain an accounting system in accordance with Generally Accepted Accounting
Principles (GAAP),

B. Logistics

¢ The HID Team shall perform this Project at Siate facilities at no cost to HID.

e The HID Team may perform that work at a faciiity other than that furnished by the State, when
practical, at their own expense.

¢ The HID Team shall honor all holidays observed by HID or the State, although with permission,
may choose to work on holidays and weekends.

+ The State shall provide adequate facilitics for the HID Team, including PCs, phones, Virtual
Private Network (VPN) access, and modem-based dial-out capability and access to any necessary
internal State networks and/or software (within State standards). A physical workspace for cach
consultant, including a desk and chair, with the items mentioned above, shali be provided.
Convenient access to a high-speed printcr, a high-speed copier, and a fax machine shall be
provided to the Project Team, as well as access to conference rooms for meetings. This space,
equipment, and printer/fax supplies shall be provided at no cost to the HID Team and shall be
available when the Project begins.
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C. Project Management

»  The State shall approve the Project Management Methodology used for the Pro;eci

» The State shall provide the Project Team with reasonable access to the State personnel as needed
to complete Project tasks.

¢ A Project folder created within the State system shall be used for centralized storage and retrieval
of Project documents, work products, and other material and information relevant to the success
of the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. HID’s Project Manager will establish and maintain this folder. The State
Project Manager shall approve access for the State team. Documentation can be stored locally for
HID and State team on a “shared” network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded to the State System.

¢ HID assumes that an Alternate Project Manager may be appointed from time to time to handle
reasonable and ordinary absences of the Project Manager.

I Technical Environment and Management
» The State is responsible for providing the desktop hardware, network, and communication
facilities needed to support the Project.
» The State’s deskiop hardware operating environment and supporting software shall meet HID-
certification requircments for the applications deployment being installed.
» The State is responsible for providing the Internet access.
+  HID team shall HID's RxSentry® PDMP software, Version 1.2,
s Designated State systems personnel shall be available during normal working hours and for
adjustments to operating systems configurations and tuning.

E. Conversions
¢ The HID Team shall lead the State with the mapping of the legacy Dala to the HID apphcatlons
» Additionally, the HID Team shall:

1. Provide application data requirements and examples, of data mappings, conversion scripts,
and data loaders. The HID Team shall identify the APIs the Siate should use in the design
and development of the conversion.

2. Provide guidance and assistance with the use of the data loaders and conversion scripts

provided.

Lead the review of functional and technical Specifications.

4. Lead the resolution of problems and issues associated with the development and
Implementation of the conversions.

bl

F. Project Schedule
s Deployment is planned to begin on Effective Date of Contract wnh a planned go-live date of four
(4) months later..

G. Reporting
» HID shall conduct every two weeks status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results and Documentation.

H. User Training -
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Please refer to Exhibit L

HID must create training materials for Dispensers, Administrators, Physicians, and other
groups of user of the application.

HID must create on-line tutorials/training regarding data collection for a) Pharmacies and b)
Practitioners that dispense.

HID must create on-line tutorials/training regarding reporting of Patient information for a)
Pharmacies and b) Practitioners that dispense.

HID must create on-line tutorials/training for application Administrators.

HID must perform knowledge transfer to Administralors so they can adequately perform
system maintenance/administration functions.

HI[D must create on-line lutorials/training for Law Enforcement Users.

The application must contain Help features that explain‘define specific fields and process
flows.

HID must provide 6 training webinars within 6 months following "go-live" for up to 60 ¢nd
users.

1. Performance and Security Testing

The HID Team shall provide a performance test workshop Lo identify the key scenarios to be
tested, the approach and tools required, and best practices information on performance testing.
The State shall work with HID on performance testing as set forth in Cantract Exhibit F — Testing
Services.

2., ROLES AND RESPONSIBILITIES

A. HID Team Roles and Responsibilities

)

2)

HID Team Project Executive

The HID Team’'s Project Executives (HID and Subcontractor Project Executives) shall be
responsible for advising on and monitoring the quality of the Implementation throughout the
Project life cycle. The Project Executive shall advise the HID Team Project Manager and the
State’s Project leadership on the best practices for implementing the HID Software Solution
within the State. The Project Executive shall participate in the definition of the Project Plan and
provide guidance to the State’s Team.

HID Team Project Manager

The HID Team Project Manager shall have overall responsibility for the day-to-day management
of the Project and shall plan, track, and manage the activities of the HID Implemeniation Team.
The HID Team Project Manager wilt have the following responsibilities:

¢ Maintain communications with the State’s Project Manager;

»  Work with the State in planning and conducting a kick-off meeting;

e Create and maintain the Work Plan;

¢ Assign HID Team consultants 1o tasks in the Implementation Project according to the
scheduled staffing requirements; ’
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¢ Define roles and responsibilities of all HID Team members;

¢ Provide update progress reports to the State Project Manager every two weeks;

s Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

* Review task progress for time, quality, and accuracy in order to achieve progress;

* Review requirements and scheduling changes and identify the impact on the Project in order
to identify whether the changes may require a change of scope;

* Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan,

s Inform the State Project Manager and staff of any urgent issues if and when they arise;

»  Provide the State completed Project Deliverables and obtain sign-off from the State’s Project
Manager.

3)  HID Team Analysis
The HID Team shall conduct analysis of requirements, validate the HID Team's understanding
of the State business requirements by application, and perform business requirements mapping:

* Construct and confirm application test case scenarios;

Produce application configuration definitions and configure the applications;

Conduct testing of the configured application;

Produce functional Specifications for extensions, conversions, and interfaces;

Assist the State in the testing of extensions, conversions, and interfaces;

Assist the State in execution of the State’s Acceptance Test;

Conduct follow-up meetings 1o obtain feedback, results, and concurrence/approval from

the State;

»  Assist with the correction of configuration problems identified during system, integration

and Acceptance Testing; and
s Assist with the transition to production.

4)  HID Team Tasks
The HID team shail assume the following tasks:

* Development and review of functional and technical Specification to determine that they
are al an appropriale level of detail and quality;

¢ Development and Documentation of conversion and interface programs in accordance
with functional and technical Specifications;

* Development and Documentation of installation procedures; and

* Development and execution of unit test seripts;

¢ Unit testing of conversions and interfaces developed; and

s System Integration Tesling.

B. State Roles and Responsibilities

The following State resources have been identified for the Project. The time demands on the
. individual State team members will vary depending on the phase and specific tasks of the
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Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.

1) State Project Manager
The State Project Manager shall work side-by-side with the HID Project Manager. The role of
the State Project Manager is to manage State resources (IF ANY), facilitate completion of all
tasks assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary suppoert in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:
* Plan and conduct a kick-off meeting with assistance from the HID team;
*  Assist the HID Project Manager in the development of a detailed Work Plan;
+ Identify and secure the State Project Team members in accordance with the Work Plan;
s Define roles and responsibilities of all State Project Team members assigned to the Project;
s Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks;
e Communicate issues to State management as necessary to secure, resolution ol any matter
that cannot be addressed at the Project level;
s Inform the HID Project Manager of any urgent issues if and when they arise; and
*  Assist the HID team staff to obtain requested information if and when required to perform
certain Project tasks.

2) State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the State’s
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:
¢ Be the key user and contact for their Agency or Department;
e Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;
e Assist in validaling and documenting user requirements, as needed,
e Assist in mapping business requirements;
e Assist in constructing test scripts and data;
e  Assist in system, integration, and Acceptance Testing;
»  Assist in performing conversion and integration testing and daa verification;
s Attend Project meetings when requested; and
® Assist in training end users in the use of the HID Software Solution and the business
processes the application supports.
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the State’s technical tasks. Responsibilities include:

Assist the State and HID Team Project Managers to establish the detailed Work Plan;
Work with State 1T management to obtain State technical resources in accordance with

the Work Plan; and

HIDRepresent the technical efforts of the State at Project meetings that take place every
two weeks.

4)

5) State Network Administrator (DolT)

The State Network Administrator will provide technical support regarding networking

requirements administration. The responsibilities will include:

¥

Assess the ability of the State’s overall network architecture and capacity to adequately

support implemented applications;
Establish connections among the database and application servers; and

Establish connections among the desktop devices and the Application and database

Servers.

3. SOFTWARE APPLICATION _
Detail what software is required for the Contracior to perform the activities of the Contract.

Not Applicable

4. CONVERSIONS
The following Table 4.1 identifies the conversions within the scope of this Contract.

T able 4 l Plnnned Comersnons

Lead

Responsibility

HID |

HID must compare a data extract from the states’ enterprise
cLicensing application containing all active Licensees with
the DEA numbers from the Drug Enforcement Agency and
populate the PMP dalabase with all active prescribers and
dispensers authorized to prescribe or dispense schedule 11-
1V controlled substances within the state prior to "go-live”,
Currently includes Nurse Practitioners (approximately
1726); Dentists (approximately 1108); Veterinarians
(approximately 905). Note that the State of New Hampshire
plans to migrate all License types into an enterprise-wide |

| _solution and over the next 36 months. |
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Lend
Responsibility

Application must compare a data extract from the states’ !

! | enterprise eLicensing applicalion containing all active

: Licensees with the DEA numbers from the Drug
Enforcement Agency on a monthly basis to determine all
changes in active prescribers and dispensers authorized to
prescribe or dispense schedule 11-1V controlled substances
wilhin the state and update all changes to the PMP database
(new and inactive Licensees). Note that the State of New
Hampshire plans 1o migrate all License types into an

_enterprise-wide solution and over the next 36 months,

HID must compare a data extract from the states’
current five (3) MS Access databases containing all
active Licensees with the DEA numbers from the Drug
Enforcement Agency and populate the PMP database
with all active prescribers and dispensers authorized to
prescribe or dispense schedule 11-1V controlled
substances within the state prior to "go-live”. Includes
Physicians (approximately 6300}; Physician assistants
(approximately 575}, Optometrists (approximately
130); Pharmacists (approximately 2600); Pharmacies
in state (approximately 300); Non-Resident
(approximately 500); Naturopathic Doctors
(approximately 80); and Podiatrists (approximately
103).

Application must compare a data extract from the
states' current five (5) MS Access Databases
application conlaining active Licensees with the DEA
numbers from the Drug Enforcement Agency on a
monthly basis to determine all changes in active
prescribers and dispensers authorized to prescribe or
| dispensc schedule [1-1V controlled substances within
the state and update all changes to the PMP database
(new and inactive Licensees). Physicians
(approximately 6300); Physician assistants
(approximately 575); Optometrists (approximately
130); Pharmacists (approximately 2600); Pharmacies
in state (approximately 300); Non-Resident
(approximately 500); Naturopathic Doclors
(approximately 80); and Podiatrists (approximately
103).
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Deseription

! HID must create data extract process that can either be
i automatically run or easily executed from the states'
current five (5) MS Access databases containing all
aclive Licenseces for Physicians (approximately 6300);
Physician assistants (approximately 575); Optometrists
(approximately 130); Pharmacisis (approximately
2600); Pharmacies in state (approximately 300); Non-
Resident (approximately 500); Naturopathic Doctors
{epproximately 80); and Podiatrists (approximately
103). Note that the State of New Hampshire plans to
migrate all License types into an enterprise-wide
solution and over the next 36 months.

Lead
Responsibility

A. Conversion Testing Responsibilities
e The HID Team and the State, based on their assigned conversion responsibilities, as set forth in
Contract Exhibit F: Testing Services shall identify applicable test scripts and installation
_instructions, adapt them to the Project specifics, test the business process, and compare with the
documented expected results.
The HID Team and the State, based on their assigned conversion responsibilities, shall execute
the applicable test scripts that complete the conversion and compare execution results with the
documented expected results.
The HID Team and the State, based on their assigned conversion responsibilities, shall develop
and unit test their assigned conversions.
" The State and the HID Teams shall Jjointly conduct System and Integration Testing, verifying
and validating the accuracy and completeness of the conversions.
The State and the HID Teams shall joinily verify and validate the accuracy and completeness of
the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces shall be implemented in cooperation with the State. The following Table 5.1 identifies the
interfaces within the scope of this Contract and their relative assignment.

Not Applicable
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6. APPLICATION MODIFICATION

To more fully address the State’s requirements, the HID Team shali implement the following
application modifications. The following Table 6.1 identifies the modifications that are within the
scope of this Contract.

Table 6.1: Modifications — HID Developed

Requirement Components, if Enliancement Deseription
applicable

Records relating to any individual who does not
meet the level established to suggest possible drug
abuse or diversion must be deleted within 6 months
after the initial prescription was dispensed. Al
other information/records must be deleted afler 3
years per RSA 318-B: 32. IV. The level established
to suggest possible drug abuse or misuse is defined
as Schedule 11 - IV controlled drugs obtained
through 6 Practitioners, 6 Pharmacies, within 3
months or 100mg or greater of morphine or
. morphine equivalents per day.

i Category A: All records will be retained in
application for the first 6 months, At six (6) months
and one (1) day , all records not meeting the level
cstablished to suggest possible drug abuse or misuse
must be deleted. Moving forward, the most current
6 months of data must be retained in the application
_|_using the same deletion criteria,

Category B: All records relating to any individual
who meet the level established to suggest possible
drug abuse or misuse must be retained for 36 months
from the most recent violation date. At thirty six
(36) months and one (1) day , all records older than
36 months must be deleted. Moving forward, the
most current 36 months of data must be retained in

If Back-Up Tapes nced to be used to restore data;
the record deletions as defined in Requirements
B2.2 and B2.3 must be performed prior to making
the data available to users.

7. PRELIMINARY WORK PLAN

The following Table 7.1 provides the preliminary agreed upon Work Plan for the Contract. Dates
will be modified upon contract approval.

Table 7.1: High Levet Preliminary NH Project Plan
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New Hampshire PDMP Project Work Plan

Note that the workplan dates will be modified once the contract is approved and in force per the schedule

required.
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1. LICENSE GRANT

HID hereby grants to the State a worldwide, perpetual, irrevocable, non-exclusive, non-transferable,
limited .license to use the Sofiware and its associated Documentation, subject to the terms of the
Contract. The State may allow its agents and Contractors to access and use the Sofiware, and in such
event, the State shall first obtain written agreement from such agents and Contractors that each shall
abide by the terms and conditions set forth hercin.

2. SOFTWARE AND DOCUMENTATION COPIES

HID shall provide the State with a sufficient number of hard copy versions of the Software’s
associated Documentation and one (1) electronic version in Microsoft WORD and PDF format. The
State shall have the right to copy the Sofiware and its associated Documentation for its internal
business needs. The State agrees 1o include copyright and proprietary notices provided to the State by
HID on such copies.

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of HID's proprietary rights;
b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitied herein; or
c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. TITLE

HID must held the right to allow the State to use the Software or hold all title, right, and interest
(including all ownership and intellectual property rights) in the Software and its associated
Documentation.

5. THIRD PARTY

HID shall identify all third party contracts 10 be provided under the Contract with HID’s Proposal.
The terms in any such contracts must be consistent with this RFP and any resuiting Contract,
including, but not limited to Appendix H: State of New Hampshire Terms and Conditions General
Provisions Form P-37.

6. VIRUSES

HID shall provide Software that shall not comtain any viruses, destructive programming, or
mechanisms designed 1o disrupt the performance of the Software in accordance with the
Specifications.

As a pan of its internal development process, HID will use reasonable efforts to test the Software for
viruses. HID shall also maintain a master copy of the appropriate versions of the Sofiware, free of
viruses. If the State believes a virus may be present in the Sofiware, then upon its request, HID shall
provide a master copy for comparison with and correction of the State’s copy of the Software.
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7. SOFTWARE ESCROW

7.1 HID represents and warrants that the currently existing source code for the Sofiware licensed to
the State under the Contract, as well as the Documentation for such Sofiware, and developer
comments to the source code for the Software {the “Deposit Materials”) have been deposited in
an escrow account maintained at EscrowTech International, Inc. (the "Escrow Agent") as required
by this Contract. Future Deposit Materials for major version releases {e.g., X.y.z) of the Software
not otherwise delivered to the State Licensee as source code shall be deposited in the escrow
account (normally within six (6) months afler the first commercial shipment of each such
release). HID shall promptly pay to the Escrow Agent all escrow fees that become due under the
Escrow Agreement to maintain the Seftware in escrow.

7.2 HID agrees that, upon execution of this Contract, the State shall be added to the Escrow
Agreement as a beneficiary. The Escrow Agent shall notify the State that it has been added as a
subscriber within a commercially reasonable time. Thereafter, upon the request of the State, (o be
made no more frequently than annually, H1D shall provide the State with written verification that
the Software has been deposited with the Escrow Agent.

7.3 The Escrow Agent shall make and release a copy of the applicable Deposit Materials to the State
upon the occurrence of any of the following events ("Release Events"):

(a) HID has made an assignment for the benefit of creditors:

(b} HID institutes or becomes subject to a liquidation or bankruptcy proceeding of any kind;

(¢) A receiver or similar officer has been appointed to take charge of all or part of HID's
assets;

(d) HID terminates its maintenance and operations support services for the State for the
Software or has ceased supporting and maint2ining the Sofiware for the State whether
due to its ceasing to conduct business generally or otherwise, except in cases where the
termination or cessation is a result of the non-payment or other fault of the State; -

(e) HID defaults under the Contract; or

() HID ceases its on-going business operations or that portion of its business operations
relating to the licensing and maintenance of the Software.

7.4 In the event that Deposit Materials are released from escrow to the State, HID hereby grants the
State the right to use, copy, modify, display, distribute, and prepare derivative works of the
Deposit Materials, and 1o authorize others to do the same on behalf of the State (Contraciors,
agents, etc.), solely for the purpose of completing the performance of HID’s obligations under
the Contract, including, but not limited to, providing maintenance and support for the Software
and subject to the rights granted in this Contract.

7.5 HID agrees to pay all costs associated with the escrow covered by this Contract, except for
nominal fees to cover the cost of reproduction and distribution of release of the Deposit
Materials to the State, including all related reasonable administrative expenses.
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1. WARRANTIES

1.2

1.3

1.4

1.5

1.6

Services

HID warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

Software

HID shall warrant that the Software is properly functioning within the System,
compliant with the requirements of the Contract, and will operate in accordance with the
Specifications.

Software shall be archived and or version controlled through the use of Harvest
Software,

Non-Infringement

HID warrants that it has good title to, or the right to allow the State to use, all Services,
equipment, and Software (“Material™) provided under this Contract, and that such
Services, equipment, and Software do not viclate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third party.

Yiruses; Destructive Programming

HID warrants that the Sofiware shall not contain any viruses, destructive programming,
or mechanisms designed to disrupt the performance of the Software in accordance with
the Specifications. '

Compatibility

HID shall warrant that all System components, including any replacement or upgraded
System Software components provided by HID to correct Defliciencies or as an
Enhancement, shall operate with the rest of the System without loss of any functionality.

Services

HID shall warrant that all Services provided under the Contract will be provided in a
professional manner in accordance with industry standards and that Services will comply
with performance standards.

2. WARRANTY SERVICES

HID agrees 1o maintain, repair, and correct Deficiencies in the System Software, including but not
limited to the individual modules or functions, during the Warranty Period, at no additional cost to the
State, in accordance with the Specifications, Terms and requirements of the Contract, including,
without limitation, correcting all errors, and Defects and Deficiencies; eliminating viruses or
destructive programming; and replacing incorrect, Defective or Deficient Software and
Documentation.
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Warranty Services shall include, without limitation, the following;:

b.

Maintain the System Software in accordance with the Specifications and Terms of the
Contract;

Repair or replace the System Software or any portion thereof so that the System operates in
accordance with the Specifications, terms and requirements of the Contract;

HID shall have available to the State on-call telephone assistance, with issue tracking
available to the State, twenty four (24) hours per day and seven (7) days a week with an email
/ telephone response within two (2) hours of request, with assistance response dependent
upon issue severity;

On-site additional Services within four (4) business hours of a request;

Maintain a record of the activities related to warranty repair or maintenance activities
performed for the State;

For all Warranty Service calls, HID shall ensure the following information will be collected
and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency; 3) action
plans, dates, and times; 4) expected and actual completion time; 5) Deficiency resolution
information; 6) resolved by 7) Identifying number i.e. work order number; 8) issue
identified by.

HID must wark with the State to identify and troubleshoot potentially large-scale Software
failures or Deficiencies by collecting the following information: 1) mean time between
reported Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems; and

All Deficiencies found during the Warranty Period and all Deficiencies found with the
Warranty Releases shall be corrected by HID no later than five (5) business days, unless
specifically extended in writing by the State, and at no additional cost to the State.

In the event HID fails to correct a Deficiency within the allotted peried of time, the State may, at its
option,: 1) declare HID in default, terminate the Contract, in whole or in pan, without penalty or
liability to the State; 2) return HID's product and receive a full refund for all amounts paid to HID,
including but not limited to, any applicable license fees within {90} days of notification to H1D of the
State's intent to request a refund; and 3) to pursue its remedies available at law and in equity.

Notwithstanding any provision of this Contract, pursuant to Contract Agreement -Part 2 Section 13.1,
the State’s option to declare HID in default, terminate the Contract and pursue its remedies shall
remain in effect until satisfactory completion of the full Warranty Period.

J. WARRANTY PERIOD

The Warranty Period shall commence upon the State’s issuance of a Letter of Acceptance for the UAT
and extend for Ninety (90) days.

If within the last thirty (30) calendar days of the Warranty Period, the Sofiware fails to operate in
accordance with its Specifications, the Warranty Period will cease, HID shall correct the Deficiency,
and a new thirty (30} Warranty Period will begin. Any further Deficiencies with the Software must be
correcled and run fault free for thirty (30) consecutive calendar days.
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HID shall provide the following Training Services.

HI1D will provide user training and support to al! users of the PDMP.

Training for State Staff
HID will provide two (2) days of onsite, instructor led training for State stafT. '

The staff training guide used during the training sessions will provide information about key features of
RxSentry and serve as a step-by-step guide for the most commonly-used administrative RxSentry functions,
such as:

Logging on to RxSentry (Accessing the system and its contents)
Understanding security roles and permissions

Security and confidentiality issues

Entering data into the system

Crealing queries

Generating reports and letters

Viewing drug profiles

Performing searches for pharmacies, prescribers, and recipients of controlled substance recipients
Understanding “clustering” and data normalization methods
Understanding data file formatting and uploading by dispensers
Validation and quality transmissions and correcting errors

The training sessions will also be supported by the RxSentry User's Guide. This document will serve as a
procedural guide and reference for the NH PDMP system. [t is intended for all personnel—end users, advanced
users, and system operators—and is designed to supplement the customized training sessions received from
HID. The user’s guide will be customized 1o reflect the New Hampshire PDMP system and the protocols and
policies of the NH BOP, and it will be updated accordingly as changes are made to the system. Additionalily,
help desk support throughout the life of the contract will ensure that assistance with RxSentry system
functionality is available,

The training program will use the following format:

Conient - A staff training guide, (provided by HID), which will be used to train NH BOP staff on the most
common]y-usecjl features of the RxSentry PDMP. This guide will be customized to target the specific
training needs of NH BOP,

Evaluation - HID collects feedback regarding the training sessions using a training evaluation form that is
distributed 1o each training attendee at the conclusion of the training session. The feedback is used to fine-
tune subsequent training. To date, HID has received excellent feedback on the quality and content of the on-
site training sessions.

Duration - Typically eight (8) hours per day.

Location of training - NH BOP office or other site designated by the NH BOP.

An excerpted RxSentry User's Guide is provided as Appendix 6. HID will also be responsible for “train-the-
trainer” training and will provide additional optional training if necessary.
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Training for Dispensers and Data Requesters

Upon contract award, HID will provide training guides for the purpose of orienting dispensers and data
requesters to the RxSentry application. These guides will be made available within RxSentry and on the Web
site HID will host for the State. They will be updated and reposted accordingty as changes are made to the
system. .

The guide specifically designed for dispensers (RxSentry Dispenser s Implementation Guide) includes such
topics as:

Creating an upload account

Formatting files for upload

Selecting and employing a file upload method
Verifying file upload success

Correcting upload errors

The guide specifically designed for data requesters includes such topics as:

Developing queries

Running standard reports

Creating ad hoc reports

A sample RxSentry Dispenser’s Implementation Guide is provided as Appendix 7.

-

Training for Practitioners

Upon contract award, HID will provide online training guides for the purpose of orienting practitioners to the
querying and feporting capabilities within the RxSentry application. This guide will be made available within
RxSentry and on the website HID will host for the State. It will be updated and reposted accordingly as changes
are made to the system.

The guide specifically designed for practitioners ( RxSentry Practitioner’s Training Guide) includes such topics
as:

Developing quertes
Running standard reports
Creating ad hoc reports

A sample RxSentry Practitioner’s Training Guide is provided as Appendix 8.

The guide specifically designed for practitioners (RxSentry Training Guide for Law Enforcement Users)
includes such topics as:

Continuing Education

HID strongly encourages its PDMP clients 1o participate in continuing education efforts organized by the
Alliance for States with Prescription Monitoring Programs and the National Association of State Conirolled
Substances Authorities (NASCSA).

Additionally, HID provides significant web-based continuing education with our clients. HID has found that
individual sessions have provided a greater benefit to our clients than other approaches because each PDMP is
customized to fit each client’s program needs, State laws, and program goals. HID will provide six (6) training
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webinars within six (6) months following “go-live” for up to 60 end users as requested in the requirements of
this RFP. Each training webinar will be limited to 24 users.

Client Meetings

HID provides annual client meetings for 2ll PDMP clients, Clients are able to share success stories and funding
strategies, learn about future developments, and speak 10 HID PDMP managers and developers about concerns
or ideas. Client feedback questionnaires resulted in excellent marks validating the success of these meetings

Support

HID’s clinical professionals—pharmacists, physicians, and nurses—know the industry, our products, and their
needs for learning how to work within RxSentry. They have helped develop RxSentry from the beginning and
bring a sound understanding of the workflow and environments of healthcare providers in the community. With
their assistance, HID has developed training materials that establish best practices when training the major users
for our system: State staff, practitioners, dispensers, dala requesters, and law enforcemenlt agencies.

The feedback received during training sessions allows HID training staff the ability to further refine the
materials to address any gaps perceived in user learning. HID’s Help Desk also assists in identifying potential
issues. HID’s PDMP help desk staff will record all phone ¢alls and e-mailed questions creating a log of user
needs that are constantly evaluated against training and user guides. Because HID's technical writing team and
the training staff work together closely, these issues can be addressed in updated iterations of the online training
and user guides in a timely manner.

HID provides onsite instructor led training for State staff during implementation. After successfully training
staff for PDMP implementation in 23 States, HID finds that onsite instructor led training leads to active learning
through classroom style participation. Active learing empowers learners and assists in creating a strong support
system for staff as they are able to receive direct attention to their guestions, receive immediate answers, and
evaluate their learning through the training process.

If necessary, HID will provide web based training after implementation. Web based training can assist in
solidifying knowledge after onsite instructor led training and assist users in supplementing their learning or
educate themselves to updates in the RxSentry programing.

Online training guides for the purpose of orienting practitioners to the querying and reporting capabilities within
the RxSentry application are provided to dispensers, data requesters, practitioners, and law enforcement
agencies. The training guides provide users with refined and easy-to-use instructions to understand the software
and its use. HID will also provide web based training materials for these user groups il necessary.

HID collects feedback regarding the training sessions using a training evaluation form that is distributed to each
training attendee at the conclusion of the training session. The feedback is used to fine-tune subsequent training,
To date, HID has received excellent feedback on the quality and content of the on-site training sessions.

Additionally, HID's PDMP Help Desk will provide support 8:00 a.m. to 5:00 p.m. ET, Monday through Friday
except State of New Hampshire holidays, throughout the life of the contract. This will ensure that assisiance
with RxSentry system functionality, and specifically ad hoc report and query creation, is always available.
HID's PDMP help desk is a fully-staffed with a team of customer support professionals, including one help desk
manager and six help desk representatives. The help desk team records each call and e-mail in a Customer
Relations Management teol which captures detailed information on the user, issue, and resolution, HID’s PDMP
help desk’s average response time to phone calls is less than thirty (30) seconds. Average response time to e-
mails is less than five (5) minutes.
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HiD will provide customer support in a variety of methods, including toll-free telephone numbers and e-mail
addresses to the PDMP help desk, strong, reliable user documentation, and online help. All user documentation
will provide contact information to the PDMP help desk. And, the contact information will be made available on
the HID-hosted NH PDMP public website.

The training manuals and user guides will allow trained users 1o research and locate answers to their questions.
The skills required 10 access and use the system effectively are explicitly documented in the training manuals
customized for each user group. All training documentation is designed, developed, and maintained by HID’s
expert technical writing team led by Connie Lewis, MBA, HID's Director of Technical Writer. Ms. Lewis has
21 years of experience in various aspects of the Information Technology field. She has extensive experience
designing, writing, and publishing both anline and hardcopy user documentation for commercial software
projects and for training purposes. Committed to developing clear, usable, and user-friendly documentation and
serves as a user advocate in each project she undertakes, Ms. Lewis has led the design and development of all
documentation for the PDMP team.

HI1D’s technical writing team is fully equipped to develop solutions and quickly revise the user documentation to
meet the needs of the NH BOP and the users. During implementation, HID will work with NH BOP to develop
user documentation, allowing time for NH BOP review and edits. HID will use WorkZone® documentation
tracking application to record all versions and changes to documentation,

HID will provide NH PDMP user documentation including the RxSentry User s Guide, RxSentry Dispenser’s
Implementation Guide, RxSentry Practitioner s Training Guide, and RxSentry Training Guide for Law
Enforcement Users to assist the State in making coordinated efforts to promote the new PDMP and train
practitioners and dispensers on its use. With continually updated training manual and HID’s PDMP Help Desk,
the State will be prepared for any future training once implementation is completed. HID's PDMP FHelp Desk
will be available Monday through Friday from 8:00 a.m. to 5:00 p.m. ET excluding New Hampshire State
holidays. HID's PDMP Training Manager will also be available to assist the State with these endeavors during
implementation and as needed throughout the ife of the project.

All user documentation used during system training will be made available on the NH PDMP website. HID
will also provide the NH BOP with electronic versions of these documents to place on the NH BOP site as
requested. These documents will be updated and reposied accordingly as changes are made to the system.
Connie Lewis, MBA, Director of Technical Writing, will oversee the customization of these documents for
each client as well as the maintenance of these documents throughout the contract-life.
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NH BOARD OF PHARMACY RFP 2014-042, with al} included addenda, are included by reference
as binding Deliverables to this Contract.
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HID Proposal dated January 31, 2014 to the New Hampshire Board of Pharmacy is
incorporated herein by reference.
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Attached are;
A. Contractor’s Certificate of Vote/Authority
B. Contractor's Certificate of Good Standing
C. Contractor’s Cenrtificate of Insurance
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CERTIFICATE
1, Devin R. Gibson, do hereby represent and certify that:
(1) I am a Manager of Health Information Designs, LLC, an Alabama limited liability company (the "Company").
(2) 1 maintain and have custody of and am familiar with the Seal and the minutes of the Corporation.
(3) I am duly authorized to issue certificates with respect to the Company.
(4) The signature of Guy R. DiBenedetto, President and Chief Executive Officer, of this Company affixed to any
;c;r(:::;cet;:strumenl or document shall bind the corporation to the terms and conditions of the contract instrument or

{5) The foregoing signature authority has been in effect since May 15, 2012.

(6) The foregoing signature authority has not been revoked, annulied or amended in any manner whatsoever, and
remains in full force and effect as of the date hereof.

IN WITNESS WHEREQF, 1 have hereunto set my hand as Manager of the Company.
Juné S 200~ f

Devin R. Gibson, Manager

STATE OF Blabama

COUNTY OF At

Onthisthe 5 dayof Tune 2014, before me, Devin R, Gibson

personally appeared and acknowledged himself to be Manager of Health Information Designs, LLC, an Alabama limited

liability company, and that he, as such being authorized to do so, executed the foregoing instrument.

IN WITNESS WHEREOF | hereunto set my hand and official seal.

it Tuboanses

Notéry Public 7 v

My Commission Expires:

% 2, 017



SState of Neto Hampshire
Bepartment of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State ofNéw Hampshire, do h?reby
certify that Health Information Designs, LL.C doing business in New Hampshire as HID
Alliance, a(n) Alabama limited liability company, registered to do business in New
Hampshire on January 28, 2014. T further certify that it is in good standing as far as this

office is concerned, having paid the fees required by law.

In TESTIMONY WHEREOF, I hereto
set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 4™ day of June, A.D. 2014

ey Bkl

William M. Gardner
Secretary of State




Client#: 4137 HDISO

ACORD. CERTIFICATE OF LIABILITY INSURANCE 0412014

THIS CERTIFICATE IS 1ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHYS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: 1f the certificate holder is an ADDITIONAL INSURED, the policy{les} must be endorsed. If SUBROGATION 1S WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder In licu of such endorsement(s).

PRODUCER m" Julie Faulkner
Harmon Dennis Bradshaw, Inc. m" Extke 334-273-71277 ”’g'”q: 3134-273-9197
334-273-7277 Aopress: jfaulkner@hdbinsurance.com
P.O. Box 241667 'glﬂmbczn .
Montgomery, AL 36124 AleuE P e: WIURER(S] AFF COVERAGE e
INSURED ‘ waurRer A - Sentinel Insurance Company 11000
Analytics Holdings, LLC Health weuren 8 ; The Hartford 20424
Infor. Designs, LLC HDI Solutions, LLC surer ¢ . ASIWC FIMidwest Employers
Sanovia Health Info. Designs, LLC INSURER 0 ; Sentry Insurance a Mutual Compa 24988
391 Industry Drive, Aubum, AL 36832 weuren e . HUAS0N Speciaity insurance Comp
INSURER £ :
COVERAGES CERTIFICATE NUMBER: ) REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

kTR TYPE OF INSURANCE ) N - POLICY NUMBER T—L ,‘W ....,D;m“’ LIS
A [ GeENERAL LiaBILITY l'x | 21UENNE©Q947 06/0772014{06/07/2015 EAcH OCCURRENGE 11,000,000
) ] I DALIAGE TO RENTED
X COMMERCIAL GENERAL LIABRITY | | PREMISES (€ occumencgy | $300,000
| cLams-ace @ OCCUR MED EXP (Any one persony | 310,000
1] PERSONAL & ADVINURY | 51,000,000
GENERAL AGGREGATE 32,000,000
| GENL. AGGREGATE LIMIT APPLIES PER: PRODUCTS - COMPIOP AGG | 52,000,000
POLICY | s ’_] Lot $
AUTONOBILE LIABILITY X 7 10772014 06/07 /2015 COMBINED SINGLE LIMIT
A S X |21UENNED094 06/07 07/20 oot ‘1.000.000
ANY AUTO . ! BODILY INJURY (Per person) | §
ALL DAWNED AUTOS | BODILY INJURY (Per sccident) | 3
|| SCHEDULED AUTOS PROPERTY DAMAGE
"‘Ei HIRED AUTOS {Per necident) :
X[ NON-OWNED AUTOS s
I s .
B _li UMBRELLALIS ) X | occur 21RHUKK9599 06/07/2014]06/07/2015 EACH OCCURRENGE 54,000,000
| EXCESS LtaB CLAIMS-MADE AGGREGATE 4,000,000
|| oeoucTiste : )
X| rETENTION 310,000 | $
WORKERS COMPENSATION | WC STATU- OFH-
C | o ERPLOYER S LABILTY n 637501 101/0172014 01!01!2015511‘1&“”15 I IER
D | ANY PROPRIETORPARTNER/EXECUTIVE 9054351 01/01/20140%/01/2019 £.. EacH ACCIDENT 51,000,000
OFFICERMMEMBER EXCLUDED? Elg NIA |
{Mandatory bn NH) ! E.L. DISEASE - A EmpLOYEE| 51,000,000
%’TW%PEWTWSW | £, DISEASE - PoLIcY LT | 41,000,000
E [Professional EUC0811T002 Ib6107!2014 06/07/2015 $5,000,000
|

DESCRIPTICN OF OPERATIONS / LOCATIONS ! YEHICLES (Attach ACCRD 101, Additional Remarks Schadule, il mors space is required}

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
New Hampshire Board of Pharmacy THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

121 South Fruit Street ACCORDANCE WITH THE POLICY PROVISIONS.
Concord, NH 03301

AUTHORIZED REPRESENTATIVE
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