





STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

June 2, 2021

Sarah L. Stewart

Commissioner

Department of Natural and Cultural Resources
State of New Hampshire

172 Pembroke Rd

Concord, NH 03301

Dear Commissioner Stewart:

This letter represents formal notification that the Department of Information
Technology (DolT) has approved your agency's request to amend a contract with Cardinal
Tracking, Inc., of Lewisville, TX, as described below and referenced as DolIT No. 2017-053A.

This is a contract amendment to purchase additional hand-held ticketing units and
associated software for the Hampton Beach Park Patrol. The Division of Parks and
Recreation uses a hosted software solution and hardware purchased from the vendor
for parking enforcement along the seacoast. With additional enforcement areas and
additional staff, the new equipment is required to effectively enforce more locations
simultaneously.

The cost for this amendment is $16,41%.71, increasing the total contract price to
$144,234.21 with no change to the contract end date of December 31, 2022. This amendmen_t
- shall become effective upon Governor and Executive Council approval through December 31,
2022.

Sincerely,

Denis Goulet

DG/ik

"tnnovative Technologies Today for New Hampshire's Tomorrow”



STATE OF NEW HAMPSHIRE
DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF PARKS AND RECREATION
DPR - PARKING MANAGEMENT SYSTEM
2017-053
CONTRACT AMENDMENT 1 -

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP #2017-053 on
December 6, 2017, Item # 33A (herein after referred to as the “Agreement”}, Cardinal Tracking, inc. (hereinafter
referred to as “Vendor") agreed to supply certain services upon the terms and conditions specified in the Agreement and
in consideration of payment by the Depantment of Natural and Cultural Resources, Division of Parks and Recreation
(hereinafler referred to as the “Department™), cerlain sums as specificd therein;

WHEREAS, pursuant to the Agreement Sectien 18: Amendment and the provisions of the Agreement, the
Agreecment may be modified or amended only by a writteminstrument executed by the partics thercto and approved by

the Governor and Executive Council;
WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to purchase additional hardware, associated software and accessories due
to increased enforcement locations and staff:

WHEREAS, Thc Vendor agrees to provide the Department with two additional hand-held units, associated
software and accessories;

) WHEREAS, the Department and the Vendor wish to increase the Contract price by $16,413.71 to bring the
total contract price to $144,234 21;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agrcement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $16,413.71 from
$127,820.50 to $144,234.21,

2. The Agreement is further amended as described in Tuble 1:

Table 1

Contract#_ . |... ¢ ont o Sti iR E i T

2017083 =" [ e " - ;“AMENDED TEXT R

Exhibit‘B .'..»‘;.; A Ig‘:_.'- @l . AR N

Section Number |/ [ .7 ©F e : ' R v T IO, T SRS A

13 Replacc tnble 1.3 Soﬂware Llccnsmg, Mnmtcmnce and Warranty Support Pncmg Worksheet wuth rev1sed
table 1.3 below.

14 Replace table 1.4 Handhelds and components, Maintenance, and Support Pricing Worksheet with revised
table 1.4 below.

1.7 Replace table 1.7 Total Cost per Fiscal Year with revised table 1.7 betow

Initial all pages

Vendor Initials Q Date ;ﬂahl \ ' Page 1 of 5

Amendment template revision 11/28/18



[

STATE OF NEW HAMPSHIRE

PDEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF PARKS AND RECREATION
DPR - PARKING MANAGEMENT SYSTEM

2017-053

CONTRACT AMENDMENT l

1.3 Software Llcensing, Maintenance and Warranty Support Pricing Worksheet

So&ware Initial ' Maintenance Support and Upgrades
Cost Yearl Year 2 Year 3 Year 4 | Year 5§ Total
T:ckeka Complete $0.0 $2,429.10 $2,429.10} 5242910 $2,429.10 | $2,429.10 | $12,145.50
Software Package '
TickeTrak Mobile Software $0.0 £180.00 $1280.00 $180.00 $180.00 $247.50 $967.50
TickeTrak User Licenses $0.0 $53.10 $53.10 $53.10 $53.10 $53.190 $265.50
TickeTrak Import Module $0.0 $179.10 $i79.10 $179.10 $179.10 $179.10 $895.50
TickeTrak Online Ticket $0.0 $539.10 $539.10 $539.10 $539.10 $539.10 $2,695.50
Payvment Integration :
TickeTrak On-line Ticket $0.0 $359.10 $359.10 $359.10 $359.10 $359.10 $1,795.50
Appeals Interface
TickeTrak Archive Module $0.0 $179.10 $179.10 $179.10 $179.10 $179.10 $£895.50
Online Citation Payments $0.0 $1,440.00] $1,440.00| 51,440.00 | $1,44000 | $1,440.00 $7,200.00
Modulc with Maintenance and .
Support
Collection Agency Module 30.0 $269.10 §269.10]  $265.10 §265.10 $269.10 $1,345.50
with Maintenance and ' ’ T I
Support. .
ORIS Returns $0.0 $7.500.00{ $7,500.00| §7,500.00 | $8,500.00] $8500.00 | $35,500.00
Total Software - $13,127.70 | S13,127.70 | §13,127.70 | $14,127.70 | $14,195.20 | $67,706.00
1 4 Handhelds and components Maintenance, and Support Pricing Worksheet
lm tial Additional | Maintenance Support snd Upgrades
Handield/ Components Cost Cost Yesar l Year 2 Year 3 Yenr 4 Year §
. Amendment 3 -
NS Scan - B $25,272.00 Included | Included | Included Includcd Included
N5 4 Slot Cradle - 2 $2,186.00 Included | [ncluded [ Included Included | Included
N5 Sparc Batteries — 8 51,104.00 Included | Included | Included Included | Included
NS Flex Strap—8 $144.00 Included | Included | Included Included | Included ~
NS5 Rain Guard — § $336.00 Included | Included { Included Included | Included
N5 5 Year Warranty - 8 $10,240.00 Included - | Included | Included Included | Included
Cagio IT-9000 Trade In - 8 ($2,000.00} N/A N/A N/A N/A | NJA
N5z1 Scan—3 : $9.477.00 | N/A N/A N/A Inctuded | Included
N5/N5z1 Single Slot Cradle -3 $825.00 | N/A N/A N/A Included | Included
N5/N5z1 Spare Batteries - 3 $414.00 | N/A N/A N/A Included | Included
~“N5/MN5zt-Flex-Strap—=-3 $54.00--NIA——- - NJA———|-NA———Included-|-Included—}
N5/N5z1 Rain Guard - 3 $126.00 | N/A N/A N/A Included | Included
NS5/MNS5zl 3 Year Warranty - 3 $3,450.21 | N/A N/A N/A Included | Included
Total Hardware . $37,482.00 $14,346.21
Initial all pages
Vendor Initials &= Date 126121 Page 2 of §
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF PARKS AND RECREATION
DPR - PARKING MANAGEMENT SYSTEM

2017-053
CONTRACT AMENDMENT 1
1.7 Total Cost per Year ,
~ Description Year1 Year 2 Yeard | Yeard Year 5 Total
Software/Maintenance $5,627.70 $5,627.70 $5,627.70 $5,627.70 $5,695.00 $28,206.00
Hardware/Mzintenance $£317,482.00 - - $14,346.21 - $£51,828.21
Training/Installation $6,500.00 $800.00 $800.00 $800.00 $£800.00 $9,700.00
DMV $7,500.00 $7,500.00 $7,500.00 $8,500.00 $8,500.00 $39,500.00
Hosting/Maintenance $3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 $15,000.00
TOTAL COST 560,109.7¢ | $16,927.70 [ S$16,927.70°| $32,273.91 | $17,995.20 | 5144,234.21
Tnble 2 CONTRACT HISTORY 201‘7-053 DPR Parkmg \‘[anagcmcnt S\'stem
CON'IRAC'I_‘:‘ NPT . < f S T B! I
: ';’"*""“AND - “'"""‘l_#_‘ NCOTS " il ";‘*G_JQ_:_C‘F"" maiiihi et iy e
A;MI'I‘NDMENTi - ' . tAPPl}Ol’AL e CONTRACT
UNUMBER [ .. AMENDMENT TYPE . S DATE."'|" .ENDDATE-..| ., AMOUNT'
20]7-053 Original Contract 12/6/2017 12/31/2022 $127.820.50
. Ttem #33A
2017-053 1* Amendment TBD 12/31/2022 $16,413.71
Amendment 1 ' Item #¥TBD '
L CONTRACT TOTAL N IR B . . 5144,234.21
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF PARKS AND RECREATION
DPR - PARKING MANAGEMENT SYSTEM
2017053
CONTRACT AMENDMENT 1

Except as provided hercin, all provisions of the A greement shall remain in full force end effect. This modification shall
take effect upon the approvel date from the Govemnor and the Executive Council.

IN WITNESS WHEREOF, the parjjes have herennto st their bands as of the day and year first ebove wrilten.

pate: 8 126124

Stephen Leuschner, President, CEO
Cardinal Tracking, Inc.

Stote of Ncw Hampshire

&Y
S St _

Samh L. Stewart, Commissioner
Stote of New Hampshire
Department of Natural end Culturel Resources

[nitial all pages
Vendor Initiats_“D\— Dme 8]/ 20121 . Page 4 of 5
Amentingnt iomplate revisiun 11218




STATE OF NEW RAMPSHIRE
DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF PARKS AND RECREATION
DPR — PARKING MANAGEMENT SYSTEM
2017-053
CONTRACT AMENDMENT 1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.
Approved by the Aftorney General

S /L, T Date: 06/03/2021

State of New Hampshire, P#partment of Justice
Michael Haley, Attorney

I hereby cestify thst the foregoing amendment was approved by the Governor and Exccutive Council of the
State of Ncw Hampshire at the Mecting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Daie:

Initial all pages
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State of New Hampshire
Department of State

CERTIFICATE

T, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that CARD]‘N‘AL TRACKING,
INC. is a Texas Profit Corporation registered 1o transact business in New Hampshire on February 01, 2002. [ further certify that all
fecs and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 397036
Centificate Number: 0005374021

)

IN TESTIMONY WHEREOF.

T hereto set my hand and cause to be aflixed
the Seal of the State of New Hampshire,
this 27th day of May A.D. 2021.

Doy fodr
William M. Gardner

Secrctary of State




CARDIMAL

Certificate of Authority
Corporate Resolution
1, Rhonda Timmons , hereby certify that | am duly elected Clerk/Secretary of
(Name)
Cardinal Tracking, Inc. . I hereby certify the following is a true copy of a

(Name of Corporation or LLC)

vote taken at a meeting of the Board of Directors/shareholders, duly called and held on March
{Month)

15,20 _21 _at which a quorum of the Directors/shareholders were present and voting.
(Day) (Year)

VOTED: That Steve Leuschner, President (may list more than one person) is duly authorized to
(Name and Title)

enter into contracts or agreements on behalf of CardinalTra_Cking- Inc. with
) {Name of Corporation or LLC)

the State of New Hampshire and any of its agencies or departments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect the purpose of this vote,

1 hel.-eby éertify that said vote has not been amended or repealed and remains in full force and effect as of
the date of ti!e contract to which this certificate is attached. | further certify that it is understood that the State of‘
New Hamp_shire will rely on this certificate as evidence that the pémon(s) listed abovg currently occupy the
position(s) indicated and that they have full authority to bind the corporation, To the extent that there are any limits
on the authoriiy of any listed individual to bind the corporation in contracts with the Sta;e of New Hampshire, all

such limitations are expressly stated herein.

DATED: 05/26/2021 ATTEST: Rhonda Timmons, Secretary
' ' ' (Name and Title)



*ACORY - SATE BeTDRTYY
- CERTIFICATE OF LIABILITY INSURANCE

2/2612021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY ‘AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S) AUTHORIZED"
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If tho certlficate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subjoct to tho torms and conditlons of the policy, cerfain policles may require an endorsement. A statement on
this certificate doos not confer rights to tha cortificate holder In lieu of such endorsement(s).

T B %‘“ Daphne L. Watkins o ‘
10101 Reunion Place : \C. No, Extl 214-989-7100 (AKC, Noy; 214-506-0030
Suite 100  ADDRESS; service@ib-tx.com
San Antonio TX 78216 INSURER(S) AFFORDING COVERAGE NAIC#
INSURER A : Chubb Group of Insurance Companies’ 388
INSURED |, . CARDTRAM| | sren o : Great Northem Insurance Company ° ’ 20303
?ggl?-glkzzg;c 'Bgr .ag?;ﬂ.‘agg gement Systems, Inc. INSURER C: Federal Insurance Company : 20281
Lewisville TX 75057 ' INSURER D : i
. : INSURERE :
INSURER F :
COVERAGES ) CERTIFICATE NUMBER: 538415314 ) REVISION NUMBER

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE PCLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT. OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HERE!N IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

. ADDOLIEUBR] Y EFF Y EXP
ey TYPE OF INSURANCE msolwyp) - Poucy NuMBER L‘Pou%m Q%mn LTS
A | X | COMMERCIAL GENERAL LIABILITY | 36033580 | 2errzoz | 22702022 | eacH OCCURRENCE | 51,000,000
. . BAMATE T RENTED
CLAIMS-MADE OCCUR . . PREMISES (Ea occurmence) $ 1,000,000
: MED EXP {Any one person} | $ 10,000
. . . ) . PERSONAL & ADV INJURY | § 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: . . GENERAL AGGREGATE | § 2,000,000
Ces O
POLICY JECT Loc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: : $
B | AUTOMOBILE LIABILITY 73592854 2272020 | 2272022 | GOMBINED SINGLELIMIT. 1 54 000,000
ANY AUTO - BOOILY INJURY {Perparson) [ §+
OWNED SCHEDULED . :
D LY - SCrEgulED BODILY INJURY (Per socident)| §
X | HIRED NON-QWNED . i . ) , . PROPERTY DAMAGE Ts
|~ _{ AUTOS ONLY | AUTOS ONLY : 1 * . | {Per sccident)
. ' . . s
C | X | UMBRELLALIAB ‘occur _ 79895876 . 22712021 | 2127/2022 | EacH OCCURRENCE $ 3,000,000
EXCERSLAR . CLAIMS-MADE : _ . ) : AGGREGATE $ 3,000,000
DED I I RETENTION § . ) ) s
C | WORKERS COMPENSATION i 71754 : 712021 7022 X ot
AND EMPLOYERS' LABILITY YIN 526 .| ¥ren | w2022 StArurE |
ANYPROPRIETORPARTNEREXECUTIVE ’ E.L. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBEREXCLUDED? NI1A : : - -
Mandatory in NH) | E.L. DISEASE - EA EMPLOYEE] § 1,000,000
H yes, gescribe under - : ; }
DESCRIPTION OF OPERATIONS below . E.L. DISEASE - POLICY LIMIT | § 1,000,000
A | Professional Usbitity/EAC o . 36033560 212712021 212712022 | Per Ocoumence . 2,000,000
. SO Agaregats. 2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarka Schedule, may be sttached if more space is required) . ]
The General Liability anc Autormoblle policies Include a blanket additional insured endorsement (80-02-2367 05/07 & 16—02-0292 14/16)as required in & written
contract with na insured. Primary Non-Contributory epplies per attached [80-02-2367 11/18] General Liabillty, Automobile, and Workers' Compensation
policies include a blanket waiver of subrogation endorsement [80-02-2000 04/01, 16-02-0202 04/11, & WC000313 4/84)] as re?ulred in a written contract with
the named insured. Cancellation see attached [80-02-9791 04/13, 168-02-0306 5/41 & WC278 07/84] Umbrella Liabllsly policy tollows form of General Liability,
' Auto and Workers Compensation policies:

Errors & Omissions coverage Is included in the General Liability Packagse.

CERTIFICATE HOLDER : . CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL- BE DELIVERED IN:
ACCORDANCE WITH THE POLICY PROVISIONS.

Department of Natural and Cultural Resources—DNCR

172 Pembroke Rd
COI'IGOI'd NH 03301 AUTHORIZED REPRESENTATIVE

. © 19688-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 {2016/03}) The ACCRD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPARTMENT of NATURAL and CULTURAL RESOURCES

DIVISION of PARKS and RECREATION
172 Pembroke Road  Concord, New Hampshire 03301
Phone: (603)271-3556 Fax: (603)271-3553
Web: www.nhstateparks.org

October 25, 2017

His Excellency, Governor Christopher T. Sununu
and the Honorable Executwe Council

State House - .

Concord, New Hampshire 03301

REQUESTED ACTION
Authorize the Department of Natural and Cultural Resources (DNCR), Division of Parks and Recreation, to enter into a
five (5) year contract with Cardinal Tracking, Inc. (VC #119583), headquartered in Lewisville, TX for a hosted parking
- . enfotcement and management system for the period upon Governor and Executive Council approval through December

31, 2022, with the option to renew up to two times for three years each upon consent of both parties and Govemor and
Executive Council approval.

Funding is approved and available as follows in Fiscal Years 2018 and 2019. Continued fundmg in the annual amount of
$16,927.70 for the program-is pending budget approval for Fiscal Years 2020, 2021 and 2022. 'Funding is a combination
of DolT and Agcncy Income. All funding is 100% Parks Funds (self-funded). )

| J0B NUMBER : 2018 | 2019 2020 2021 2022 Amount

CAT#fDEFI'#-AGENCY#-AC'I' IVITYR-ACCTG
‘| UNIT#- DEPT NAME -ACCTG UNIT NAME * . ' ' : o
CLASS -OBJECT ~ACCOUNT DESC FY FY FY FY FY Total

03-35-35-351510-73000000 Ham.pton Meters

103-502664 Contracts for Operational Services 7,500.00 \ ' 7,500.00

01-03-03-030010-763 500000~ DolT- IT for D'NCR _ o .
038-500175 Technology Software 17,609.70 | 16,927.70 | 16,927.70 | 16,927.70 ; 16,927.70 85,320.50
Job Number - 03350033 s . L .

01-03-03-030010-763 500000~ DolT- IT for DNCR

037-500174 Technology Hardware 35,000.00 : . 35,000.00

Job Number - 03350022 ‘ ] .

MI ) . 60,109.70 | 16,927.70 ! 16,927.70 | 16,927.70 | 16,927.70 | $127.820.50
, © EXP m;&ngu

Thls not-to-exceed contract in the amount of $127,820. 50 will allow the Division of Parks and Recreation to use this
system at the Hampton Beach Park Patrol within Hampton Beach to track whien a parking citation was issued, paid, if the
citation needs to be 'voided, and if notices need to be generated to collect overdue citations. ‘Further, it will allow the
Division to identify accounts with multiple outstanding citations allowing the Park Patrol staff to 'determine if a vehicle
should be towed due to non-payment. The system will also allow the Division to retriéve both in-state and all out-of-state
vehicle registration information. Finally, the System will allow the Division of Parks and Recreation to refer dehnquent

- accounts to our debt collection agency for further debt collection action.

On March 27, 2017, a Request for Proposals for “DPR — Parking Management System” ‘was advertised on the
Department of Administrative Savnm website. This RFP was also sent to a list of vendors provided by the Department
of Administrative Services.



His Excellency, Governor ChnstOpher T. Sununu
and the Honorable Councll

Page 2

Three (3) firms submitted proposals by the closing date of May 4; 2017. Of the three proposals submitted, two proposals
completed all the requirements of the RFP. and were accepted. In addition to the written responses to the RFP, both of the
-selected vendors provided detailed, in-depth, on-srte presentations to.the entire RFP team followed by additional requests
for information. ! .
l-‘ollowmg these prmntanons. the RFP committee scored the proposals Cardmal Trackmg, Inc., was subsequently-
selected as the prefemd vendor based on the sconng provided by ‘the committec. Cardinal Tracking, Inc., is the
incumbent contractor currently providing these semm to the NH Division of Pnrks and Recreation. A summary of the
scoring is attached for your review.

Subsequently, two members of the scoring team representing the Dcporl:mcnt of Information Technology and the .
headquartaslndmlmstntlve office were selected to draft a contract based on the RFP proposal submitted by Cardmal
Tracking, Inc. : X _

As an operatlonally self funded ¢ agency. the Division must manage its' funds very closely and must focus ona posmve
financial performance to maintain the NH State Park ‘System into the future. This contract allows the Division to manage
the parking citations issued and send follow-up notices to accounts that remain outstanding. Further, the contract allows :
thc Division to submrt any delinquent accounts to our collectnon agency for further debt collection action.

In the hlghly competltwe mdustry meeting the-demand for parking management systems, the NH DIVISlon of Parks and )
Recreation is conﬂdent that Cardinal Tracking, Inc. will be able to strateglcally position the Dlwsuon 8 resources and ..
_ lmprove the level of customer service over the term of this oontract )

. The {\ttomey Geneéral’s office has reviewed a.nd approved this contract as to form, substance and execution.

i
.

: Respectfully Submltted . : . . Cdncurred,

1

@—a\\»\/ o mm_

- Philip A. Bryce 0 Jeffrey‘.l(-ﬁose
Du_-ectol- K ; - . ' Commissioner.
; g
- . i + . iy
! c w7 Denis Goulet
: . ' Commissioner
: i Dcpmment of Information Tech.nology '
; .
5

RID# 30463

" Page |2 L .
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‘ RFP 2017-053 DPR Parking Management System _
Company. Company Address | Solution Cost Proposed Vequ Vendor TOTAL
: ' Software Technical, Company
Sohstion Service and and
| Project Mgmt Staft
" qua
30PtsMax | 40Ptsmax | 1SPtsMax | 1SPisMax | 100 Pts Max -
. 1825 Lakeway Dr. - '
" Cardinal Tracking  {Suite 100 30.00 30.50 14.25 14.25 £9.00
Lewisville, TX 75057
427 Tatnall St
. . Suite 27927 - -
Passport Parking, Inc Wilmington, DE . 1424 39.50 15.00 15.00
i 19801-2230
116 North Plains
. BIndustrial Rd ’
NetTech Sotutions Wallingford, CT 0.00 8.25 7.00 7.00
06492

Note:’NetTechhh:ﬂomwanﬁmmpleteduﬂieuamqmnnhgdﬂmﬂnkwwmmtm

Page 1 of 1




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 ’
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denls Coufe_t
Commis.rlonef

t

November 15, 2017

’ i
Jeffrey J. Rose.
- Commissioner
Department of Natural and Cultural Resources
State of New Hampshlre :
172 Pembrake Rd -
Concord, NH193301

Dear Commissioner Rnse:

~ This letter repre'eents formal notification that the Department of information Technology (Dorr] _
has approved your agency’s request to enter into: a contract with Cardinal Tracking, Inc., headquartered
in Lewisville, ‘Tx for a hosted parking enforcement and manasement system as described below and,
referenced as DolT No. 2017-053 .

Thls contract will allow the Division of Parks'and Recreation to use the parking "

. enforcement and management system at thé Hampton Beach Park Patrol within. -
-Harnpton Beach to track when a parking citation was issued, paid, if the. citation needs
to be voided, and if notices need to be generated to collect overdue citations. The
.system will also allow the Division to retrieve both in-state and ali cut-of-state vehicle -
> ‘reglstration Information Finally, the System will aliow the Division of Parks and
Recreation to refer delinguent accounts to a debt collection agency for further debt
ooilection ection :

The total funding amount is not- to-exceed $127,820. 50, and is eﬁective upon the date of
Governor and Executlve Councll appmval through December 31; 2022. ‘

- a ' - . ' - Sincerely, ) ,

Denis Goulet . ;

DG/mh
RID 30463 -

<c: Nicole Warren, IT Manager

"Innovative Technologles Today for New Hampshire's Tomorrow”
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‘, FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governorand .
' Executive Council for approval. Any information that is private, confidential or proprietary must
becleeﬂy |denufledtomeegencynndusreedtoln writing prior to signing the contract. ,

?, . ‘" AGREEMENT
[ The State of New Hampshire and the Contractor hereby mutually agree as follows:
) g GENERAL PROVISIONS -
1. IDENTIFICATION. :
1.1 Statc Agency Name _ 1.2 State Agency Address
DNCR - Division of Parks and Recreaﬂon ' 172 Pembroke Road, Concord NH 03301
1.3 Cemractor Name — _l ' 1.4 Contractor Address .
Cardinal Tracking, Inc. . . ‘1825 Lekewey Drive, Suite 100
: T - ‘ Lewisville, TX 75057
1.5 Contractor Phone 1.6 Account Number '| 1.7 Completion Date “T8 Price Cimitation
Number . : ,
‘| 972-539-8914 o 7300-502664 I2!3,l!2022 e, $127,820.50
76350000-037-500174
! 76350000-038-500175
l .9 Contracting Officer for State Agency 1.10 State Agency Telephone Numbet
Dee Dee Hanson, Program Specialist - - . : 603-27!-3556
Contr = . 1. 12 Name and Tnle of Contractor Sngnatory
2/3\Q\3ﬁ_\.-.eu:: t\'_\n-wer‘ Q‘f s\de J\‘L CAD

1.13 Acknowledganem State of L County of .

On | \\3."] \3—0 \7. before the undersigned officer, personally nppeered the person ldentiﬁed in block 1. 12, or satisfactorily
provmwbethepersonwhosen.nmis signed inblockl 11, andaekmwledgudtha:l s/he executed this document in the capacity
indicated in block 1.12.

1.13.) Slg;nature NotnryPuhlncorlustieeofﬁ eece
. fseal] ‘

||32 N nnd'l‘itleof Notary Just{ceormerm

"Notary
Honpa L. .mmous

1779 SucA Si | 1.18 Nan'seend"l‘nleomeeAgmcySlgm.tory
' mw } \\/ QB/ (3| \hmm e Cmmms&m___

1.16 Approval by the N. H. Depmmem of Adminismnon. Division of Pemnnel (}f ap?:?!cable)

RHONDA J TIMMONS
Notary ID #7388010
My Commission Expires

\

ontnp—

b

By: ajy ' . ' ‘ DirectorOn

‘ l.I? Approval by the Atto Genera.l (Fon'n. Substmce and Execmlon) (if applicable)

o Ol Tl = u/_;g/n-"

118 Approvq}'; the Governor and Executive Council (if applicable)

By: - - On:

-
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i
2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED.’ The State of New Hampshire, acting
through the agency identified in block 1.1 {“State™), engages
contrector identified in block 1.3 (“Contractor™} to perform,
end the Contractor shall perform, the work or sale of goods, or
both, identified and mere particularly described in the atiached
EXHIBIT A which is incorporeted herein by reference
(“Services™). ‘

3. EFFECTIVE DATEICOMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement 1o the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agrecmem. and all obligations of the pa.rues

" hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement Is signed by the State Agmcy as shown in block
1.14 (“Efféctive Date™). .

3.2 If the Contractor commences the Services prior to the
Effective Date, ell Services performed by the Contractor prior
to the Effective Date shall be performed et the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.

Contractor must complete all Services by the Cornplcuon Date

. specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, ell obligations of the State hereunder, inctuding,
without limitation, the continuance of payments hereunder, are
contingent upon the availability end continued appropristion
of funds, and in no event shall the State be liable for any

payments hereunder in excess of such available appropristed

funds.. In the cvent of a reduction or termination of
epproprigted funds, the Stete shall have the right to withhald
payment until such funds become available, if ever, and shall
have the right to termmne this Agreement immediately upon
giving the Contractor notice of such termination. The State

shall not be required to transfer funds from any other account - .
to the Account idemsﬁed in block 1.6 in the event funds in that

Account are reduced or unavailable.

5, CONTRACT PRICEII’RICE LIM ITATIONI
PAYMENT. ;
5.1 Tltoontru.dprice.mﬂbodofpuymem.mdtermsof
payment are identified and more particularly described in
EXHIBIT B which is incorporeted herein by reference.

'SzmmmbydemeofﬂnconMpnceshallbeﬂw )

only and the oomplete reimbursement to the Contractor for all

expenses, of whatever nature incurred by the Contractor in the. .

": performance hereof, and shall be the only and the complete
compeansztion to the Contractor for the Services. The State
shall have no lizbility to the Contractor other. than the contract
price. - ) o

‘ Page 2 of 4

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-¢ or any other provision of law.

5.4 Notwithstanding eny provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shal} the total of all payments authorized, or sctually
made hercunder, exceed the Price Limitation set forth in- block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY, ' '

6.1 In connection with the performance of the Servwes, the
Commctor shall comply with all statutes, laws, regulations,
and orders of federa), state, county or municipa! authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity -
laws. This may include the requirement to utilize auxiliary

‘aids and services to ensure that persons with communication

disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor, In addition, the Contractor
shall comply with all epplicable copyright laws. |

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or epplicants for
employment because of race, color, religion, creed, age, sex,

- "handicap, sexual orientation, or national origin and will take

affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United .Smu, the Contrector shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor (41
C.FR. Part 60), and with any rules, regulstions and guidelines
as the State of New Hempshire or the United States issue to
jmplement these regulations. The Contractor further agrees to

. permit the Stete or United States access to any of the
. Contractor's books, records and accounts for the purpose of

escertaining compliance with all nules, regulations and orders,
and the eovemms. terms md conditions of this Agrecmem

7. PERSONNEL. o

7.1 The Contractor hall et its own expense provide all
personnel necessery to perform the Services. The Contractor
warrants that all personnel engeged in the Services shall be
qualified to perform the Services, and shatl be properly
licensed and otherwise amhonzed 10 do 20 under all applicable

- laws.
. 7.2 Unless otherwisc mﬂwﬁmd in writing. dunng the term of

this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or

" corporetion with whom it is engaged in a combined effort to
_ perform the Services to hire, any person who is a State

employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor lnitia!§
, Datc_iz—ri .



Agreement. This provmon shall survive termination of this
Agreement.
7.3 The Contracting Ofﬁoer specified in block 1.9, or his or

her successor, shal! be the State's representative. In the event

of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

i
Il

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more'of the following acts or omissions of the
Contractor shall constitute an event of default hereunder )
(“Event of Defaiht™):
8.1.1 failure to perform the Services misfuctonly or on
- gchedule;
8.1.2 failure to submit eny report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take gny one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
- of Defauit and requiring it to be remedied within, in the
sbsence of & greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely rcmedned 'terminate this Agreement, effective two
{2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event

of Defeult end suspending all payments to be made under this

Agreememmd ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Evem of Default

- shall neverbepaidtolheComractor
8.2.3 set off agninst any other obligetions the State may owe to

the Contractor any dameages the State suffers by reason of any

Event of Default; and/or )
8.24mtheAyeememasbreud|edmdpursueanyoflts
remedics &t law or in equity, or both.

9. DATAIACCESS-‘CONFIDENTIALI'I’YI
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things. developed or obteined during the
performance of, or mqulred or developed by reason of, this -
Agreement, including, but not limited to, all studies, reports, -
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs,-computer
printouts, notes, letters, inemorands, papers, and documents.
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose’
inder this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreemem for any reason. :

93 Conﬁdenﬁnlny of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting

Officer, not later than fifteen (15) days after the date of

terminstion, a report (“Termination Report™) describing in
detail all Services performed, and the contract price camed, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shzll be identical to those of any Final Report
described in the attached EXHIBIT A.

11, CONTRACTOR’'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in ail
respects an independent contractor,-and is neither an agent nor
en employee of the State. Neither the Contractor nof any-of its
officers, employees, agents or members shall have authority to
bind the State o receive any benefits, workers’ compensation
or other emoluments provided by the State to its employees.

'12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

‘The Contrector shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shallbe
subcontracted by the Contractor without the prior written.
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against eny end all losses suffered by the
State, its officers and employees, and eny and all claims,
liabilities or penalties asserted agninst the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be

‘claimed to zrisc out of) the acts or omissions of the

Contractor. Notwithstanding the foregoing, nothing hercin
conteained shal) be deemed to constitute a weiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall '
survive the termination of this Agreement.

14, INSURANCE. .

‘14.1 The Contractor shall, at its sole cxpense. obtain and

maintain in force, and shall require any subcontractor or. .

mlgnee to obtain and maintain in force, the following

insurance:

14.1.1 comprehensive general liability insurence againist afl-

claims of bodily injury, death or property damage, in amounts

of not less than $1,000,000per occarrence and $2,000,000
;and

14.1.2 specml cause of loss coverage form covering all

property subject to subparagraph 9.2 herein, in an emount not

less than 80% of the whole replacement value of the property.

“14.2 The policies described in subparagraph 14.1 herein shall

be on policy forms and endorsements epproved for use in the -
State of Néw Hampshire by the N:H. Department of

" Insurance, and issued by insurers licensed in-the Stete of New

Hampshire.

Contractor Initials jL
. Date ) /21117



14.3 The Contractor sha]l furnish to the Contracting Officer
identified in block 1. 9 or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.

. Contrector shall also fumtsh to the Contmctmg Officer .
identified in block 1 9 or his or her successar, certificate(s) of
insurance for all rencwal(s) of insurance required under this

Agreement no later than thirty (30) days prior to the expiration

date of each of the insurance policies. The certificate(s) of
insurance end any renewals thereof shall be attached and are
morporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
. provide the Contmdmg Officer identified in block 1.9, or his

" or'her successor, no less than thirty (30) days prior written
notice of cancellation or modlﬁcuion of the policy.

-}

15.- WORKERS® COMPENSATION.

15.1 By signing this nyoement.theComrwtoragecs. .

certifies and warrants that the Contractor is in compliance with A

or exempt from, the requirements of N.H. RSA chapter 281-A
{“Workers' Compensation”),

15.2 To the extent the Contractor is subject to the :
. requirements of N.H. RSA chapter 281 -A, Contractor shall .
maintain, and require any subcontractor or-assignee to secure
and maintain, payment of Workers’ Cumman in -
connection with activities which the person proposés to -
undertake pursuznt to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, o his
or her successor, proof of Workers' Compensation in the -
manner described in N.H. RSA chapter 281-A and any
epplicable renewel(s) thereof, which shall be attached and are
" incorporated herein by reference. The State shall.not be
responsible for payment of any Workers' Compensstion
premiums or for any, ‘other claim or benefit for Contractor, o

. ey subcontractor or employec of Contractor, which might
arise under apphca.ble State of Néew Hampshire Workers’

Compensation laws In connection with the performume ofthe -

Services under this Agmemcm. .

16. WAIVER OF BREACH. No {aiture by the State to -

enforce any provisions hereof afier any Event of Default'shall
" be deemed a waiver of its rights with regard to that Event of -

Default, or any si:bséguem Event of Default: No'express' '
- frilure to enforee giry Event of Default shall' be deemed 2

: wafvu-ofd:eriglnofmcSmetoenfomewhand allofthe

-provisions hereof upon any further or other Event ochfnuh
on the part of the Contractor.

. 17. NOTICE. Any notioe'by a party hefeto to the other party

shall be deemed to have been duly delivered or given at the .

time of mailing by certified mall, postage prepaid, in a United

States PostOﬁ'enddmsedlotlu:parhanttMaddmm

gwcnmblocksl2mdl4hcmn '

i

18.; AMENDMENT This Agreemcm may bé ammded

) waived or discharged only by an instrtiment in writing signed
hymepmneshetuomdonly after approvel of such

amendment, waiver or discharge by the Governor and

ExewﬂveCmrcilofﬂ)eStnteof‘NcwHampshtre untess no
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such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS:
‘This Agreement shall be construed in accordance with the

laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the partics and their respective
successors and assigns. The wording used in this Agreement
lsmewotdmgchoscnbytlwpuﬂestoexprmtttnmmua!
imtent, and no rule of construction shall be upphed asamst or
in. fnvor of any party.

20, THIRD PARTIES. The piarties hereto do ot intend to
benefit any third parties and this Agreement shat! not be
construed to confer any such benefit.-

2). HEADINGS. The headings throughout the: Ag-eement
are for reference purposes only, and the words contained
therein shall in no way be held to explun, modlfy. amplify or

-aid in the interpretation, construchm or meening of the

provisions of this Agreement.

22. SPECIAL PROVISIONS Addmona] provisions se't
forth'in the attached EXHIBIT- C ere mcorpomted herein by
refereme

. SEVERABILITY In the event any of‘ lhe provisions of
this Agreement are held by a court of competent jurisdiction to .
becomm'ytomymm:orfedem] law, the remaining

.provisions of this Agreement will remain in full force and
. eﬂ“ect

24, ENTIRE AGREEM ENT. This Agrecment, which may

. be executed in a number of counterparts; esch of which shall -
"be deemed an original, constitutes the éntire. Agreemem ‘and

understanding between the parties, and superseda all pnOt ’
Agreements and undcrsumdmgs relmng hereto.

Contractor Initials jL 2
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources

DPR - Parking Management System - Contract 2017-053

) PART 2 -

INFORMATION TECHNQLOGY PROVISIONS

TERMS AND DEFINITIONS
The following general contracting terms and definitions apply except as specifically noted elsewhere

in this document,

k

Acceptance Notice from the Stalc that a Deliverable has satisfied Acceptance Test or
‘ Review.
Acceptance Letter An Acceptance Letter provides notice from the State lhat a Deliverable has
! satisfied Acceptance Tests or Review.
_Acceptance Period The timeframe during which the Acceptance Test is performed ..
Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by the State
: that describes at-a minimum, the specific Acceptance process, criteria, and
Schedule for Deliverables. ;
Acceptance Test and Tests performed to determine that no Defects exist in the apphcahon Software
| Review- or the System
Access Control Supports the management of permissions for Ioggmg omo a computer or
! network :
Agreement . . A contract duly executed and legally binding.
Appendix’ Supplementary matenal that {s collected and appended at. the back of a -
, document
Audit Trail Capture Supports the |dem1ficat|on and monitoring of activities wnhm an appliumon
and Analysis Oor System .
Best and Final Offer For negotiated procurcments, a Vendor's final offer followmg the corclusion
{(BAFO) of discussions.
Breach or Breach of Unlawful and unauthorized acqmsltlon of unencrypted computmwd data that
Security ' materially compromises the security, confidentiality or mtegnty of personal
_ . ' * information maintained by a person or commercial enntyf
cce . Change Control Procedureés
CR 3 Change Request
.| COTS .. Commercial Off-The-Shelf Software
1 CM - Configuration Management
Certification The Vendor’s written declaration with full supporting and written
: Documentation (including without limitation test results as applicable) that the
Vendor has completed development of the Deliverable end ocruf ed its
readiness for applicable Acceptance Testing or Review.
Change Control Formal ‘process for initiating changes to the. proposed” solutlon or pmoesOs
g S once development has begun.
Change Order Formal documentation prepared for a proposed change in the Specnﬁcauom
Completion Date End date for the Contract
Confidential Information required to be kept Confi dcnnal from unauthorized dlsclosme_
Information . - under the Cortract
Contract - This Agreement between the Stma of Ncw Hampshlre and a Vendor. which
. creates binding obligations. for each party to perfonn as specuﬁed in the
. Lt S Contract Documents.
Contfact;Conclu'slon” .Refers to the conclusion of the Cnntract for any reason, including but not

limited to, the successful Contract completion, termination for convcmeme, or
termination for default.

Contract-Documents

Documents that comprise this Contract

| The persons identified by the State and the Vendor who shall be responsible for

Contract Managers

1

2017 - 053 IT Provisi
Contmcto;r's Initials:
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STATE OF NEW HAMPSHIRE
Department of Natural and Cuftural Resources

DPR - Parking Management System - Contract 2017-053
PART 2 -

INFORMAT]ON TECHNOLOGY PROVISIONS

-all comractua! authonmuon and administration of the Contract. These

responsibilities shall include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking costs and payments,

| and representing the parties in all Contract administrative.gctivities.

Contr:cteﬂ Vendor

The Vendor whaose proposal or quote was awarded the Contract with the State
and who is responsible for the Services and Deliverables of the Contract.

"| Conversion Test
i

A test to ensure that a data conversion process correctly takes data from a
legacy system and sueoessﬁ:lly converts it to form that can be used by the new
system. .

coTS .

Commerciat off the Shelf‘

Cure Period
s

The thirty (30) day period following written noftification of @ defnult within
which a contracted Vendor must cure the default identified.

C-nstom Code

Code developed by the Vendor specnﬁcally for this project for the Sune of. New
Hampshire

Custom Software —

Software developed by the Vendor speclf' cally for this prcgect for the- Sme of
New Hampshire .

Data !

- | State’s records, files, forms, Data and other documents or mformat:on. in chher. .

electronic.or paper form, that will be used /converted by the Vendor during the
Contract Term - .

DBA

Database Administrator

| DeficienciesDefects _

[
S

A failure, deficiency, or defect ina Deliverabie resulting in & Delwemble the
Software, or the System, not conformmg to its Speclﬂcanons

Class A Deficiency - Software -‘Critical, does not allow System to operate, no
work-around, demands immediate action; Written Documentation - missing
significant portions of informsation or unintelligible to State; Non Software -
Services were madequate and require re-perfonnanoe of the Semce

Clau B Deﬁclency Software - |mponant. does not stop operanon and/or -

| there is 2 work around and user can perform tasks; Written Documentation -

portions of information are missing but not enough to make the document

| unintelligible; Non Software - Services were deficient, require rcworkmg, but
"do not requm re-performanoe of the Service.

Clnss C Deficiency - Soﬁwarc mlmmal oosmet:c in nature, minimal effect

.on System,:low priority and/or user-can use System; Written Documentation -

minimal changes required and of minor editing nature; Non Software - Services
require only minor reworking and do not require re-performance of the Service.

Deliverable

| A Deliverable is any Written, Software, or Non-Software Deliverable (letter,
- | report, manual, book, ‘other), grovided by the Vendor to the State or under the:

terms of a Contract requirement.

| Department -

An agency of the State

Department of
"} 'Information

Technology (DoIT)

The Department of lnfonnatlan Technology mbltshed under RSA 21-R by
the chlslaiun: cffective September 5, 2008.

Documentation ..

'_ All information that describes the mstallatlon, opcmlon, and use of the '

Software, either in-printed or electronic format.

Guarantees the. unaltm:d state of a file .

. Digital Siinature

2017 - 053 IT Provisions
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STATE OF NEW HAMPSHIRE -
Department of Natural and Cultural Resources

DPR - Parking Management System - Contract 2017-053

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

DNCR |

Department of Natural and Cultral Resources

A
I3

DPR ’ Division of Parks and Recreation
Effective Date: "The Contract and all obligations of the parties hcreunder ‘shall become effective
' on the date the Governor end the Executive Council of the State of New
! Hampshire approves the Contract.
| Encryption Supports the transformation of data for security purposes .. .
Enhancements Updates, additions, modifications to, and new releases for the Soﬁware a.nd all
' changes to the Documentation as a result of Enhancements, including, but not
: . " | limited to, Enhancements produced by Change Orders . '
-| Event of Default Any one or more of the following acts of omissions of a Vendor shall constitutc

| an event of default hereunder (“Event.of Default™) -

a." Failure to perform the Services satisfactorily or on schedule
b. Fgilure to submit any report required; and/or -
c. Failure to perform any other covenant, term or condition of the Contract °

Firm Fixed Price

A Finﬁ;FiXed-Pﬁce ‘Contract prbvides 8 prid: that is not subject to fncrcas_.c,

| Contract ' | i.e., adjustment ‘on the basis of the Vendor's cost experienoe in performing the
: Contract . .
" | Fully Loaded Rates -are inclusive of ali allowable expcnses. mcludmg, but not hmited to:
: N meals, hotel/housing, airfare, car rentals, car m:leage and out of pocket
. 1 expenses
GAAP ' Generally Acoepted Accounting Principles
| Governor and The New Hampshire Govcmor and Executive Council.:
Executive.Council
Harvest ' Software to archive and/or control versions of software
Identification.and . Supports obtaining: information about those parties attemphng to iog ontoa
| Authentication system or application for security purposes and the validation of those users
Implementation - The process for making the System operational for processing the Data. © - ,
Implementation Plan | Sets forth the transition from development of the System to.full operation, and.

. T . '| includes without limitation, trmmgg, business and technical prooedum
Information - Refers to the tools and. processes used for the gathering, storing, manipulating,
Te_cl:’nolbéy amn »tmnsxmmng, sharing, and sensmg of information including, but not limited to,

' L Data processing, computing, -information systans, tclecommumcatlons. and,
L various audio-and video technologies. =
Input Validation | Ensure that the values entered by:users or provided by othcr applications meet
o . ‘the size, type and format expected. Protecting the apphcanon from cross site
| - s scripting, SQL injection, buffer overflow, etc.
Intrusion Detection Supports the detection of illegal entrance into a oomputcr systcm
Invoking Party -| In a dispute, the party believing itself aggrieved
Key Project Staff Personnel identifted by the State and by the contracted Vendor as asemial to
' o work on the Project. . _
| Licensee " . The State of New Hampshire - .
.| Non Excluslve A contract executed by the-State.that does not restrict thc State from-seeking
' Contrnct; | alternative sources for the Dcllvcrables or *Semm provuded undef the
Coritract. : .
No’:’:—Sofﬁvarc' ‘Deliverables that are not. Software Deliverables or Wnttcn Dcllvcrablm, e. g,,_ ‘
Deliverables meetings, help support, services, other -

Normai Business

Normal Businéss Hours - 8: 00 am. to 4: 00 p.m. EST Monday through Fnday

P
|
)

2017-053 lT Provisions _
ét. Date: ll/le"l
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' STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources:

DPR - Parking Management System - Contract 2017-053
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Hours . excludmg State of New Hampshire holidays. State hohdays are: New Year's
v Day, Martin Luther King Day, President’s Day, Memorial Day, July 4th, Labor
Day, Veterans Day, Thanksgiving Day, the day after Thanksgiving Day, and .
1 Christmas Day. Specific dates will be provided
Notice to Proceed The State Contract Manager s written direction to the Vendor to begin work on

| (NTP) the Contract on a given date and time
Open Data Formats A data format based on an underlying Open Standard. :

1 Open Sonree Software | Software that guaramees the user unrestncted use of the Software as deﬁned in

. RSA 21-R:10 and RSA 21-R:11.

Open Standnrds Specifications for the encoding and transfer of computer data that is dcﬁned in
_ RSA 21-R:10-and RSA 21-R:13. _

Operntlng System System is fully functional, a!ll Data has been Ioaded mto the System. is

. : available for use by the State in its daily operations. -
| Operational Operational means that the System is operating and fully funchonal all Data
. has been .loaded; the System is available for use by the State in its daily
. e operations, and the State has issued an Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in.the event ‘of a conflict or

©+ .+ | ambiguity. A term or condition in a document controls over a conflicting. o

‘ ambiguous term or condition in a document that is- Iower in the Onder of

' Precedence - ‘

Project The planned undennking regardmg the entire subject matter of en RFP and

: i Contract and the actlvities of the parties related hereto. . . -

.| Project Team ‘The group of State employees and ‘contracted Vendor's: personnel reSponsrble '
2o for managmg the processes and mechanisms required such that the Services are

procured in accordance with the Work Plan on ume, on budget and to the
i ; required specifications and quality - . <

Project Manngement A document that describes the processes and methodology to be employed by
Plan : the Vendor to ensure a successful project. ‘

| Project Managers The persons identified. who shall function as the State ] and the Vendor's

i representative with regard to Review and Acceptance of Contract Deliverables,
: invoice sign off, and review and approval of Cha.nge Requects (CR) uuhzmg -

‘ s the Change Control Procedures (CCP) . .

- | Project Staff State personniel assigned to work with the Vendor on’ the pro;ect .
Proposal The submission from a Vendor in response to the Requm for a proposal or .
|- { = - | staternent of work.
Regression Test Plan. A plan integrated into the Work Plan used to ascertain whether fixes to defects
1 Lo have caused erors elsewhere in the application/process.
Review ° The process of reviewing Deliverables for Aooeptanoe
.Review Period The period set for review.of a Deliverable. If none is speclﬁed then the review

. L . period is five (5) business days. = .

.| RFP (Request for A Request For .Proposal solicits Proposa]s o satisfy State funcuanal '
Propoul) requirements by supplying data processing product and/or Service. resources {

according to specific terms arid conditions ‘

' Role!l'rivilege Supports the granting of abilities to users or groups of LBI:T'S of a computer._
Man:gement application or network .
Schedule. The dates described in the Work Plan for deadhm for performance of Semcw_

4 and-other Project events and activities under the Contract -
SaaS

Software as a Service- Occurs where the COTS application is hosted but the
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources

DPR - Parking Management System - Contract 2017-053
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

State does nﬁ own the license or the code.

Service Level

A .| A signed agreement between the Vendor and the State specifying the level of
Agreement (SLA) Service that is expected of, and provided by, the Vendor during the term of the
' Contract. ‘
Services The work or labor to be performed by the Vendor on thc Project as described in
_ | the Contract. :
| Software All custom Software and COTS Software provided by the Vendor under the
- : _Contract
Software Déliverables . [ COTS Software and Enhancements
Software License Licenses provided to the State under this Contract
Solution ! The Solution consists of the total Solution, which includes, without Ilmltatlon,
' Software and Services, addressing the requirements and terms of the
-Specifications.  The - off-the-shelf Software and configured Software
. customized for the State provided by the Vendor in response to this RFP.
Specifications The written Specifications that set forth the requirements which include,
- without limitation, this RFP, the Proposal, the Contract, any performance
y standards, Documentation, applicable State and federal policies, laws and
b regulations, State technical standards, subsequent State-approved Deliverables,
- and other Specifications and requirements described in the Contract
‘Documents. The Specifications are, by this reference, made a part of the
) Contract as thoggh completely set forth herein.
State ‘| Reference to the term “State™ shall include apphcable agencies as defi ned in
. | Section 1: INTRODUCTION of this RFP.
Statement of Work A Statement of Work clearly defines the basic requlrements and objectwa of s
(sow) ' Project. The Statement of Work also defines a high level view of the
; architecture, performance -and :design ~requirements, - the. roles and |
: responsibilities of the State and the Vendor. The SOW defines the results that,
. ) the Vendor remains responsible and accountable for achieving.
State’s Confidential State’s information regardless of its form that is not subject to public disclosure -
Records ! under ‘epplicable state and' federal laws and regulations, mcludmg ‘but not
: limited to RSA Chapter 91-A
State Data ‘ Any information contained within State systems in electronic or paper format.
| State Fiscal Year The New Hampshire State Fiscal Year extends from July st through June 30th-
(SFY) ' . of the following calendar year
‘| State Project Leader State's represcntatlve with regard to Pro_lect oversight .'
State’s Project State’s representative with regard to Project management and techmml matters.
Mansager (PM) Agency Project Managers are mponsible for review and Acceptance of
- specific Contract Deliverables, invoice sign off, and Review and approval ofa.
L Change Proposal (CP). * .
Subcontractor A person, pannetship. or company not in the ernploymcnt of, or owned by, the
- | Vendor, which is performing. Services under this Conmct undcr a scparate
, .| Contract with or on behalf of the Vendor '
System - All Software, specified hardware, and interfaces and extensions, integrated and
. S functioning together in accordance with the Specifications.
‘TBD To Be Determined _ _
| Technical Direction to a Vendor, which fills in-details, clan‘ﬁs. intcrprets, -or specifies
Authorization

technical requirements. It must be: (1) consistent with_ Statement of Work

)
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. STATE-OF NEW HAMPSHIRE
Department of Natural and Cultural Resources

DPR - Parking Management System - Contract 2017-053

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

within statement of Services; (2) not constrtute a new assignment; and (3) not
change the terms, documents of specifications of the SOW.

| Test Plan:

A plan, integrated in the Work Plan, to verify the code

(new or changed) works to fulfill the requrremems of the Project. It mr:)r consrst
of a timeline, a series of tests and test data, test scripts and repom for the test
results as well as a trackmg_mechamsm

Term

7 The duration of the Contract.

Transition Servloea ’

Services and support prowded ‘when the contracted Vendor-is supporting
system changes. . . .

A
UAT '

User Aooeptanoe Test

‘| Unlt Test'

: Developers create thelr own test data and test- scenanos to venfy the code they 1
‘have created or changed functions properly as defi ned. : ‘

User Acceptance
Testing '

Tests done by-knowledgeable business users who are familiar with the scope of
the Project. They create/develop test ‘cases ‘to. confirm the System was
developed according to specific :user requirements. The test cases and
scripts/scenarios should be mapped to business requirements -outtined in the
user requirements documents.

User -M_ana_gement h

Supports the administration of oomputer, application and -network ocoounts
within an organization

Vendor/Vendor

The contracted individual, firm, or company that wrll perform the duties’ and
Specifications of the contract. .

Vermeatlon

Supports the confirmation of authomy to enter a computer system, appllcation
or network K

Walk Throngb

A step-by-step review of 2 speciﬁoatlon, usability features or desrgn before itis
-handed off to the technical team for development .

: annty Period -

A period 'of coverage during which the contracted Vendor is responsible for
providing .a_guarantee for products and 'services delivered as deﬁned in. the
contract, L . . .

[Warranty Releases -

Code releases that are done dunng_the warrarny perlod

Warranty Services

_ The Services to.be provided by the Vendor during the Warranty Perlod

Work Hours

Vendor personnel shall work normal business hours between 8:00 am and s 00
pm, erght (8). hour days, forty (40) hour weeks, excludmg State of New
Hampshire holidays. Changes to this schedule may be made upon agreement
with the State Project Manager. However. the_State requires an unpaid lunch
‘bréak of at least: thuiy (30) mmutes be taken after ﬁve (5) consecutive hours ol' :
work. .

Work Plan

| The overall plan. of activities for lhe‘Project created in accordance: wlth the

Contract. The plen and delineation of tasks, activities and events to be
performed and Deliverables to be produced under the Project as specified in

| Appendix C. The Work Plan shall include ‘a detailed -description of . the

Schedule, tasks/actmtm, Deliverables, critical events, task dependencies, and
the résoirces that would lead and/or participate on each task. ’

Written Deliverables

Non-Software written deliverable Documentation (letter, report, manual book,

P

other) provnded by the Vendor enher in paper or electnomc fonnat.
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_ STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DPR - Parking Management System - Contract 2017-053
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through the Department of Natural
and Cultral Resources (“State™), and Cardinal Tracking, Inc.(“Contractor”), having its principal place of
business at 1825 Lakeway Drive, Suite 100, Lewisville, TX 75057. The State currently uses the
Contrators TickeTrak application to operate the Parking Enforcement and. Management System for the
State. Through the RFP process, the Contractor was the selected vendor to provide the State with a
hosted solutmn

* Contractor currently providcs an application for the t1cketmg system used at inetered parking locations for
the State. The ticketing system will be upgraded from version 9 to version 10, and will be access through
a web-based system with Contract hosting the database. The Solution will provide mobile citation
issuance softwarc new ticketing equipment, a-back-end system for citation n:pomng and management,
and a secure public webpage for motorists to view violation and accompanymg pnctum. submit appeals
and make credit card payments through a 3rd party vendor, First Data.

The Contract will be funds budgeted by the State for equipment and suppon services. The Contractor
will continue to provide support of the hardware, installation serviccs for enhancements {handhelds),
user/administrator training, ongoing System maintenance, and technical support for ofﬂee and field
'locatlons .

"RECITALS
Whereas the State desires to have Contractor provide a hosted solution, conversion from cui-rem system,
new equipment, and associatéd Services currently licensed or owned by the State;

Whereas Contractor wishes to provide a hosted solution, conversion from current system, new equipment,
and usociined Services for the State.

The parues therefore agree as follows:
| CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS .
This Contract Agreement (2017 - 053) is comprised of the following documents:

'A. Part 1 - Forin P37 General Provision

- B. Part 2 - Information Technology Provisions -
C Part 3 Exhibits

" Exhibit A- Contract Déliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions

Exhibit D- Administrative Services
‘Exhibit E- Implememtation Services
‘Exhibit F- Testing Services

Exhibit G- Maintenance and Support Services
Exhibit H- Requirements

Exhibit I- Work Plan

Exhibit J- Software Agreement

PR,
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STATE OF NEW HAMPSHIRE

' Department of Natural and Cultural Resources .
M - DPR - Parking Manageméent System - Contract’ 2017-053 -
; PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit K- Warranty and Warranty Services
‘Exhibit L- Training Services
~ Exhibit M- Agency RFP with. Addendums, by reference
Exhibit N- Contractor Proposal, by reference
Exhibit O- Certlt' cates and Atlachmems

1.2 ORDER OF PRECEDENCE
In the event of conflict or ambiguity among any of the text of the Contract Decuments, the
followmg Order of Precedence shall govern: -
Y a, Any Amendments to this Agreement, with the most recent Amendments havmg
: precedence;
¢ b. State of New Hampshlre, Department of Natural and Cultural Rwources Contrm:t ,
Agreement 2017 - 053, including Parts 1,2, and 3. Lo
+ - c. State of New Hampshue, Department of Natura] and Cultural Resources RFP 2017 -
053:
d. Contractor Proposal Rcsponse to RFP 2017 - 053 dated May 4,2017

2, CONTRACT TERM :

" The Contract and &ll obligations of the parties hereunder shall become eﬁ'ecnve after fu]l execution

by, the parties, and the receipt of required governmental approvals, including, but not limited to,
Governor and Executive Council of the State of New Hampshire. approval (“Effecnve Date™).

" The Contract shall begin on the Effective Date and extend’ through ‘December 31, 2022. “The Term
may be extended tp to two (2) times for three (3) years each, 2t the sole option of the DNCR, subject:
to the parties prior written. agreemem on apphcable fees for each extended term up to but not beyond

: December 31, 2028 .

The' Conn'actor shall commence work upon issuance of a Nouce to Procwd by the Sme

of the ¢ n th .'a heC tra o *s gbli ¥ heco

3. COb;[}’ENSA'T[ON

3.1 CONTRACT PRICE
; The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of

. payment are identified and more particularly described in section 5 of P-37 Agreement and Part
3 Commct Exhibit B Prfce and Payment Schedu!e ‘

2 NON-EXCLUSIVE CONTRACT

. The State reserves the right, at its dlscrenon to retain other Contmctors to prowde any of the’
, Services or Deliverables identified under this procurement or make an award by item, part or
f pomon of an item, gmup of items, or total Proposal. The Contractor shall not be responsible for -
- any, delay, act, or omission of such other Contmaors. except that the ‘Contractor -shall be
" responsible for any delay, act, or omission of the other Contractors if such delay, act, or omission
. is caused by or due to the fault of the Contractor.

!

b ,
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STATE OF NEW HAMPSHIRE
. Department of Natural and Cultural Resources
DPR - Parking Mansgement System - Contract 2017-05)
PART 2 - INFORMATION TECHNODOGY PROVISIONS

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managlng the PTchct .
to its sw:ocssﬁll completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract’ Managcr who. shall be mponsuble for all Contract
au!honzation and admnmstrauon Thc Contractor's Contract Manager is: :

' Amy Oakley ~ = - '
- 1825 Lake Way Drive, Sqne 100

bewlswew TX. 75057
Tel: 800-285-3833
Email: aoaklcy@cardmaltracking com

42 THE CONTRACTOR'’S PROJECT MANAGER

4.2.1

422

=T m omam e

:
!
!

Contract Project Manager

" The Contractor shall assign a Project Managcr who. meets thc requlrcmcnts of the

Contract. The Contractor's selection of the Contracted Contractor Project Manager. shall
be subject to the prior written approval of the State. The State’s approval. process may

include, wnthout llmltatlon, at the State's discretion, review of the proposed Contractor’s -
Project Manager § resume, quahf' cations, referenoes, and background checks, and an

. interview. The 'State may require removal or reassignment of the Contractor’s Project

Manager ‘who, in_the sole judgment of the State, |s found unacoeptable or is not

"performmg to the State’s satisfaction.

The Contractor’s Project Manager must be quahf ed to perform the obhganons requ:red

.of the position under the Contract, shall have full authority to make binding decisions

under the Contract, and shall function as  the -Contractor’s representative for all
administrative and management matters. The Contractor’s Project Manager shall -

- perform the duties required under the Contract, including, but not limited to, those set .

forth in Exhibit [. The Contractor's Project Manager must be available to prompily
respond during Normal Business Hours, within two (2) hours to inquiries from the State,
and be at the site as needed. The Contractor’s Project Manager must work dlhgcntly and

‘use, his/ her best efforts on the Project.

' The’ Contractor shall not change its aisngnmem of .the Coﬁmi:tdr s Project Manager .-
‘without providing the State written justification. and obtaining the prior written approval

of the State. State approvals for replacement of the Contractor's_Project Manager shall
not-be unrensonably withheld. The replacement Pro;ect Mannger shal] have comparable
or greater skills than of the Contractor’s Project Manager being replaced; meet the .
requirements of the Contract and be subject to reference and background checks
described above in IT Provisions, Section 4.2.1: Confract. Project Manager, and in’
Contract Agreement -IT Provisions, Section 4.6: Reference and Background Checks,

" below. The Contractor shall assign a replacement of the Contractor’s Project Manager

within ten (10) business days of the departure of the prior Contractor's Project Manager,
and the Contractor shall continue during the ten (10) business day..period to provide

2017053 IT Provisions ))eﬁ L 7 Page 9 of 27
Contractor’s Initials: 9 L Date: |\ : o




STATE OF NEW HAMPSHIRE
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- competent f’roject mamgement Services through the assignment .of a qﬁa]ifled interim
Project Manager.

4.24

s 4.2.5

Notwithstanding any other provision of the Contract, the State shall have the option,
at its discretion, to terminate the Contract, declare the Contractor in defauli and
pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

CONTRACTOR Projecl Manager is: -

. Amy Oakley
1825 Lake Way Drive, Suite 100
‘Lewisview, TX 75057
Tel: 800-285-3833 »
Email: acakley(@cardinaltracking.com

43 CONTRACTOR KEY PROJECT STAFF

ER T

432

4 e me o sa

. 433

‘434

- The Contractor shall mssngn Key Project Staff who meet the reqmrements of the

,Contmt, and can implement the Software Solution meeting the. requirements set

forth in RFP Appendix C: System Requirements and Deliverables, Table C.2:
General Vendor Response Checklisi. The State may conduct reference and
background checks on the Contractor's Key Project Staff. The State reserves the
right to require removal or reassignment of the Contrector’s Key Project Staff who
are found unacceptable to the State. Any background checks shall be performed in
accm'dame with IT Prowsmns Section 4.6: Background Checks.

‘The .Contmctor shall not change any.of thé Contractor's Key Project Staff

commitments without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Key Project- Staff will not be unreasonably withheld. The replacement of the
Contractor’s Key Project Staff shall have comparable or greater skills than of the
Contractor’s Key Project Staff being replaced; meet the requirements of the. Contract,
including but not limited to the requirements set forth.in RFP Appendix C: Systém
Requtrements and Deliverables and be subject to reference and background checks
described in Contract Agreement- 'IT Provisions, Section 4.6: Reference ‘and

" Background Checks.

Notmmstandmg any other provision of the Contract to the contrary, the. State shall
have the option-to terminate the Contract, declare thé Contractor.in default and to
pursue its remedies at law and in.equity, if the Contractor fails to asslgn Key Project
Staff mecting the requirements and terms of the Contnct or if it is dissatisfied with
the Contractor s replacement Project staff :

The Contractor Key Project Staff shall conslst of the following mdmduals in the
roles identified below:

The Contractor's Key Project Staff:
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Key Member(s) Title

Amy Oakley Regional Sales Mnnagcr
Mary Mabry Product Manager

Steve Hayes Client Service Representitive

Wayne Vaughan Installer/Trainer

44 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the Sme 5 reprcsmtanve with
regard to Contract administration. The State Contract Manager is: .

o Michael Housman
. ‘Superviosor of Parks Operations
: NH Department of Natural and Cuttural Resources

Division of Parks and Recreation

172 Pembroke'Road

Concord, NH 03301

Tel: 603-271-3556

Fax: 603-271-3553

Email: Michzel.housman@nh.gov

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager s duties shall include the
followmg

Leading the Project;

Engaging and managing all Contractors;

Managing significant issues and risks;

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of change proposals; and

Managing stakeholders’ concerns.

LSy

The State Project Manager is:
, .
: Diane Hanson
! Program Specialist
' ~ NH Department of Natura! and Cultural Resources
ot Division of Parks and Recreation
. 172 Pembroke Road
"Concord, NH 03301
Tel: 603-271-3556
Fax: 603-271-3553
Email: diane.hanson@nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall ‘conduct criminal background checks and.not utilize any staff, including
Subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
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mtsdemeanor offense for which lncaroeration for up to 1. year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of secunng the State’s
1nformatton among the Contractor’s employces and agems

Thc State may, at its sole expense, conduct reference and background screcmng of the
Co_mracted Contractor Project Manager and the Contractor Key Project Staff. ' The State shall
.maintain the confidentiality of background screening results in accordance with the Contract
Agrecment ~-IT Provnsmns-Secnon 11: Use of Statc s lnformanon, Oonﬁdemtahty

S. DELIVERABLES

{

5 I CONTRACTOR RESPONSIBILITIES

“The Contractor shall be solely responsible for. meet:ng all requirements, and terms and .
conditions specified in this Contract, regardless of whether ornota Subcmtr:actor is used.

“The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement.” The Contractor must submit
all' information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State: ‘will consider the Contractor to be wholly responsible for .

‘the performance of the Contract and the sole point of .contact with regard to all contractua!
maners, includmg payment of any and all chargw resulting from the Contract.

52 DELIVERABLES AND SERVICES

“The Contractor shall provide the State with the Deliverables. and Scrvnm in.accordance with the
time frames in the Work Plan for this. Contract, and as more: pamcularly described in Contract
Exhlblt A: Comracr Deliverables.

53 NON-SOFTWAR.E AND WRI'ITEN DELIVERABI..ES REVIEW AND ACCEPTANCE

After reoewmg written Cemﬁeatlon from the _Contractor "that a Non-Software. or Writen
Deliverablé is final, complete, and ready for Review, the State will Review the Deliverable to
‘determine  whether it meets the. Requircments outlined in Contract Exhibit .A: Contract
.Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable - within five (5) business days of the State’s ‘receipt of the Contractor’s writtén
Certification. If the State rqects the Deliverable, the State shall notify the Contractor of the
_nature and class of the Deficiency and the Contractor shall. corréct ‘the Deficiency within the
‘penod identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable
is /identified, the Contractor shall .comect the Deficiency. in the Deliverable within five (5)
business days. Upon receipt of the corrected Deliverable, the State shall have five (5) business
days to review the Deliverable and notify the Contractor of its Acceptance or rejection thereof,

with the option to extend the Review Pmod upto five (5) additional business days. If the -

Contractor fails to correct the Deficiency within the allotted périod of time, the State may; at its -
option, continue reviewing the Deliverable -and require the -Contractor to continue until the
<,Deﬁc|ency is corrected, or immediately terminate the Contract,. dcclare thc Contractor.in dcfault,
>and pursue-its remédies at law and in equtty . : .
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5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

6. SOFTWARE

' The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, .and be performed, in accordance with the Spemﬂcanons

71 ADMINISTRATIVE SERVICES : :
The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.’

7.2 IMPLEMENTATION SERVICES '

The Contractor shall provide the State with the Implementation Services set forth in the
Céntmct, and particularly described in Exhibit E: Implementation Services..

7.3 TESTING SERVICES

Thc Contractor shall perform testing Services for the State set forth in the Contract, and
pamcularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES .

The Contractor shall provide the State with training Services set forth in thc Contract, and
pamcularly described in Exhibit L.: Training Services. - ,

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the Staté with Maintenance and suppon Semus for the
Software set forth in the Contract, and particularly described in Exhibit G: System
Malmemnoe and Support. :

T7.6. WARRANTY SERVICES

The Contrattor shall provnde the State with warranty Services set forth i in the Contrnct, and
pamcularly dcscnbed in Exhlblt K: Warranty & Warramy Services.

8. - WORK PLAN DELIVERABLE : .
The Contractor shall provide the State with a Work Plan that shall include, without hm:umon. a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencics, and
paymem Schedule. .

The initial Work Plan sha]l be'a sepamte Deliverable and is set forth in Contract Exhibit I: Work
Plan. The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
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Work' Plan .must be approved by the State, in writing, prior to final inoorporat.ion iﬁto Contract
Exhibit 1: Work Plan. The updated Contract Exhibit 1: Work Plan, as approved by the State, is
mcorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit'I: Work Plan shall
not relieve the Contractor from liability to the State for damages resulting from the Contractor’s
failure to perform its obligations under the Contract, inctuding, without hmmmon. performance in
aocordance with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notlfy the State in
'wnnng. ldennfymg the nature of the delay, i.e., specific actions or inactions of the Contractor or the -
State causing the problem; its estimated duration period to reconciliation; specific actions that nwd -
to be taken 1o correct the problem; and the expected Schedule impact on the Project. :

. In the event additional time is reqmred by the Contractor to correct Deficiencies, the Schedule shall

" not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the -
Contractor’s faiture to fulfill its obligations under the Contract. To the extent that the State’s
execution. of its major tasks takes longer than described in the Work Plan, the Schedule shall -
autornanmlly extend on & day-to-day basis. :

. Notwnhstandmg an)nhmg to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Contractor's Work Plan or elemems wnthin
the. \Vork Plan.

- 9. -CHANGE ORDERS

-The Staie may make changes or revisions at any tlme by written Change Order The State ongmated ’
changes-or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of the Contractor’s receipt of a Change Order, the Contractor shall advise the State,
in detail of any impact on cost (c.g., im’:reese or decreasc), the Schedule, or the Work Plan.

The Contractor may request a ehangc within the scope of the Contract by written Change Order
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to réspond
to the Contractor’s requested Change Order within five (5) business days. The State Agency, as well'

. asthe Department of Information Technology, must approve all Change Orders in writing. The State
shall| 'be decmed to have rejected the Change Order if the pames are unable 1o reach an agreemem in
writing, < .

Al Change Order requests from the: Contractor to the-State, and the State acceptance of the -

Contrator’s estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Ordér(s) shall be subject to the Contract -
ammdmem process, s determined to apply by the State g

. IO INTELLECTUAL PROPERTY

1

10‘1 SOFTWARE TITLE

Title, right, and interest (mcludmg all ownership and intellectual property nghts) in the
Soﬁware, and its associated Documentation, shall remain with the Contractos. . -

.
B}
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10.4

: consultants engaged by the Contractor.

Upon:successful completion and/or termination of the Implementation of the Project, the
Contractor shall own.and hold all, title, and rights in any Software modifications
developed in - connection with performance of obligatioris undeér the Contract, or
modifications to the Contractor provided Software, and their associated Documentation

“including any and all performance enhancing operational plans and the Contractors’

:gpecial utilities. - The Contractor shall license back to the State the right to produce,
publish, or otherwise use such software, source code, object oode, modifications, reports,
and Documenmtion déveloped under the Contract.

In no event shall !he-Commctor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to, Custom Software, modifications
developed. in connection with performance of obligations under the Contract. In

“‘addition, the Contractor shall -be free to use its general knowledge, skills, experleﬁce .

and any other ideas, concepts, know-how, and techniques that are aequired or used in the
course of its perfonnance under this agreement,

- STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall.remain with the Stnte All data and any .

":property which has been received from the State or purchased with funds provided for
" that purpose under this Agreement, shall be the property of the State, and shall be
- returned to the State upon demandor upon termination of this Agreement for any reason.

The Contractor shall not access State user accounts or State-data, except (1) in the course
of data center operations, (2) in response to service or technical i issues, (3) as required by
the express terms of th:s contract or (4) at the State’s written mquest

_ CONTRACTOR'S MATERIALS
' Subject to the provisions of this Controct, the Contractor may develop for ltself ‘or for

others, materials that are competitive with, or similar to, the Deliverables. In accordance
with the provision of this Contract, the Contractor shall ‘not distribute any products
containing or disclosé any State Confidential Information, The Contractor shall be free :.
to use its general knowledge, skills and eéxperience, and any ideas, concepts, know-how,
end techniques that are aoqmred or used in the course of.its performance under this

. Contract, provided that such is not obtained as the- result of the deliberate memorization:

of the State Confidential Information by the Contractor employees or third party

[

© Without lnmmng the foregoing, the parties agree that the genernl knowledge referred to

herein cannot include information or records not subject to public disclosure under New

: -Hampshire RSA Chapter 91-A, which includes but is not limited to'the following: .
records of grand juries and petit juries; records of parole -and pardon -boards;- petsonal-

school records: of pupils; records pertaining to internal personnel practices, financial
information, test questions, scoring keys and other examination data-use to administer-a

~ licensing: examination, examination for employment, or academic examination and

personnel, medical, welfare, library " use, video tape sale or rental and other files

: comaimng persongily identifiable mfonnanon that is private in nature.

STATE WEBSITE COPYRIGHT
WWW Copyright and Intellectual Property nghts

2017 - 053 IT Provisions Pa? 2 ‘
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10.5

¥
&

All right, -title. and interest in the State WWW sites (nh.gov, visitnh.gov,  and
nhstateparks.org), including copyright to all data and information, shall remain with the
State. The State shall also retain all right, title and interest in any user interfaces and
computer instructions embedded within the WWW pages. All WWW pages and any
other Data or information shall, where applicable, display the State's copyright.

L]

SURVIVAL

‘This Contract Agreement Section 10: Jntellectual Property shall survive the termlnauon
of the Contract .

11" USE. OF STATE’S INFORMATION, CONFIDENTIALITY

11.]

12

E
¥

¥

USE OF STATE'S INFORMATION -

. In performing its obligations under the Contract, the Contractor may gain access to

information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see ¢.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or

qu1red, or developed by reason of the Contract, except as directly cormected to and

.-necessary for the Contractor’s performance under the Comract

STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthonzed use,
disclosure, publication, and reproduction (collectively “release™), all State Confidential
Information that becomes available to the Contractor in connection with its ped'ormnnce

* under the Contract regardless of its form,

* Subject to applicable federal or State laws and regulations, Confidential Information
. shall not include information which: (i) shall have otherwise become publicly ‘available

dther than as-a result of disclosure by the receiving party in breach hereof; (ii) was
disclosed to the receiving party on a non-confidential basis from a source other than the
disclosing party, which the recéiving party believes is not prohibited from dlsclosmg

“such information -as a result of an obligation in favor of the disclosing party (iii) is

developed by the receiving party independently of, or was known by the receiving party
prior to, any disclosure of such information made by the dlsclosmg party; or (iv) is
-disclosed with the written consent of the disclosing party. A receiving party also may
disclose Confidential Information to the exterit required by an order of a court of

" competent jurisdiction.

Any disclosure of the State Confidential. Information shall require the prior written
approval of the State. The Contractor shall immediately notify the State if any request,
subpoena or other ‘legal process is served upon the Contractor regarding the State

“ Confidential Information, and the Contractor shall cooperate with the State in any effort

the State undertakes to contest the- request subpoena or other-legal process, at no

addmonal cost to the State.
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In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be-entitled to pursue
any remedy at law and in equity, including, but not limited to, injunctive relief.

113 CONTRACTOR CONF[DENTIAL IN FORMATION

Insofar as the Contractor seeks to maintain the confi dentiality of its confidential or

proprietary information, the Contractor must clearly identify in writing all information it

claeims to be confidential or proprictary. Notwithstanding the foregoing, the State

acknowledges that the Contractor considers the Software and Documentation to be

. Confidential Information. The Contractor acknowledges that the State is subject to State

and federal laws governing disclosure of information including, but not limited to, RSA

. Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential

Information insofar as it is consistent with applicable State and federa! laws or

regulations, including but not limited to, RSA Chapter 91-A. In the event the State

receives a request for the information identified by the Contractor as confidential, the

State shall notify the Contractor and specify the date the State will be releasing the

requested information. At-the request of the State, the Contractor shall cooperate and

; assist the State with the collection and review of the Contractor’s information, at no

¢ additional expense to the State. Any effort to prohibit or enjoin the release of the

- information shall be the Contractor’s sole rcsponsibility and at the Contractor's sole

expense: If the Contractor fails to obtain a court order enjoining the disclosure, the State

shall release the information on the date specified i in the State’s notice to the Contractor,
without any liability to the Contractor.

_1i4  SURVIVAL

This Contract Agreement Section 11, Use of State 's Information, Confi. denﬂah’ly, shall
_ survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY
12.1  STATE

Subject to applicable Iaws and regulatlons, in no event shall the State be-liable for any
consequential, ‘special, indirect, incidental, punitive, or exemplary damages. Subject to
: applicable laws and regulations, the State’s liability to the Contractor shall not exceed
! the’ total Contract price set forth in Contmct Agwement - P-37, Geneml Provisions,
- Block 1.8. :

122 ' CONTRACTOR
; Subject to applicable laws and regulations, in no event shatl the Contractor be liable for
any consequential, special, indirect, incidental, punitive or exemplary daimages and the
‘Contractor’s liability to the State shall not exceed one times (1X) the total: Contract price
set forth in Contract. Agreemcnt— P-37, Gcncral Provisions, Block 1.8. .

Notwithstanding - the fomgomg, this limitation of liability shall not apply to the
Contractor’s indemnification obligations set forth in the Contract Agreement — P-37,
General Provisions Section 13: Jidemnification and confidentiality obligations ‘in
Contract Agréement-IT Provisions Section |1: Use of .State’'s Information,
Confidentiality, which shall be unlimited. oo ’

]
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12.3 . STATE'S IMMUNITY
. Notwithstanding the foregoing, nothing herein contained shal) be deemed to constitute &
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the

State. This covenant shall survive termination or Contract conclusion.

124 SURVIVAL

) “This Contract Agreement Section 12: Limitation of L:abiﬂry shall survive tcrmmauon or
Contract conclusion.

13: TERMINATION : - ‘ -
This Contract Agreement Section l3 Tcrmmauon shall survive the te:minatlon or Contract

Conclusmn

l3.l ‘TERMINATION FOR DEFAUL’I‘

: a.
b.

C.

Any one or more of the followmg acts or omissions of the Contractor shall consmute an
evcnt of default hereunder (“Event of Default™) .

Failure to perfonn the Services sansfactonly of oh schedulc, _
Failure to submit any rcport required; and/or-
Failure to perform.any other covenant, term or COI'IdllIOn of the Contract

%

. 1311 Upon the occurrence of any Event of Default, the Statc may’ takc any one or3
' more, or all, of the following actions: .

Unless othérwise provided in the Contract, the State shall provide- the
Contractor written notice of default and require it to be remedied -within, in
the absence of a greater or lesser specification of time, within thirty (30) days
from thie date of notice, unless otherwise indicated within by the State (“Cure
Period”). If the Contractor fails to cure the default within the Cure Period,
the State may terminate the antra_ct effective two (2) days after giving the
Contractor notice of termination, at:its sole-discretion, treat the Contract as

“breached and pursue its remedies at law or in equnty or both.

.'lec the Contractor a ‘written notice - spwlfylng the Event of Default and

suspending all payments to be made under the Contract and ordenng thatthe
portion of the Contract price which would otherwise accrue to the Contractor -
during the ‘period from the date of such notice until such'time-as the State

determines that the Contractor has cured the Event of Dcfault shall‘never be -

pmd 10 the Contractor

Set off agamst any other ohllgatlons the State may owe to the. Contractor any .

damagm the State suﬂ'ers by reason of any Evem of Default.

. Treat thc Contmct as breached and pursue any of lts rcmedlcs at law or- m.

equity, or both

. Procure Services that are the su'bject of the Contract from another source and

the Contractor shall be liable for rclmbursmg the' State for the replacement

* Services, and alt administrative costs directly related 1o the replacement of -

the Contract and procuring the Services from another- source, such as costs of
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competitive bidding, mailing, advertising, aﬁplicable fees, charges or
penalties, and staff time costs; all of which.shall be subject to the limitations
of liability set forth in the Contract.

132 TERMINATION FOR CONVENIENCE

13.2.1

13.2.2

The State may, at its sole discretion, terminate the Contract for convenience, in
whole or in part, by thirty (30) days written notice to the Contractor. In the event
-of a termination for convenience, the State shall pay the Contractor the agreed
upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services.or Deliverables

provided prior to the date of termination for which no Sepamé price is stated .

under the Contract shall be paid, in whole or in part, generally in accordance wnh
Contract Exhibit B, Price and Payment Schedule, of the Contract,

During the thirty '(30) day period, the Contractor shall wind down and cease
Services as quickly and efficiently as reasonably possible, without performing
unnecessary Services or activities and by minimizing negative effects on the

~ State from such winding down and cessation of Scrwcﬁ

133 TERMINATION FOR CONFLICT OF INTEREST

13.3.1

13.3.2

The State may terminate the Contract by written notice if it determines that a
conflict of interest exists, including but not limited to, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquls:tlons and
procurement and pcrfomancc of Contracts,

Insuch case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all- other
contracted payments that would have become due and payable if the Contractor
did not know, or reasonably did not know, of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a-violation _
by the Contractor, the State shall be entitled to pursue the same remedies against

"the Contractm" as it could pursue in'the event of a default of the Contract by the

Contractor.

134 .- TERMINATION PROCEDURE

13.4.)

13.4.2

]
i

Upon termination of the Contract,. the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any .
property, including without limitation, Software and Written Dellverablm, for
such part of the Contract as has been terminated.

Aﬂcr receipt of a notice of termination, and except as otherwise directed by the
‘State, the Contractor shall: .

a. . The State shall be cmnled to any post-termination assistance generally made
available with respect to “the services, unless a unique data retrieval
arrangement has been estabhshed as part of the SLA.
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b.

. e -

[P

:
i

Stop work under the Contract on the date ‘and to the extent specified, in the
notice;

Promptly, but in no event longer than thirty (30) days aﬁer termination,

‘terminate its orders and subcontracts related to the work which has ‘been '

terminated and sertle all outstanding liabilities and all claims arising out of
such termination of orders and subcontracts, with the approval or ratification
of the State to the extent required, which approva} or rattf cation shall be final
for the purpose of this Section;

. Take such action as the State direéts, or as necessary to preserve and protect .

the property related to the Contract which is in the mmton of - the
Contractor and in which the State has an interest;

. Durtng any perlod of service suspension, the Contractor shall not take any
‘action to intentionally erase any State data.

1. ln the event of termination of any-services or agreement in entirety, the

Contractor shall not take any action to intentionally erase any State data for

a period of: A

o 10 days after the effective date of termination, if the termtnatton isin -
accordance with the contract period .

« 30 days after the effeenve date of tennmatton if the termination is for
convenience

o 60 days after the eﬁ'ectwe date of termmatton if the termmatton is for
cause

.2. After such period, the Contractor shall have no obltgatton to maintain or

‘provide any State data and shall thereafter, unless legnlly prohtbtted delete
all State data in its systems or otherwise in its posseston or under its .
contro). .

Transfer title to the State and deliver in the manner, at the times, and to the
extent directed by the State, any property which is required to be fumnished to
the State and which has been accepted or requested by the State including
customer data: and

. The Contractor shall implement an orderly return of State data in a CSV or
.another mutually agreeable format at a time agreed to by the parttes and the
© subsequent secure transfer of State data;

. The Contractor shall securely dispose of all requested data in L all of its forms, L

such as disk, CD/ DVD, backup tape and paper, when requested by ‘the State.

" Data shall be permanently deleted and shall not be recoverable, aecordtng to
-National Institute of Stindards and Technology (NIST)-approved methods.

Certificates of destruction shall be provided to the State.

Provide written Certification to the State that the Contractor has surrendeted
to the State all said property

14 CHANGE OF OWNERSHIP

In the évent that the Contractor should change ownership for any reason whatsoever. the State
shall have the option -of continuing under the Contract with the Coniractor, its sucoessors or

assigns for the full remaining term of-the Contract; continuing under the Contract with the
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Contractor its successors or assigns for such period of time as determined necessary by the State;
or lmmedlately terminate.the Contract without liability -to the Contractor, ‘its successors or

assigns.

15 - ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1

15;2 '

153

The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its

.interest, rights, or duties under the Contract without the prior written consent of the State.

Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegation, or.other transfer made without the State's prior written consent shall be null
and void, and may constitute an event of default at the sole discretion.of the State.” (

The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used.
unless otherwise agreed .to in writing by the State, and the Assigns fully assume in-
writing any and all obligations-and liabilities under the Contract from the Effective Date.
In the absence of a written assumption of full obligations and liabilities of the' Contract,

".any permitted assignment, delegation, subcontract, or ‘other ‘transfer shall neither relieve

the . Contractor of any of its obligations under the Contract: nor. affect any remedies

. available to the State against the Contractor that may arise from any event of default of
_the provisions of the contract. The State shall consider the Contractor to be the sole point
of contact with régard to all contractual matters, mcludlng payment of any and all charges -

resulting from the’ Contract

Notwlthsmndmg the foregoing, nothing herein shall prohibit the Contmctor from
assigning the Contract to the successor of all or substantially all of the assets or business

" of the Contractor provided that the successor fully assumes in writing all obligations and -

responsibilities under the Contract. In the event that the Contfactor. should” change

" ownership, as permitted under Section-14: Change of Ownership, the State shall have the
. option to continue under the Contract. with the Contractor, its successors or assigns for-

the full remaining term of the Contract; continue under the Contract with the Contractor,

" its successors or assigns for such period of time as determinied necessary by the State; or- ‘

immediately terminating the Contract without liability to the Contractor, its successors or

16 .DISPUTE RESOLUTION

Pnor to the filing of any formal proceedmgs with respect to a dnspute (other than an acnon
,seekang injunctive relief with respect to intellectual property rights or. Conﬁdentlal Informatlon),
. 'the party believing itsélf aggrieved (the “Invoking Party™) shall call for progressive management
involvement in the dispute negotiation- by written notice to the other party. Such notice shall be
wllhout pn:] judice to the lnvokmg Party’s right to any other remedy pcrmmed under the. Contract.

The pamcs shall use reasonable efforts to amange personal meetings and/or telephone .
- conferences as needed, at mulually convénient times and places, between negotiators for the
'pames at the following successive mariagement levels, each of which shall have a penod of
-allotted ume as specnﬁed below in which to attempt to resolve the dispute:
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Dispute Resolution Responsibility and Schedule Table
i A :

LEVEL | CONTRACTOR STATE - '~ | CUMULATIVE
. Cardinal Tracking, Inc. New Hampshire ALLOTTED
Primary | Steve, Leuschner Diane Hanson - - 5 Business Days
President, CEQ Program Specialist
_ ' Contract Project
. Manager . , A
First Peter Kimura - | Philip A. Bryce 10 Business Days
L Vice President  © Director _ oL
Second - | Helmar Nielsen ' Jeffrey Rose 15 Business Days
: Board Member Commissioner - -

?The allotted time for the first.level negotiations shall begm on the date the Invokmg Party's notice
is received by the other party. Subsequent allotted time is days from the datc that the ongmal
Invokmg Party’s notice is recelved by the other party.

I7  SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE :

""" In consideration for receiving access to and use of the computer facilities, network
licensed or developed software, software maintained or operated by eny of the State
entities, systems, equipment, Documentation, information, reports, or data of any
kind (hereinafter “Infonnatlon") the Contractor tmdersta.nds and agrees to the

_ following rules:

‘B Every Authorized User has the rcsponsnbnl:ty to assure the protection of
information from unauthorized access, misuse, theft, damage _destruction,
modification, or disclosure. .

b. . That information sha!l be used solely for conducting official State business, and

all other use or access is strictly forbidden including, but not limited to, ..

personal, or other private and non-State use and that at no time shall the
Contractor access or attempt 1o ACCesS . -any information withow havmg the
express authomy to do so. :

"¢, . That at no time shall the Contractor access or. attempt-to access any information
" _ in a manner inconsistent with the approved policies, procedures, .and /for
agreements relati ng 1o system entry/access..

'd.. . That all software l:ctnsed developed, or being evaluated by the State cannot be

~ copied, shared, distributed, sub-licensed, modified, reverse engineered, rented,

or sold, and that at all times the Contractor must use utmost care to protect and

: keep such software strictly confidential in accordance with the' license or any*
! . other .Agreement executed by -the State. Only equipment or software. owned,
“ licensed, .or being evaluated by the. State, can be used by the Contractor.
. Personal software (including but not limited to palmtop sync software) shall not

be installed on any equipment.
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e That if the Contractor is found to be in violation of any of the above-stated niles,
the user may face removal from the State Contract, and/or criminal or civil
prosecution, if the act constitutes a violation of law,

172 EMAIL USE
Mail and other electronic communication messaging systems are State of New
Hampshlrc property and are to be used for business purposes only Email is defined
“internal Email systems” or “State-funded Email systems." The Contractor
undcrstands and agrees that use of email shall follow State standard policy (avmlable

upon rcquest)

173 INTERNET/INTRANET USE
‘ The Internet/Intranet is to be used for access to and distribution. of information in
-direct support of the business of the State of New Hampshire aocordmg to ‘State
standard policy (available upon request)

17.4 REGULATORY GOVERNMENT APPROVALS
X The Contractor, shall obtain all pecessary and applicable regulatory or other
governmental approvals necessary to perform its obligations under the Contract,

17.5 ~INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Departmént Name, name of the individual
responsible for the funding of the contracts and his/her address.

17.6 EXHIBITS -
. The Exhibits referred to, in and attached to the Contract are incorporated by
reference as if fully included in the text.

177 VENUE AND JURISDICTION
’ "Any action on thé Contract may only be brought in the Smte of New Hampshire,
Merrimack County Superior Court,

178 SURVIVAL,

' The terms, conditions and warranties contained in the Contract that by their context
are ‘intended to -survive the completion of the performance, cancellation or

*  -termination of the Contract shall so survive, including, but not limited to, the terms
of the Exhibit D Section 5: Records Retention and Access Réquirements, Exhibit D
Section 6: Accounting Requirements, and 1T Provisions-Section 11: Use of State's
Information, Confidentiality and IT Provisions- Section [4: Tennmation which shall
all survive the termination of the Contract.

‘179 FORCE MAJEURE
‘ Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without
fault or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of war, epidemics, acts of government,
fire, power failures, nuclear accidents, earthquakes, and unusually severe weather.
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Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or provide personnel needed for the Contractor's
performance under the Contract. :

s o

17.10 NOTICES .
Any notice by a party hereto to the other party shall be deemed to have been duly ‘
s delivered or given at the time of mailing by certified mail, postage prepaid, in a .
United Statcs Post Office addressed to the parties at the followmg addresses. o

TO THE-CONTRACTOR - ~ TO THE STATE _ '
- . CARDINAL TRACKING, INC. - STATE OF NEW HAMPSHIRE - DNCR
! 1825 LAKEWAY DRIVE,SUITE 100 172 PEMBROKE RD
*  LEWISVILLE, TX, 75057 " . CONCORD, NH 03301

TEL: (800) 285-3833 : TEL: (603) 271-3556

E.Mail: slcuschncr@cardmalmkmg com . E.Mail:diane.hanson@nh.gév,,

1711 DATA PROTECTION

Protection of persondl privacy and data shall be an. mtegra! part of the business
activities of the Contractor to ensure there is no’ inappropriate or unauthorized use of -
State information at any time. To this end, the Contractor “shall safeguard the
confidentiality, integrity and avallabihty of State information and comply ‘with thc
following oondmons ' .

- a. - The Contractor shall implement and maintain appropriate administrative, .
technical and orgammtional security measures to safeguard against unauthorized
access, dlsclosure or thefi of personal data and non-public data. Such security -

o measures’ shall be in accordance with recognized industry practice and not less
' stringent than the measures the Contractor applies to its own pcrsonal data and
non-public data of similar kind.

b. A]I dam obtained by the Contractor in the performance of this contract shall
. become State data and all personal data shall be encrypted at rest and in transit
with controlted access. Uriless otherwise snpulatcd the Contractor is rcspons:ble -
- for encryptlon of the personal data. ' . .

. Unlessplherw:se stipulated, the Contmbtor shall encrypt all non-public d'ata at
.rest and in'transit. The State shall identify data it deems as non-public data to the

~ Contractor. The level of protection and encryption for all non—publlc data shall be
1dem1ﬁed and made a part of this contract. :

d. Atno t!rne shall any data or processes — that enther belong 1o or are intended for
the use of the State or its officers, agents or employees — be copied, disclosed or
- retained by the the Contractor or any party related to the Contractor for .

. subsequcnt use in any transaction that does not include the State

e The Contractor shalt'not use any information collected in connection with the
" service issued from this proposal for any purpose other than fulfilling the service.
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17:12.  DATA LOCATION

The Contractor shall provide its services to the State and its end users solely from
data centers in the U.S. Storage of State data at rest shall be located solely in data
. centers in the U.S, the Contractor shall not allow its personnel or Contractors to store
State data on portable devices, including personal computers, except for devices that
are used and kept only at its U.S. data centers. The Contractor shall permit its
personnel and Subcontractors to access State data remotely only as required to
provide technical support. The Contractor may provide technical user support on a
24/7 basis using a Follow the Sun model, unless otherwise prohlblted in thls
contract. - .

._lf'.'..l.'!. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
" The Contractor shall inform the State of any security incident or data breach in
' .accordance with NH RSA 359-C:20.

' a, Incident Response: the Contractor may need to communicate with.outside parties
regarding a security incident, which may include contacting law enforcement, '
fielding media inquiries and seeking external expertise as mutually agreed upon,

’ defined by law or contained in the contract. Discussing security incidents with
the State should be handled on an urgent as-needed basis, as part of the
Contractor communication and mitigation processes as mumally agreed upon,

- defined by law, or contained in the contract

b. Secumy Incident Reporting Requirements: the Contractor shall report a security
incident to thé appropriate State identified contact immediately as defined in the .
SLA.

¢ . Breach Reporting Requirements: If the Contractor has actual knowledge of a
" . confirmed data breach that affects the security of any State content that is subject
; to applicable data breach notification law, the Contractor shall (1) promptly
- . notify the appropnate State identified contact within 24 hours or sooner, unless
'- shorter time is required by applicable law, and (2) take commercially reasonable -
measures to address the dam breach in a timely manner.

1714, BREACI-I RESPONSIBILITIES
.. - This section only applies when a data breach occurs wnh respect to personal data
~ within the possession or control of the Contractor. -

a The Contractor, unless stipulated otherwise, shall immediately notify the
appropriate State identified contact by telephone in accordance with the.agreed
_ upon security plan or security procedures if it reasonably believes there has been
: - secunty incident.

b.  The Contractor, unless stipulated otherwise, shall promptly notlfy the appropriate
" State-identified contact within 24 hours or séoner by telephone, unless shorter
time is required by applicable law, if it confirms that there is, or reasonably
_ believes that there has beena data breach. the Contractor shall (1) cooperate with
‘ " . the State as reasonably requested by the State to investigate and resolve the data
' breach, (2) promptly implement necessary remedial measures, if necessary, and
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: (3) document responsive actions takenrelated to the data breach, including any
g post-incident review of events and actions taken to make changes in business
: practices in providing the services, if necessary.

c. Unless otherwise stipulated, if a data bregch is a direct resdlt of the Contractor’s
breach of its contract obligation to encrypt personal data or otherwise prevent its
release, the Contractor shall bear the costs associated with:

; . 1) the investigation and resolution of the data breach;
' 2)  notifications to individuals, regulators or others required by State law;
' 3)  acredit monitoring service required by State (or federal) law;
4) & website or-atoll-free number and call center for affected individuals -
required by State law — all not to exceed the average per record per person
- cost calculated for data breaches in the United States (Currently $201 per
record/person) in the most recent Cost of Data Breach Study: Global .
Analysis published by the Ponemon Institute]7 at the ttme of the data
breach; and
5) .complete all corrective actions as réasonably dctcrrnmed by the Contractor
" based on root cause; all [(1) through (5)] subject to this Contract 5
limitation of liability.

|7 15. NOTIFICATION OF LEGAL REQUESTS '
The Contractor shall contact the State upon receipt of any electronic dtscovcry
litigation holds, discovery searches and expert testimonies related to the State's data
P under this contract, or which in any way might reasonably require access to the data
" of the State. The Contractor shall not respond to subpoenas, service of process and
..other legal requests related to the State without first nohfylng ‘the Stnte, unlcss,_
prohibited by law fmm providing’ such notlce

17.16, ACCESS TO SECUR]TY LOGS AND REPORTS

“The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State; Reports shall include latency statistics, user access, user
access 1P address, user access history .and secumy logs for all State ﬁlu related 10

 this contract. .-

17.l7. CONTRACT AUDIT ‘
' The Contractor shall allow the State to audit conformance to the contract terms. The -
State may perform this audit or contract with a thtrd party at |ts discretion and at the
State § expense., : .

17.18. DATA CENTER AUDIT : '

: The Contractor shall perform an independent nudtt of “its data centers ‘at least
annually at its expense, and provide a redacted version of the audit report upon
request. the Contractor may remove its proprietary information from the redacted. -
version. A Service Organization Control (SOC) 2 -audit report or approved
equivalent scts the minimum level of a third- party audit.

coor mae a

l‘? 19, ADVANCE NOTICE
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17.20.

17.23.

.

11'.24.

R ——.

¥
]

The Contractor shall give advance notice.(to be determined at the contract time and
included in the SLA) to.the State of any upgradﬁ (e.g., major upgrades, minor
upgrades, system' changes) that may impact service availability and perfonnance A
-major upgrade is a replacement of hardware, software or firmware with a newer or
better version in order to bnng the system up to date or to improve its characteristics.
1t usually includes a new version number.

‘SECURITY

The Contractor shall disclose its non-propnctary security processes and. technical
limitations to the State such that-adequate protection and flexibility can be attained
‘between the State and the Contractor. For example: virus checking and port sniffing,.
the State and the Contractor shall understand cach other’s roles and reSpomibilities

. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercmlly
reasonable non-disclosure agreements, and limit staff knowledge of State data to lha.t ’
which is absolutely necessary to perform job duties.

. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or cxpon data in piecemeal or in ennrety at

- its discretion ‘without interference from the Contractor. This includes the ability for’

the State to u‘nport or export data: to!from other scrwc_e providers..

RESPONSIBILITIES AND UPTIME GUARANTEE '

The Contractor shall be responsible for the acqunsmon and operanon of all ‘hardware,
software and network support related to the services being prov:ded The technical and
Jprofessional activities required for establishing, managing, and maintaining the
environments are the’ responsnbthtles of the Contractor. The system shall be available
24/7/365 (with agreed-upon; maintenance downtnmc), and provide service to customers
as defined in the SLA. Co .

RIGHT- TO REMOVE INDIVIDUALS

The State shall have the right at any-time to. reqmre that the Contractor remove from
interaction with State any the Contractor representative who the State believes is
detrimental to its working relationship with the Contractor. The State shall provide the
Comractor with-notice of its determination, and the reasons it requests the removal. If
the State signifies that a potential security violation exists with respect to the request the
‘Contractor shall unmedmtely remove such individual. The Contractor shall not assign

~ the person to any dspect ‘of ‘the comract or future work .orders without the State' -

conhsent.
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STATE OF NEW HAMPSHIRE .
Department of Natural and Cultaral Resources
DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT A —CONTRACT DELIVERABLES

IR -PROJEC'I‘ OVERVIEW

The general scope of the project is to enable the State to manage the parking citations issued at the meter
based state-owned parking areas along the seacoast, with possible expansion. The system will be hosted
with a web—based client compatible with :Intemet Explorer 11 and Windows 10 OS. The system will be
available across all platforms. The solution will electronically issue pa:kmg tickets and manage fine -
collection, including timely paid and past due fines. The Solution will provide mobile citation issuance
software, a back-end system for citation reporting and management and a secure: pu‘bhc wcbpage for
motorists to view violation, accompanying pictures, appeals and credit card payments via a 3" party
vendor. The contractor will provide handhcld hckcnng hardwar'c soﬁwm and acc&ssons that are
compalible with the Solutlon '

The Contractors Solution will allow the Stale to do the following:
E ‘Increase our Collections.
‘Reduce paper tracking.
Ildcntify repeat offenders, scofflaws, and exceptions.
.Expon all aged receivables and owner information related to overdue citations. Flle wilt be
! imported to collection agency for processing.
Expon NH vehicle information of past due citations to for processing by NH DMV
‘s *Retrieve DMV information for out-of-state vehicle registration owner information.
. -Reduce office traffic by allowmg customers to access account information and pay citations \na
- ' the internet, :
. Obtam useful mfonnatlmal repons for system analysw, problem n:solunon and ovemll
* efficiency.
. Tracking of vch1clqs that have been approved for bootftow
. ,Focus on common elements and relationships present in all parking operations: vehicles,
', citations, owners, . pcrmlts T'hcse elcments will be Imked through financial rtlanonshlps and
. audit trails -
» The system will be confi gured to meet the State's business requirements mcludmg, but not
 limited to: -fine. accumulations, late fees, and permits costs. - The systém will perform thu;e
; accumulations and late fees based upon DPR’s fine structure and are executed by script.
. The Solution will support electronic cash drawer workstations and parking management software
 related peripherals -which shall ‘be fully integrated to the PC based parking management software
systern; . : R :

" e 0 @

2. STATEMENT OF WORK

‘Provide a Pnrkmg Managemem Enforcement Systern accessed through a web- based mterface to manage -
parking c1tat|ons, citation collectlons, hand!od t:cket wntcrs and permits.

The System will 'be- hlghly confi gurablc and allow for easy updates of violation types, fine amounts, etc.
The software will assign unique violation numbers from .a pool of numbers assigned by the DPR. The
wolanon numbers are assigned sequentially and will never be assigned more than once.

Security access based on user roles will be provided. State staff will access the softwarc via a umque user
name and password,

¥
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- EXHIBIT A - CONTRACT DELIVERABLES

Contractor will ensure that data and photos for all vnolat:ons have no issuc uploading from handheld
devices to the server.

Contractor will ensure data recovery processes are in place in the event of lost data or handhclds.

System wnll facilitate the capturing of pictures to support a violation. Multiple pnctum are requ:rod to be
associated with a violation.

The System will print violations in the format prescribed by the DPR and have the ability to reprint
violations '

The System will allow for adaptanon to other type of violation issuance such as handwnnen and-the
software will captm data of non-violation information such as broken meters, loading zones, etc.

Thc System will have mobrlc repomnglprlnting capability for the issuing officer and/or . supervtsor
chorls include, but are not limited to, number of tickets issued and number of tickets voided,

The System will provide a module to import and export data to NH DMV adhering to the file structure
provided by thé NH DVM with the ability to update as needed.

. System'will maintain a test or development environment for testing, including user acceptance testing, of
all changes, upgrades, updates to the citation issuance software separate from the production environment,

The Contractor will supply and support handheld ticket writers and the necessary software to
communicate bi-directionally with the hosted database. The handheld will have a Windows based user
interface that will allow staff to download ticket information from the handheld and upload database
information to the handheld. ' :

The sys'tern will performs all credit card transactions through 3rd pﬁrty PADSS Compiiant partners.

The Commctor will migrate all data to a hosted server in a secure data center and meet the requlrements
included in Exhibit H Requlrements

The Contractor will provudc trained techmcal support staff that will assist with troublﬁhootmg,
configuration, and support issues and will be available as follows:

o *The Cardnﬁai Customer .Support Groop shall act as. the account manager for software. andfor
' hardware support needs. This service includes unlimited email and tclephone software/hardware
* support for the term of this Agreement. o .

}Customa Support Reprcscmanm will-be available to assist Customers Monday through Friday
* from 9:00 a.m. to 6:00 p.m., Eastern Standard Time, via email or Cardinal's toll free support line,
- excluding holidays obscrved by Cardinal. Cardinal will prowde Customer with its planned
. holidays upon roquest
}
« ' The above hours of operation can only be changed with a thirty (30) days written notice and
approva] by the State. )
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¢ During the above-referenced hours of operatlon, ‘the ‘State shall ‘be entitled to initiate email or
telephone consultations with Customer Support Representanves to- discuss such things as (1)
installation instructions, (2) hardware- and software inquiries, (3) operating procedures, (4)
-modifications to the existing system, and. (5) other.concerns that may arise. All inquiries or
Tequests should be focused through the Customer Support Representatives. The Customer
.Support Group will be responsible for all aspects of the account and will serve as the in-house
spokesperson gt Cardinal. R

e All email or telephone contacts by the State will be documented to dssist Cardinal personnel in
tracking any issue or problem reported by Customer the status of whlch w1|l be rnomtored until
final resolutlon .

o The Cardinal Customer Support Group will maintain a log for tracking purposés which reflects
ithe current status of each outstanding hardware or software issue and all modification requests.
.Logs may include problem or modification reference numbers, date reportcd descnption, pnonty
-and/or: scheduled release datc, as applicable.

The Contractor will ‘be mpomlblc for Software mstallatlon (if - requlred), dcploymcnt support '

user/administrator. training, ongoing Systcrn maintenance and technical support for- off ice a.nd I' eld
locations.

The Contractor will ensure that appropriate levels of security are implemented and maintained in order 10
protect, the integrity and reliability of the State's Information Technology resources, mformatlon. and

services. The Contractor will provide the State resources, information, and Services on an ongoing basis, .
with the appropriate infrastructure and security controls to ensure business continuity and to safeguard the

confi dcntlaltty and integrity of State Data.

3. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

|Activity, Deliverable, or Milestone : 'D,".'If';p’:-b."" Project Delivery Date
. PLANNING AND PROJECT MANAGEMENT -
1 Conduct Project Kickoff Mectmg ~ [Non-Software | 127772017 = .
2 IProject Status chons e (Written - Delivered upon request . .
: . ‘ ~ during project
: S implementation.
Work Plan .- |Written ’ 121'18-/20]7 .
4  |Goals and Objectives Document . written . :.[ncluded w1th the work
W S R e -{ plan/scope of work _ .
. o , .. | documents. : :
5 [Infrastructure Plan, including Desktop ~ [Written | Details provided as part of
: d Network Configuration 1- | project kickoff meeting. -
- equircments . | IR _ - e
‘6. [SecurityPlan Writlen . Details provided as part of
1 - o i | project kickoff meeting.
7  [Communications and Change Written - - | Details provided as part of
: h\danagement Plan o . | project kickoff meeting. -
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A

8 [Software Configuration Plan Written Details provided as part of
‘ project kickoff meeting.
9 |Testing Plan 'Written 1/8/2018
10  [Data Conversion Plan and Desngn Written N/A - No data conversion
- needed for this project.
11 Deploymcnt Plan Written Details provided as part of
. . . project kickoff meeting.
12 |Comprehensive Training Plan and Written 1722018
Curriculum , :
13 [End User Support Plan Written ‘Details provided as part of
1 . : project kickoff meeting.
14 . [Business Continuity Plan - " |Written " Details provided as part of
‘ _ project kickoff meeting.
15 umentation of Operational Writtcn ) 3/512018
o o SYS‘I‘EMCONVRRS!ON'IOTICKE‘I‘RAK}IO.' R
16 Convcrt data according to written plan.  [Software N/A - No data conversion
. needed for this project.
17 DeveIOpment of hosted site¢ for NH DPR  [Software 12/2672017°
18  [Conduct User Acceptance Testing on-Software 2/512018
19 [Test DMV In-Bound and Software 2/5/2018 .
Out-Bound Interfaces for NH and all out
of state vehicle registration (ORIS). _
20 [Test Online epplication for creditcard  [Non-Software 2/5/2018 '
yment and citation information
21 [Conduct System Performance. on-Software 2/5/2018
Load/Stress) Testing on NH DPR : o
ed site. .
22 [Certification of 3 Party Pen Testing . Non-Software |- Testing is performed
d Application Vulnerability Scanning. | internally by Cardinal staff
: and Application
' wvulnerability scanning is
' - by 3rd party.
‘23 lgrovidc ALL testing results to the [ Written - Will provide a spreadsheet
tate’s Project Team. to track al} reported bugs
' . during UAT and status’
updates
24 Prowde All required Soﬁwarc Llcenses [Written - “Priof to project klckoff
. 2§ .Eonveﬂed Data Loaded into Production oftware N/A - No data conve_rsnon
nvironment , _needed for this project.
26 .[Provide Tools for packup and Recovery [Software Backup and recovery are
f all Applications and Data handled by Cardinal since
Exhibit A — Contract Deliverables — Part 3 Page 4 of 68
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this is a hosted
) ‘ . implementation.

27 andhelds configured and delivered to  [Non- 1/2/2018

: State personnel - Software :

28 [Conduct Training on-Software 2/512018
29 [Cutover to New Software [Non-Software -3/5/2018
30  [Provide Documentation : {Written 3/5/2018

31 [Execute Security Plan . [Non-Software 3/5/2018

32 KConduct Pro_|ect Exit Meeting Non-Software 31272018
33 Ongoing Hosting Non-Software |- Yearly

.34 [Ongoing Support & Maintenance Software Yearly
35 [Webinar/Refresher Training ~ [Non-Software TBD yearly
36 [PCI DSS Anestation of Compliance _ [Writien - NA -

Annually) o
-
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STATE OF NEW HAMPSHIRE
» Department of Nstural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017053 .
EXHIBIT B - PRICE AND PAYMENT SCHEDULE
( " i ) ’ ) _' . s‘- ’
1.0 PAYMENT SCHEDULE

1.1 Not to Exceed
This is a Not to Exceed (NTE) Contract for the penod between the Effective Date through
December 31, 2022. The Contractor shall be responsible for pcrformmg its ‘obligations in
. accordance with the Contract. This Contract will allow the Contractor to invoice the State for the
following activities, Dehvcrabla;, or milestones appearmg in the price and payment tables below

: Acttvity. Dellverable, or Mllectone Deliverable Prlee
. Date’

- onduct PrO)ect chkot’f Meetmg 127772017 All pnclng mcluded mlhe g
, o | . [project total, B
2 Project Status Repons .Detivered upon [All pricing included in the

: o " [request during  [project total. .
“iproject )
‘ : . , implementation. | ;. . <
3 |Work Plan - 12/8/2017 - |All pricing included in the
' S o rpro_]edt total,
4  |Goals and Objectives Document . |included with  |All pricing included in the
) ' ) the work project total.
lan/scope of : o

= . work documents.
5" [Infrastructure Plan, including Desktop  [Details provided {All pricing included in the

d Network Conﬁgurauon : - jas part of project L_nrojec:t total
[Requirements . “[kickoff meeting.
6 [Security Plan ‘ Details provided [All pricing included in thc
' . - : : : part of project [project total '
: < ' ickoff meeting.
7 [Communications and Change ' ails provided |All pricmg mcluded in the :
Management Plan : s part.of project [project total ;
: ' . . [kickoff meeting. -
- & |Software Configuration Plan - - o ils provided |All pricing included in the .
' - . as part of project project total:
- - ickofT meeting. -
9 |[TestingPlan = ] 1/8/2018 All pricing included in the -

Fpmject total. _
ANl pricing included i in the

10 _ [Data Conversion Plan and Design
o [project total.

All pncmg mcluded inthe

11 [Deployment Plan -
' - project total

12 Comprehenswe Training Plan and : ) )1 All pricing mclumd in the
Curnculum ) . L [project total. .
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13 iEnd User Support Plan ails provided [All pricing included inthe .
part of project iproject total. | :
- ickoff meeting.
14  [Business Continuity Plan . Etails provided |All pricing included in the
part of project [project total.
: ‘ kickoff meeting. ,
15 mcﬂmum of Opcmnona] . 3/5f20| 8 All pricing included in the
ures ' [project total.
s S\’STEM G)NVEIBION'IOTICKE‘I‘RAK 10 ,l.Z:' f.. CELe
16 Convert datn accordmg to written plan. /A - No data AII pricing included in the _
: . Jconversion project total.
eeded for this
- g roject. .
17 'IDcirelopmcm of hosted site for NH DPR | - 12/26/2017 . |All pricing included in the
a : I]'.irci_lect total
i et T oy TESTING N DO
18  |Conduct User Acccptance Tcstin_g' ' 2/5/2018 AII pricing mcluded in the
‘ project total.
19 Test DMV In-Bound and o 2/5/2018 All pncmg included inthe
. |Out-Bound Intérfaces for NH and all out pro_]ect total.
_ |of state vehicle registration (ORIS). . L
20  [Test Online application for credit card C2A512008 All pricin'g includedl inthe " "
yment and citation information ‘ jproject total.
21  [Conduct System Performance - | 2/572018 - |All pricing included in thc
Load/Stress) Testing on NH DPR _ " pro;ect total
_|hosted site. X -
22 ertification of 3™ Party Pen Testing . [Testing is - All pricing included in the
" land Application Vulnerability Scanning. [performed - [project total.  * :
' T ' © [internally by .
Cardinal staff
land Application
[vulnerability
~ [scanning is by
- : . -Prdparty. - '
. 23 [Provide ALL testing resultstothe - |Will providea . [All pricing included in thc
Ftate's Project Team. o _[spreadsheet to pro_|ect total.
: ' track all reported .
" : bugs during -
' . A . |UAT and status
: : updates. notes
specifying
. [bugsfenhanceme
" Ints addressed in
g lthat releesc
24 Prov:de All requued Software Licenses in‘oﬁ to project  [$5,627.70
ickoff. - '

AEE N |
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25 |Convcrted'Data Loaded into Production |N/A -Nodata |All pricing included in the
IEnvironment ' conversion project total,
meeded for this
ject. :
26  [Provide Tools for Backup and Recovery [Backup and Al pricing included in the
of all Applications and Data recovery are project total,
handled by
Cardinal since
this is a hosted
- . implementation. | . :
27 [Handhelds configured and delivered to 1/2/2018 $37,482.00
State personnel
28  [Conduct Training - A512018 [$6,500.00
29  [Cutover to New Software 3/5/2018 - |AD pricing included in the
' oject total. '
30  [Provide Documentation 3/5/2018 All pricing included in the
, ject total.
‘31 [Execute Security Plan 3/572018 All pricing included in the
. roject total.
32 {Conduct Project Exit Mecting 371272018 . [All pricing included in the
: . ‘ : roject total. <
NGOING OPERATIONS - oL
33  [Ongoing Hosting Yearly $3,000.00 p/year
34 [Ongoing Support & Maintenance Yearly - [85,627.70 pfyear
35  [Webinar/Refrésher Training TBD yearly  [$800.00 p/year
36 C1 DSS Attestation of Compliance N/A JAll pricing included in the
. . roject total.

Annually) .
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DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT B - PRICE AND PAYMENT SCHEDULE - _ -

1.2 Future Contractor Rates Worksheet

The State may request additiona) Services from the selected Contractor .and requires rates in the
cvent that additional “Service is required. The following format must be used to provide this
_information. “SFY™ refers to State Fiscal Year, The New Hampshire State Fiscal Year runs from
July | through June 30 of the following calendar year. Positions not identified in the Proposed

Position Worksheet may be included in the Future Contractor Rates Worksheet.

‘I Project

.| Anycustom | Anycustom | Anycustom | Anycustom Any custom
.| Manager | work willbe | work willbe | work willbe | 'work will be ' | work will be
1B evaluated | evaluated and | evaluated and | evaluated and . | evaluated and
and charged | charged at the | charged at the | charged at the | charged at the
" | atthe'rate of rate of © rate of - . rmteof | " -rate of
$200.00 per $200.00 per | $200.00 per | $200.00 per | $200.00 per
hours. hours, " hou:s " hours. . hours.
Trainer - | Anycustom Any custom | AnycuStom | .Anycustom. | Anycustom
: work will be work willbe | work will be | work willbe |- work will be
evaluated | evaluated and | evaluated and | evaluated and | evaluated and
.| and charged - | charged at the | charged at the | charged atthe | charged at the.
attherateof |  rateof rate of” " rateof. " rate of
$200.00 per- | $200.00 per | $200.00 per | $200.00.per - | $200.00 per
, hours. - " hours. ~ hours. “hours. - |  hours.
‘Business Any custom ,Any custom | Anycustom | “Anycustom " |. Any ctistom :
| Analyst: work will be | work willbe | work will be | work willbe |~ work will be
1 ‘evaluated | évaluated and | evaluated and | evaluated and | evaluated and
| and charged | charged atthe | charged atthe | charged at the. | charged at the
at the rate of - rate of ‘rate of . . rate of - * rate of -
| $200.00 per | $200.00 pér- | $200.00 per | $200.00 per | $200.00 per
L -hours. - hours. |  hours. . |. ~'hours.” - hours.
Product . . | Any custom Any custom - | “Any custom - | Any custom Any custom
Manager | work will be | -work willbe .| work willbe | work willbe | work will be
o '| evaluated | .evaluated and | evaluated and | evaluated and ' | evaludted and.
and charged | charged at the | charged at the | charged at the | charged at the
| attherateof .|  ratcof rateof | rateof | “rateof
$200.00 per | . $200.00 per | $200.00per | $200.00per | $200.00 per
| hours. hours.  hours. | hours . hours,
Exhibit B — Price and Paymcm Schedule - Part 3

Contractor’s Initials .

‘Date: \t
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STATE -OF NEW HAMPSHIRE

Department of Natuiral and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT B — PRICE AND PAYMENT SCHEDULE

1.3 Software Licensing, Maintenance and Warrhtity Support Pricing Worksheet

| Software Tuitial . Maintenance Support and Upgrades .
Cost Year 1 Year2 | Yearl Year d Year$§ Total
TickeTrak Complete $0.0 [ $2429.10| . $2,429.10| 32,429.10 | $2,429.10 |. $2,429.10 | $12,145.50
Software Package : : ,
" | TickeTrak Mobile 50.0 $180.00 $180.00 $180.00 $180.00 .$180.00 $900.00
| Software |
| TickeTrak User Licenses $0.0 $53.10] $53.10 $53.10 $53.10 $53.10 $265.50
| TickeTrak Import $0.0 $179.10 $179.10 $179.10 $179.10 $179.10 $895.50
1 Moduie , . . - . -
| TickeTrak Online Ticket $0.0 $539.10] ~. $539.004. $539.10 |  $539.10 §539.10 $2,695.50
Payment Intcgration ‘ .
| TickeTrak On-line $00| 535900 $359.10 - $359.10 $359.10 $359.10 | $1,795.50
Ticket Appeals Interface . : . ]
| TickeTrak Archive $0.0 $179.10 $179.10 $179.10 $179.10 1~ $179.10 $895.50
-] Module . i : I
- | Online Citetion 50.0] $1,440.00] $1,440.00| $1,44000 | $1,440.00 | $1,440.00 | $7,200.00
Payments Module with ‘ '
| Maintenance and
Support B .
Collection Agency $00( . $269.10 $269.10}  $269.10 $269.10 $269.10 | $1,345.50
| Module with : ' : ~ ‘ .
.| Maintenance and
Support. . . - :
ORIS Returns $0.0 | $7.500.00] $7,500.00].$7,500.00 | $7,500.00 | $7,500.00 | $37,500.00
’l‘oh! Sol'twau $13,127.70 | $13,117.70 513,127 70| $13,127.70 | - $13,127.70 | $65,638.50 |
l 4 Haodhelds and compouenls. Maintenance, and Support Pricing Worluheet
—_ . Maintensnee Sapport and Upgrades -
H“M Componenu lnlthl Cost Year1 | Year2 | Year3 | Yeard | Year5
N5 Scan — B $25.272.00 | Included | Included | Included | Included | Included
| N5 4 Slot Cradle - 2 $2,386.00 | Included | Included | Included | Included | Included
NS Spare Batteries — 8 $1,104.00 | inciuded | included | included | Included | Included
N5 Flex Strap—8 ' $144.00 | Included | Included | Included .| Included | Included
NS Rein Guard - 8 '$336.00 | Inctuded | Included | Included [ Included | Included
. | N5 5 Year Warranty - 8 '$10,240.00 | Included | Included . | Included | Included | Included
.| Casio IT-9000 Trade In - 8 {$2,00000) | NFA. .. . I NFA . N/A N/A = | N/A
Total ledwan ‘$37482.00 ] - R
1.5 'Tralning Pricing Worltsbeet »
Training : Year l . Year2 | Yeard Yeard. Year $
Refresher Training — $6,500.00 | - ’ .
Year 1 ) I A .
Yearly $800.00 $800.00° ,$800.00 | $800.00
Webinar/Refresher ‘ : , :
_ | Training SR 1. . - , : R
Total Tralning $6,500.00 $800.00 $800.00 $800.00 | - $800.00
Exhibit B - Price and Payment Schedule — Part 3

Contractor’s Initials
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DFR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT B - PRICE AND PAYMENT SCHEDULE ’

1.6 Hosting, Maintenance, and Support Pricing Worksheet

1

Contractor’s Initials _ 4 ¢ Date: W/ HA

HOSTED SERVICES | Yesrt | Year2 | Year3 | Yeard | YearS | TOTAL
[ Hosting Fee $3,000.00 | $3,000.00 | $3,000.00 | $3,000.00 |- $3,060.00 | $15,000.00°
Technical Support and WA N/A N/A N/A N/A WA
| updates : »
Maintenances and Updates | . N/A ‘N/A ~ N/A - NA- N/A - NA
Total Hosting _ $3,000.00_| $3,000.00 | $3,000.00 | $3,000.00 | $3,000.00 | $15,000.00
1.7 Total Cosi per Fiscal Year S
" Description FY 18 FY19 | FY20 | FY2l | FYm2 Total
Software/Maintenance $5,627.70 | $5,627.70 | $5.627.70 | $5,627.70 | $5,627.70 | '$28,138.50
Herdware/Maintenance | $37,48200 | - | - - . $37,482.00
Training/installation $6.50000 | 580000 |  S80000|  SE0000 | 580000 |  $9,700.00
DMV E $7,50000 | $7,500.00 | $7,500.00 | $7,500.00 | $7,50000 |  37,500.00 |
Hosting/Maintenance T$3000.00 | $3,000.00 | $3,000.00 | $3.000.00 |  $3,000.00 | $15,000.00 |-
' [TOTAL COST $60,109.70 | S16,927.70 | $16927.70 | $16927.70 | $16,927.70 | '$127,820.50 |
Exhibit B — Price and Payment Schedule — Part3 . Page 11 of 68




STATE OF NEW HAMPSHIRE
: Department of Natural and Cultara) Resources
" DPR - Parking Enforcement Management System - Contract 2017-053
. EXHIBIT B - PRICE AND PAYMENT SCHEDULE

A}

2, CONTRACT PRICE

Notwlthstandmg ‘any provision in the Contract -to the contrary, -and . notwrthstandmg unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount mdlcated in
the P-37 General Provisions Block 1.8 (“Price Limitation™).. The payment by the State of the total Contract
price sha]l ‘be the only, and the complete reimbursement to the Contractor for all_fees and expenses, of
whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travcl or out-of-pockct expenses mcurred in lhc pcrfonnanoe of
the Services performed under this Contract . )

k) INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be- pald by the Statc All
invoices subimitted shall be subject to the State’s prior written approval, which shall not be unreascnably
withheld.' The Contractor shall only submit invoices for Services or Deliverables as permitted by the
Contract. Invoices’ must be 'in a format as ‘determined by the State and contain detailed information,
lncludmg without limitation: itemization of each Deliverable and identification of the Deliverable for which
payment is sought, and the Acceptance date’ triggermg such payment; date of delivery-and/or mstallatlon,
monthly maintenance charges; any other Pro_|ect costs or retention amounts if applrcable

Upon Acceptance of a Deliverable, end a properly documented and undlsputed mvorce, the State will pay .
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invmm will not be backdated
and shall be promptly dispatched. .

Invoices shall be sent to:

NH Department of Natural and Cultural Resources
Division of Parks and Recmanon-Accounts Payable '
172 Pembroke Avenue A

Concord, NH 03301

4. PAYMENT ADDRESS N
All payments shall be sent to the following address:
Accounts Receivable - _ ' .
. Cardinai Tracking, Inc. ' o

1825 Lakeway Dr, Suite [00
Lewisville, TX 75057

'S, OVERPAYMENTS TO THE CONTRACI‘ OR

The Contractor shall promptly. but no later than fifteen (15) business days, return to the State the full
amount of any overpaymcnt or crroneous payment upon drsoovery or nonce from the. State .

6. CRED[TS

The State may apply credrts due to thc State ansmg out of thls Contract, agamst the Contractor s invoices .
with eppropriate information attached. : o

J

Exhibit B — Price and Payment Schedule — Pant 3 _ . Page 12 of 68 -
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STATE OF NEW HAMPSHIRE -
Department of Natoral and Caltaral Resoarces .
DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT B - PRICE AND PAYMENT SCHEDULE

7. PROJECT HOLDBACK

The State shall withhold 10% of the total contract pricing tender by the Contractor in this engagement in

which there is an unresolved defective or non-performing component of the Systemn as speclﬁed inClass A
and/or B deficiencies as slaled in Exhibit G Maintenance & Support Services. :

The holdback will be relcased to the Contractor when the S_tate detenmnﬁ.tha_t the defective or non-
performing component of the System has been resolved. ' '

Rest of page intentionally left blank.

Exhibit B — Price and Payment Schedule — Part 3 . " - Page 13 of 68
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STATE OF NEW HAMPSHIRE
_ Department of Natural and Cultural Resources i
Division of Parks and Recreation - Enterprise Reservation System - Contract 2017-018
" EXHIBIT C - SPECIAL PROVISIONS

There are no changes to the terms outlined in the P-37 General Provisions

Exhibit C — Special Provistons - Part 3 Page 14 of 68
Date: || /* Contractor’s Initials <{_



STATE OF NEW HAMPSHIRE
Departmenl of Natural and Cultora) Resources
DPR - Parking Enforcement Management System - Contract 2017-053 -
EXHIBIT D - ADMINISTRATIVE SERVICES -

1. TRAVEL EXPENSES

" The Contractor must assume all msonablc travel and related expenses. All labor rates w:ll be “fully
loaded”, including, but not limited to: meals, ‘hotel/housing, airfare, car. rentals, car mlleage, and out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION .
_The State will not pay for any shipping or delivery fees unless speclﬁcally ltcmlmd in the Contract

3. ACCESSICOOPERATION )

As applicable, and subject to the applicable laws and regulanons, the State wnll prov:de the Contractor
with access to all program files, libraries, -personal computer-based .systems, software packages,
network systems, secunty systems, and hardware as required to complete the oontracted Services.

The State will use reasonablc efforts to provide’ approva]s authonzauons. and decmons reasombly'
necmary to allow the Contractor to perform its obliganons under the Contmct '

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-ownod documents, matcnnls, reports, and
other work in progress relating to this RFP. Upon-expiration or termination of the Contract with the -
Stite, the Contractor shall tum over all State-owned documents, material, reports, and work in
progress relating to this RFP to the State at no addltlonal cost to the State. Docurnents must_be
provided in both printed and electromc format. ‘ 2

S.. RECORDS RETENTION AND ACCESS REQUIREMENTS

. The Contractor shall agree to the-conditions of all apphcablc State and federal laws and tegulatlons
which are incorporated ‘herein by reference, regarding retention and access: requlrements, including
without limitation, retention - pohcim consistent -with the Federal Acquisition’ Regulatnons (FAR)
Subpart 4. 7 Contractor Records Retention.

The Contractor and its Subcontractors shall maintain bocks, .records, documcnts, and other ewdence .
of accounting prooedurcs and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the’ performance of their respective obligations under:the Contract. The Contractor -
and its Subcontractors shall retain all such records for three .(3) years following termination of the
Contract, including any extensions. Records relating to any Imgatlon matters regarding the Contract -
shall be kept for one (1) year following the termination of all litigation, includmg the tcnmnation of .
all appeals or the expiration of the appeal period. ;

Upon prior notice ‘and Subjecl to reasonable time fra:ms. all .such records shall be subject to
inspection, examination, audit and copying by, personnel so authorized by, the State and ‘federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
. be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1)-year term following litigation relating to the
Contract, including all appeals or the expiration of the appcal ‘period. The Contractor shall include
the record retention and review requirements of this section in any of its subcontracts. . = o

Exhibit D — Administrative Services — Part 3 ‘ Page 15 of 68
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STATE OF NEW HAMPSHIRE
) Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT D - ADMINISTRATIVE SERVICES

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s.
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS .
The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the
accounting system and the Contractor shall maintain records. pcrtalmng to the Services and all other
costs and. expenditures.
"+ Exhibit D — Administrative Services — Part 3 , Page 16 of 68
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT E -IMPLEMENTATION SERVICES

'1. PROJECT MANAGEMENT

Thc Staie believes that effective communication and rcportmg are essential to Pro;cct succcss

The Contractor Key Project Staff shall participate in meetmgs as rcqmstcd by the State, in accordance
with the requirements and terms of this Contract.

a.

Kickofr Mectlng Participants will include the State and the Contractor’s Project Team and
major stakeholders. This meeting is to establish a sound foundation for actlwtlcs that will

' follow

Status Mectlngs Participants wnll include, at the minimum, the Contractor’s Projcct
Manager and the State Projéct Manager. These meetings will be conducted at least bi -weekly
and address overall Project status and any additional topics needed to remain on schedule and
within budget. A status and error report from the.Contractor shall serve as the basis for
discussion. Ongoing operational mcctmgs-regular meetings weekly, cali monitoring mcetmgs
every two weeks, and on-site year-end review meeting to be scheduled.

The Work Plan: must be reviewed at each Status Meeting and updated at minimum, on 8 b:- ‘
weekly basis, in accordance with the Contract

Special Meetlngs Nccd may ‘arise for a spccml mcctmg wuth Statc lcadcrs or Projcct-

: stakcholdcrs to address spccif' ic Issues

Exlt Meeting: Mclpams will includc Project leaders. from the Ccntractor and the Suue
Discussion will focus on lessons learned from 1he Prolcct and -on follow up optlons that the
Statc may wish to cons1dcr :

"The State cxpects the-Contractor to prepare agcndas and background for and minutes of mccungs
‘Background for each status meeting must include an updated Work Plan. -Drafling of formal .
' . presentations, such as a prescmanon for thc kickoff meetmg, will - also be the Contrattor's

responmblhty

111e-Conu‘actor's Project Manager or the Contractor’'s Key Project Staff shall submit monthly status -
“reports in accordance with. the. Schedule and terms of this Contract. All status reports shall be
prepared in formats approved by the State. The Contractor’s Project Manager shall assist the State’s
Project Manager, or itself produce reports related to Project Management as reasonably requested by
the State, ali at no additional cost to the State. The Contractor shall produce PI‘OjeCt status rcports
which shall contmn at a minimum, the followmg

® o0 oe

Pro_|cct status related to the Work Plan,

‘Deliverable status;

Accomplishments during weeks bcmg ncported
Planned activities for the upcoming two (2} week penod

.Future activities;

Issues and concerns requiring rcsolunon and

‘Report and remedies in case of falling behind Scheduile

Exhibit E -
Date:
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STATE OF NEW HAMPSHIRE
_Departiment of Natural and Cultural Resources ] y
DPR - Parking Enforcement Management Syitem - -Contract 2017-053
EXHIBIT E -IMPLEMENTATION SERV!CES

As reasonably requested by the State, the Contractor shall provide the State with information or
reports regarding the Project. The Contractor shall prepare special reports and presentations relating
to Project Management, and shall assist the State in preparing reports and presentations, as reasonably’
requested by the State, all at no additional cost to the State, .

2. MPLEMENTAT.ION STRATEGY

2.1  Key Components

e The Contractor shall employ an mdusu'y-standard lmplementmlon strategy wnth a timeline
set forth in accordance wnh the Work Plan; . .

¢ The Contractor and the State shall edopt a change management approach to identify and
plan key strntegles and communlcatlon initiatives.

« The Contractor’s. team will provide trammg templates as defined in the Training Plan, *
which will be customized to address the State’s ‘specific requurements Decisions regarding
format, content, style, and presentation shall be made early on in the proocss, by the State,
providing sufficient time for development of matenal as functtonallty is’ defined, and
‘conﬁgured ) :

N ,

s The Contractor shall manage Prcgect execution and provnde the tools necded to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requnrcments. mamtam eommumcatnon wnhm the Project
Team, and report status. :

2.2 . Timeline

The timeline is set forth in the Work Plan. During the mitlal planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Project standards ‘end procedures finalizad, and team.
.. training initiated. Timing. will ‘be structured :to recognize interdependencies between:
- ‘applications and structure a cost effective and timely execution. Processes will be documented,
training established, and the appllcauon will be ready for lmplementation in accordance with
the Work Plan. ‘

:72'.3 ' Chnnge Management and Tnlning -
" The Contractor’s change management and trammg services shall be. focused on developmg .
change management and training strategics and plans. [ts approach relies on State rtsomes K
for the execution of the change management and end user ‘training. :

Exhibit E - Implementatlon Services — Part 3 - , : ‘ Page 18 of 68
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources -
DPR - Parking Enforcement Management System - Contract 2017-053 .
EXHIBIT F - TESTING SERVICES

1.0 Testing - -

The Contractor shall bear all responstbtltttes for the full suite of Test Pla.nmng and preparation throughout the
‘Project. The Contractor will also provide training as necessary to the State staff responsible for test activities,
. The Contractor shall be.responsible for all aspects of testing contained in the Acceptance Test Plan including

. support,.at no additional cost, during User Acceptance ‘Test conducted by the State and the testing of the
tralmng materials.

of

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work Plan.
A separate Test Planand set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the System
as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include planning, test
scenario and script development, Data and System preparation for testing, and execution of Unit Tests, System
Integration Tests, Convérsion Tests, Installation tests, Regression tests, Performance Tuning and Stress tests,
Security Review and tests, and support of the State during User Acceptance Test and Implementation. : -

The State will utilize the database created for the training for the duration of the training and: testing database
will be left operational following acceptance testing for future testing needs. The State will have access to
. training documents provided during training as well as access to the help file and unlimited access to Support’
Team by phone and email. Any bugs detected during acceptance testing wnll be reported to the trainer and
appropnate action will be taken based upon the detalls of that bug

- In addition, Contraetor shall provide a mechanism for repomng actual test results vs. expected resiilts and for
the resolution.and tracking of all errors and problems identified during test execution. Contractor shall also
comect Deficiencies and support required re-tésting. This evaluation ensures comphance with industry
regulations and standards such as NIST and Sarbanes-OxIey

1.1 User Aeeeptence Tming (UAT)

UAT bcglrts upon completion of the Software configuration as. requ1red and user tralnmg accordmg to the
Work Pisn. thlng ends upon issuance of a letter of UAT Acceptance by the State )

’I‘he User Acceptance Test (UAT) is a verification process performed in'a copy of the productton
environment. The User Acceptance Test verifies System functionality against prcdeﬁned Acceptance
criteria that support the successful execution of approved business pmcﬁss -

UAT will also serve as a performance and stress test of the System. lt may cover any aspcct of the new ‘
System, including administrative procedures such as -backup-and recovery, The results ‘'of the UAT
prowde evidence that the new System meets the User Acceptanoe criteria as deﬁned in the Work Plan.

The results of the User Aceepta.nce Test prowde evidence that the new featureslenhancements meet the
User Acceptance Criteria.

Upon successful conclus:on of UAT and succecsful System deployment the Stnte will sign ‘off and the
respective \Varramy Penod shall commence.

Exhibit F — Testing Services ~ Part 3 ' I
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultoral Resources
DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT F - TESTING SERVICES

1.2 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as identification,
authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State's hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls. that have been designed into the System architecture in order to prov:de the necessary -
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Contractor’s solution consists of two scparate web solutions. TickeTrak 10 is the non-public facing
solution used by parking staff for managing parking operations, Cardinal offers a separate public facing
web solution allowing parking customers to pay or appeal citations and register for parking permits.
TickeTrak 10 will be configured and integrated with a number of single sign-on (SSO) standards for user
authentication. In addition, TickeTrak offers a robust user and group security system allowing the
application administrator to create security credentials on a modular basis.

/

1.3 Penetrntion:Tuting

Penetration | a.) Implement a mcthodology for penctration testing that mcludes thc

Testing following:

' ¢ s based on industry-accepted penetration tmmg approaches
(for example, NIST SP800-115)

o Includes coverage for the entire CDE perimeter aljtd -critical -
systems

¢ Includes tw’ting from both inside and outside the network

e Includes tesung to valldate any segmentation and scope-
reduction controls

» Defines application-layer penetration tests to “include, at a
minimum, the vulnerabilities listed in Requircment 6.5

¢ Defines network-layer penetration tests to include components |-
that support network functions as well as operating systems

e Includes review and consideration of threats and vulncrabllmes
experienced in the last 12 months

s Specifies retention of penetration twung results and
remediation activities rcsults :

b.) Perform external penctration testing at |east annually and after any
| significant infrastructure or application upgrade or modification (such
1as an operating system upgrade, a sub-network added to the
| environment, or a web server added to the environment).

. Exhibit F — Testing Services — Part 3 .
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources

DPR - Parking Enforcement Management System - - Contract 2017-053

EXHIBIT F = TESTING SERVICES

| c.) Perform internal penetration wsting at least annually and after any

significant infrastructure or application upgrade’ or modification (such
as an operating system ‘upgrade a sub-network - added to the
envirenment, or a web server added to the environment). ..

| d:) Exploitable vulnerabilities found during penetration testmg are
corrected and testing is repeated o venfy the corrections.

: e.)_lf'segmentation is used to isolate the CDE from other networks,
perform penétration tests at least annually and after any changes to |-

segmentation controls/methods to verify that the segmentation methods

are operational and effective, and isolate all out-of-scope systems from .

in-scope systems

Exhibit F — Testing Services — Part 3
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STATE OF NEW HAMPSHIRE
Department of Natural and Cuiltural Resources
DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1 Contractor's Responsibility ‘
The Contractor shall maintain the System in accordance with the Contract

LL.1 Maintenance Releases .
The Contractor shall make available to- the State the latest program updates, “general
maintenance releases, selected functionality releases, patches, and Documentation that are
generally offered to'its customers, at no additiona] cost. -

1.1.2 Standard Agreement:
The State will adopt the Contractor’s standard maintenance agrccment modlf' ed to address
' terms and conditions inconsistent with State Statutes and ‘general State mformanon
technology practices. .

2. SYSTEM SUPPORT

2.1 The Contractor will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions -
contained herein, .

2.2 As part of the Software maintenance agreement, ongoing Software maintenance and supporl Ievcls;
including all new Software releases, will be addressed Monday ~ Friday 9 am to 6pm EST according
to the following: _

‘Class A Deflciencies - The Contractor shall have available to the State on-cail telephone-
assistance, with issue tracking available to the State, eight (8) hours per-day and five (5) days a
week with an email / telephone response within two (2) hours of request; or the Vendor shall |
.provide support on-site .or with remote diagnostic. Semces within four (4) business hours of a

request;

Class B & C Deficieacies -The State shall notify the Contractor of such Dcﬁc:cncxcs dunng-
regular business hours dnd the Contractor shall respond back within four (4) hours of notification
of planned corrective action; The Contractor- shall repair or replace Software, and provide
maintengnce of the Software in accordance with the Specifications, Terms and Requirements of
the Contract; or as agreed between the parties
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3. SUPPORT OBLIGATIONS AND TERM

3.1 Contractor shall repair or replace Hardware and Software, and provide maintenance of the
Hardware and Software in accordance with the Specrﬁcatlons and tcn'ns and requirements of the
; Contract
i

32 Contractor shall maintain a record of the activities related to warranty -repair or maintenance
activities performed for the State and provide report to State at mmlmum monthly and weekly if
requested;

. 3.3 Contractor shall prov:de on-call telephone mlstanoe wnth issue tracking avallable to the State
- Monday .~ Fnday. 9am to 6pm EST.

3.4 For all maintenance Service calls, the Contractor shall ensure the following -information will be
collected and maintained: nature of Deficiericy; current status of the Deficiency; action plans,
dates and times; expected and actual completion time; Deficiericy resolution information;
- Resolved by; Identifying number i.e. work order number; and Issue identified by.

3.5 The Contractor must work with-the Department to identify and troubleshoot potentially large
scale.System failures.or Deficiencies by collecting the following information: mean time between
reported Deficiencies with the Software; diagnosis of the root cause of the problem; and
1dent|ﬁcation of repeat calls or repeat Software problems

36 If the Contractor fails to correct a Déficiency within the allotted period of tlme stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall_have the
right, at its option, to pursue the remedies inP-37 General Provisions and Exhlblt B secuon 1
Project Hold Back.
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General Requirement

The Solution must allow the creation of a profile for staff members.

TickeTrak allows the system administrator to

This profile must specifically detail the access rights {read-only control user profiles and system access at an
access to complete Insert/édit/delete capability) and security Individual or group level. Users/groups can
'| privileges as defined by the Solution administrator. ' |1 | be given read, edit, delete or modute
. ' . . : ' - - | specific security rights.

B1.2 The Solution must be “customer-centric” thus allowing multiple M YES STANDARD | TickeTrak allows multiple item entity
vehicles, pérmits, citatlons addresses, etc. to be finked to a slngle ’ ' relationships for permits, vehicles, and
customer, : citations for customers/accounts.

B1.3 The Solution must prmride the abllity to modlfy ditation informaﬂon M YES STANDARD |’ Citations may be modified only up to the
(vehicle plates, owner information, payments, voids and appeals) , point of printing/issuing on the enfarcement

and provide audit trail by individual staff. . handheld. Citations received Into the
: TickeTrak database may be edited by

authorized personnel. Audht logs capturing
the date, time, user, original value and new
- value are maintained
B1L4 The Soh:uon must glve the application admlnistratorthe abmty to M No FUTURE , | TickeTrak is based on concurrent licenses
log off staff who have logged off improperty. . o ‘ . -, | and counts users connected to the TickeTrak
' ‘ _ database. When a user times out or

oo ' .. - disconnects from the database, the user s
: ’ cleared from the database thus freeing up
the user license. There is no user interface
function today for an administrator to force
a user out of the system. This ks an

. . a C acceptable solution - DNCR - 8/17/17
B15 The Solution must give the application administrator the ability to M Ok STANDARD | Authorired users can view afl users currently

| list a® staff logged on to the Solution at any time: _ L logged into the TickeTrak system’
"Exhibit H, — Requirements — Part 3 . L B ' Page 24 of 68
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B1.6 The Sotution must allow staff. proﬁies to be doned by both the M YES STANDARD | Rather than doning Individual accounts,
application and database administered and appiied to other staff. TickeTrak allows the administrator to create
. groups of common privileges and assign
C - . : ‘ users to that group.
817 The Solution must allow staff to display balance due with . M YES . STANDARD | TickeTrak's TreeView provides the ability to
' convenient access to citation details such as owner information, see the entire account at-a-glance. When
transactions, appeals, notes, etc. searching for an account using Global
: : Search, all citations vehicles, permits, and
assoclates are displayed. Finandlal data for
ail entities may be viewed in a detail or
) - summary format.
818 The Solution must Idemifv potential duplicate customer records - M YES - STANDARD | TickeTrak provides a dupficate utility and
with option to merge the dupl!cate records into one, . merge tool to manage and merge
. . duplicates.
B1.9 The Solution must have the ability to upload tlckei: void tickets, M YES STANDARD | With TickeTrak you can manage the
post paymienits and make notations on tickets all defined by comiplete [ifecycle of a citation. From
'secufity groups within the swtem issuance, upload, payment/void and notes -
S L ol all are managed in the application
B1.10 | The Solution must have the ability to print a receipt for citations M YES STANDARD | TickeTrak supports receipt printing in our
paid within ﬂ)e application and web based payment portal. . : : _POS module and emailed receipts (which the
. ) customer may print) in our online portal.
Bl1.11 . The Solution must have the ability fnr the application admlnlstrator M © YES - STANDARD | TickeTrak is designed to allow the dlient to
"to. modifv settings such 3s late fees, vio!atlon codes plate types ' ' create their-own business rules. - The _
etc. software is geared toward allowing the user
) to configure the system to meet client
B81.12 The Solution must be modular in.nature and inchude modiles for M NO - FUTURE TickeTrak does not curreritly providea
.} tracking the following: customers, citations hearings/appeals; dedicated boot/tow module. This feature is
permits and leased parking, vehicle registrations, booted/towed - slated for a future release. A spedial event
vehicles, payment processing, and special events. ’| is managed through a partnership with a 3rd |
: : < party provider. This s an acceptable
. . L L A _ | sotutiori - DNCR - 8/17/17
81.13 The Solution must maintain vehicle records including cwner nzme M YES STANDARD | All vehicle data specified is cumntly
and address, license plate, make, model stvle “color; and VIN captured by T‘:dteTrak
lnfom'lation .
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YES

STANDARD

All financial changes to records are audited

choose from. This will inctude but is not limited to the following
categories: License Plate #, Plate Stats, Plate type, License
Expiration Date; Location of the vehicle; Make, Model, Primary

B1.14 The Solution must provlde docurnentation for adjustments such as ™M
: voids with securlty authorizaﬂon and audit trall ' ' ’ and may be reviewed and reported by
. authorized personnel.

81.15 The Vendor may be required to supply all required customized . 0 YES STANDARD | Cardinal Tracking offers an in-house printing
ticket stock, envelopes, and other miscellanecus supplies that are : and design service to insure the ticket stock
necessary for operation of the ticket writers with the Solution. ] you use works with the hardware and
Pricing for these items must be Included In the Vendors response. . software. :

B81.16 The Solution must have the ability to assign special parking M - YES STANDARD | TkkeTrak's scofflaw program allows for the
priviteges to insure that if a vehicle is checked through the Sotution " . manual entry of plates and perrnit Info to
using the license plate number, the Solution will bring up a ﬂag that . identify VIP or special case vehicles

.denotes that the vehicle has special privileges. . . .
B1.17 The Solution must be capable of processing muttiple ditation status M- YES STANDARD . | TickeTrak provides codes for industry
. codes’including at least but not limited to the following: Partlal . standard citation statuses. The client may
Payment Received; Paid in Full, ‘Appeal Pending, Administrative define an unlimited number of user-defined
Hold, NSF check Hold, DMV Hold Added to Registration for Non- “status codes to meet the organization's
Payment, Transferred to Collections (separate export ﬁte) and Un- needs. '
collectible. _ , ' )
a1.18 The Solution must be 'cap_ahle of enterlng cltatlons (vla keyboard' .M YES | STANDARD | TickeTrak citations are entered through
" entry and/or automatic upload via handheld citation Issuance : mobile enforcement hardware of manual
devices), view citations, and print out, by means of either an ad-hoc | data entry in the désktop application.
query or batch basis, all information normally assoaated with a Canned citation reports are provided as well
specific citation such as: Ticket #, License #/¥r./State (or Province), as our FlyWriter ad-hoc report writér which
Plate Type, Meter #, Date Issued. Time Issued, Officer Code, . allows the user to create citation reports
Location Code, Violation Code, and Vehicle [D Info. (Make, Mode!; with any data and In any format.
Color), VIN # and miscellaneous officer or office notes. It must ~ ‘ ) N
handle any reconciliation issues to avoid duplicate citations. -
B1.19 The Sotution must provide a drop down meni with optionsto M YES. STANDARD | TickeTrak uses pre-defined data in drop,

_down and selection options to standardize

data entry. All pre-defined data may be
modified by authorized client personnel.

color; Violation description; Multiple comment flelds.
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The Solution must inciude a search tool capable of quickly and.

YES

STANDARD

B1.20 M TickeTrak's Global search provides the abllity
conveniently finding and accessing citations from anywhere in the ‘1o search for any entity in the system by a
Solution. The Search tool must find a citation with as littie keyword variety of data elements. Users may also
information such as: the customer’s name, customer account search within the specific module they are
number, customer ID#, a license plate, the issuance date of the working in.
citation, the citation number, permit number, the date to add.a :

DMV hold, ticket status, customer group, or violation, etc. - : } )
B1.21 The Solution must offer real-time tracking of dtatlons issued and M YES STANDARD | With Wi-Fi or cellular connectivity, TickeTrak
their status. Mobile citations are sent to the back-end
database upon Issuance. Citations may be
viewed, paid, etc. by in office personnel
L . . . , immediately

B1.22 The Solution must provide a separate customized module to export M YES, STANDARD | TickeTrak offers New Hampshlre DMV
a file of NH vehicle registration information of unpaid citations to interference.
be process by NH DMV. (See APPEND!XI NH DMV FILE EXPORT
STRUCTURE) for file layout.

B1.23 The Solution must offer the ability to retrieve DMV information for ™M YES STANDARD | TickeTrak's ORIS program provides out of
out-of-state vehicle registration owner Information. state DMV lookups with owner information

: | directly Imported into TickeTrak and linked
. . to related data.
B1.24 The Solution must offer the ability to retrieve DMV information (o] NO FUTURE We don't currently have the abillity to get
from Canadtan Providences for registered vehicle owner. owner information from Canada but we're in
the process of searching for a vendor to
support this feature. This Is an acceptable
L solution - ONCR - 8/17/17

B81.25 The Solution must have a Scofflaw module that indudes a screen M YES STANDARD | Upon data entry, the TickeTrak Mobile
with vehidle information and description of violation. This modute ' application checks for scofflaws based on
should have the ability to'clear the vehicle or continue with fio plate/permit information entered. If a hit
action Seofﬂaw should have the ability to flag WARNING tickets, occurs, the officer is presented with the

scofftaw information and may decide to
. _ ) - _ ‘ . issue or not issue a citation.
B1.26 The Sotution should support new electronic cash drawer (o] YES STANDARD | TickeTrak currently support
| workstations including any parking management software related -
peripherals, cash drawer hardware and receipt printers which are
to be fully integrated with the PC based parking rnanagement
software system,
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81.27

| B2.2

Vendor must convert/cleansed all dtation Inform:tion from current |

system to Vendor's solution.

The Solution must provide distribution of multiple types of permits

inmrdhaﬂmwlﬂ\omparkhgleasepfmmandspedalm

YES STANDARD

YES STANDARD

- TickeTrak allows authorized users to create

No data éonierslon required.

unlimited permit types with different

p_ermhs assod_ated toa vehlde{ to a property, _arpd‘_to a customer.

| The Sotution must provide robust reporting capabilities ndluding.

the ahmty to produce a wide array of pre-defined reports including:
Chtation activity, permht sales activity and parking dtation appeals

‘activity with a variety of sorting options such 2s: Date Range(s);

Automated Notice and Letter Generation; Ticket # Range{s);
Outstanding Tickets; Tickets Issued by Officer ID; Tickets Issued by
Location; Tickets Issued by Violation; Tickets Issued by Time © * -
Periods. Accounts receivable and write-off reports that indicate, by
user-defined receivable type, the following; total doflars collected,

| totat citations outstanding (unpaid or partlally paid), and total
{ citations disposed by disposition type over a customer-defined -

period {e.g. monthly, annu‘aﬂv. etc-) ’

- | attributes
B82.2 The Sotution must allow for the Issuance of new permits, the YES STANDARD | TickeTrak supports issuance and expiration
exchange of old permits, refunds, permit transfer from vehide to . {exchange), refunds, vehicle changes
vehicle and the ability to extend the explmloﬂ date with an {transfer) and changes to permit expiration.
additional cost to the responsible party. E : . - - : R
82.3 The Solution must allow for the restriction of the number of “NO *. FUTURE TickeTrak currently allows you to limit the

"| number of permits issued to a lot as part of
| the lot definition. Setting limits on permits
| associated with a person or property is
“planned for a'future release. This s an

[Fly Writer tool. Complex reports unique to a

» solutton - DNCR - 8/17/17

TickeTrak provides a variety of standard
reports for functions and entities wlthln the
application. Upon award, Cardinal ‘will
review r_eaonlng requirements with the
client and assist as necessary with -
developing any additional reports using our

specific customer’s operation may be
developed as customata’ meofSZSOpa
hour
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STANDARD

specific lot location or range of Iocations.

@

B3.2 The Solution must allow notices and letters to be printed (MS word ™M YES' TickeTrak supports both batch mode
‘ or PDF) and/or emailed based on customer-defined criteria such as - : statement/notice printing based on user

*days past ditation issuance” or “number of unpaid citations” for a criteria as well as "print one” functions for a
given ID or license number. Notices and letters to have the specific account.
capability of being generated for either a single citation or
individual or in batch mode for muttiple Individuals/citations, each,
time any letter is generated, a record is to be automatically added
to the history of the citatlon file. X

833 The Sotution must have a user-friendly ad-hoc report wrlter and M NO NOT Cardinal's Flywriter Ad-Hoc report writeris a
query tool. Allow reports to be created and run by any authorized . AVAILABLE | query tool only. No updates to the data are
user of the Selution, The query tool is to allow data to be sent to a performed. To update and flag as exported,
printer, file, or screen. Allow posting options such that citation fees, the client must purchase/use TickeTrak’s
status changes, and account adjustments may be made in bulk as Export module. This is an acceptable

|| data is exported out of the Solution. solution - DNCR - 8/17/17

B3.4 The Solution should allow oollectron letters to be pﬁmed by (o] YES STANDARD | Cardina! offers a scheduler program for a

automated batch at the same predetermined time dally. ' variety of functions within TickeTrak
. including letters.

B35 The Sotution must provide printed reports that include the report M YES STANDARD | All standard reports with TickeTrak meet
title, colurhn headings, date, and time report was generated. This - this criteria.
information should be on all pages of the report. R _ ) .

B3.6 The Solution must allow the user to define parking lots as weil as ™M NO FUTURE Parking lots may be defined in TickeTrak.

- schedule and track any type of lot maintenance. - Ticke Trak does not currently have a
maintenance reporting module but it is on
our fist of future development items. This Is

, . ) : . an acceptable solution - DNCR - 8/17/17
B3.7 The Soltution must allow for the tracking of scheduled events that M YES STANDARD | Special events are managed through
have an lmpact on parking requirements for spedfic paridng integrations with our Special Events
facilities. i ] software/service partners.
83.8 The Solution must allow customer actlvity to be tracked witha - M YES STANDARD | Reports on Account history/status are
unique account number assoclated with a customer. avallable '
| 839 The Solution must allow.the ability to run reports for a user- M YES STANDARD Where appllcable, date range criteria is
spedified date range. ’ supported in standard and ad-hoc reports
B3.10 The Sotution must allow the ability for all reports to berunfora M STANDARD | Where applicable, lot location criteria is

supported in standard and ad-hoc repornts
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The Solution must allow the ability for all reports to be run for

- -STANDARD

canberunbylot.bycfﬂoer.bvdaterange This report can be
sortedtodwwe%daeramransactiqns cash/check transactions, or
a’edltcardbytvpetransacdons .

| 83.11 _ M YES Where appllmble state u'lteria is supponed
) - | single or muttiple states at one time and the results must be ’ : in standard and ad-hoc reports
provided by state for comparison purposes. .
83.12 The Solution must allow the ablrlty to expon reports into Micmsoﬂ M. YES STANDARD | TickeTrak stzndard reports may be prlnted
Excel, PDF or RTF.. ) to screen, PDF or printer. Ad-Hoc reports
7 7 may additionally be exported to Excel
8313 The Sohmon rnust pmvide arepont that lists ail revenue. This repon M YES ‘STANDARD | Standard reports In TickeTrak include officer

-and other criterla. Reports can be sorted by

" sorted by payment method

productivity, citation issuance by range, lot,

a variety of criteria. Finance reports may be

The TickeTrak Appeals module allows appeal

Date: ﬁ[zll'l(:mmnctor s Initials “S{

B4.1 The Solution must provide the ability to track and manage the M YES -STANDARD ¢
citation appesl snd hearing process. " | tracking and hearing/officer scheduling.

B4.2 The Solution must allow staff to attach digital pictures or ™M YES STANDARD | TickeTrak Media Attachment function allows
dowi-nems to the electronic ciuﬁon‘ record. multiple document/image types to be

] attached and associated

B84.3 The Solution must allow for comments to be written about the M YES STANDARD | Dedicated appeal notes may be added.
appeal decislon. i ) : ,

B4.4 The Solution must allow for a- revlew of appeals hlstory based on M YES STANDARD | The TickeTrak Appeals module allows for
llcense plate or customer ID. historical appeals review by a variety of

. . criteria Indudlng license plate or account ID

845 .| The Solution must dlsplay a mesnge H‘ a record has already been M - YES -STANDARD | TickeTrak supports mumple user-deﬁned

appealed. " - | appeal levels. Based on system settings, a2
“user would be glerted if the ticket had
1 o L , B already been appeaied at that level.

B4.6 | The Solution must allow the authorized staff to put citations on ™M YES STANDARD | Options with TickeTrak 2llow a citation to be
Thoid while an appeal Is'In process, and to select whether the ] suspended from normal processes while
accumutation of late fees will continue or not. i g under appeal,

B4.7 The Solution must allow for adjustment of the dtatlon s final M YES - | STANDARD | Finance amounts can be monetarlly or non-

| amount due and due date by an authorized person and track - monetarily adjusted with a full audit trail,
adjustments to the record. '

84.8 The Sotution must contain an appeal note code that allows the staff M " .YES STANDARD | User-defined appeal accept or denial codes
to read why an appeal was upheld or denled as well as print this : may be defined to track reasons.
information on form letters contained within the software.
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The Solution.must be capable ofgenerztlng, -prinﬁn;, andfor .-

emailing appeal decision letters on demand for a single hearing. it
‘| must allow the authorized staff to call up one of several standard-

customer-defined appeal response letter temptates In the database

file and have lnfonnation about the citation and customer or
. vehicle owner name and addrus automatlally entered on the

standard letter,

The Solution must allow for multiple payment types such as cash,

check and creditcard. In addition payment types must be aflowable-|. -

such as third party invoh:lng and no charge payment types.

M

YES -

STANDARD

STANDARD

TickeTrak's Temp!ate system allows for user- '
defined forms to be designed and selected
for individual appeal letter printing

TickeTrak’s Finance module supports

_multiple paymetn types , payroll deductlon
 student account, and monetarylnon-

citation Information has been.imported from handheid ticket
writers and have the information automatlanv updated when the
citation Is later upioaded from the handheld ticket writer.-

) ‘ _ - monetary payment types
BS.2 The Sotirtion must meet PO compliance certification, and/or PA M NO . NOT TickeTrak does not capture or store credit
[15) application certification and must not store customer credit AVAILABLE | card data and relies on POl compliant third.
card numbers in the handheids or Sohnion server. ) rty ecommerce providers for credit card
T transactions. This is an acceptable sotution -
: DNCR - 8/17/17
BS.3 - j‘l'he Solution must aceept and post both full and partial payments M YES STANDARD | TickeTrak's Finance module supports full
and apply credits. S | _ and partial payments/payment plans.
1854 The Solution must inclide complete drawer doseout proces with ™ - YES STANDARD | TickeTrak's standard Finance reports lndude
© . | detalled cashier report including but notlimited to a summary - a mmprehenslve End-of-Day report
{ report of all transactions for all cashiérs over a oustomer—deﬁned ;
_ "_tlmeperiod awrtte-oﬁreponandanltemreport : . o . o ) N R
B5.5 _ | The Sohstion must allow staff-defined statements In 2 varlety of _ M YES STANDARD Ticl:eTnl:‘s Template too! allows the user to
formats to inform customers of all outstanding invoices on-account. ' B ‘ create’ unfimited user-defined forms and
BS.6 The Solution must allow.a summary view with direct access to all M YES . STANDARD | TickeTrak's treeview shows all primary data
Invoices associated with a customer on one screen-(e.g. citations, ’ refated to an account. The user may view
permits, vehicles, appeals. bootltaw records, properties pavmems surhmary information or expand any section -
etc.). of the tree to review more detail. -
B8S%.7 The Sclution must offer the ablllty'to enter payments before’ ?ES STANDARD | TickeTrak's Skeletal Ticket function allows

the yser to accept a payment for citation not

-
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STANDARD

85.8 The Solution must allow printing of receipts and reprint of receipts. M YES TickeTrak Finance rnodule atlows for pﬂntlns
’ RN ’ - . o - ' ‘ L ‘and reprint of receipts
Handheld Device Functions
The handheld Device must seamlessly integrate with host Solution. Citations issued by TickeTrak Mobile are
' . automatically transferred into the back end.
‘| database - either in a batch mode or real
time as they are written. Chtation
" | configuration data is also transferred to the
. . ] ] handheld for enforcement. .
B6.2 The display screen on the handheld Device must be easy to read, M YES STANDARD | The proposed NS handheld meets or
: backilt, shock-resistant and visible in extreme sunllght aswell asin - : exceeds these requirements
darkness. L D, ' ‘ .
B6.3 The Sotution must include handheld devices or smar: phone use M YES STANDARD | The pfopased N5 handheld is a rugged
' for in-the-ﬂeld citation issuance by Park Patml Officers. : ‘ . | enforcement solution. Android smart -
. -1 phones may be used with prior application
‘certification from Cardinal at 3 custom cost
R . of $250 per hour.
| o4 The handheld Device should indude the capabllity of WI-F1 and/or M YES STANDARD | The proposed N5 handheld and TId:eTrak
' celhular connectivity and be able to connect live to the software : Mobile software meet these requl*rements
Solution for real-time updates. . - » . . :
B6.S The Solution must include charging crad!es for the handheld M YES STANDARD SJnsie and multi-slot cradles are avallable for
devices. "the NS
B6.6 The Solution must include cradtes for upload capabillity. M YES STANDARD | Both single and multi-slot mdles support
’ g ) o ' - ) : ~ | communication functions:
86.7 The Solution must support the entry of at least five violations per M YES _STANDARD | TickeTrak desktop supports unfimited
dtation.. . violations added to a citation. TickeTrak
1 - - Mobile enforcement [Imits violations to 4
violations per citations to minimize ticket
. * .- . . - . print size.
|68 AII translctions rnust be time stamped and may not be modified in M YES 'STANDARD | TickeTrak Mcbile time and date stamps each |
' the field: - - | citation. This data cannot be edited by the
R - - . " " Lt B - . . ". u”' . -
B69 The handheld Device must aflow operator to type spedal notes for M "YES STANDARD | TikeTrak Mobile supports pre-defined and
an account and other operators must be able to view those notes.- | - | freeform notes attached to the citation

Exh:bn —Requn'emenlu Part 3
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B5.10 The handheld Device must be lightweight and include rechargeabte M YES STANDARD | The proposed NS handheld meets these
batteries with enough power to operate for at least ten to twelve requirements
hours of use.

B6.11 The handheld Device must Include integrated field prlnters or- M YES STANDARD | The proposed N5 hzndheld incorporates a
detachable portable taser-quality printers. ’ 3" printer.

B86.12 The handheld Device should include a barcode scanner and pre- o] YES STANDARD | The proposed NS handheld includes a
populate license plate. for operator. " '] barcode scanner. |f the vehicle has a ‘

: registéred permit, TickeTrak Moblle can look
up the permit number and automatically
enter vehicle information induding license

.- . plate into the citation
B6.13 The handheld Device should perform license plate recognition. 0 NO NOT The handheld does not support native LPR
. : AVAILABLE | recognition but integrates with LPR vendors
for enfarcement. This is an acceptable
- N . T solution - DNCR - 8/17/17
B6.14 The handheld Device must include a camera feature. M YES STANDARD | The proposed N5 camera supports front and
) year facing cameras
B6.15 The handheld Device must have a’preview page for officer [¥] YES STANDARD | TickeTrak Moblle provides a
verification. confirmation/preview screen prior to
. _ printing/issuance.
B6.16 The handheld Device must have the ability to print duplicate M YES STANDARD | TickeTrak Mobile supports the ability to
tickets. . print duplicate copies of a ticket
B6.17 The handheid Device must have the ability to go back and review M YES STANDARD | TickeTrak mobile allows for data review and
and update written tickets. This includes the ability to void the edit prior to dtation issuance. Once Issued,
citations if needed. the citation may not be edited on the
' handheld. A future version of the software
. will aflow the chtation to be voided on t:he
. “ . handheld.
B6.18 Handheld Devices must ayto-populate the following applicable M YES STANDARD | TickeTrak Moblle supports auto population
flelds displayed on the mobile device {including but not limited to): ‘ of ticket number, issue date/time, violation
Ticket Number, Issue Date, Issue Time, vio!ation amount, late fee amount (based on violation selected). Late
sd1edule fee/escalation scheduled can be stored in
the violation description if violation specific
or printed as fixed verblage on each citation
Exhibit H,~ Requirements — Part 3
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Handheld must have ability to ma_nuallv entér.addiﬂoﬁai data, M YES

86.19 STANDARD | TickeTrak Mobile supports the data fleids
inctuding but not fimited to: ) requested. .
Violation type, Violation Code, Vehicle Make Model, and color '
Location of vehicle, Additional Comments; Vln! Plate nurnber
plate expiration date, Plate type. . )
Provide accessories for the Handheld Units to Indude but not M YES STANDARD | The proposed N5 handhe!d supports extra

| 86.20

Poyment a

limited to: spare battefiés, heavy-duty extended-life bafteries,
. protective oiiter cases, carrying cases, harnesses, or other '
.| reptacement parts. ’ ‘

—

nd Appeal Portal
The Sotution must provide a simple web based dtation poml for -

batteries, cases, harnesses, and replacement
parts'(servloed by N5).

.

Cardinal offers customer facing portals for

‘appeals and credit card pwments VoL . clmlon payments and appeals and permit
B87.2 The web based citation port:l must indude images assodated with M NO FUTURE Adding appeal image upload Is on our [ist of
citations being appealed. . ’ . future enhancements to be included with
TickeTrak. This Is an acceptable solution -
‘ .DNCR - 8/17/17 '
B7.3 Vendor must implement processes to ensure that data and photos M YES For Cardinal hosting solutions, all network

for all violations issued are transmitted to the server and that no
violation' data or pictures are lost due to is:ues with transition to
server; system fallure, defetion from the hardware device, tec. .
Vendor must ensure data recovery processes arein place in the
event of lost data.

STANDARD

_integrity, backup and recovery is the

responsibility of Cardinal Tracking. Foron -
premise soh.ruons these are the client’ s
rsponslbnny :

Exhibit H - Requlrements —Part 3
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APPL]CATION REQUIRMENTS

| GENERAL SPECIFICATIONS

All Ability to access data using open standards acoess protocol (p!ease TickeTrak uses a standard Microsoft SQL

specify supported versions in the comments ﬂeld) Server (2008 R2 or greater) for data storage.
{ndustry standard SQ1 tools may be used to
. . directly access data.

Al2 Data is avatlable in commonly used format over which no entity has ™M YES STANDARD | TickeTrak SQL data is owned by the client
exclusive control, with the exception of National or International and Is not subject to copyright, patent,
standards. Data is not subject to any copyright, patent, trademark trademark, or trade secret regulations.
or other trade secret regulation. ‘

Al3 Web-based compatible and in confofmance with the I‘oﬂow!n; Ww3C o) YES STANDARD | Our architecture is SOA. RESTful Service,
standards HTMLS, CSSZ 1, XML 1.1 Asp.net MVC Client, and EF6 for the DAL

Our web dient is developed using
frameworks (MVCS, Kendo, Bootstrap)
) _ . : which are components of W3C standards.

Al.4 Application must be compliant and the PA-DSS (at least version3.x "M NO NOT Not applicable. TickeTrak does not capture
at the time of the awarded contract) and SASE 16 (audited ' AVAILABLE | orstore credit card data. All PA-DSS, SASE
statement of controls over the development and maintenance ' 16 and PO compliance is maintained by

“process of software) documnents must be submitted on an annual third party ecommerce vendors. This is an
basis. ' : scceptable solution - DNCR - 8/17/17 as
credit card payments will be processed

AlS . Must be compatible with Google Chrome, Flrefox, Safarl, and IE 10 M YES STANDARD | TickeTrak supports these bms.
2nd above. h . .

Al6 Solution must pfwlde an easy Imponlexpon registration modu}e M YES STANDARD | Cardinal currently offers a New Hampshlre

K to interface with New Hampshire Department of Safety. ' o o _ DMV interface.

‘AL? Importing and exporting of data to NH DMV must adhere to their M YES STANDARD | Cardinal currently offers a New Hampshlre
file structure. (See Appendix - NH DMV File Export Structure.) . DMV interface.

A18 | Assign dtation numbers to violations in sequential order a from- M YES STANDARD | All enforcement handhelds are configured
predetermined set of assigned numbers without duplication,. ' with a unigue citation start number such
including both valid violation tickets and/or voided tickets. that an overlap does not oceur. Ctations
' ) ; - are Issued sequentially from that starting

1
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number..

ALS

Proved State specified manda_tnﬁ data fields, such that if any of the

TickeTrak Mobile may be customized by the

violation. Mtdﬁpiepkturesarerequh'edtobeassodatedwftha
violation, .

o

Hand held software must provide a user-fﬂendtv interface for ease
of use and durabﬂ{tv

STANDARD

- STANDARD
‘| mandatary fields are not populated, the mobile device will provide client to require data entry of eertatn fields
| and "error” message to alert the user as to which field(s} Is(are) as mandatory.
rnlsslng. and prohibit the completion of the citation em:rv until al
such required data is entered. - _ : . )
A1.10 | The software must be highly configurable and allow for easy YES - STANDARD | TickeTrzk Mobile offers a robust
‘| updates of violation types, fine amounts, etc. The software must - customization system of violation codes,
assign unique violation numbers from a pool'of numbers asslgned ) makes, models, body styles, colors, etc. All
by the DPR. The violatlon numbers are assigned scquentlany and enforcement handhelds are configured with
@an never be assigned more than once. # unique dtation start number such that an
. overiap does not occur. Citations are issued
. ; . sequentially from that starting number.
A111 Saftware must facilitate the capturing of pictures to support a YES TickeTrak Mobile uses the handheld camera

to capture an unlimited number. of pictures
and associates them with the citation. ’

‘| Cardinal Tracking uses its 30 years of parking
enforcement experience combined with

'| user feedback to design robust and user

friendly interfaces to our software.

The handheld software must be comptetely configurable so that

TicketTrak Mobile allows the client to

make, model, color,. style,platetype,vlolaﬁon void, and standard
codes. The dtation entry screen must be a selectable format such

STANDARD

A2:2 _STANDARD
ﬂmedepartmentmwselectdmentryﬂeldsand make them a ' specify fields as mandatory or invisible.
required entry, an optional entry, or an unused field. : -

A2.3 The software must require a passworﬂlsecuri‘ty 'sign on. YES STANDARD | Authorized administrators create unigque.

' . - - | officer logins and password aedentials.

A2.4 | The system must support entry of Informauon such as vehide YES TikkeTrak Mobile captures 2ll information

requested using drop down or predefined’
lists from users defined list data. .

as drop down menus. ‘ : ’

Exhibit H - Requirements - Part 3
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| dock.

A2S . The system must easily allow the user to dlsplay 2l dtztlon dm M YES_ STANDARD | Atany time during the citation issuance
entered to that.point and to edit or modlfyany ﬁeld wlthout - process, the officer may select the review
dlsruptlon of the citation entry process. ’ function and view/edit data entered.”

Changes may be made prior to citation
‘ . ) . , ) ssuance,
A2.6 The system must allow the user to view and vold any citation ™M YES - STANDARD | Citations may be vnlded with a full audit trall
. written by the user since the last upioad of data to the host. A vaiid | of person authorizing and reason for void.
void code must be entered for the voiding of any completed " ' | Reprinted citations contain the original
citation and the officer 1D must be noted on exception report at the - issuance date/time.
host level, Thesystmmunsupponrepdnﬁngofanhsuedmaﬁon -
this reprinted citation must contain the same time as the original .
citation not simply the time it was re-printed: . -7 , _ : ) )
A2.7 When the license plate is entered during a citation entry, the . M YES STANDARD' | TickeTrak Mobile automaticzlly searches the
1 system must automatically search the customer, vehicle, scofflaw, scofflaw and permit file In the background
and tow request file for a match. If a mateh is found in the scofflaw " as citation issuance data is entered. Ifa-
or tow request file, the systém automatically displays the matched hit/match occurs, the officer is presented
4 information to the officer for further evatuation. with the information.
A2.8 The system must support monitering of vehicles in a fiked time - M YES STANDARD | TickeTrak Mobile offers a tirned-lot function
1 zone. The system must maintain a file of license plate numbers in - that meets this criteria.
| fixed time zone and display the elapsed time and previous location
of the vehicle. The software must 2llow the user to'enter the .
citation entry module dlrect!v from the chalklng module with one
| keystroke. ~ . . . N I
A29 All transactions must be time sumped bv the systems Ima-nal : M YES |. STANDARD T\dceTrak Mobile time and date starnps all

citations. . o

A3l Verify the identity or authenticate all of the system dient” , M YES STANDARD | All client applications/APls require
" | applications before allowing use of the system to prevent ac to . ' " authentication:-
_ inappropriate or confidential data or services. - -l L. _
A3.2 Verify the identity and authenticate all of the system’s human - ' M -YES ; STANDARD‘ In addition to start user/password security, -|
' users before illowing them to use its capabﬂ!ties to pfevem access . . | TickeTrak supports a variety of singte sign on
to inapproprlate or confidential data of seM:es .  authentication methods for user
A3.3 M T YES- .STANDARD | Unique user names are required and each

Enforce unlque usernames. Generic and/or shared acocounts are
not pemitted .

user must have his/her own account.

Exhibit H — Requirements — Part 3
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A34 Enforce the use of complex passwords for general users using M YES ' | STANDARD | TickeTrak complied with CiIS standards for
capltal letters, numbers and special characters in accm'dance wfth R .complex passwords.
DofT's statewide User Account and Password Policy. ) N

A3S Encrypt passwords in transmission and at rest within the database ‘M YES STANDARD - | Password data is encrypted in transmisslon

. . . . and at rest.

A36 Establish abllity to explre passwords after a definite period of time. M YES STANDARD | TickeTrak complies with CJIS standards and

o The expiration timeline must be variable that can.be set by an " | requires that all user passwords must be
edmlnlstrator. complex, unique, and changed minimally
_ - o .~ | every 90 days.
A7 Provide the ab:!rty to limit the number af people that can grant or ™M YES STANDARD | Administrator accounts are controlied by
: change authorizations. . ) : i C the dient. -
A38 Establish ability to enforce session timeouts during periods of M YES STANDARD -| Thisis a system that may be configured. by

" | inactivity. The timeout period must be a variable that can be set by * | the TickeTrak administrator

an administrator, . ; '

A39 The application shall not store authenﬁcation credenﬁals or M YES STANDARD | No authentication credentials are stored in
sensitive data In its code. . code.

A3.10 Log all attempted accesses that fail identiﬁcation, authentication M YES STANDARD | All failed login attempts are tracked as part
and authorl:ation requiremerits and retain the logs for a minimum : of TickeTrak's audit function.
ofthreernonths - ] ) L

A3.11 The appiication must a[low ] human user to explldtly terminate ar M NO FUTURE TickeTrak is based on concurrent licenses
session. No remnants of the prior session shou!d then remain, - - and counts users connected to the TickeTrak

T . ' database. When a user times outor
. disconnects from the database, the user is
) cleared from the database thus fréeing up
the user license. There is no-user interface -
function today for an administrator to force
, a user out of the system. This is an
o . - - | acceptable solution - DNCR - 8/17/17 *
A3.12 Do not use Software and System Semees for anvthlng other than M YES STANDARD | Cardinal's development best practices
- they are desfgned for . o - | enforce service use for designed purposes
- only
'A313 Subsequent appllcation enhancements or upgrades shall not " M YES- | STANDARD | Updatesinvolving changes to security or
remove or degrade security requlrements ' ’ " | user functions are reviewed with the client
. . - prior to deployment
A3.14 The vendor shall utillze change managemem documentatlon and M YES STANDARD | All releases of TickeTrak are tracked and
) procedum _release notes published to clients, - .

Exhibit H — Requiriemnts
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A3.15

Must work with at a minimum Windows 10, Server 2008, SQL 2008.

M

‘YES

STANDARD

TickeTrak supports these requirements.

A3.16

Wireless data and photo transfer between mobile device and
hosted system shall utilize a secure, encrypted process. {please

0

YES

STANdAHD

TickeTraks TTScan data transfer tool uses
AES 255 bit encryption for data transfers
to/from the handheld enforcement device.

specify propased methodology in the comments field.

EqubutH chulrctmms Part 3
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Z‘ Commctor s Initials 55._ ]

T E STI [\ G
APPLICATION SFCURITY TESTING
.| The vendor must maintain a test or development environment for Cardinal maintains test environments of our
testing, including user-acceptance testing, of all changes, upgrades, applications for our intemal testing and the
‘updates to the citation issuance software separate frorn the agency fmay choose to maintain a test
-| production environment. . . N environment for their use at their desire.
Ti.2 All components of the Software must be reviewed and te_'.ted to -Yes' . Standard ’
* | ensure they protect the State’s Data assets.
"T13 The Vendor must be responsible for providing documentaﬂon of. .Yes - Standard
- security testing performed to meet these requirements, as -
appropriate. Tests must focus on the technical, administrative and
phvslczl security controls that have been designed into the System
architecture in erder to provide the necessary confidentiality, -
integrity and availability. .
T1.4 Provide evidence that supports the fact that Identiﬂation and - Yes Standard
Authentication testing hias been recently mmpﬂshed supports - :
obtaining Information about those parties attempting to log ontoa
system or appllcatlon for security pumcses and the validation of
T15 Test for Acoess Comrol suppons the management of permisshm Yes Standard
: for logging onto a computer or rretwork.
Ti6 Test for encryption; supports the encoding of data for securﬂv : - Yes Standard Through testing of the application is done
: rvcses,andfwmeabmtytomssmedatainadeaymed L with each major release. This testing
format from requ!red hools. ) s incdudes basic functioﬂa[ny and usabllity as
well as perfofmance, secumy. and load
E . testing. . .
G Y A Test the (ntrusion Detectlon supports the detection of megal : Yes Standard | Servers hosted by Cardinal dep!oy saftware
entrance Into a oornputer system. - to detect server issues which include
undesirable connection attempts and alerts
Cardinal personnel of these Issues as soon as
they’re detected.
Exlubn uetnents Part3
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T18 Te;t the Veriﬁcation feﬁture s.:p;;orts the conﬁnnatlon of. T M . Yes Standar&

authority to enter & computer system, appllcation or network , , 4 7 _
T1.% Test the User Management feature; supports the admlnfstraﬂon of | M Yes Standard
computer, application and network accounts within an
| organization.
T1.10 Test Role/Privilege Management; supports the granting of abllities M Yes Standard
to users or groups of users of a computer, application or networkc. -
T.1.11 | Test Audit Trafl Capture and Analysis; supports the identification | M Yes Standard
-| and monitoring of activities within an application or system.

T1.12 | Test Input Validation; ensures the application is protected from M Yes Standard
buffer overfiow, cross-site scripting. SQL injection, and . ' ' .
unauthorized access of files and/or directories on the server,

T1.13 For web applications, ensure the application has been tested and M Yes -Standard Through testing of the application Is done

" hardened to prevent a‘ltic’al-abpﬂctﬁbﬂ security flaws. ( At a o | with each major release. This testing
mintmum, the appiication shall be tested against all flaws outiined indudes basic functionallty and usability as
in the Open Web Application Security Project {OWASP) Top Ten well as performance, security, and load
(httPJNW owasp. org!h\dex.phpIOWASP Top_Ten_Project)). testing.

TL14 Provide the State with valldation of 3rd party securtty reviews M Yes Standard Per client request and with prior notice,
performred on the application and system environment.” The . Cardinal hosted applications may be_
review may incdude a combination of vulnerability scanning, - subjected to 3rd party security reviews and
penetration testing, static analysts of the source code and expert . vuinerabllity testing.
code review (please specify pfoposed methodologv inthe

. comments field). - .

T.1.15 | Prior to the Systern being moved into production, the Vendor shafl M Yes Standard

provide results of all security testing to the Depanment of
Information Tedmology for review and acceptance.

T1.16 Vendor must provide documented procedure for migrating ™M Yes - Standard
application modifications from the User Acceptance Test
Environment to the Production Environmernt.

The Vendor must test the software and the system using an The application is tested for load stress
industry standard and State approved taﬁng mﬂmdolo;y as more testing usl\ng applications such as
fully described in Section G-2, ) . loadimpact.com. This testing is done with
' - T each major release and not as part of a
single deployment.
Exhibit H — Requirements — Part 3 ' Page 41 of 68
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Standard

The application is tested for load stress

T2.2 The Vendor must perfom applicatlon stress testing and tunlng as M Yes
“more fuﬂv described in Section G-2. . testing ustrig applications such as
loadimpact.com. This testing is done with
each major release and not as part of a
. _ i single deployment. ]
T2.3 The Vendor must provide’ documemed procedure for how to sync - M Yes . |. Standard | Cardinal will provide instructions as well as
Production with a specific testing environment. : be available to perform the task of
transitioning from a test database to the
) ’ : ; - . - production database.
T2.4 The vendor must define and test disaster recovery procedures: M Yes Standard Disaster recovery documentation provided
o - T ‘ ’ ' as part of this response.
T2.5 vendor must test handhelds software synchronization with the - - M . Yes Standard
" | database and ensure data is uploaded with no issues.
Exhibit H - Requlrcmcnts —~Part 3 Page 42 of 68
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Hil Vendor must maintain a secure hosting environment providing all M YES | STANDARD | Cardinal hosted solutions meet these
necessary hardware, software, and Intemnet bandwidth to manage ) | requirements. For client hosted sohstions, it
the application and suppert users wtm‘permisslon based logins. -~ - "is the responsibility of the client to malntaln

1 ' L and meet these requirements -

H1.2 | State access will be via internet browser R ' M. . YES . STANDARD | TickeTrak may be access by a web browser.

H1.3 At the State’s option, suthorized third parties may be given Ilmlted V] NO: ~ NOT Cardinal’s License agreement Is directly with
access by the Vendor to certaln levels of the System, - ‘ AVAILABLE | the ciient.’ Third party access must be

: ' . explicitly requested in writing to Cardinal.
_ , DNCR Is in agreement with responu.
. ) - - - 3[17[11

H1.4 At a minimum, the System should support this dient configuration; M © T YES STANDARD | Cardinal hosted solutions meet these

.| 13 4GB RAM, Windows 10, [E9 but capable of running IE11 and Edge ' requirements in our Hyper V VM
and Mintmum of MS 2010 If there s any office ntegration. : - 1 configuration: For cfient hosted solutions, it

: Co S S ‘ is the responsibility of the dient to maintain
R ) . e S , ... and meet these requirements
H1.5 Vendor must provide a secure Tier 3 or greater Data Center : M YES " STANDARD | Cardinal's Hosting partner, Rackspace,
| providing equipment {including dedicated servers), an on-site 24/7 . . : meets these requirements. For client
system operator, managed firewal) services and managed backup _ "hosted solutions, It is the responsibility of
Services.: . L , . thedlenttomalntain andmeetthm
. . T ) : : . - * ‘ R & requirements
H1.6 The Data Center must be physically secured —restricted accessto . |~ M - |- YES ~ | STANDARD | Cardinai's Hosting partner, Rackspace, -
: | the site to personnel with controls such as biometric, badge, and’ - ‘ s .| meets these requirements. For client hosted
others security solutions, Policies for granting access must bein . ' |- : o © . .| solutions, it is the responsibliity of the dient
place and followed. Access shall only be granted to those witha L . - 7| tomaintain and meet these requirements
‘ | need to perform tasks in the Data Center. s ' - Nk
H1.7 - | Vendor must monitor the application and all servers. . L m YES STANDARD | Cardina! IT staff provide 24/7 network and
' . I : : . - c - | hardware monitoring for Cardinal hosted.
solutions. For client hosted solutions, it s
- | the responsibility of the cilent to maintain
and meet these requirements
Exhibit Req\nrcmcnts —Partd T ' . . Pagedd of68
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H1.8 | Vendor must manage the databases and senrices on all servers M YES STANDARD | Cardina! IT staff provides database/software

B Iocated atthe Vendor‘s fadmy s . . ' ’ . monitoring and support 8am to Spm CST.
: e T : : O For client hosted solutions, It is the
- . . ' . responsibility of the dient to maintain and
: L . T ) - : meet these requirements’
H1.9 - | The monthly patching is the minimum and patching for high M YES STANDARD | For Cardinal hosted solutlons, patches
| vulnerabilities must be done immediately. after release. . : ) requiring a server reboot or outage are,

coordinated with the cllent to minimize or
eliminate down time during client’s normal
hours of operations. For client hosted
solutions, It ts the responsibllity of the client
to maintain and meet these requirements

H1.10 | Vendor must monitor System, security, and application logs. ™M YES. STANDARD | For Cardinal hosted solutions, Cardinal IT

. monitors these ittems. For client hosted -
solutions, Itis the responsibllity of the cllent
to maintain and meet these requirements.

H1.11 Vendor must manage the sharing of data resources. . M YES STANDARD | For Cardina! hosted solutions, Cardinal
- - maintains and monitors the system
database. Please darify sharing of data
resources. For client hosted solutions, itis
the responsibility of the client to maintain
- and meet these reguirements

H1.12 Vendor must manage daily badtups, oﬁ-slte data storage, and (Y] - YES STANDARD | For Cardinal hosted solutions, Cardinal

" | restore operations : . ' : "provides backups and redundant/high
: ' ! - ‘ N ‘ - acressibility mirror servers. Forclient
hosted solutions, it is the respensibility of

- the client to maintain and meet these
requirements

H1.13 [ -The Vendor must monitor physical hardware. - M - YES STANDARD | For Cardinal hosted solutions, Cardlnal

' ' : . monitors physical hardware in cooperation
with our hosting provider Rackspace: For
cnent hosted solutions, it is the
responslbﬂitv of the cllent to maintain and
meet these requiremems
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H1.14

The Vendor must report any breach in security in conformance with
State of NH 359-C:20. Any person engaged in trade or commerce
that Is subject to RSA 358-A:3, must also notify the regulator which
has primary regulatory authority over such trade or commerce. All
other persons must notify the New Hampshire attomey general's
-] office.

Vendor must have documented disaster recovery plans that
address the recovery of lost State data as weéll as theirown.
Systems must be grchitected to meet the defined recovery needs
outiined in the RFP. (Please specify proposed methodology in the
comments field).

YES

STANDARD

STANDARD

Cardinal compiles.

For Cardinal hosted solutions, Cardinaf's
Disaster Recovery plan Is included with the
response. For cllent hosted solutions, it is
the responsibiiity of the client to maintain
and meet these requlrernents

H2.2 The disaster recovery plan must Identlfv appropriate meﬂ\ods for M YES STANDARD | For Cardinal hosted solutions, the TickeTrak -
procuring additional hardware in the event of a component failure. application [s hosted in a Hyper VVM
In most Instances, systems must offer a level of redundancy so the instance with full monitoring and HA (High
loss of a drive or power supply will not be sufficient to terminiate Accessibility) redundant mirrer servers with
services however, thm failed components will have to be automatic failover. For client hosted
replaced. solutions, it is the responsibility of the client
to maintain and meet these requirements
H2.3 Vendor must adhere to a defined and documented back-up M YES STANDARD | For Cardinal hosted solutions, SQL data and
schedule and procedure. : server images are backed up twice daily and
retained for 30 days. For client hosted
solutions, it ts the responsibility of the cllent
_ to maintain and meet these requirements
H2.4 Back-up copies of data are made for the purpose of facilitating a M YES STANDARD | For Cardinal hosted solutions, Cardinal
restore of the data in the event of data loss or System failure. ' complies. For client hosted solutions, it is
. the responsibility of the cllent to maintain
: o ] and meet these requirements
H2.5 Scheduled backups of all servers must be completed regularly. At a M YES "STANDARD | For Cardinal hosted solutions, Cardinal
minimum, host servers must be backed up nightly, with one dalily, compiies. For client hosted solutions, it s
one weekly, and one monthly backup stored in a secure location to the responsibility of the cllent to maintain
assure data recovery in the event of disaster. The minimum and meet these requirements
acceptable frequency is dlﬂ‘erential backup dally, 2nd complete .
backup weekly. -
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Tapes or other back-up media tapes must be securely transferred

L]

" STANDARD

For Cardinal hosted solutions, backups are

H2.6 YES
“from the site to another secure location to avoid complete dah . maintained digitally and co-located. For
' Iosswiﬂnmelossofa fadllty dient hosted solutions, it is the :
: responsibility of the dient to maintain and
. . . meet these requirements
HLT Data recovery — In the event that recovery back to the last backup M YES. STANDARD | For Cardinal hosted solutions, SQL data and .

: dmbm with a frequency to match the business needs.

| 15 not sufficient to recover State Data, the Vendor must employ the

use of databiase logs in addition to backup media in the restoration
of the database(s} to afford a much closér to real-time recovery: To
do this, logs must be moved off the volume containing the .

The Vendor must operate hosting Services on a network offering

_ adequate performance to meet the business requirements for the

State application. For the purpese of this RFP, adequate
performance is defined as 99.9% uptime, e:dushreoftheretularly

server images are backed up twice daily and
retained for 30 days. For dient hosted

| solutions, it is the responsibility of the client
to maintain and meet these requirements’

For Cardinal hosted solutions, Cardinal
complies through its hosting Partner
Rackspace. For client hosted solutions, it s
the responsibility of the client to maintatn

routers and switches in the Data Center.

to maintain and meet these requirements.

‘scheduled maintenance window. ; .- '| and meetthese requirements
H3.2 | The Vendor must provide network redundancy deemed adequate M YES STANDARD | For Cardinal hosted solutions, the TickeTrak
byﬂzesmebyassurlng redundant connections provided by : application is hosted in a Hyper VVM
muitiple Internet Vendors, so that a fallure of one Internet instance with full monitoring and HA {High-
connection will not interrupt access to the State application. - Accessibility) redundant mirror servers with
) . . g automatic faflover. For dient hosted "
solutions, It is the responsibility of the client
) _ to maintain and meet these requirements’
H3.3 The Vendor’ network ard'lltecture must include redundancy of M YES STANDARD | For Cardinal hosted solutions, the TickeTrak

application Is hosted in a Hypef VVM
Instance with full monitoring and HA (High
Accessibillty) redundant mirror servers with:
automatic failover. For cllent hosted
solutions, it is the responsibliity of the client -

Cereeny
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H4.1 The vendor must employ securlty measures to ensure that the M YES STANDARD | For Cardinal Hosted solutions, our hosting
State’s appllcation anddatais protected ' " | partner Rackspate meets these
requirements. For dient hosted solutions, it
is the responsibility of the client to malntaln
. . . T . . ) and meet these requirements B
"H4.2 | H State data Is hosted on multiple sérvers, data exchanges between - M YES, STANDARD | The TickeTrak application is not hosted on
2nd among servers must be encrypted. . . ' . muitipie servers.

H43 All servers and devices must have currently-supported and M YES STANDARD | For Cardinal Hosted solutions, Cardinal

- hardened operatlng systems, the latest anti-viral, anti-hacker, anti- . complies. For cfient hosted solutions, it is
1 spam, anti-spvware. and anti-matware utilities. The environment,” the responsibility of the client to maintain’
| asa whole, shall have aggressive Intrusion-detection and ﬁrewall and meet these requirements

protection. - .

H4.4 All components of the infrastructure must be reviewed and tested M YES 'STANDARD | For Cardinal Hosted solutions, Cardinal
to ensure they protect the State’s hardware, software, and its works closely with Rackspace to insure that
related data assets. Tests must focus on the technical, dll hardware and operating system software
administrative and physica) security controls that have been protects dlient data. For client hosted
designed into the System architecture in order to provide solutions, it is the respansibility of the client
confidentiality, integrity and availability. : . to maintain and meet these requirements

H4.5 | The Vendor must notify the State's Project Manager of any security M YES STANDARD | For Cardinal Hosted solutions, Cardinal
breaches within two {2} hours of ﬂ\e time that the Vendor Ieams of " complies. For dient hosted sclutions, it is
their occurrence. the responsibility of the client to maintain

. . - and meet these requirements

H4.6 The Vendor must ensure its complete cooperation with the State’s M YES STANDARD | For Cardinal Hosted solutions, Cardinal
Chief Information Officer in the detection of any security " complies. For client hosted solutions, it Is
vulnerability of the Vendor’ hasting infrastructure and/or the the responsibility of the client to maintain
application. , and meet these requirements _

Ha.7 The Vendor must be solely liable for oosts assodated with any M YES STANDARD | For Cardinal's Hosted solutions, Cardinal's
breach of State data housed at their location(s) including but not maximum liabllity and damage is no greater
llmtted to notification and any damages assessed by the courts. than the cost of goods and services provided

to the client. For client hosted solutions, it
is the responsibility of the client to maintain
and rneet these requirements
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Tﬁe Vendor must authédze the.St;te to perfbrm sdredu!ed and

* STANDARD

For Cardina] hosted sofutions, and with prior |

quarterly basis to validate that redundancy is in fact in place and
backup/restores are functioning. .

| The hosting server for the State must be available twenty-fwr {29) |~

hours a day.7daysaweekexceptforduﬂngsdteduled
maintenance. :

H4g M - YES -
- | random security audits, including vulnerability assessments, of the - -notice, Cardina) and Rackspace will work:
| vendor’ hosting infrastructure and/or the application upon request, with state for vulnerability assessments and
S , S - testing. For cllent hosted solutions, it Is the
g responsibility of the cl!ent to maintain and
H49 The operating system and the data base must be built and : M- YES | "STANDARD | TickeTrak uses standard Mlcrosoﬂ Wlndows
" | hardened wherever possible to guidelines set forth by: CIS (Center ‘ : server (2008 R2 or greater) and standard
Internet Security), NIST, or NSA {please specify whose guidellna . Microsoft SQL server for data storage.
are followed'in the comments field), B e C . - ) '
H4.10 | The Vendar must provide reports to the Project Manageron a M YES STANDARD | For Cardinal hosted solutions, upon request

- environment. For dient hosted solutions, it -

| 2nd meet these

[For Cardinal hosted solutions, For cllent
hosted solutions Cardinal complies, it is the
| responsibiiity of the cilent to maintain and

from the customer project manager,
Cerdinal will provide monthly monttoring
and status reports on the hosting

is the respdnsibility of the client to-maintain
trements

. : | meet these requiremnents:
HS5.2 The Vendor must guide the State with possible solutions to resohre M YES - | STANDARD (. For client hosted solutions Cardinal
tssues to maintain a fully. fmcﬂonlng, hosted System.. . ’ - | compfies, it is the responsibility of the client
. ) ' | tomaintain and meet these requirements
H53 A reeularly scheduled malntenan:e window must be identified M YES STANDARD | For Cardinal hosted solutions, For cllemt
'| {such as weekly, monthly, or quartefly) at which time all relevam . : hosted solutions Cardinal complles, it is the
server patches and appllcation upgrades shall be applned ‘responsibility of the client to malntain and
. , - | meet these requirements -
H5.4 The Vendor must give two-buslness days prior notiﬁcaﬂon to the M YES- STANDARD |- Prior to release and update, Cardinal hosted

State Project Manager of all changes/updates and provide the State | - .
| with tntnfng duc to the upgndu and changu. o

“ upcoming changes to be implemented. For

customerss are provided release notes of -

minor releases, no training Is required. For
major releases, training wil) be provided as
necessary

Exhib:tl-’ Roqmtcmts Pan3
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issues to mainitain a fully functioning, hosted System.

H5.5 | Al hardware and software oomponents of the Vendor hostlng M "YES .| STANDARD | ForCardinal hosted solutions, For client
- | Infrastructure shall be fully supported by thelr respective - : ’ N : hosted solutions Cardinal complies, it is the .

‘manufacturers at all times. All critical patches for operating responsibility of the client to maintain and -
‘systems, databases, web servioes, etc., shall be applied within thfrty meet these requirements
{30) days of release by thair respective manufacturers. . . . : . . .

HS5.6 - | The Vender must provide the State with a personal secure FTP site .M YES STANDARD | Cardinal complies.
to be used the State for uploading and downloadmg filesif - . ’

. appllcable . . ]
H5.7 ' | The vendor must guide the State with’ posslble solutions to rso{ve _ M YES STANDARD Cardinat complies. -

Exhxbu H- Requlrements Part3
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SUPPORT & MAINTENANCE REQUIREMENTS

SUPPORT & MAINTENANCE REQUIRERTENTS
511 The Vendor's System support and maintenance must commence -

Support and maintenance will be available -

upon the Effective Date and extend through the end of the . | the duration of the contract and for any
Contract term, and any extensions thereof. - . contract extenstons in the future.
$1.2 Maintain the hardware and Software in accordance vrlth the. M - Yes Standard | Updates to both the handheld and backend
: Spedﬂnﬁons, terms, and requirements of the Contract, Indudina . _ o software are available to the ageéncy as pan
‘| providing, upgrades and fixes as required. . - .~ 5| oftheir annual license agreement. -
513 Repair Software, or any portion thereof, so that the System M " Yes . ‘Standard Bugs reported to Cardinal will be corrected
operatés In accordance with the' Spedﬂcaﬂons terrns and ' - : based upon the severity of the issue. When

requirements of the Contract. - _ possible, work arounds will be suggested to
-~ A . ' the agency to employ in the duration
be'tween the bug report and the application
S1.4 - | The State must have unlimited access, via phone or Emall, to the M Yes. Standard | Support hours are M-F 8A-S5PM CT.
- | Vendor technical support staff between the hours of 8:00am to
5:00pm- Monday thru Friday EST. .

Exln'an Reqmmncnts ~Part3
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515

The Vendor response time for support must conform to the specific
deficiency class as described below or as agreed to by the parties:
Class A Deficiency - Software - Critical, does not allow System to
operate, no work around, demands Immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate
and require re-performance. of the Service.

Class B Defidency - Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not
enough to make the document unintelligible; Non Software -
Services were deficient, require reworking, but do not require re-
performance of the Service.

Class C Deficlency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require onty minor
reworking 2nd do not require re-performance of the Service.

M

Yes

Standard

SLA response time of no more than 2 hours
for calls.

51.6

The Vendor shall make available to the State the latest program
updates, general maintenance releases, selected functionality
releases, patches, and Documentation that are generally offered to
its customers, at no additional cost,

Yes

Standard

Updates to both the handheld and backend
software are available to the agency as part
of their annual license agreement.

s1.7

For all maintenance Services calls, The Vendor shall ensure the

following information will be collected and maintained: 1) nature of |

the Deficiency; 2} current status of the Deficiency; 3) action plans,
dates, and times; 4) expected and actual completion time; 5} )
Deficiency resolution information, 6) Resolved by, 7) tdentifying
number I.e. work order number, 8) Issue identified by.

Yes

Standard

Cardinal's support team maintains through
records for each support request and every
communication to and from the agency.

s1.8

The Vendor must work with the State to identify and troubleshoot
potentlally large-scale System fallures or Deflciencles by collecting
the following information: 1) mean time between reported. )
Deficiencies with the Software; 2) diagnosis of the root cause of the
problem; and 3) identification of repeat calls or repeat Soﬁware
probiems

Yes

Standard

Cardinal's support team maintains through -
records for each support request and every

communication to and from the agency.

EXhiblIH Requirements — Part 3
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$1.9 | As part of the Software maintenance agreement, ongoing software . M Yes Standard SLA response time of no more than 2 hours
’ | maintenance and support issues, must be responded to accordh'lg ) for calks.
to the following or as agreed to by the parties a.ClassA '
| Deficiencies - The Vendor shall have avallable to the State on-call -
telephone assistance, with issue tracking available to the State,
eight {8) hours per day and five (5} days a week with an email /
| telephone response within two (2) hours of request; or the Vendor
shall provide support on-site or. with remoate diagnostlc Services,
within four (4) business hours of a request; ~ b.ClassB&C
| Déficiencies ~The State shall notify the Vendor of such Deficiendies
during regular busiriess hours and the Vendor shall respond back
within four (4) hours of natification of planned corrective action; v
The Vendor shall repalr or replace Software, and provide. . ’
maintenance of the Software In accordance with the Specifications,.
Terms and Requh'ernents of the Contract of as agreed between the
| parties. - - ) . ‘
51.10 The Vendor must use a change manasernent polrcy for notlfication M Yes - Standard Cardinal's procedures include processes for
and tracklng of change requests as we[l as critical outages. ) change requests based on program bugs as
) , well as enhancement requests. ,
51.11 | Acritical outage must be deslgnated when a business function M Yes Standard Cardinal corrects major issues as quickly as
cannot be met by a nonperform!na appllcatlon and there ts no work ' g | possible once they've been reported.
around to the problem. - ' . )
51.12 The Vendor must maintain'a record of the activities related to M Yes Standard | Cardinal’s support team maintains through
- | repalr or maintenance activities performed for the State and shall records for each support request and every
report quarterly on the following: All change requests " communication to and from the agency. This
implemented; All critical outages reported including actual issue data can be made available to the agency as
" | and resolution; Number of deficiencies reported by class with initial requested.
| response time as well as time to dlose. + ° . )
- §1.13 A regularly scheduled maintenance window-must be Identlﬂed ‘M Yes Standard Al svstem malrltenance will be coordlnated
(such as weekly, monthly, or quarterly) at which time 3aff relevant - | with the agency
| server. patches and appllcatlon upgrades shall be applled. . A T
51.14 | The Vendor must give two-business days prior notification to the M . Yes © Standard | All system maintenance will be coordlnated
State Project Manager of all changes/updates and provide the State ' ’ with the agency.
‘'with trammg due to the upgrades and changes:

Exhibit H — }lcﬁuirémcnts_— Part 3
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51.15

| Alt hardware and software components of the Vendor hosting

Standard

services to "bridge® vendors system to a new system if necessary in
the event of the State's transition over to a new vendor or other
solution, the termination or expiration of the contract, any
unforeseen event causing a business outage or other such®
interruption, or breach of contract by the vendor. At a minimum
the State shall, at no extra cost, be granted all software usage
survival rights for the sole purpose of sustaining the State’s ability
to use software untll such time that new/replacement cltaﬂon
software Is provided, tested, and approved

M Yes Systerns hosted by Cardinal will be fully
infrastructure must be fully supported by their respective supported by any used vendor for the
manufacturers at all times, All critical patches for.operating duration of the contract.
systems, databases, web services, etc., must be applied within'
thirty {30) days of release by theif respective manufacturers. ) ‘

$1.16 The Vendor must provide the State with a personal secure FTP site M Yes Standard ~ | FTP data transfer is available for use in
| to be used the State for upbadlng and downloading ﬁles [ transferring files to/from the agency.
applicable. ) :
s1.17 Handhelds printer malntenance and support, including dwlce ) Yes Standard All support ssues for the handhelds no
| repair, must be sustained throughout the term of the contract and matter software or hardware are handled by
-| any extensions thereof. The impact of 2ny change in hardware " Cardinal. If the issue is determined to be
1 must be tested and approved by the State. hardware related, Cardinal will assistin
) - issuing appropriate RMA requests.
$1.18 | The Vendor must provide a heip desk for problem reporting and M Yes Standard | Cardinal provides an 800 support phone
questions. The Vendor must provide a toll-free number for such ' ‘number as wefll as a support email address,
help-desk as' well as an emall address to which to report issues. These are monitored Monday - Friday BA-5P
Help desk responses will be required to be provided according to . CT and calls are returned within a maximum
_ | negotiated requirements based on the ievel of urgency. _ of 2 hours.
$1.19 | A sufficient number of qualified on-site technical personnel must M Yes Standard Cardinal will assign a team of the
| be provided during implementation and as needed during the term | appropriate size to ensure successful
of the Agreement. ) . implementation of this project.
$1.20 | Vendor must provide wireless primer training to users during M Yes Standard This is pant of standard training/installation.
Implementation and throughout the term of the Agreement, as depending on hardware selected by the
needed. Al training materials are to be provided by the Vendor. agency.
5121 | The Vendor must provide User and Administrator training. M Yes Standard | This is a standard part of training.
$1.22 | The Vendor must provide documentation and training manuals. M Yes Standard This Is a standard part of training.
$1.23 The vendor must be prepared to provide the State with transition M Yes Standard Access to the system remains for the

duration of the contract period and Cardinal
can discuss providing services to the agency
“for transltlon to another system upon
request.

Exhibit H Requnrements Partd
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PROJECT MANAGEMENT

Vendor must participate inan initial ltict-oﬂ meeting to inltiate the | This is a standard practice for new
. Project. , . Implementations.
P1.2 Vendor must provlde Proiect Staﬁ as spedﬁed in the RFF Yes Standard Cardinal will determine the team assigned to
T © . | the project upon project award to ensure
'successful deployment of this
: S - ) T Implementation.
P1.3 | Vendor must submit a finallzed Work Plan within ten (10) days after |. _Yes Standard: Cardinal wm provide project plans for the
Contract award and approval by Governor. and Council. The Work . lmplementaﬂon as soon as the full scope of
Ptan must include, without limitation, a detailed description of the the project is (dentified following the kldzoff
. Schedule, tasks, Deliverables, aitical events, task dependencies, meeting.
and payment Schedule. The plan’ must be updated no less than
every two weeks. ’ ) .
P14 Vendor must provide detalled bl-weeklv status reports on the Yes Standard Cardinal will ensure-an open line of
progress of the Project, which wlll Include e:penses incurred year communication between the agency and
to date Cardinal to ensure both teams remain on
the same page during the duration of the
i . . _ . . implementation, .
P15 All user, technical, and System Documentation as well as Project Yes Standard Cardinal Is currently using an app caﬂed
{ Schedules, plans, status reports, and correspondence must be -| TeamWork to ensure collaboration between:
-maintained as project documentation. (Define how- WORD fonnat- the agency team and the Cardinal team.
on—Line, in @ common Ilbrary or on paper.} ’ Cardinal has also utilized Google shared
' spreadsheets and documents for different
. ) ) . . e o - | functions during an implementation.
Plée The vendor will be required to provide a dedicated dient manager Yes Standard | The agency will have a dedicated account
to the State’s account to manage ail aspects of the contract, ensure ‘ rep as well as a technical client advocate
vendor contract compflance and to whlch problems can be rep. Issues needing to be reported should be {
escalated.- reported via the standard Support |
" comimunication methods.
PL7 The State is required to be notlﬁed prior to the change of any Iu.-v Yes Standard .| Cardinal will ensure any key personnel
‘personnel, Indudlng the dedicated diient rnanasef Co. changes be communicated to the agency.

Exhibit H ~ Reqummcms
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The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan for
Implémentation within 30 days of the Effective Date and. further refine the tasks required to implement the
Project. The elements of the Work Plan are documented in accordance with the Contractor’s plan to
implement the System. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers

The preliminary Work Plan for lmplementemon created by the Contractor and the State is set. fonh at the
~end of this Exhibit,

In conjunction with the Contractor’s Project Management methodology, which-shall be used to manage the
Project’s life cycle, the Contractor team and the ‘State shall finalize the Work Plan at the onset of the
‘Project.  This plan shall identify the tasks, Déliverables, major milestones, task dependencies, and a
payment Schedule requiréd to.implement ‘the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor’s team members), refine the Pro]ect s scope, and establish
the Project’s Schedule . :

.1 0 ASSUMPTIONS
1.1 Generll o
¢ The State shall provnde team members with dec:slon-makmg authonty to suppon the
: implementation efforts, at the leve! outlined in the Request for Proposal Document State -

“Staffing Matrix.” ' : '
All State tasks must be perfonned in accordancé wnh the revnsed Work Plan.

e _ All key decisions will be resolved within five (5) business days. Issues-not resolved wnthln this .
initial period will be escalated to the State Project Manager for resolution.

e " Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timéline, scope. resources. and costs shall be subject to the identified Change Control
process :

1.2 Project Management
“The State shall provide the Pro;ect Team with reasonable access to the State personnel as needed
‘to complete Project tasks,  *

e A Project folder created within the Stnte system shall be used for centrahmd storage and
retrieval of Project documents, work products, and other material and information relevam to the
success ‘of the Project and required by Project Team members. This.ceritral reposnory is secured

’ by detenmmng which State team members have access to the Project. folder and granting either.
view or read/write privileges. The State Project Manager shall approve access for the State team..

) ‘Documentatlon can be stored locally for the State team on a “shared™ network drive to facilitate
‘ease and speed of access. Final versions of aII Docurnenlanon shali be loaded to the State
‘System.

» The Contractor assumes that an Ahemate Project Manager may be nppomted from tlme to time
to handle reasonable and ordinary absences.of the iject Manager |

Exhibit 1— Work Plan — Part 3 | ~ Page 550168
Date: ¢ /2 [_l 7\ Contractor’s Initials A ' ' .



'STATE OF NEW HAMPSHIRE .
' Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT I - WORKPLAN

1.3 Data Cleanse/Migration

s The cleansing of data will be in cooperation with the Contractor and the State. The clcansmg

will entail:

¢ - Removal of duplicates accounts within customer database to keep only the most recently created
customer-account.

e The State will perform validation testing: when database has been cleansed.

1.4 Project Schedule

¢ Deployment is planned to begin on the date of G&C. appmval with a planned go-live date of
Januaryl 2018,

1.5 Reporting

¢ The Contractor shall conduct weekly status meetings, and prowde reports that include, buit are'
not Ilmlted to, mtnutes, action items, test results and Documentation.

1.6 User Training

¢ The Contractor’s Team shall lead the devclopment of the end-user traimng plan. -
¢ A train'the trainer approach shall be used for the delivery of end-user training.

. The State is mponmble for the delivery of end-user tralnmg.

2.0 ROLES AND RESPONSIBILIT[ES

2.! Contractor Tum Roles and Ruponslbilltiu

Contractor Team Project Execntive

The Contractor Team's Project Executives- (Comractor and Subcomractor Project Executives) shall
be responsible for advising on and monitoring the quality of the Services throughout the Project life
cycle. The Project Executive’ shall advise the Contractor Team Project Manager and the State's
Project leadership on the best practices for mplementmg the Contractor Software Solution within: -
the State. The Project: Executive shall partu:lpate in the deﬁmtlon of the Project Plan and provndc

‘ guldancc 1 the State’s Team.

,Contractor Team Project Manager

The Contractor Team Project’ Manager . shall have overall responslbllny for the day-today
management of the:Project ‘and. shall plan, track, and manage the activities .of the Contractor.
Implementation Team. = The Contractor Team. Project Manager wnll .have thc followmg.
rcsponsnbllltlcs : . :

- Maintain commupications with thc State’ s Project Manager;

= Work with the State in planmng and conductmg a kick-off meeting.

- Create and maintain the Work Plan;.

- Assign the Contractor Team consultants to tasks in the Implemematlon Project accordmg to
the scheduled staffing requirements; .

" = Define roles and responsibilities of all the Contractor Team members; .

- Provide weekly and monthly update progress reports to the State Project Manager;

- Notify the State Project Manager of requirements for State resources in order to prowdc
sufficient icad time for resources to be made available;

4
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- Review task progress for time, quality, and accuracy in order to achieve progress;

- Review requirements and scheduling changes and identify the impact on the Project in
order to identify whether the changes may require a change of scope; :

- = Implement scope and Schedule changes as authorized by the State Project Manager and

with eppropriate Change Control approvals as identified in the Implementation Plan;

= Inform the State Project Manager and staff of any urgent issues if and when they arise;
- Provide the State completed Project Deliverables and obtain sign-ofT from the State's

Project Manager.

- Manage handofT to the Contractor operntlona.l stafY;
- Manage Transition Services as needed.

2.2 State Roles and Ruponsibilitiu

The following State resources have been identified for the Pmpct The time demands on the individual
‘State team membets will vary depending on'the phase and specific tasks of the Implementation. The

demands on the Subject Matter Experts’ time will vary based on the need determined by the State Leads

and the phase of the Implementation.

¢ State Project Manager

The State Project Manager shall work side-by-side with the Contractor Project Manager. The role of
the State Project Manager is to manage State resources (IF ANY), facilitate completion.of all tasks
assigned to State staff, and communicate Project status on a regular basis. - The State -Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in“the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
ijecl The State Pm;ecl Manager has the following responsibllmes

- Plan and cond,uct a Iuck-oﬂ' meetmg with assistancc from the Contractor team;
- Assist the Contractor Project Manager in the development of a detailed Work Plan;
- Identify and secure the State Project Team members in accordance with the Work Plan;

- Define roles and responsibilities of all State Project Teamn members assigned to the Project;
- 'Identify and sccure ‘access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks; -

- Commumcate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;

- Inform the Contractor Project Manager of any urgent issues if and when they arise; _

= And assist the Contractor team staff to obtmn requested information 1f and whcn required to
perform certain Project tasks;

- Manage State staff dglng Transition Scrvma as needed.

o State Subject Matter Expert(s) (SME) : ’

The role of the State SME is to assist application teams with an understanding of the State’s current
business practices and processes, provide agency knowledge, and participate in the lmplcmentanon :
Responsibilities of the SME include the following:

- Be the key user and contact for their Agency or Department;

- Attend Project Team training and acquire in-depth functional' knowledge of. the relevam

appllcailons,
- Assistin validating and documenting user requnrements. as needeéd;
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- Assist in mapping business requirements;

- Assist with'data cleansing and Data veriftcation;

- Attend Project meetings when requested; and :

- Assist in training-end users in the use of the Contractor Software Solution and the business
processes. the apphcauon supports. .

¢ State Technical Lead and Architect
The State’s Technical Lead and Architect reports to the State’s Project Manager and is responsnblc
for leading and managing the State’s technical tasks. Responsibilities i mcludc

- Atiend technical training as necessary to support the Project;

= Assist the State and the Contractor Team Project Managcrs to establish the detailed Work
' Plan;

.~ Manage the day-to-day activitics of the State’s techmcal resources ass:gncd to the Pro;ect

-  Work with State IT managcmem to obtain State lechmcal resources in accordance with-the
Work Plan;

.= Work in partnership with the Contractor and lead the State tcchmcal staff’s efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will Icad the ovcrall cffort
‘with support and assistance from the State; and

- Represent the technical efforts of the State at weekly Project meetmgs

3.0 INTERFACES

Interfaces shall be implemented in coopemtnon with the State Thc followmg Table 3.1 identifies the
interfaces. within lhe scope of this Contract and thﬂl’ relative assignment. . :

Tablé 3.1 ln-SCOpe Interfng:es -

Responsible Pacts Description

Cardinal - . Agency is already using the interface -
. l:olheNH DMV. Agency will -
" continue to utilize this same mwrfnoe
e e e maremteconnecﬁoq_ i
‘Cardinal " | User Interface will be different from
; ‘what the agency is currently using
but the same functionality will

Cutpunenss,

il applicable

A lnterfnce Ruponsibulties

e Contractor Team shall document the functional and technical Speclﬁcanons for the mterfaces
o - Contractor Team shall develop and Unit Test the interface.

e The State and Contractor Team shall jointly verify and validate the accuracy. and completcncss
of the interface."

» The Coritractor Teams shall construct test scnpts and create any data’ nccded to support twtmg
" 'the interfaces.
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40 PRELIMINARY WORKPLAN ~ - - _

Lash Name

System

DRED Parking Enforcement Management

Responsibile Pariy

Delivers Dty

AN R g

T Lt

NAONEE 3 1. S

IT chkoﬁ' meetm i g

Cardmal + Chem

127772017 ___

Onsite needs analysis

Cardinal

Not anticipated -
this will be

needed.

Crente plan with DNCR to add needed
features

15 days

Cardinal + Client

12/l8/2017 (’I'he
results of this plan

will impact all
future dates

depending on the
scope of those

NH DMV

| Cardinal + State DMV | Interfa

Trotall TickoTeak Moblle o Tiondhad
Devices

Integration Testiﬁg" -

1/4/2018 .

Onsne ’I'rammg

.__.._._. AR 'U—.i_‘-:-"__ T i

't s-\-‘.' r, j

2572018

-Acceptance Teslng

21272018
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1. LECENSE GRANT

. Contractor hereby grants to the State & Ilrmted, non-exclusive, non-transferable license to use the
Services, Software and Documentation solely in accordance with Contractor’s specifications and.
limitations as set forth .in this Contract. The State hereby grants to Contractor a limited non-
transferable license to use, display, reproduce, distribute, modify and transmit in digital or printed
form information provided by the State solely as necessary for Contractor to provide the
Services for the State’s benefit, which may 1nclude use of the Statc s name, tmdemarks service
marks and logo.

2. DOCUMENTATION COPIES -
Contractor shall 'provide the State with a sufficient number of hard copy versions of the .
. Documentation and one (1) electromc version in Microsoff WORD and PDF format. The State shall
have the right to copy the Documentation for its internal business needs. The State agrees to- mcludc
copyright and proprietary notices provided to the State by Contractor on such copies. |

'3. RESTRICTIONS .

Except as otherwise. pmmtted under the Contract, the State agrees not to: .
2. Remove or modlfy any program markings or any notice of Contraclor's propnctary
. rights; :
‘b.” Make the progmms or materials available in any manner to any third party for usc in the-
. third party’s business operanons except as permitted herein; or
¢. . Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. TITLE -
Title, right, and interest (including all ownership and intellectual property rights) in the AWO
Software, including” any and all derivatives and modifications thereto, shall ‘remain with
Contractor. Title, right, and interest (including all owncrshlp and intellectual property nghts) in
any other software provided by Contractor shall remain with the respective software pubhsher '

8, vmvsns

Contractor shall use lndustry standard antl-vmls soflwarc in ordcr to prowde Soﬂwm that. shall not
contain any viruses, destructive programming, or mechamsms designed to dlsrupt the performance of
‘the Software in accordance with the Specifi caucms .

As.a part of lts internal developmem proms Commctor will use reasonable efforts to test the
Soﬂwa.re for vnruses _

6. AUDIT

- Upon forty-five (45) days written notice, Contractor may audlt the State's use of the progmms at
Contractor’s sole expense. *. The State agrees to cooperate with Contractor’s audit and provide
reasonable assistance and access to information. The State agrees that Contractor shall not be’
responsible for any of the State’s reasonable costs -incurred in cooperating with ‘the - audit.
Notwithstanding the foregomg, Contractor's audn rights are subject to applicable State and federal
laws and rcgulauons '
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7. SOFTWARE NON-INFRINGEMENT

Contractor warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software (“Material”) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copynght, trade name or
other intellectual property rights or mlsappropnate atrade secret of any thlrd party.

_ The warranty of non-infringément shall be an on-going and perpetual obligation that shall survive
termination of the Contract. In the cvent that someone makes a claim against the State that any
Material infringe their intellectual property rights, Contractor shall defend and mdemmfy the State
against the ¢laim provided that the State:

a.. Promptly nouﬁw Contractor in writing, nol later than 30 days aﬁer the State receives
actua] written notice of such claim;
b, Gives Contractor control of the defense and any settlement negotlanons, and .
c. Gives Contractor the information, authority, and asslstance reasonably needed to defend :
against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent the State
secks to assert any immunities or defenses applicable to the State. '

If Contractor-believes or it is determined that any of the Material may have violated someone else’s
intellectual property rights, Contractor may choose to either modify the Material to be non-infringing or
obtain a license to allow for continued use, or if these alternatives are not commercially reasonable,
Contractor may ‘end the license, and require retumn of the applicable Material and refund a prorated
portion of all fees the State and/or customer/end-users has paid Contractor under the Contract for the
affected Material and the remainder of the then-current term. Contractor will not indemnify the State if
" the State alters the Material without Contractor's consent or uses it outside the scope:of use identified in
Contractor's ‘user Documentation or if the ‘State uses 2 version of the Material whlch has been
superseded, if the infringement claim could have been avoided by using an unaltered current vérsion of
thie Material which was provided to the State at no additional cost. Contractor will not indemnify the
State.to the extent that an infringement claim is based upon any information design, Specification,
instruction, Software, data, or material not furnished by Contractor. Contractor will not-indemnify the
State to the extent that an mfnngcmcnt claim is based upon the combmanon of any Material wnh any
- products or servwes not prov:ded by Contractor without Contractor’s consent.

Ve
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1. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2 Software

- The Contractor warrants that thc Software, including but not hmltcd to the lndmdual modules or
functions furnished under the Contract, is properly functioning within the System, compliant
with the requirements of the Contract, and will operate in accordance with the Specifications and

., Terms of the Contract. .

For any breach of the-above Software warranty, the State's rcmedy, and the Contractor’s entire
Ilablllty. shall be;

(a) the correction of program crrors that cause breach of the wammty, or if the
Contractor cannot substantially correct such breach in a'commercially reasonable’
manner, the State-may end its program license if any and recovef the fees paid to the
. Contractor for the program license and .any unused, prepand techmcal support fees
the State has paid for the program license; or '

(b) the re-performance of the deficient Services, or’ , :

(c) if the Contractor cannot substantially correct a breach ina commerclally reasonable
manner, the State may énd the relevant Services and recover the fees paid to the
Contractor for the deficient Services.

1.3 Non-Infringement

The Contractor warrants that it has good title to, or the nght to allow the Statc to use, all -
Services, equipment, and Software -(“Material™) provnded under this Contract; and that such
- Services, equipment,.and. Software do not violate or infringe ‘any -patent, trademark, copyright,
—.'trade name ‘or other mtellcctual property rights or misappropriate a trade secret of any third

1.4 Vlrum. Destructive Prognmmlng <

Thc Contractor warfants that the Software -shall not oontam any viruses, dcstrucuve_
programming, or mechamsms dwlgned to dlsrupt the performance of the Soﬂwaw in accordanoc :
“with the Specifications. . .

1.5 Compatibillty

" The Contractor warrants that all System components, including but not hmlted to the components
provided, including any replacement or upgraded System Software components provided by the
Contractor to correct Deficiencies or-as an Enhancement shall opcrate with thc rest of the System -
wnthout Ioss of any functuonahty ' _
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1.6 Services

The Contractor warrants that all Services to be proﬁided under the Contract will be provided
expediently, in & professional manner, in accordance with industry standards and that Services
will comply with performance standards, Specifications, and terms of the Contract.

2, WARRANTY PERIOD

The Warranty Period shall commence upon the State’s issuance of a Letter of Acceptance for the
UAT and shall remain in effect until the conclusion or termination of this contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect
indefinitely. ' ‘

1

Rest of page intentionally left blank. .
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1. TRAINING SERVICES

f

For purposes of this Exhibit L, all references to “you,” or “your,” shall mt;ah the State, and all references to “we,”
“our,” or “us,” shall mean Contractor.

1.1 Initial Tniuing-

~ Contractor will provide an on-site training visit for all staff mcludmg fi cld staff, hcadqumcrs staff, IT Staff
fi nancta] staff, etc. The on-site: training .will include hands-on training intended as a train the trainer type
training.” All training is customlzed and’ covers specific subject matter, |ncludmg but not llmlted to the

f'ollowmg N
Extensive training on the hand-held ticketing .units including simple. malntenance. lssumg a citation,

N

rcvicwmg a citation, printmg a cnntlon, taking images and uploading citatlons, printing citation reports,
etc.
Overview of software mcludmg sottmg up new staff with specific permissions, uploading citations,

appealing citations and processing ‘appeals, voiding cnatlons, processing payments, addmg scofflaws,

adding skeletal tickets, correcting cntatlons w1th errors, adding owner mformatlon, assessmg Iatc fees,

-'procesmg notices, etc.
" Data maintenance;

Acmslng reports;

* Creating user defined ad-hoc reporting as well as “canned" reports;

Business rules functionality;
‘Accessing and interpreting reports;
Inventory managemeént and data managemént

The State ‘will work with* Contractor to define detailed training curriculum as needed on an annual bas:s ;
Tralnmg will be customized accordmg to the Agencies needs at that time.

1.2 Ongoing Tralning Term of Contract

“To help support new or seasonal staff and to assist w:th “refresher training”, Contractor will ensure maximum
) knowledgc of the system by providing the followmg -

. Spring refresher web-ex with overview of § 1ssumg ciumons and ovcrvicw of soﬁwarc to mclude any

- new aspects of the software.

= Super user web-ex training to include the followmg
"o Overviews of all apphcanons utilized by staff
Acccssmg reports
Creating user defined as well as “canned” rcports
Security Authorization Management
Financial Training use of the Report module to mclude
_- Payment report i
- - Recelvable Activity Report
- " Retuned Check-Report
- Aged Account Receivables
. End of Day Trensactions
- Bankrupicy reports
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- Time Payment Report
- Appeals Report
- Void Report
- Hold Report
- Reports Training on report/data extraction tools enablmg queries of the database for
information pertaining to system activity.
" 1.3 Super user web-ex training as needed:
¢  Overviews of all applications utlllzcd by Park staff
Accessing reports
Creating user defined as well as “canned” reports
Viewing park, region, Agency-wide data
Security Authorization-Management
Financial Training use of the Report module to include:
- Payment report
- Receivable Activity Report -
= Returned Check Report
- Aged Account Receivables
- End of Day Transactions -
< Bankruptcy reports
- Time Payment Report
- Appeals Report
- Void Report
- Hold Report
e Reports Training - report/data extraction tocls enabling queries of the database - for information
pertaining to system activity. : :
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NH DEPARTMENT OF CULTURAL AND NATURAL RESOURCES RFP 2017-053, with all -

“included addenda, are included by rcfeieqce-as:binding Deliverables to this Contract.

Restof page l;rrtenﬂonally left blank.
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Cardinal ‘Trhcking, Inc., Proposal to Department of Resources and Economic Dc#elopmcnt RFP 2017-
053 NH State Parks Enterprise Reservation System dated May 4, 2017 is hereby incorporated by
reference as fully set forth herein, - - '

Rest of page intentionally left blank.
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Attached are: - ‘
A. Contractor’s Certificate of Good Standing
'B. Contractor’s Certificate of Vote/Authority
C. Contractor’s Certificate of Insurance
Rest of page Intentionally left blank. -
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State of New Hampshire
Department of State

CERTIFICATE -

L. William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that CARDINAL TRACKING,
INC. is & Texas Profit Corporstion regtsmed'tnmm business i;n New Hampshire on February 01, 2002. 1 further certify that

¢ ali fees and documents required by the Secretary of State’s offioe bave becn received and s in good standing as fir as this office is
concemed. : ‘

Business ID: 397036

IN TESTIMONY WHEREQF,

I herewn st my hand and cause to be affixed
the Seal of the Sn':e of New Hampshire,
this 2nd day of November AD, 2017,

Secretary of St




' CERTIFICATE OF VOTE

{Corporation without Seal)

0, QH’OB]DV\ | WMol S . , do hereby certify that:
- {Name of Clgrk of the Corpo:mnot be conlracl signatory)

WAL | Qﬁum& luc.

(Corporation Name) -

2. The following are true coples of ﬁﬁﬁlm _d’uly adopted at a meeting of the Board ‘of Diroctom of
‘the Corporation duly held on

1. 1am a duly elected Clerk of

(Daie}

. RESOLVED: That this Corporaﬂon emar into a contract with the State of New Hampshlre -acting
through its. Depattment of Health and Human Services, , for the provision of

RESOLVED: That the DQ—LHQEN:‘ Eb()

{Title of Contract Signalory)

is hefebyauthoi'izedon behalf of this Corporation to enter into the sald contract with the State and to -
execute any and all documents, agreements and other instruments, and any amendments, revislons,
or modifications thereto, as'helsm may deem nNecessary, deslmble or appropﬂate

K} ngresol haveno!been or revoked, andremainhfullforeoandeﬂectasof
.20 L
S (Date Contract Slgned) - _ RN
S\L‘Ub L S(‘Jh\l s the duly elected DQ_ESIDENT. C/EZ)
{Name of C_onlracl Signatory) {Title of Contract Signatory) '

{Signature of Clerk(gf the Corporation)

STATE OF: TEXAS |
' The fpx 'ﬁgl mient was cmledgedbeforernethisa l TH dayof&lm__l
(Name of Cierk-of t Corporation_) QHQMDg \) —-‘ \mmukls

S ' . : . - .(Notary Public/Juslice of the Peace) .
{NOTARY SEAl) . _ o : ‘ N _
) h ‘ ' . ‘ Commission Expires: 7 .

" RHONDA J TIMMONS
Notary 1D #7368010

My Comrivssion Expires
. June 79, 2024,




Acoml

- CERTIFICATE OF LIABILITY INSURANCE

DATE (IITO/VYYY)
11/2/2017

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS {SSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIRCATE DOES NOT AFRRMATIVELY OR NEGATIVELY AMEND, EXTEMD OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOE3 NOT CONSTITUTE A CONTRACT BETWEEN THE IS8S8UING INSURER(S), AUTHORKZED

e ————————————————————————————— e S —

WPORTANT: {f the certificate halder ks an ADDITIONAL NSURED, hwm)mmmmnﬁﬁomwum
‘if SUBROGATION I3 WAIVED, subject to the tenms and conditions of the policy, c-hhpdlchlmwhmm A statermant on
mmmmwummmmmummn

PFRODUCER
INTL .
§163 ¥, State Highwey 181, Ste. 100

Irving TE 78038

(:111 lls-rxoo

T

nxvtoclu:-u.

oy.u;- |

) — S BamghA; Tadere) Inevrance Company 30301
. and & -, m: Great Gorthern Insursnce Co. ., 20383
m H 4
. n:s Lakewsy Dr., Gte. 100 mumSAD: . ] e "'""_l
Lawisville TX 78057 F&l: e e m————t 4 ——— et e
gt e | .

COVERAGES
' THISISTOCERWTNATTHEPOUCESW

mmmmmm ID 24053
USTED BELOW HAVE BEEN iSSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

csnmiemrasmmoanvmrmnémsumcemnwmamanescmmmtsmmmuxm&m;
__ EXCLUSIONS AXD CONDITIONS OF SUCH POLICIES. LMFBWHAYHAVEBEENREDI.BEDBYPADM )

REVISION NUMBER:

LORRRETY | AR Lawre
A . . goouemence . [u 1,000,000
-M Em ! 23,0’-15-50 E’/I"fﬂﬂl" Ellz"l’ﬁl. | PREMISES (Reconsrences -8 1,000,000
e+ n : ! | MEDEXPAnyerepencn) | 10,000
o . ! ; PERTONAL AADVIMARY & . 1,000,000
_GENUAGOREDATE LMMTAPPLES PER: | : GEMERAL AGGRECATE .8 2,000,000
JXoroucr || B [Dree b FRODUCTS -COMMOPAGG - § 2,080,000 _
. _ODER L ]
" AUTONORILE LABILITY b , ey T Y 1,000,000
| ANY AUTO : ‘ I 7399-28-54 272773017 272773018 | PODLY BLLIRY (Per paracry) - § -
. hH OWNED —— mu.m : B s ==
 ATos oMy .| AlITGR P BOORY MUURY Pur ek 8 e
gt o W 0wen , Bl
| Eiamsomy Xjamosowy ; i T
L ) S ' . o i ) '
A | X UMSRELLALAD ! occur P T TR "2/27/3017 '2/27/2018 | EACH OCCURRENCE -8 __ 3,000,000
] AR e I ] AGOREOATE ‘s 3,000,000
| ipED . mmom P i oA In - 8. 3,000,000
PR b v ter iy WAL S IRTED ,3/31/2017 12/31/2018 !_]m I,
. Gj;"’"' ; : : E.L. EACH ACCIDENT '8 _ 1,000,000
OFFICEAMEMBER L LLH : S p———
Gandery 1 40 S Lo €. DEEASE - EABMPLOVRE 8 1,000,000 .
EIRAPTON S QPP RATIONS boowe | P £1 OmEASE - POUCYLMT & 1,000, 000
. - 1 . —
A | Professicoal Limbility’ i 13603-15-60 izll'l'llul'l lill'llnlt Ilqwq-u s 1080 000
. + ' : . ) . Ut i
Co P { . s

The Gensaral Liability
endorsenmant [80-02-2167 05/07 & 16020
written contract with nemed insured that requl

attached (00022367 05/07] Genaral Liability, Automobile, and

requises
Urbrella Liability policy follows fomm.

mamnmm:m mmwmmmhMI—-“um
and Autaacbile ;ou.c!.u ioeluds s blanket sutomatio sdditional insured
24/11] ‘that providss this featurs only vhan there is »
rea such ltar.u.l. Pripary Mon-Contributory appliss pex

"o,
a blanket sutematio waiver of subrogation sndorsenent [B0022000 04/01, WCODOI1) 4/84 & 160202192
04/11 that provides this feature cnly vhan thers is a written contract with the assed insured that
such status. Cancsllation Ses .ttlnhld (80029701 04/1), 1‘020106 3/11 & 420801 7/84).

kars' Cozpensstion policiss include

CANCELLATION

~CERTIFICATE HOLDER

Department' of Emtural snd Cultural Rescurces-DECR
172 Pembroke RA

Concord X% 03301

THE EXPIRATION DATE THEREOF, NOTICE WAL BZ DELWERED N
ACCORDANCE WATH THE POLICY PROVISIONS. .

AUTHORIZED REFREEENTATVE
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