
STATE OF NEW HAMPSHIRE 
DEPARTMENT of NATURAL and CULTURAL RESOURCES 

DIVISION of PARKS and RECREATION 
172 Pembroke Road Concord, New Hampshire 0330 I 

Phone: (603) 271-3556 Fax: (603) 27 1-3553 

May 25, 202 1 

His Excellency, Governor Christopher T. Sununu 
and the Honorable Executive Council 

State House 
Concord, New Hampshire 03301 

Web: www.nhstateparks.org 

REQUESTED ACTION 

Authorize the Department of Natural and Cultural Resources, Division of Parks and Recreation, 
to enter into an amendment to an existing contract (Contract # 1059239) with Cardinal T racking, 
Inc. (VC # 172544), Lewisville, TX by increasing the price limitation by $16,413 .71 from 
$ 127,820 .50 to $ I 44,234.21 with no change to the contract completion date for a hosted park ing 
enforcement and management system effective upon Governor and Executive Council through 
December 3 1, 2022, with the option to renew up to 2 times for 3-year periods each upon consent 
of both parties and Governor and Executive Council approval. The original contract was approved 
by the Governor and Executive Council on December 6, 201 7, Item #33A. 100% Other Funds. 

Funds are available in the following account for FY 2021, and funds are anticipated to be available 
in FY 2022, upon the availability and continued appropriation of funds in the future operating 
budget, with the authority to adjust encumbrances between fiscal years within the price limitation 
through the Budget Office, if needed and justified. 

03-035-035-3515 l 0-73000000, Hampton Meters 

I 03-502664-Contracts for Op Services 

EXPLANATION 

FY 2021 
$15,346.2 1 

FY 2022 
$ 1,067.50 

The Division of Parks and Recreation (Division) uses a hosted software solution and associated 
hardware through a contract with Cardinal Tracking, Inc. fo r its parking enforcement program 
along the seacoast. During the 2020 and 202 1 operating seasons, a total of 4 additional parking 
areas were added to those requiring enforcement. For thi s reaso n, the Division is looking to 
increase its enforcement staff resulting in the need fo r 3 additiona l units. In order for the Div isio n 
to use the same software program, we are required to purchase the new units though Cardina l 
Tracking. The increase in uni ts will allow the Division to effectively enforce its parking areas 
simul taneously. 



The Department of Information Technology has reviewed and approved this contract amendment. 
The Attorney General's office has reviewed and approved this contract amendment as to form, 
substance and execution. 

Respectfully Submitted, 

~~>v~ 
Philip A. Bryce 
Director 
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Concurred, 

Sarah L. Stewart 
Commissioner - DNCR 



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

wvvw.nh.gov/doit

Denis Goulet

Commissioner

June 2, 2021

Sarah L Stewart

Commissioner

Department of Natural and Cultural Resources

State of New Hampshire

172 Pembroke Rd

Concord, NH 03301

Dear Commissioner Stewart:

This letter represents formal notification that the Department of Information

Technology (DolT) has approved your agency's request to amend a contract with Cardinal

Tracking, Inc., of Lewisville, TX, as described below and referenced as DolT No. 2017-053A.

This is a contract amendment to purchase additional hand-held ticketing units and

associated software for the Hampton Beach Park Patrol. The Division of Parks and

Recreation uses a hosted software solution and hardware purchased from the vendor

for parking enforcement along the seacoast. With additional enforcement areas and

additional staff, the new equipment is required to effectively enforce more locations

simultaneously.

The cost for this amendment is $16,415.71, increasing the total contract price to
$144,234.21 with no change to the contract end date of December 31, 2022. This amendment
shall become effective upon Governor and Executive Council approval through December 31,

2022.

Sincerely,

Denis Goulet

DG/ik

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE O F NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF PARKS AND RECREATION

DPR - PARKING MANAGEMENT SYSTEM

2017-053

CONTRACT AMENDMENT 1

WHEREAS, pursuant to an Agreement approved by Governor and CoimcH, as a result of RFP #2017-053 on
December 6, 2017, Item U 33A (herein after referred to as the "Agreement"). Cardinal Tracking, Inc. (hereinafter
referred to as "Vendor") agreed to supply certain services upon the terms and conditions specified in the Agreement and
in consideration of payment by the Department of Natural and Cultural Resources, Division of Parks and Recreation
(hereinafter referred to as the "Department"), certain stuns as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a writtcnMnslrumcnt executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to purchase additional hardware, associated sofhvare and accessorie.s due
to increased enforcement locations and staff,

WHEREAS, The Vendor agrees to provide the Department with two additional hand-held units, associated
software and accessories;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $16,413.71 to bring the
total contract price to $144,234.21;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $16,413.71 from
$127,820.50 to $144,234.21.

2. The Agreement is further amended as described in Table 1:

Table 1

Contract# ;
26i7r053,!'! ■;
Exhibit b;i . .
Section Nuniber
1.3 Replace table 1.3 Software Licensing, Maintenance and Warranty Suppon Pricing Worksheet with revised

table 1.3 below.
1.4 Replace table 1.4 Handholds and components, Maintenance, and Support Pricing Worksheet with revised

table 1.4 below.
1.7 Replace table 1.7 Total Cost per Fiscal Year with revised table 1.7 below

Initial all pages
Vendor Initials Date 5IS^k>lz.\ Page I of 5

Amcndnienl template revision 11/28/18



STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF PARKS AND RECREATION
DPR - PARKING MANAGEMENT SYSTEM

2017-053

CONTRACT AMENDMENT I

Software *
Initial

Cost

Maintenance Support and Unkrades

Year 1 Year 2 | Year 3 Year 4 . Year 5 Total

TickeTrak Complete
Software Package

$0.0 $2,429.10 $2,429.10 $2,429.10 $2,429.10 $2,429.10 $12,145.50

TickeTrak Mobile Software $0.0 $180.00 $180.00 $180.00 $180.00 $247.50 $967.50

TickeTrak User Licenses $0.0 $53.10 $53.10 $53.10 $53.10 $53.10 $265.50

TickeTrak Import Module $0.0 $179.10 $179.10 $179.10 $179.10 $179.10 $895.50

TickeTrak Online Ticket

Pavmcnt Inteiiration

$0.0 $539.10 $539.10 $539.10 $539.10 $539.10 $2,695.50

TickeTrak On-line Ticket

Appeals Interface

$0.0 $359.10 $359.10 $359.10 $359.10 $359.10 $1,795.50

TickeTrak Archive Module $0.0 $179.10 $179.10 $179.10 $179.10 $179.10 $895.50

Online Citation Payments
Module with Maintenance and

Support

$0.0 $1,440.00 $1,440.00 $1,440.00 $1,440.00 $1,440.00 $7,200.00

Collection Aeencv Module

with Maintenance and

Support.

. sPlO $269.10 $269.10 $269.10 $269.10 $269.10 $1,345.50

ORJS Returns $0.0 $7,500.00 $7,500.00 $7,500.00 $8,500.00 $8,500.00 $39,500.00

Total Software $13,127.70 $13,127.70 513,127.70 $14,127.70 $14,195.20 $67,706.00

1.4 Handbelds and componeiits. Maintenance, and Support Pricing Worksheet

Handheld/ Components
Initial

Cost

Additional

Cost

Amendment 1

' Maintenance Support and Upgrades

Yearl Year 2 Year 3 Year 4 Years

N5 Scan-8 $25,272.00 Included Included Included Included Included

N5 4 Slot Cradle - 2 $2,386.00 Included Included Included Included Included

N5 Spare Batteries - 8 $1,104.00 Included Included Included Included Included

N5 Flex Strap - 8 $144.00 Included Included Included Included Included

N5 Rain Guard - 8 $336.00 Included Included Included Included included

NS 5 Year Warranty - 8 $10,240.00 Included Included Included Included Included

Casio 1T»9000 Trade In - 8 ($2,000.00) N/A N/A N/A N/A N/A

N5zl Scan - 3 $9,477.00 N/A N/A N/A Included Included

N5/N521 Sinule Slot Cradle - 3 $825.00 N/A N/A N/A Included Included

N5/N5zl Spare Batteries-3 $414.00 N/A N/A N/A Included Included

-N5/NS2l-Flex-Strap-=^- -$54;00--N/A- -N/A- -N/A- -Includcd--Included-

N5/N5zl Rain Guard - 3 $126.00 N/A N/A N/A Included Included

N5/N5zl 3 Year Warranrv • 3 $3.450.21 N/A N/A N/A Included Included

Total Hardware $37.482.00 $14346.21

Initial all pages
Vendor Initials 6' Page 2 of 5

Amendment template revlsinn I l/28/lfi



STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF PARKS AND RECREATION

DPR - PARKING MANAGEMENT SYSTEM

2017-053

CONTRACT AMENDMENT 1

1.7 Total Cost per Year
Description Year 1 Year 2 Year 3 Year 4 Years Total

So ft warc/Ma intcnancc J5,627.70 $5,627.70 $5,627.70 $5,627.70 $5,695.00 $28,206.00

Hardware/Maintenance $37,482.00 - - $14,346.21 -
$51,828,21

Training/Installarion $6,500.00 $800.00 $800.00 $800.00 $800.00 $9,700.00

DMV $7,500.00 $7,500.00 $7,500.00 58,500,00 $8,500.00 $39,500.00

Hosting/Maintenance $3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 $15,000.00

TOTAL COST $60,109.70 $16,927.70 $16,927.70' $32,273.91 $17,995.20 $144,234.21

Table 2 CONTRACT HISTORY 2017-053 - DPR - Parking Management System

contract;

AMENDMENT ■

MJMfeR' ' 'AMENDMENT TYPE ■

- V j

^APPROVALv.
END DATE .

CONTRACT

1 AMOUNT
2017-053 Original Contract 12/6/2017

Item #33A

12/31/2022 $127,820.50

2017-053

Amendment 1

I Amendment TBD

Item #TBD

12/31/2022 $16,413.71

- CONTRACT TOTAL $144,234.21

Initial all pages . .
Vendor Initials '6L-' Date Page 3 of 5

Amendment tcmplalc revision 11/28/18



STATE OP NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF PARKS AND RECREATION
DPR- PARKING MANAGEMENT SYSTEM

2017-0S3

CONTRACT AMENDMEITT1

Except u provided herein, sD provisions of the Agrcemenl shall reniain in full force end effect. This modification shall
lake effect upon the approval ̂ te fiom the Qovemor and the Excctitivo Council.

IN WITNESS WHEREOF, the par^ have hereunto set their bands as of the day and year first above writleo.

_ _ Date; ̂  1*310
Stephen Leuschser, Presidenl, CEO
Cardinal Tracking, Inc.

State of New Hampshire

Sarah L. Stewart, Commissioner
Stole of New Hompdiire
Deportment of Natural and Cultural Resources

Date:

Vendor Initittb. Dale S/24«/Z) Page 4 of5
Ammlmtnl rvitUm U/2Vtt



STATE OF NEW HAMPSHIRE
DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF PARKS AND RECREATION
DPR - PARKING MANAGEMENT SYSTEM

2017-053

CONTRACT AMENDMENT I

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
executioa

Approved by (be AUomey General

ishire, g^partmeot of JustkStale of New Hampshire, g^partmeot of Justice

Michael Haley, Attorney

Date; 06/03/2021

I hereby certify that the foregoing areendment was approved by the Govcmor and Executive Council of the
Slate of New Hanqishirc at the Meeting on: (dale of meeting)

Offiee of the Secretary of State

By:

Title:

Date:

initial all pages
Vendor Initials Date Page S of 5

Amt^dnirnl Ictnfdafe trtisio* I



state of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that CARDINAL TRACKING,

INC. is a Texas Profit Corporation registered to transact business in New Hampshire on February 01, 2002. 1 further certify that all

fees and documents required by the Secretary of State's oITice have been received and is in good standing as far as this office is

concerned.

Business ID; 397036

Certificate Number; 0005374021

Op
Ar

uu

o

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be alTixed

the Seal of the State of New Hampshire,

this 27lh day of May A.D. 2021.

William M. Gardner

Secretary of State



CARDIMAL
Tncuna.lnc.

Certificate of Authority

Corporate Resolution

1, Rhonda Timmons , hereby certify that I am duly elected Clerk/Secretary of
{Name)

Cardinal Tracking, Inc. \ hereby certify the following is a true copy of a
{Name ofCorporation or LLC)

vote taken at a meeting of the Board of Directors/shareholders, duly called and held on March
{Month)

15 20 21 at which a quorum of the Directors/shareholders were present and voting.
{Day) {Year)

VOTED: That Steve LGUSChner, President (may list more than one person) is duly authorized to
{Name and Title)

enter into contracts or agreements on behalf of CardinalTracking, InC. with
{Name of Corporation or LLC)

the State of New Hampshire and any of its agencies or departments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect the purpose of this vote.

1 hereby certify that'said vote has not been amended or repealed and remains in full force and effect as of

the date of the contract to which this certificate is attached. 1 further certify that it is understood that the State of

New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the

position(s) indicated and that they haye full authority to bind the corporation. To the extent that there are any limits

on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire, all

such limitations are expressly stated herein.

DATED: 05/26/2021 ATTEST: Rhonda Timmons, Secretary
{Name and Title)



ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (MU/DD/VYYY)

2/26/2021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the poiicy(ies) must have ADDITtONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the poiicy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in iieu of such endorsement(s).

PRODUCER

IBTX Risk Services
10101 Reunion Place
Suite 100
San Antonio TX 78216

SSSEf*^ Daphne L. WatkJns
SK, 214-989-7100 Tak. M»t: 214-596-9030

servicelQlib-tx.com

INSURERTS) AFFOROINO COVERAGE NAICf

INSURER A: Chubb Group of insurance Companies 388

IMSUREO . CAROTRA-01
Cardinal Tracking and Management Systems, Inc.
1825 Lakeway Dr., Ste. 100
Lewisville TX 75057

INSURER a: Gfieat Northern Insurance Company 20303 •

INSURER C: Federal Insurance Company 20281

INSURER 0:

INSURER E;

INSURER F:

COVERAGES CERTIFICATE NUMBER; 536415314 REVISION NUMBER:

THIS iS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT, OR OTHER DOCUMENT VNTITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. '

INSR
^TR TYPE OF INSURANCE li'U'llVi'iii *  POLICY NUMBER

POLICY EFF
fMMrt)OrYYYYl

POLICY EXP
(MMTODrrrm LIMITS 1

A X COMMERCIAL QENERAL LiABiUTY

>E 1 X 1 OCCUR
36033560 2/27/2021 2/27/2022 EACH OCCURRENCE $1,000,000

CLAIMS-MAC
DAMAGE TO RENTED
PREMISES (Eb oeoirwwel $1,000,000

MED EXP (Any one psraon) $10,000

PERSONAL & AOV INJURY $1,000,000

GENT AGGREGATE LIMn APPUES PER: GENERAL AGGREGATE ' $2,000,000

POLICY 1 1 jecT [ 1 LOC
OTHER:

PRODUCTS - COMP/OP AGO $ 2,000.000

$

B I AUTOMOBILE LiABiUTY 73592854 2/27/2021 2^7/2022
COMBINED SINGLE LIMIT
(Ea acddani)

$1,000,000

AMY AUTO

:hE0ULE0
rros
)N-OWNED
rTOS ONLY

BODILY INJURY (Par parson) $ •

OWNED 1
AUTOS ONLY
HIRED 1
AUTOS ONLY

sc
AL

BODILY INJURY (Par aeddanl) $

X X NC
AL

PROPERTY DAMAGE
(Par accWantl

$

$

C
~

UMBRELLA LIAB

EXCESS UAB

OCCUR

CLAIMS-MADE i
1

79895876 2/27/2021 2/27/2022 EACH OCCURRENCE i $3,000,000

AGGREGATE $3,000,000 .

1 DED 1 1 RETENTION S $

C WORKERS COMPENSATION I

AND EMPLOYERS'LIABIUTY y/Nl
ArrrPRGPRIETOR/PARTNER/EXECUTIVE ("H !
OFFICER/MEMBEREXCLUOE07
(MandMory In NH) ' '
H vM. dMOlba undpr
DESCRIPTION Of OPERATIONS twiow

N/A

71754926 2/27/2021 2«7/2022
y  PER OTH-
^  STATUTE ER

E.L EACH ACCIDENT $1,000,000

E.L. DISEASE - EA EMPLOYEE $1,000,000

E.L. DISEASE • POLICY LIMPT $1,000,000

A ProlMNonN Uabitlty/E&O ' 36033560 2/27/2021 2/27/2022 ' Par Occurranca
Agoraoeta.

2.000,000
2.000.000

DESCRIPTION OF OPERATIONS / LOCATIONS r VEHICLES (ACORD 101, Addltlenal RmimtM SclMdut*. may b« atUctMd H men apMP i* r*quh*d) ,

The General Liability and Automoblie policies include a blanket additional insured endorsement (80-02-2367 05/07 & 16-02-0292 11/16]as required in a written
contract with named insured. Primary Non-Contributory applies per attached [80-02-2367 11/16] General Liability, Automobile, and Workers' Compensation
policies include a blanket waiver of subrogation endorsement [80-02-2000 04/01, 16-02-0292 04/11, & WC000313 4/84] as required In a written contract with
the named insured. Cancellation see attached |80-02-9791 04/13.16-02-0306 5/11 & WC276 07/84). UmbreHa Uabillty policy follows form of General Liability.
' Auto and Workers Compensation policies.
Errors & Omissions coverage is included in the General Liability Package.

CERTIFICATE HOLDER CANCELLATION

Department of Natural and Cultural Resources-DNCR
172 Pembroke Rd
Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL- BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUmORIZEO REPRESENTATIVE

ACORD 25 (2016/03)

01688-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



STATE OF NEW HAMPSmRE

DEPARTMENT of NATURAL and CULTURAL RESOURCES
DIVISION of PARKS and RECREATION

172 Pembroke Road Concord, New Hampshire 03301
Phone: (603)271-3556 Fax: (603)271-3553

Web: www.nhstatcparks.6rg

October 25,2017

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources (DNCR), Division of Parks and Recreation, to enter into a
five (5) year contract with Cardinal Tracking, Inc. (VC #119583), headquartered in Lewisville, TX for a hosted parking
enforcement and management system for the period upon Governor and Executive Council approval through December
31, 2022, with the option to renew up to two times for three years each upon consent of both parties and Governor and
Executive Council approval.

Funding is approved and available as follows in Fiscal Years 2018 and 2019. Continued funding in dte annual amount of
iSI6,927.70 for the program is pending budget approval for Fiscal Years 2020, 2021 and 2022. Funding is a combination
of DoIT and Agency Income. All fnhding is 100% Parks Fands (Bdf-funded).

CAT#-DEPT#-AOENCY#-ACnVITY«-ACCTO
UNIT#- DEPT NAME -ACCTO UNIT NAME *

CLASS -OBJECT -ACCOUNT DESC

JOB NUMBER

FY

2018

FY

2019

FY

2020

FY

2021

FY

2022

Total

Amount

03-35-35-351510-73000000 Hampton Meters
103-502664 Contracts for Operational Services

7,500.00 7,500.00

01-03-03-030010-763500000- DoIT- IT for DNCR

038-500175 Technology Software
Job Number-03350033

17,609.70 16.927.70 16,927.70 16,927.70 16,927.70 85320.50

01-03-03-030010-763500000- DoIT- IT for DNCR

037-500174 Technology Hardware
Job Number-03350022

35,000.00 35,000.00

Total 60,109.70 16,927.70 16,927,70 16,927.70 16,927.70 $127,820.50

EXPLANATION

This hot-to^xceed contract in the amount of $127,820.50 will allow the Division of Parks and Recreation to use this
system at the Hampton Beach Park Patrol within Hampton Beach to track when a parking citation was issued, paid, if the
citation nee^ to be Voided, and if notices need to be generated to collect overdue citations. Further, it will allow the
Division to identify accounts with multiple outstanding citations allowing the Park Patrol staff to determine if a vehicle
should be towed due to nori-payment. The system will also allow the Division to retrieve both in-state and all out-of-state
vehicle registration information. Finally, the System will allow the Division of Parks and Recreation to refer delinquent
accounts to our debt collection agency for further debt collection action.

On March 27, 2017, a Request for Proposals for "DPR - Parking Management System" was advertised on the
Department of Administrative Services' website^ This RFP was also sent to a list of vendors provided by the Department
of Administrative Services.



His Excellency, Governor Christopher T. Sununu
and the Honorable Council

Page 2

Three (3) firms submitted proposals by the closing date of May 4; 2017. Of the three pro|X>sals submitted, two proposals
complet^ all the requirements of the RFP- and were accepted. In addition to the written responses to ̂ e RFP, both of the
selected vendors provided detailed, in^epth, on-site presentations to die entire RFP team followed by additional requests
for information. ^

Follovring these presentations, the RFP committee scored the proposes. Cardinal Tracking, Inc., was subsequently
selected as the preferred vendor based on the scoring provided by the committee. Cardinal Tracking Inc., is the
incumbent contractor cuirently providing these services to the NH Division of Parks and Recreation. A summary of the
scoring is attached for your review.

Subsequently, two members of the scoring team representing the Department of Information Technology and the
headquarters/administrative office were selected to draft a contract based on the RFP proposal submitted by Oudinal
Tracldng, Inc. i

As ian operationally self-funded agency, the Division must manage its'funds very closely and must focus on a positive
financial performai^ to maintain the NH State Park System into the future. This contract .allows the Division to manage
the parking citations issued and send follow-up notices to accounts that remain outstanding. Further, the c<mti^ allows
the Division to submit any delinquent accounts to our collection agency for further debt collection action.

In the highly competitive industry meeting the demand for parking management systerris, the NH Division of Parks fmd
Recreatipn is confidmt that Cardinal Tracking, Inc. will be able to strategically position the Division's resources and
improve the level of customer service over the term ofthis contract..

The Attorney General's office has reviewed and approved this contract as to form, substance and execution.

i  . . -

Respectfully Submitted, - Concurred,

el

Philip A. Bryce y A Jeffrey J.^ose
Director | - ; Commissioner

E)enis Goulet

Commissioner

E)epartment of Information Technology

RID #30463

Page|2



RFP 2017-053 DPR Parking Management System
Company. Company Address Solution Cost Proposed

Sof^are
Solution

Vendor

Technical,
Service and

Project Mgmt

Vendor

Comp^

and

Staff

Qualifications

TOTAL

SOPtsMax 40 Pts max ISPtsMax 15 Pts Max 100 Pts Max

Cardinal iraddng

1825 Ukeway Dr.

Suite 100

Levrlsville. TX 75057

3OJ00 30JS0 14^ 14^ 99M

Passport ParWng, Inc

427TatnallSt

Suite 27927

Wilmington, DE

19801.2230

14^ 39J0 15X0 15X0

NetTech Solutions

116 North PUins

Industrial Rd

Walllngford, CT

06492

0X0 8^ 7X0 7X0

Note: NetTech Solutions was not completed as the team determined that their proposal was not sufficient

Pagel of 1



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.hh.gov/doit

Deals Goulet

Commissioner

November 15,2017

Jeffrey J. Rose.
Commissioner

Department of Natural and Cultural Resources

State of New Hampshire

172 Pembroke Rd

Concord, NHOBBOl

Dear Commluloner Rose:
i  ' ' '. • *

This letter represenU formal notification that the Department of Information Technology (DolT)
has approved yoiir agency's request to enter Into a contract with Cardinal Tracking, Inc., headquartered
in Lewisvllle,TX for a hosted parking enforcement and management system, as deKribed below and ,
referenced as DolT No. 2017-053.

This contra^ will allow the Division of Parks and Recreation to use the parking V
enforcement and management system at the Hampton Beach Park Patrol within
Hampton Beach to track when a parking citation was Issued, paid. If the citation rteeds
to be voided, and if notices need to be generated to collect overdue citations. The

system will also allow the Division to retrieve both in^state and all out-of-state vehicle

registration information. Finally, the System will allow the Division of Parks ar^
Recreation to refer delinquent accounts to a debt collection agency for further debt
collection action.

The total funding amount Is not-to-exceed $127,820.50, and Is effective upon the date of
Governor and Executive Council approval through December 31,2022.

Sincerely, H

I

Denis Goulet

DG/mh I

RID 30463 - .

cc: Nicole Warren, IT Manager

'Innovative Technologies Today for New Hampshire's Tomorrow'



FORM NUMBER P-37 (vcreioQ S/8^S)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract

r~ / AGREEMENT
(  The State ofNew Hampshire and the Contractor hereby mutually a^ee as follows:

GENERAL PROVISIONS

1. IDENTlFiCATION.

1.1 State Agency Name
DNCR - Division of Parks and Recreation

1.2 State Agency Address
172 Pembroke Road, Concord NH 03301

1.3 Contractor Namie

Cardinal Tracking, Im.
l

1.4 Contractor Address

1825 Lakeway Drive, Suite 100
Uwisville, TX 75057

1.5 Contractor Phone

Number

972-539-8914 '

f

1.6 Account Number

7300-502664

76350000-037-500174

76350000-038-500I75

1.7 Completion Date

12/31/2022

1.8 Price Limitation

$127,820.50

1.9 Contracting Officer for State Agency
Dee Dee Hanson, Program Specialist •

1.10 State Agency Telephone Number
603-271-3556

1  Signature ^ 1.12 Name and Title ofContractor Signatory

1.13 Acknowledgement: State of . .County of . .

On 1 • before the undersigned officer, personally appeared the person identified iii blo(^ 1.12, or satisfiictorily
proven to be the person whoM name is signed in block l.U, and acknowledged that s/he executed this document in the capacity

1.13.1 SignaturepfNotaryPid)lic or Justice of the Peace i rhondajtimmons r
(\ A A /\ A * i Notsryl0l73M010 •
•1 fj I) /I /l/ V-. • V\^^/ P«»yCommlwk>nE*plrt$ 1

,s«ii ^ . i
1.13.2 Nane ami Title of Notary Justice of the Peace ■

RHoMDA J 1
1.14 State Ageocv Sinature • / 1.15 .Name and Title of State Agency Signatory

1.16 Approval by the N.H. Department of Administration. Division of Personnd

By: Director, On:

1.17 Approval tte Attom^General (Form, Substance and Execution) t^piicabfe)

fMnivo wld-^l 17 . .
1.18 Approvdw the Governor and Executive Council (\f applicable)

By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE reRFORMED/ The State of New Hampshire, acting
through the agency identified in block 1.1 (*^tate"), engages
contractor identified in block 1.3 (^'Contractor*') to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated hmln by reference
("Services**).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if . .
applicable, this Agreement, and all obligations of the parties
hmunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as Indicated in
block MS. unless no su^ approval is requir^, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("Effective Date**).
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed.by the Contractor prior
to the Effective Date shall be perfomied at the sole risk ofthe
Contractor, and in the event that this Agreement does not
become effective, tlw State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services perfbrmed.
Contractor must complete all Services by the Completion Date
specif!^ in bjock 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations ofthe State hereunder. including,
without limitation, the continuance of payments hereunder. are
contingent upon the avallablli^ and continued iq>propriation
of fUnds, and in no.event shall the State be liable for any
piQrments hdeunder in excess of such availid>le appropriated
fbnds.. In the event of a reduction or termination of

appropni^ fUnds. the State shall have the right to withhold
payment until such funds become avaii^le, if ever, and shall
haw the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer fbnds from any otiKr account
to the Accourd identified in block 1.6 in the event funds In th^

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT. I
5.1 The contract price, method of pqrment, and terms of
paymem are idemified and more pa^cularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the compile reimbursement to the Contractor for all
expenses, of whatew nature incurred by the Contiactor in the.
p^omunce hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other, than the contract
price. !

5.3 The State reserves the rî t to offset ftom any amounts
otherwise p^able to the Contractor under tfiis Agreement
those liquidated amounts required or pennltted by N.H. RSA
S0:7 through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notvrithstsnding unexpected circumstances, in
no event shall the total of all p^ments authorized, or actually
made, hereunder. exc^ the ̂ ce Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WitH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or munlcipd authorities
which impose any obligation or duty upon the Contractor,
including, but iwt limited to. civil rights and equal <pportunity
laws. This mi^ include the requirement to utilize auxiliary
aids arid services to ensure that persons with communication
disabilities, including vision, hiring and speech, can
cbmmimicate vrith, receive information fh>m. and convey
information to the Contractor. In addition, the Contractor
shall comply vrith all applicable copyright laws. ,
6.2 During the term of this Agreement, the Contractor shall
not discriminate agaiiist employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 Ifthis Agieement is fUnded in any part by monies ofthe
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employmrtit Opportunity"), as suiplemented by the
regulations ofthe Unit^ States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State ofNew Hampshire or the United States issue to
implement these regulations. The Contractor fbrther agrees to
permit the State or United States access to any of the
Contract6r*s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations arid orders,
and the covenants, teims and conditions of this Agieem^.

7.PERS0NNEU

7.1 The Contractor shall at its own expense provide all
personnel necessary to perfbrm the S^ces. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Serviqes, and shall be property
licensed and othervrise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Conq)letion Date in blodc 1.7. the Contractor shall not hire,
and shall not.penhit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person vdw is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Page 2 of 4
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Agreement This provision shall survive termination of this
Agreement !
7.3 The Contracting Officer specified in block !.9,6r hb or
her successor, shall tw the State's representative. In the event
of any dispute concerning the interpretation of this Agreement
the Contr^ng Officer's decbion shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any orte or more'of the following acts or omissions of the
Contractor shall constitute an event of de^It hereunder

("Event of Deftiih"):'
8.1.1 failure to perfonn the ̂ tvices satisfi^rity or on
schedule;
8.12 failure to submit any report required hereunder, and/or
8.1.3 feilure to perfonn any other covenant term or condition
ofthis Agreement
8.2 Upon the occurrence of any Event of Defisuh, the State
may take any one, or more, or ell, of the following actions:.
8.2.1 give the Contractor a written notice speclfyii^ the Event
of Deffault and requiring it to be remedied <^thjn, in the
absence of a greater or lesser specification of time, thirty (30)
d^s ftom the ̂ e of the notice; and if the Event of Deftuh Is
not timely remedied,-terminate this Agreement, effective two
(2) di^ after ̂ ving the Contractor noti^ of termination;
8.2.2 ̂ ve the Contractor a written notice specifying the Event
of Defsult and suspiending all payments to be made under thb
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period fiom the date of such notice until such time as the State
determines that the Contractor has cured the Event of Defkult

: shall never be paid to the Contractor:
8.2.3 sd off a^nst imy other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; an^or
8 J2.4 treat the Agreement as breached end pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITV/

PRESERVATION.'
9.1 As used in thb Agreeinent, the word "data" shall mean all
information and thli^ developed obtained during the
performance of, or acquii^ or developed reason of, thb
Agreement, including, but ncrt limited to, idl studies, reports,
fi^ formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
gra|rfiic representations, computer programs, computer
printouts, notes, lett^ memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any prc^Mrty which has been received
the State or purclnsed with flmds provided for that purpose'
under this Agreeiiwnt, shall be the property of the State, arui
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing'law. Disclosure of data
requires prior written approval of the State.

Page 3

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services^ the Contractor shall deliver to the Contrittting
Officer, not later than fifteen (IS) days after the date of
termination, a report ("Termination ̂ port") describing in
detail ell Services performed, and the contract price earned, to
and including the date of terminatiori. The form, subject
matter, content, and number of copies ofthe Termln^on
Report shall be identical to those of any Final Reprwl
de^bed in the atta^ted EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respecb an independent contractor,-and b neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/bELECATION/SUBCONTRACTS.
The Contractor shall not assign, or'ctherwiM transfer any
inters in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, fh>m and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against th« State, Its officers
and employees, by or on behalf of any person, on account of,
based or resulting fiom, arising out of (or which may be
claimed to arise out of) the acts or ombslohs of the
Contractor. Nptydthstending the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, which immunity is hereby
reserved to the State. Thb covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or. .
assignee to obtain ̂  maintain in force, the following
insurance:

14.1.1 comprehensive genera] liability insurance against all
claims of b^ily injury, death or property damage. In amounts '
of not less than Sl,000,000per occurrence and S2,000,000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less thui 80% of the wlwle replacement value of the prppoty.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of N^ Hampshire by the N:H. Departn^ of
Insurance, and issued by Insurers licensed in the State of New
Hampshire.
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143 The ContTftctor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified In block 1.9, or his w her stkceupr, certificate(s) of
insurance for all renew^(s) of insurance required under this
Agreement no later tfian thirty (30) dt^s prior to the expiration
date of each of tite insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Eadi c^ficate(s) of
insurance s^l contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) di^rs prior written
notice of cancellation or modification of the policy.

\  '

IS. WORKERS^ COMPENSATION.
15. t By signing thb agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281 -A
(" Workers' CompenMlon
15.2 To the extent the Contractor is subject to the

. requirements ofN.H; RSA chapter.281rA, Contractor shall .
maintain, and require any subcontractor or^ignee to secure
and maintain, paym^ of Workeh* Comperisation in
comectlon.with actlvKies which the person proposes to
undertake pursuant to this Agreement. Contractor shall
ftimish the Contracting Officer identified in block 1.9, or his
or ha successor, proof of Workers' Compensation in the
manna described in N.H. RSA chapta 281 -A and any
applicable renewal(s) thereof, which sh^l be attached and are
incorporated herein ̂  reference. The State shall not be
responsible for pigment of any Workers* Compensation
pr^ums or for any otha claim or benefit for Contractor, or
any subcontractor or employee of Contractor, whteh mi^t
arise unda applicable State ofN^ Hampshire Workers* .
Compensation laws in connection with tf>e performance of the
Services uttda this Agreement

16. WAIVER OF BREACH. No failure by the State to
enforce any prpvbions hemfaAaahy Event of Defiuih shall
be deqned a waiva of Its rights Wth regard to that Eveiit of
Default or any subs^uent Event of Defuih. No exprm'
&ilure to enforce any Event of Defiuilt shall be deetned a
waiva of the right of the State to:enfo^ each and all ofthe
provisions hereof upon any fintha or otha Event of Defauh
ofi the part of the C<mtractor.

17. NOTICE. Any notice by a par^ hereto to the other party
shall be deemed to have bem duly delivered.or given at the
time of mailing by c^fied mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

i
18.'AMENDMENT. This Agreement mqr be amended,
wdved or discharged only by an instrument In writing signal
by the parties hereto and only afia approval of such
amendment, waiva or dlschage by the Governor and
Executive Council o^ the State of New Hampshire unless no

such approval Is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMEI^ AND TERM&
This Agreemeirt shall be construed in accordance with the
laws ofthe State of New Hampshire, and is binding upon and
Inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied again^ or
in favor of any party.

20. THIRD PARTIES. The parties he^o do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throu^t^ the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, iamplify or
aid in tire interpretation, construction or meaning of the
provisions ofthis Agreement

22. SPECIAL PROVISIONS., Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any ofthe provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaiiiing
. provisions of this Agreement .will reman in full fi)roe and
effect.

24. ENTIRE AGREEMENT. This Agreement, which mi^ .
be executed In a numba of counterparts; each of which shall
be deemed iim original, constitutes the entire Agreemient tmi
imderstandlng between the parties, arKl supersedes all prior
Agreements and understandings relating hereto. ;
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STATE OF NEW HAMPSHIRE

Departmrat of Natural aud Cultural Resources
DPR - Parking Management System - Contract 2017-059

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptann Notice fiom the State that a Deliverable has satisfied Acceptance Test or
Review.

Acceptance Letter
>

An Acceptance Letter provides notice from the State that a Deliverable has
satisfied Acceptance Tests or Review.

Acceptance Period The timefnune during which the Acceptance Test is performed

Acceptance Tttt Plan The Acceptance Test Plan provided by the Vendor and agreed to by the State
that describes at a minimum, the specific Acceptance process; criteria, and
Schedule for Deliverables.

Acceptance Test and
Review .

Tests performed to determine that no Defects exist in the ̂ plication Software
or the System

Access Control Supports the management of permissions for logging omo a computer or
network

Agreement. . A contract dutv executed and legally binding.

Appendix' Supplementary material that is collected and appended at. the back of a
document

Audit Trail Capture
and Analvsb

Supports the identification and monitoring of activities within w application
or system.

Best and Final Offer

(BAFO)

For negotiated procurements, a Vendor's final offer following the conclusion
of discussions.

Breach or Breach of

Security
Unlawful and unauthorized acquisition of unencrypted computerized data that
materially compromises the security, confidentiality or integrity of persona]

'  information maintained by a person or commercial entity'

CCP i Change Control Procedures

CR Change Request

COTS ; Commercial Off-Thc-Shcif Software

CM Configuration Management

Certlfkatloo The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as applicable) that the
Vendor has completed development of the Ekliverable and certified its
readiness for applicable Acceptance Testing or Review.

Change Control Formal process for initiating changes to the proposed solution or procesOs
once development has begun.

Change Order Formal documentation prepared for a proposed change in the Specifications.

Completion Date End date for the Contract

Coofklential

Information

Information iequired to be kept Confidential from unauthorized disclosure
under the Contract

Contract

V  , •

This Agreement between the State of New Hampshire and a Vendor, which
^creates binding obligations for ̂ h party to perform as specified in the
Contract Documents.

Contract ̂Conclusion

►

Refers to the conclusion of the Contract, for any reason, including but not
limited to, the successful Contract completion, tumination for convenience, or
termination for default.

Contract Documents Documents that comprise this Contract
Contract Managers The persons identified by the State aiKl the Vendor who shall be responsible for

2017 - 053 IT Provisi<^
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STATE OF NEW HAMPSHIRE

Departmeot of Natural and Cultural Resources
DPR - Parldog Management System - Contract 2017-053

PART 2 • INFORMATION TECHNOLOGY PROVISIONS

all contractual authorization and administration of the Contract These

responsibilities shall include but not be limited to .processing Contract
Documentation, obtaining executive approvals, tracking costs and paymertts,
and lepresenting the parties in all Contract administrative activities.

Contracted Vendor The Vendor whose proposal or quote was awarded the Contract with the State
and >riio is responsible for the Services and Deliverables of the Contract.

Converskin Test
i

A test to ensure that a data conversion process correctly takes data from a
legacy system and successfully converts it to form that can be us^ by the new
system.

COTS i Commercial off the Shelf

Cure Period

■

The thirty (30) day period following written notification of a (tefault within
which a contracted Vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the State of.New
Hampshire

Custom Software Software developed by the Vendor specifically for this prefect for the State of
New Hampshire

Data j
i

State's records, files, forms. Data and other documents or information, in either,
electronic.or prq>er form, that will be used /converted by the Vendor during the
Contract term

DBA Database Administrator

Defldendes/Defects ,
i

1

K .

A failure, deficiency, or defect in a Deliverable resulting in a Deliverable, the ■
Software, or the System, not conforming to its Specifications.

Class A Deflcieflcy - Software - Critical, does not allow System to operate, no
woric around, demwds immediate action; Written Documentation - missing
significant portions of information or unintelligible to State; Non Software -
Services were inadequate and require re-performance of the Service.

Class B Deficiency - Software - important, does not stop operation and/or
there is a w^ around and user can perform tasks; Written Documentation -
portions of information are missing but not enough to make the document
unintelligible; Non Software • Services were deficient, require rewtx^kirig, but
do not require re'fierformance of the Service.

Class C Deficiency - Software - minimal, co^etic in nature, minimal effect
on System, low priority and/or user can use System; Written Documentation -
minimal changes required and of minor editing nature; Non Software - Services
require only minor reworking and do not require re-performance of the Service.

Deliveratdc A Deliverable is any Written, Software, or Non-Software Deliverable (letter,
report, manual, bobl^ other), provided by the Vendor to the State or under the
terms of a Contract requirement.

Department An agency of the State

Department of
Information

TecbnolofEy (DoIT)

The Department of Information Technology established under RSA 21-R by
the Legislature effedive September 5,2008.

Documentatioo .. All information that describes the installation, operation, and use of the.
Softwve, either in primed or electronic format. .. .

Disttal Sisnature Guarantees the unaltered state of a file >

2017 - 053 IT Pfx>visi<w
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STATE OF NEW HAMPSHIRE

Departaneot of Natnnil sod Coltaral ReMorces
DPR - Parking Maoagcnent Systm - Contract 2017-053

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

DNCR 'f Department of Natural and Cultral Resources

DPR Division of Parks and Recreation

EfTcctivc Date
1

%

The Contract and all obligations of the parties hereunder shall become effective
on the date the Governor and the Executive Council of the State of New

Hampshire approves the Contract.

EncrvDtloD Supports the transformation of data for security purposes

Enhancements

■t

Updates, additions, modifications to, and new releases for the Software, and all
changes to the Documentation as a result of Enhancemmts, including, but not
limited to. Enhancements produced by Chanse Orders .

Event of Default
1

Any one or more of the following acts of omissions of a Vendor shall constitute
an event of default hereunder ("Event of Defiiult") -

a. Failure to perform the Services satisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

Firm Fixed Price
Contract * '

»

A Firm-Fixed-Price Contract provides a price that is .not sutgect to increaM,
i.e., adjustment dri the basis of the Vendor's cost experience in performing the
Contract

Fully Loaded

I

Rates are inclusive of all allowable expenses, including, but not limited to:
me^s, hotel/housing, airfare, car rentd^ car mileage, find put of pocket
expenses

GAAP ' Generally Accepted Accounting Principles
Governor and
Executive Conncll

The New Hampshire Governor and Executive Council.

Harvest ' Software to archive and/or control versions of software
ldenttflcatioo,and .
Authentication

Supports obtaining information about those parties attempting to log on to a
system or application for security purposes and the validation of those users

implementation The process for making the System operational for processing the Data.
Implementetfon Plan Sets forth the transition from development of the System to full operation, and.

iiKludes without limitation, training, business and technical procedures.
Information
Tecbnolb^ (IT)

Refers to the tools and processes used.for the gathering, storing, manipulating,
transmitting, sharing, a^ sensing of information Including, but not limited to.
Data processing, computing, Information systems, telecommunications, and.
various audio and video technolc^es. '

Input Validation Ensure that the values entered by users or provided t^. other applicfUions meet
the size, ty^ and format expected, ^tecting the application from cross site
scripting, SQL Intectioa buffer overflow, etc.

Intrusion Det^ioh Supports the detection of ille^ entrance into a computer system
Invokins Party In a dispute, the party believing itself aggrieved
Key Projc^ Staff Personnel identified by the State and by the contracted Vendor as'essenti^ to

work on the Proiect.
Licensee ' The State of New Hampshlie
Non Exdnsive
Contract J

f

A contract execute by the State that does not restrict the State from seeking
alternative sources for the 'Deliverables or 'Services provided under ■ the
Contract. .

Non-Software
DeHverabies

Deliverables that are not Software Deliverables or Written Deliverables, e.g.,
meetings, help support, services, other -

Normal Business Normal Busing Hours - 8:00 a.m. to 4:00 p.m. EST, Monday through Friday

2017-053 IT Provisions Part 2
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STATE OF NEW HAMPSHIRE

Department of Natoral and Coltnral Resoarces
DFR - ParUog Management System - Contract 2017*053

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Hours ■ excluding State of New Hampshire holidays. State holidays are: New Year's
Day, Martin Luther King Day, President's Day, Memorial I^y, July 4th, Labor
Day, Veterans Day, Thanksgiving Day, the ̂ y after Thanksgiving Day, and
Christmas Day. Specific dates will be provided

Notke to Proceed

(NTP)

The State Contract Manager's written direction to the Vendor to begin work on
the Contract on a given date and time

Open Data Formats A data format based on an underlyii^ Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the Software as defined in
RSA 21-R: 10 and RSA 21-R: 11.

Open Standards Specifications for the encoding and transfer of computer data that is defined in
RSA 21-R: 10 and RSA 21-R: 13.

Operating System System is fully funaional, all Data has been loaded into the System, is
available for use by the State in its daily operations.

Operattonal Operational means that the System is operating and fully functional, all Data
his been loaded; the System is available for use by the State in its daily
operations, and the State has issued an Acceptance Letter.

Order of Precedence

1  . ► •

The order in which Contract/Documents control in the event of a conflict or
ambiguity, A term or condition in a document controls over a conflicting.or
ambiguous term or condition in a document that is lower in the Order of
Precedence

Project
i

The planned undertaking regarding the entire subject matter of an RFP and
Contract and the activities of the p^es related hereto. .

Project Tram The group of State employees and contracted Vendor's personnel responsible
for managing the processes and mechanisms required such that the ^rvices are
procured in accordance with the Work Plan on time, on budget and to the
required specifications and quality

Project Management
Plan '

A document that describes the processes and methodology to be employed by
the Vendor to ensure a successftil proiect.

Project Managers
1
»
1

The persons identified, who shall function as the State's .wd the Vendor's
representative with regard to Review and Acceptance of Contract Deliverables,
Invoice sign offi and review ^ apprwal of Change Requests (CR) utilizing
the Change Control Procedures (CCP)

Project Staff State personnel assigned to work with the Verxlor on the proiect
Proposal r The submission f^m a Vendor in response to the Request for a proposal or

statement of work.
Regression Test Plan A plan integrated into the Work Plan used to ascertain whether fixes to defects

have diused errors elsewhere in the application/process.
Review = The process of reviewing Deliverables for Acceptance
Review P^od The pdiod set for review.of a Deliverable. If none is specified then the review

jperii^ is five (S) business days.
RFP (Request for
Proposal)

A Request For -Proposal solicits Proposals to satisfy State functional
requireniertts by supplying data processing product and/or Service resources
accOTdihg to specific terms and conditions .

Role/Prtyilege
Management

Supports the granting of abilities to users or groups of users of a computer,
application or ndwork

Scbedule The dates described in the Work Plan for deadlines for perfonnance of Services
and other Project events and activities under the Contract

SaaS Software as a Service- Occins where the COTS application is hosted but the

2017 - 053 IT Provisions
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State does not own the license or the code.

Service Level

Agreement (SLA)
A signed agreement between the Vendor and the State specllying the level of
Service that Is expected of» and provided by, the Vendor during the .term of the
Contract

Services
1

The work or labor to be pdformed by the Vendor on the Project as described in
the Contract

Software All custom Software and COTS Software provided by the Vendor under the
Contract

Software Deliverables. COTS Software and Enhancements

Software License Licenses provided to the State under this Contract

Solution * The Solution consists of the total Solution, which includes, without limitation,
Software and Services, addressing the requirements and tenns of the
Specifications. The off-the-shelf Software and configured Software
customized for the State provided by the Vendor in response to this RFP.

Specifications

1
i

The written Specifications that set forth the requirements which include,
without limitation, this RFP, the Proposal, the Contract, any peHbrmance
standards. Documentation, applicable State and federal {wlicies, laws and
regulations. State technical standards, subsequent State-approved Deliverables,
and other Sf^ifications and requirements described in the Contract
Documents. The Specifications are, by this reference, made a part of the
Contract as thouith completely set forth herein.

State Reference to the term "State" shall include applicable agencies as defined in
Section I: INTRODUCTION of this RFP.

Statement of Work

(SOW) '

i

1

1

A Statement of Work cleariy defines the basic requirements and objectives of a
Project. The Statement of Work also defines a high level view of the
architecture, peiformance and design requiremmts, the. roles and
responsibilities of the State aitd the Vendor. The SOW^ defines the results that
the Vendor remains responsible and accountable for achieving.

State*s Confidential

Records ;

State's information regardless of its form that is not subject to public disclosure
under applicable state and federal laws and regulations, iiicluding but not
limited to RSA Chapter 91-A

State Data Any information contained within State systems in electronic or paper format.

State Fiscal Year

(SPY) '
The New Hampshire State Fiscal Year extends from July 1st through June 30th
of the following calendar year

State Project Leader
i

State's representative with regard to Project oversight

State's Project
Manager (PM)

State's representative with regard to Project management and technical matters.
Agency Project Managers are responsible for review and Acceptance of
specific Contract Deliverables, invoice sign off, and Review and approval of a.
Change Proposal (CP). •

Subcontractor A person, partnership, or company not in the employment of, or owned by, the
Vendor, which is performing Service under this Contr^ und^ a separate
Contract with or on behalf of the Vendor

System , All Software, specified hardware, and interfaces and extensions, integrated and
functioning together in accordance with the Specifications.

TBD To Be Determined

Technical

Autboriaation

Direction to a Vendor, which fills in details, clarifies, interprets, or specifies
technical requirements. It must be: (1) consistent with Stateihent of Work

2017 - 053 IT Provisions
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within statement of Services; (2) not constitute a new assignment; and (3) not
change the tenns, documents of specifications of the SOW.

Test Plan i A plan, integrated in the Work Plan, to verify the code
(mw or changed) works to fulfill the requirements of the Project. It may consist
of a timeline, a series of tests and test data, test scripts and reports for the test
results as well as a tracking mechanism.

Term The duration of the Contract.

Transition Servte

•(

Services and support provided >^en the contracted Vendor-Is supporting
systemchanges.

UAT User Acceptance Test

Unit Test' Developers create their own test data and test scen^os to verify the code they
have created or changed functions properly as defined.

User Acceptance
Testing *

Tests done by-knowledgeable business users who are familiar with the scope of
the Project. Thiey create/develop test cases to confirm the System wu
developed according to specific user requirements. The test cases and'
scripts/scenarios should be mapped to business requirements outlined iri the
user requirements documerits.

User Management Support the administration of computer, application and network accounts
within an organization

VendorA^endor , The contracted individual, firm, or company that will perform the duties and
Specifications of the contract. . < .

Verifkatlpn Supports the confirmation of a^ority to enter a compeer ̂stem, application
or network

Walk Tbrongh A step-by-step review of a specification, usability features or design before it is
handed offto the technical team for development ,

Warranty Period . A period of coverage during which the contracted Vendor is res{x>nsible for
pri>viding a.guarantee for products and services delive^ as defined in the
,contract

Warrantv Releases Code releases that are done during the warranty period.

Warrantv Services The Services to be provided by the Vendor during the Warranty Period.

Work Honrs

•  1

Vendor personnel shall work normal business hours between 8;00 am artd 5:00
pm, eight (8) hour days, forty (40) hour weeks, excluding State of NeW
Hampshire holidays. Changes to this schedule may be made upon agreement
with the State Project Manager. However, the State requires an unpaid luiKh
bre^ of at least thirty (30) minutes be taken after five (5) consecutive hours of
work.,

Work Plan The overall plan of activities for the'Project created in accordance with the
Contract. The plan and delineation of tasks, activities and events to be
performed aitd Deliverables to be produced uiKler the Project as specified in
Appendix C. ^The Work Plan shall include a detailed description of . the
Schedule, tasks/activities. Deliverables, critical events, task deperidericies, and
the resources that would lead and/or participate on each task.

Written Deliverables Non-Software written deliverable Documentation (letter, report, manual, book,
other)tMt>videdbytheVeiKl<tf either in paper or electronic format .
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INTRODUCTION

This Contract is and between the State of New Hampshire, acting through the Department of Natural
and Cultral Resources ("State"), and Cardinal Tracking, lnc.("Contr8Ctor"), having its principal place of
business &L 1825 Lakeway Drive, Suite 100, Lewisville, TX 75057. The State currently uses the
Contrators TickeTrak application to operate the Parking Enforcement and. Management System for the
State. Through the RFP process, the Contractor was the selected vendor to provide the State with a
hosted solution.

Contractor currently provides an application for the ticketing system used at metered parking locations for
the State. The ticketing system will be upgraded from version 9 to version 10, and will be access throu^
a web-based ^stem with Contract hosting the database. The Solution will provide mobile citation
issuance software, new ticketing equipment, a back-end system for citation reporting and management,
and a secure public webpage for motorists to view violation and accompanying pictures, submit appeals
and make credit card payments through a 3rd party vendor, First E>ata.

The Contract will be funds budgeted by the State for equipment and support services. The Contractor
will continue to provide support of the hardware, installation services for enhancements (hwdhelds),
user/administrator training, ongoing System maintenance, and technical support for office and field
locations.

RECITALS

Whereas the State desires to have Contractor provide a hosted solution, conversion from currem system,
new equipmem, and associated Services currently licensed or owned by the State;

Whereas Contractor wishes to provide a hosted solution, conversion from current system, new equipment,
and associated Services for the State.

(

The parties therefore agree as follows;

1. CONTRACTDOCUMENTS

1.1 CONTRACT DOCUMENTS

This Contract Agreemqit (2017 - 053) is comprised of the following documents:

Part I - Form P-37 General Provision

B. Part 2 • Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A-Contract Delivierables

Exhibit B-hice and Payment Sch^ule
Exhibit C- Special Provisions

:  Exhibit D- Administr^ive Services
Exhibit E-Implementation Services
Exhibit F-Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit 1- Work Plan

Exhibit J- Software Agreement

2017-053 IT Provisions Part 2 Page 7 of 27
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Exhibit K- Warranty and Warranty Services
Exhibit L-Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N-Contractor Proposal, by reference
Exhibit O- Certificates and Attachments

ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contraa I^uments, the
following Order pf Precedence shall govern;

a. Any Amendments to this Agreement, with the most recent Amendments having
pfMedence;

^  b. State of New Hampshii^ Department of Natural and Culture Resources Contr^t .
Agreement 2017 • 053, including Parts 1, 2, and 3.

*  c. State of New Hampshire, Department of Natural and Cultural Resources RFP 2017 -
;  053. '

d. Contractor Proposal Response to RFP .2017-053 dated May 4,2017

2. CONTRACTTERM

The Contract and all obligatiom of the parties hereunder shall become effective after full execution
by. the parties,;and the receipt of required governmental approvals, including,, but not limited to.
Governor and Executive Council of the State of New Hampshire approval ("Effective Date").

The Contract shall begin on the Effective Date and extend through Dec^ber 31, 2022. The Term
may be extended iip to two(2) times for three (3) years each, .at the sole option of the DNCR, subject
to ̂ e' parties prior written agreement on applicable fees for each extended term up.to but hot beyond
December 31,2028.

'i - *

The t^ntractor shall commence work upon issuance of a Notice to Proceed by the State.

Time Is of the essence In the performance'of the Contractor*! obligation under the contnict

3. COMPENSATION■j . . . . : , . . - ■

3.1 CONTRACT PRICE

; The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of
, payment are identified and more particularly described in section 5 of P-37 Agreemem and Part
3 ContnxA Exhibit B: Price and Pc^ent Schedule.

3J ' NON-EXCLUSIVE CONTRACT
■ The State reserves the rî t, at its discretion, to retain other Contractors to provide any of the'
; Services or Deliverables identified under this procuremem or make an awat^ by item, part or
/portion of an item, groiip.of hems, or total Proposal The Contractor shall not be responsible for
any, delay, act, or omission of such other Contractor^ except that the Contractor shall be

•  responsible for any delay, act, or omission of the other Contractors if such delay, act, .or omission
is caused by or due to the fouh of the Contractor.

2017- 053 IT Provisions Pp2 Page 8 of 27
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CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of toth the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract The Contractor shall be responsible for managing the Project
to its successful completion.

If ' *

4.1 THE CONTRACTOR'S CONTRACT MANAGER

Ttw Contractor shall assign a Contract Manager who shall be responsible for all Contract
.au^rization and administration. The Contractor's Contract Manager is:

' Amy Oakley
1825 Lake Way Drive. Suite 100
Lewisview.TX 75057
Tel: 800-285-3833

Email: aoakley@cardinaltracking.com

4.2 THE CONTRACTOR'S PROJECT MANAGER
.  r .

4J.I Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Contractor Project Manager, shall

'  be subject to the prior written approval of the State. The State's approval process may
include, wi^olit limitation, at the State's discretion, review of the propo^ Contractor's
Project Manager's resume, qualifications, references, and back^ound checks, and an

1  interview. The'State may require removal or reassignihent of the Contractor's Project
Manager who, in the sole judgment of the State, is four^ unacceptable or is not
' performing to the State's satisfaction.

4.2J The Contractor's Project Manager must be qualified to perform the obligations required
-  of the position under the Contract, shall have full authority to make binding decisions
i  under the Contract, and shall function as the Contractor's representative for all

administrative and management matters. The Contractor's Project Manager shall
-  perform the duties required under ̂ e Contract, including, but not limited to, those set

forth in Exhibit I. The Contractor's Prefect Manager must be available to promptly
respond during Normal Business Hours! within two (2) hours to inquiries from the State,

i  and be at the site as needed, the Contractor's Project Manager must work diligently and
j  use.his/her best efforts oh the Project.

4.2J The Contractor shall not change its assignment of .the Contractor's Project Manager
»  without providing the State ̂ tten justifi^tion and obtaining the prior written approval

of the State. State approvals for replacement of the Contractor's Project Manager shall
not be unreasonably withheld. The replacement Project Manager shall have comparable
or greater skills thw of the Contractor's Project Manager being replaced; meet Ae
requirements of the Contract; and be subject to refa'ehce and background chedcs
described above in IT Provisions, Section 4.2.1: Contract Project Maru^er, and in
Contract Agreement IT Provisions, Section 4.6: Reference and Background Checks^
below. The Contractor shall assign a replacement of the Contractor's Project Manager
within ten (10) business days of the departure of the prior Contractor's Project Manager,

'  and the Contractor .shall continue during the ten (10) busing day period to provide

2017 - 053 IT Provisions
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competent Project management Services through the assignment of a qualified interim
Project Manager.

4^.4 Notwithstanding any other provision of the Contract, the State shall have the option,
at its discretion, to terminate the Contract, declare the Contractor in default and
pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

i 4.2.5 CONTRACTOR Project Manager is:
»

Amy Oakley
1825 Lake Way Drive, Suite 100
Lewisview, TX 75057
Tel: 800-285-3833

Email: aoakley@cardinaltracking.com

4J CONTRACTOR KEY PROJECT STAFF
k

c  ■ ' •

' 4J.I ' The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP Appendix C: fystem Requirements and Deliverables, Table C.2:
General Vendor Response Checklbt. The State may conduct reference and
background checks on the Contractor's Key Project Staff. The State reserves the
right to require removal or reassignment of the Contractor's Key Project Staff who
are found unacceptable to the State. Any background checks s^l be performed in

^  accordaitce with IT Provisions Section 4.6: Background Checks.
{

4J.2 The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's
Key Project Staff will not be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater sldlls thw of the
Contractor's Key Project Staff being replaced; meet the requirements of the Contract,
including but not limited to the requirements set forth.in RFP Apperxfix C: System
Requirements and Deliverables and be subject to referertce and b^kground checks
described in Contract Agreement- IT Provisions, Section A.6\ Reference and
Background Ch^ks.

4jJ Notwithstanding any Other provision of the Coiitiact to the contrary, the State shall
have the option .to terminate the Contract, declare the Contractor in default aixl to
pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfted with
the Contractor's replacement Project staff.

4.3.4 The Contractor Key Project Staff shall consist of the following individuals in the
roles identified below:

The Cootractor'a Key Project Stafft

2017 - 053 IT Provisions Part 2 Page 10 of 27
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Key Member(s) Title

Amy Oakley Regional Sales Manager

Mary Mabry Product Manager

Steve Hayes Client Service Representitive

Wayne Vaughan Installer/Trainer

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative with
regard to Contract administration. The State Contract Manager is:

Michael Housmah

Superviosor of Parks Operations
NH Dq)artment of Natural and Cultural Resources

j  [>ivision of Parks and Recreation
172 Pembroke Road

Concord. NH 03301
Tel: 603-271-3556

Fax: W3-271-3553

Email: Michael.housman@nh.gov

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties shall include the
following:

8. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks;
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review arid approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

1  • •
Diane Hanson

;  Program Specialist
NH Department of Natural and Cultural Resources

'  Division of Parks and Recreation

.172 Pembroke Road

Concord. NH 03301

Tel: 603-271-3556

Fax:603-271-3553

Email: diane.hanson@hh.gov

4.6 INFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
Subcontractors, to fulfill the obligations of the contract who have been convict^ of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
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nit^meanor offense for .which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote ami maintain an awarene^ of the im|M}rtance of securing the Staters
information among the Contractor's employees and agents. ' •

The State may» at its sole expense, conduct reference and background screening of the
Contracted Contractor Project Manager and the Contractor Key Project Staff. The State shall
maintain the confldemiality of background screening results, in accordance with the Contract
Agreement - IT Provisions-Section U: Use of State's Information, Confidentiality.

5. DELiyERABLES

5.1 CONTRACTOR RESPONSIBILITIES

The Contractor shall be solely responsible for meeting all requiremmts, and tenm and.
cohditions'specified in this Contract, regardless of whether or not a Subcontr^or is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including [terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of .contact with regard to all contractual
matters, including payment of any and all charges resulting from the Contract.

DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables.artd Services in accordance with the
time framM in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Con/Tocr Z>e/ivera6/fey.

NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND ACCEPTANCE

After receiving written Certification from the ̂ Contractor that a NoivSoftware or Written
Deliverable is final, cortiplete, and ready for Review, the State will Review the Deliverable to
detennine whether it meets the Requirement outlined in Contract Exhibit A: Contrad
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (S) business days of the State's receipt of the Contractor's Writtm
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the
nature and class of the Deficiency and the Contractor shall, corr^t the.Deficiency within the
period identified in the Work Plan. If no period for the Cdntr^or's coitection of the Deliverable
is I identified, the Contractor shall correct the Deficiency, in the Deliverable within five (S)
business days. Upon receipt of the corrected Deliverable, the St^e shall have five (5) business
days to review ̂  Deliverable and notify the Contractor of its Acceptance or rejection thereof,
with the option to exteiKf the Review Pmod up to five (S) additional business days. If the
Contractor fails to correct the Deficiency vrithin the aljotted period of time, the State rnay, at its
option, continue reviewing the Deliverable aiKl require the Contracta* to continue until the
Defidency Is corrected, or immediately terminate the Contr^ declare the CohtractcM-Jn default,
and pursue its remedies at law and in equity.
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5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet,.and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES '
The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described In Exhibit E: Implementation Services..

73 TESTING SERVICES
»  • • I

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described In Exhibit F: Testing Services.

7.4 TWINING SERVICES
The extractor shall provide the State with training Services set forth In the Contract, and
p^icularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the ^ntract, and particularly described in Exhibit 0: System
Maintenance and Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliver^les, major miles^es, task dependencies, and
payment Schedule.

The initial Work Plan shall be'a separate Deliverable and is set forth in Contract Exhibit I: Work
Plan. The Contractor shall update the. Work Plan as necessary, but no le» than every two weeks, to
accurately reflect the status of the Project, including without limitation, the ^hedule, tasks.
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
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Work' Plan must be approved by the State, in writing, prior to final incorporation into Contract
Exhibit 1: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is
incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not reli^ the Contractor from liability to the State for damages resulting from the Contractor's
failure to perform its obligations under the Contract, including, without limitation, performance in
accordance with the Schedule. .

In the event of any delay in the Schedule, the Condactor must immediately notify the State in
writifig, Identifying the nature of the delay, i.e., ̂ )ecific actions or inactions of the Contractor or the
State.causing the problem; its estimated duration period to reconciliation; specific actions that need
to be taken to correct the problem; and the expected Schedule impact on the Project

.  In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-^y basis to the extent that the delay does not result from die
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State's
execution of Its nuyor tasks takes longer than described in the Work Plan, the Sch^ule shall
automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the.Contract
for default, at its discretion, if it is dissatisfied with the Contractor's Work Plan or elements within
the Work Plan.

9. CHANGE ORDERS

•The State may make changes or revisions at any time by written Change Order. The State originated
chan^ or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of the Contractor's receipt of a Change Order, the Contractor shall advise the State,
in detail, of any impact oh cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cos^ the Schedule, or the Woric Plw. The State shall attempt to respond
to the Comractor's requested Change Order within five (5) business days, the State Agency, as well
as the Department of Informarion T^hnology, must approve all Change Orders in writing. The State
shalljbe deemed to have rejected the Change Order if the parties are unable to reach an agreement in
vmtihg.

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor's estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
ame^mern process, as determined to apply by the State.

»

10. IN'reLLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the
Software, uid its associated Documentation, shall remain with the Contractor. .
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Upon successful completion and/or termination of the Implementation of the Project, the
Contractor shall own and hold all, title, and rights in any Software modifications
developed in conhectibn with performance of obligations under the Contract, or

t  modifications to the Contractor provided Software, and their assisted Documentation
including any imd all performance enhancing operational plans wd the Contractors'
special utilities, the Contractor shall license back to the State the right to produce,

^  publish, or otherwise use such software, source code, object code, modifications, reports,
and Documentation developed under the Comract

'  ' * . . ' .

In no event shall the-Contractor be precluded from developing for itself, or for others,
materials th^ are competitive with, or similar to, Custom Sofhvare, modificatioris

(  developed in connection with performaitce of obligations under the Ccmtract In
addition, the Contractor shall be fm to use its gqieral knowledge, skills, experience,
and any other ideas, concepts, know-hovy, and techniques that are acquired or used in the
course of its performance under this agreement

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any
property which has .been received from the State or purchased with funds provided for

,  that purpose under this Agreement shall be the property of the State, and shall be
- returned to the State upon demandor upon termination of this Agreement for any reason.

>  The Contractor shall not access State user accounts or State data, except (1) in the course
of data center operations, (2) in response to service or technic issues, (3) as required by
the express terms of this contract or (4) at the State's written request.

ItU CONTRACTOR'S MATERIALS

Subject to the provisions of this Contn^t, the Contractor may develop for itMlf, or for
others, materials that are competitive with, or similar to, the. Deliverable. In accordance

:  with the provision of this Contract, the Contractor shall not distrilHite any products
i  containing or disclose any State Confidential Inforinatioh. The Contractor shall be free;

to use its general knowledge, skills and experience, and any idea^ concepts, know-how,
and techniques that are acquired or used in the course of; its perfornunde under this
Contract, provided that such is not obtained as the result of the deliberate memorization:
of the State Confidential Information by the Contractor employees or third party
consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree thM the general knowledge referred to
herein cannot include information or records not subject to public disclosure under New

' Hainpshire RSA Chapter 91-A, which includes but is not limited to the following:
^  records of grand juries and petit juries; records of parole and pardori boards; personal

school records of pupils; records pertaining to internal personnel in^ctices, ftnancial
information, test questions, scoring keys and other examination data use to administer a
licensing examination, examination for employment, or academic examination and
personnel, medical, welfare, library use, video tape sale or rental, and other fil«

!  containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYIUGHT

WWW Copyright and Intellectual Property Rights
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All right, title wd Interest in the State WWW sites (nh.gov, visitnh.gov, and
nhstateparks.org), including copyright to all data and information,.shall remain with the
State. The State shall also retain all right, title and interest in any user interfaces and
computer instructions embedded within the WWW pages. All WWW pages and any
other Data or information shall, where applicable, display the State's copyright.

10.5 SURVIVAL

This Contract Agreement Section 10; Intellectual Property shall survive the termination
of the Contract.

11 USE OF STATE'S INFORmTION, CONFIDENTIALITY

li.I USE OF STATE'S INFORMATION
- In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings fsee e.g. RSA Chapter 91-A: S Exemptions). The Contr^tor shall not use the

^  State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor's poformance under the Contract.

1U STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release'^, all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

' Subject to applicable federal or State laws and regulations, Confidentid Information
. shall not include information which: (i) shall have o^erwiM.become publicly available
other than as a result of disclosure by the reiving party in br^h hereof; (ii) was
disclosed to the receiving party on a non-confidential basis from a source other than the

'  disclosing party, N^ich the receiving party believes is not prohibited from disclosing
such information as a result of an obligation ini favor of the disclosing party; (iii) is

I  developed by the receiving party independently of, or was known by the receiving party
^or to, any disclosure of such information made by the disclosing party; or (Iv) is

f  disclosed vrith the written consent of the disclosing party. A receiving party also may
disclose Confidential Information to the exterit required by an order of a court of
competent Jurisdiction.

Any disclosure of the State Confidential ■ Information shall require the prior written
approval of the State. The Contractor shall immediately notify the State, if any request,
subpoena or other legal process is served upon the Contractor regarding the State
Confidential Information, and the Contractor shall cooperate with the State in any effort

!  the .State undertakes to contest the. request, subpoena or other legal process, at no
additional cost to the State.
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In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue
any remedy at law and in equity, including, but not limited to, injunctiye relief.

113 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or
regulations, including but not limited to, RSA Chapter 91-A. In the event the State
receives a request for the information identified by the Contractor as confidential, the
State shall notify the Contracts and specify, the date the State will be releasing the
requested information. At the request of the State, the Contractor shall cooperate and
assist the State with the collection and review of the Contractor's information, at no

1  additional expense to the State. Any effort to prohibit of enjoin the release of the
information shall be the Contractor's sole re^nsibility and at the Contractor's sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State
shall release the information on the date specified in the State's notice to the Contractor,
without any liability to the Contractor.

li.4 SURVIVAL
This Contract Agreement Swtion 11, Use of State's Itrformation, ConfidentiaHty, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws^and regulationSi in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed

i  the total Contract price set forth in Contract Agreement - P-37, General Provisions,
Block 1.8.

li2 CONTRACTOR
Subject to applicable laws and regulations, in no event shall the Contractor be liable for
any consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor's liability to the State shall not exceed one times (IX) the total Contract price
set forth in Contract Agreement-P-37, General Provisions, Block.1.8.

Notwithstariding the foregoing, this limitation of liability shall not. apply to the
Contractor's indemnification obligations set forth in the Contract Agreement - P-37,
General Provisions Section 13: Indemnification and confidentiality bblijgations in
Contract Agreement-^IT Provisions Section 11: Use of State's Information,
Cor^denr/nf/ry, which shall be unlimited.
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I2J STATES IMMUNITY

Notwithstanding the foregoing^ nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of ti^ State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion. i

12.4 SURVIVAL

This Contract Agreement Section 12: Limilalion of Liability shall survive termination or
Contract conclusion.

j

13 TERMINATION
t

This Coritract Agreement Section 13: Termination shall survive the termination or Contract
Conclusion.

13.1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shall cbn^itute an
event of default hereunder ("Event of Default")

I  a. Failure to pdTprm the Services satisftctorily or on schedule;
b. Failure to submit any report required; and/or

•  c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or -
more, or all, of the following actions:

a. Unless oth^ise provided in the Contract, the State shall provide-the
Contractor written notice of default and require it to be remedied :within, in
the absence of a greater or lesser specification of time, within thirty (30) days
from the date of notice, unless oth^ise Indicated within by the State ("Cure
Period"). If the Contractor fuls to cure the default within the Cure Periodi
the Stale may terminate the Contract effective two (2) days after giving the
Contractor notice of termination, at its sole discretion,'treat the Contract ̂

,  breached and pursue its remedies at law or in equity or both.

b. Give the Contractor a written notice specifying the Event of Default and
suspending all payments to be made under the Contract and ordering that the
portion of the Contract price which would otherwi^ accrue to the Contractor
during the period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default shall never be

paid to the Contractor.

r  c. Set off against any other obligations the State may owe to the Contractor any
damages the State suffers by reason of any Event of pefaulti

d. Treat the Contract as breached and pursue any of its remedies at law or in
equity, or both.

'  e.. Procure Services that are the subject of the Contract from another source and
the Contractor shall be liable for reimbursing the State for the replacement
Services, and all administrative costs directly related to the replacement of
the Contract and procuring the Services from another source, such as costs of
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competitive bidding, mailing, advertising, applicable fees, charges or
penalties, and staff time costs; all of which shall be subject to the limitations
of liability set forth in the Contract.

13J TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in
whole or in part, by thirty (30) days written notice to the Contractor. In the event
of a termination for convenience, the State shall pay the Contractor the agreed
upon price, if separately stated in this Comract, for Deliverables for which

'  Acceptance has been given by the State. Amounts for Services or [>eliverables
provided prior to the date of termination for which no wparate price is stated
under the Contract shall be paid, in whole or in part, generally in accordance with
Contract Exhibit B, Price Poymenr ScAet/iz/e, of the Contract.

13.2J During the thirty (30) day period, the Contractor shall wind down and cease
Services as quickly and efficiently as reasonably possible, without performing
unnecessary Services or activities and by minimizing negative effects on the

<  State fram such winding down and cessation of Services.
a

13J TERMINATION FOR CONFLICT OF INTEREST

13J.] The State may terminate the Contract by written notice if it determines that a
conflict of interest exists, including but not limited to, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.

In such case, the State shall be entitled to a ;m-rated refund of any current
development, support, and maintenance costs. The State shall pay all other
contracted payments that would have become due and payable if the Contractor
did not know, or reasonably did not know, of the conflict of interest.

I3J.2 In the event the Contract is terminated as provided above pursuant to a violation
)  by the Contractor, this State shall be emitl^ to pursue the same remedies against

the Comractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract,, the State, in addition to any other rights
provided in the Contract, inay require the Contractor to deliver to the State any

I  property, including without limitation. Software and Written Deliverables, for
such part of the Contract as has been terminated.

;  13.4.2 After receipt of a notice of termination, and except as otherwise directed by the
I  State, the Contractor shall:

a. The Stfde shall be entitled to any post-termination assistance generally made
available with respect to the services, uiiless a unique data retrieval

•  arrangement has been established as part of the SLA.
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b. Stop work under the Contract on the date, and to the extent specified, in the
^  notice;

■  c. Promptly, but in no event longer than thirty (30) days after termination.
'  terminate its orders and subcontracts related to the work which has been

terminated and settle all outstanding liabilities and all claims arising out of
such tmihation of orders and subcontracts, with the approval or ratification
of the State to the extent required, which approval or ratification shall be final
for the purpose of this Section;

d. Take such action as the State dire<^, or as necessary to preserve and protect
the property related to the Contract which is in the possession of the
Contractor and in which the State has an interest;

e. During any period of service suspension, the Contractor shall not take any
action to intentionally erase any State data.

1. In the event of termination of any-services or agreement in entirety, the
Contractor shall not take any action to intentionally erase any State data for
a period of: ^

I  * 10 days after the effective date of termination, if the termination is in
accordance with the contract period

•  30 days after the effective date of termination, if the tenhinatibn is for
.  ̂ convenience

•  60 days after the effective date of termination, if the termination is for
cause

2. After such period, the Contractor shall have no obligation to maintain or
provide any State data and shajl thereafter, unless legally prohibited, delete

■  all State data in its systems or otherwise in its possession or under its :
i  control.

f. Transfer title to the State and deliver in the manner, at the times, and to the
extent direct by the State, any property which is required to be furnished to
the State and which has bten accepted or requested by the State, including
customer data; and

g. The Contractor shall implement an orderly return of State data in a CSV or
another mutually .agreeable format at a time agreed to by the parties and the
subsequent secure transfer of State data;

1  . .

:  h. The Contractor shall securely dispose of all requested data in all of its forms.
such as disk. CD/ DVD. backup tape and paper, when requested by the St^.
Data shall be permanently deleted and shall not be recoverable, according to
National Institute of Standards and Technology (NIST)-appfoved methods.
Certificates of destruction shall be prodded to the State.

I  • • .

i. Provide written Certification to the State that the Contractor has surrendered

to the State all said property.
i  • ,

14 CllANGE OF OWNERSHIP

Ifi the event that the Contractor should change ownership fw any reason whatsoever, the St^e
shall have the option of continuing under the Contract with the Contractor, its successors or
assigns for the full remaining term of- the Contract; continuing urider the Contract with the
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Contractor, its successors or assigns for such period of time as determined necnsary by the State;
or;immediately terminate the Contract without liability to t^ Contractor, its successors or
assigns.

15 ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of Its
interest, rights, or duties under the Contract witlraut the prior written consent .of the State.
Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegatiori, or .other transfer made without the State's prior written consent shall be null

i[ and void, and may constitute an event of default at the sole discretion of the State. ^
'I

15;2 The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates. Subcontractors, or other transfer^ ("Assigns'*) are used,
unless otherwise agreed to in writing by the State, aiKl the Assigns,fully assume in
writing any and all obligations and liabilities under the Contract from the Elective Date.
In the ̂ >sence of a written aissumption of full obligations and liabilities of the Contract,

.any permitted assignment, delegation, subcontract, or other^transfer shall neither relieve
the Contractor , of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of
the provisions of the contract. The State shall consider the Contractor to be the sole point
of contact with regard to all contractual matters, including payment of any {mdallcharges
resulting from the Contract.

1^ Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Contractor provided that the succeswr fully assumes in writing all obligations and
responsibilities under the Contract. In the event that, the Contractor, should change

^  owner^ip, as permitted tinder Section 14: Chonge o/OuTferf/i/;?, the State shall have the
!  option to continue under the Contract, with the Contractor, its successors or assigns for
^  the full remaining term of the Contract; continue under the Contract with the Contractor,

its successors or assigns for such period of time as determined necessary by the iState; ot
immediately terminating the Contract without liability to the Contractor, its successors or
assigns.

16 DISPUTE RESOLUTION

Prior, to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with ̂ pect to intellectual property rights or.Confidential Information),

. the party telieving itself aggriev^ (the "Invoking Party") shall call for progressive management
involvement in the dispute h^otiation by written notice to the other party. Such notice shall be
without prejudice to the Invoking Party's right to my other i^edy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or tdephone .
conferences as needed, at mutually convenient times and places, between negoti^ors for the
t^es at the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to resolve the dispute:
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Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR

Cardinal Tracking, Inc.
T

STATE

New Hampshire
CUMULATIVE

ALLOTTED

TIME

Primary Steve, Leuschner

President, CEO

Diane Hanson

Program Specialist
Contract Project
Manager

5 Business Days

First Peter Kimura

Vice President

Philip A. Bryce
Director .

10 Busif>ess Days

Second Helmar Nielsen

Board Member

Jeffrey Rose
Commissioner

IS Business Days

i?

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice
is received by the other party. Subsequent allotted time is days from the date that the original
Invoking Party's notice is received by the other party.

SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer fiacilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, systems, equipment. Documentation, information, reports, or data of any
kind (hereinafter ^'Information"), the Contractor understands and agrees to the
following rules:
a. Every Authorized User has the responsibility to assure the protection of

information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

b. That information shall be used solely for conducting official State business, and
all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that at no time shall the
Contractor acc^ or attempt to access any information without having the
express authority to do so.

!  c. That at no time shall the Contractor access or attempt to access any information
in a mwner inconsistent with the approved policies, procedures, and /or
agreements relating to system entry/access.

id. . That all software licensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse en^neered, rented,
or sold, and that at all times the Contractor must use utmost care to protect and
keep such software strictly confidential' in accordance with the license or any

'  other Agreement executed by the State. Only equipment or software owned,
licensed, or being evaluated by the State, can be used by the Contractor.
Personal software (including but not limited to palmtop sync software) shall not
be installed on any equipment.
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e. That if the Contractor is found to be in violation of any of the above-stated niles,
the user may face removal from the State Contract, and/or criminal or civil
prosecution, if the act constitutes a violation of law.

17^ EMAIL USE

Mail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined
as "internal Email systems" or "State-funded Email systems." The Contractor
understands and agrees that use of email shall follow State standard policy (available
upon request).

I7J INTERNET/INTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in

direct support of the business of the State of New Hampshire according to State
standard policy (available upon request).

I

17.4 REGULATORY GOVERNMENT APPROVALS

The Contractor, shall obtain all necessary and applicable regulatory or other
governmental approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block

including State of New Hampshire, Departmmt Name, name of the individual
responsible for the funding of the contracts and his/her address.

17.6 EXHIBITS

I  The Exhibits referred to, in and attached to the Contract are incorporated by
reference as if fully included in the text.

17.7 VENUE AND JURISDICtlON
Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Court.

17.8 SURVIVAL

!  The terms, conditions and warranties contained in the Contract that their context
are intended to survive the completion of the performance, cancellation or
termination of the Contract shall so survive, including, but not limited to, the terms
of the Exhibit D Section S: Records Retention and Access Requirements, Exhibit D
Section 6: Accounting Requirements, and IT Provisions-Section 11: Use of Staters
Information, Confidemiality and IT Provisions- Section 14: Termination which shall
all survive the temination of the Contract.

17.9 FORCE MAJEURE

NeithCT the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without
fault of negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, ̂  acts of war, epidemics, acts of governmem,
fire, power failures, nuclear accidents, earthquakes, and unusually severe weather.
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A  •

^  Except in the event of the foregoing, Force Majeure events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly
^  delivered or givm at the time of mailing by certified mail, postage prepaid, in a •

United States Post Office addressed to the parties at the following addresses.

TO THE CONTRACTOR TO THE STATE

CARDINAL TRACKING. INC. STATE OF NEW HAMPSHIRE - DNCR
!  1825 LAKEWAY DRIVE, SUITE 100 172 PEMBROKE RD

LEWISVILLE, TX, 75057 CONCORD, NH 03301
TEL: (800) 285-3833 TEL: (603) 271-3556
E.Mail: sleuschner@cardinaltracking.cbm E.Mail:diane.hanson@nh.gov .

17.11 DATA PROTECTION

Protection of personal privacy and data sl^l be an .integr^ part of the business
activities of the Contractor to ensure there is no Inappropriate or unauthorized use of
State information at any time. To this end, the Contractor shall safeguard the
confidentiality, integrity and availability of State information arid comply with the
following conditions: .

a. The Contractor shall implement and maintain appropriate administrative,
technical and organizational security measures to ufeguard against unauthorized
access, disclosure or thefi of personal data and non-public data. Such security
measures sHall be in accordance with r^gnized industry practice and, not less
stringent than the measures the Contractor applies to its own personal data and
non-public data of similar kind.

b. All data obtained by the Contractor in the performance of this contract shall
.  become State data and all personal data shdl be encrypted at rest and in transit

with controlled acc^. Unless otherwise stipulated, the Contractor is responsible .
for encryption of the personal data.

c. Unless otherwise stipulated, the Contractor shall encrypt ̂ 1 non-public data at
^.rest and in transit. The State shall identify data It deems as non-public data to the
Contractor. The level of prot^ion and encryption for all non-public data shall be
identified and made a part of this contract.

d. At no tithe shall any data or processes — th^ either belong to or are intended for
the use of the State or its officers, agents or employees — be copied, disclosed or
retained by the the Contractor or any party related to the Contractor for

.  subsequem use in any h^sactiqn that does not include the State.

e. The Contractor shall not use any information collected in connection with the
service issued from this proposal for any purpose other than fulfilling the service.

2017 - 053 IT Provisions Part 2 Page 24 of 27
Contractor's Initials: Date: Vl j/ / / "| ^ "



STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053

1  FART 2 - INFORMATION TECHNOUXSY PROVISIONS

17; 12. DATA LOCATION

The Contractor shall provide its services to the State and its end users solely from
data centers in the U.S. Storage of State data at rest shall be located solely in data

. centers in the U.S. the Contractor shall not allow its personnel or Contractors to store
State data on portable devices, including personal computers, except for devices that
are used and kept only at its U.S. data centers. The Contractor shall permit its
personnel and Subcontractors to access State data remotely only as required to
provide technical support. The Contractor may provide technical user support on a
24/7 basis using a Follow the Sun model, unless otherwise .prohibited in this
contract.

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The Contractor shall Inform the State of any security incident or data breach in
accordance with NH RSA 359-C:20.

a. Incident Response: the Contractor may need to communicate vvith outside parties
regarding a security incidem, which niay include contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon,

'  defined by law or contained in the contract. Discussing security Incidents with
the State should be handled on an urgent as-needed basis, as part of the
Cohtwtor communication and mitigation processes as mutually agreed upon,
defined by law, or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the appropriate State identified contact immediately as defined In the

:  SLA.

;  c. Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmied data breach that affects the security of any State content that is subject

i  to applicable data breach notification law, the Contractor shall (I) promptly
;  notify the appropriate State Identified contact within 24 hours or sooner, unless

shorter time is required by applicable law, and (2) take commercially reasonable
measures to address die data breach in a timely manner.

Itl4. BREACH RESPONSIBIUTIES
This section only applies when a data breach occurs with respect to personal data
within the possession or control of the Contractor.'

a. The Contractor, unless stipulated otherwise, shall immediately notify the
appropriate .State Identified contact by telephone in accordance with the agreed
upon security plan or security procedures if it reasonably believes there has been

'  a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State identified contact within 24 hours or sooner by telephone, unless shorter
time is required by applicable law, if it confirms that there is, or reasonably
believes that there has been a data breach, the Contractor shall (I) cooperate with

<  the State as reasonably requested by the State to investigate and resolve the data
breach, (2) (xemptly implement necessary remedial measures, if necessary, and
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PART 2 - INFORMATION TECHNOLOCY PROVISIONS
*

;  (3) document responsive actions taken related to the data breach, including any
I  post-incident review of events and actions taken to make changes in business

practices in providing the services, if necessary.

I

c. Unless otherwise stipulated, if a data breach is a direct result of the Contractor's
breach of its contract obligation to encrypt personal data or othehvise prevent its
release, the Contractor shall bear the costs associated with:

<  I) the investigation and resolution ofthe data breach;
2) notifications to individuals, regulators or others required by State law;
3) a credit monitoring service requir^ byState (or federal) law;
4) a website or a toll-free number and call center for affected individuals

required by State law — all not to exceed the average per record per person
cost calculated for data breaches in the United States (currently $201 per
record/person) in the most recent Cost of Data Breach Study: Global
Analysis published by the Ponton Institute 17 at the time of the data
bre^h; and

5) complete all corrective actions as reasonably determined by the Contractor
' based on root cause; all [(1) through (5)] subject to this Contract's
limitation of liability.

17.15. NOTIFICATION OF LEGAL REQUESTS
The Contractor shall contact the State upon receipt of any electronic discovery,
litigation holds, discovery searches and expert testimonies related to die State's data
under this contract, or which in any way might reasonably require access to the data
of the State. The Contractor shall not respond to subpoenas, service of proc^ and
.other legal requests related to the State without first notifying the State, .unless,
prohibited by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS
The Contractor shall provjde reports to the State In a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user
access IP address, user access history and security logs for all State files related to
this contract.

17.17. CONTRACT AUDIT
The Contractor shall allow the State to audit conformance to the contract terms. The

State may perfonti this audit or contract with a third party at its di^retion and at the
State's expense.

I7.1& DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centm at least
anriually at its expense, and provide a redacted version of the audit report upon

;  request, the Contractor may remove its proprietary informatitm from the redacted
>  version. A Service Organization Control (S6C) 2 audit report or approved
>  equivalent sets the minimum level of a third-party audit.

iri9. ADVANCE NOTICE
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The Contractor shall give ad>^ce notice (to be determined at the contract time and
included in the SLA) to .the State of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and perfomance. A
major upgrade is a replacement of hardwua, spfhvare or firmware with a newer or
better version In order to bring the system up to date or to improve its characteristics.
It usually includes a nw version number.

17.20. SECURITY

'• The Contractor shall disclose its non-propriety security processes and technical
limitations to the State such that-adequate protection and flexibility can be attained
between the State and the Contractor. For example; virus checking and port sniffing,
the State and the Contractor shall understand each other*s roles and responsibilities.

17jl. NON-DISCLOSURE AND SEPARATION OF DUTIES
The Contractor shall enforce separation of job duties, require commercially
reasonable nonrdisclosure agreements, and limit staff knowled^ of State data to that
which is absolutely necessary to perform job duties.

I7J2. IMPORT AND EXPORT OF DATA
The State shall have the ability to import or export data in piecemeal or in entirety at
its discretion without imerferciice from the Contractor. This includes the ability for
the State to import or export data to/from other service providers.

17,23. RESPONSIBILITIES AND UPTIME GUARANTEE
The Contractor shall, be responsible for the acquisition and operation of all hardware,
software and network support related to the services Mng provided. The technical and

I  professional activities required for establishing^ managing, and maintaining the
*  environments are the re^nsibilities of the Contractor. The system shaill be available
'  24/7/36S (with agfeed-upori maintenance downtime), and provide service to customers

as defined in the SLA.

17124. RIGHTTO REMOVE INDIVIDUALS
The State shall have the right at any time to require that the Contractor remove from
interaction with State any the Contractor representative who the State believes, is
detrimiental to its working reiationship with the Contractor. The State shall provide the
Contratkor with notice of its determination, and the reasons it requests the removal. If

' . the State signifies that a potential security violation exists with respect to the r^uest, the
Contractor shall immediately rmo^ such individual. The Contractor ̂ uUI not assign
the person to any aspect of the contract or future work orders without t^ State's
consent.
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^  EXHIBIT A - CONTRACT DELIVERABLES

1. PROJECT OVERVIEW

The genera] scope of the project is to enable the State to manage the parking citations issued at the meter
based.state-owned parking areas along the scacoast, with possible expansion. The system will be hosted
with a web-based client compatible with intemet Explorer 11 and Windows 10 OS. The system will be
available ̂ ross all platforms. The solution will electronically issue parking tickets and manage fine
collection, including timely paid and past due fines. The Solution will provide mobile citation issuance
software, a back-end system for citation reporting and management and a secure public webpage for
motorists to view violation, accompanying pictures, appeals and credit card payments via a 3^^ party
vendor. The contractor will provide handheld ticketing hardware, software and accessories that are
compatible with the Solution.

The Contractors Solution will allow the State to do the following:
•  ; Increase our Colledions.
. • : Reduce paper tracking.

•  j Identify repeat offenders, scofflaws, and exceptions.
•  »Export all aged receivables and owner information related to overdue citations. File will be

; imported to collection agency for processing.
•  ' Export NH vehicle information of past due citations to for processing by NHDMV;
•  \ Retrieve DMV iriformation for out-of-state vehicle registration owner information.
• Reduce office traffic by allowing customers to access accoum information wd pay citations via
' the internet.

•  {Obtain useful informational reports for system analysis, problem resolution, and overall
I efficiency.

•  ! Tracking of vehicles that have been approved for boot/tow.
• . .Focus on common elements and relationships present in all parking c^rations: vehicles,
. citations, owners, permits. These elemerrts will be linked throu^ financial relationships and
. audit trails

•  ̂ The system will be configured to meet the Staters business requirements including, but not
c limited to: fine accumulations, late fees, and permits costs. The system will perform these
: accumulations and late fees based upon DPR's fine structure and pit executed by script.

•  The Solution will support electronic cash drawer workstations and parking management software
K related peripherals which shall be fully integrated to the PC based parking management software
system. .

2. STATEMENT OF WORK

Provide a Parking Man^ement Enforcement System accessed through a web-based interface to manage
parking cittttions, citation collections, handled ticket writers and permits.

The System will be highly configurable ̂  ̂low for easy updates of violation types, fine amounts, etc.*
The software will assign unique violation numbers from a pool of numbers assigned by the DPR. The
violation numbers are assigned sequentially and will never be assigned more than once.

Security access based on user roles will be provided. State staff will access the software via a unique user
name and password.

Exhibit AContract Deliverables - Part 3 Page I of 68
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Contractor will ensure that data and photos for all violations have no Issue uploading from handheld
devices to the server.

Contractor will ensure data recovery processes are in place in the event of lost data or handhelds.

System will facilitate the capturing of pictures to support a violation. Multiple pictures are required to be
associated with a violation.

The System will print violations in the format prescribed by the DPR and have the ability to reprint
violations.

The System will allow for adaptation to other type of violation Issuance such as handwritten, and the
software will capture data of non-violation information such as broken meters, loadii^ zones, etc.

The System will have mobile reporting/printing capability for the issuing officer and/or supervisor.
Reports include, but are not limited to, number of tickets issued and number of tickets voided.

t

The Sykem will provide a module to import and export data to NH DMV adhering to the file structure
provided by the NH DVM with the ability to update as needed.

. System|will maintain a test or development environment for testing, including user acceptance testing, of
all changes, upgrades, updates to the citation issuance software separate from the production environment.

The Contractor will supply and support handheld ticket writers and the necessary software to
communicate bi-directionally with the hosted database. The handheld will have a Windows based user
interface that will allow staff to download ticket information from the handheld and upload database
information to the handheld.

The system will performs all credit card transactions throu^ 3rd party PADSS Compliant partners.

the Contractor will migrate all data to a hosted server in a secure data center and rne^ the requirements
included in Exhibit H Requirements.

The Contractor will provide ^ned technical support staff that will assist with troubleshooting,
configumtion, and support issues and will be avtulable as follows: -

• ̂The Cardinal Customer Support Group shall act as the accoimt manager for software and/pr
hardware support needs. This service includes unlimited email and telephone software/hardware
' support for the term of this Agreement.

• ̂ Customer Support Represeinatives will be available to assist Customers Mpnday through Friday
' from 9:00 a.m. to 6:00 p.m.. Eastern Standard Time, via email or Cardinal's toll free support line,
excluding holidays observed by Cardinal. Cardinal will provide Customer with its planned
holidays upon request.

t  . . .
•  The above hours of operation can only be changed with a thirty (30) days written notice and
' approval by the State. ' ,

Exhibit A j Contract Deliverables - Part 3 Page 2 of 68
Contractor's Initials 4l- Date: U/? /



STATE OF NEW HAMPSHIRE

Departmeat of Natural and CuUarai Resources
bPR- Parking Enforcement Management System - Contract 20l7-0iO

EXHIBIT A-CONTRACT DELIVERABLES

•  During the above-referenced hours of operation, the State shall be entitled to initiate email or
telephone consultations with Customer Support Representatives to discuss such things as (1)
installation instructions, (2) hardware and softwu^ inquiries, (3) operating procedures, (4)

■ modifications to the existing system, and (S) other concerns that may arise. Air inquiries or
requests should be focused through the Customer Sup^rt Representatives. The Customer
Support Group will be responsible for all aspects of the account and will serve as the imhouse
spokesperson at Cardinal. ^ *

•  All email or telephone contacts by the State will be documented to assist Cardinal personnel in
tracking any issue or problem reported by Customer, the status of which will be monitored until
final resolution. ' "

•  The Cardinal Customer Support Group will maintain a log for tracking purpo^ which reflects
■the current status of each outstanding hardware or sofhvare issue and all modification requests.
Logs may include problem or modification reference numbers, date reported, description, priority
and/or scheduled rele^ d^e, as applicable.

The Contntftor will be responsible for Software installation (if requir^), deployment support,
user/administrator training, ongoing System maintenance and technical support for office and field
locations.

The Contractor will ensure that appropriate levels of security are implememed and maimained in order to
protect the integrity and reliability of the State's Ihforination'Technolpgy resources, information, and
services. The Contractor will provide the State resources, information, and Services on an ongoing basis,
with the appropriate infmstructure and security controls to ensure business.continuity and to safeguard tlw
confidentiality and integrity of State Data.

3. DELIVERABLEiS, MILESTONES, AND ACTIVITIES SCHEDULE

Activity, Ddlverable, or MilcstoDC Deliverable
Type Project Delivery Date

PLANNING AND PROJECT MANAGEMENT
1 Conduct Project Kickoff Meeting Non-Sofhvare .  I2f7/2017

2 Project Status Reports

1  .

Written Delivered upon request
during project
implementation.

3 WorkPlan Written 12/18/2017

4 Goals and Objectives Document Written Included with the work .
plan/scope of work .
documents.

5 Infrastrxicture Plan, including Desktop
and Network Configuration
Requirements .

Written Details provided as part of
project kickoff meeting.

6 Security Plan Written Details provided as part of
pioiect kickoff meeting.

7 Communications and Change
Management Plain

Written
^  1

Details provided as part of
prbiect kickoff meeting.
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8 Software Configuration Plan Written E)etails provided as part of
project kickoff meeting.

9 Testing Plan Written 1/8/2018

10 Data Conversion Plan and Design Written

I

N/A - No data conversion

needed for this project.

11 Deployment Plan Written Details provided as part of
project kickoff meeting.

12 Comprehensive Training Plan and
Curriculum

Written 1/2/2018

13 End User Support Plan Written Details provided as part of
project kickoff meeting.

14 Business Continuity Plan Written Details provided as part of
project kickoff meeting.

15 Documentation of Operational
Procedures

Written 3/5/2018

^  ̂SYS^CQNVEi^ V

16 Convert data according to written plan. Software N/A - No data conversion

needed for this project.

17 Development of hosted site for NH DPR Software 12/26/2017

TESTING

18 Conduct User Acceptance Testing Non-Software 2/5/2018

19 Test DMV In-Boiind and

Out-Bound Interfaces for NH and all out

of state vehicle resistratidn (ORIS).

Software 2/5/2018

20 Test Online application for credit card
payment and citation information

Non-Software 2/5/2018

21 Conduct System Performance
(Load/Stress) Testing on NH DPR
lK>sted site.

NOn-Software 2/5/2018

22 Certification of 3"* Party Pen Testing .
and Application Vulnerability Scanning.

Non-Software Testing is performed
intemdly by Cardinal staff
and Application
vulnerability scanning is
by 3rd party.

23 Provide ALL testing results to the
State's Project Team.

Written Will provide a spreadsheet
to track all reported bugs
during UAT and status
updates.

SYSTEM DEPLOYMENT

24 Provide All required Software Licenses Written Prior to project kickoff.

25 Converted Data.U»ded into Production

Environment

Software N/A - No data conversion

needed for this project.

26 - Provide Toojs for Backup and Recovery
of all Applications and Data

Software Backup and recovery are
hahdl^ by Cardinal since
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this is a hosted

implementation.

27 Handhelds configured and delivered to
State pd^nnel

Non-

Software

1/2/2018

28 Conduct Training Non-Software 2/5/2018

29 Gutover to New Software Non-Software 3/5/2018

30 Provide Documentation Written 3/5/2018

31 Execute Security Plan Non-Software 3/5/2018

32 Conduct Project Exit Meeting Non-Software 3/12/2018

ONGCMNCpPERATKM^,^

33 Ongoing Hosting Non-Software Yearly

34 On^ing Support & Maintenance Software Yearly ^

35 Webinar/Refresher Training Non-Software TED yearly

36 PCI DSS Attestation of Compliance
(Annually)

Written N/A
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EXHIBIT B - PRICE AND PAYMENT SCHEDULE

f

1.0 PAYMENT SCHEDULE

1.1 Not to Exceed

This is a Not to Exceed (NTE) Contract for the period between the Effective Date through
December 31, 2022. The Contractor shall be responsible for performing its obligations in
accordance with the Contract, this Contract wilt allow the Contractor to invoice the State for the
following activities, Deliverables, or milestones appearing in the price and payment tables below.

Activity, Deliverable, or Milestone Deliverable

Date

Price

PLANBriNG AND pOroCT MAKAGEM^
.  I Conduct Project Kickoff Meeting I2f7^D17 All iN'icing included in the

project total.

2 Project Status Reports Delivered upon
request during
project . .
implementation.

All pricing included in the
project total.

3 Work Plan I2/8/20I7 All pricing included in the
project total.

4 Goals and Obje^ves Document Included with

the work

plan/scope of
work documents.

AU.pricing included in the
project total.

5^ Infrastructure Plan, including D^ktbp
Emd Network Configuration
Requirements

Details provided
as part of project
kickoff meeting.

All pricing included in the
project total.'

6 Security Plan Details provided
as part of project
kickoff meeting.

All pricing included in the
project total. .

7 Communications and Change
Management Plan

Details provided
as part.of project
kickoff meeting.

All pricing included in the
project total.;

8 Software Configuration Plan Details provided
as part of project
kickoff meeting.

All pricing included in the .
project total.

9 Testing Plan 1/8/2018 All pricing included in the
project total.

10 Data Conversion Pjan and Design N/A - No data

conversion

needed for this

project

All pricing included in the
project total.

11 Deployment Plan « Details provided
as part of project
kickoff meeting.

All pricing included in the
projed total.

12 Comprehensive Training PIui and
Curriculum

.1/2/2018- All pricing included in the
project total.

Exhibit B - PHce and Payment Schedule ~ Part 3
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EXHIBIT B - PRICE AND PAYMENT SCHEDULE

13 End User Support Plan Details provided
as part of project
kickoff meeting.

All pricing included in the
project total. ,

14 Business Continuity Plan Details provided
as part of project
kickoff meeting.

All pricing included in the
project total.

15 Documentation of Operational
Procedures

3/5/2018 All pricing included in the
project total.

;  SYSTI^ coNVErapN mxicMm

16 Convert data according to written plan. N/ANo data

conversion

needed for this

proiect.

All pricing included in the
project total.

17 Development of hosted site for NH DPR ■  12/26/2017 . All pricing included in the
proiect total.

.

18 Conduct User Acceptance Testing 2/5/2018 All pricing included in the
proiect total.

19 Test DMV In-Bound and

Out-Bound Interfaces for NH arid all out
of state vehicle resistration (ORIS).

2/5/2018 All pricing included in the
project total.

20 Test Online application for credit card
payment and citation information

2/5/2018 All pricing included in the .
project to^.

21 Conduct System Performance
(Load/Stress) Testing on NH DPR
hosted site.

.2/5/2018 All pricing included in the
project total.

22 Certification of 3"^ Party Pen Testing
and Application Vulnerability Scanning.

Testing is ■
performed
internally by
Cardihal staff

and Application
vulnerability
scanning is by
3rd.pwty.

All pricing included in the
project total.

. 23 Provide ALL testing results to the
State's Project Team.

Will provide a.
spretulsheet to
track all reported
bugs during
UAT and status

updates, notes
specifying
bugs/enhanceme
nts addressed in

that release.

All pricing included in the
project total.

SYSTEM DEPLOYMENT

24 Provide All required Software Licenses Prior to project
kickoff.

55,627.70

Exhibit B - Price and Payment Schedule -
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25 Converted Data Loaded into Production

Environment

N/A - No data

conversion

needed for this

proiect

All pricing included in the
project total.

26 Provide Tools for Backup and Recovery
of all Applications and C^ta

Backup and
recovery are

handled by
Cardinal since

this is a hosted

implementation.

All pricing included in the
project total.

27 Handhelds configured and delivered to
State personnel

1/2/2018 137,482.00

28 Conduct Training 2/5/2018 56,500.00

29 Cutover to New Software 3/5/2018 All pricing included in the
proiect total.

30 Provide Documentation 3/5/2018 All pricing included in the
proiect total.

31 Execute Security Plan 3/5/2018 All pricing included in the
proiect total.

32 Conduct Project Exit Meeting 3/12/2018 All pricing included in the
project total.

DNGPING OPERATIONS

33 Ongoing Hosting Yearly 53,000.00 p/year

34 Ongoing Support & Maintenance Yearly S5,627.70 p/year

35 Webinar/Refresher Training TBD yearly $800.00 p/year

36 PCI DSS Attestation of Compliance
(Annually) ,

N/A All pricing included in the
project total.

Exhibit B - Price and Payment Schedule - Part 3
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EXHIBIT B PRICE AND PAYMENT SCHEDULE

U Future Contractor Rates Worksheet

The State may request ̂ ditionai Services from the selected Contractor.and requires rates in the
evem that additional Service is required. The following format must be used to provide this
information. "SFY" refers to State Fiscal Year. The New Hampshire State Fiscal Year runs from
July 1 through June 30 of the following calendar year. Positioru not identified in the Proposed
Position Worksheet may be included in the Future Contractor Rates Worksheet.

Project Any custom Any cu^om Any custom Any custom Any custom.
Manager work will be work will be wo^ will be Avork will be; work will be

evaluated evaluated and evaluated and evaluated and . evaluated and

and charged charged at the charged at the charged at the ch^ed at the
at the rate of rate of rate of rate of rate of

$200.00 per $200.00 per $200.00 per $200.00 per $200.00 per
hours. hours. hours^ hours. . hours.

Trairter Any custom Any custom Any.cu^m Any custom. Any custom

woric will be work will be work will be work will work will be

evaluated eval uated and evaluated and e>^luated and evaluated and

and charged charged at the charged at the charged at tte charged at the
at the rate of rate of rate of rate of. rate of

$200.00 per $200.00 per $200.00 per $200.00 per $200.00 per
hours. hours. hours. hours. hours.

Business Any cu^om .Any custom Any custom Any custom Any cii^om ;
Analyst work will be work will be 'work will be wo^ will be work will be

evaluated evaluated and evaluated and ev^uated and evaluated and

and charged charged at the charged at the charged at the charged at the
at the rate of rate of rate of . . rate of rate of-

$200.00 per $200.00 per $200,00 per $200.00 per < $200.00 per
: hours. hours. hours. . hours. hours.

Product - Any custom Any custom Any custom Any custom Any custom

Manager work will be work will be work will be . work will be work will be

evaluated .evaluated and evaluated and evaluated and evaluated and.

and charged charged at the charged at the charged at the charged at the
at the rate of . rate of rate of rate of rate of

$200.00 per $200.00 per $200.00 per $200.00 per $200.00 per

.
hours. hours. hours. houii. houn.
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U Software Licensing, Maintenance and Warranty Support Pricing Worksheet

Software
InMal

Cost

Maintenance Sttppori and Upcrades

Ycarl Ycarl Year 3 Year 4 Years Total

TickeTrak Complete
Software Package

$0.0 $2,429.10 ■ $2,429.10 $2,429.10 $2,429.10 $2,429.10 $12,145.50

TickeTrak Mobile

Software

so.o $180.00 SI8O.O9 SI 80.00 SI 80.00 S180.00 $900.00

TickeTrak User Licenses $0.0 $53.10 $53.10 $53.10 $53.10 $53.10 S265.50

TickeTrak Import
Module

$0.0 $179.10 $179.10 $179.10 $179.10 $179.10 $895.50

TickeTrak Online Ticket

Payment IntcRration

$0.0 $539.10 S539.I0 .  S539.10 $539.10 $539.10 $2,695.50

TickeTrak On-line

Ticket Appeals Interface

$0.0 S359.I0 $359.10 $359.10 $359.10 $359.10 $1,795.50

TickeTrak Archive

Module ..

$0.0 $179.10 SI79.10 $179.10 $179.10 $179.10 $895.50

Online Citation

Payments Module with
Mdmenanceand

Support

so.o SI.440.00 $1,440.00 $1,440.00 $1,440.00 $1,440.00 $7,200.00

Collection Agency
Module with

Mainteiumce and

Support

so.o S269.I0 $269.10 $269.10 $269.10 $269.10 $1,345.50

ORIS Returns _  $0.0 $7,500.00 $7,500.00 . $7,500.00 $7,500.00 $7,500.00 $37,500.00

Tot^ Software $13,127.70 S13J27.70 $13,127.70 SI3J27.70 S13.i27.70 S65A3&50

1.4 Handhelds and components, Maintenance, and Support Pricing Worksheet

Handheld/ Componcota intttalCoat
Matntcoance SoDDort and UDsrades

Yearl Yearl Year3 Ycar4 Years

N5Scan-8 $25,272.00 Included Included Included Included Included

N5 4 Slot Cradle • 2 $2J86.00 Included Irtcluded Included Irtcluded Included

N5 Spare Batteries - 8 $1,104.00 Included Included Included Included Included

N5 PlexStrap-8 ' $144.00 Included Included Included . Included Included

N5 Rain Guard - 8 S336.00 Included Included Included Included Included

N5 5 Year Warranty - 8 $10,240.00 Included Included Included Included Included

Casio IT-9000 Trade In r 8 ($2,000.00) N/A N/A. N/A : N/A N/A

Total Hardware $37.4824)0

1.5 Training Pricing Worksheet

Tralniiui Yearl . Yearl Year3 Year4 Years

Refresher Training-
Year I

$6,500.00

Yearly
Webinar/Reftesher

Training

S800.00 $800.00 ^$800.00 $800.00

Total Tralntns S6.500.00 S8004I0 $8004)0 $8004)0 S800.00

Exhibit B - Price and Pa;
Contractor's Initials

a^ent Schedule - Part 3
ai= Date: VlilZin
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System • Contract 2017-0S3

EXHIBIT a •> PRICE AND PAYMENT SCHEDULE

1.6 Hosting, Maintenance, and Support Pricing Worksheet

HOSTED SERVICES Yearl Year 2 Year3 Year 4 YwS TOTAL

Hosting Fee $3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 SIS.000.00

Technical Support and
updates

N/A N/A N/A '  N/A N/A N/A

Maintenances and Updates ■  n/a N/A N/A N/A N/A N/A ,

Total Hostins S3.000.00 $3,000.00 S3.000.00 S3.000.00 $3,000.00 $15,000.00

1.7 Total Cost p^ Fbcal Year

Descripttoo FYI8 FY19 FY20 FY21 rY22 Total

Software/Maintenance $5,627.70 $5,627.70 $5,627.70 $5,627.70 $5,627.70 $28,138.50

Hardware/Maintenance $37,482.00 - • .  - $37,482.00

Training/installation $6,500.00 $800.00 $800.00 $800.00 $800.00 $9,700.00

DMV $7,500.00 $7,500.00 $7,500.00 $7,500.00 $7,500.00 37,500.00

Hosting/Maintenance $3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 $15,000.00

TOTAL COST $60^09.70 S163Z7.70 $16,927.70 $16327.70 $16,927.70 $12732050

Exhibit B - Price and Payment Schedule - Part 3
Contractor's Initials Date; l l"^
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STATE OF NEW HAMPSHIRE

DepartmeDt of Natural and Cattaral Resources
DPR - Paiidng Euforrameot Maoagemeot System - Contract 2017-053

EXHIBIT B-PRICE AND PAYMENT SCHEDULE

2. CONTRACT PWCE

Notwithstanding any provision in the Contract to the contrary, and notwith^anding unexpected
circumstances, in no event shall the total of tUl payments made by the State exceed the amount indicated In
the P-37 General Provisions Block 1.8 ("Price Limitation**)- The payment by the State of the total Contract
price shall be the only, and the complete raimbursement to the Contractor for aU.fees and expenses, of
whatever nature, incun^ by the Contractor in the performance hereof.

The State will not be responsible for any travel or out-of-pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All
invoices submitted shall be subject to the State*s prior written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for SeiVices or Deliverable as permitted by the
Contract. Invoices must be in a format e determined by the State and contain detailed information,
including without limitation: itemization of each Deliverable and identification of ̂ e Deliverable for which
payment is sought, and the Acceptance date triggering such payment; date of delivery and/or installation;

-  monthly maintenance charges; any o^er Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within.thirty (30) days of invoice recei^. Invoices will iiot be backdated
and shall be promptly dispatched.

Invoices shall be sent to: .

NH Department of NatiihU and Cultural Resources
Division of Parks and Recreation-Accounts Payable
172 Pembroke Avenue . '

•  Concord, NH 03301 ' .

4. PAYMENT ADDRESS

All payments shall be sent to the following address:

Accounts Receivable

Cardinal Tracking, Irtc.
1825 Lakeway Dr, Suite 100
Lewisvillc,TX 75057

•5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, i^um to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor's invoices
with appropriate information attached.

Exhibit B - Price and Payment Schedule - Part 3 Page 12 of 68bxhipit a - rncc ana fament bcneduie - j
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STATE OF NEW HAMPSHIRE

Department of Natora) and Cnltdral Resoarces
DPR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT B - PRICE AND PAYMENT SCHEDULE

7. PROJECT HOLDBACK

The State shall withhold 10% of the total contract pricing tender by the Contractor in this engagement in
which there is an unresolved defective or non-perf«Tning component of the System as specified In Cl^ A
and/or B deficiencies as stated in Exhibit G MaintenatKe & Support Services.

The holdback will be released to the Contr^or when the State determines that the defective or non-
performing component of the System has been resolved.

Rest of page intenthnalfy left blank.

Exhibit B - Price and Payment Schedule - P^ 3 Page 13 of 68Exhibit B - Price and Payment Schedule - P^:
Contractor's Initials Date; U/?[/"[



STATE OF NEW HAMPSHIRE

Departmeot of Natural and Cnttaral Resources
DtvisioD of Parks and Recreation - Enterprise Reservation System - Contract 2017-018

EXHIBIT C - SPECIAL PROVISIONS

There are no changes to the terms outlined in the P-37 General Provisions

Ibit C - Special Provisions - Part 3
!: H/t/IT Contractor's initials

Exhibit ̂  Special Provisions - Part 3^ Page M of 68
Date:



STATE OF NEW HAMPSHIRE

Departmeot of Natural and Cultural Resources
DPR - Parking Enforcemeot Management System - Contract 2017-OS3

EXHIBIT D - ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

' The Contractor must assume all rea^nable travel and related exposes. All labor rates will be Tally
loaded", including, but not limited to; meals, hotel/housing, airfare, car rentals, car mileage, and out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery, fees unless specincaliy itemized in the Contract.

3. ACCESS/COOPERATION

As^applicable, and subject to the applicable laws and r^ulatlons, the State will provide the Contrector
with access to all program files, libraries, per^nal computer-based systems, software packages,
network systems, security systems, and hardware as required to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Contractor to perform its obli^tions under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILiEGES
The Contractor shall provide the State access to all State-owned documents, materials,.reports, and
other work in progress relating to this RFP. Upon expiration or termination of the Contract with the
State, the Contractor shall turn over all State-own^ documents, material, reports, and work in
progress relating to this RFP to the State at no additional cost to the State. Documents must, be
provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are Incorporated herein by reference, regaiding retention and access:requirements, including
without limitation, retention policies consistent with the Federal Acquisition'Regulations (FAR)
Subpui 4.7 Contra^or Records Retention.

The Comractor and its Subcontractors shall maintain books,.r^ords, documents, and other evidence
of ̂counting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under: the Contract. The Contractor
and its Subcontractors shall retain all such records for three (3),years following termination of tte
Contract, including any extensions. Records relating to any litigation matters regarding the Contrad
shall be kept for one (1) year following the termination of all litigation, including the temination of
all appeals or the expiration of ̂  appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by. personnel so authorized by. the State and federal
officials so authorizdl by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during ̂ e three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appear period. The Contractor shall include
the record retention and review requirements of this section in any of its subcontracts:

Exhibit D - Administrative Services - Part 3 Page 15 of 68
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultunil Resources
DPR* Parking Enforcement Management System - Contract 2017-053

EXHIBIT D - ADMINISTRATIVE SERVICES

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor's cost structure and profit factors shall be excluded from the State's ,
review unless the cost of any other Sdvlces or Deliverables provided undd- the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain, an accounting system in accordance with Generally Accepted
Accounting Principles. The wsts applicable to the Contract shall be asccrtalnable from the
accounting system and the Contractor shall maintain records plaining to the SeiVices ̂ d all other
costs and expenditures.

Exhibit D - Administrative Services - Part 3 Page 16 of 68
Date: U/?//1 Contractor's Initials



STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources

DPR - Parking Enforcement Management System - Contract 2017-053
EXHIBIT E-IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State bielieves that effective communication and reporting are esMntial to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in accordance
with the requirements and terms of this Contract.

a. Kickoff Meeting: Participants will include the State and the Contractor's Project Team and
major stakeholders. This meeting is to establish a sound foundation for a^vities tha.t will
follow.

b; Status Meetings: Participants will include, at the minimum, the Contractor's Project
Manager and the State Project Manager. These rneetings will be conducted at \ct^ bi-weekly
and address overall Project status and any additional topics needed to remain on ̂ edule and
within budget. A status and error report from the Contractor shall serve as the ba^s for
discussion. Ongoing operational meetings-regular meetings weekly, call monitoring meetings
every two weeks, and on-site year-end review meeting to be scheduled.

c. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi- •
weekly basis, in accordance with the Contract.

d. Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues.

e. Exit Meeting: Participants will include Project leaders from the Contractor and the State.
Discussion will focus on lessons learned from the Project and on follow up options that the
State may wish to consider.

The State expects the Contractor to prepare agend^ and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will alro be the Contractor's
responsibility.

The Contractor's Project Manager or the Contractor's Key Project Staff shall submit monthly status,
reports in accordance with the Schedule and terms of this Contract. All status reports shall be
prepared in formats approved by the State. The Contractor's Project Manager shall assist the State's
Project Mariager, or itself prpduce.reports related to. Project Management as reasonably requested by
the State, all at no additional cost to the State, the Contractor shall produce Project status reports,
which shall coiitain, at a minimum, the following:

a. h-oject status related to the Work Plan;
b. Deliverable status;
c. Accomplishments during weeks being reported;
d. Planned activities for the upcoming two (2) week period;
e. Future activities;

f. Issues and concerns requiring resolution and
g. Report ̂ d remedies in case of falling behind Schedule

Exhibit E - Implementation Services - Part 3 Page 17 of 68
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STATE OF NEW HAMPSHIRE

DepartincDt of Natural and Cultural Resources %
DPR - Parking Enforcement Management System • Contract 20I7-0S3

EXHIBIT E -IMPLEMENTATION SERVICES

As reasonably requested by the State, the Contractor shall provide the State with infonnation or
reports reg^ing the Project. The Contractor shall prepare special reports and presentations relating
to Project Management, and shall assist the State In preparing reports and presentations, as reasonably
requested by the State, all at no additional cost to the State.

2. IMPLEMENTATION strategy

2.1 Key Components

•  The Contractor shall employ an industry-standard Implementation strategy with a timeline
set forth in accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and
plan key strategies and communication initiatives.

•  the Contractor's team will provide training templates as defined in the Training Plan,
which will be customized to address the State's specific requirements. Decisions regarding
format, content, style, and plantation sh^l be made early on in the process, by the State,
providing sufficient time for development of material as functiondity is defined. ̂
configured. .

■> .
.. . . . _ , .

•  The Con^tor shall mah^e Project execution ̂  provide the tools needed to create and
manage the Project's Wo^ Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and report ̂ tus.

2.2 TlmeHue

The timeline is set forth in the Work PIsm. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the chwge management
plan, communication approaches. Project standards and procedures finalized, and team
training initiated. Timing will be structured to recognize interdependencies between
applications and structure a cost effective and timely execution. Processes will be documented,
training established, arid the application will be ready for Irnplementation in accordance with
the Work Plan.

23 Change MabagemeDt and TralDing
The Contractor's change management and training services shalf be focused on developing
change management and training strategies and plans. Itt approach relies on State rerources
for the execution of the change management aitd end user training:

Exhibit E - Implementation Services - Part 3 Page 18 of 68
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultnral R^urces
DPR - Parking Enforcement Management System - Contract 2017-C^

EXHIBIT F - TESTING SERVICES

1.6 Testing
The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout the
Project. The Contractor will also provide training as necessary to the State staff responsible for test activities.
The Contractor shall be responsible for all . aspects of testing contained in the Acceptance Test Plan including
support, a.t no additional cost, during User Acceptance Test conducted by the State and the t^ing of the
training materials. ,

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work Plan.
A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriemed testing) shall apply to testing the System
as a whole, (e.g., sofW^ modules or functions, and lmplementation($)). This shall include planning, test
scenario and script development, Data and System preparation for testing, and execution of Unit Tests, System
Integration Tests, Conversion Tests, Installation tests, Regression tests. Performance Tuning and Stress tests.
Security Review and tests, and support of the State during User Acceptance Test and Implementation. ;

The State will utilize the database created for the training for the duration of the training and; testing database
will be left operational following acceptance testing for future testing needs. The State will have access to
training documents provided during training as well as access to the help file and unlimited access to Support
Team by phone and email. Any bugs detected during acceptance testing will be reported to the trainer and
appropriate action will be taken based upon the details of that bug.

In addition, Contractor shall provide a mechanism for reciting actual test muhs vs. expected results and for
the resolution .and tracking of all errors and problems identified during test execution. Contractor shall also
correct Deficiencies and support required re>testing. This evaluation ensures compliance with industry
regulations and standards such as NIST and Sarbanes-Oxley.

1.1 User Acceptance T^ng (UAT)

UAT begins upon completion of the Softw^ configuration as. required and user tinning according to the
Woric Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The .User Acceptance Test (UAT) is a verification process performed in a copy of the prpduction
environment. The User Acceptance Test verifies System functionality a^inst predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may coyer any aspect of the new
System, including administrative procedures such as b^kup and recwery. The results of the UAT

.  provide evidence that the new System meets the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new features/enhancements meet the
User Acceptance criteria.

Upon successful conclusion of UAT and successful System deployment, the State will sigii off and the
respective Warranty Period shall commence.

Exhibit F - Testing Services - Part 3
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STATE OF NEW HAMPSHIRE

DqMrtment of Natoral aod Caltoral Resources
DPR - Parkiog Eoforcemeot Maoageoeut System - Cootract 2017-053

EXHIBIT F - TESTING SERVICES

1.2 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as identification,
authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State's hardware
and software and itis related Data assets. Tests shall focus on the technical, administrative and physical
SMurity controls that have been designed into the System archit^ure in order to provide the necessary
confidentiality, Integrity and availability. Tests shall, at a minimum, cover <^h of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Contractor's solution consists of two separate web solutions. TickeTrak 10 is the non-public facing
solution used by paricing staff for managing parking operations. Cardinal offers a separate public facing
web solution allowing parking customers to pay or appeal citations and regi^er for parking permits.
TickeTrak 10 will be configured and integrated with a number of single sign-on (SSO) standards for user
authentication. In addition, TickeTrak offers a robust user and group security system allowing the
application administrator to create security credentials on a modular basis.

U Peoetration Testing

Penetration

Testing
a.) Implement a methodology for penetration testing that includes the
following:

•  Is based on industry-accepted penetration testing approaches
(for example, NIST SPSOO-MS)

•  Includes coverage for the entire CDE perimeter and critical
systems

•  Includes teeing from both inside and outside the network

•  Includes testing to validate any segmentation and scope-
reduction controls

•  Define application-layer penetration tests to include, at a
minimum, the vulnerabilities listed in Requirement 6.5

^  .

•  Defines network-layer penetration tests to include components
that suptx>rt n^work functions as well as operating systems

•  Includes review and consideration of threats and vulnerabilities

experienced in the last 12 months

•  Specifies retention of penetration testing results and
remediation'activities results.

b.) Perform external penetration teeing at least annually and after any
significant infrastructure or application upgrade or modification (such
as an operating system upgrade, a sub-network added to the
environment, or a web server added to the environment).

Exhibit F - Testing Services - Part 3
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STATE OF NEW HAMPSHIRE

Department of Natural and Caltnral Resource
DPR - Parking Enforcement Management System - Contract 2017-0^

EXHIBIT F - TESTING SERVICES

c.) Perform internal penetration testing at least annually and after any
significant infrastructure or application upgrade or modification (such
as an operating system upgrade a sub-network added to the
environment, or a web server added to the environment).

d.) Exploitable vulnerabilities found during penietratjon testing are
corrected and testing is repeated to verify the corrections.

e.) If segmentation is used to isolate the CDE from other networks,
perform penetration tests at least annually and after ahy changes to
segmentation controls/methods to verify that the segmentation methods
are operational and effective, and isolate all out-of-scope systems from
in-scope systems.

Exhibit F - Testing Services - Part 3
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STATE OF NEW HAMPSHIRE

Departmcot of Nataral and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1 Contractor's Responsibility
The Contractor shdl maintain the System in accordance with the Contract.

1.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, genera!
maintenance releases, selected functionality releases, patches, and Documeritation that are
generally offered to its customers, at no additional cost

l.U Stwdard Agreement
The State will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general St^e information
technology practices.

2. SYSTEM SUPPORT

2.1 The Contractor will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions
contained herein.

IJl As part of the Software maintenance agreement, ongoing Software maintenance and support levels,
including all new Software releases, will be addressed Monday - Friday 9 am to 6pm EST accordirtg
to the following:

Class A Deficiencies • The Contractor shall have available to the State on-call telephone
assistance, with issue tracking available to the State, eight (8) hours per day and five (5) ̂ys a
week with an email / telephone respottse within two (2) hours of request; or the Veridor shall

■provide support on-site or with remote diagnostic Services, within four (4) business hours of a
request;

Class B & C Defldcncles -The Stale shall notify the Contractor of such Deficiencies during
re^lar business hours wd the Contractor shall respond back within four (4) hours of notification
of planned corrective action; The Contractor shall repair or replace Software, and provide
maintenance of the Software in accordance with the Specifications, Terms and Requirements of
the Contract; or as agreed between the parties

Exhibit G - Maintenance and Support Services - Part 3
Date: It Contractor's Initials Page22of68



STATE OF NEW HAMPSHIRE

Departmeot of Natonil and Cultoral Resources
DPR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

3. SUPPORT OBLIGATIONS AND TERM

3.1 Contractor shall repair or replace Hardware and Software, and provide maintenance of the
Hardware and Software in accordance with the Specifications and terms and requirements of the

^  Con^t;

3.2 Contractor shall maintain a record of the activities related to warranty!repair or maintenance
activities performed for the State and provide report to State at minimum monthly and weekly if
requested;

3.3 Contractor shall provide on-call telephone assistance with issue tracking available to the State
.  Monday-Friday, 9am to 6pm EST.

3.4 For all maintenance Service calls, the Contractor shall ensure the following information will be
collected and maintuned: nature of Deficiency; current status of the Deficiency; action plans,
dates arid times; expected and actual completicm time; Deficieiicy resolution information;

■ Resolved by; Identifying number i.e. work order number; and Issue identified by.

3.5 The Contr^or must work with the Dq>artinent to identify and troubleshoot potentially large
scale System failures or Deficiencies by collecting the following information: mean time between
reported Deficiencies with the Software; diagnosis of the root caiise of the problem; and
identification of repeat calls or repeat Software, problems.

.3.6 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall .have the
right, at its| option, to pursue the remedies in P-37 General Provisions and Exhibit B section 7,
Project Hold Back.

Exhibit 0 - Maintenance and Support Services - Part 3
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STATE OF NEW HAMPSHIRE

Dq»artinent of Natnral and Cultn^ Resources
DPR - Paridng Eaforoemeot Maoagement System • Contract 2017-053

EXHIBIT H - REQUIREMENTS

C-2 General Requirements Contra^r Response Checklist

nu-f

BUSINESS REQUIEMENTS

GcnrrnI Requirements

BLl The Solution must allow the creation of a profile for staff members.

Thb profile must spedficany detail the access rights (read-only

access to comply htsert/^tt/delete capability) artd security
privileges as defined by the Solution admmtstrator.

M YES STANDARD TIckeTrak allows the system administrator to

control user profiles and system access at an
Individual or group level Users/groups can
be given read, edit, delete or module
specific security ri^its.

B1.2 The Solution must be 'customer-centric" thus allowing multiple
vehicles, permits, citations, addressed etc to be linked to a single
distomer.

M YES STANDARD TIckeTrak allows multiple item entity

relationships for permits, vehicles, and
citations for customers/accounts.

B1.3 The Solution must provide the ability to modify citation information
(vehicle plates, owner information, payments, voids and appeals)
and provide audit trail by individual staff.

M YES STANDARD Citations may be modified only up to the
point of prirtting/issulng on the enforcement
handheld. Citations received into the

TIckeTrak database may be edited by
authortzed'personnel. Audit logs capturing
the date, time, user, orl^nal value and new
value are maintained

B1.4 The Solution must give the application administrator the ability to
log off staff who have logged off improperly.

M No FUTURE . TIckeTrak is based on concurrent licenses

and counts users connected to the TIckeTrak

database. When a user times out or

disconnects from the database, the user is
cleared from the database ̂ us freeing up
the user Dcense. There Is no user Interfax

function today for an administrator to force
a user out of the system. Thb b an

acceptable tohitton - DNCR • 8/17/17
B1.5 The Solution must give the application adntlnistrator the ability to

list all staff logged on to the Solution at any time.
M Ok STANDARD Authorized users can view aO users currently

logged into the TIckeTrak syttem

Exhibit
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STATE OF NEW HAMPSHIRE

Department of Natoral ud Cnltnral Resoorces
DPR - Pairldng Enforcement Management System - Contra^ 2017-053

EXHIBIT H - REQUIREMENTS

B1.6 The Solution must allow staff profiles to be doned by both the
application and database administered and applied to other staff.

M YES STANDARD Rather than cloning individual accounts,

TickeTrak allows the administrator to create

groups of comnvon privileges and assign
users to that group.

B1.7 The Solution must allow staff to dl^lay balance due with
conv^ient access to citation details such as owner information,
transactions, appeals, notes, etc

YES. STANDARD TickeTrak's Tree View provides the ability to

see the entire account at-a-glarice. When
searchirrg for an account using Global

Search, all dtations vehides, permits, and
associates are displayed. Financial data for

all entities may be viewed In a detail or
summary format.

B1.8 The Solution must identify poitential duplicate customer records

with option to merge the duplicate rwords irrto one.

M YES STANDARD TickeTrak provides a duplicate utility and

merge tool to manage and merge
duplicates.

B1.9 The Solution must have the ability to upload tickets, void tickets,
post payrhehts and make notations oh tickets an defined by

security groups within the system.

M YES STANDARD With TickeTrak you can rhanage the
complete llfecyde of a citation. From
issuance, upload, payment/void and notes -
aD are managed in the application

Bl.lO The Solution must have the ability to print a receipt for citations
paid within the application and web based payment portal..

M YES STANDARD TickeTrak supports receipt printing in our

POS module arrd emailed receipts (which the
customer rhay print) In our online portal.

Bl.ll The Solution must have the ability for the application administrator
to modify settings such as late fees, violation codes, plate types,
etc

. M YES STANDARD ^TickeTrak is designed to allow the dient to
create their own business rules. The

software is geared toward allowing the user
to configure the ̂ stem to meet dient
proMSses.

B1.12 The Solution must modular In n^re and include modules for
tracking the following: customers, citations hearings/appeals,'
permits and leased parking vehicle registrations, bootedAdwed
vehicles, payment processing and special events.

M NO FUTURE TickeTrak does not currently provide a
dedicated ̂ tAow module. Thbfe^reis
slated for a future release. Aspedalevent
is managed through a partnership with a 3rd
party provider. This b an acceptable
solution-DNCR • 8/17/17

B1.13 The Solution must maintain vehicle records including owner name
and address, license plate, make, model, style, color; and VIN
information.

M YES STANDARD All vehide data specified is currently
captured by TickeTrak

Exhibit H - Requiremrats - Part 3 _
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B1.14 The Sohftion must provide documentation for adjustments such as

voids with security authorization and audit trait.
M YES STANDARD AH financial changes to records are audited

and may be reviewed and reported by

authorized personnel.

B1.15 The Vendor may be required to supply ail required customized ■

ticket stock, envelopes, and other miscellaneous supplies that are
necessary for operation of the ticket writers with the Sohitioh.

Pricing for these items must be Included In the Vendors response.

0 YES STANDARD Cardirtal Tracking offers an in-house printing
and design service to insure the tictet stock

you use works with the hardware and

software.

61.16 The Solution must have the ability to assign special parting
privileges to insure that If a vehide is checked through the Solution
using the license piate number, the Solution will bring up a flag that •

.denotes that the vehicle has special privileges.

M YES STANDARD TickeTrak's scofflaw program allows for the
manual entry of plates and permit Info to
identify VIP or special case vehicles

B1.17 The Solution must be capable of processing multiple citation status

codes including at Irast but not limited to the following: Partial .
Payment RMeived; Paid In Full, Appeal Pending Administrative
Hold, NSF check Hold, DMV Hold Added to Registration for Non

payment, Transferrisd to Collections (separate export file) and Un
collectible.

■  M YES STANDARD . TickeTrak provides codes for industry
standard citation statuses. The client may
define an unlimited number of user^fined

status codes to meet the organization's
needs.

B1.18 The Solution must be capable of entering citations (via keyboard
entry and/or automatic upload via haridheld citation issuarKe
devices);'view cftatioins, and print out, by means of either an ad-hoc
query or batch basis, all Information rwrmally associated with a
specific citation such as: Ticket ff. License #/YryState (or ProviiKe),

Plate Type, Meter ff. Date Issued. Time Issued, Officer Code,
Location Code, Violation Code, and Vehicle ID Info. (Make, Model;
Color), V1N ff and miscellaneous officer or office rrotes. It must

handle any reconclDation issues to avoid duplicate citations.

. M YES STANDARD TickeTrak citations are entered through

mobile enforcement hardvrare of rrtanual

data entry in the desktop application.
Canned citation reports are provided as well
as our FlyWriter ad-hoc report writer which

allows the user to create dtatlon reports
with any data and In any format.

B1.19 The Solution must provide a drop down menu with optioru to
choose from. This will include but is r»bt limited to the following
categories: License Plate ff, Plate State, Plate type. License
Expiration Date; Location of the vehicle; Make, Model, Primary
color; Violation description; Multiple comment fields;

M YES STANDARD TickeTrak uses pre-defined data in drop

down arKl selection options to standardize

data entry. All pre-defined data may be
modified by authorized dient personnel.
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B1.20 The Solution must Include a search tool capable of quickly and
conveniently finding and accessing citations from anyvd^ere in the
Solution. The Search tool must find a citation with as little keywrord

information such as: the customer's name, customer account
number, customer ID#, a license plate, the issuance date of the

citation, the citation number, permit number, the date to add a
DMV hold, ticket status, customer group, or violation, etc.

M YES STANDARD TlckeTrak's Global search provides the ablltty

to search for any entity In the system by a
variety of data elements. Users may also
search within the spedfic module they are
working in.

B1.21 The Solution must offer real-time tracking of citations Issued and
their status.

. M YES STANDARD With Wi-Fi or cefhilar connectivity, TickeTrak

Mobile citations are serti to the back-end

debase upon issuance. Qtatioru rhay be
viewed, paid, etc by In office personnel
immediately

B1.22 The Solution must provide a separate,customlzed module to export
a file of NH vehicle registration Information of unpaid citations to
be process by NH OMV. (See APPENDIX I: NH DMV FILE EXPORT
STRUCTURE) for file layout.

M YES. STANDARD . TickeTrak offers New Hampshire DMV

interference.

B1.23 The Solution must offer the ability to retrieve DMV information for
out-of-state vehicle registration owner information.

M YES STANDARD TickeTrak's ORIS program provides out of

state DMV lookups with owner Information

directly Imported into TickeTrak and linked

to related data.

B1.24 The Solution must offer the ability to retrieve DMV information
from Can^lan Providences for registered vehicle owner.

0 NO FUTURE We don't cunerrtly have the ability to get

owner information from Canada but we're in

the process of searching for a vendor to
supfwrt this feature. This b an acceptable
sohition - DNCR - 8/17/17

B1.25 The Solution must have a Scofflaw module that includes a screen

with vehicle information and description of violation. This module
should have the ability to clear the ̂ ide or continue with ho
action. Scofflaw should have the ability to flag WARNING tickets.

M YES STANDARD Upon data entry, the TickeTrak Mobile
application checks for scofflaws based on
plate/permit information erttered. If a hit

occurs, the officer Is presented with the
scofflaw Information and may dedde to

issue or not issue a dtation.

B1.26 The Solution d)ould support new ele^ronic cash drawer

workstations including any parking management software related
peripherals, cash drawer hardware and reralpt printers which are
to be fully Integrated with the PC based parking management
software system.

0 YES STANDARD TickeTrak currently support
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bl27 Vendor must conveit/deansed ad citation Informatton from current
system to Vendor's sohftion. •

M YES STANDARD No data conversion required.

Pfirni'i Disiiibutiun

B2.1 The SohiOon must provide distribution of multiple types of permits
in coordination with our parking lease program and special events

M YES STANDARD TkkeTrak allows authorized users to create

unlimited permit types with different

attributes .

B2.2 The Solution must allow for the issuance of new permits, the
exchange of old permits, refunds, permit transfer from vehicle to
vehide and the ability to extend the expiration date with an
additional cost to the responsible party.- -

M YES STANDARD TkkeTrak supports issuance and expiration

(exchange), refunds, vehicle changes
(trartsfer) and changes to permit expiration.

B2.3 The Solution must allow for the restriction of the number of

permits associated to a vehide, to a property, and lo a customer.
M NO FUTURE TkkeTrak currently allows you to limit the

number of permits issued to a lot as part of
the lot d^nitlon. Setting limits on permits
asodated with a person or property is
planrted for a future release. Thb Is an .
acceptable solution - DttCR - 8/17/17

Rcporiinn

B3.1 The Solution must provide robust repoiting capability irtducflng

the ability to produce a vdde arr^ of pre-d^ned reports iniduding;
Qtation activity, permit sales activity artd parking citation appeab -
activity vdth a variety of sorting options such as: Date ̂ nge<s):
Automated Notice and Letter Generation; Tkket U Rartge{s); .
OutstarKlIng Tickets; tickets Issued by Officer ID; Tickets Issued by
Location; Tlckiets Issued by Vlolatl6n; Tickets Issued by Time • "

Periods. Accounts receivable and write-off reports that Indicate, by
user-defined receivable type, the following: total dollars collected,
total citations outstanding (unpaid or partially paid), and total
citations disposed by disposition type over a customer-defined
period (eg. monthly, annually, etc:).

M YES STANDARD TkkeTrak provides a variety of startdard

reports for functions and entities within the
application. Upon award. Cardinal will

review reporting requirernents with the
dient and assist as necessary with

develophtg any additkmat report using our
Fly Writer tool. Complex reports unique to a

spedfk customer's operation may be
developed as custom at a rate of $250 per
hour.
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B3.2 The Solution must allow notices and letters to be printed (MS Word
or PDF) and/or erriailed based on customer^defined criteria such as
"days past dtation issuance* or 'number of unpaid citations' for a
given ID or license number. Notices and letters to have the
capability of being generated for either a single dtation or
individual or In batch mode for multiple Individuials/cKations, each
time any letter is generated, a record is to be automatically added
to the hi^ory of the citation file.

M YES STANDARD TickeTrak supports both batch mode
statement/notice printing based on user
driterla as well as "print one" functions for a
spedfic account.

B3.3 The Solution must have a user*fr1endly ad-hoc report writer artd
query tool. Allow reports to be created and run by any authorized
user of the Solution. The query tool Is to allow data to be sent to a
printer, file, or screen. Allow posting options such that citation fees,
status changes, and account adjustments may be made in bulk as
data is exported out of the Solution.

M NO NOT

AVAILABLE

Cardinal's Flywriter Ad-Hoc report writer is a
query tool only. No updates to the data are
performed. To update and flag as exported,
the client must purchase/use TIckeTrak's

Export module. This is an aKeptable
solution - DNOt - 8/17/17

B3.4 The Solution should allow collection letters to be printed 1^
automated batch at the same predetermirred time daily.

0 YES STANDARD Cardlrral offers a scheduler program for a
variety of functions within TickeTrak
Including letters.

B3.5 The Solution must provide printed reports that indude the report
title, colurhh headings, date, and time report was generated. This
Information should be on all pages of the report.

M YES STANDARD An standard reports with TickeTrak meet

this criteria.

B3.6 The Solution must allow the user to define parking lots as well as
schedule and track any type of tot maintenance.

M NO FirruRE Parking lots may be defined in TickeTrak.
TickeTrak does not currently have a

maintenance reporting module but it Is on
our list of future developn^ent items. This Is

an acceptable solution - DNCR - 8/17/17

B3.7 The Solution must allow for the tracking of scheduled events that
have ah impact on parking requirements for spedfic parking
fadlities.

M YES STANDARD Spedal events are managed through
integr^iorrs with our Special Events
software/service partners.

B3.8 The Solution must allow customer activity to be tracked with a •
unique account number associated with a customer.

M YES STANDARD Reports on Account history/status are
available.

B3.9 The Solution must allow the ability to run reports for a user-

spedfied date range.

M YES STANDARD Where applicable, date range criteria is
supported in standard and ad-hoc reports

B3.10 The Solution must allow the ability for all reports to be run for a
spedfic lot location or range of locations.

M YES STANDARD Where applicable, lot location criteria is
supported in standard and ad-hoc reports

Exhibit H - Requirements - Part 3
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B3.11 The Solution must allow the abiltty for all reports to be run for

single or mutttple states at one time and the results must be
provided by state for comparison purposes.

M YES STANDARD Where applicable, state criteria b supported
in standard and ad-hoc reports

B3.12 The Solution must allow the ability to export reports Into Microsoft
Excel, PDF or RTF.

M YES STANDARD TIckeTrak standard reports may be printed
to screen, PDF or printer. Ad-Hoc reports

may additionally be exported to Excel

B3.13 The Sohftion must provide a report that lists all revenue. This report

can be run by lot by officer, by date ran^. Thb report can be
sorted to show either ah transactions, cash/^ecfc transactions, or
credit card by type transactions.

M YES STANDARD Standard reports In TIckeTrak Include ofRcer
productivity, citation is^nce by rar^, lot,
and other criteria. Reports can be sorted by
a variety of criteria. Flnartce reports may be

sorted by payment method.

Appeals

B4.1 The Solution must provide the ability to track and manage the
citation appeal and hearing process.

M YES STANDARD The TIckeTrak Appeals module allows appeal
tracking and hearing/officer scheduling.

B4.2 The Solution must allow staff to attach digital pictures or

documents to the electronic citation record.

M YES STANDARD TIckeTrak Media Attachment function allows

multiple document/image types to be
attached and associated

B4.3 The Solution must allow for comments to be written about the

appeal dedsion.

M YES STANDARD Dedicated appeal notes may be added.

B4.4 The Solution must allow for a review of appeals history based on
license plate or customer ID.

M YES STANDARD The TIckeTrak Appeals module allows for
hbtoricai appeab review by a variety of
criteria including license plate or account ID

B4.5 The Solution must display a message If a record has already been
appealed.

M YES STANDARD TIckeTrak supports multiple user-defined
appeal leveb. Based on system settings, a
user would be alerted if the ticket had

already been appealed at that level.

B4.6 The Solution must allow the authorized staff to put citations on
hold while an appeal b in process, and to select whether the
accumulation of late foes will continue or not

M YES ^ANDARD Options with TIckeTrak allow a citation to be
suspended from normal processes while
under appeal.

B4.7 The Solution must allow for adjustment of the dtaten's final
amount due and due date by an au^orbed person and track
adjustments to the record.

M

1

YES STANDARD Finance amounts can be monetarily or horv*
monetarily adjusted with a full audit trail.

B4.8 The Solution must contain an appeal note code that allows the sfoff
to read why an appeal was upheld or denied as well as print thb
Ihformatioh on form letters contained within the software.

M YES STANDARD User-defined appeal accept or denial codes

may be deRr>ed to track reasons.
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B4.9 The Solution must be capable of generating: printing and/or .
emailing appeal decision letters on di^and for a sin^e heating it
must aUow the authorized staff to call up one of sevieral standatd
customer-defined appeal response letter templates In the database
file and have information about the citatlori and customer or
vehide owner rtame and address automatically entered on the
stat>d^ letter.

M YES STANDARD TidceTrak's Template system allows for user-
defined forms to be designed and selected

for Individual appeal letter printing

Pilling and rinnncial

B5.1 The Solution must allow for multiple payment types such as cash,
check and credit card. In addition payment types must be allbwable-
such as third party Invbldng arwS no charge payment types..

M YES STANDARD TldceTrak's Finance module supports
multiple paymetn types. payroll deduction,

student account, and mot>etary/non-
monetary payment types

BS.2 The Solution must meet PQ compliance certification, and/or PA
DSS application certification and must rfot store customer credit
card nurrdsers in the harxlhelds or Solution server.

M NO NOT

AVAILABLE

TldceTrak does not capture or store credit

card data and relies on PO compliant third.
party ecommerce providers for credit card
transactions. This b an acceptable solution -
DNCII-V17/17

B53 The Solution rmist accept and post both ̂  aixl partial paynierits
and apply credits.

M YES STANDARD TickeTrak's'FinatKe module supports full
and partiai payments/payment pianv

B5.4 The Solution must Include complete drawer doseout process
det^ied cashier report .Including but not limited to a surtimary .
report of all transactions for all cashiers over a customerrdefln^
time period, a writeoff report and ah item report.

M YES STANDARD TIckeTrak's sfondard FInatKe reports Indude
a comprehensive End-of-Day report.

r  '. ** ^

BS.S ^ The Solution must allow staff-defined staten>ents In a variety of :•

formats to Inform customers of all outstanding invoices oh account

M YK STANDARD
5,

TIckeTrak's Template tool allows the uscf to
create unDmlted user-defined forms and

letters

BS.6 The Solution must allow a summary view with direct access to all
Invoices associated with a customer oh one screen (eg. citations,
permits, vehicles, appeals, bootApw records, properties, payments.
etc.).

M YES STANDARD TIckeTrak's treevlew shovrs ail primary data
related to an account The user ntay view

surhmary information or expand Wi section

of the tree to review more detail.

B5.7 The Solution must offer the ablDty to eriter payments before
dtadon Information has been imported frorn handheld ticket

writers and have the information automaticatly updated when the
dtation b later uploaded from the handheld ticket writer.

M YES STANDARD TIckeTrak's Skeletal Ticket function allows

the user to accept a payment for dtation not
yet entered.
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B5.8 The Solution must allow printing of receipts and reprint of receipts. M YES STANDARD TkkeTrak Finance module allows for printing
and reprint of receipts

Hondiu'ld Device rtinction\

B6.1 The handheld Device must seamlessty integrate with host Solution. M YES STANDARD Citations issued by TlckeTrak Mobile are
automatically transferred Into the back end-
database • either in a batch mode or real

time as they are written, dtation

configuration data is also transferred to the
handheld for enforcement.

B6.2 The displav screen on the handheld Device must be easy to read,
baddit, ̂ock-resistant and visible in extreme sunHght as well as in '
darlcness.

M YES STANDARD The proposed NS handheld meets or
exceeds these requirements

B6.3 The Solution must Include handheld devices or smart phone use
for in-the-field dtation issuiance by Park Patrol Officers.

M YES STANDARD The proposed NS handheld Is a rugged
enforcement solution. Android smart

phones may be used with prior application
certification from Cardinal at a dtstom cost

of $250 per hour

B6.4 The handheld Device should Indude the capability of WI-FI and/or
cellular connectivity and be able to connect live to the software
Solution for real-time updates. >

M YES STANDARD The proposed NS handheld and TlckeTrak

MrMle softvrare n>eet these requirentehts

B6.5 The Solution must indude charging cradles for the handheld
devices.

M YES STANDARD Single and multi-slot cradles are available for
theNS

B6.6 The Solution must indude cradles for upload capability. M YES STANDARD Both single and multi-slot cradles support
communication functions

B6.7 The Sohition must support the entry of at least five violations per
dtation..

M YES STANDARD TlckeTrak desktop supports unlimlt^
violations added to a citation. TlckeTrak

Mobile enforcement limits violations to 4

violations per citations to minimize ticket
print size.

B6.8 All transactions must be time stamped and may not be modified in
thefield;

M YES STANDARD TkkeTrak Mobile time and date stamps each
citation. This data cannot be edited by the
user

B&.9 The handheld Device must allow operator to type spedal notes for
an account and other operators must be able to view those notes.

M YES STANDARD TkkeTrak Mobile supports pre-defined and
freeform notes attached to the citation
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B6.10 The handheld Device must be lightweight and include rechargeable
batteries wHh enough power to operate for at least ten to twelve
hours of use.

M YES STANDARD The proposed NS handheld meets these

requirements

BS.ll
)

The handheld Device must include Integrated field printers or
detachable portable laser-qualitv printers.

M YES STANDARD The proposed N5 handheld incorporates a
3" printer.

B6.12 The handheld Device should itKlude a barcode scanner and pre-
pbpulate ncertse plate for operator.

0 YES STANDARD The proposed N5 handheld includes a
barcode scanner. If the vehicle has a

re^^ed permit, TickeTrak Mobile can look
up the permit number and automatically
enter vehicle Information Including license
plate into the citation

B6.13 The handheld Device should perform license plate recognition. 0 NO NOT

AVAILABLE

The handheld does not support native LPR
recognition but integrates with LPR vendors
for enforcement. Thte is an acceptable
sohitlon • DNCR - 8/17/17

B6.14 The handheld Device must Include a camera feature. M YES STANDARD The proposed NS camera supports front and
year feting cameras

B6.15 The handheld Device must have a preview page for officer
verification.

M YES STANDARD TickeTrak Mobile provides a

confirmation/preview screen prior to
printing/issuance.

B6.16 The handheld Device must have the ability to print duplicate
tickets.

M YES STANDARD TickeTrak Mobile supports the ability to
print dupncate copies of a ticket

B6.17 The handheld Device must have the ability to go back and review

and update written tickets. This includes the ability to void the
citations If needed.

I

M YES STANDARD TickeTrak mobile allows for data review arKl

edit prior to citation Issuance. Once issued,
the citation may not be edited on the

handheld. A future version of the software

will allow the citation to be voided on the

handheld.

B6.18 Handheld Devices must auto-populate the following applicable
fields displayed on the mobile device (Including but not limited to):
Ticket Number, Issue Date, Issue Time, violation amount, late fee
schedule.

M YES STANDARD TickeTrak Mobile supports auto population
of ticket number, Issue dateAlme, violation
amount (based on violation selected). Late
fee/escalation scheduled can be stored in
the violation description if violation specific
or printed as fixed verbiage on each citation
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B6.19 Handheld must have ability to manually enter additional data,
tndudtng but not limited to:
Violation type. Violation Code, Vehicle Make, Model, and color.
Location of vehicle. Additional Comments; VIn#, Plate number,

plate expiration date, Plate type.

M YES STANDARD TlckeTrak Mobile supports the data fields

requested.

B6.20 Provide accessories for the Handheld Units to Indude but not

limited to: spare battetin, heavy-duty extended-life batteries,
protective outer cases, carrying cases, harnesses, or other
replacement parts.

M YES STANDARD The proposed N5 handheld supports extra
batteries, cases, harnesses, and replacement
parts (serviced by NS).

Paymenl ami Appeal Poitol

B7.1 The Solution must proidde a simple web based citation portal for
appeals and credit card payments.

M YES STANDARD Ordinal offers customer fadng portals for
citation payments and appeals and permit
registration

B7.2 The web based citation portal must Indude Images assodated with

dtatibns being appealed.
M NO FUTURE Adding appeal image upload is oh our list of

future enhancements to be Included with

TickeTrak. Thb Is an acceptable sohftton •
DNCR-8/17/17

B7.3 . Vendor must implement processes to ensure that data and photos

for aD violations Issued are transrhltted to the server and that no

violation d^a or pictures are lost due to i»ues with transition to
server; system fallure.'deletioh from the hardware device, tec .
Vendor must ensure data recovery processes are in place |h the
event of lost data..

M YES STANDARD For Cardinal hosting solutions, all network

inteplty, backup and recovery is the
responsibility of Cardinal Tracking. For on '

premise solutions, these are the client's
responsibility.
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APPLICATION REQUIRMENTS

mmm
hr-

an*

p:-

CENFRAl 5PfC/f/C.U/O.VS

Al.l Abinty to access data using open standards access protocol (please
spedfy supported versions in the comments field).

M YES STANDARD TkkeTrak uses a standard Microsoft SQL

Senrer (2008 R2 or greater) for data storage.

Industry standard SQL tools may be used to
directly access data.

A1.2 Data is available in commonly used format over which no entity has
exclusive corrtroi. with the exception of National or International
standards. Data b hot subject to any copyright patertt trademaA
or other trade secret regulation.

M YES STANDARD TldceTrak SQL data b owrted by the client

and b not subject to copyright patent
tradenriark. or trade seaet regulations.

AIJ Web-based conipatible and in conformance with tfie following W3C

standards: HTML5, CSS 2.1. XML 1.1.

0 YES STANDARD Our architecture b SOA. RESTful Service,

Asp.net MVC Qlent and EF6 for the DAL
Our web dient Is developed using
frameworks (MVCS, Kendo, Bootstrap)
which are components of W3C standards.

A1.4 Application must be compliant and the PA-OSS (at least version 3.x

at the time of the avrarded contract) and SASE16 (audited
statement of controb over the developmertt and nrtaintenance

process of software) documents must be submitted on an annual
basis.

^ M NO NOT

AVAILABLE

Not applicable. TickeTrak does not capture
or store credit card data. All PA-DSS, SASE

16 and pa compliance Is maintained by

third party ecommerce vendors. Thbban
acceptable solution • DNCR • 8/17/17 as
credit card payments win be processed

through First Data.

A1.5 Must be compatible with Google Oirome, FIrefox. Saforl, and IE 10
and above.

M YES STANDARD TickeTrak supports these browsers.

A1.6 Solution must provide an easy Import/export registration module
to Interfoce with New Hampshire Departmerit of Safety.

M YES STANDARD Cardinal currently offers a New Hampshire

DMVInterfoce.

A1.7 Importing and exporting of data to NH DMV must adhere to their
file structure. (See Appendix l -WHOAfVFne Export Structure.)

M YES STANDARD Cardinal currently offers a New Hampshire
DMV interfoce.

Al^ , Assign dtation numbers to violations in sequential order a from
predetermined set of assignedhumbers without duplication.
Including both valid vkilatlon tickets and/or voided tickets.

M YES STANDARD AH enforcement harxfhelds are configured
with a unique citation start number such

that an overlap does not occur. Citations
are Issued sequentially from that starting
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:  . . .. .
number.

A1.9 Proved State specified mandatory data fields, such that if any of the
mandatory fields are not populated, the'n^obiie'device wtll provide
and "errof* message to alert the user as to which field(s) is(are)
missing, and prohibit the completion of the citation entry until all
such required data is entered.

M YES STANDARD TkkeTrak Mobile may be customized t>y the
dient to require data entry of certain fields

as mandatory.

Al.lO The software must be highly configurable and allow for easy
updates of violation types, fine amounts, etc. The software must
assign unique violation numbers from a pool of numbers ̂ gned
by the DPR. The violation numbers are assigned sequentially and
can never be assigned rrrore than once.

M YES STANDARD TicfceTrak Mobile offers a robust

customization system of viptation codes,
makes, models, body styles, colors, etc All

enforcement handhelds are configured with
a unique citation start numb^ such that an
overlap does not occur. Citations are issued
sequentially from that starting number.

A1.11 Software must facdftate the capturing of pictures to support a
>dolati6n. Multipie pictures are required to be associated with a

violation.

M YES STANDARD TickeTrak Mobile uses the handheld camera

to capture an unlimited humb^. of pictum
and associates them with the dtation.

Handlii^Ui Softivoic

A2.1 Hand held software must prtwide a user-friendly interfece for ease
of use and durability.'

M YES . STANDARD Cardinal Tracking uses its 30 years of parking

enfoicerhent experierKe combined with '
user feedback to design robust and user
frtendty interfaces to our software.

A2;2 The handheld software must be oimpletely configurable so that
the department may select data entry fields arrd make them a

required entry, an optional entry, or an unused fi^.

M . YES STANDARD TidcetTrak Mobile allows the dient to

specify fields as mandatory or invisible.

A2.3 The softvrara must require a password/security sign on. M YES STANDARD Authorized administrators create unique

officer logins and password credentials

A2.4 The system must support entry of information such as vehicle
make, model, coior, 'style. plate type, viblatton, void, and standard
codes. The citation entry screen must be a selectable format such

as drop dovm menus.

M YES STANDARD TkkeTrak Mobile captures all Information
request^ using drop dovim or predefined
lists from users defined list data..

Exhibit H - Requnements-Part 3
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A2.5 The system must easily allow the user to display all citation data
entered to that point and to edit or modify any fieid without
disruption of the citation entry process.

M YES STANDARD At any time during the citation Issuance
process, the officer may select the review
function and view/edit data entered.'
Changes may be made prior to citation
Issuance.

A2.6 The system nnist allow the user to view and void any citation
written by t6e user since the last upload of datt to the host. A valid
void code rnust be entered for the voiding of any completed
citation and the officer ID must be noted on exception report at the

host level. The system must support reprinting of an issued dtation,
this reprinted dtatton must contain the same time as the original
citation rtot simply the time it was re^rint^;

M YES STANDARD Citations may be voided with a full audit trail
of person authorizing and reason for void.
Reprinted citations contain the original
issuance date/time.

A2.7 When the license plate is entered during a ̂ tion entry, the
system must automatically search the customer, vehicle, scofflaw,
and tow request file for a match. If a match is found in the scofflaw
or tow request file, the system autorhaticaHy displays the niched
intormatlon to the officer for further evaluation.

M YES STANDARD TTckeTrak M^le automatically.searches the
scofflaw and permit file In the background

as citation issuance data is entered. If a

hit/match occurs, the officer is presented
with the information.

A2.8 The system rhust support monitoring of vehicles in a fixed time

zone. The system must mialntaln a file of license plate rtumbm in
fixed time zone and display the elapsed time and previous locatiw
of the vehicle. T^ software must allow the user to errter the

citation entry module directly from the chalking module with one
keystroke.

M YES STANDARD TIckeTrak Mobile offers a timecMot function

that meets this criteria.

A2.9 All transactions nmst be time stuped by the systems internal *

dock.

M YES .  STANDARD TIckeTrak Mobile time and date stamps all
citations. .

Appt iCA rio.\' sccuRi r y

A3.1

applications before allowing use of the system to prevent access to
in^roprtate or confidential data or services.

M YES STANDARD AO dient applications/APIs require
authentication;

A3.2 Verify the Identity and authenticate all of the system's human

users before allovdng them to use its dipabilities to preverrt access
to inappropriate or confidential data or services.

M YES STANDARD In addition to start user/password security, -

TIckeTrak supports a variety of sin^e sign on
autherttication methods for user

verifications. . . .

A33 Enforce unique user names. Generic artd/or shared accounts are

not permitted.
M • YES STANDARD Unique user rtames are required and each

user rmtst have his/her own account

Exhfl>tt H - Requiremmts - Part 3
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A3.4 Enforce the use of complex passwords for general users using
capital letters, numbers and special characters in accordance with
DolTs statewide User Account and Password PoUcy. -

M YES STANDARD TkkeTrak complied with GIS standards for

complex passwords.

A3.5 Encrypt passwords In transmission and at rest within the database. M YES STANDARD Password data is encrypted in transmission

and at rest

A3.6 Establish ability to dpire passwords after a definite period of time.
The expiration timeline'must be variable that can be set by an
administrator.

M YES STANDARD TIcfceTrak complies with GIS standards and

requirin that all user passwords'must be
complex, unique, and changed minimally
every 90 days.

A3.7 Provide the abllrty to limit the number of people that can grant or
change authorizations.

M YES STANDARD Administrator accounts are controlled by
thedient

A3.8 Establish ability to enforce session timeouts during periods of
Inactivity. The tirneout period mi^ be a variable thM can Im set by
an admiriistrator.

M YES STANDARD - This is a system that may be configured by
theUckeTrak administrator

A3.9 The application shall not store authentication credentials or

sensitive data In Its code.

M YES STANDARD No authentication credentials are stored in

code.

A3.10 Log all attempted accesses that fail identification, authentication

and audtorlzation requirements artd retain the logs for a minimum
of three months.

M YES STANDARD All foiled login attempts are tracked as part

of TickeTrak's audit function.

A3.11 The application must allow a human user to explicitly terminate a'
session. No remnants of the prior session should then remain.

NO FUTURE TickeTrak is based on rancurrent licenses

and counts users connected to the TickeTrak

database. When a user tln>es out or

disconnects from the database, the user is

cinred from the database thus frying up
the user license. There is no u^r interface

function today for an administrator to force
a user out of the system. This b ah
acceptable solution - PNCR - 8/17/17

A3.12 Do not use Software arid System Services for anything other than
they are designed for.

M YES STANDARD Cardinal's development best practices
enforce service use for designed purposes
only

A3.U Subsequent application enhancements or upgrades shall not
remove or degrade security requirement.

M YES STANDARD Updates involving changes to security or
user functions are reviewed with the dient

prior to deployment

A3.14 The vendor shall utilize change management documentation and
procedures.

M YES STANDARD All releases of TickeTrak are tracked and

.release notes published to dients. .

Exhibit H - Requiiements - Part 3 .
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A3.15 Must work with at a minimum Wiruiows 10, Server 2008, SQL ZOOS. M YES STANDARD TIckeTrak supports these requirements.

A3.16 Wireless data ar>d photo transfer between mobile device and
hosted system shall utilize a secure, encrypted process, (please
sp^fy proposed methodology in the comments field.

0 YES STANDARD TickeTraks TTScan data transfer tool uses

AES 256 bit encryption for data transfers
to/from the handheld enforcement device.

Exhibit H - Requirements - Part 3
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TESTING

AI'PIICA TIO\' SFCURIJY TESJhVC

TLl , The vendor must maintain a test or development environment for
testing. Including user acceptance testing, of all changes, upgrades,
updates to the dtation issuance sofhrare sepai^e from the
production environment

M Yes Startdard Cardinal maintains test environments of our

applications for our internal testing and the
agency may choose to maintain a test
environment for their use at their desire.

n.2 All components of the Software must be reviewed and tested to
enure they protect the State's Data assets.

M Yes Standard

' T1.3 The Vendor must be responsible for providing documentation of.
security testing performed to meet these requirements, as

apprt^nlate. Tests must focus on the techrrical, administrative and
physical security controls that have been designed Into the System
architecture In order to provide the necessary confidentianty.
Integrity and availabiDty.

M Y« - Standard

T1.4 Provide evIdefKe that supports the foct that Identification and

Authentication testing has been recmtty accomplished: sup{>orte
obtaining information about those partis attempting to log onto a
systerh or appllc^lon for security purposes and the validatlpn erf
users.

M Yes Starrdard

T1.5 Test for Access Corttrol; supports the nnanagement of permissions

for logging onto a computer or rietworlL
M Yes Standard

n.6 Test for encryption; supports the encoding of data for security

purposes, and for the ability to access the data in a decrypted
format from requlr^ tools.

M Yes Startdard Through testing of the application is doiw
with each major release. This tedr>g

includes basic functionality and u»Mity as
welt as performance, secui^ty, and load
testing. .

T1.7 Test the Intrusion Detection; supports the detection of inegal
entratm'into a corhputer system. -

M Yes Standard Servers hosted by Cardinal deploy software
fo detect server issues which include

lir^esirable connection attempts and alerts
Cardir»l personnel of these issues as soon as
they're detected.

Exhibit H-Requirements-Part 3 .
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T1.8 Test the Verification feature; supports the confirmation of.
authority to enter a computer system, application or networli.

M Yes Standard

T1.9 Test the User Management feature; supports the administration of
computer, appfication and network accounts within an
organization.

M Yes Standard

.

T1.10 Test Role/Priviiege Management; supports the granting of abilities
to users or groups of users of a computer, application or network.

M Yes Standard

T.Lll Test Audit Trail Capture and Analysis; supports the identification
and monitoring of activities within an application or system:

M Yes Standard

T1.12 Test Input Validation; ensures the appllcatkm Is protected from
buffer overfiow, cross-site scrifrting, SQL Injection, and ■

unauthorized access of files and/or directories on the server.

M Yes Standard

Tl.U For web applications, ensure the appOcation has been tested arrd
hardened to prevent critical application security flaws. {At a
minimum, the a^tication shall be tested ajgainst all flaws outlined
In the Open Web Application Security Project (OWASP) Top Ten
(http:/A'n*'W^owasp.org/lndex.php/OWASP_Top_Ten_Project)).

M Yes Standard Throu^ testing of the application Is done
with each major release. This testing
irKtudes basic functionality and usability as
well as performance, security, and load
testing.

T1.14 Provide the State with validation of 3rd party security reviews

performed on tte application and system'environment. The
review may Indude a combination of vuinerabillty scanning,
penetration testing, static analysis of the source code artd expert
code review (please specify proposed meti>odology in the

comments field).

M Yes Standard Per dient request and with prior notice.

Cardinal hosted applications may be.
subjected to 3rd party security reviews and
vulnerability testing.

T.1.15 Prior to the System being moved Into production, the Vendor shall
provide results of all security testing to the Departmertt of
Information Technology for review and acceptance.

M Yes Standard

T1.16 Vendor must provide documented procedure for migrating
application nrK>diflcatlons from the User Acceptance Test-
Environment to the Production Environment.

M Yes Standard

;>JA,\'[JAHl) JLSII'VC

T2.1 The Vendor must test the software and the system using an |
industry standard and State approved testing nwthodok^ as more
fully described in Section G-2.

M  j Yes ■ j Standard The application is tested for load stress
testir^ using applications such as
load1mpact.com. This testing is done with
each major release and not as part of a

single deploynient.

Exhibit H - Requirement - Part 3
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72.2 The Vendor must perform application stress testing and tuning as
more fully described In Section G-2. ;

M Yes Standard The application is tested for load stress
testing usirig applications such as
I6adimpact.com. This testing is done with
each major release and not as part of a

single deployment.

T2.3 The Vendor must provide documented procedure for how to sync
Production with a specific testing environment.

M Yes .  Standard . Cardinal will provide instructions as well as

be available to perform the task of
transltioning from a test database to the
production database.

T2.4 The vendor must define and test disaster recovery procedures; M Yes Standard Disaster recovery docunr»entation provided
as part of this response.

T2.5 Vendor rhust test handheMs software synchronization with the

database and ensure data is uploaded with no issues.

M . Yes Standard

Exhibit H - Requirements - Pail 3
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HOSTING-CLOUD REQUIREMENTS

Hl.l Vendor, must malntafn a secure hosting environment providing all
necessary hardware, software, and Internet bandwidth to manage
the application arKi support users with' permission based logins. '

.  M YES STANDARD Cardinal hosted solutions meet these

requlrements._Eor dIent hosted solutions. It
is the responsibility of the dient to maintain
and meet these requirements -

H1.2 Stato access win be via internet browser . M. .  YES STANDARD TkkeTrak may be access by a web browser.'

H1.3 At the State's option, authorized third parties rhay be given limited
access by the Vendor to certain levels of the System.

M NO NOT

AVAILABLE

Cardinal's License agreement b directly with
the dIent.' Third party access must be

. expDdtly requested In writing to Cardinal.
DNCR b In agreement wfth response.
^17/17

H1.4 At a minimum, the System should support this dient configuration;
13 4GB RAM. Whdows 10. iE9 but capable of running lEll and Edge
artd Minimum of MS 2010 if there is any office integration.

M YES STANDARD Cardinal hosted solutions meet these

requirements in our Hyper V VM

configuration: For cflerft hosted solutions. It
b the retoonslbiilty of the dient to maintain
and meet these requirements

H1.5 Verxtor must provide a secure Tier 3 or greater Data Center

provldlhg equipment (including dedicated servers), an on-slte 24/7
system operator, managed firewall Krvices, and managed backup
Services.-

M YES STANDARD Cardinal's Hosting partner, Radcspace,
meets these requirements. For dient '
hosted solutions. It b the responsibility of
the dient to maintain and meet th^

- requirements '

H1.6 The Data Center must be physkaDy secured - restricted access to

the site to personnel with controls such as biomet^ badge, and
others security solutions. Popdn for granting access must be in
place and foliowed. Access shall only be ̂ ntod to those with a
need to perform tasks in the Data Center.

M YES STANDARD Cardinafs Hosting partner. Radcspace.
meets these requirements. For dient hosted

soiutlorts, it b the responslblDty ̂  the dient
to maintain and meet these requirements

H1.7 Vertdor must monitor the application and all servers. M YES STANDARD Cardinal iT staff provide 24/7 network and
hardware monitoring for Cardinal hosted

solutions. For dient hosted solutions, it b

the responsibility of the dient to maintain
and meet these requirements
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H1.8 Vendor must manage the databases and services on all servers
located at the Vendor's fedllty.

M YES STANDARD prdinal IT staff provides database/software
monitoring and support Sam to 5pm CST.

For dient hosted solutions, it is the

responsibility of the dlent to maintain and

meet these requirements

H1.9 The monthly patching Is the minimum artd patching for high
vulnerabilities must be done immediately after release.

M YES STANDARD For Cardinal ho^ed solutions, patiches
requiring a server reboot or outage are.
coordinated with the dieht to minimize or

elimir>ate down time during diertt's normal
hours of operations. For dlertt hosted
solutions, It Is the responsibility of the client
to mairrtain and meet these requirements

Hl.lO Vendor must monitor System, security, and application logs. M YES. STANDARD For Cardinal hosted solutions. Cardinal IT

monitors these items. For client hosted

sohitlohs, it b the responsibility of the dient
to maintain and meet these requirements.

Hl.ll Vendor must manage the sharing of data resources. M YES STANDARD For Cardinal hosted solutions. Cardinal

maintains and monitors the system
database. Please darlfy sharing of data
resources. For client hosted solutions, it b

the responsibility of the client to maintain
arvd me^ th^e requirements

Hl.U Vendor must manage daily backups, off-stte data storage, and
restore o^rations.

M YES STANDARD For Cardinal hosted solutions. Cardinal

provides backups and redundant/high
accessibility mirror servers. For client

hosted solutions, it Is the responsibility of
the dient to maintain and meet the^

riequirements

H1.13 ■The Vertdor must monitor physicai hardware. M YES STANDARD For Cardinal hosted solutions. Cardinal
monitors physical hardware In cooperation
with our hosting provider Rackspace^ For
client hosted solutions, it is tite
responsibility of the dlent to maintain and
meet these requirements
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HL14 The Vendor must report any breach in security in conformarKe with
State of NH 3S9<:20. Any person en^ed in trade or commerce

that is subject to RSA 358-A3, must'afso notify the regulator which
has primary regulatory authority over such trade or comrrterM. All
other persons must notify the New Hampshire attorney generaPs

office.

M YHS STANDARD Cardinal complies.

ntSASTCR RfCOVCRY

H2.1 Vendor must have documented disaster recovery plans that

address the recovery of lost State data as well as their own.
Systems rhust be architected to meet the defined recovery needs
outlined in the RFP. (Please specify proposed methodology In the

comments field).

M YES STANDARD For Cardinal hosted solutions, Cardinafs

Disaster Recovery plan is induded vvith the
resportse. For dient hosted solutions, it is

the responsibility of the dient to nruiintain
and meet these requirements

H2.2 The disaster recovery plan must identify appropriate methods for
procuring additional hardware in the event of a component failure.

In most instances, systems must offer a 1^1 of redundancy so the
loss of a drive or power supply will not be sufficient to termiriate
services however, these failed compcments will have to be
replaced.

M YES STANDARD For Cardinal hosted solutions, the TIckeTrak -

application Is hosted In a Hyper V VM
instance with full monitoring and HA (High
Acc^biltty) ̂undant mirror servers with
automatic faifover. For dient hosted

solutions, It is the responsibility of the dient

to maintain and meet these requirements

H2.3 Vendor nuist adhere to a defined and documented back-up

sdiedule and procedure.

M YES STANDARD For Cardinal hosted solutions, SQL data and

server images are backed up twice dally and
retained for 30 days. For dient hosted

solutions, it is the resportsiblllty of the dient
to maintain and meet these requirements

H2.4 Back-up copies of data are made for the purpcM of facilitating a

restore of the data in the event of dafo loss or System failure.

M YES STANDARD For Cardinal hosted solutions. Cardinal

complies. For dient hosted solutions, it is

the responsibility of the cHertt to maintain
and meet these requirements

H2.5 Sdteduled backups of all servers must be completed regularly. At a
mirrimum, host servers must be backed up nightly, vdth one daily,

one weekly, and one rhonthly badnip stored in a secure location to
assure data recovery In the event of disaster. The minimum
acceptable frequency is differential backup dally, and complete
backup weekly.

M YES STANDARD For Cardinal hosted solutions, Cardinal

complies. For dient hosted solutions, it is

the responsibility of the client to maintain
and meet these requirements
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H2.6 Tapes or other back-up media tapes must be securely transferred
from the site to another secure location to avoid complete data .

loss with the loss of a facility.

M YES STANDARD For Cardinal hosted solutions, backups are

nulntatned digitally and co-located. For
dient hosted sohjtibns. It is the

responsibility of the dient to maintain and

meet these requirerrrents

H2.7 Data recovery - In the event that recovery back to the last backup

Is not sufRdent to recover State Data, the Vendor must employ the
use of database logs in addition to backup m^la In the restorattoh
of the database(s} to afford a much doser to real-time recov^. To
do this, logs must be moved offthevolunw containing the .
database with a frequency to match the business heeds.

M YES STANDARD For Cardinal hosted solutions, SQL data and ■

server Images are backed up twice dally and

retained for 30 days. For dient hosted
solutions, it Is the responsibility of the dient
to maintain and meet these requirements

Nf IIVORK ARCmU CrURl

H3.1 The Vendor must operate hosting Services on a network offering
adequate performance to meet the business requirements for the
State application. For the purpose of this RFP, adequate

performance Is defined as 99^9% upttmer exdustve of the regularly
scheduled maintenance wirrdow.

M YES 'STANDARD For Cardinal hosted solutions. Cardinal

complies through its hosting Partner
Rackspace. For clieht host^ solutions, ft Is
the responsibility of the client to maintain
and meet these requirements

H3J The Vendor must provide network reduridancy dcenwd adequate
by the Stkte by assuring redundant connections provided by
multiple Internet Vendors, so that a feOure of one Internet
connection wfll hot Interrupt access to the Sitate application.

M YES STANDARD For. Cardinal hosted solutiorts, the TkkeTrak

application Is hosted In a Hyper V VM
Instance with full monitoring and HA (High-

Acce^billty) redurKlant mirror servers with
automatic failover; For dient hosted

solutions, It Is the responsibility of the diem
to maintain and meet these requirenrtents

H3.3 The VerKlbr' network architecture must iridude redundancy of
routers and switches in the.Data Writer.

M YES STANDARD For Cardinal hosted solutions, t^ TickeTrak
application Is hosted In a Hyper V VM
Instance with full monitoring and HA (High
Accessibinty) redundant mirror servers with
automatic faflover. For diem hosted

solutions. It Is the responsibility of the cllem
to maintain and meet these requirements-

HOOTING SrCURITY
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H4.1 The Vendor must employ security measures to ensure that the
State's application and data Is protected.

M YES STANDARD For Cardinal Hosted solutions, our hosting

partner Rackspace meets these
requirements. For dlent hosted solutions, it

is the responsibility of the client to maintain
and meet these requirements

H4^ . tf State data is hosted on multiple servers, data exchanges between
and among servers must be encrypted.

M YES. STANDARD The HckeTrak application is not hosted on
muttipte servers.

Ha.3 All s^ers and devices must have currently-supported and
hardened operating systems, the latest anti-viral, anti-hacker, anti-
spam, anti-spyware, ai>d anti-malware utilities. The environment,
as a whole, shall have aggressive intrusion-detection and firewall
protection.

M YES STANDARD For Cardinal Hosted solutions. Cardinal

complies. For dient hosted solutions, it is
the responsibility of the dlent to maintain
and meet these requirements

H4.4 Alt components of the infrastructure must be reviewed and tested
to ensure th^ protect the State's hardware, software, and its
related data assets. Tests must focus on the technical,

administrative and physical securi^ omtrols that have been
designed into the System architecture in order to pro^dde
confidentiality. Integrity and availability.

M YES STANDARD For Cardinal Hosted solutions. Cardinal

works dosely with Rackspace to insure that

all hardware arni oper^ng system software
protects dient data. For client hosted

solutions. It is the responsibility of the client
to maintain and meet these requirements

H4.5 The Vendor must notify the State's Project Manager of any security
breaches within two {2) hours of the time that the Vendor leams of
their occurrence.

M YES STANDARD For Cardinal Hosted solutions. Cardinal

complies. For dient hosted solutions, It is
the responsibility of the client to maintain
and meet these requirements

H4.6 The Vendor must ensure its complete cooperation with the State's
Chief information Officer in the detection of any security
vulnerability of the Vendor' hosting infrastructure and/or the
application.

M YES STANDARD For Cardinal Hosted solutions. Cardinal

compTies. For dient hosted solutions, it Is

the responsibility of the dlent to maintain
and rneet these requirements

H4.7 The Vendor must be solely liable for costs associated with any
breach of State data hous^ at their location|s)'incfud}ng but r>dt
limited to notification and any damages assessed by the courts.

M YES STANDARD For Cardinal's Hosted solutions. Cardinal's

maximum liability and damage is no greater
than the cost of goods and services provided
to the dlent. For client hosted solutions. It

is the responsibility of the client to maintain

and meet these requirefments
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H4.8 The Vendor must authorize the State to perform schedtded and
random security audits. Including vulnerabilfty assessments, of the
Vendor' hosting infrastructure and/or the application upon request

M YES STANDARD For Cardinal hosted solutions, and with prior

rrotice. Cardinal and Rackspace wOl work
with state for vuirrerabillty assessments and
t^tng. For dlent hosted solutions, It Is the
responsibility of the client to maintain and

meet these requiremerrts

H4.9 The Of^tlng system and the data base must be built and
hardened wherever possible to giiidefihes set forth by; CIS (Center
Internet Security), NIST, or NSA (please spdify whose guidettnes..
arefollowed in the comments field).

M YES STANDARD TIckeTrak uses'standard Microsoft WIrrdows

server (2008 R2 or greater) and standard

Microsoft SQL server for data storage.

H4.10 The Vendor must provide reports to the Project Manager on a
quarterty. basis to validate that redundancy is in fact in place and

backup/restores are functioning.

M YES STANDARD For Cardinal hosted solutiorts, upon request
from the custorrier project manager,
Cardirial will provide monthly monitoring
and status reports on the hosting
environment For cfient hosted solutions. It
Is the responsibility of the dient to maintain
and meet these requiremefrts

H5.1 The hosting server for the State must be available twenty-four (24)
hours a day, 7 days a week except for during scheduled
rrtaintenance.

M YES STANDARD For Cardtnai hosted solutions. For dient
hosted sohffiorts Cardinal ramplies, it is the
responsibility of the dlent to maintain and

meet these requirements

HS.2 The Vendor must guide the State with possible solutions to resolve
issues to maintain a fullyfunctioning, hosted System..

M .  YES STANDARD . For cfient hosted solutions Cardinal

complies, it is the responsibility of the client
to maintain and meet these requirements

HS.3 A regutarfy scheduled maintenance window must be Identified
(such as vreekty, nr>onthly, or quarterly) at which time all rel^iit .
server patches and application up^des shall be applied.

M YES STANDARD For Cardinal hosted solutiorts. For dlent
hosted solutions Cardinal complies, it is the
resporrslbllttyofthe dient to maintain and
rheet these requirements

H5.4 The Vendor must give two-business days prior notifi^ion to the
State Project Manager of all change^updates and provide the State
with training due to the upgrades and changes.

M YES STANDARD Prior to release and update. Cardinal hosted

customers are provided release notes of

upcoming changes to be Implemented. For

minor releases, no training Is required. For
major releases, training will be provided as
rtecessary

Exhibit H - Requirements - Part 3
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H5.5 All hardware and software components of the Vendor hosting
Infrastru^re shall be fulty supported by their respective

mahu^^urers at ail times. All critical patches for operating
systems, databases, web Mrvlces, etc., shall be applied within thirty
(30) days of release by their respective manufacturers.

M YES . STANDARD For Cardinal hosted solutions, Fordient

host^ solutions Cardinal complies, it is the .
resppnslbiUty of the dient to maintain and
meet these requirements

H5.6 The Vendor must provide the State with a personal secure FTP site

to be used the State for uploading and downloading files if
applicable.

. M YES STANDARD . Cardinal complies.

H5.7 The Vendor murt guide the State with possible solutions to resolve
issues to malritain a fully functioning, hosted System.

M YES STANDARD Cardir>al complies.

Exhibit H - Requirement - Part 3 ̂
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SUPPORT & MAINTENANCE REQUIREMENTS

SUPPORT .Z ftM/rVrf,VJ,Vfr RrOUIREMCUTS

SLl The Vendor's System support and maintenance must commence

upon the Effective Date and extend through the end of the
Contract term, and any extensions thereof.

M Yes Standard Support and maintenance will be avallabte '
the duration of the contract and for any

contract extertsions in the future.

S1.2 Maintain the hardware and Software in accordance with the

Specifications, terms, and reqiiir^ents of the Contract inchiding
providing, urerades and fixes as required.

M Yes Standard Updates to both the handheld and backend
software are available to the agency as part
oil their annual license agreement.

S13 Repair Software, or any portion therraf, so that the System
operates in accordance with the Specifications, terms, and
requirements of the Contract

M Yes .  Standard Bugs reported to Cardinal will be corrected
based upon the severity of the issue. When
possible, work arounds will be suggested to
the agency to employ in the duration
between the bug report and the application
correction.

S1.4 The State must have unlimited acces, via phone oir Email, to the
Vendor technical support staff betwisen the hours of 8:00am to
.SKX)pm-Monday thru FHday EST.

M Yes Standard Support hours are M-F 8A-SPM CT.

Exhibit H - Requirements - Part 3 ^ .
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S1.5 The Vendor response time for support must conform to the specific
deficiency class as described below or as apeed to by the parties:
Class A Deficiency - Software - Ciifical, does not allow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant poisons of information or
unintelligible to State; Non Software - Services were Inadequate

and require re-performance of the Service.
Class B Defiderwy - Software • important, does rtot stop operation
and/or. there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not

enough to make the document unintelligible; Non Software •
Services were deficient, require reworking, but do not require re-,
performance of the Service.

Class C Deficiency • Software • minimal, cosrrtetic in nature,
minimal effect on System, low priority and/or user can use System;
Wrltten^Documentation - minimal changes required and of minor
^ltir\g nature; Non Software • Services require only mirtor
reworking and do not require re-performance of the Service.

M Yes Standard SLA response time of no more than 2 hours

for calls.

S1.6 The Vendor shall make available to the State the latest pr^ram

updates, general nrtalntertance releases, selected functionality
releases, patchy, and Documentation that are gerterally offered to
Its customers, at no additional cost.

M Yes Standard Updates to both the harulheld and backend

software are available to the ager^Y as part
of their annual license agreement

S1.7 For ail maintenance Services calls. The Vendor shall ensure the

following information will be collected and maintained: 1| nature of

the Deficiency; 2) current status of the Deficiency; 3) aaion plans,
dates, and times; 4) expected and achjal cornpletipn time; S|
Deficiency resolution information, 6) Resolved by, 7) Identifying
number i.e. work order number, 8) Issue identified by.

M Yes Standard Cardinal's support team maintains through

rerards for each support r^uest and every
communication to and from the agency.

S1.8 The Vendor must work with the State to identify and troubleshoot
potentially targerscale System failures or Deficiencies by collecting
the following Information: 1) mean time between reported.
Deficiencies with the Software; 2) diagnosis of the root cause of the
problem; and 3) identification of repeat calls or repeat Software

problems.

M Yes Standard Cardinal's support team maintains through
records for each support request and every
communication to and from the agency.

Exhibit H - Requirements - Part 3
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S1.9 As part of the Software nrtaintenance agreement ongoing software
maintenance and support Issues, must be responded to acicording
to the following or as agreed to by the par^: a. Class A
Deficiencies • The Vendor shall have available to the State on-cail

telephone assistance, with issue tracking available to the State,
eight (8) hours per day and five (5) days a week with an email /
telephone ruponse within two (2) hours of request; or the Vendor
shall provide support on-slte or with remote diagnostic Services,
within four (4) business hours of a reque^ . b. QassB&C

D^clendes -The State shall notify the Vendor of such Oefidendes
during regular business hours and the Vendor shall re^nd bade
within four (4) hoursofnotlfi^on of planned corrective action;
The Vendor shall repair or replace Software, artd provide
maintenance of the Software In accordance with the Specifications,.
Terms and Requirements of the Contract; or as agreed between the

parties.

M Yes Standard SLA response time of no more than 2 hours
forcalb.

si.io The Vendor must use a change managerrant policy for notification
arid tracking of change requests as well as critical outages:

M Yes • Standard Cardinal's procedures include processes for
change requests based oh program bugs as
wed as enhancement requests.

Sl.ll A critical outage must be designated when a business function

cannot be.met by a nonperformihg appllcatlon and there is no work
around to the pr^lem.

M Yes Stmdard Cardinal corrects major issues as quickly as

possible once they've been reported.

51.12 The Vendor must maintain a record of the activities related to

repair or maintenance activities performed for the State and shall
report quarterly on the following: Alt change requests
Implemented; All critical outages re^rted induding actual issue
and resolution; Number of defidendes reported by dass with initial
response time as well as tirhe to dose.'

M Yes Standard CardinaPs support team maintains through
rea>rds for each support request and every
communication to and from the agency. This
data un be made available to the agency as
requested.

51.13 A regularly scheduled maintenance window must be identified

(such as weekly, monthly, or quarterly) at which time all relevant
server patches and applica^n upgrades shall be applied. .

M Yes Standaiti All system maintenance will be coordinated
with the agency.

51.14 The Vendor must give two^usiness days prior notification to the
State Project Managerofafi changes/updates and provide the State

with training due to the upgrades and changes.

M , Yes Standard All system maintenance will be coordinated
.with the agency.

Exhibit H - Requirements - Part 3
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Sl.lS All hardware and software components of the Vendor hosting

Infrastructure must be fully supported by their respective

manufacturers at all times. All critical patches for operating
systems, databases, web services, etc., must t>e applied within
thirty (30) days of release by their respective manufeaurers.

M Yes Standard Systems hosted by Cardinal will be fully
supported by any used vendor for the
duration of the contract.

S1.16 The Vendor must provide the 5tate with a personal secure FTP site
to be used the 5tate for uploading and downloading files if '

applicable.

M Yes ^ Standard FTP data transfer is available for use in

transferring files toArom the agency.

S1.17 HarKlhetds printer maintenar>ce and support, including device
repair, rnust be sustained throughout the term of the contract artd
any extensions ther^. The imp^ of any.change in hardware
must be tested and approved by the.5tate.

M Yes Standard AH support Issues for the handheids no
matter software or hardware are handled by

Cardinal. If the Issue is determined to be

hardware related. Cardinal will assist in

issuing appropriate RMA requests.

51.18 The Vendor must provide a help desk for problem reporting ar>d
questions. The Vendor must provide a toll-free number for such
help-desk as well as an erhail address to which to report issu«.

Help desk responses will be required to be prodded according to
negotiated requlremerrts basedj on the level of urgerKy.

M Yes Standard Cardinal provides an 800 support phone
number as well as a support email address.

These are monitored Monday - Friday 8A-5P
CT and calls are retutmed within a maximum

of 2 hours.

51.19 A sufficient number of qualified on-site technical personnel must
be provided during implement^on and as needed during the term
of the Agreement.

M Yes Standard Cardinal will assign a team of the

appropriate size to ensure successful

implementation of this project.

51.20 Vendor must pro^nde wireless printer training to users during
Implementation and throughout the term of the Agreement, as
needed. Ail training materials are to be provided by the Verxlor.

M Yes Standard This is part of standard training/installation,
depending on hardware selected by the
agency.

51.21 The Vendor must provide User and Administrator training. M Yes Standard This is a standard part of training.

51.22 The Vendor must provide documentation and training manuals. Yes Standard This is a starxiard part of training.

51.23 The vendor must be prepared to provide the 5tate with transition
series to "bridge" vendors system to a new system if necessary in
the event of the State's transition over to a new vendor or other

solution, the termination or expiration of the contract, any
unforeseen event causing a business outage or other such'

interruption, or breach of contract by the vendor. At a minimum
the State shall, at no extra cost, be granted all software usage
survival righ^ for the sole purpose of sustaining the State's ability
to use software until such time that new/replacement citation
software is provided, tested, and approved.

M Yes Standard Access to the system remains for the
duration of the contract period and Cardinal
can discuss providing services to the agency
for transition to another system upon

request

Exhibit H - Requirements - Part 3 .
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PROJECT MANAGEMENT

P1.1 Vendor must partidpate in an initial kidc-off nrteeting to initiate the

Project

M Yes Standard This is a staiMlard practice for new
implementations.

P1.2 Vendor must provide Project Staff as specified in the RFP. M ■ Yes Standard Cardinal will determine the team assigned to
the project upon project award to ensure
successful deployment of this -
hnpiementatlon.

P1.3 Vendor must submit a finalized Work Plan within ten jlO) days after

Contract award and approval by Governor and Coundi. The Work
Plan must include, without limitation, a detaiied description of the

Schedule, tasks. Deliverables, cHticai events, task dependencies,
and payment Schedule. The plan rnu^ be updated no less than
every two weeks. • '

M . Yes Standard Cardinal will provide project plans for the
implement^on as soon as the full scope of
the project is Identified following the Uckoff ̂
meeting.

P1.4 Vendor must provide detailed bi-weekly status reports on the

progress of the Project, which will indude expenses incurred year
toda^.

M Yes Standard Cardinal will erasure an open line of

communication between the agency and
Cardinal to ensure both teams remain on

the same page during the duration of the
irnplemiemation.

PIS Ail user, technical, and System Documentation as well as Project

Schedules, plans, status repo^ and correspohclence must be
maihtairMd as project documentation. (Define how- VVORD format-
oh-Une, in a common library or on paper.)

M Yes StarKlard Cardinal is currently using an app called
Teamwork to ensure cbllabdration between

the agency team and the Cardinal team.

Cardinal has also utilized Google shared
s^adsheets and docunrrents for different
functions during an irhplemenfotion.

P1.6 The vendor wlH be required to provide a dedicated dient manager
to the State's account to manage all aspects of the contract, ensure
vendor contract compliance and to which problems can be

escaiat^.

M Yes Standard The agency wilt have a dedicated account
rep as well as a technical dient advocate
r^. Issues needing to be reported should be

reported ̂  the standard Support
communication methods.

P1.7 The State is required to be notified prior to the charge of any key
personnel, including the dedicated dient fhanager. .

M Yes Standard • Cardinal will ensure any key personnel
Ranges be comnrtunicated to the agency.

Exhibit H - Requireraoits- Part 3
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The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within 30 days of the Effective Date and. further refine the tasks required to implement the
Project. The elements of the Work Plan are documented in accordance with the Contractor's plan to
implement the System. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the
end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to man^ the
Project's life cycle, the Contractor te^ and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
payment Sch^ule required to .implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor's team members), refine the Project's scope, and establish
the Project's Schedule.

i.O ASSUMPTIONS

1.1 General

•  The State shall provide team members with decisiofhmaking authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State
Staffing Matrix.

•  All State tasks must be performed in accordance with the revised Work Plan.
•  All key decisions will be resolved within five (5) business days. Issues not resolved within this .

initial period will be escalated to the State Project Manager for resolution.
•  Any activities, decisions or issues taken on by the State that affect the mutually agiced upon

Work Plan timeline, Kope, resources, and costs shall be subject to the identified Change Control
process.

1.2 Project Management
• The State shall provide the Project Team with reasonable access to the State personnel as needed

to complete Project tasks. ' . .
•  A Project folder created within the State system shall be used for centralized storage and

retrieval of Project documents, work products, and other material and information relevant to the
suc^s'pf the Project and required by Project Team memlwrs. This central repository is secured
' by determining which State team rhembers have access to the Project folder aod grating either
view or readAvrite privileges. The State fVoject Manager shall approve access for the State team.

' Documentation can be stored locally for the State team on a "shared" iietwprk drive to facilitate
ease and speed.of access. Final versions of all Documentation shall be load<^ to the State
System.

•  The Contractor assumes that an Alternate Project Manager may be appointed from time to time
to handle reasonable and ordinary absences of the Project Manager. •

Exhibit I-Work Plan-Part 3 Page 55 of 68
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U Data Cleanse/Migration
•  The cleansing of data will be in cooperation with the Contractor and the State. The cleansing

will entail:

• Removal of duplicates accounts within customer database to keep only the most recently creat^
customer account.

• The State will perform validation testing when database has been cleansed.

1.4 Project Schedule
•  Deployment is planned to begin on the date of C&C approval with a planned go-live date of

January 1,2018.

1.5 Reportiog
•  The Contractor ishall conduct weekly status meetings, and provide reports that include, biit are

not limited to, minutes, action items, test results, and Documentation.

1.6 UserTraining
•  The Contractor's Team shall lead the development of the endriiser training plan.
• A train the trainer approach shall be used for the delivery Of end-user training.
•  The State Is responsible for the delivery of end-user training.

2.0 ROLES AND RESPONSIBILITIES

2.1.Cootnictor Team Roles and Responsibilities

•  Cootrartor Team Project Executive
The Contractor Team's Project Executives (Coiitractor and Subcontractor Project Executives) shall
be responsible for advising on and rhonitoring the quality of the Services throu^out the Project life
cycle. The Project Executive' shall advise die Contractor Team Project Manager and the State's
Project leadership on the best practices for iihplementihg the Contractor Software Solution within
the State. The Project Executive shall participate in the defihition of the Project Plan and provide
guidance to the State's Team.

• Contractor Team Project Manager
The Contractor Team Project Manager, shall have overall responsibility for the day-to^ay
management of the:Project;and shajl plah, track, and manage the activities of the Contractor
Implementation Team. The Contr^tor team. Project Manager will have the following
responsibilities:

- Maintain commupications with the.State's Project Manager;
- Work with the State in planning and conducting a kick-off meeting;
- Create and maintain the Work Plan;
- Assign the Contractor Team consultants to tasks in the Implementation Project according to

the scheduled staffing requirements;
- Define roles and responsibilities of all the Contractor Team members;
r  Provide weekly and monthly update progress reports to the State Project Manager,
- Notify the State Project Maiuiger of requirements for Statis resources in order to.provide

sufficient lead time for resources to be made available;
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- Review task progr^ for time, quality, and accuracy in order to achieve progress;
- Review requirements and scheduling changes and identify the impact on the Project in

order to identify whether the changes may require a change of scope;
-  Implement scope and Schedule changes as authorized by the State Project Manager and

with appropriate Change Control approvals as identified in the Implementation Plan;
•r Inform the State Project Manager and staff of any urgent issues if and when they arise;

Provide the State completed Project Deliverables and obtain sign-off from the State's
Project Manager.

-  Manage handoff to the Contractor operational staff;
Manage Transition Services as needed.

2^ State Roles and Respoosibilitics
The following State resources have been identified for the Project. The time demands on the individual
State team members will vary depending on the phase and specific tasks of the Implementation. The
demands on the Subject Matter Experts' time will vary based on the need determined by the State Leads
and the phase of the Implementation.

State Project Manager
The State Project Manager shall work side-by-side with the Contractor Project Manager. The role of
the State Project Manager is to man^e State resources (IF ANY), facilitate completion.of all tasks
assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:

-  Plan and conduct a kick-off rneeting with assistance from the Contractor team;
- Assist the Contractor Project Manager in the development of a detailed Work Plan;
>  Identify and secure the State Project Team members in accordance with the Work Plan;
- Define roles and responsibilities of all State Project Team members assigned to the Project;
-  Identify and secure access to additional State end-user staff as needed to support specific

areas of knowledge if and when required to perform certain Implementation tasks;
- Communicate issues to State management as necessary to secure resolution of any matter

that cannot be addressed at the Project level;
-  Inform the Contractor Project Manager of any urgent issues if and when they arise;
- And assist the Contractor team staff to obtain requested information if arid when required to

perform certain Project tasks;
- Manage State staff during Transition Services as needed.

State Subject Matter Expertfs) (SME)
The roie of the State SME is to assist appt ication teams with an understanding of the State's current
business practices and processes, provide agency knowledge, and participate in the Implementation.
Resporisibilities of the SME include the following:

-  Be the key user and contact for their Agency or Department;
- Attend Project Team training and acquire ih-depth functional knowledge of. the relevant

applicidions;
- AssiA in validating and documenting user requirements, as needed;
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- Assist in mapping business requirements;
- Assist with cleansing and Data verification;
- Attend Project meetings when requested; and
- Assist in training end users in the use of the Contractor Software Solution and the business

processes the application supports..

•  State Technical Lead and Architect

The State's Technical Lead and Architect reports to the State's Project Manager and is responsible
for leading and managing the State's technical tasks. Responsibilities include:

- Attend technical training as necessary to support the Project;
- Assist the State and the Contractor Team Project Managers to establish the detailed Work

Plan;

- Manage the day-to-day activities of the State's technical resources assigned to the Project;
- Work with State IT management to obtain Stete technical resources in accordance with the

Work Plan;
- Work in partnership with the Contractor and lead the State technical staffs efforts in

documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will expected that the Contractor will lead the pveiall effort
with support and assistance from the State; and

- Represent the technical efforts ofthe State at weekly Project meetings.

3.0 INTERFACES

Interfaces shall be implemented in cooperation with the State. The following Table 3.1 Identifies the
Interface within the scope of this Contract and their relative assignment.

Table 3.1: ln-Scope Interfaces

nlvi l-.u'i ( 'iillipulU'llls. Krspuiisiltlt- r:utN

Cardinal

Cardinal

Di'si riplioji

Agency is already using the interface
to die NH DMV. Agency will
continue to utilize this same interface

via a remote cqnne^on._ ̂

User Interface will be difTerent from

what the agency is currently using
but the same functionality will
remain.

A. Interface RespoaiibUltiefl

• Contractor Team shall document the functional and technical Specifications for the inteifaces. ̂
•  Contractor Team shall develop and Uiiit Test the interface.
•  The State and Contractor Team shall jointly verify and validate the accuracy and completeness
of the interface.

• The Contractor Teams shall construct test scripts and create any data needed to support testing
the inteifaces.

Exhibit I - W<xk Plan - Part 3

Datc:li/-> 11 "y Contractor's Initial^^
Page 58 of 68



STATE OF NEW HAMPSHIRE

I>q>artmeirt of Natural and Cnltani Resoarcet
DPR - Paridng Enforeement Management System - Contract 20I7-053

EXHIBIT I - WORKPLAN

4.0 PRELIMINARY WORK PLAN

1  ;l^U \:niu' 1 >Mr:tl i«>ii Ki'spunsihlf r:ii l\

DRED Parking Enforcement Management
System

186 days

/"".I. •• v:;' • ' '

■r.
i'. •,•••..V -

IT KickofF meetinR 1 day Cardinal + Client 12/7/2017
Onsite needs analysis 3 days Cardinal Not anticipated

this will be
needed.

Create plan with DNCR to add needed
features

15 days Cardinal + Client 12/18/2017 (The
results of diis plan
will impact all
future dates
depending on the
scope of those
features.)

NHDMV Contingent upon
response from DMV

Cardinal + State DMV Interfrice already
in place.

-v--t-'. .-v

Install TickeTrak Mobile on Handheld
Devices

2 days Cardinal 1/2/2018

Integration Testing 14 days Cardinal 1/4/2018
Onsite Training 5 days Cardinal + Client 2/5/2018

Acceptance Testing 22 days Client + Cardinal ,  2/12/2018
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1. LICENSE GRANT

- Contractor hereby grants to the'State a limited, non-exclusive, non-transferable license to use the
Services, Software and Documentation solely in accordance with Contractor's specifications and
limitations as set forth in this Contract. The State hereby grants to Contractor a limited non-
transferable license to use, display, ieproduce, distribute, modify and transmit in digital or printed
form Information provided by the State solely as necessary. for Contractor to provide the
Services for the State's benefit, which may include use of the State's name, trademarks, service
marks and logo.

2. DOCUMENTATION COPIES

Contractor shall provide the State with a sufficient number of hard copy versions of the
• Documentation and one (I) electronic version in Microsoft WORD and PDF format. The State shall

have the right to copy the Documentation for its internal business needs. The State agrees to include
copyri^t and proprietary notices provided to the State by Contractor on such copies.

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of Contractor's proprieteiy
:  rights;
b. Make the programs or materials available in any manner to any third party for use in the

third party's business opqations, except as permitted herein; or
e. Cause or permit reverse engineering, disasserhbly or recompilation of the programs.

4. TITLE

Title, right, and interest (including all owniership aiKl intellectual property rights) in the A WO
Software, including any and all derivatives and modifications thereto, shall remain with
Contractor. Title, right, and interest (including all ownership artd intellectual property rights) in
aiiy other software provided by Contractor shall remain with the respective software publisher.

5. VIRUSES

Contractor shall use industry standard anti-virus software in order to provide Software that .shall not
contain any viruses, destructive programming, or mechanisms designed to disrupt.the performance of
the Software in accordance with the Speciflcatiofu.

As a part of its internal development proems. Contractor will use reasonable efforts to test the
Software for viruses.

6. AUDIT

Upon fOrty-five (45) days written notice, ContrMtor may audit the State's use of the programs at
Contractor's sole expense, lire State agrees to cooperate with Contractor's audit and provide
reasonable assistance aiul access to information. The State agrees that Contractor shall not be
responsible for any of the State's reasonable costs incurred in cooperating with the audit.
Notwithstanding the foregoing, Contractor's audit rights are subject to applicable State and federal
laws and regulations.
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT J - SOFTWARE AGREEMENT

7. SOFTWARE NON-INFRINGEMENT

Contractor warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software ("Material") provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third party. '

The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive
termination of the Contract. In the event that someone malws a claim against the State that any
Material infringe their intellectual property rights, Contractor shall defend and indemnify the State
against the claim provide that the State:

8. Promptly notifies Contractor in writing, not later than 30 days after the State receives
actual written notice of such claim;

b. Gives Contractor control of the defense and any settlement negotiatioi^; and
c. Gives Contractor the infonnation, authority, and assistance reasonably need<^ to defend

against or settle the claim.

Notwithstandii^ the foregoing, the State's counsel may participate in any claim to the.extent the State
seeks to assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Material may havie violated someone else's
intellectual property rights. Contracts ihay choose to either modify the Material to be non-infringing or
obtain a license to allow for continued use, or if these alternatives are not commercially reaisonable,
Contractor may end the license, and require.return of the applicable Material and refund a prorated
portion of all fees the State and/or custpmer/end-users has paid Contractor under the Contract for the
affected Material and the remainder of the then-current term. Contractor will not indemnify the State if
the State alters the Material without Contra^or's consent or uses It outside the scope of use identified in
Contractor's user Docutnent^ioh or if the State uses a version of the Material which has been
superseded, if the Infringement claim could have been avoided by using an unaltered current version of
the Material which was provided to the State at no additional cost. Contractor wilj not Indemnify the
State to the extent that an infringement claim is based upon any information d^ign. Specification,
instruction, Sofrivare, datai, of material not furnished by Contractor. Contractor will not indemnify the
State to the extent that an infringement clum is based upon the combination of any Material with any
l^oducts or services not provided by Contractor without Contractor's consent

Exhibit J - Software Agreement - Part 3
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 20I7-053

EXHIBIT K -WARRANTY & WARRANTY SERVICE

I. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2 Software

The Contractor warrants that the Software, including but not iiniited to the Individual modules or
functions furnished under the Contract, is properly functioning within the System, compliant
with the requirements of the Contract, and will operate in accordance with the Specifications and
Terms of the Contract. '

For any breach of the above Software warranty, the Staters remedy, and the Contractor's entire
liability, shall be:

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to the

. Contractor for the program license and any unused, prepaid technical support fees
the State has paid for the program license; or

(b) the re-pCTformance of the deficient Services, or
(c) if the Contractor cannot substantially correct a breach in a commercially reasonable

manner, the State may end the relevant Services and recover the. fees paid to the
Contractor for the deficient Services.

U NoD-lnfliogemeot .

The Comractor warrants that it has good title to, or the right to allow the Swte to use, all
Seivices, equipment, and Software ('"Material") provided under this Contract, and that such
Services, equipment, and Software do not violate or infringe any patent, trademaik, copyright,
trade name or other intellectual property rights or misappropriate a trade secret of any third
p^.

1.4 Viruses; Destructive Programmiog

the Contractor warrants that the Software shall not contain any viruses, destructive
■  ' programming, or mechanisms designed to disrupt the performwce of the Software in accordance

with the Specifications.

1.5 Compatibility

The Contractor warrants that all System components, including but not limited to the components
provided, including any replacement or upg^ed System Software components provided by the
Contractor to correct Deficiencies or as an Enhancement, shall operate with the riest of the System
without loss of any functionality.
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
DPR - Parking Enfoixement Management System - Contract 20]7*053

EXHIBIT K -WARRANTY & WARRANTY SERVICE

1.6 Services

The Contractor warrants that all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordwce with industry standards and that Services
will comply with performance standards, Sp^ifications, and terms of the Contract.

2. WARRANTY PERIOD

The Warranty Period shall commence upon the State's issuance of a Letter of Acceptance for the
DAT and shall remain in effect until the conclusion or termination of this contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect
Indefinitely.

Rest of page Intentionally l^ blank.
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultaral Resources
DFR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT L - TRAINING SERVICES

I. TRAINING SERVICES

For purposes of this Exhibit L, all references to '*you," or "yotir," shall mean the State, and all references to '^vc,"
"our," or "us," shall mean Contractor.

1.1 Initial Training:

Contractor will provide an on-site training visit for all staff including field staff, headquaiters staff, IT Staff,
financid staff, etc. The on-site training wili include hands-on training intended as a train the trainer type
training. All training is customized .and covers specific subject matter, including but not limited to the
following: ^

•  Extensive training on the hand-held ticketing units including simple maintenance, issuing* a citation,
^  reviewing a citation, priming a citation, t^ing images, and uploading citations, printing citation report^

etc. . '

• Overview of software including setting up new staff with specific pdihissions, uploading citations,
appealing citations and processing appeals, voiding citations, processing payments, adding scofflaws,
adding skeletal tickets, correcting citations with errois,' adding owner information, assessing late fees,
processing notices, etc.

•  Data maintenance;

•  Accessing reports;

•  Creating user defined ad-hoc reporting as well as "canned" reports;
•  Business rules functionality;

•  Accessing and inteipireting reports;

•  Inventory management and dam management.

The State will work with Contractor to define detailed training curriculum u needed on an annual basis,
Training will be customized according to the Agencies needs at that time.

1.2 Ongoing Tralolng - Term of Contr^

To help support new or seasonal staff and to assist with "refresher training". Contractor will ensure maximum
knowledge of the system by providing the following:

•  . Spring refresher web-ex with overview of issuiirg citations and overview of sbfhvare to include any
new aspects of the software.

Super usCT web-ex training to include the following: ,

• Overviews ofall applications utilized by staff

•  Accessing re|x>rts

•  Creating user defined as well as "canned" reports

•  Security Authorization Man^ement
•  Financial Training use ofthe Report module to include:

Payment report

Receivable Activity Report

-  ■ Returned Check-Report

Aged Account Receivables

End of Day Transactions

Bankruptcy reports
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
DPR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT L - TRAINING SERVICES

- Time Payment Report

- Appeals Report

- Void Report

- Hold Report

- Reports Training on report/data extraction tools enabling queries of the database for
information pertaining to system activity.

13 Super user web-ex training as needed:

• Overviews of all application utilized by Park staff

•  Accessing reports

•  Creating user defined as well as''canned"* reports

•  Viewing park, region, Agency-wide data

•  Security Authorization Management

•  Financial Trainirig use of the Report module to include:
Payment report
Receivable Activity Report
Returned Check Report
Aged Account Receivables

End of Day Transactions
Bankruptcy reports
Time Payment Report
Appeab Report
Void Report
Hold Report

Reports Training • report/data extraction tools enabling queri« of the daGibase-for information
pertaining to system activity.

Exhi

\\h
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STATE OF NEW HAMPSHIRE
Department of Natural and Coltural Resources

□PR - Parking Enforcement Management System - Contract 2017-0^
EXHIBIT M - AGENCY RFP WITH ADDENDUMS, BY REFERENCE

NH DEPARTMENT OF CULTURAL AND NATURAL.RESOURCES RPP 2017-053, with all
included addenda^ are included by reference as binding Deliverables.to this Contract.

Rest of page IntentionaUy Uft blank.
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STATE OF NEW HAMPSHIRE

Dqiartment of Natural and Cultural R^urccs
DFR - Parking Enforcement Management System - Contract 2017-053

EXHIBIT N - VENDOR PROPOSAL, BY REFERENCE

Cardinal Tracking, Inc., Proposal to Department of Resources and Economic Development RFP 2017-
053 NH State Parks Enterprise Reservation System dated May 4,2017 b heteby incorporated by
reference as fully set forth herein.

Rest of page ihtentionalfy blank.
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STATE OF NEW HAMPSHIRE

Department of Nataral and Cnltoral Rcsouroes
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EXHIBIT O - CERTIFICATES AND ATTACHMENTS

Anachedare:
A. Contractor's Certificate of Good Standing
B. Contractor's Certificate of Vote/Authority
C. Contractor's Certificate of Insurance

Rest of page Intentionally left blank.
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State of New Hampshire

Department of State

CERTIFICATE

tWiHitm M. Qodner, Sccittaiy of State of the State ofNow Hampshire, do hereby ccrtiiy that CARDINAL TRACKING.

INC. is a Texts Profit CorporttioD regtetered to trasiact busiDess in New Hampshire on February 01, 2002.1 further certify that

/ aC fises and documents required by the Secretary of State's office have been received aod is in good standing as far as this office is

concerned.

Business D: 397036

1

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

dte Seal ofdte State ofN^ Hampshire,

this 2nd day of November A.D. 2017.

WQliam M.Gardncr

Secretary of State



CERTIFICATE OF VOTE
(Corporation without Seal)

(1 .  . do her^ certify that:
(Name of Cleik of the Corpoi^on; cannot be contract signatory)

1. I am a duty elected Clerk of
(Corporation Name) -

2. The following are true copies of t^i^^lftipnsijuly adopted at a meeting of the Board of Directors of
the Corporation duly held on iij3n :

(Date)
. 1

RESOLVED: That this Corporation enter into a contract with the State of New Hampshire,-acting
through Its Department of He^ and Human Services, .. for the provision of

^ ^ serviCM.

RESOLVED; That the ^
(Title of Contract Signatory)

is hereby authorized on behalf of this Corporation to enter Into the said contract with the St^ end to
execute any and ail documents, agreements and other Instruments, and any amendments, revisions,
or modifications thereto, as he/she may deem necessary, desirable or appr^ate.

3. Th&fgrgoing resoluddns have not been aQrerKfed or revoked, arxl remain in full force and effect as of
th^T-m davbf .201/.

(Date Contract Signed)

4. Sreufc I 18the duly elected
(Name of Contract Signatory)

of the Corporation.

(Title ol Contract Signatory)

(Signature of Clerkidf the Corporation)
STATE OF TEXAS

County of

The ngl

By

was p^owledged before me this day ofNlo\X-|)fliSfea&0 11.
(Name Of Clerk of iHfe corporation) ; |},HokI.>A ̂

.(Notary Public/Justice of ti)e Pe^ce)
(NOTARY SPA!)

Corhmlssion Expires:

1 a - ' ' ' * ̂ f
WOMOAJTIMMONS I

4 1 NoUrylO«7368mO i
aVV^Svy My Commission E*plr« i
]  .Junt».MaV I



CERTIFICATE OF LIABILITY INSURANCE
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