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STATE OF NEW HAMPSHIRE

DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-2714827 TDD Access: 1-800-735-2964

www.dhhs.nh.gov

~

April 2, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House
Concord, New

Hampshire 03301

REQUESTED ACTION

IR

~ DEPARTMENT OF HEALTH AND HUMAN SERVICES

Authorize the Department of Health and Human Services, Division of Public Health, to enter into
a sole source agreement with Qualtrax Compliance Software, Vendor #225887, 105 East Roanoke St.,
Blacksburg, VA 24060, to provide support and maintenance to cloud hosted compliance and document
management software, in an amount not to exceed $51,099, effective upon date of Governor and
Executive Council approval, through December 31, 2022. 100% General Funds.

Funds are available in the following account{s) for State Fiscal Year (SFY) 2019, and are
anticipated to be available in SFY 2020, 2021, 2022 and SFY 2023, upon the avallablhty and continued
appropriation of funds in the future operating budgets.

05-95-90-903010-79660000-024-500230-90059000 HEALTH AND SOCIAL SERVICES, DEPT OF
HEALTH AND HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, Bureau of Laboratory Services,
Public Health Laboratories, General Funds

3?;? g;‘if)l Class/Account Class Title Jo_b Number | Total Amount
2019 024-500230 Maintenance other than | 90059000 $10,220
_ building-general

2020 038-500177 Software License/Maint. | 90059000 $10,220
2021 038-500177 Software License/Maint. | 90059000 $10,220
2022 038-500177 Software License/Maint. | 90059000 $10,219
2023 038-500177 Software License/Maint. | 90059000 $10,220

Total $51,009




His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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EXPLANATION

This request is sole source because the vendor is the only entity authorized to provide
maintenance and support for their proprietary software.

The purpose of this request is to establish an agreement with Qualtrax Compliance Software for
the support and maintenance of their software which manages accreditation standards and audits
procedural documents. This agreement will-also aid in the migration of the software, from within
the Department, to a cloud hosted solution. The laboratory has been using Qualtrax for 4 years and is
very satisfied with its performance to meet the needs of the Quality Management System. Qualtrax
facilitates the management of multiple regulatory standards designed to oversee the work performed by
the laboratory and to ensure the quality of test results and data generated. Qualtrax also serves as a
repository to all the documents describing the organization processes and procedures required to carry
‘out the laboratory work and its supporting activities related to the promotion of health around the
communities of NH.

As referenced in in Part 2 — Information Technologies Provisions, Section 2. Contract Term of this
contract, the Department has the option to extend contract services for up to five (5) additional year(s),
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
approval of the Governor and Executive Council.

Should the Governor and Executive Council not authorize this request, the ability of the Public
Heaith Laboratories to comply with accreditation requirements may be compromised and the ability to
protect the public health may be negatively impacted.

Area served: Statewide.
Source of Funds: 100% General Funds, Maintenance other than building-general.

/
Approved by:

Commissioner

The Department of Health and Human Services’ Mission is to join communities and families
in providing oppertunities for cilizens lo achieve health and independence.



Denis Goulet
Commissioner

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INF(;)RMATION TECHNOLOGY
27'Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.éov/doit

. March 18, 2019

This letter represents formal notification that the Department of Information Technelogy (DolT)

has approved your agency’s request to enter into al sole source contract with Qualtrax Compliance
Software, of Blacksburg, VA (Vendor #225887) as described below and referenced as DolT No. 2019-

019.

The purpose of this request is to enter into a sole source contract with Qualtrax
Compliance Software to provide support and n:waintenance of the Qualtrax software which

manages accreditation standards and audlts documents, as they relate to various
accreditation agencies and standards. This soﬂware is currently in use by the Division of
Public Health Services. This agreement will also migrate the existing Qualtrax solutlon
which is maintained within DHHS to a cloud hosted solution.

The amount of the contract is not to exceed $51,099.00, and shall become effective upon
the date of Governor and Executive Council approval through December 31, 2022.

A copy of this letter should accompany the Department of Health and Human Services’

submission to the Governor and Executive Council forlapproval.

DG/ik/ck
DolT #2019-019

c¢: Bruce Smith, IT Manager, DolT

Sincerely,

i

Denis Goulet

"Innovative Technologies Today for New Hampshire's Tomorrow”




Subject: §5-2019-DPHS-06-QUALT/

FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1.  TDENTIFICATION.

1.1 State Agency Name
NH Department of Health and Human Services

1.2 State Agency Address
129 Pleasant Street
Concord, NH 03301-3857

1.3 Contractor Name
Qualtrax Compliance Software

1.4 Contractor Address
105 E Roanoke St., Blacksburg, VA 24060

1"1'4“'3!:“’ Agency Signature ,

Q[g)\_ Dale:q/fs l[q

1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number
800-755-1875 05-095-090-903010- 12/31/2022 $51,099
‘_: 79660000-024-500230-
90059000
- 1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan White 603-271-9631
- Director, Bureau of Contracts and Procurement ’
f 1.1 Cyptm/Signanir' 1.12 Name and Title of Contractor Signatory
1| Tl F Thones
» - /Pomas F1acS
. .13 Acknowledgement:’Statc of /M, Countyof 5 yr}-’l\
= On mq re L‘ a, m' " before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
- paven ”,W, the person whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity
R Mpck 1.12.
-."..'}\ q n "of Notary Public or Justice of the Peace
s f ﬂ‘ <
R R
E -9,_1 o, [Sl]
2z ‘3@:‘“ &Title of Notary or Justice of the Peace
'I" 7 20'2;? o M
""h.- COU r/ &// né !/ f ()oqu X

1.15 Name and Title of State Agency Signatory

LiSA MORRLS ) DIRETOR DPHS

By:

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution) (if applicable)

o )9 20/

By:

1.18  Approval by the/Governor and Executive Council (if applicable)

On:

Page 1 of 4




2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (“Contractlor”) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services™). '

3. EFFECTIVE DATE/COMPLETION OF SERVICES,
3.1 Notwithstanding any provision of this Agreement to the
conltrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the partics
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency us shown in block
1.14 (“Effective Date™),

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agrecment does not
become effective, the Stale shall have no liability to the
Contractor, including without lititation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shal] have no liability 1o the Contractor other than the contract
price. : . ' :
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5.3 The State reserves the right to offset from any amounts
otherwise payable 1o the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, cxceed the Price Limitation set forth in block

18

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. .

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensurc that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws,

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment becausc of race, color, religion, creed, age, sex,
handicap, sexual drientation, or national origin and will take
affirmative action (o prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equat
Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL. .
7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor

- warrants that all personnel engaged in the Services shall be

qualified to perform the Services, and shall be properly
licensed and otherwisc authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other persor, firm or
corporation with whom it is'engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor Initials /46'/
Date ¥7271T"



Agreement. This provision shall survive termination of this
Agreement. )

7.3 The Contracting OfTicer specified in block 1.9, or hisor -
her successor, shall be the State’s representative, In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omisstons of the
Contractor shall constitute an event of default hereunder
{“Event of Default”):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure lo perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor & written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of Lime, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of terminatiomn,
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue 1o the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe lo
the Contractor any damages the State suffers by reason of any
Event of Default; and/or .

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9, DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreemen, the word “data™ shall mean all
information and things developed or obtained during the
performance of, or ucquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the Statc or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned 1o the State upon demand or upon
termination of this Agreement for any reason.

9.3 Conlidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior wrillen approval of the State.
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10. TERMINATION. In the event of an carly termination of
this Agreement for any reason other than the completion.of the
Services, the Contractor shall deliver 1o the Contracting
Officer, not later than fifteen (15) days after the date of
tcrmination, a report (“Termination Report’} describing in
detail all Services performed, and the contract price carned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwisc transfer any
interest in this Agreement without the prior written notice and
consent of the State. Nonc of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its ofTicers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing hercin
conlained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shatl
survive the icrmination of this Agreement.

14. INSURANCE.

14.]1 The Contractor shall, at its sole expense, cbtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in foree, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per oceurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers hicensed in the State of New

Hampshire. A
Contractor Inttials ﬂy\
Date_SIX}



14.3 The Contractor shall fumnish to the Contracting Officer
identified in block 1.9, or his or her successor, & certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all rencwal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior wnitten
notice of cancellation or modification of the policy.

15. WORKERS®’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
_certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapler 281-A
("Workers' Compensation")).

15.2 To the extent the Contractor is subject to the
requirements of N.H, RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers’ Compensation in
conneclion with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers” Compensation in the
manner described in N.H. RSA chapter281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any- Workers® Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforee any provisions hereof afier any Event of Default shall
be deemed a waiver of its nights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shail be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further.or other Event of Default
on the part of the Conlractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United,
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18, AMENDMENT. This Agreement may be amended,
waived or discharged only by en instrurnent in writing signed
by the parties hereto and only aficr approval of such
amendment, waiver or discharge by the Governor and
Exccutive Council of the State of New Hampshire unless no

such approval 1s required under the circumstances pursuant to
State law, rulc or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS,
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are mcorporaled herein by
réference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement arc held by a court of competent jurisdiction to
be contrary to any statc or federal law, the remaining
provisions of this Agreemcm will remnain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in 2 number of counterparts, cach of which shail
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4 A 4
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019 :
PART 2 - INFORMATION TECHNOLOGY PROVISIONS
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
.SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

1. TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically
noted elsewhere in this document.

Part 2
Date: N 5’

State of | NH/iontract 2019019
Contractor's Inltlals / Page 20of 50



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Acceptance

Notice from the State that a Deliverable has satisfied
Acceptance Test or Review. -

Acceptance Letter

An Acceptance Letter provides notice from the State that
a Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is

performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, critena, and Schedule for
Deliverables.

.| Acceptance Test and
Review

Tests performed to determine that no Defects exist in the
application Software or the System

Access Control

Supports the management of pemussmns for logging
onto a computer or network

Agreement

A contract duly executed and legally binding.

Appendix

Supplementary material that is collected and appended
at the back of a document

Audit Trail Capture and
Analysis

Supporis the identification and monitoring of activities
within an application or system

Authorized Persons

The Contractor's employees, contractors,
subcontractors or other agents who need to access
the State's personal data to enable the Contractor to
perform the services required.

Certification

The Vendor's written declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable and certified its readiness
for applicable Acceptance Testing or Review.

Change Order

Formal documentation prepared for a proposed change
in the Specifications.

Completion Date

End date for the Contract

State of NH ontract 2019-019
Part 2
Date; 2 W

Conftractor's Initials
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Confidential Information

Information required to be kept Confidential from
unauthorized disclosure under the Contract

Contract

This Agreement between the State of New Hampshire
and a Vendor, which creates binding obligations for each
party to perform as specified in the Confract Documents.

Contract Agreement

Part 1, 2, and 3.. The documentation consisting of both
the General Provisions and the Exhibits which represents
the understanding and acceptance of the reciprocal legal
rights and duties of the parties with respect to the Scope
of Work

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, termination for convenience, or termination

| for default.

Contract Documents

Documents tr!ai comprise this Contract (See Contract
Agreement, Section 1.1) .

Contract Managers

The persons identified by the State and the Vendor who
shall be responsible for all contractual authorization and
administration of the Contract. These responsibilities
shall include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities. (See Section 4:
Contract Management)

Contract Price

The total, not to exceed amount to be paid by the State to
the Cantractor for product and services described in the
Contract Agreement. This amount is listed in the General
Provisions Section 1.8 (P-37).

Contractor

The Vendor and its employees, subcontractors, agents
and affiliates who are providing the services agreed to
under the contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Contractor's Inmals

State of NH, Contract 2019-019
Part 2
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services

' Qualtrax Compliance Management Software

SAAS CONTRACT 2019-019

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Conversion Test

A test to ensure that a Data conversion process correctly
takes Data from a legacy system and successfully
converts it to a form that can be used by the new System.

Cure Period

| The thirty (30) day period following written notification of

a default within which a contracted vendor must cure the
default identified.

Custom Code

Code developed by the Vendor specifically for this project
- for the State of New Hampshire

Custom Software Software developed by the VVendor specifically for this
Project for the State of New Hampshire
Data State’s records, files, forms, Data and other documents

or information, in either electronic or paper form, that will
be used /converted by the VVendor during the Contract
Temn

Data Breach

The unauthorized access by a non-authorized
person/s that results in the use, disclosure or theft of
a the State’s unencrypted non-public data.

DBA

Database Administrator

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
_ SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Deficiencies/Defects

A failure, deficiency or defect in a Deliverable
resulting in a Deliverable, the Software, or the
System, not conforming to its Specifications.

Class A Deficlency — Software - Critical, does not

allow System to operate, no work around, demands

immediate action; Written Documentation - missing
significant portions of information or unintelligible to
State; Non Software - Services were inadequate and
require re-performance of the Service.

Class B Deficiency — Software - important, does not

‘stop operation and/or there is a work around and

user can perform tasks, Whtten Documentation -
portions of information are missing but not enough to
make the document unintelligible; Non Software -
Services were deficient, require reworking, but do not

-| require re-performance of the Service.

Class C Deficiency — Software - minimal, cosmetic in
nature, minimal effect on System, low priority and/or user
can use System; Written Documentation - minimal
changes required and of minor editing nature; Non
Software - Services require only minor reworking and do
not require re-performance of the Service.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided
by the Vendor to the State or under the terms of a
Contract requirement.

Department of Information

The Department of Information Technology established

Technology (DolIT) under RSA 21-R by the Legislature effective September
5, 2008.
Documentation All information that describes the installation, operation,

and use of the Software, either in printed or electronic
format. : '

Digital Signature

Centification that guarantees the unaltered state of a file,
also known as “code signing.”

State of NH ),ontract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Effective Date

The Contract and all obligations of the parties hereunder
shall become effective on the date the Govermnor and the
Executive .Council of the State of New Hampshire
approves the Contract

Encryption

Supports the transformation of data for security pumposes

Enhancements

Updates, additions, modifications to, and new releases
for the Software, and all changes to the Documentation
as a resuit of Enhancements, including, but not limited to,
Enhancements produced by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not
subject to increase, i.e., adjustment on the basis of the
Vendor’s cost experience in performing the Contract

| Fully Loaded

Rates are inclusive of all allowable expenses, including,
but not limited to. meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses

Governor and Executive
Council

The New Hampshire Govermor and Executive Council.

Identification and

Supports obtaining information about those parties .

Authentication ‘attempting to log on to a system or application for security
purposes and the validation of those users
Implementation The process for making the System fully operational for

processing the Data.

Implementation Plan

Sets forth the transition from development of the System
to full operation, and includes without limitation, training,
business and technical procedures,

Information Technology (IT)

Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing
of information including, but not limited to, Data
processing, computing, information systems,
telecommunications, and various audic and video
technologies.

Part 2
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-018
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Input Validation

Ensure that the values entered by users or provided by
other applications meets the size, type and format
expected. Protecting the application from cross site -
scripting, SQL injection, buffer overflow, etc.

Intrusion Detection

Supports the detection of illegal entrance into a computer
system

Invoking Party

In a dispute, the party believing itself aggrieved.

Key Project Staff

Personnel identified by the State and by the Contractor as
essential to work on the Project.

‘Licensea

The State of New Hampshire

Non Exclusive Contract

A contract executed by the State that does not restrict the
State from seeking altemative sources for the
Deliverables or Services provided under the Contract.

Non-Public Information

Data, otherthan personal data, that is not subject to
distribution to the public as public information, It is
deemed to be sensitive and confidential by the State
because it contains information that is exempt by
statute, ordinance or administrative rule from access
by the general public as public information.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normmal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New
Hampshire holidays. State holidays are: New Year's
Day, Martin Luther King Day, President's Day, Memorial

. Day, July 4™, Labor Day, Veterans Day, Thanksgiving

Day, the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided

Notice to Proceed (NTP)

The State Contract Manager's written direction to the
Vendor to begin work on the Contract on a given date and
time

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Open Data Formats

A data format based on an underlying Open
Standard.

Open Source Software

Software that guarantees the user unrestricted use
of the Software as defined in RSA 21-R:10 and RSA
21-R:11.

Open Standards

Specifications 'fof the encoding and transfer of
computer data that is defined in RSA 21-R:10 and
RSA 21-R:13.

Operating System System is fully functional, all Data has been loaded into
the System, is available for use by the State in its daily
operations.

Operational The System is operating and fully functional, all Data has

been loaded; the System is available for use by the State
in its daily operations, and the State has issued an
Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the
event of a confiict or ambiguity. A term or condition in a
document controls over a conflicting or ambiguous term

| or condition in a document that is lower in the Order of

Precedence

Personal Data

Data that includes information relating to a person
that identifies the person by name and has any of the
following personally identifiable information (Plil):
government-issued identification numbers (e.g.,
Social Security, driver's license, passport); financial
account information, including account number,
credit .or debit card numbers; or protected health
information (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject

.| matter of an RFP and Contract and the activities of the

parties related hereto.

State of NH;Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Project Team

The group of State employees and contracted Vendor’s
personnel responsible for managing the processes and
mechanisms required such that the Services are
procured in accordance with the Work Plan on time, on
budget and to the required specifications and quality

Project Management Plan

A document that describes the processes and
methodology to be employed by the Vendor to ensure a
successful Project.

Project Managers

The persons identified who shall function as the State’s
and the Vendor's representative with regard to Review
and Acceptance of Confract Deliverables, invoice sign
off, and review and approval of Change Requests (CR)
utilizing the Change Control Procedures (CCP)

Project Staff State personnel assigned to work with the Vendor on the
' Project
Proposal The submission from a Vendor in response to the

Request for a Proposal or Statement of Work

Protected Health Information
(PHI)

Individually  identifiable  health  information
transmitted by electronic media, maintained in
electronic media, or transmitted or maintained in any
other form or medium. PHI excludes education
records covered by the Family Educational Rights
and Privacy Act (FERPA), as amended, 20 U.S.C.
1232g, records described at 20 USC.
1232g(a){4)(B)(iv) and employment records held by
a covered entity in its role as employer.

Regression Test Plan

A plan integrated into the Work Plan dsed to ascertain
whether fixes to Defects have caused errors elsewhere in
the application/process. .

Raview

The process of reviewing Deliverables for Acceptance

Review Penod

The period set for review of a Deliverable. If none is
specified then the Review Period is five (5) business
days.

State of NH Contract 2019-019
Part 2
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVlS!ONS

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State
functional requirements by supplying data processing
product and/or Service resources accordmg to specific
terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of
users of a computer, application or network

Schedule -

The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Contract

Security Incident

The potentially unauthorized access by non-
authorized persons to personal data or non-public
data the Contractor believes could reasonably result
in the use, disclosure or theft of a State's
unencrypted personal data or non-public data within
the possession or control of the Contractor. A
security incident may or may not tum into a data
breach.

Service Level Agreement
(SLA)

A signed agreement between both the State and the
Contractor that is subject to the terms.and conditions
in this document that unless otherwise agreed to
includes (1) the technical service level performance
promises, (i.e. metrics for performance and intervals

_for measure), (2) description of service quality, (3)

identification of roles and responsibilities, (4) security
responsibilities and notice requirements, (5) how
disputes are discovered and addressed, and (6) any
remedies for performance failures.

Service

The work or labor to be performed by the Vendor on the
Project as described in the Contract.

the Contractor

The vendor and its employees, subcontractors,

-agents and affiliates who are providing the services

agreed to under the contract.

Software

All custom Software and COTS Software provided by the
Vendor under the Contract

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Software-as-a-Service
(SaaS)

' The capability provided to the State to use the

Contractor's . applications running on a cloud
infrastructure. The applications are accessible from
various client devices through a thin-client interface
such as a Web browser (e.g., Web-based email} or a

-program interface. The State does not manage or

control the underlying cloud infrastructure including
network, servers, operating systems, storage or even
individual application capabilities, with the possible
exception of limited user-specific application
configuration settings.

‘Software Deliverables

Software and Enhancements

Software License

Licenses provided 1o the State under this Contract

Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Contract Specifications.
The off-the-shelf Software and configured Software
customized for the State provided by the Vendor in
response to this RFP.

Specifications

The written provisions that set forth the requirements
which include, without limitation, this RFP, the Proposal,
the Contract, any performance standards,
Documentation, applicable State and federal policies,
laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other
Specifications and requirements described in the Contract
Documents. The Specifications are, by this reference,
made a part of the Contract as though completely set forth
herein. :

State of NH Contract 2019:-018
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
' SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

State’

STATE is defined as:

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301

Reference to the term “State” shall include applicable
agencies

Statement of Work (SOM

] A Statement of Work clearly defines the basic

requirements and objectives of a Project. The Statement
of Work:also defines a high level view of the architecture,
performance and design requirements, the roles and
responsibilities of the State and the Vendor. The
Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for
achieving.

State’s Confidential
Records

State’s information regardless of its form that is not
subject to public disclosure under applicable state and
federal laws and regulations, including but not limited to
RSA Chapter 91-A

State Data

For SaaS applications means all data created or in any

| way originating with the State, and all data that is the

output of computer processing of or other electronic
manipulation of any data that was created by or in any
way originated with the State, whether such data or
output is stored on the State’s hardware, the Contractor’'s

. hardware or exists in any system owned, maintained or

otherwise controlled by the State or by the Contractor.

State Fiscal Year (SFY)

The New Hampshire Stéte Fiscal Year extends from July
1% through June 30" of the following calendar year

State Identified Contact

The person or persons designated in writing by the State
to receive security incident or breach notification.

!

State of NT Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

State’s Project Manager
(PM)

State’s representative with regard to Project management
and technical matters, Agency Project Managers are
responsible for review and Acceptance of specific
Contract Deliverables, invoice sign off, and Review and
approval of a Change Proposal (CP).

Subcontraqtor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under this Contract under a separate Contract with or on
behalf of the Vendor

System

All Software, specified hardware, and interfaces and
extensions, integrated and functioning together in .

- accordance with the Specifications.

TBD

‘To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must
be: (1) consistent with Statement of Work within
statement of Services; (2) not constitute a new -
assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan

A plan, integrated in the Work Plan, to verify the code

(new or changed) works to fulfill the requirements of
the Project. It may consist of a timeline, a series of
tests and test data, test scripts and reports for the
test results as well as a tracking mechanism.

Term

Period of the Contract from the Effective Date
through termination.

Transition Services

Services and support provided when Contractor is
supporting System changes.

UAT

User Acceptance Test

Unit Test

Developers create their own test data and test
scenarios to verify the code they have created or
changed functions properly as defined.

Part 2
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

User Acceptance Testing

L

Tests done by knowledgeable business users who
are familiar with the scope of the Project. They
create/develop test cases to confirm the System was
developed according to specific user requirements.
The test cases and scripts/scenarios should be
mapped to business requirements outlined in the
user raquirements documents.

User Management

Supports the administration of computer, application
and network accounts within an organization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the

| Contract with the State and who is responsible for the

Services and Deliverables of the Contract.

Verification

Supports the confirmation of authority to enter a computer
system, application or network

Walk Through

A step-by-step review of a Specification, usability
features or design before it is handed off to the technical
team for development

Work Hours

Vendor personnel shall work normal business hours
between 8:00 am and 5:00 pm, eight (8) hour days, forty
(40) hour weeks, excluding State of New Hampshire
holidays. Changes to this schedule may be made upon
agreement with the State Project Manager.

Work Plan

The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation
of tasks, activities and events to be performed and
Deliverables to be produced under the Project as-
specified in Appendix C. The Work Plan shall include a

| detailed description of the Schedule, tasksfactivities,

Deliverables, critical events, task dependencies, and the
resources that would lead and/or participate on each

" task.

Written Deliverables

Non-Software written deliverable Documentation (letter,
report, manual, book, other) provided by the Vendor
either in paper or electronic format.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
" SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through
New Hampshire Department of Health and Human Services (“State”), and
Qualtrax Compliance Software, a Virginia Corporation, ("Contractor”), having
its principal place of business at 105 E Roanoke St., Blacksburg, VA 24060.

Under this Contract, the Contractor shali provide Cloud Hosted Software and
Maintenance and Support of Software to the State. Qualtrax is a compliance
software that manages accreditation standards and audits documents as they
relate to a variety of accreditation agencies and their standards. Various
national and intermational agencies oversee the work done by the laboratory,
examples include: FDA, CDC, NELAC, TNI, PHAP and soon ISO 17025. The
oversight and management of all regulatory requirements from those entities
as well as those outlined by the Quality Management System are made
significantly easier by the implementation of the software program.

RECITALS

Whereas the State desires to have the Contractor provide a Cloud Hosted
Software and Maintenance and Support of Software, and associated Services
for the State;

Whereas the Contractor wishes to provide Cloud Hosted Software and
Maintenance and Support of Software.

The parties therefore agree as follows:

Contract Documents

1.1,  CONTRACT DOCUMENTS

This Contract Agreement (2019-019) is comprised of the following documents:
A. Part 1 - Form P-37 General Provision
B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables .

Exhibit B- Price and Payment Schedule

Exhibit C- Special Provisions

Exhibit D- Administrative Services

Exhibit E- Implementation Services

State of NH{Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
. SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference ’
Exhibit O- Certificates and Attachments

D. Part 3 — Attachments
Attachment 1 — Exhibit H Business Requirements
Attachment 2 — DHHS Exhibits

1.2. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract
Documents, the following Order of Precedence shall govemn:

» State of New Hampshire, Department of Health and Human Services
Contract Agreement 2019-019, including Parts 1, 2, and 3.

Service Leve! Agreement — Qualtrax Cloud

Service Level Agreement — Hosted Qualtrax

Qualtrax — Terms - Conditions

New Hampshire Public Health Hosted Conversion 5 year renewal lock
181221

* Move to Hosted Data Guide_Customer-facing

CONTRACT TERM

State of NH Contract 2019-019
Part 2
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2.1.

2.2

2.3

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

The Contract and all obligations of the parties hereunder shall become
effective after full execution by the parties, and the receipt of required
governmental approvals, including, but not limited to, Govermor and
Executive Council of the State of New Hampshire approval (“Effective
Date”).

The Contract shall begin on the Effective Date and extend through
December 31, 2022. The Term may be renewed for up to five (5) years,
(“Extended Term”) at the sole option of the State, subject to the parties prior
written agreement on applicable fees for each extended term.

The Contractor shall commence work upon issuance of a Notice to Proceed
by the State.

Compensation

3.1.

. 3.2

CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, method of
payment, and terms of payment are identified and more particularly
described in section 5 of P-37 Agreement and Part 3 Contract Exhibit B:

Price and Payment Schedule. '

NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to
provide any of the Services or Deliverables identified under this
procurement or make an award by item, part or portion of an item, group of
items, or total Proposal. the Contractor shall not be responsible for any
delay, act, or omission of such other vendors, except that the Contractor
shall be responsible for any delay, act, or omission of the other vendors if
such delay, act, or omission is caused by or due to the fault of the
Contractor.

Contract Management

The Project will require the coordinated efforts of a Project Team consisting of
both the Contractor and State personnel. The Contractor shall provide all
necessary resources to perform its obligations under the Contract. The
Contractor shall be responsible for managing the Project to its successful
completion.

Part 2
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_ STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software

- SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

4.1. THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for
all Contract authorization and administration.

The Contractor's Contract Manager is:

Kayla Rux

105 E. Roanoke Street

Blacksburg, VA 24060

Tel: 540-260-9961

Email: krux@qualtrax.com

42. THE CONTRACTOR’S PROJECT MANAGER
4.2.1. Contract Project Manager ‘
The Contractor shall assign a Project Manager who meets the

requirements of the Contract. The Contractor's selection of the
Contracted Vendor Project Manager shall be subject to the prior
written approval of the State. The State's approval process may
include, without limitation, at the State’s discretion, review of the
proposed Contractor's Project Manager's resume, qualifications,
references, and background checks, and an interview. The State
may require removal or reassignment of the Contractor's Project
Manager who, in the sole judgment of the State, is found

unacceptable or is not performing to the State’s satisfaction.

gtatezof Nb-[ Contract 2019-019
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Qualtrax Compliance Management Software

SAAS CONTRACT 2019-019

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

422,

4.2.3.

424,

The Contractor's Project Manager must be qualified to perform the
obligations required of the position under the Contract, shall have
full authority to make binding decisions under the Contract, and
shall function as the Contractor's representative for all
administrative and management matters. The Contractor's Project
Manager shall perform the duties required under the Contract,
including, but not limited to, those set forth in Exhibit |, Section 2.
The Contractor's Project Manager must be available to promptly
respond during Normal Business Hours within two (2) hours to
inquiries from the State, and be at the site as needed. The
Contractor's Project Manager must work diligently and use his/ her
best efforts on the Project.

The Contractor shall not change its assignment of the Contractor’s
Project Manager without providing the State written justification and
obtaining the prior written approval of the State. State approvals
for replacement of the Contractor's Project Manager shall not be
unreasonably withheld. The replacement Project Manager shall
have comparable or greater skills than of the Contractor's Project
Manager being replaced; meet the requirements of the Contract;
and be subject to reference and background checks described
above in General Provisions, Section 4.2.1. Contract Project
Manager, and in Contract Agreement General Provisions, Section
4.6. Reference and Background Checks, below. The Contractor
shall assign a replacement of the Contractor's Project Manager
within ten (10) business days of the departure of the prior

_ Contractor's Project Manager, and the Contractor shall continue

during the ten (10) business day period to provide competent
Project management Services through the assignment of a
qualified interim Project Manager.

Notwithstanding any ¢ther provision of the Contract, the State shall
have the option, at its discretion, to terminate the Contract, declare
the Contractor in default and pursue its remedies at law and in
equity, if the Contractor fails to assign a the Contractor Project
Manager meeting the requirements and terms of the Contract.

State of NH Contract 2019-019
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Department of Health and Human Services
Qualtrax Compliance Management Software

SAAS CONTRACT 2019-019

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

4.25.

CONTRACTOR Project Manager is:
Kayla Rux

105 E. Roanoke Street

Blacksburg, VA 24060

Tel: 540-260-9961

Email: krux@gqualtrax.com

43. CONTRACTOR KEY PROJECT STAFF

4.31.

432

The Contractor shall assign Key Project Staff who meet the
requirements of the Contract, and can implement the Software
Solution meeting the requirements set forth in RFP Appendix C:
System Requirements and Deliverables, Table C.2: System
Requirements and Deliverables-Vendor Response Checklist. The
State may -conduct reference and background checks on the
Contractor's Key Project Staff. The State reserves the right to
require removal or reassignment of the Contractor's Key Project
Staff who are found unacceptable to the State. Any background
checks shall be performed in accordance with Generatl Provisions
Section 4.6; Background Checks.

The Contractor shall not change any of the Contractor's Key
Project Staff commitments without providing the State written
justification and obtaining the prior written approval of the State.
State approvals for replacement of the Contractor's Key Project
Staff will not be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater
skills than of the Contractor's Key Project Staff being replaced;
meet the requirements of the Contract, including but not limited to
the requirements set forth in RFP Appendix C: System
Requirements and Deliverables and be subject to reference and
background checks described in Contract Agreement- General
Provisions, Section 4.6. Reference and Background Checks,

State of NI} Contract 2019019
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4.3.3.

Notwithstanding any other provision of the Contract to the contrary,
the State shall have the option to terminate the Contract, declare
the Contractor in default and to pursue its remedies at law and in
equity, if the Contractor fails to assign Key Project Staff meeting
the requirements and terms of the Contract or if it is dissatisfied
with the Contractor’s replacement Project staff.

4.4. . STATE CONTRACT MANAGER

4.4.1.

The State shall assign a Contract Manager who shall function as
the State's representative with regard to Contract administration.
The State Contract Manager is:

Alma A. Vazquez

Quality Manager

Public Health Laboratories

Division of Public Health Services

NH Department of Health and Human Services

29 Hazen Dr. '

Concord, NH 03301

Tel: 603-271-0305

Email: alma.vazquez@dhhs.nh.gov .

45 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's
duties shall include the following:

4.51.
45.2.
4.53.
4.54.
4.5.5.
4.5.6.
4.5.7.

Leading the Project;

Engaging and managing all Contractors;
Managing significant issues and risks.
Reviewing and accepting Contract Deliverables;
Invoice sign-offs;

Review and approval of change proposals; and
Managing stakeholders’ concerns.

State of NH Contract 2019-019
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4.5.8. The State Project Manager is:

J. Trevor Lester
LIMS Adminstrator
Public Health Laboratories
Division of Public Health Services
- NH Department of Health-and Human Services
29 Hazen Dr. '
Concord, NH 03301 .
Tel: 603-271-4617
Email; jonathan.lester@dhhs.nh.gov

46. REFERENCE AND BACKGROUND CHECKS

4.6.1. The Contractor shall conduct criminal background checks and not
utilize any staff, including subcontractors, to fulfill the obligations of
the contract who have been convicted of any crime of dishonesty,
including but not limited to criminal! fraud, or otherwise convicted of
any felony or misdemeanor offense for which incarceration for up
to 1 year is an authorized penalty. The Contractor shall promote
and maintain an awareness of the importance of securing the
State's information among the Contractor's employees and agents.

46.2. The State may, at its sole expense, conduct reference and
background screening of the Contracted Vendor Project Manager
and the Contractor Key Project Staff. The State shall maintain the,
confidentiality of background screening results in accordance with
the Contract Agreement — General Provisions-Section 11: Use of
State’s Information, Confidentiality. ‘

DELIVERABLES
51. CONTRACTOR RESPONSIBILITIES
5.1.1. The Contractor shall be solely responsible for meeting all

requirements, and terms and conditions specified in this Contract,
regardless of whether or not a subcontractor is used.

State of NH Contract 2019-019
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5.1.2.

The Contractor may subcontract Services subject to the provisions
of the Contract, including but not limited to, the terms and
conditions in the Contract Agreement. . The Contractor must
submit all information and documentation relating to the
Subcontractor, including terms and conditions consistent with this
Contract. The State will consider the Contractor to be wholly
responsible for the performance of the Contract and the sole point
of contact with regard to all contractual matters, including payment
of any and all charges resulting from the Contract.

52. DELIVERABLES AND SERVICES

5.2.1.

The Contractor shall provide the State with the Deliverables and
Services in accordance with the time frames in the Work Plan for
this Contract, and as more particularly described in Contract Exhibit
A: Contract Deliverables.

53. NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE '

State of NH Contract 2019-019
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5.3.1. After receiving written Certification from the Contractor that a Non-
Software or Wiritten Deliverable is final, complete, and ready for
Review, the State will Review the Deliverable to determine whether
it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in writing of its
Acceptance or rejection of the Deliverable within five (5) business
days of the State’s receipt of the Contractor’s written Certification.
If the State rejects the Deliverable, the State shall notify the
Contractor of the nature and class of the Deficiency and the
Contractor shall correct the Deficiency within the period identified
in the Work Plan. If no period for the Contractor’s correction of the
Deliverable is identified, the Contractor shall correct the Deficiency
in the Deliverable within five (5) business days. Upon receipt of
the comrected Deliverable, the State shall have five (5) business

~ days to review the Deliverable and notify the Contractor of its
Acceptance or rejection thereof, with the option to extend the
Review Pericd up to five (5) additional business days. |If the
Contractor fails to correct the Deficiency within the allotted period
of time, the State may, at its option, continue reviewing the
Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract,
_declare the Contractor in default, and pursue its remedies at law
and in equity.

54. SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in
the Test Plan and more particularly described in Exhibit F: Testing Services.

SOFTWARE

The Contractor shall provide the State with access to the Software and
Documentation set forth in the Contract, and particularly described in Exhibit
J: Software Agreement.

SERVICES

The Contractor shall provide the Services required under the Contract
Documents. All Services shall meet, and be performed, in accordance with
the Specifications. .

State of N Coniract 2019019
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7.1. ADMINISTRATIVE SERVICES

The Contractor shall provide the State with the administrative Services set forth
‘in the Contract, and particularly described in Exhibit D. Administrative
Services.

7.2.  IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set
forth in the Contract, and particularly described in Exhibit E: Implementation
Services.

7.3. TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the
Contract, and particularly described in Exhibit F: Testing Services.

7.4, TRAINING SERVICES

The Contractor shall provide the State with training Services set forth in the
Contract, and particularly described in Exhibit L: Training Services.

7.5, MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance-and support Services
for the Software set forth in the Contract, and particularly described in Exhibit
G: System Maintenance and Support.

7.6. WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the
Contract, and particularly described in Exhibit K: Warranty & Warranty
Services. '

‘WORK PLAN DELIVERABLE

8.1. The Contractor shall provide the State with a Work Plan that shall include,
'without limitation, a detailed description of the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment
. Schedule. '

State of N Contract 2019-019
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The initial Work Ptan shall be a separate Deliverable and is set forth in
Contract Exhibit I: Work Plan. The Contractor shall update the Work Plan
as necessary, but no less than every two weeks, to accurately reflect the
status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment
Schedule. Any such updates to the Work Plan must be approved by the
State, in wnting, prior to final incorporation into Contract Exhibit || Work
Plan. The updated Contract Exhibit I. Work Plan, as approved by the State,
is incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract
Exhibit 1. Work Pfan shall not relieve the Contractor from liability to the State
for damages resulting from the Contractor's failure to perform its obligations
under the Contract, including, without limitation, performance in accordance
with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately
notify the State' in writing, identifying the nature of the delay, i.e., specific
actions or inactions of the Contractor or the State causing the problem; its
estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the
Project.

In the event additional time is required by the Contractor to correct
Deficiencies, the Schedule shall not change unless previously agreed in
writing by the State, except that the Schedule shall automatically extend on
a day-to-day basis to the extent that the delay does not result from the
Contractor’s failure to fulfill its obligations under the Contract. To the extent
that the State's execution of its major tasks takes longer than described in
the Work Plan, the Schedule shall automatically extend on a day-to-day
basis.

Notwithstanding anything to the contrary, the State shall have the option to
terminate the Contract for-default, at its discretion, if it is dissatisfied with
the Vendor's Work Plan or elements within the Work Plan.

CHANGE ORDERS

Part
Date
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9.1.

9.2.

9.3.

The State may make changes or revisions at any time by written Change
Order. The State originated changes or revisions shall be approved by the
Department of Information Technology. Within five (5) business days of the
Contractor's receipt of a Change Order, the Contractor shall advise the
State, in detail, of any impact on cost (e.g., increase or decrease), the
Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by
written Change Order, identifying any impact on cost, the Schedule, or the
Work Plan. The State shall attempt to respond to the Contractor's
requested Change Order within five (5) business days. The State Agency,
as well as the Department of Information Technology, must approve all
Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach an agreement in writing.

All Change Order requests from the Contractor to the State, and the State
acceptance of the Contractor's estimate for a State requested change, will
be acknowledged and responded to, either acceptance or rejection, in
writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the State.

State of NH Contract 2019-019
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INTELLECTUAL PROPERTY
10.1. SOFTWARE TITLE

10.1.1.

10.1.2.

10.1.3.

Titte, right, and interest (including all ownership and intellectual
property rights) in the Software, and its associated Documentation,
shall remain with the Contractor.

Upon successful completion and/or termination of the
Implementation of the Project, the Contracted Vendor shall own
and hold all, title, and rights in any Software modifications
developed in connection with performance of obligations under the
Contract, or modifications to the Contracted Vendor provided
Software, and their associated Documentation including any and
all performance enhancing operational plans and the Vendors' -
special utilities. the Contracted Vendor shall license back to the
State the right to produce, publish, or otherwise use such software,
source code, object code, modifications, reports, and
Documentation developed under the Contract.

In no event shall the Vendor be precluded from developlng for itself,
or for others, materials that are competitive with, or .similar to
Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the
Vendor shall be free. to use its general knowledge, skills,
experience, and any -other ideas, concepts, know-how, and
techniques that are acquired or used in the course of its
performance under this agreement.

10.2. STATE'S DATA AND PROPERTY

peX[all1
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All rights, title and interest in State Data shall remain with the State.

All data and any property which has been received from the State
or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demandor upon termination of this Agreement for
any reason. the Contractor shall not access State user accounts
or State data, except (1) in the course of data center operations,
(2) in response to service or technica! issues, (3) as required by the
express terms of this contract or (4) at the State’s written request.

10.3. CONTRACTOR’'S MATERIALS

10.3.1.

10.3.2.

Subject to the provisions of this Contract, the Contractor may
develop for itself, or for others, materials that are competitive with,
or similar to, the Deliverables. In accordance with the provision
of this Contract, the Contractor shall not distribute any products
containing or disclose any State Confidential Information. The
Contractor shall be free to use its general knowledge, skills and
experience, and any ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under .

this Contract, provided that such is not obtained as the result of the

deliberate memorization of the State Confidential Information by
the Contractor employees or third party consultants engaged by the
Contractor.

Without limiting the foregoing, the parties agree that the general
knowledge referred to herein cannot include information or records
not- subject to public disclosure under New Hampshire RSA
Chapter 21-A, which includes but is not limited to the following:
records of grand juries and petit juries; records of parole and
pardon boards, personal school records of pupils; records
pertaining to intemal personnel practices, financial information, test
questions, scoring keys and other examination data use to
administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library

"use, video tape sale or rental, and other files containing personally

identifiable information that is private in nature.

State of NH Contract 2019-019
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10.4. STATE WEBSITE COPYRIGHT

10.4.1.
10.4.2.

WWW Copyright and Intellectual Property Rights

All right, titte and interest in the State WWW site <NH.GOV, etc.>,
including copyright to all Data and information, shall remain with
the State. The State shall also retain all right, title and interest in
any user interfaces and computer instructions embedded within the
VWWW pages. All WWW pages and any other Data or information
shall, where applicable, display the State's copyright.

10.5. CUSTOM SOFTWARE SOURCE CODE

10.5.1.

in the event that the State purchses software development
services, which results in Custom Software, the Contractor shall
provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The State
shall receive a worldwide, perpetual, irrevocable, non-exclusive
paid —-up right and license to use, copy, modify and prepare
derivative works of any custom developed software. This section
does not apply to the Contractor's proprietary software code.

10.6. SURVIVAL

10.6.1.

This Contract Agreement Section 10: Intellectual Property shall
survive the termination of the Contract.

Use of State’s information, confidentiality
11.1. USE OF STATE’S INFORMATION

penTs/zl® 70
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11.2. STATE
11.2.1.

11.2.2.

In performing its obligations under the Contract, the Contractor may
gain access to information of the State, including State Confidential
Information. “State Confidential Information” shall include, but not
be limited to, information exempted from public disclosure under
New Hampshire RSA Chapter 91-A: Access to Public Records and
Meelings (see e.g. RSA Chapter 91-A: 5 Exemptions). The
Contractor shall not use the State Confidential Information
developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected
to and necessary -for the Contractor's performance under the
Contract.

CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction
(collectively “release”), all State Confidential Information that
becomes available to the Contractor in connection with its
performance under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations,
Confidential Information shall not include information which: (i)
shall have otherwise become publicly available other than as a
result of disclosure by the receiving party in breach hereof, (ii) was
disclosed to the receiving party on a non-confidential basis from a
source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party, (iii) is
developed by the receiving party independently of, or was known
by the receiving party prior to, any disclosure of such information
made by the disclosing party; or (iv) is disclosed with the written
consent of the disclosing party. A receiving party also may disclose
Confidential Information to the extent required by an order of a
court of competent jurisdiction.

State of NH Contract 2019-019
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11.2.3. Any disclosure of the State Confidential Information shall require
the prior written approval of the State. The Contractor shall
immediately notify the State if any request, subpoena or other legal
process is served upon the Contractor regarding the State
Confidential Information, and the Contractor shall cooperate with
the State in any effort the State undertakes to contest the request,
subpoena or other legal process, at no additional cost to the State.

11.2.4. In the event of the unauthorized release of State Confidential
Information, the Contractor shall immediately notify the State, and
the State may immediately be entitled to pursue any remedy at law
and in equity, including, but not limited to, injunctive relief.

11.3.  CONTRACTOR CONFIDENTIAL INFORMATION
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11.3.1.

Insofar as the Contractor seeks to maintain the confidentiality of its
confidential or proprietary information, the Contractor must clearly
identify in writing all information it claims to be confidential or
proprietary.  Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and
Documentation to be Confidential (nformation. The Contractor
acknowledges that the State is subject to State and federal laws
governing disclosure of information including, but not limited to,
RSA Chapter 91-A. The State shall maintain the confidentiality of
the identified Confidential Information insofar as it is consistent with
applicable State and federal laws or regulations, including but not
limited to, RSA Chapter 91-A. In the event the State receives a
request for the information identified by the Contractor as
confidential, the State shall notify the Contractor and specify the
date the State will be releasing the requested information. At the
request of the State, the Contractor shall cooperate and assist the .
State with the collection and review of the Contractor’s information,
at no additional expense to the State. Any effort to prohibit or enjoin
the release of the information shall be the Contractor's sole
responsibility and at the Contractor's sole expense. If the
Contractor fails to obtain a court order enjoining the disclosure, the
State shali release the information on the date specified in the
State’'s notice to the Contractor, without any liability to the

Contractor.

11.4. SURVIVAL

11.4.1.

This Contract Agreement Section 11, Use of State’s Information,
Confidentiality, shall survive termination or conclusion of the
Contract.

Limitation of Liability

12.1. STATE
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Subject to applicable laws and regulations, in no event shall the State
be liable for any consequential, special, indirect, incidental, punitive, or
exemplary damages. Subject to applicable laws and regulations, the
State's liability to the Contractor shall not exceed the total Contract price
set forth in Contract Agreement — General Provisions, Block 1.8,

12.2. CONTRACTOR

12.2.1. Subject to applicable laws and regulations, in no event shall the
Contractor be liable for any consequential, special, indirect,
incidental, punitive or exemplary damages and the Contractor's
liability to the State shall not exceed two times (2X) the total
Contract price set forth in Contract Agreement — P-37, General
Provisions, Block 1.8.

12.2.2. Notwithstanding the foregoing, this limitation of liability shall not
apply to the Contractor's indemnification obligations set forth in the
Contract Agreement-General Provisions - Section 13

" Indemnification and confidentiality obligations in Contract
Agreement-General Provisions Section 11: Use of State’s
Information, Confidentiality, which shall be unlimited.

12.3. STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be
deemed to constitute a waiver of the sovereign immunity of the State,
which immunity is hereby reserved to the State. This covenant shall
survive termination or Contract conclusion.

12.4. SURVIVAL

This Section 12:- Limitation of Liability shall survive termination or
Contract conclusion. :

Termination
This Section 13 shall survive the termination or Contract Conclusion.
13.1: TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shall
constitute an event of default hereunder (“Event of Default”)

a. Failure to perform the Services satisfactorily or on schedule;

State of N Contract 2019-019
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b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the

Contract

13.1.1. Upon the occurrence of any Event of Default, the State may take
any one or more, or all, of the following actions:

13.1.1.1.

13.1.1.2.

13.1.1.3.

13.1.1.4.

Unless otherwise provided in the Contract, the State
shall provide the Contractor written notice of default and
require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30)
days from the date of notice, unless otherwise indicated
within by the State ("Cure Period”). If the Contractor fails
to cure the default within the Cure Period, the State may
terminate the Contract effective two (2) days after giving
the Contractor notice of termination, at its sole discretion,
treat the Contract as breached and pursue its remedies
at law or in equity or both.

Give the Contractor a written notice specifying the Event
of Default and suspending all payments to-be made
under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the
Contractor during the period from the date of such notice
untii such time as the State determines that the
Contractor has cured the Event of Default shall never be
paid to the Contractor.

Set off against any other obligations the State may owe
to the Vendor any damages the State suffers by reason
of any Event of Default;

Treat the Contract as breached and pursue any of its

remedies at law or in equity, or both.
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13.1.1.5. Procure Services that are the subject of the Contract
from another source and the Contractor shall be liable
for reimbursing the State for the replacement Services,
and all administrative costs directly related to the
replacement of the Contract and procuring the Services
from another source, such as costs of competitive
bidding, mailing, advertising, applicable fees, charges or
penalties, and staff time costs; all of which shall be
subject to the limitations of liability set forth in the
Contract.’ '

The Vendor shall provide the State with written notice of defauilt,
and the State shalt cure the default within thirty (30) days.

13.2. TERMINATION FOR CONVENIENCE

13.2.1.

13.2.2.

The State may, at its sole discretion, terminate the Contract for
convenience, in whole or in part, by thirty (30) days written notice
to the Contractor. In the event of a termination for convenience,
the State shall pay the Contractor the agreed upon price, if
separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services or
Deliverables provided prior to the date of termination for which no
separate price is stated under the Contract shall be paid, in whole
or in part, generally in accordance with Contract Exhibit B, Price
and Payment Schedule, of the Contract.

During the thirty (30) day period, the Contractor shall wind down
and cease Services as quickly and efficiently as reasonably
possible, without performing unnecessary Services or activities
and by minimizing negative effects on the State from such winding
down and cessation of Services.

13.3. TERMINATION FOR CONFLICT OF INTEREST

State of N7 Contract 2019-019
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13.3.1.

13.3.2.

13.3.3.

The State may terminate the Contract by written notice if it
determines that a conflict of interest exists, including but not limited
to, a violation by any of the parties hereto of applicable laws
regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any
current development, support, and maintenance costs. The State
shall pay all other contracted payments that would have become
due and payable if the Contractor did not know, or reasonably dld
not know, of the conflict of interest.

In the event the Contract is terminated as provided above pursuant
to a violation by the Cantractor, the State shall be entitled to pursue
the same remedies against the Contractor as it could pursue in the
event of a default of the Contract by the Contractor.

13.4. TERMINATION PROCEDURE

13.4.1.

Upon termination of the Contract, the State, in addition to any other
rights provided in the Contract, may require the Contractor to
deliver to the State any property, including without limitation,
Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2. After receipt of a notice of termination, and except as otherwise

directed by the State, the Contractor shall:

13.4.2.1. The State shall be entitled to any post-termination
: assistance generally made available with respect to the
services, unless a unique data retrieval arrangement has

been established as part of the SLA.

13.4.2.2. Stop work under the Contract on the date, and to the
extent specified, in the notice;

State of NH, Contract 2019-019
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13.4.3.

13.4.4.

13.4.2.3. Promptly, but in no event longer than thirty (30) days
after termination, terminate its orders and subcontracts
related to the work which has been terminated and settle
all outstanding liabilities and all claims arising out of such
termination of orders and subcontracts, with the approval
or ratification of the State to the extent required, which -
approval or ratification shall be final for the purpose of
this Section; '

13.4.2.4. Take such action as the State directs, or as necessary to
preserve and protect the property related to the Contract '
which is in the possession of the Contractor and in which
the State has an interest,

13.4.2.5: During any period of service suspension, the Contractor
shall not take any action to intentionally erase any State
data. '

In the event of termination of any services or agreement in entirety,
the Contractor shall not take any action to intentionally erase any
State data for a period of:

13.4.3.1. 10 days after the effective date of termination, if' the
termination is in accordance with the contract period

13.4.3.2. 30 days after the effective date of termination, if the
termination is for convenience

13.4.3.3. 60 days after the effective date of termination, if the
termination is for cause

After such period, the Contractor shall have no obligation to
maintain or provide any State data and shall thereafter, unless
legally prohibited, delete all State data in its systems or otherwise
in its possession or under its control.

State of NH fontract 2019-019
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13.4.4.1. Transfer title to the State and deliver in the manner, at
the times, and to the extent directed by the State, any
property which is required to be fumished to the State
and which-has been accepted or requested by the State;
and

13.4.4.2. The Contractor shall implement an orderly retum of State
data in a CSV or another mutually agreeable format at a
time agreed to by the parties and the subsequent secure
disposal of State data; '

13.4.4.3. The Contractor shall securely dispose of all requested"
data in all of its forms, such as disk, CD/ DVD, backup
tape and paper, when requested by the State, Data shall
be permanently deleted and shall not be recoverable,
according to National Institute of Standards and
Technology (NIST)-approved methods. Certificates of
destruction shall be provided to the State.

13.4.4.4. Provide written Certification to the State that the
Contractor has surrendered to the State all said property.

Change of Ownership

In the event that the Contractor should change ownership. for any reason
whatsoever, the State shall have the optlon of continuing under the Contract
with the Contractor, its successors or assigns for the full remaining term of the
Contract; continuing under the Contract with the Contractor, its successors or
assigns for such period of time as determined necessary by the State; .or
immediately terminate the Contract without liability to the Contractor, its
SUCCeSSors or assigns.

Assignment, Delegation and Subcontfacts

15.1. The Contractor shall not assign, delegate, subcontract, or otherwise .
transfer any of its interest, rights, or duties under the Contract without the
prior written consent of the State. Such consent shall not be unreasonably
withheld. Any attempted transfer, assignment, delegation, or other transfer
made without the State’s prior written consent shall be null and void, and
may constitute an event of default at the sole discretion of the State.
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15.2.

15.3.

The Contractor shall remain wholly responsible for performance of the entire
Contract even if assignees, delegates, Subcontractors, or other transferees
(“Assigns”) are used, unless otherwise agreed to in writing by the State, and
the Assigns fully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written
assumption of full obligations and liabilities of the Contract, any pemmitted
assignment, delegation, subcontract, or other transfer shall neither relieve
the Contractor of any of its obligations under the Contract nor affect any
remedies available to the State against the Contractor that may arise from
any event of default of the provisions of the contract. The State shali
consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from
the Contract.

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor
from assigning the Contract to the successor of all or substantially all of the
assets or business of the Contractor provided that the successor fully
assumes in writing all obligations and responsibilities under the Contract. In
the event that the Contractor should change ownership, as pemitted under
Section 15: Change of Ownership, the State shall have the option to
continue under the Contract with the Contractor, its successors or assigns

* for the full remaining term of the Contract; continue under the Contract with

the Contractor, its successors or assigns for such period of time as
determined necessary by the State; or immediately terminating the Contract
without liability to the Contractor, its successors or assigns.

16. Dispute Resolution

16.1.

Prior to the filing of any formal proceedings with respect to a dispute (other
than an action seeking injunctive relief with respect to intellectual property
rights or. Confidential Information), the party believing itself aggrieved (the
“Invoking Party”) shall call for progressive management involvement in the
dispute negotiation by written notice to the other party. Such notice shall
be without prejudice to the Invoking Party’s right to any other remedy
permitted under the Contract.

State of NH, Confract 2019-019
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16.2. The parties shall use reasonable efforts to arrange personal meetings
and/or telephone conferences as needed, at mutually convenient times and
places, between negotiators for the parties at the following successive
management levels, each of which shali have a period of allotted time as
specified below in which to attempt to resolve the dispute:

16.3. Dispute Resolution Responsibility and Schedule Table

LEVEL . |Qualtrax STATE! ! | CUMULATIVE
: o o ALLOTTED
- } - TIME
Primary | Kayla Rux Alma Vazquez 5 Business Days
' ’ Strategic State Project .
Account Manager (PM)
Manager '
First © . Deanna Lisa Morris 10 Business
‘ | Fefton Director Days
-| Director
Customer
Experience
-Second . : CJPage Jeffrey Meyers 15 Business
VP Commissioner Days
Operations

State of NH Contract 2019-019
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16.4.

The allotted time for the first level negotiations shall begin on the date the
Invoking Party’s notice is received by the other party. Subsequent aliotted
time is days from the date that the original Invoking Party's notice is -
received by the other party.

SAAS general terms and conditions

17.1.

Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other
governmental approvals necessary to perform its obligations under the

~ Contract.

Insurance certificate

18.1.

18.2.

18.3.

18.4.

The Insurance Certificate should note the Certificate Holder in the lower left
hand block including State of New Hampshire, Department of Health and
Human Services, 129 Pleasant Street, Concord, NH 03301.

Exhibits

The Exhibits referred to, in and attached to the Contract are incorporated
by reference as if fully included in the text.

Venue and Jurisdiction

Any action on the Contract may only be brought in the State of New
Hampshire, Merrimack County Superior Court.

Survival

The terms, conditions and warranties contained in the Contract that by their
context are intended to survive the completion of the performance,
cancellation or termination of the Contract shall so survive, including, but
not limited to, the terms of the Exhibit E Section 3. Records Retention and
Access Requirements, Exhibit E Section 4. Accounting Requirements, and
General Provisions-Section 11: Use of State’s Information, Confidentiality
and General Provisions- Section 14: Termination which shall all survive the
termination of the Contract.

State of NH Contract 2019-019

6 [V
Conﬁ’actofs Iniﬁalsﬁ . Page 43 of 50



19.

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

18.5. Force Majeure

Neither the Contractor nor the State shall be responsible for delays or
failures in performance resulting from events beyond the controf of such
party and without fault or negligence of such party. Such events shall
include, but not be limited to, acts of God, strikes, lock outs, riots, and acts
of War, epidemics, acts of Government, fire, power failures, nuclear
accidents, earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include
the Contractor's inability to hire or provide personne! needed for the
Contractor’s performance under the Contract.

18.6. Notices

Any notice by a party hereto to the other party shall be deemed to have
been duly delivered or given at the'time of mailing by certified mail, postage
prepaid, in a United States Post Office addressed to the parties at the
following addresses. ‘

TO the Contractor TO STATE:
Qualtrax State of New Hampshire
VP, Operations - Department of Health and Human
Services :
105 Roanoke St. 129 Pleasant St. .
Blacksburg, VA 24060
Tel: (800) 755-1875 Concord, NH 03301
E.Mail: cpage@qualtrax.com
DATA PROTECTION

19.1. Protection of personal privacy and data shall be an integral part of the
business activities of the Contractor to ensure there is no inappropriate or
unauthorized use of State information at any time. To this end, the
Contractor shall safeguard the confidentiality, integrity and availability of
State information and comply with the following conditions:

State of NH Contract 2019-019
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19.1.1. The Contractor shail implement and maintain appropriate
administrative, technical and organizational security measures to
safeguard against unauthorized access, disclosure or theft of
personal data and non-public data. Such security measures shall
be in accordance with recognized industry practice and not less
stringent than the measures the Contractor applies to its own
personal data and non-public data of similar kind.

19.1.2. All data obtained by the Contractor in the performance of this
contract and all personal data shall be encrypted at rest and in
transit with controlled access. Unless otherwise stipulated, the
Contractor is responsible for encryption of the personal data.

19.1.3. Unless otherwise stipulated, the Contractor shall encrypt all non-
public data at rest and in transit. The State shall identify data it
deems as non-public data to the Contractor. The level of protection
and encryption for all non-public data shall be identified and made
a part of this contract.

19.1.4. At no time shall any data or processes — that either belong to or
are intended for the use of the State or its officers, agents or
employees — be’ copied, disclosed or retained by the the

Contractor or any party related to the Contractor for subsequent
use in any transaction that does not include the State.

19.1.5. The Contractor shall not use any information collected in
connection with the service issued from this proposal for any
" purpose other than fulfilling the service.

20. DATALOCATION

State of NH/Contract 2019-019
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20.1. The Contractor shall provide its services to the State and its end users

_solely from data centers in the U.S. Storage of State data at rest shall be

located solely in data centers in the U.S. the Contractor shall not allow its

personnel or contractors to store State data on portable devices, including

personal computers, except for devices that are used and kept only at its

U.S: data centers. the Contractor shall permit its personnel and contractors

to access State data remotely only as required to provide technical support.

the Contractor may provide technical user support on a 24/7 basis using a
Follow the Sun model, unless otherwise prohibited in this contract.

SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The Contractor shall inform the State of any security incident or data breach in
accordance with NH RSA 359-C.

21.1. Incident Response: the Contractor may need to communicate with outside
parties regarding a security incident, which may include contacting law
enforcement, fielding media inquiries and seeking external expertise as
mutually agreed upon, defined by law or contained in the contract.
Discussing security incidents with the State should be handled on an urgent
as-needed basis, as part of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the
contract. '

21.2. Security Incident Reporting Requirements: the Contractor shall .report a
security incident to the appropriate State identified contact immediately as
defined in the SLA. "

21.3. Breach Reporting Requirements: If the Contractor has actual knowledge of
a confimed data breach that affects the security of any State content that
is subject to applicable data breach notification law, the Contractor shall (1)
promptly notify the appropriate State identified contact within 24 hours or
sooner, unless shorter time is required by applicable law, and (2) take
commercially reasonable measures to address the data breach in a timely
manner.

21.4. .BREACH RESPONSIBILITIES

State of NH, Contract 2019-019

oo R

Contractor's Initia! Page 46 of 50



STATE OF NEW HAMPSHIRE

Department of Heaith and Human Services
Qualtrax Compliance Management Software

PART 2 -

SAAS CONTRACT 2019-019
INFORMATION TECHNOLOGY PROVISIONS

This section only applies when a data breach occurs with respect to
personal data within the possession or control of the Contractor.

21.4.1.

21.4.2.

2143.

The Contractor, unless stipulated otherwise, shall imfnediately
notify the appropriate State identified contact by telephone in
accordance with the agreed upon security plan or security
procedures if it reasonably believes there has been a security
incident.

The Contractor, unless stipulated otherwise, shall promptly notify -
the appropriate State identified contact within 24 hours or sooner
by telephone, unless shorter time is required by applicable law, if it
confirms that there is, or reasonably believes that there has been
a data breach. the Contractor shall (1) cooperate with the State as
reasonably requested by the State to investigate and resolve the
data breach, (2) promptly implement necessary remedial
measures, if necessary, and (3) document responsive actions
taken related to the data breach, including any post-incident review
of events and actions taken to make changes in business practices
in providing the services, if necessary.

Unless otherwise stipulated, if a data breach is a direct result of the
Contractor's breach of its contract obligation to encrypt personal
data or otherwise prevent its release, the Contractor shall bear the
costs associated with: '

21.4.3.1. the investigation and resolution of the data breach;,

21.4.3.2. notifications to individuals, regulators.or others required
by State law, :

21.4.3.3. a credit monitoring service required by State (or federal)
law;

State of NH, Contract 2018-018
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21.5.

21.6.

21.7.

21.8.

21.4.3.4. a website or a toll-free number and call center for
affected individuals required by State law — all not to
exceed the average per record per person cost
calculated for data breaches in the United States
(currently $201 per record/person) in the most recent
Cost of Data Breach Study: Global Analysis published by
the Ponemon Institute17 at the time of the data breach:
and

21.43.5. complete all corrective actions as reasonably
determined by the Contractor based on root cause; all
[(1) through (5)] subject to this Contract's limitation of
liability.
NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic
discovery, litigation holds, discovery searches and expert testimonies
related to the State’s data under this contract, or which in any way might
reasonably require access to the data of the State. the Contractor shall not
respond to subpoenas, service of process and other legal requests related
to the State without first notifying the State, unless prohibited by law from
providing such notice.

ACCESS TO SECURITY LOGS AND REPORTS®

The Contractor shall provide reports to the State in a format as agreed to
by both the Contractor and the State. Reports shall include latency
statistics, user access, user access IP address, user access ‘history and
security logs for all State files related to this contract.

CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract
terms. The State may perform this audit or contract with a third party at its
discretion and at the State’s expense.

DATA CENTER AUDIT

Part 2
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219

The Contractor shail-perform an independent audit of its data centers at
least annually at its expense, and provide a redacted version of the audit
report upon request. the Contractor may remove its proprietary information
from the redacted version. A Service Organization Control (SOC) 2 audit
report or approved equivalent sets the minimum level of a third-party audit.

ADVANCE NOTICE

" The Contractor shall give advance n'otipé (to be determined at the contract

21.10.

21.11.

21.12.

21.13.

time and included in the SLA) to the State of any upgrades (e.g., major
upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of
hardware, software or firmware with a newer or better version in order to
bring the system up to date or to improve its characteristics. It usually

includes a new version number. '

SECURITY

The Contractor shall disclose its non-proprietary security processes and
technical limitations to the State such that adequate protection and flexibility
can be attained between the State and the Contractor. For example: virus
checking and port sniffing — the State and the Contractor shall understand
each other’s roles and responsibilities.

NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially '
reasonable non-disclosure agreements, and limit staff knowledge of State
data to that which is absolutely necessary to perform job duties.

IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in
entirety at its discretion without interference from the Contractor. This
includes the ability for the State to import or export data to/from other
service providers.

RESPONSIBILITIES AND UPTIME GUARANTEE
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The Contractor shall be responsible for the acquisition and operation of all
hardware, software and network support related to the services being
provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the
Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defined in the
SLA.

21.14. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor
remove from interaction with State any the Contractor representative who
the State believes is detrimental to its working relationship with the
Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies
that a potential security violation exists with respect to the request, the
Contractor shall immediately remove-such individual. the Contractor shall
not assign the person to any aspect of the contract or future work orders
without the State's consent.

State of NHContract 2018-019
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Problem Statement - The State of New Hampshire Public Health Laboratories needs
access to Qualtrax product upgrades easily and regularly. In addition, it is beneficial to
have 24/7 system monitoring, ongoing maintenance of the server, and on-demand
access being able to access, manage and maintain Qualtrax documents and
processes from anywhere.

‘Goals - Provide The State of New Hampshire Public Health Laboratories with a web-

based hosted compliance software system reducing department IT involvement,
providing a secure, certified network with 100% uptime guarantee, 24/7 system
monitoring, transactional data backups taken every 15 minutes, and provide on-
demand access to all users without-logging into a VPN. All traffic occurs over an SSL
connection, ensuring a high level of security to your data. -

Project Overview - The general scope of the project is to provide The State of New
Hampshire Public Health Laboratories with a web-based hosted compliance
management software for documents and processes.

Statement of Work - See below for deliverables and milestones to be completed
throughout the project.

General Project Assumptions

5.1. The Contractor will provide project tracking tools and templates to record and -
manage Issues, Risks, Change Requests, Requirements, Decision Sheets, and
other documents used in the management and tracking of the project. The State
of New Hampshire and the Contractor's Project Managers will review these
tools and templates and determine which ones will be used for the project.
Training on these tools and templates will be conducted at the start of each
phase in which they will be used.

5.2. Prior to the commencement of work on Non-Software and Written Deliverables,
the Contractor shall provide to the State a template, table of contents, or agenda
for Review and prior approval by the State. :

State of NH Contract 2019-019
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The Contractor shall ensure that appropriate levels of security are implemented
and maintained in order to protect the integrity and reliability of the State's
Information Technology resources, information, and services. Security
requirements are defined in Appendix C-2 of the Request for Proposal. The
Contractor shall provide the State resources, information, and Services on an
ongoing basis, with the appropriate infrastructure and security controls to
ensure business continuity and to safeguard the confidentiality and integrity of
State networks, Systems and Data. )

The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the right to reject
any and all Deliverables in the event the State detects any Deficiency in the
System, in whole or in part, through completion of all Acceptance Testing,
including but not limited to, Software/System Acceptance Testing, and any
extensions thereof. ‘

Qualtrax Quote

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule.
Pricing will be effective  for the Term of this Contract, and any.extensions
thereof.

DELIVERABLES, MILESfONES, AND ACTIVITIES SCHEDULE

State of NH Contract 2019-019
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Activity, Deliverable, or Responsib) |P rojected
Milestone € Resource Delivery Date

1 - Overall Business Requirements

System shall not store Personal
Identifiable Information, Personal
Health Information and/or Personal  |Qualtrax
1.1 Financial Information Support Team  |Ongoing

Contractor shall use Rackspace ®  |Qualtrax
1.2 certified servers. Support Team  |Ongoing

Contractor shall not make any
modifications to  Customer's
service settings without approval  |Qualtrax
1.3 from Customer's service owner. - [Support Team  |Ongoing

2 - Software Access and Licenses ST .

Enable Qualtrax Compliance
Tracking Software for New
Hampshire Department of Health  |Qualtrax

2.1 and Human Services use Support Team

Provide three (3) Administrator
Licenses to Qualtrax Compliance  |Qualtrax
2.2 Tracking Software Support Team

Provide six (6) Concurrent
Licenses to Qualtrax Compliance  |Qualtrax
2.3 Tracking Software _ Support Team

Provide ten (10) Concurrent Test
Licenses to Qualtrax Compliance  [Qualtrax
2.4 Tracking Software Support Team

State of NH Contract 2019-019
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Provide Unlimited Read-only
access Licenses to Qualtrax |Qualtrax
2.5 Compliance Tracking Software Support Team
Provide storage for ' unlimited
document and compliance tracking  [Qualtrax
2.6 storage Support Team
3 - Maintenance and Support ‘
Provide Maintenance and Support  |Qualtrax
3.1 or Qualtrax Hosted solution Support Team  {Ongoing
lEnsure compatibility with state ‘
supported software (i.e. Microsoft  |Qualtrax
3.0 Office Suite) Support Team  [Ongoing
Contractor agrees to provide
service update 100% of the time,
. excluding scheduled and  |Qualtrax
3.3 emergency maintenance. Support Team  [Ongoing
Contractor shall ensure a minimum
of thirty (30) days’ notice in [Qualtrax '
3.4 advance of all service upgrades. Support Team  [Ongoing
Contractor  shall  notify the
Department prior to and following
all maintenance, scheduled and
. emergency and provide a detailed  [Qualtrax
3.5 list of items addressed. ‘ Support Team  [Ongoing
Contractor_ shall .provide. 24/7.
phone support via the following
telephone numbers:
- 800-755-1875 Qualtrax
3.4 - 540-260-9961 Support Team  [Ongoing
State of NH Contract 2019-019
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CONTRACT DELIVERABLES
4 — heporting ' :
Provide monthly report of number
of occurrences. and duration of  |Qualtrax Recurring/Mo
4.1 system downtime Support Team nthly
5~ Ml_grationlto Hosted Solution 'y '
Establish a formal Service Level  |Qualtrax
5.1 Agreement Support Team
|6 ~ Customer Data T
: Full database backups shall be |Qualtrax Recurring/Mo
6.1 taken every twenty-four (24) hours.  [Support Team  |nthly
Transactional tog backups shall be  [Qualtrax Recurring/Mo
6.2 taken every fifteen (15) minutes Support Team  |nthly
Document backups shall be taken  |Qualtrax Recurring/Mo
5.1 every four (4) hours Support Team  |nthly
I6 — Planning and Project Manager.nent‘ |
Sent upon
approval  of
. |Pre-installation form set to [Qualtrax hosted
6.1 customer for review Support Team  |conversion
NH DolT,
DHHS Project
Team,
Qualtrax
6.2 Conduct Project Kickoff Meeting Support Team  [TBD
NH DolT
6.3 Pre-installation Form Completed Resource TBD
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Backup of Qualtrax database
complete and sent to Qualtrax _
6.4 Operational Engineers NH Dol T TBD
Data import into a Qualtrax test |Qualtrax OE
6.5 system TBD
Testing phase begins-Customer  |DHHS Project
6.6 completes the validation checklist Team TBD
When testing is complete, a
6.7 production conversion date is sent Qualtrax OE  [TBD
Update software license key is sent
6.8 and used for the conversion, Qualtrax QE TBD
NH DolT backs up database with
: current revision and sends to
6.9 Qualtrax Operational Engineers |NH DolT, TBD
NH DolT Quality communicates |NH DolT,
internally the cut over dateftime for  |DHHS Project
- 6.10 the existing system Team TBD
: Data is imported into the Qualtrax
6.11 hosted production system Qualtrax OE TBD
: Qualtrax
If needed, provide refresher |Product
6.12 training Consuitant TBD
Qualtrax OE,
' Hosted site is now live with [DHHS Project
6.13 production data Team TBD
6.14 Conduct Project Exit Meeting Non-Software TBD
6.15 Hosting, Support & Maintenance  |Qualtrax OE
Year 1
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6.16 Hosting, Support & Maintenance  |Qualtrax OE
Year 2 : '
6.17 Hosting, Support & Maintenance Qualtrax OE
Year 3
6.18 Hosting, Support & Maintenance  |Qualtrax OE
Year 4 _
6.19 Hosting, Support & Maintenance = [Quaitrax OE
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1. PAYMENT SCHEDULE
1.1. Notto Exceed

This is a Not to Exceed (NTE) Contract for the period between the Effective
Date through December 31, 2022. The Contractor shall be responsible for
performing its obligations in accordance with the Contract. This Contract will
allow the Contractor to invoice the State for the following activities,
Deliverables, or milestones appearing in the price and payment tables below.
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1.2 Activity, Deliverable, ~ or
Milestone ' $ Cost

1 - Overall Business Requirements

System shall not store Personal
Identifiable Information, Personal
Health Information and/or Personal ‘
1.1 Financial Information Included

Contractor shall use Rackspace ®
1.2 certified servers. Included

[Contractor shall not make any
modifications to  Customer's
service settings without approval .
1.3 from Customer’s service owner. Included

2 - Software Access and Licenses

Enable Qualtrax Compliance
Tracking Software for New
Hampshire Department of Health
2.1 and Human Services use Included

Provide three (3) Administrator
Licenses to Qualtrax Compliance
2.2 Tracking Software Included

Provide ~ six (8) Concumrent
Licenses to Qualtrax Compliance
2.3 Tracking Software Included

Provide ten (10) Concurrent Test
Licenses to Qualtrax Compliance
2.4 Tracking Software Included
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Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

Provide Unlimited Read-only
access Licenses to Qualtrax _
2.5 Compliance Tracking Software Included

Provide storage for unlimited
document and compliance tracking
2.6 storage Included

3 — Malntenance and Support

Provide Maintenance ahd Support
3.1 for Qualtrax Hosted solution - |included

Ensure compatability with state
supported software (i.e. Microsoft '
3.2 Office Suite) tncluded

Contractor agrees to provide
service update 100% of the time,
excluding scheduled and
3.3 emergency maintenance. Included

Contractor shall ensure a minimum
of thity (30) days’ - notice in
3.4 ~ [advance of all service upgrades. Included

Contractor shall notify the
Department prior to and following
all maintenance, scheduled and
emergency and provide a detailed
3.5 list of items addressed. Included

Contractor shall provide 24/7
phone support via the following
telephone numbers:

- 800-755-1875
3.4 - 540-260-9961 Included

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE
4 - Reporting o :

Provide monthly report of number
of occurrences and duration of :
4.1 system downtime Included

|6 - Migration to Hosted Solution v S

Provide Maintenance and Support
5.1 for Qualtrax Hosted solution Included

Ensure compatibility with state
supported software (i.e. Microsoft
5.2 Office Suite) ‘ : Included

Establish a formal Service Level ‘
0.3 Agreement Included

6 — Customer Data - S0

Full database backups shall be
6.1 taken every twenty-four (24) hours. Included

Transactional log backups shall be
6.2 taken every fifteen (15) minutes ' Included

Document backups shall be taken :
6.1 every four (4) hours Included

[6- Planning and Project Management

‘ Pre-installation form set to  |Qualtrax
|6_1 customer for review ~ |Support Team  |Included

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software

SAAS CONTRACT 2019-019
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

NH DolT,
DHHS Project
Team,
Qualtrax
6.2 Conduct Project Kickoff Meeting Support Team Included
. NH - DolT
6.3 Pre-installation Form Completed _ |Resource Included
" |Backup of Qualtrax database
complete and sent to Qualtrax
6.4 Operational Engineers ~ |INH DoIT Included
Data import into a Qualtrax test [|Qualtrax OE
6.5 system Included
[Testing phase begins-Customer  [DHHS Project
6.6 completes the validation checklist Team Included
When testing is | complete, a
6.7 production conversion date is sent Qualtrax OE Included
Update software license key is sent
5.8 and used for the conversion Qualtrax OE Included
NH DolT backs up database with
current revision and sends to
6.9 Qualtrax Operational Engineers NH DolT Included
NH DolT Quality communicates NH DolT,
internally the cut over dateftime for  |DHHS Project
6.10 the existing system Team Included
Data is imported into the Qualtrax
6.11 hosted production system Qualtrax OE Included

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Qualtrax
If needed, provide refresher Product
6.12 training ' Consultant Included
Qualtrax OE, -
Hosted site is now flive with  [DHHS Project
6.13 production data Team Included
6.14 Conduct Project Exit Meeting Non-Software Included
6.15 Hosting, Support & Maintenance  |Qualtrax OE $10,220
Year 1
5.16 Hosting, Support & Maintenance  |Qualtrax OE $10,220
Year 2
.17 Hosting, Support & Maintenance  |Qualtrax OE $10,220
Year 3
.18 Hosting, Support & Maintenance  |Qualtrax OE $10,220
Year 4
5.19 Hosting, Support & Maintenance - Qualtrax OE $10,220
Year 5 '

2. CONTRACT PRICE

21

2.2.

Notwithstanding any provision in the Contract. to the contrary, and
notwithstanding unexpected circumstances, in no event shall the total of all
payments made by the State exceed the amount indicated in the P-37 General
Provisions Block 1.8 (“Price Limitation”). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the

Contractor in the performance hereof. '

The State will not be responsible for any travel or out of pocket expenses
incurred in the performance of the Services performed under this Contract.

State of NH Contract 2019-019
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3.

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITB

PRICE AND PAYMENT SCHEDULE

INVOICING

31.

3.2

3.3.

The Contractor shall .submit correct invoices to the State for all amounts to be
paid by the State. All invoices submitted shall be subject to the State's prior
written approval, which shall not be unreasonably withheld. The Contractor shall
only submit invoices for Services or Deliverables as permitted by the Contract.
Invoices must be in a format as determined by the State and.contain detailed
information, including without limitation: itemization of each Deliverable and

* identification of the Deliverable for which payment is sought, and, the

Acceptance date triggering such payment; date of delivery and/or installation,
monthly maintenance charges; any other Project costs or retention amounts if
applicable. '

Upon Acceptance of a Deliverable, and a properly documented and undisputed
invoice, the State will pay the correct and undisputed invoice within thirty (30)
days of invoice receipt. Invoices will not be backdated and shall be promptly
dispatched.

Invoices shall be sent to:
Financial Administrator
DHHS, State of NH
129 Pleasant Street
Concord, NH 03301

PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State
Treasury for ACH payments: https:/Avww nh.govitreasury/state-vendors/index htm

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, retumn to
the State the full amount of any overpayment or erroneous payment upon discovery
or notice from the State.

CREDITS '

State of NH Contract 2019-019
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STATE OF NEW-HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE _
The State may apply credits due to the State arising out of this Contract, against the
Contractor's invoices with appropriate information attached.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019019
SAAS EXHIBIT C
SPECIAL PROVISIONS

There are no changes to the terms outlined in the Géneral Provisions.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
SAAS EXHIBIT D
ADMINISTRATIVE SERVICES

TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses. All labor
rates will be “fully loaded’, including, but not limited to: meals, hotel/housing,
airfare, car rentals, car mileage, and out of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping 6r delivery fees unless specifically itemized
in the Contract.

ACCESS/COOPERATION

3.1.  As applicable, and subject to the applicable laws and regulations, the State will provide
the Contractor with access to all program files, libraries, personal computer-bésed
systems, software packages, network systems, security systems, and hardware as .
required to complete the contracted Services.

3.2, The State will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Contractor to perform its obligations under
the Contract. '

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents,
materials, reports, and other work in progress relating to this Contract. Upon
expiration or termination of the Contract with the State, the Contractor shall tum
over all State-owned documents, material, reports, and work in progress relating
to this RFP to the State at no additional cost to the State. Documents must be
provided in both pnnted and electronic format.

. RECORDS RETENTION AND ACCESS REQUIREMENTS

5.1.- The Contractor shall agree to the conditions of all applicable State and federal laws
and regulations, which are incorporated herein by reference, regarding retention and
_access requirements, including without limitation, retention policies consistent with the
Federal Acquisition Regulations (FAR) Subpart 4.7 Contractor Records Retention.

State of NH Contract 2019-019
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53.

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
SAAS EXHIBITD
ADMINISTRATIVE SERVICES .
The Contractor and its Subcontractors shall maintain books, records, documents, and

other evidence of accounting procedures and practices, which properly and sufficiently
reflect all direct and indirect costs invoiced in the performance of their respective
obligations under the Contract. The Contractor and its Subcontractors shall retain all
such records for three (3) years following termination of the Contract, including any
extensions. Records relating to any litigation matters regarding the Contract shall be
kept for one (1) year following the termination of all litigation, including the termination
of all appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be
subject to inspection, examination, audit and copying by personnel so authorized by
the State and federal officials so authorized by law, rule, regulation or Contract, as
applicable. Access to these items shall be provided within Merrimack County of the
State of New Hampshire, unless otherwise agreed by the State. Delivery of and access
to such records shall be at no cost to the State during the three (3) year period following
termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appea! period. The Contractor
shall include the record retention and review requirements of this section in any of its

- subcontracts.

54.

The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related o the Contractor's cost structure and profit factors
shall be excluded from the State’s review unless the cost of any other Services or
Deliverables provided under the Contract is calculated or derived from the cost
structure or profit factors. '

ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles. The costs applicable to the Contract shall be
ascertainable from the accounting system and the Contractor shall maintain records
pertaining to the Services and all other costs and expenditures.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
SAAS EXHIBITE
EMPLEMENTATION SERVICES

PROJECT MANAGEMENT

‘The State believes that effective communication and reporting are essential to Project
sSuccess. :

The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

1.1.

- 1.2,

1.3.

1.4.

1.5.

1.6.

1.7.

Introductory Meeting: Participants will include the Contractor's Key Project
Staff and State Project leaders from both Department of Health and Human
Services and the Department of Information Technology. This meeting will
enable leaders to become acquainted and establish any preliminary Project
procedures. :

Kickoff Meeting: Particibants will include the State and the Contractor’s Project
Team and major stakeholders. This meeting is to establish a sound foundation
for activities that will follow.

Status Meetings: Participants will include, at the minimum, the Contractor's
Project Manager and the State Project Manager. These meetings will be
conducted at least bi-weekly and address overall Project status and any
additional topics needed to remain on schedule and within budget. A status and
error report from the Contractor shall serve as the basis for discussion.

The Work Plan: must be reviewed at each Status Meeting and updated, at
minimum, on a bi-weekly basis, in accordance with the Contract.

Special Meetings: Need may arise for a special meeting with State leaders or
Project stakeholders to address specific issues.

Exit Meeting: Participants will include Project ieaders from the Contractor and
the State. Discussion will focus on lessons learned from the Project and on
follow up options that the State may wish to consider.

The State expects the Contractor to prepare agendas and background for and
minutes of meetings. Background for each status meeting must include an
updated Work Plan. Drafting of formal presentations, such as a presentation
for the kickoff meeting, will also be the Contractor’'s responsibility.

State of NH Contract 2019-019
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2.

1.8.

1.9

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
SAAS EXHIBITE
EMPLEMENTATION SERVICES
The Contractor's Project Manager or the Contractor's Key Project Staff shall

submit monthly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.
The Contractor's Project Manager shall assist the State’s Project Manager, or
itself produce reports related to Project Management as reasonably requested
by the State, all at no additional cost to the State. The Contractor shall produce
Project status reports, which shall contain, at a minimum, the following:

1.8.1. Project status related to the Work Plan;

1.8.2. Deliverable status;

1.83. Accomplishments during weeks being reported;

1.8.4. Planned activities for the upcoming two (2) week period;
1.8.5. Future activities; and '
1.8.6. |Issues and concerns requiring resolution.

1.8.7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State
with information or reports regarding the Project. The Contractor shall prepare
special reports and presentations relating to Project Management, and shall
assist the State in preparing reports and presentations, as reasonably
requested by the State, all at no additional cost to the State.

IMPLEMENTATION STRATEGY

21.

Key Components

211. The Contractor shall employ an industry-standard Implementation
strategy with a timeline set forth in accordance with the Work Plan;

2.1.2. . The Contractor and the State shall adopt a change management
approach to identify and plan key strategies and communication
initiatives. -

State of NH Contract 2019-019
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2.1.3.

214

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliancc Management Software
SAAS CONTRACT 2019-019
SAAS EXHIBITE
EMPLEMENTATION SERVICES ,
The Contractor's team will provide training templates as defined in the

Training Plan, which will be customized to address the State’s specific
requirements. Decisions regarding format, content, style, and

-presentation shall be made early on in the process, by the State,

providing sufficient time for development of material as functionality is
defined and configured.

The Contractor shall manage Project execution and provide the tools
needed to create and manage the Project's Work Plan and tasks,
manage and schedule Project staff, track and manage issues, manage
changing requirements, maintain communication within the Project
Team, and report status.

2.2. Timeline

22.1.

The timeline is set forth in the Work Plan. During the initial planning
period Project task and resource plans will be established for: the
preliminary training ptan, the change management pian,
communication approaches, Project standards and procedures
finalized, and team training initiated. Timing will be structured to
recognize interdependencies between applications and structure a cost
effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implementation in
accordance with the Work Plan. -

2.3. Change Management and Training

2.3.1.

The Contractor's change management and training services shall be
focused on developing change management and training strategies
and plans. Its approach relies on State resources for the execution of
the change management and end user training.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITF
TESTING SERVICES

The Contractor shall provide the following Products and Services described in this Exhibit F,
including but not limited to:

1.

2.

Contractor shall bear all responsibilities for following the testing requirements related to
application system development and maintenance as defined in Table C-2, Testing.

Contractor is responsible for appropriate performance, tuning, load tests and penetration
tests for new application releases. In addition, Contractor must provide a report of the
results of such tests to the State Technical Lead if requested

Contractor shall bear all responsnbllltles for |mplement|ng a methodology for penetratlon
testing that includes the following:

3.1.  Is based on industry-accepted penetratlon testlng approaches (for example, NIST
SP800-115)

3.2. ‘Includes coverage for the entire perimeter and critical systems
3.3.  Inciudes testing from both inside and outside the network
3.4.  Includes testing to validate any segmentation and scope-reduction controls

3.5, Defines application-layer penetration tests to include,. at a minimum, the
vulnerabilities listed in Requirement 6.5

3.6. Defines network-layer penetration tests to include components that support
network functions as well as operating systems

-3.7.  Includes review and consideration of threats and vulnerabilities experienced in the

last 12 months
3.8. Specifies retention of penetration testing results and remediation activities results. -

Perform external penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an'operating system
upgrade, a sub-network added to the environment, or a web server added to the
environment

Exploitable vulnerabilities found during penetration testing are cormrected and testing is
repeated to verify the corrections.

User Acceptance Testing:

6.1.  UAT begins upon completion of the Software configuration as required and user -
training according to the Work Plan. Testing ends upon issuance of a ietter of UAT
Acceptance by the State.

State of NH Contract 2019-019
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6.2.

6.3.

6.4.

6.5.

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITF
TESTING SERVICES

The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It'may cover
any aspect of the new System, including administrative procedures such as
backup and recovery. ' The results of the UAT provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence.

Activity Description

The System User Acceptance Tests verify System functionality against predefined”
Acceptance cntena that support the successful execution of approved processes. H

Responsibilities

Contractor Team |

Provide the State an Acceptance Test Plan and selection of test scnpts for the
Acceptance Test.

Monitor the execution of thetest scnpts and assmt as needed dunng the User-
" Acceptance Test activities. :

Work jointly with the State in determlmng the required actions for problem resolutlon

State Responsibilities..

. Approve the development of the User Acceptance Test Plan and the set of data for
use during the User Acceptance Test. ‘

Validate the Acceptance Test environment.
Execute the test scripts and conduct User Acceptance Test actwutles ' . L

Document and summarize Acceptance Test results.

- Work jointly with. the Contractor in determlnmg the required actions for problem

resclution.

Provide Acceptance of the validated Systems.

T

Work Product Descniption

The Deliverable for- User Acceptance, Tests ) is the User Acceptance Test Results “These -
results provide evidence that the new System meets the’ User Acceptance criteria deﬁned

in the Work Plan.
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019019
PART 3 - EXHIBIT G
MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as
describéd in the applicable program Documentation through the contract end date.

1.1. Contractor's Responsibility

The Contractor shall maintain the System in accordance with the Coritract.

1.1.1.

Malntenance Releases

The Contractor shall make available to the State the latest program
updates, general maintenance releases, selected functionality
releases, patches, and Documentation that are generally offered to its
customers, at no additional cost. .

Standard Agreement

The State will adopt the Contractor's standard maintenance
agreement modified to address terms and conditions inconsistent with
State Statutes and general State information technology practices.

2. SYSTEM SUPPORT

2.1. The Contractor will be responsible for performing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

22. As pat of the Software maintenance agreement, ongoing Software
maintenance and support levels, including all new Software releases, shall be
responded to according to the following:

221,

Class A Deficiencies — The Contractor shall have avaiiable to the

.Department on-call telephone assistance, with issue tracking available

to the Department, during Departmernit business hours (M — F, 8:00 am
- 4:30 pm) with an email/telephone response within two (2) hours of
request, or the Contractor shall provide support with remote diagnostic
Services within four (4) business hours of a request;

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBIT G
MAINTENANCE AND SUPPORT SERVICES

2.2.2. Class B & C Deficiencies — The Department shall notify the Contractor
of such Deficiencies during regular business hours and the Contractor
shall respond back -within two (2) hours of notification of planned
corrective action.

3. SUPPORT OBLIGATIONS AND TERM

3.1.

3.2.

3.3.

3.4

3.5.

The Contractor shall repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications and terms and requirements of
the Contract, including but not limited to $1.1 through $1.20 of the Support and
Maintenance Requirements in Exhibit H Requirements, Attachment 1.

The Contractor shall maintain a record of the activities related to warranty repair
or maintenance activities performed for the Department.

For all maintenance Service calls, the Contractor shall ensure the following
information will be collected and maintained: nature of Deficiency; current status
of the Deficiency; action plans, dates and times, expected and actual completion
time; Deficiency resolution information; Resoived by; Identrfylng number i.e.
work order number; and Issue identified by.

The Contractor must work with the Department to identify and troubleshoot
potentially large scale System failures or Deficiencies by collecting the following
information: mean time between reported Deficiencies with the Software;
diagnosis of the root cause of the problem; and identification of repeat calls or
repeat Software problems.

If the Contractor fails to correct a Deficiency within the allotted period of time
stated above, the Contractor shall be deemed to have committed an Event of
Default, and the State shall have the right, at its option, to pursue the remedies
in Part 2 Section 13.1.1.2, as well as to return the Contractor's product and
receive a refund for all amounts paid to the Contractor, including but not limited
to, applicable license fees, within ninety (90) days of notification to the
Contractor of the State’s refund request

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
'PART 3 - EXHIBIT G
MAINTENANCE AND SUPPORT SERVICES

If the Contractor fails to correct a Deficiency within the allotted period of time
stated above, the Contractor shall be deemed to have committed an Event of
Default, and the State shall have the right, at its option, to pursue the remedies
in Part 1 Section 14.
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
SAAS EXHIBIT H
REQUIREMENTS

Attachment 1: Project Requirements is hereby incorporated within.
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITI'

WORK PLAN

1. The Contractor's Project Manager and the State Project manager shall finalize the Work Plan
for Implementation within ten (10) days of the Effective Date and further refine the tasks
required to implement the Project. The elemenis of the preliminary Work Plan are
documented in accordance with the Contractor's plan to implement the System. Continued
development and management of the Work Plan is a joint effort on the part of the Contractor
and State Project Managers.

2. The preliminary Work Plan for Implémentalion created by the Contractor and the State is set
forth at the end of this Exhibit.

3. In conjunction with the Contractor's Project Management methodology, which shall be used
" to manage the Project’s life cycle, the Contractor team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project.
It shall also address intra-task dependencies, resource allocations (both State and
Contractor’s team members), refine the Project's scope, and establish the Project’s
Schedule. The Plan is documented in accordance with the Contractor’s Work Plan and shall
utilize Qualtrax Workflow to support the ongoing management of the Project.

4. ASSUMPTIONS
4.1, General

4.1.1. The State shall provide team members with decision-making authority to support
the Implementation efforts, at the level outlined in the Request for Proposal
Document State Staffing Matrix.

. All State tasks must be performed in accordance with the revised Work Plan.

. All key decisions will be resolved within five (5) business days. |ssues not
resolved within this initial period will be escalated to the State Project Manager
for resolution,

4.1.4. Any activities, decisions or issues taken on by the State that affect the mutually
agreed upon Work Plan timeline, scope, resources, and costs shall be subject to
the identified Change Control process.

4.1.5. The Contractor shall maintain an accounting sysiem in accordance with

' Generally Accepted Accounting Principles (GAAP).

bl
- -
LW N

4.2. PROJECT MANAGEMENT

4.2.1. The State shall approve the Project Management Methodology used for the
Project.

4.2.2. The State shall provide the Project Team with reasonable access to the State
personnel as needed to complete Project tasks.

State of NH Contract 2019-019
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4.2.3.

4.24.

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBIT I
WORK PLAN

A Project folder created within the State system shall be used for centralized
storage and retrieval of Project documents, work products, and other material
and information relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which team
members have access to the Project folder and granting either view or read/write
privileges. The Contractor's Project Manager will establish and maintain this
folder. The State Project Manager shall approve access for the State team.
Documentation can be stored locally for the Contractor and State team on a
“shared” network drive to facilitate ease and speed of access. Final versions of
all Documentation shall be loaded to the State System.

The Contractor assumes that an Altemate Project Manager may be appointed
from time to time to handle reasonable and ordinary absences of the Prolect
Manager.

4.3. CONVERSIONS

43.1.

43.2.

4.4, PROJE
441

The Contractor Team's proposal is based on the assumption that the State's
technical team is capable of implementing, with assistance from the Contractor's
technical team, a subset of the conversions. The Contractor's Team shall lead
the State with the mapping of the legacy Data to the Contractor's applications.

Additionally, the Contractor's Team shall:

4.3.2.1. Provide the State with Contractor's application data requirements and
examples, of data mappings, conversion scripis, and data loaders.
The Contractor's Team shall identify the APIs the State should use in
the design and development of the conversion.

4322 Provide guidance and assistance with the use of the data loaders and
conversion scripts provided.

4.3.2.3. Lead the review of functional and technical Specifications.

4.3.2.4. Assist with the resolution of problems and issues associated with the
development and Implementation of the conversions.

CT SCHEDULE

Deployment is planned to begin ten (10) days following approval, with a planned
go-live date to be established with the final work plan,

4.5. REPORTING

451,

The Contractor shall conduct weekly status meetings, and provide reports that -
include, but are not limited to, minutes, action items, test results, and
Documentation.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Quatltrax Compliance Management Software

SAAS CONTRACT 2019-019
PART 3 - EXHIBIT I
WORK PLAN

4.6. USER TRAINING

46.1. The Contractor's Team shall lead the development of the end-user training plan.
4.6.2. Atrain the trainer approach shall be used for the delivery of end-user training.
4.6.3. The State is responsible for the delivery of end-user training.

4.6.4. The State shall schedule and track attendance on all end-user training classes.

4.7. PERFORMANCE AND SECURITY TESTING

4.7.1. The Contractor's Team shall provide a performance test workshop to identify the
key scenarios to be tested, the approach and tools required, and best practices
information on performance testing.

4.7.2. The State shall work with the Contractor on all testing as set forth in Contract
Exhibit F - Testing Services.

5. ROLES AND RESPONSIBILITIES

5.1. Contractor Team

Roles and Responsibilities

5.1.1. Contractor Team Prbject Executive

51.1.1.

The Contractor Team's Project Executives (Contractor and
Subcontractor Project Executives) shall be responsible for advising on
and monitoring the quality of the Services throughout the Project life
cycle. The Project Executive shall advise the Contractor Team Project
Manager and the State’s Project leadership on the best practices for
implementing the Contractor Software Solution within the State. The
Project Executive shall participate in the definition of the Project Plan

" and provide guidance to the State’s Team.

5.1.2. CONTRACTOR TEAM PROJECT MANAGER

5.1.2.1.

The Contractor Team Project Manager shall have overall responsibility
for the day-to-day management of the Project and shall plan, track,
and manage the activities of the Contractor Implementation Team.
The Contractor Team Project Manager will have the following
responsibilities:

5.1.2.1.1. Maintain communications with the State’s Project
Manager;

5.1.2.1.2. Work with.the State in planning and conducting a kick-off
meeting;

5.1.2.1.3. Create and maintain the Work Plan;

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
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Qualtrax. Compliance Management Software
- SAAS CONTRACT 2019-019

PART 3 - EXHIBIT I

51214.

5.1:2.1.5.
5.1.2.1.6.

5.1.21.7.

51.2.1.8.

51219

5.1.2.1.10.

512111,
51.2.112.

5.1.2.1.13.
51.2.1.14.

WORK PLAN

Assign the Contractor Team consultants to tasks in the
Implementation Project accordlng to the scheduled
staffing requirements;

Define roles and responsibilities of all the Contractor Team
members;

Provide weekly and monthly update progress reports to
the State Project Manager;

Notify the State Project Manager of requirements for State
resources in order to provide sufficient lead trme for
resources to be made available;

Review task progress for time, quality, and accuracy in
order to achieve progress;

Review requirements and scheduling changes and identify
the impact on the Project in order to identify whether the
changes may require a change of scope;

Implement scope and Schedule changes as authorized by
the State Project Manager and with appropriate Change
Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent
issues if and when they arise;

Provide the State completed Project Deliverables and
obtain sign-off from the State’s Project Manager.

Manage handoff to the Contractor operational staff;
Manage Transition Services as needed.

51.3. CONTRACTOR TEAM ANALYSIS

513.1.

The Contractor Team shall conduct analysis of requirements, validate
the Contractor Team’s understanding of the State business
requirements by application, and perform business requirements

mapping:

Construct and confirm application test case scenarios;
Produce application configuration definitons and
configure the applications;

Conduct testing of the configured application;

Produce functional Specifications for extensions,
conversions, and interfaces;

Assist the State in the testing of extensions, conversions,
and interfaces;

Assist the State in execution of the State’s Acceptance
Test,

Conduct follow-up meetings to obtain feedback, results,
and concurrence/approval from the State;

State of NH Contract 2019-019
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WORK PLAN

5.1.3.1.8. Assist with the correction of configuration problems
identified during system, integration and Acceptance
Testing; and

5.1.3.1.9. Assist with the transition to production.

‘5.1 4. CONTRACTOR TEAM TASKS
5.1.4.1. The Contractor team shall assume the following tasks:

51411, Development and review of functional and technical
Specification to determine that they are at an appropriate
level of detail and quality;

51.4.1.2. Development -and Documentation of conversion and
interface programs in accordance with functional and
technical Specifications,

51.4.1.3. Development and Documentation of installation

procedures; and
1.4. Unil testing of conversions and interfaces developed; and
.1.4.1.5. System Integration Testing.

6. STATE ROLES AND RESPONSIBILITIES

6.1. The following State resources have been identified for the Project. The time demands
on the individual State team ‘members will vary depending on the phase and specific
tasks of the Implementation. The demands on the Subject Matter Experts’ time will vary
based on the need determined by the State Leads and the phase of the Implementation.

6.1.1. STATE PROJECT MANAGER

6.1.1.1. The State Project Manager shall work side-by-side with the Contractor
‘ Project Manager. The role of the State Project Manager is to manage
State resources (IF ANY), facilitate completion of all tasks assigned to
State staff, and communicate Project status on a regular basis. The
State Project Manager represents the State in all decisions on
Implementation Project matters, provides all necessary support in the
conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified
throughout the course of the Project. The State Project Manager has
the following responsibilities:

6.1.1.1.1. Plan and conduct a kick-off meeting with assistance from
the Contractor team;

6.1.1.1.2. Assist the Contractor Project Manager in the development
of a detailed Work Plan;

State of NH Contract 2019-019

Exhihit Plan - Fan 3 ’
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WORK PLAN

6.1.1.1.3. Identify and secure the State Project Team members in
accordance with the Work Plan;
6.1.1.1.4. Define roles and responsibilities of all State Project Team
members assigned to the Project;
6.1.1:1.5. Identify and secure access to additional State end-user
‘ staff as needed to support specific areas of knowledge if
and when required to perform certain implementation
tasks;
6.1.1.1.6. Communicate issues to State management as necessary
to secure resolution of any matter that cannot be
addressed at the Project level;,
6.1.1.1.7. Inform the Contractor Project Manager of any urgent
issues if and when they arise; and '
6.1.1.1.8. Assist the Contractor team staff to obtain requested
information if and when required to perform certain Project
tasks.
9. Manage handoff to State operational staff;
10. Manage State staff during Transition Services as needed.

6.1.2. STATE SUBJECT MATTER EXPERT(S) (SME)

6.1.2.1. The role of the State SME ‘is to assist application teams with an
understanding of the State’s cument business practices and
processes, provide agency knowledge, and parlicipate in the
Implementation. Responsibilities of the SME include the following:
6.1.2.1.1. Be the key user and contact for their Agency or
" Department;
6.1.2.1.2. Attend Project Team training and acquire in-depth
functional knowledge of the relevant applications;
6.1.2.1.3. Assist in validating and documenting user requirements,
as needed;
. Assist in mapping business requirements;
Assist in constructing test scripts and data;
. Assist in System Integration, and Acceptance Testing;
. Assist in performing conversion and integration testing
and Data verification;
8. Attend Project meetings when requested, and
8. Assist in training end users in the use of the Contractor
Software Solution and the busmess processes the
.application supports.

6.1.3. STATE TECHNICAL LEAD AND ARCHITECT

State of NH Contract 2019-019
Exhibi Plan = Part 3

Date: 3/ ﬁ’)
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Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITI

WORK PLAN

The State’s Technical Lead and Architect reports to the State’'s Project
Manager and is responsible for leading and managing the State's
technical tasks. Responsibilities include:

6.1.3.1.1.
6.1.3.1.2.
6.1.3.1.3.
6.1.3.1.4.
6.1.3.1.5.

6.1.3.16.

Attend technical training as necessary to support the
Project;

Assist the State and the Contractor Team Project
Managers to establish the detailed Work Plan;

Manage the day-to-day activities of the State’s technical
resources assigned to the Project;

Work with State IT management to obtain State technical
resources in accordance with the Work Plan;

Work in partnership with the Contractor and lead the State

- technical staff's efforts in documenting the technical

operational procedures and processes for the Project.
This is a Contractor Deliverable and it will be expected that
the Contractor will lead the overall effort with support and
assistance from the State; and

Represent the technical efforis of the State at <WEEKLY
or EVERY TWO WEEKS> Project meetings.

6.1.4. STATE TESTING ADMINISTRATOR

8.1.4.1.

The State's Testing Administrator will coordinate the State's testing
efforts. Responsibilities include:

6.1.4.1.1.

6.1.41.7.

7. SOFTWARE APPLICATION
Detail what software is required for the Contractor to perform the activities of the Contract.

8. CONVERSIONS

Coordinating the development of system, integration,
performance, and Acceptance Test plans;

Coordinating system, integration, performance, and
Acceptance Tests;

‘Chairing test review meetings;

Coordinating the State’s team and extemnal third parties
involvement in testing;

Ensuring that proposed process changes are considered
by process owners;

Establish priorities of Deficiencies requiring resolution;
and :
Tracking Deficiencies through resolution.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBIT 1

" WORK PLAN

The only planned conversion within this contract wilf be to ensure the smooth
transition of usemames and passwords.from the existing solution to the cloud hosted

solution.

8.1. CONVERSION TESTING RESPONSIBILITIES

8.1.1.

8.1.4.

8.1.5.

B.1.6.

The Contractor Team and the State, based on their assigned conversion
responsibilities, as set forth in Contract Exhibit F: Testing Services shall identify
applicable test scripts and installation instructions, adapt them to the Project
specifics, test the business process, and compare with the documented expected
results.

. The Contractor Team and the State, based on their assigned conversion

responsibilities, shall execute the applicable test scripts that complete the
conversion and compare execution results with the documented expected
results. ' '

. The State is responsible for documenting the technical Specifications of all

programs that extract and format Data from the legacy systems for use by the
conversion processes.

The Contractor Team and the State, based on their assigned conversion
responsibilities, shall develop and unit test their assigned conversions.

The State and the Contractor Teams shall jointly conduct System and Integration
Testing, verifying and validating the accuracy and completeness of the
conversions.

The State and the Contractor Teams shall jointly verify and validate the accuracy

" and completeness of the conversions for Acceptance Testing and production.

9. PRELIMINARY WORK PLAN

9.

1.

The preliminary agreed upon Work Plan for the Contract is represented within the New
Hampshire Public Health Laboratories Proposal Quote of April 15, 2015.

State of NH Contract 2019-019
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STATE OF NEW HAMPSHIRE
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SAAS CONTRACT 2019-019
PART 3 -EXHIBIT J

SOFTWARE AGREEMENT .

1. LICENSE GRANT

Under this Contract, .the-.Contractor shall provide Cloud Hosted 'Software and
Maintenance and Support of Software to the State.

State of NH Contract 2019-019

Exhibit ] ~ Sgfhvare Agreement - Part 3
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. WARRANTIES

1.1. SYSTEM

STATE OF NEW HAMPSHIRE
Department of Health and Human Services

Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITK
" WARRANTY & WARRANTY -SERVICE

1.1.1. The Contractor warrants that the System will operate to conform to the
Specifications, terms, and requirements of the Contract.

1.2. SOFTWARE

1.2.1. The Contractor warrants that the Software, including but not limited to the
individual modules or functions fumished under the Contract, is properly
functioning within the System, compliant with the requirements of the
Contract, and will operate in accordance with the Specifications and Terms
of the Contract.

1.2.2. For any breach of the above Software warranty, the State's remedy, and the
: Contractor’s entire liability, shall be: -

1.2.2.1.

1.22.2

1.22.3.

the correclion of program errors that cause breach of the warranty, or
if the Confractor cannot substantially comect such breach in” a
commercially reasonable manner, the State may end its program
license if any and recover the fees paid to the Contractor for the
program license and any unused, prepaid technical support fees the
State has paid for the program license; or

the re-performance of the deficient Services, or

if the Contractor cannot substantially correct a breach in a
commercially reasonable manner, the State may end the relevant
Services and recover the fees paid to the Contractor for the deficient
Services.

1.3. NON-INFRINGEMENT

1.3.1. The Contractor warrants that it has good title to, or the right o allow the
State to use, all Services, equipment, and Software (“Material®) provided
under this Contract, and that such Services, equipment, and Software do not
violate or infringe any patent, trademark, copyright, trade name or other
intellectual property rights or misappropriate a trade secret of any third party.

State of NH Contract 2012-019
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STATE OF NEW HAMPSHIRE .
Department of Health and Human Services

Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBITK
WARRANTY & WARRANTY SERVICE

1.4. VIRUSES; DESTRUCTIVE PROGRAMMING

1.4.1. The Contractor warrants that the Software shall not contain any viruses,
destructive programming, or mechanisms designed to disrupt the
performance of the Software in accordance with the Specifications.

1.5. COMPATIBILITY

1.5.1. The Contractor warrants that all System components, including but not
limited to the components provided, including any replacement or upgraded
System Software components provided by the Contractor to cormrect
Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any funclionality.

1.6. SERVICES

1.6.1. The Contractor warrants that all Services to be provided under the Contract
will be provided expediently, in a professional manner, in accordance with
industry standards and that Services will comply with performance
standards, Specifications, and terms of the Contract. '

2. WARRANTY PERIOD
2.1. The Warranty Period shall remain in effect until the conclusion or termination of this

Contract and any extensions, except for the warranty for non-infringement, which
shalt remain in effect in indefinitely.

State of NH Confract 2019-019

Exhibik - anty and Warranty Services ~ Part 3

Date: 3 /¢ f

Contractor’s Initials Page 2 of 2



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
EXHIBIT L
TRAINING SERVICES

1. The Contractor shall provide the following Training Services.

1.1. Training for the Qualtrax Compliance Software shall include Train-the-Trainer training
provided to the implementation team.

State of NH Contract 2019-019
Exhibit L. —(Praining Services — Part 3
Date: 3’}‘ z"ﬁ%a .
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 - EXHIBIT M
AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibit M — Not Applicable to this Contract

State of NH Contract 2019 019
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019

PART 3 - EXHIBIT N
VENDOR PROPOSAL, BY REFERENCE

1. Qualtrax Proposal to DHHS-RFP 2019-019 Qualtrax Compliance Management

Software dated April 15, 2015 is hereby incorporated by reference as fully set forth
herein. |

State of NH Contract 2019-019
Exhibit Vendor Proposal, by Reference — Part 3

Date: 1 »
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software
SAAS CONTRACT 2019-019
PART 3 -EXHIBITO
CERTIFICATES AND ATTACHMENTS

New Hampshire DolT Requ:rements Spreadsheet — Attachment 1

DHHS required Exhibits — Attachment 2

Qualtrax Compliance Software Proposal to the State of New Hampshure Division
of Public Health Services, April 15, 2015 - Attachment 2

"Qualtrax Compliance Software Quote, Created 6/28/2018 - Attachment 3

Qualtrax Compliance Software Addendum A — Service Level Agreement — Hosted g
Qualtrax — Attachment 4

Qualtrax Compliance Software, Service Level Agreement - Qualtrax Cloud =
Attachment 5

Qualtrax Compliance Software, Hosted Server Move Data Guide - Attachmenl 6 -

State of NH Contract 2019-019

Exhib
Date:

Contractor's Initial

it _l ertificate and Attachments — Part 3
/il VA

Page 1 of 1



STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Manag ement Softwae

Vendor Instructions
Vendor Response Column: Attachment.1
Place a "Yes” if the current release of the software can fully support ALL the functionality described in the
row, without special customization. A “Yes” can only be used if the delivery method is Standard (see delivery
method instructions below).
Otherwise, enter an "Ne"; A "No" can only be used wath delivery method Future, Custom, or Not
Available/Not Propasing (see delivery method instructions below).

Criticality Column: -

(M) Indicates a requirement that is "Mandatory”. The State considers it to be of such great importance that it
must be met in order for the proposal to be accepted. If the proposer believes that there is something about
their proposal that either obviates the need for this requirement or makes it of less importance this must be
explained within the comments. The State retains the right to accept a proposal if the need of the
requirement is reduced or eliminated by another feature of the proposal.

(P) Indicates a requirement which is "Preferred”. This requirément is considered by the State to be of great
usefullness but the lack of this feature is not considered serious enough to disqualify the proposal.

{O) Indicates a requirement which is "Optional”. This requirement is considered by the State to be one which
usefull or potentially usefull but not a central feature of the Project.

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom or Not Avaﬂable/Not Proposing (as defined
below) that indicates how the requirement wili be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.
Future - Feature/Function will be available in a future release. {Provide anticipated delivery date, version, and
service release in the comment area.)

Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated
hours and average billing rate or flat cost for the software modification in the comment area. These cost
estimates should add up to the total cost for software modifications found in the cost summary table in
Section X of the RFP),

Not Available/Not Proposing - Feature/Functlon has not been proposed by the Vendor. {Provide bnef
Comments Column:

For all Delivery Methed responses vendors must provide a brief explanation of how the requirement will be
met. Free form text can be entered into this column.

Qualtrax Compliance Software . Attachment 1 Contractor Initials / /
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Quattrax Compliance Management Software

BUSINESS REQUIEMENTS

State Requirements

ender
iDeli |
TR DeliverylM © ts

Requirement Description
usiness Reqm’reﬁlents o
Bl.1 |System shall not store Pll, PHI or other confidential data - Yes Standard
B1.2 ' '
B1.3

Software access and licenses .
Enable Qualtrax Compliance Tracking Software tor New Hampshire -

Migration to Hosted Solution
Plan for and execute a plan for the migration of documents existing on the

82.1° Department of Health and Human Services use Yes ) Standard
Provide three (3) Administrator Licenses to Qualtrax Compliance Tracking

B2.2 \software ) Yes Standard

823 lprovide six {6) Concurrent Licenses to Quaitrax Compliance Tracking Software Yes Standard

82.4 Provide ten (10) Concurrent Test Licenses to Qualtrax Compliance Tracking

7 |Software Yes Standard 1 .

825 Provide Unlimited Read-only access Licenses to Qualtrax Compliance Tracking Basic licenses are offered for read-
Software No Standard only licenses.

B2.6 Provide storage for unlimited document and compliance tracking storage Yeos Standard

B2.7

B2.8

Muaintenance and support

B3.1 |Provide Maintenance and Support for Qualtrax Hosted solution Yes Standard
Ensure compatability with state supported software {1.e, Microsolt Oflice

832 Suite) Yes Standard

83.3 |[Establish a formal Service Level Agreement Yes Standard
Ensure document backups are taken every four (4) hours and full database

83..4 backups are taken every twenty-four (24) hours Yes |5tandard

B3Ss

B3.6

B3.1 | urrent solution to the Qualtrax Hosted solution - Yes Standard
Plan for and execute a plan for the migration of data used for tracking

pa.2 |individual and document compliance and all metadata associated with
individual and document compliance Yes Standard
Plan for and execute a plan tor the migration of user credentials from the

Ba.3 current solution to the Qualtrax hosted solution . Yes Standard

B4.4

B4s

B4.5

Qualtrax Compliance Software Attachment 1
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Qualtrax Compliance Management Software

APPLICATION REQUIREMENTS

State Requirements
Vendor D ve
Requirement Description Criticality Rq‘ o
GENERAL SPECIFICATIONS
Qualtrax provides a Web API to
. . . access data in supported areas of
ALl Ability to acces-s dat-a using open stanc!ards access protocol {please specify M No Partial the pr_odt:lct. Not all product areas
supported versions in the comments field).
. can provide data through the API
. today.
Data & available in commonly used format over which no entity has exclusive
AL2 control, with the exception of National or International standards. Data is.not M Yos standard
subject to any copyright, patent, trademark or orhter trade secret regulation.
Al.3 Web-based compatible &nd in conformance with the following W3C ) M - Yes Standard .
APPLICATION SECURITY
Verify the identity or authenticate all of the system client applications before
A2.1 |allowing use of the system to prevent access to inappropriate or confidential M Yes Standard
data or services.:
Verify the identity and authenticate all of the system’s human users before
A2.2 |allowing them to use its capabilities to prevent access to inappropriate or ™ Yes Standard
A2.3 |Enforce unique iser names, M Yes Standard
Enforce complex passwords for Administrator Accounts in accordance with
DolT's statewide User Account and Password Policy Password requirements for
passwords managed by Qualtrax
A2.4 M Yes Standard are configurable to include the
number of mixed case and non-
alphabetic characters,
Enforce the use of complex passwords for general users using capital letters,
numbers and special characters in accordance with DolT's statewide User Password requirements for
Account and Password Policy. passwords managed by Qualtrax
A5 M Yes Standard are configurable to include the
number of mixed case and non-
alphabetic characters.
A2.6 |Encrypt passwords in transmission and at rest within the database. M Yes Standard
Establish ability to expire passwords after a definite period of time in
A2.7 laccordance with DolT's statewide User Account and Password Policy M Yes Standard
A28 Provide the ability to lm'm the number of people that can grant or change M Yes Standard
authorizations
Qualtrax Compliance Software Attachment 1
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Qualtrax Compliance Management Software

- — — - - — TApSCONTRACT-20T01Y
429 Establish ability to enforce session timeouts during periods of inactivity. A menk1  Yes Standard
A2.10 ‘.i’he application shall not stare authentication credgm:als or sensitive data in M Yes Standard
its code. .
A2.11 Log all .am::mpted a.ccessa that fail identification, authentication and' M Yes Standard
authorization requirermnents. :
The application shall log all activities to a central server to prevent parties te Qualtrax stores an audit trail of
A2.12 |application transactions from denying that they have taken place. M “Yes Standard |changes made in the application in
' the database
All logs must be kept for 12 months . This can be configured by the
A2.13 s entt M “Yes Standard : : & Y
customer
A2.14 The application mt{st allow: a humaln user to ex;villcnly terminate a session, No| . M Yes standard
remnants of the prior session should then remain,
AZIS. Do l:lot use Software-and System Services for anything other than they are M Yes Standard
designed for,
A2.16 The application Data shall be protected from unauthorized use when at rest M Yes Standard
A217 The app|lf:atl0fl slima-ll keep any sensitive Data or communications private from M Yes Standard
unauthorized individuals and programs. - >
A218 Subsequent ap.)pllcatlo.n enhancements or upgrades shall not remove or M Yes standard
degrade security requirements .
A2.19 |Utilize change management documentation and procedures M Yes Standard
A2.20 |web Services : The service provider shall use Web services exclusively 1o M Yes - Standard
interface with the State’s data in near real time when possible.
Qualtrax Compliance Software Attachment 1 Contractor Initialjﬁ“
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TESTING

State Requirements =~ VEndog
Requirement Description Criticality %
APPLICATION SECURITY TESTING
Ti1 All components of the Software shall be reviewed and tested to Yes
ensure they protect the State’s web site and its related Data assets. M
. . ] While our process does not explicit
The Vendor shall be responsible for providing documentation of create this documentation, we can
security testing, as appropriate. Tests shall focus on the technical, . ‘ work with NH DOH to provide any
Ti.2 |administrative and physical security controls that have been designed Yes ' information nessecary about our
into the System architecture in order to provide the necessary software development process
confidentiality, integrity and availability. ) ] ] with does incdude review and
' testing of every change.
M
Provide evidence that supports the fact that Identification and We a.dded support for SS.O (SAML
o . . v2) this year, As a part of that work
T3 Authentlc?tcon test.lng has been recenttv accomplished; supports Yes the software's login and
obtaining information about those parties attempting to log onto 2 . o )
system or application for security purposes and the validation of users authertication mechamsms were
M tested thoroughly.
Every software change is reviewed
) and tested, manually and by
T1.4 Test for Access Control; supports the management of permissions for Yes automated test, per our SDLC
logging onto a computer or network procedure. Any change related to
. . access control falls under that
i M ) review and testing.
This is a feature of the
. environment the application is
Test for encryption; supports the encoding of data for security ) running in rather than the
T1.5 |purposes, and for the ability to access the datain a decrypted format B Yes application itself. Our hosted
from required tools. . environment encrypts disks using
’ BitLocker and information in
M transit using TLS best practices.
Qualtrax Compliance Software Attachment 1 Contractor Initials\/
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At this time, our hosted
environment within Microsoft
Azure does not 1éverage an
intrusion detection system.

Every software change is reviewed
and tested, manually and by
automated test, per our SDLC
procedure.-Any change related to
verification falls under that review
and testing.

Every software change is reviewed
and tested, manually and by
automated test, per our SOLC
procedure. Any change related to
user management falls under that
review and testing.

Every software change is reviewed
and tested, manually and by
automated test, per our SOLC
procedure. Any change related to
user management falls under that
review and testing.

Sﬁtr.‘.; CONTRACT-proa-nan
‘ Attachmenrf - :
116 Test the Intrusion Detection; supports the detection of illegal 0 No
™ Jentrance into a computer system .
™ s
1.7 Test the Verification feature; supports the confirmation of authority to Yes
" |enter a computer system, application or netwark
M
-TL8 [Test the user Management feature; supports the administration of Yes
" lcomputer, application and network accounts within an organization.
M
T Test Role/Privilege Management; supports the granting of abilities to Yes
™ lusers or groups of users of a computer, application or network : '
M
T1.10 Test Audit Trail Capture and Analysis; supports the identification and Ves
’ monitoring of activities within an application or system
M

Qualtrax Compliance Software
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AP CONTRACT asn
Attachmen, Qualtrax uses parameterized
queries and encodes user input to
revent such attacks. In addition,
Test Input Validation; ensures the application is protected from buffer P n a. ' |on'
. . . . . we currently have a security epic in
T1.11 |overflow, cross-site scripting, SAL injection, and unauthorized access Yes
X . . our 2019 roadmap further
of files and/or directories on the sérver. i i
addressing these areas with
security headers recommended by
OWASP,
M
Ou licati jewed
For web applications, ensure the application has been tested and r application was review -
- . against OWASP recommendations
hardened to prevent critical application security flaws. { At a i ©
. . . . in 2018. Areas for improvement,
T.1.12 |minimum, the application shall be tested against afl flaws outlined in M Yes such as security headers. have
. uch as s .
the Open Web Application Security Project {OWASP) Top Ten been riorit‘ze:lv ithin the 2019
- . - I
(http://www.owasp.org/index.php/OWASP_Top_Ten_Project)) P Within the
) _ roadmap.
' We | on-site that
Provide the State with validation of 3rd party security reviews employee QA .
. . thorough tests all application
performed on the application and system environment. The review
. . . - . changes after they have gone
T1.13"|may include a combination of vulnerability scanning, penetration M No through a engineering pro
y g
testing, static analysis of the source code, and expert code review § g . B process
) . that includes code review for every
{please specify proposed methodology in the comments field). .
change.
While our process does not explicit
create this.documentation, we can
work with NH DOH to provide any
information nessecary about our
software development process
Prior to the System being moved into production, the Vendor. shall with does indude review and
T1.14 |provide results of all security testing to the Department of M No testing of every change. As a
Information Technology for review and acceptance. hosted customer your Qualtrax
. service is managed and always up
to date, therefore you do not
have to worry about when and if
you are upgrade once releases are
shipped.
Qualtrax Compliance Software Attachment 1
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-y

Vendor shall provide documented procedure for migrating application
T1.15 |modifications from the User Acceptance Test Environrent to the
Production Environment.

The Vendor must test the software and the systern using an industry

WY TRALT

Attachmeny

Yes

Major application upgrades are
communicated with 30 days
notice. This communication comes
at the conlusion of our SDLC
process for creating a release.
Every software change is reviewed
and tested, manually and by
automated test, per our SDLC
procedure. Any change related to
user management fafls under that

. review and testing.
STANDARD TESTING

Qualtrax uses third party tools to
help identify potential security

T2.1 |standard and State approved testing methodology as more fully ™ Yes risks, but have not formally
" |described in Part 3, Exhibit F - Testing Services submitted to a third party for
testing. 8.01
CQualtrax uses third party tools to
help identify potential i
The Vendor must perform application stress testing and tuning as elp dentify potential security
T2.2 . . .- L L M Yes risks, but have not formally
more fully described in Part 3, Exhibit F - Testing Services . ) .
) submitted to a third party for
testing. 8.01
Major application upgrades are
communicated with 30 days
notice. As a hosted cust
The Vendor must provide documented procedure for how to sync . ? cstomer your
T2.3 ) N X . ) M No Qualtrax service is managed and
Production with a specific testing environment.
always up to date, therefore you
do not have to worry about when
-|and if you are upgrade once
releases are shipped.
T2.4 |The vendor must define and test disaster recovery procedures. M Yes Standard ‘
Qualtrax Compliance Software Attachment 1
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STATE OF NEW HAMPSHIRE
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HOSTING-CLOUD REQUIREMENTS

State Requirements

;| endor, [YElVERY,
1 o
e et Desrpgon S )| i | Cmmew ]
Vendor shall provide an ANSI/TIA-942 Tier 3 Data Center or equivalent. A tier 3
data center.requires 1) Multiple independent distribution paths serving the IT Environmental Controls B}
equipment, 2) AllIT equipment must be dual-powered and fully compatible with All of our data centers have the following:
the topolegy of a site's architecture and 3)Concurrently maintainable site
infrastructure with ex ed availability of 99.982%
! expect Y Dual power paths into the facility
Uninterruptable power supplies {N+1 or greater)
Diesel generators {service agreements with fuel
suppliers)
- Fire suppression, smoke and flood detection
1.2 Vendor shall maintain a secure hosting environment providing all necessary M Yes
hardware, software, and Internet bandwidth to manage the application and
. ith isiont | logi
HL.3 The Data Center must be physically secured - restricted access to the site to M Yes Physical Security
personnel with controks such as biometric, badge, and others security solutions. At all of our data centers:
Policies for granting access must be in place and followed: Access shall only be
granted to those with a need to perform tasks in the Data Center. Access is imited to authorized person;‘\el
- Badges and biometric scanning control access
Security cameras provide video surveillance
Independent firms perform annual audits
H1.4 Vendor shall install and update all server patches, updates, and other utitities M Yes '|OS patching\updating occurs monthly, Qualtrax
within 60 days of refease from the manufacturer. Major release follows a 30 day notification\release
policy.
H1S Vendor shall monitor System, security, and application logs. M Yes
H1.6 Vendor shall manage the sharing of data resources. M Yes
H1.7 Vendor shall manage daily backups, off-site data storage, and restore operations. M Yes
H1.8 The Vendor shall monitor physical hardware. M Yes Provider monitors hardware (Rackspace/Azure)
H1.9 Remote access shall be customized to the State’s business application. In instances M No Qualtrax does not provide server access to
where the State requires access to the application or server resources not in the customers. Per Bruce not a reguirement.
DM2Z, the Vendor shall provide remote desktop connection to the server through
secure protocols such as a Virtual Private Network (VPN).
Qualtrax Compliance Software Attachment 1
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S

H1.10

H2.1

The Vendor shall report any breach in seaurity in conformance with State GFNE
RSA 359-C:20. Any person engaged in trade or commerce that is subject to RSA
358-A:3, I shall ako notify the regutator which has primary regulatory authority
over such trade or commerce. All other persons shall notify the New Hampshire

Vendor shall have documented disaster recovery plans that address the recovery
of lost State data as well as their own. Systems shall be architected to meet the

H2.2

= -‘v'TR;ﬁT 201

achment 1

Yes

Yes

defined recovery peeds,

The disaster recovery plan shall identify aporopriate methods for procuring
additional hardware in the event of a component failure. In most instances,
systems shall offer a level of redundancy so the loss of a drive or power supply will
not be sufficient to terminate services however, these failed components will have
tobharenlared

Yes

Provider is responsible for hardware level changes.

H2.3

Vendor shall adhere to a defined and documented back-up schedule and
procedure, )

Yes

H2.4

Back-up copies of data are made for the purpose of facilitating a restore of the
data in the event of data loss or System failure,

H25

Yes

Scheduled backups of all servers must be completed regularly. The minimum
acceptable frequency is differential backup daily, and complete backup weekly.

Yes

H2.6

Tapes or other back-up media tapes must be securely transferred from the site to
another secure location to avoid complete data loss with the loss of a facility.

Yes

H2.7

Data recovery — In the event that recovery back to the last backup ks not sufficient
to recover State Data, the Vendor shall employ the use of database logs in addition
to backup media in the restoration of the database{s) to afford a much closerto
reak-time recovery. To do this, logs must be moved off the volume containing the
database with a frequency to match the business neéds.

The Vendor shall employ security measures ensure that the State’s application and
data is protected.

Yes

H32

If State data is hosted on multiple servers, data exchanges between and among
servers must be encrypted.

H33

Yes

All servers and devices must have currently-supported and hardened operating
systemns, the latest antiviral, anti-hacker, anti-spam, anti-spyware, and anti-
mabware utilities. The environment, as a whole, shall have aggressive intrusion-
detection and firewal! protection.

Yes

While Qualtrax defers to Azure practices for system
hardening, we do employ Security Groups that act
as a software firewall to the web node network.

H34

All components of the infrastructure shall be reviewed and tested to ensure they
protect the State’s hardware, software, and its related data assets. Tests shall
[focus on the technical, administrative and physical security controls that have
been designed into the System architecture in order to provide confidentiality,

) . | availahil

Quafltrax Compliance Software
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H35

The Vendor shall ensure its complete cooperation with the State’s Chief
Information Officer in the detection of any security vulnerability of the hosting
infrastoucture,

A

SAATCPNTRA

ttachment 1

T &Vl

Yes

H3.6

The vendor shall authorize the State to perform scheduled and random security
audits, inchuding vull"lerability assessments, of the Vendor’ hosting infrastructure
and/or the application upon request.

M

Quattrax and Microsoft do not provide server access
to customers for such assessments. However we are
able to work with N_H DOH to attain any
documentation or questions needed for audits.

All servers and devices must have event logging enabled. Logs must be protected
with aceess fimited to only authorized administrators. Logs shall include
Swstem, Apnl

H3.8

Yes

polication. Web and Database logs
Operating Systems {OS) and Databases (DB) shall be built and hardend in -
accordance with guidelines set forth by CIS, NIST or NSA

No

While we have not ensured accordance with CIS,
NIST, or NSA, Qualtrax defers to Microsoft Azure for
best practices of these technologies.

H39

H4.1

SERVICE LEVEL AGREEMENT

The Vendor shall notify the State’s Project Manager of any security breaches
within two (2) hours of the time that the Vendor learns of their occurrence.

The Vendor’s System support and maintenance shall commence upon the Effective
Date and extend through the end of the Contract term, and any extensions
thereof, =

Yes:

Yes

The vendor shall maintain the hardware and Software in accordance with the
specifications, terms, and requirements of the Contract, including providing,
uogrades and fixes as required

.|The vendor shall repair or replace the hardware or software, or any portion

Yes

thereof, so that the System operates in accordance with the Specifications, terms,
and requi

Yes

All hardware and software components of the Vendor hosting infrastructure shall
be fully supported by their respective manufacturers at all times. All critical
patches for operating systems, databases, web services, etc, shall be applied
within sixty (60) days of release by their respective manufacturers.

Yes

H4S5

The State shall have unlimited access, via phone or Email, to the Vendor technical
support staff between the hours of 8:30am to 5:00pm- Manday through Friday
EST:

Yes

Refer to SLA agreement

Qualtrax Compliance Software
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H4.6 The Vendor shall conform to the specific deficiency class as described: o "gﬁgs-exi' YT Y Yes -
A Deficiency - Software - Critical, does not allow System to operate, no work achment 1

around, demands immediate action; Written Documentation - missing significant
portions of information or unintelligible to State; Non Software - Ser;rics were
inadequate and require re-performance of the Service,

0 Class B Deficiency - Software - important, dees not stop cperation and/or
there is a work around and user can perform tasks; Written Documentation -
portions of information a2re missing but not enough to make the document
unintelligible; Non Software - Services were deficient, require reworking, but do
not require re-performance of the Service, )

o Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System; Written Documentation -
minimal changes required and of minor editing nature; Non Software - Services
require only minor reworking and do not require re-performance of the Service.

Ha.7 As part of the maintenance agreement, ongoing support issues shall be responded M No . Moving to hosted Qualtrax will have no impact on -

to according to the following: ) )
a. Class A Deficiendes - The Vendor shall have available to the State on-call
telephone assistance, with issue tracking available to the State, eight (8) hours per able to support you as a hosted customer through
day and five {5} days a week with an email / telephone response within two {2) . ’ .

. i . quicker resolutions and less tickets! Hosted

hours of request; or the Vendor shall provide support on-site or with remote . .
diagnostic Services, within four (4) business hours of a request; . customers tend_to have about a third of the tickets
b. Class B & C Deficiencies —The State shall notify the Vendor of such Déficiencies ’ of on-premise customers.
during regular business hours and the Vendor shall respond back within four (4] v
hours of notification of planned corrective action; The Vendor shall repair or
replace Software, and provide maintenance of the Software in accordance with
the Specifications, Terms and Requirements of the Contract; '

- _ |your support level. You will continue to receive the
support you do today, We will however be better

H4.8 The hosting server for.the State shall be avaitable twenty-four (24) hours a day, 7 M Yes

days a week except for during scheduled maintenance. -
H4.9 A regularly scheduled maintenance window shall be identified {such as weekly, M Yes

monthly, or quarterly) at which time all relevant server patches and application

Jupgrades shall be applied ;
HA.10  |If The Vendor is unable to meet the uptime requirement, The Vendor shall credit M _No Qualtrax practively credits 2% of the monthly fee for
State’s account in an amount based upon the following formula: (Total Contract . N each hour, rounded up, of downtime up to 50% of
Iltem Price/365) x Number of Days Contract Item Not Provided. The State rmust

the customer’s monthly fee. Please confirm this
request this credit in writing.

alternate formula is acceptable.

H4.11 The Ve:-ndor shall use a change management policy for notification and tracking of M Yes
change requests as well as critical outages. ]
H4.12 A critical outage will be designated when a business function cannot be met by a M Yes

nonperforming application and there is no work around to the problem.

Quattrax Compliance Software ' Attachment 1 : Contractor Initials_
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H4.13 The Vendor shall maintain a record of the activities related to repair or Yes
raintenance activities performed for the State and shall report quarterty on the Attachment 1
|following: Secver up-time; All change requests implemented, including operating

systern patches; All critical outages reported including actual issue and resolution;
Number of deficiencies reported by class with initial response time as well as time
incoco - N
H4.14  |The Vendor will give two-business days prior notification to the State Project - M "~ Yes 30 days advance notice is given prior to
Manager of all changes/updates and provide the State with training due to the
upgrades and changes.

changes/updates. Refresher training can be
purchased as an additional service,

Qualtrax Compliance Software Attachment 1 Contractor Inltial%
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Exhibit C

Contractors Obligations: The Contractor covenants and agrees that-all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and, in the furtherance of the aforesaid covenants, the Cantractor hereby covenants and
agrees as-follows:

1. Compliance with Federal and State Laws: If the Contractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with appllcable federal and
state laws, regulations, orders, guidelines, pollcles and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and documentation

" regarding eligibility determinations that the Department may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as
individuals declared ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her right to a fair
hearing in accordance with Department regulations.

5. Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if itis
determined that payments, gratuities or offers of employment of any kind were offered or received by

_ any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract orinany -
other document, contract or understanding, it is expressly understood and agreed by the patrties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services. :

7. Conditions.of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses’the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or ether third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Réport.hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligibte tndwlduals
or other third party funders, the Department may elect to:

7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement;
. excess of costs;
_ Exhibit C — Speclal Provisions : Contractor Initials
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Exhibit C”

7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:

8.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department. -

8.2. Statistical Records: Statistical, enroliment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility {(including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such services.

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close ofthe
agency fiscal year. It is recommended that the report be prepared in accordance with the provisian of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations” and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.

9.1, Audit and Review; During the term of this Contract and the peried for retention hereunder, the
Department, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuantto
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, itis
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall retumn to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confidentiality of Records: All information, reports, and records maintained hereunder or ¢collected
in connection with the performance of the services and the Contract shall be confidential and shallnot
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
directly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, hi
attorney or guardian. ‘ W

_ Exhibit C — Special Provisions Contractor Initials /
oar1318 ' : Page 2 ot5 Date E @: i



$S-2019-DPHS-06-QUALT " Attachment 2
New Hampshire Department of Heaith and Human Services

Exhibit C

1.

12.

13.

14,

15.

6.

Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following -

times if requested by the Department.

11.1.  Interim Financial Reports: Written interim financial reports containing a detailed description of
ali costs and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
“designated by the Department or deemed satisfactory by the Department.

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be'in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information required by the Department.

Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Confract and/or
survive the termination of the Contract) shall terminate, provided however, that if, upon review ofthe.
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs héreunder the Department shall retain the right, at its discretion, to deduct'the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall include the following
statement:

13.1. The preparation of this (report document etc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

Prior Approval and Copyright Ownership All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contractwithout
prior written approval from DHHS.

Operation of Facilities: Compliance with Laws and Regulations: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall i impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshaland
the local fire protection agency, and shall be in conformance with local building and zoning codes, by-
laws and regulations.

Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has)S0 or

Exhiblt C — Special Provisions . Contractor Initials /
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17.

18.

19.

more employees, it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying it is not required to submit or maintain an EEQOP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EECP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEQOP Certification Forms are available at: http://www.ojp .usdoj/about/ocr/pdfs/cert pdf.

Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, nationalorigin
discrimination includes discrimination on the. basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title V1 of the Civil
Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in48
CFR 2.101 (currentty, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at
41 U.S.C. 4712 by section 828 of the Nat:onal Defense Authorization Act for Fiscal Year 2013 (Pub. L.

112-239) and FAR 3,908,

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

(¢) The Contractor shall insert the substance of this clause, including this paragraph (c}, in all
subcontracts over the simplified acquisition threshold.

Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegates a function to a subcontractor, the Contractor shall do the following:

19.1. Evaluate the prospective subcontractor's ability to perform the activities, before delegating
the function

19.2. Have a written agreement with the subcontractor that specifies activities andreporting
responsibilities and how sanctions/revocation will be managed if the subcontractor's
performance is not adequate

19.3.  Monitor the subcontractor’s performance on an ongoing basis

Exhibit C — Special Provisions Contractor Initials Z? 7 Z
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20.

19.4. Provide to DHHS an annual schedule ‘identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed
19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take corrective action.

Contract Definitions:

20.1. COSTS: Shall mean those direct and indirect items of expense determined by the Department
to be allowable and reimbursable in accordance with cost and accounting principles establlshed
in accordance with state and federal laws, regulations, rules and orders.

20.2. DEPARTMENT: NH Department of Health and Human Services,

20.3. PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a
. form or forms required by the Department and containing a description of the services and/or
goods to be provided by the Contractor in accordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service to be provided
under the Contract.

20.4. UNIT: For each service that the Contractor is to provide to eligible individuals hereunder, shall
mean that period of time or that specified activity determined by the Department and specified
in Exhibit B of the Contract

20.5. FEDERAL/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and
policies, etc. are referred to in the Contract, the said reference shall be deemed to mean
all such laws, regulations, etc. as they may be amended or revised from time to time.

20.6. SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this

Contract will not supplant-any existing federal funds available for these services.

Exhibit C - Special Provisions Contractor Initiats
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub, L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part |l of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees {and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upen which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,

- dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongeing drug-free awareness program to |nform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2, The grantee's policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse vnolahons
occurring in the workplace;

1.3. Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a},

1.4, Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by ihe terms of the statement; and
1.4.2, Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after recelwng notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D ~ Certification regarding Drug Free Contractor Initials
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has designated a central point for the receipt of such notices. Notice shall include the
identification number{s) of each affected grant; '
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended: or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency, '
1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the siie(s) for the performance of work done in
connection with ghe specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)
Check O if there are workplaces on file that are not identified here.

Contractor Name:
5 )2iiq 7
Date | ?ietllr;e: -fhd/”ﬂ /]/th
(PO

Exhibit O - Certification regarding Drug Free Contractor Initials
. Workplace Requirements j’
CU/MDHHSN 10713 . Page 2 of 2 Date



55-2019-DPHS-06-QUALT Alttachment 2
New Hampshire Department of Health and Human Services

Exhibit €

‘CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees {o comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEFPARTMENT QOF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered): .
*Temporary Assistance to Needy Families under Title |V-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this -
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not mere than $100,000 for
each such failure.

Contractor Name:

Tulh /

Date ! Name ﬂhm“ //,wg
$o
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
D OTHER RESPONSI|B ERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification: '

INSTRUCTIONS FOR CERTIFICATION

1.

By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

The inability of a person to provide the certification required betow will not necessarily result in denial

«of participation in this covered transaction. If necessary, the prospective participant shall submit an

explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction,

The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. [f it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies

- available to the Federal Government, DHHS may terminate this transaction for cause or default.

The prospective primary participant shall provide |mmed|ate written notice to the DHHS agency to
whom this proposal {contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erronaous by reason of changed
circumstances.

The terms “covered transaction,” "debarred,” "suspended,” “ineligible,” “lower tier covered
transaction,” "participant,” "person,” “primary covered transaction,” “principal,” “propesal,” and
*voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

The prospective primary participant agrees by submitting this proposal {(contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or valuntarily excluded
from participation in this covered transaction, unless authorized by DHHS,

The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List {of excluded parties).

Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order {o render in good faith the certification required by this clause. The knowledge and

Exhibit F — Certification Regarding Debarment, Suspension Contractor Initials
And Other Responsibility Matters
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transactlon
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals;

11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

" 11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entlty
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (I}{b)
of this certification; and

11.4. have not within a three-year penod preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certiﬁcatjon, such prospective participant shall attach an explanation to this proposal {contract),

LOWER TIER COVERED TRANSACTIONS
13. By sagmng and submitting this lower tier proposal (contract), the prospectlve lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that.it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14, The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and -
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Nam'_,e:

D Name: “Thaany  HuUS
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
. federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of fecieral financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Réhabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which pfohibits
discrimination on the basis of sex in federally assisted education programs;

" - the Age Discrimination Act of 1975 (42 U.S.C. Sections 61056-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does notinclude -
employment discrimination;

-28 C.F.R, pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
{U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighberhood organizations; _

- 28 C.F.R. pt. 38 (11.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or-

debarment.
Exhibit G W
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

1

. The Contractor identified in Section 1.3 of the Generat Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: . '

1. By signing and submitting this proposal (contract) the Contractor agreeé to comply with the provisions
indicated above. '

3{/4((‘1 <L %
ore T hoge fuk
3

Exhibit G
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, lean, or loan guarantee, The
law does not apply to children's services provided in private residences, facilities funded sclely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may resuft in the impaosition of a civil monetary penalty of up to
$1000 per day and/or the impaosition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor’s
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification: '

1. By signing and submitting this contract, the Conltractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

sl?,ll(ﬁ | Kéﬂ?/
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HEALTH INSURANCE PORTABILITY ACT
. BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to -
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) D [. .l.- )

a. “Breach” shall héve the same meaning as the term “Breach” in section 164 .402 of Title 45,
Code of Federal Regulations. -

b. “Business Associate” has the méaning given such term in section 160.103 of Title 45, Code
of Federal Regulations. .

c. ‘“Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Sét” shall have the same meaning as the term “designated record set’
in 45 CFR Section 164.501. e

e. “Data Aggregation” shall have the same meaning as the term “data aggregation® in 45CFR
Section 164.501.

f. “Health Care Operations” shalll have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. “HITECH Act’ means the Health Information Technology for Economic and ClinicalHeaith
Act, TitleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. '

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same ‘meaning as the term “individual® in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health Information® shall have the same meaning as the term *protectedhealth
information” in 45 CFR Section 160.103, limited to the information created or received by

Page 10f6 Date
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I. “Required by Law” shall have the same meaning as the term “required by law” in 45CFR
- Section 164.103.

m. “Secretary” shall mean the Secretary of the Department of Health and Human Serwces or
hlslher designee.

n. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. ‘Unsecured Protected Health Information” means protected heaith information that is not
© secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the. American National Standards
Institute.

p. Other-Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

a. Business Associate shall not use, disclose,-maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services oullined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
l. For the proper management and administration of the Business Associate;
Il As required by law, pursuant to the terms set forth in paragraph d. below; or
Ill. ©  Fordata aggregat:on purposes for the health care operations of Covered
Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
" provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

32014 Exhibit | i Contractor Initials _.
Health Insurance Portability Act
Business Associate Agreement
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy arid Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact onthe
protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when itbecomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to: ' .

o The nature and exient of the protected health information involved, including the
types of identifiers and the likelihood of re-identification,;

o The unauthorized person used the protected health information or to whom.the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected heaith information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the

breach and immediately report the findings of the risk assessment in writing to the

Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to retum or destroy the PHI as provided under Section 3 (I). The Covered Entity .

* shall be considered a direct third party beneficiary of the Contractor’s business associate

agreements with Contractor’s intended business associates, who will be receivir%

Exhibit | Contractor Initials
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business-associates who shall be govemned by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five {5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use anddisclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement. .

Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request byan

individual for an .accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business 'days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed toin
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business

Exhiblt | ) Contractor Initials
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify {o
Covered Entity that the PHI has been destroyed.

- Obligations of C | Enti

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s

- use or disclosure of PHI.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Sectlon 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI. .

Termination for

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate 10 cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity

-determines that neither termination nor cure is feasible, Covered Entity shall report the

violation to the Secretary.

Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to

a Section in the Privacy and Security Rule means the Section as in effect or as
amended. .

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolve
to permit Covered Entlty to comply with HIPAA, the Privacy and Security Rule. /f

Exhibit | Contractor Inltlals
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Business Associate Agreement
Page 5 of 8 Date




$5-2019-DPHS-06-QUALT ' Attachment 2
New Hampshire Department of Health and Human Services

Exhibit I

e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the

defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN.WITNESS WHERECQF, the parties hereto have duly executed this Exhibit |,

Department of Health and H.uman Services On#fd'}(‘ }7}(-

A

" Signature olr ized Representative Signa y re of Authotized Representative
LiSA _MORRLS “Theias WS
Name of Authorized Representative Name of Authorized Representative
Title of Authorized Representative Title oykut rized Representative
st 7R

Date - Date ‘

372014 Exhibit I’ Contractor Inttials M

Health tnsurance Portability Act | i
Business Associate Agreement '? / /

PageBofB Date



SS-2019-DPHS-06-QUALT | Attachment 2
New Hampshire Department of Health and Human Services .

Exhibit J

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA} COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)

0. Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2, Compensation information is not already available through reporting to the SEC.

2OPNOO BN

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Confractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1,11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

salr 147
| S T HEs

(Fd

Exhibil J.-Cert'rﬁcation‘Regarding the Federal Funding Contractor Initials

Accountability And Transparency Act (FFATA) Compliance ‘? ,
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate. -

1. The DUNS number for your entity is:

2. In your business or grganization's precéding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2)-$25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO I ¢ =
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compenéation of the executives in your
business or organization through periodic reports filed under.section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)} or section 6104 of the Internal Revenue Code of
19867 ]

NO ‘ YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows: )

Name: - Amount:
Name: Amount
Name: : - Amount:
Name;: : ' Amount:
Name: _ ‘ Amount:

Exhibit J — Certification Regarding the Federal Funding Contractor Initials /
Accountability And Transparency Act (FFATA)} Compliance y /
CUMDHHSN 10713 " Page2qf2 - Date
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A. Definitions

The following terms may be reflected and have the described meaning in this document:

1.

*‘Breach® means the loss of control, compromise, unauthorized disclosure,
unaulhorized acquisition, unauthorized access, or any similar term referring to .
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to perscnally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach” shall have the same meaning as the term "Breach” in section
164.402 of Title 45, Code of Federal Regulations.

“Computer Securty Incident” shall have the same meaning *Computer Security
Incident® in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Depariment
of Commerce.

*Confidential Information” or “Confidential Data® means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment- Records, Case Records, Protecled Health Information and
Personally Identifiable Information. '

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

“Ehd User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

“HIPAA” means the Heaith Insurance Portability and Accountability Act of 1986 and the
regulations promulgated thereunder.

*Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful} to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Last update 10/09/18 : Exhibit K Contractor Inttials
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10.

11.

12.

mail, all of which méy have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

‘Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire’s Depariment of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PIl, PFI,
PHI or confidential DHHS data..

“Personal Information® (or "PI”) means information Wthh can be used to distinguish
or trace an individual's |dent|ty such as their name, social security number, personal
information as defined in New Hampshire RSA 358-C:19, biometric records, etc,,
alone, or when combined with other personal or identifying information which is [inked
or linkable to a specific individual, such as date and place of blrth mother’s maiden
name, etc.

“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Depariment of Health and Human Services.

“Protected Health information® (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Informatlon at 45 C.F.R. Part 164, Subpart C and amendments
thereto

“Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized . individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

2

V5. Last update 10/09/18 ’ Exhibit K Contractor Initials
DHHS Information : q
Security Requirements W
Page 2of 9 ' Date / '

The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,

‘including but not limited to all its directors, officers, employees and agents, must not

use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first nolifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and.must not disclose PHI in viclation of such additional
restrictions and must abide hy any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other pumposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatlves

of DHHS for the purpose- of inspecting to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1.

Application- Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by .an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks

‘or portable storage devices, such as a thumb drive, as a method of transmiitting DHHS

data.

Encrypted Email. End User may only employ email to transmit Conﬁdential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Conﬁdeﬁtiall
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as. File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing porlable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User rﬁay not transmit Confidential Data via an open

V5. Last update 10/09/18 Exhibit K Contractor Inttials
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10.

11.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network,

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile dewce(s) or laptop from which information will be
transmitted or accessed.

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours),

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all

" data must be encrypted to-prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time,-the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or pemitted
under this Contract. To this end, the parties must:

A. Retention

1. The -Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under, this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabllltles and includes backup
data and Disaster Recovery locations. .

2. The Contractor agrees fo ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored .in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The 'environment, as a

V5. Last update 10/09/18 Exhibit K : Contractor Initials
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its -complete cooperation with the State's
Chief Information Officer in the detectlon of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. - If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
“degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media- Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written cerlification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for.retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the. DHHS. Data recelved under this Confract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures tfo protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store'the data (i.e., tape, disk, paper, etc.).
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1.

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential inforrnation
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems andfor
Department confidential information for contractor provided systems.

The Contractor will provide regular security -awareness and education for its End
Usersin support of protecting Department confidential information.

If. the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

The Contractor will work with-the Department to.sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized. '

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compllance with the
agreement

The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Confractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data. offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Inforrnatlon Secunty Office

leadership member wnthm the Department.

Data ‘Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take. measures to

prevent future breach and minimize any damage or loss resulting from the breach.

The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call cenler services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a-level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to VVendor Resources/Procurement at https:/Aww.nh.gov/doit/'vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notifi catlon and incident
response process. The Contractor will notify the State’s Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is fumished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only |f encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.

Page 7 of @
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e. limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as.non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmlt the Confidential Data, mcludmg any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on porlable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determmed by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or mdnrectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING.

The Contractor must notify the Slate’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided -in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In -addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify incidents; '

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a cere response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear cosls associated with the Breach notice as well as any mitigation
measures. : -

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: '
DHHSInformationSecurityOffice@dhhs.nh.gov

V5. Last update 10/09/18 Exhibit K Contractor Inltials%
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Service Level Agreement — Qualtrax Cloud

The Company Service Level Agreement (SLA) covers the availability of a Customer’s Qualtrax
service.

Service Uptime
We guarantee that the service will be available 100% of the time in a given month, excluding

scheduled and emergency maintenance. All major service upgrades will occur during scheduled
maintenance with at least 30 days’ notice. Emergency maintenance can occur at any time to
ensure service continuity, incfuding hotfixes and system patches. Notification will be provided
prior to and after all maintenance, scheduled and emergency, detailing items addressed. Service
uptime includes functioning of all our infrastructure, but does not extend to the Customer
networks. Downtime exists when the Qualtrax service is inaccessible and is measured from the
time of the outage per our monitoring system. Upon experiencing downtime, we will credit the
customer 2% of the monthly fee for each hour of downtime (up to 100% of customer's monthly
fee). We monitor Customer's service to ensure uptime; however, if downtime is experienced we
provide 24/7 phone support via the following numbers: 800-755-1875 and 540-260-9961 dial 1
from the menu.

Customer Data

We utilize Rackspace® certified servers. Rackspace is ISO 27001 accredited, SSAE 16 Type 2
certified and Safe Harbor compliant. Customer data is held in the strictest confidence and will
only be accessed for troubleshooting with prior notice to Customer. Further, our personnel will
not make any modifications to Customer's service settings without approval from Customer's
service owner. To ensure service uptime and improve the service, anonymous statistical data
across all systems is collected and monitored. If the Customer cancels subscription, the Customer
can retrieve any necessary data prior to the system being disabled during notice period. If the
Customer would like assistance, we can extract data from the service at the list billable rate at
time of cancellation. We can provide all documents, reports on workflow, and training instances.
Typically documents will be in the same format as they were uploaded and data from workflows
or trainings will be in excel formats while other formats may be discussed. All information will
be transferred or mailed via necessary media to Customer.

Backups
Full database backups are taken every 24 hours, while transactional log backups are taken in

between. Document backups are taken every 4 hours. Three copies are made of these backups
daily and copied to three different storage devices at the datacenter.

Disaster Recovery
We define a disaster scenario as major data loss of either the Qualtrax database and/or documents.

In such a scenario, we aim for an uptime goal of 4 hours from notification of the incident through
our monitoring or customer call. Based on our backup scheme, we have a restore point objective
of 4 hours prior to the incident.



Addendum A — Service Level Agreement — Hosted Qualtrax

The Company Service Level Agreement (SLA) covers the availability of a Customer's Qualtrax service.

Service Uptime

We guarantee that the service will be available 100% of the time in a given month, excluding scheduted
and emergency maintenance. Service uptime includes functioning of all our infrastructure, but does not
extend to the Customer networks. Downtime eXists when the Qualirax service is inaccessible and is
measured from the time of the outage per our monitoring system. Upon experiencing downtime, we will
credit the customer 2% of the monthly fee for each hour of downtime (up to 100% of customer’s monthly
fee). We monitor Customer's service to ensure uptime; however. if downtime is experienced we provide
24/7 phone support via the following numbers: 800-755-1875 and 540-260-9961 dial 1 from the menu.

Customer Data

We utilize Rackspace® certified servers. Rackspace is ISO 27001 accredited, SSAE 16 Type 2 certified
and Safe Harbor compliant. Customer data is held in the strictest confidence and will only be accessed for
troubleshooting with prior notice to Customer. Further, our personnel will not make any modifications to
Customer's service settings without approval from Customer's service owner. Anonymous statistical data
is collected and monitored internally for maintaining and improving the service.

If the Customer chooses not to renew their subscription, the Customer may export any necessary data
prior to the system being disabled at the end of their subscription period. If the Customer would like
assistance, we can export data from the service at the list billable rate at time of cancellation. We can
provide all documents, reports on workflow, and training instances. Typically, documents will be in the
same format as they were uploaded and data from workflows or trainings will be in excel formats while
other formats may be discussed. All information will be transferred or mailed via necessary media to
Customer.

Maintenance and Upgrades .
Major Qualtrax upgrades will occur within 45 days of release. Operating system updates and patches will

“be applied monthly within 10 days of release. A months or 30 days notice will be provided for major
Qualtrax upgrades and operating system patches whenever possible. Emergency maintenance can occur
at any time to ensure service continuity, including hotfixes and security patches. Notification will be
provided prior to and after all maintenance, scheduled and emergency, detailing items addressed.

Backups

Full database backups are taken every 24 hours and transaction log backups are taken every 15 minutes.
Document backups are taken every four hours. Three copies are made of these backups daily and copied
to three different storage devices at the datacenter. These backups are then retained for 30 days.

. Disaster Recovery

We define a disaster scenario as major data loss of either the Qualtrax database and/or documents. In such
a scenario, we aim for an uptime goal of 4 hours from notification of the incident through our monitoring
or customer call. Based on our backup scheme, we have a restore point objective of 4 hours prior to the
incident,




GENERAL TERMS AND CONDITIONS
1. DEFINITIONS

“Acceptance” means that any Hardware, Software, Services, or Deliverable has successfully completed
the Acceptance process set forth in Section 4.

“Affiliate” means any individual, corporation, partnership, joint venture, limited liability company,
proprietorship or other entity which, directly or indirectly, through one or more intermediaries, controls, is
controlled by, or is under common control with, a Party. “Control” means the power, directly or
indirectly, to cause the direction or management of such entity, whether by contract or otherwise.

“Confidential Information” means information about a Party’s business and financial matters, technical
information and any other proprietary information relating to a Party or its Affiliates and their respective
operations, businesses, technical know-how and financial affairs, that is obtained by the other Party as a
result of the working relationship between the Parties, whether obtained prior to or after the date hereof.
Confidential Information shall include, without limitation, trade secrets, discoveries, ideas, concepts,
know-how, techniques, designs, specifications, drawings, maps, blueprints, diagrams, flow charts and any
other technical, financial, business or proprietary information of any kind or nature whatsoever.
Confidential Information shall not include any information that: (a) was previously known to the Parties
free of any obligation to keep it confidential; (b) is or has become publicly known, through no wrongful
act of either Party; (c) was rightfully received from a third party who is under no obligation of confidence
to the receiving Party; (d) was independently developed by the Parties without use of Confidential
Information that has been disclosed pursuant to this Agreement; or (e) was required to be disclosed in
order to comply with applicable law or regulation (including, without limitation, for securities law
purposes) or with any requirement imposed by any governmental or court order, but only to the extent so
required.

“Deliverables” means the Hardware, Software, Professional Services, Hosting Services, Support and
Maintenance Services, and any other deliverable arising out of or relating thereto, or any deliverable
specified on a SOW. '

“Documentation” means all manuals, instructions and other documents (whether in hard copy, soft copy
or web-based form) relating to, or necessary for, the use, operation or maintenance of the Hardware, the
Software, or any other Deliverable, together with-all enhancements, corrections, modifications and
amendments to such documents that are furnished to Customer under this Agreement.

“Hardware” means any hardware to be provided by Company as specified on a SOW,

“Purchase Order” means any purchase order generated by Company or Customer as detailed in Section
3 or any document that the Parties mutually agree upon as the vehicle for procuring Hardware, Software
and/or Services pursuant to this Agreement, including, without limitation, an SOW.

“Services” means, collectively, Professional Services, Hosting Services and Support and Maintenance
Services.

“Software” means the proprietary software licensed to Customer by Company, and any third party
software required to operate Company’s proprietary software, all in machine readable, object code form,
together with all enhancements, modifications, corrections and amendments thereto.

“Specifications” means the technical requirements for, and performance standards of, the Hardware,
Software, or any Deliverable as set forth in the Documentation, this Agreement and any other Company
publication made available to Customer from time to time.

“Support and Maintenance Services” means the support and maintenance of the Hardware and
Software, as provided by Company pursuant to the Maintenance and Support agreement.

]



2. TERM; SCOPE; PURCHASE ORDERS

2.1 Term. This Agreement shall commence on the Effective Date of the Purchase Order; provided
that the Term shall be extended until the completion date of any Purchase Order entered into prior to the
expiration of this Agreement. This Agreement may be extended upon the mutual written agreement of
Company and Customer.

22 General Scope. This Agreement is being entered into by the Parties in order to evidence the
Parties’ agreement and understanding with respect to (among other things): (a) the sale of Hardware to
Customer; (b) the licensing to Customer of Software; (c) the proviston by Company of Services; and (d)
the provision of any other Deliverables. Company shall supply to Customer the Hardware, Software,
Services and Documentation 5o ordered by Customer from time to time through the issuance of Purchase
Orders in accordance with this Agreement.

23 Purchase Orders and Change Orders.

(a) Either party may issue a Purchase Orders in hard copy, by fax or electronically, and such
Purchase Order must be signed by an authorized signatory of each Party within thirty (30) days of the
issuance thereof. Each Purchase Order issued may set forth (i) the specific Deliverables being ordered, (ii)
the applicable quantities, (iii) the unit prices, (iv) the total purchase price, (v} any applicable performance
milestones and the respective dates by which such milestones are to be completed, (vi) shipping
instructions, including, without limitation, the ship-to address, if applicable, (vii) the bill-to address, {viii)
the site(s) where any Services are to be performed, and (ix) any additional special instructions.

(b) Either Party may request that changes be made to an accepted Purchase Order by
providing the other Party with a written document (a “Change Order”) that: (i) is clearly identified with
the term “Change Order” or an equivalent; (ii) describes the requested change(s); and (iii) is signed by an
authorized signatory of the requesting Party. If any Change Order results in an increase or decrease in
either Party’s best estimate of the time or expense required to provide the Deliverables set forth in the
applicable Purchase Order, then Customer and Company shall mutually agree on equitable adjustments to
the applicable performance schedules and/or the compensation payable pursuant to the applicable
Purchase Order

3 PRICING AND PAYMENT

31 Pricing. The prices and fees for Deliverables shall be as set forth in the Purchase Order. All
prices and payments shall be in U.S. dollars.

3.2 Payment, Disputes and Invoices.

(a) Customer will remit to Company all undisputed amounts to within thirty (30) days of Customer’s
receipt of Company’s invoice.

(b) Customer shall notify Company of any disputed charges in writing no later than twenty (20}
days after the date of the applicable invoice. Company and Customer shall attempt in good faith to resolve
any disputed amounts. If the dispute is resolved in favor of Company, Company may re-invoice the disputed
amount, plus any interest thereon (at the rate specified in Section 3.3) that has accrued from the original due
date until the date of the reissued invoice, and Customer shall pay all such amounts to Company within ten
(10) days of the date of such reissued invoice.



33 Late Payments. In the event that Customer fails to make any payment of undisputed amounts on
or prior to the applicable invoice due date (as determined in accordance with this Section 3), then those
undisputed amounts shall accrue interest from the due date at a rate of eight percent (8%) per annum (or
such lesser rate as may be the maximum pemussnble rate allowed under applicable law), calculated from
the first day when such amount became due and owing until the date on which such amount is paid.

34 Taxes. Customer shall pay all federal, state or local sales or use taxes and any other government
taxes, fees, duties or charges that are imposed upon the fees and charges paid by Customer to Company
pursuant to this Agreement. Company will be responsible for all other taxes arising from the transactions
contemplated by this Agreement, including, without limitation, any taxes based upon Company’s
property, net income or gross receipts. Customer shall pay all such amounts directly to the taxing
authority unless the taxing authority requires that Company collect and remit payment, in which event
Customer shall pay such amounts to Company and Company shall remit such amounts to the authority
and provide Customer with a certificate stating that such amounts were so remitted. Customer and
Company shall reasonably cooperate in order to take actions to minimize, or to qualify for exemptions
from, any applicable taxes, duties or tariffs. Such cooperation shall include, without limitation, the
furnishing of certifications that purchases by Customer are for purposes of resale, if applicable. Customer
and Company shall each have the right to protest or appeal any tax or charge assessed against it by any
taxing authority with respect to the subject matter of this Agreement.

4. DELIVERY AND ACCEPTANCE

4.1 Delivery. Unless otherwise agreed, prices are ExWorks 105 Industrial Drive, Christiansburg, VA
24073 (INCOTERMS 2010) and any charges Company may be required to pay or collect on the sale,
purchase, delivery, storage, use or transportation of the goods shall be paid by Customer. Method of
shipment will be at Company's discretion unless otherwise agreed.

4.2 Title; Risk of Loss. Unless otherwise agreed, the risk of loss passes to Customer when the goods
are delivered to the carrier, as described in INCOTERMS 2010. Where the risk of loss has passed to
Customer, Customer must obtain redress for freight losses, shortages or damages from the carrier or its
insurer. Company is not responsible for any such losses. Notwithstanding any provision of INCOTERMS
2010 or contained herein, equitable title and accession to the goods shatl, where permitted by law, remain
with Company until Customer is paid in full. This shall be the case even if legal title to the goods shall be
deemed by law to have passed to Customer at the time of delivery and prior to performance of all of
Customer's obligations. Customer shall grant, and by acceptance of the goods is deemed to have granted,
to Company a first security interest in all goods to secure payment of amounts owed by Customer. -
Customer agrees to execute a financing statement at Company's request. Company may reclaim any
goods delivered or in transit if Customer fails to make payment when due.

4.3 Inspection and Acceptance. Customer will evaluate any Deliverable that has been delivered to
Customer or performed in accordance with this Agreement to determine whether it complies with all
applicable Specifications. Customer shall give Company written notice of Acceptance or rejection within
fifteen (15) days after delivery of the applicable Deliverable. During the installation and testing process,
and at no additional cost to Customer, Company’s specialists shall be available to provide consultation
requested by Customer regarding the preparation of the installation and testing environment for each
Deliverable provided hereunder. Upon notice of rejection, Customer may (a) direct Company to correct
the nonconformity, in which case Company (at no cost to Customer) shall correct the nonconformity
within ten (10) days of Customer’s request, or (b) upon mutual agreement of the Parties, pay Company a
reduced amount for the nonconforming item. Deliverables provided to Customer will be deemed
Accepted if Customer does not provide any notice of rejection within fifteen (15) days of receipt of the
applicable Deliverable.



5. WARRANTIES g

5.1 Hardware and Software Warranties.  All warranties, if any, with respect to Hardware or
Software shall be set forth in the applicable Purchase Order or Documentation.

5.2 Services Warranties. Company warrants that all Services performed hereunder shall be
performed in a timely, professional and workmanlike manner, in conformance with industry practices, and
Company warrants the workmanship of such Services for a penod of ninety (90) days from the date on
which the applicable Services are accepted.

5.3 Third-Party Products.  Deliverables which are supplied by Company pursuant to this
Agreement but which are manufactured by, or developed by, third party vendors will, in addition to (and
not in lieu of) the Hardware and Software warranties set forth in Section 7.1 above, carry the warranties
specified by the applicable third party vendor, which warranties Company shall extend to Customer to the
full extent permissible under such warranties.

5.4 Additional Representations and Warranties. Company represents, warrants and covenants to
Customer that: :

(a) it has full right to enter into and perform according to this Agreement, and Company’s
performance shall not violate any agreement it has with a third party;

(b} all of the Deliverables delivered hereunder (and Customer’s exercise of its rights hereunder
with respect thereto) do not, and will not, infringe upon, violate, wrongfully use or misappropriate any
foreign or United States patent, copyright, trademark, trade secret or other intellectual property or

proprietary right of any third party;

() Company has the right to grant to Customer all rights granted by it to Customer under this
Agreement, free and clear of any and all agreements, liens, adverse claims, encumbrances or other
interests of any third party;

(d) Deliverables delivered hereunder, and any work product resulting therefrom, do not, and will
not, contain any copy protection, automatic shut-down, lockout, “time bomb” or other similar
mechanisms which could interfere with Customer’s exercise of its rights hereunder or Customer’s ability
to use the Deliverables as contemplated and in accordance with the applicable Specifications; and

(e) none of the Deliverables delivered hereunder, or any work product resulting therefrom,
includes or contains, or shall include or contain, any viruses, “trojan horses” or other harmful code of any
kind or nature whatsoever.

Company, at no charge to Customer and without limiting any other rights or remedies that may' be
available to Customer, will promptly correct any Deliverables which do not conform with any of the
representations, warranties and covenants contained in this Section 5.4.

Customer represents, warrants and covenants to Company that:

(a) it has full right to enter into and perform according to this Agreement, and Customer’s
performance shall not violate any agreement it has with a third party;

(b) all of the products, equipment, samples, logos, images, writings, intellectual property or other
materials delivered by Customer to Company under this Agreement or in connection with any SOW do
not, and will not, infringe upon, violate, wrongfully use or misappropriate any foreign or United States



patent, copyright, trademark, trade secret or other intellectual property or proprietary right of any third
party;

55 Limitation of Warranties. EXCEPT AS OTHERWISE STATED IN THIS AGREEMENT,
COMPANY MAKES NO WARRANTIES (EXPRESS OR [MPLIED) WITH RESPECT TO THE
PERFORMANCE OF THE DELIVERABLES, INCLUDING, WITHOUT LIMITATION, IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

6. CONFIDENTIALITY

6.1 Confidentiality. The Parties acknowledge and agree that each Party may be given access to
Confidential Information under this Agreement. Each Party disclosing Confidential Information to the
other Party in a tangible medium (e.g., a paper or disk) shall mark such medium as containing
Confidential Information. Confidentia! Information that is disclosed orally shall be identified as
confidential at the time of disclosure. Notwithstanding the marking requirement for tangible information
and the identification requirement for orally disclosed information, Confidential Information will also
include, without limitation, information which, due to its character or nature, reasonable people in a like
position and under like circumstances would treat as confidential or understand as being confidential. All
Confidential [nformation will be the sole and exclusive property of the Party providing the Confidential
Information, and the receiving Party will not have any ownership interest in the other Party’s Confidential
Information or engage in any derivative uses of such Confidential Information. Each Party agrees that
during the term of this Agreement and for three (3) years thereafter, the receiving Party shall (a) use at
least the same degree of care to prevent unauthorized use and disclosure of such Confidential Information
as that Party uses with respect to its own Confidential Information (but in no event less than a reasonable
degree of care); (b) use such Confidential Information only in the performance of its obligations under
this Agreement; and (c) not disclose or grant access to such Confidential Information to any third party
without the express prior written consent of the disclosing Party. The existence of this Agreement, and all
of the terms and conditions hereof, shall be deemed to be Confidential Information of each of the Parties.
In a circumstance in which disclosure of Confidential Information is compelled by a governmental or
court order, the Party that is subject to such compelled disclosure shall limit the disclosure to only that
Confidential Information which must be disclosed in order to comply with the order and shall give the
other Party prompt prior written notice of such compelled disclosure so that the other Party may seek to
protect such Confidential Information. The receiving Party shall return, or at the disclosing Party’s
option, destroy (and certify in writing such return or destruction) any and all Confidential Information to
the disclosing Party upon the written request of the disclosing Party. This Section 7.1 shall survive
termination of this Agreement.

6.2 Equitable Relief. Each party agrees that its breach of any provision in this Section 7 may result
in irreparable harm to the other party for which monetary damages may not provide a sufficient remedy.
Therefore, the non-breaching party may seek both monetary damages and equitable relief with respect to
any such breach. In the event a party commits a material breach of any obligation in this Section 9 and
such breach by its nature is not curable or, if curable, the breaching party fails to cure such breach within
thirty (30) days after the non-breaching party gives written notice to the breaching party of such breach,
the non-breaching party may, in addition to any other remedies it may have, terminate this Agreement, in
whole or in part, effective immediately and without liability in connection therewith, by giving separate
written notice.

7. TERMINATION

7.1 Termination for Cause. Either Party may terminate this Agreement for cause and without
penalty in the following circumstances: (i} the other Party applied for, or consents to, the appointment of,
or the taking of possession by, a receiver, custodian, trustee or liquidator of itself or of all or a substantial
part of its property, (ii) upon the other Party ceasing to conduct business, becoming or being declared by a
federal bankruptcy court to be insolvent or bankrupt, or being the subject of any proceeding under the
federal bankruptcy code or under any other law relating to relief from creditors generally that is not



dismissed within sixty (60) days; (iii) upon the appointment of, or application for, a receiver, custodian,
trustee or liquidator of the other Party or all or any substantial portion of the other Party’s business or
operations; (iv) upon the assignment of all or substantially all the assets of the other Party for the benefit
of creditors; (v) the other Party’s liquidation, dissolution or winding-up; or (vi) upon the other Party’s
. material breach of this Agreement, if the other Party fails to cure such breach within thirty (30) days after
receipt of written notice specifying the breach in reasonable detail.

7.2 Termination by for Convenience. Either party may terminate this Agreement at any time, with
or without cause and without penalty, by giving the other party ninety (90) days’ written notice.

7.3 . Payment. Upon termination, all Purchase Orders completed in compliance with the applicable
Purchase Order and this Agreement must be paid in full. In addition, with respect to Purchase Orders not
completed, Company shall be paid any amounts owing for Deliverables completed as of such termination
date and expenses incurred as of such termination date including non-cancelable expenses and materials
on order from, or owed to third parties.

7.3 Return of Property. Within ten (10) days of termination of this Agreement, Company will
deliver to Customer any and all property of Customer and its Affiliates that is in Company’s possession or
control.

74 Survival. Sections 5, 6, 7, 8 and 9 and this Section 7.4 (together with all other provisions hereof,
including, without limitation, all Exhibits and other attachments hereto, that may be reasonably
interpreted as surviving termination or expiration of this Agreement) will survive the termination or
expiration of this Agreement.

8. RELATIONSHIP OF THE PARTIES

Company is an independent contractor, and this Agreemeént will not be construed to create any
partnership, joint venture, agency or employment relationship between Company and Customer.
Company will not represent itself to be an employee, representative, partner, joint venturer or agent of
Customer. Company will have no authority (a) to enter into any agreement on Customer’s behalf or in
Customer’s name or represent Customer for any purpose whatsoever, or (b) to promote or sell Customer’s
products or services. Company will retain full control over the manner in which it performs all services
provided to Customer and will not be entitled to workers’ compensation, retirement, insurance, stock
options or other benefits afforded to employees of Customer.

9. MISCELLANEOUS

9.1 Ass:gnment Neither party may assign this Agreement, in whole or in part, without the other
party’s prior written consent. Upon a valid assignment of this Agreement, all the terms and conditions of
this Agreement will be binding upon, will inure to the benefit of, and will be enforceable by, each of the
Parties and their respective successors and permitted assigns.



9.2 Waivers and Remedies. The failure of either Party to enforce any provision of this Agreement
will not constitute a waiver of such Party’s rights to subsequently enforce the provision. The remedies
specified in this Agreement are in addition to any other remedies that may be available at law or in equity.

9.3 Governing Law.  This Agreement will be governed in all respects by, and construed and
enforced in accordance with, the laws of the Commonwealth of Virginia, without regard to any rules
governing conflicts of laws. Notwithstanding the foregoing, the provisions of the Uniform Computer
Information Transactions Act do not apply to any transaction to which these terms and conditions apply.
The rights and obligations of the, parties hereunder shall not be governed by the United Nations
Convention on Contracts for the [nternational Sale of Goods. To the extent referenced herein, certain
terms and conditions are governed by INCOTERMS 2010. Exclusive jurisdiction over and venue of any
suit arising out of or relating to this Agreement will be in the state and federal courts of Montgomery
County, Virginia and the Western District of Virginia.

94 Construction; Preference. Whenever the singular form is used in this Agreement, and when
required by the context, the same shall include the plural and vice versa, and the masculine gender shall
include the feminine and neuter genders and vice versa. Each Party signing this Agreement acknowledges
that it has had the opportunity to review this Agreement with legal counsel of its choice, and there shall be
no presumption that ambiguities shall be construed or interpreted against the drafter. Unless as otherwise
specifically agreed to in a writing signed by each of the Parties, in the event of any conflict of
inconsistency amoeng the provisions of this Agreement (the “General Terms and Conditions™), any other
Attachment, exhibit or annex hereto, and/or any Purchase Order issued hereunder, such conflict or
inconsistency shall be resolved by giving precedence (a) first, to the Attachments set forth above, (b)
second, to any other exhibits, attachments, siatements of work or annexes made a part hereof, (c) third, to
the General Terms and Conditions, and (d) fourth, to a Purchase Order.

9.5 Severability. If any provision of this Agreement will be held to be invalid or unenforceable for
any reason, the remaining provisions will continue to be valid and enforceable. If a court finds that any
provision of this Agreement is invalid or unenforceable, but that by limiting such provision, it would
become valid and enforceable, then such provision wiil be deemed to be written, construed, and enforced
as so limited. ‘

9.6 Amendment. This Agreement may be modified or amended only by a writing signed by duly
authorized representatives of both Parties.

9.7 Entire Agreement. This Agreement is the complete agreement between the Parties concerning
the subject matter of this Agreement and replaces any prior oral or written communications between the
Parties. There are no conditions, understandings, agreements, representations or warranties (express or
implied) which are not specified herein.



- Quditrax

COMPLIANCE SOFTWARE

Hosted Server Move Data Guide

Technician:
Date:

Before copying data...

1. [ Read all steps of the process now, and ensure you have the proper access
to the necessary data locations
a. Contact Qualtrax Support to ask any clarifying questions prior to
continuing
2. [ Notify your end users of expected downtime during the process
3. [ From the webserver, prepare a folder location where you wil! temporarily
gather the necessary data
4. [] open 1IS Management Console and Stop the Qualtrax website
a. The website must be off while copying data, to ensure the documents
and database remain in sync

Data to prepare:

1. [ qualtrax.config file

a. From the webserver, the Qualtrax config file can be located in the

system32 directory {C:\Windows\system32\qualtrax.config)
2. [ Documents directory

a. When logged into the Qualtrax application, the Qualtrax documents
can be located by opening the Administration>System
Settings>Document Control tab and viewing the file storage paths

b. All four document directories are required; the best practice here is to
include the entire *..\Documents’ directory

3. [ web page directory

a. From the webserver, open the Qualtrax website directory and locate
the Web folder (typically C:\Program Files\Qualtrax\Web)

b. If the folder is not in this location, you can locate the ..\Web\ directory
by opening the IIS Manager and looking at the Qualtrax website’s
advanced properties

4. [J Qualtrax database (.bak)
a. Take a full Qualtrax database backup to disk and copy the .bak file
b. Use compression if your SQL instance allows it

Transferring Data to Qualtrax

1. [0 Zip your data and use the following link to upload tc ShareFile
a. [A custom link will be provided to you by Qualtrax]
2. [ If this is just the test move to validate, restart your Qualtrax website in IIS
Management Console

Qualtrax, Inc.

Phone: 800-755-1875 » Fax: 540-382-1801 » www gualtrax.com » support@qualtrax.com

Page | of |



State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that QUALTRAX, INC, is
a Delaware Profit Corporation registered to transact business in New Hampshire on February 28, 2019. 1 further certify that all
fees and documents required by the Scretary of State’s office have been received and is in good standing as far as this office is

concemed,

Business 1D: 813773
Certificate Number ; 0004423391

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 27th day of February A.D. 2019.

Dor o

William M. Gardner
Secretary of State




State of New Hampshire
Department of State :

CERTIFICATE OF AUTHORITY OF
QUALTRAX, INC."

The Secretary of State of the State of New Hampshire hereby certifics that an Application of QUALTRAX, INC. for a Centificate
of Authority to transact business in this State, duly signed pursuant to the provisions of the New Hampshire Business Corporation

Act, has been received in this office.

ACCORDINGLY the undersigned, by virtue of the authority vested in him by law, hereby issues this Certificate of Authority
to QUALTRAX, INC. to transact business in this State under the name of QUALTRAX, INC., and attaches hereto a copy of the

Application for such Certificate.

Business [D: 813773

IN TESTIMONY WHEREOF,

[ hereto set my hand and cause 1o be affixed
the Seal of the State of New Hampshire,
this 27th day of February 2019 A.D,

Dor o

William M. Gardner
Secretary of State




APPLICATION FOR CERTIFICATE OF AUTHORITY ' Form 40
OF A FOR PROFIT FOREIGN CORPORATION : {Cont.}

EIGHTH: The names and usual business addresses of its current officers and directors are: {If there are additional officers or
directors, attach additional sheet OR if the laws of the state of incorporation do not require directors, indicate below.)

Name Title Address
OFFICERS .
. 105 E. Roanoke St., Blacksburg VA, Blacksburg, VA,
Thomas Haus Chief Financial Cfficer 24060, USA
DIRECTORS
Amy Ankrum Director 105 E. Roanoke St., Blacksburg, VA, 24060, USA

Corporate Name: QUALTRAX, INC.
Title: Chief Financial Officer
Signature: Thomas Haus

Name of Signer: Thomas Haus
Date signed: 02/27/2019
Effective Date; 02/28/2019 12:00:00 AM

Note: The sale or offer for sale of capital stock of the corporation will compty with the requirements of the New Hampshire
Uniform Securities Act [RSA 421-B). The capital stock of the corporation: 1) has been registered or when offered will be
registered under RSA 421-B; 2) is exempted or when offered will be exempted under RSA 421-8; 3) is or will be offered in a
transaction exempted from registration under RSA 421-8; 4) is not a security under RSA 421-B; OR 5) is a federal covered
securities under RSA 421-B. The statement above shall not by itself constitute a registration or a notice of exemption from
registration of securities within the meaning of sections 448 and 461(i}(3) of the United States Internal Revenue Code and the
regulation promulgated thereunder.

DISCLAIMER: All docurnents filed with the Corporation Division become public records and will be available for public inspection

H HY ™ ry HY| alant 1
t-eithertangine of-e1ectronic form:

Mailing Address - Corporation Division, NH Department of State, 107 North Main Street, Room 204, Concord, NH 03301-4989
Physical Location - State House Annex, 3rd Floor, Room 317, 25 Capitol Street, Concord, NH
Phene: (603)271-3246 | Fax: (603)271-3247 | Email: corporate@sos.nh.gov | Website: sos.nh.gov

Page 2 of 2 Form 40



State of New Hamp‘shire
Department of State

Filed
Date Filed : 02/27/2019 12:02:00 PM
Effective Date : 02/28/2019 12:00:00 AM
Filing # :'4422406 Pages : 2
Business 1D : 813773
William M. Gardner
Secretary of State
State of New Hampshire

APPL!(iATION FOR CERTIFICATE OF AUTHORITY
OF A FOR PROFIT FOREIGN CORPORATION

Form 40
RSA 293-A:15.03

PURSUANT TO THE PROVISIONS of the New Hampshire Business Corporation Act, the undersigned corporation hereby applies for
a certificate of authority to transact business in New Hampshire and for that purpose submits the following statement;

FIRST: The name of the corporation is:

QUALTRAX, INC.

SECOND: The name which it elects to use in New Hampshire is:

QUALTRAX, INC.

THIRD: The complete address {including zip code and post office box, if any) of its principal office is:

105 E. Roanoke St., Blacksburg VA Blacksburg VA 24060 }

{no. & street) (city/town) {state) {zip code)
Principal Business Information:

Princlpal Mailing Address: )

PO Box 991, Blacksburg VA : Blackshurg VA 24063 991
{no. & street) {city/town) {state} {zip code)

Business Phone: 540-529-8256

Business Email: thaus@®qualtrax.com

M Please check if you would prefer to receive the Annual Report Reminder Notice by email.

FOURTH: It is incorporated under the laws of Delaware

FIFTH: The date of its incorporationis  12/30/2016 and the period of its duration is Perpetual

SIXTH: The name of its registered agent IN NEW HAMPSHIRE is:

Northwest Registered Agent LLC {711539)

The complete address of its registered office IN NEW HAMPSHIRE (agent's business address) is:

159 Main Street 5100 Nashua NH 03060

(no. & street) {city/town} (state) (zip code)

SEVENTH:Describe the principal purposé or purposes which it proposes to pursue In the transaction of business in New

Hampshire {and if known, list the NAICS Code and Sub Code)

81-Other Services {except Public Administration) - 212-Computer and Office Machine Repalr and Maintenance

Mailing Address - Corporation Division, NH Department of State, 107 North Main Street, Room 204, Concord, NH 03301-4989
Physical Location - State House Annex, 3rd Floor, Room 317, 25 Capitol Street, Concord, NH .
Phone: (603)271-3246 | Fax: (603)271-3247 | Email: corporate{@sos.nh.gov | Website: sos.nh.gov

Page | of 2

Form 40




State of New Hampshire
Department of State

Accepted Date: 02/28/2019

Business Name: QUALTRANX, INC.
Principal Office Address: 105 E. Roanoke St., Blacksburg VA, Blacksburg, VA, 24060, USA

RE: Acceptance of Business Formation

This letter is to confimm the acceptance of the following business formation:

Business ID: 813773

Filing #: 4422406

Effcctive Date: 02/28/2019

Payment Transaction #: 20199980190356001

To maintain your business registration in good standing you must maintain a Registered Agent at all
times. ’

You must also file an annual report no later than April 1st of each year.To file your annual report blcasc goto
hitps:/quickstart.sos.nh.gov/online/Account.

Lt is incumbent upon you to keep this office informed of address or email changes to ensure that
all communications from our office reaches you.

Please visit our website for helpful information regarding all your business needs. 1f you require
assistance or should you have any questions, you may contact the Corporation Division using the
information provided below.

Please rcfercnce  your Business [D in your commumcanon

Thank you,

New Hampshire Department of State
Corporation Division

Mailing Address - Corporation Division, NH Department of State, 107 North Main Slreet, Room 204, Concord, NH 03301-498%
Physical Location - State House Annex, 3rd Floor, Room 317, 25 Capitol Street, Concord, NH
Phone: (603)271-3246 | Fux: (603)271-3247 | Email: corporate@sos.nh. gov| Waebsite: sos.nh.gov



- CERTIFICATE OF VOTE
1, Amﬂ/ M )47’)‘44/1/14"\ , do hereby certify that:

(Name of the elected Officer of the Agency; cannot be contract signatory)

1. 1 am a duly elected Officer of &UJ\, /7‘/3‘)(
{Agency Name)

2. The following is a true copy of the resolution duly adopted at a meeting of the Board of Directors of

the Agency duly held or'1 ﬁ%’?f/./ 12 7018,

(Date)

RESOLVED: That the CFﬂ

(Title of Contract Signatory)

is hereby authorized on behalf of this Agencyto enter into the said contract with the State and to
execule any and all documents, agreements and other instruments, and any amendments, revisions,
or modifications thereto, as he/she may deem necessary, desirable or appropriate.

3. The foregoing resolutions have not been amended or revoked, and remain in full force and effect as of

the &2 day of Mdf&//) . 20/7.

{Date Contracl Signed)

o Tom Haus ‘ is the duly elected ___ L 70

(Name of Contract Signatory) A (Title of Contract Signatory)

of the Agency. ) : Q

‘ ' (Zignature of the Elected Officer)
Vi rﬂinia.
STATE OF E

County of Mﬂlﬁ%@ﬁ\%

The foregoing instrument was acknowledged before me this ’? / day of Ma}ﬂl 20 lq .

By ﬁMM A‘HI(J/W’}’]

NOTARY PUBLIC
REGISTRATION # 7882633
COMMONWEALTH OF VIRGINIA

ON EXPIRES
(NOTAHY SEMICOMMISSION Bl

Commission Expires: |!!Q4ﬂ 3‘, &baa

U?No(a%y Public/Justice of the

NH DHHS, Office of Business Cperations
Bureau of Provider Relationship Management
Certificate of Vote Without Sesl

(Nams of Elected Officer of the Agency) '
JACGUELINE BETH LACKEY . 4 &Q Y eaqplind  Beth dﬂ%
eace)

July 1, 2005



< e DATE (MMDDVYYYY)
ACORD CERTIFICATE OF LIABILITY INSURANCE

01/0712019

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AKD CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE 1SSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the tarms and conditions of the policy, certain policies may roquire an endorsement. A statament on
this certificate doas not confer rights to the certificate holder In liou of such ondorsemant(s).

PRODUCER CONIACT  Nancy Via
Brown Insurance PHONE (540} 552-5321 {AK, Noy (340) 552-3321
100 Hubbard Street Sts A AL s Nvia@LLBrown.net
INSURER{S) AFFORDING COVERAGE NAKC #
Blacksburg VA 24080-5745 | ,ysurera: One Beacon 20821
INSURED INSURER B :
Qualtrax, Inc INSURER € :
105 E Roanoke St INSURER D :
INSURERE :
Blacksburg VA 24080 \NSURER F :
COVERAGES CERTIFICATE NUMBER:  2018-2020 REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

SR [ADOLEUBER] POLILY EFF POLICY EXP
'fm TYPE OF INSURANCE Nso | wvp POLICY NUMBER [MMDOYY YY) | (MDD YYY) LIMITS .
D] COMMERCIAL GENERAL LABILITY ’ EAGH OCCURRENGE s 1,000,000
BAMAGE TO R
| cLamsmace [ occun | PREMISES (En cocomencey | 8 500.000
| MED EXP {Arty one person) 3 10,000
A 711016543-0000 01/04/2019 | 0170472020 | prpcomar sapvivgury |3 1,000,000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
POLICY e Lo PRODUCTS - COMPIOPAGG | 5 4000,000
OTHER: Empioyee Benefits s 1,000,000
COMBINED SINGLE LBAIT
| AUTOMOBILE LABILITY a scoceaty s 1,000,000
] ANY AUTO . BODILY INJURY (Per parson) $
|| OWNED SCHEDULED
A || AUTOS onLy SUGe 711016543-0000 01/04/2019 | 01/04/2020 | BODILY INJURY {Per accicen) | $
HIRED NON.OWNED | PROPERTY DAMAGE s
|| AUTOS ONLY AUTOS ONLY | (Per accident)
s
]| UMBRELLA LAB X occur | EACH OCCURRENCE ¢ 3.000,000
A EXCESS UAB CLAIMS-MADE 711016543-0000 01/04/2019 | 0170412020 | ,caregare s
DED I | RETENTION § 3
WORKERS COMPENSATION PER OTH-
AND EXPLOYERS UABILITY ' X e | & 50,000
A o XL Laepy CUTVE NiA 408045722-0000 04/0472018 | 01/04/2020 | EdcEACH ACCIDENT 3
{Mandstory in NN EL DISEASE - EA EMPLOVEE | ¢ 500.000
It yos, describe undec 500,000
DESCRIPTION OF OPERATIONS batow E.L. DISEASE - POLICY LMIT | § :
. ! per claim 3,000,000
Professional Liablity
A 760010548-0000 01/04/2019 | 01/04/2020 |aggregate 3,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES {ACORD 101, Additional Remarks Schedule, may be attached if mors space is required)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL, BE DELIVERED IN
DHHS. State of NH ACCORDANCE WITH THE POLICY PROVISIONS.

129 Pleasant Street

AUTHORIZED REPRESENTATIVE

Concord NH 03301 //m}fﬁ

!

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD



TIMOTHY D. AKIN

ACHIEVEMENTS

-June 2016 — became a certified ISO 17025 assessor for
ASCLD/LAB

- March 2016 - finished training to become the laboratory’'s backup
Qualtrax system administrator and backup Quality Manager.

. Research Assistant — awarded Summer Undergraduate Research
Fellowship Grant for research entitted “Bromination of Carbonyl
Compounds using Butylmethylimidazolium Tribromide.”

- Vice President, Entertainment Chair — American Chemical Society,
Lyon College, 2003-2007 ~

- Captain — Men's Soccer Team, Lyon College, 2006-
2007

- Kappa Sigma
Fraternity

EDUCATION
2003-2007 Lyon College Batesville, AR

-B.S. Chemistry
+ Minor in Physics

. Chi Beta Phi National Science Honor
Society '

- Mortar Board National Honor
Society

EXPERIENCE

October 2014‘— Current Metro Nashville PD Crime Laboratory Nashville,
TN

Forensic
Scientist i1

- As a certified ASCLD/LAB ISO 17025 assessor, | perform internal audits
of the laboratory's Quality Management System.

- Serve as Qualtrax system administrator responsible for troubleshooting,
problem solving, and developing new workflows and ideas for
accreditation compliance.

. Review procedures and methods for compliance with ASCLD/LAB
Accreditation, 1SO 17025, SWGDRUG, and MNPD policies, and
recommend changes or improvements as needed.



. Analyze evidence submitted by Metro Nashville Police for the presence
of controlled substances and other compounds of interest.
- Sample, prepare, and extract evidence for testing. Use various complex
analytical instruments along with other wet chemistry techniques for sample analysis.

Patrick Hatcher

Project Manager/Trainer/Technical Writer/Editor/ Communication Strategist

Profile Impacting people with a technically relevant message is what the story is all about. | love providing a
message with meaning. | have years of experience in project management, training, technical writing, editing, and
marketing and | believe in working with a creative team to do great things together.

Professional Experience

Project Manager/Trainer 2011 - Present Qualtrax Blacksburg, VA

» Manage Implementation projects for all customer verticals from sales hand off to early production

= Provide product insight to internal teams and customers

* Provide expert on-site and remote training for customers ranging from basic users to highly technical IT staff
- Translate customer requests to Engineering staff to meel customer needs within a development environment
* Mentor other trainers and employees with best practices, professional development, and Qualtrax knowledge
- Write RFP responses and proposal content for potential customers

» Wholly maintain the company blog, published weekly (qualtrax.com/blog)

= Provide website development assistance for the company public website (qualtrax.com)

« Co-create, manage, and present at the company User Conference

Project Manager, Communications 2007 - 2011 New Tribes Mission Sanford, FL

= Reports to the Director of Communications

= Daily proofing and editing of documentation

* Brainstorm, develop, research, and implement all corporate communications materials: print, audio,
(ntm.org/listen), video (ntm.org/video), and web (ntm.org)

» Implement measurable internal and public marketing campaigns )

» Co-manage the rewrite and redesign of 600 blogsites, the corporate public website (ntm.org), and the corporate
intranet site '

+ Co-lead a team of writers, editors, and designers to produce a 36 page print and online quarterly magazine with
40,000 + subscribers (ntm.org/magazine)

» Write and edit proposals, presentations, and operating procedures

+ Edit current documentation for style, clarity, consistency, and adherence to company guidelines & provide
feedback

+ Manage corporate social media strategy (Facebook, Twitter, YouTube, Vimeo)
» Manage department budget of over one million dollars annually
Technical Writer/Editor/Software Trainer 1999 - 2007 Sungard Data Systems Blacksburg, VA

* Write/edit/maintain all technical manuals for a suite of software products focused primarily in the healthcare
insurance industry



» Lead a team of technical writers to maintain all training materials and train client employees with skills ranging
from basic users to server maintenance/1T staff

« Create, develop and present proposals to clients for multi-million dollar contracts

« Translate customer requirements 1o developers for product implementation

« Maintain company guidelines within current and new documentation

Technical Writer/Web Developer 1996 - 1999 Biological & Popular Culture, Inc. Radford, VA
* Develop and maintain user documentation for medical marketing software

» Write Request For Proposals (RFPs) for hardware/software installation projects

» Co-create/maintain company & subsidiary intranet and internet sites

VEduc_ation: MS English {Technical Writing Specialization) Radford University Radford, VA
= GPA: 3.7

BA English, Secondary Education King College Bristol, TN

*GPA: 3.6

Highlights

Skills: Extensive software training experience Extensive technical writing/editing experience Compliance
Industry and software consulting Communications strategy and implementation Project management from
inception to completion for print, video (short films), web, and audio Social media strategy and
implementation Software teaching/tutorial experience Technical/IT knowledge (hardware, software,
network) Web page/site design and maintenance User interface/experience testing and development

DEANNA M. FELTON
Key Strengths

» Project Management

» Results Driven

« Phenomenal Organization Skills

» Software Systems/Spreadsheet Expert

e Excelin team environment
¢ Customer Service

+ Instructional Design
« Quality Assurance

Professional Experience

Customer Relationship Manager
Qualtrax,_Inc. {January 2015 — Present)




« Manage over 200 customer accounts.

« Foster customer relationships; ensuring the customer needs are met.

Provide best practice advice to the customers based off of their industry compliance
need.

Maintain a 98% customer retention rate.

Manage and run the customer 3 day user conference sessions every 18 months.
Supervise software training team that handles onsite trainings,

Develop relationships with domestic and international customers.

Project manager for customer migration project that resulted in saving $439,000 in
reoccurring annual maintenance plus generated an additional $134,000 in revenue.
Work with Product Manager on key account expansions.

Identify team efficiencies and coaching needs.

Evaluate internal systems and identify areas for improvement.

Measure various metrics including customer satisfaction through NPS scores and health
assessments.

. & ¢

Customer Service Manager
Qualtrax, Inc. (January 2011 — Present)
« . Manage 250 customer accounts including training, implementation and technical issues.
Monitor high volume of tickets (250 per month) within a KanBan process.
Supervise four employees that handle onsite trainings, Level 1 and Level 2 tickets.
Develop relationships with domestic and international customers.
Work with Product Manager to put preventative measures regarding submitted features
and defects.
ldentify team efficiencies and coaching needs.
» Evaluate internal systems and identify areas for improvement.
+ Measure various metrics including customer satisfaction through NPS, throughput, and
lag time.

Project Manager
Qualtrax, Inc. (November 2007 — February 2011}
« Managed customer project plans for software implementations through Microsoft Project.
» Developed validation protocol workbook for new versions of software system.
« Created administrative training manual for food compliance software.
+ Implemented goals and future development ideas with Mobilitee product manager.

Research Faculty Member
Virginia Tech (April 2006- November 2007)
+ Educated over 2000 Virginia educators during conferences, outreaches and online
trainings. _
« Created publications that pertain to Virginia SOL standards for state guidance
counselors and teachers. '
» Developed framework for statewide career website.
» Organized workshops and outreaches across the state of Virginia.
 Modified grant funded budgets.

Software Trainer and Implementation

Management Solutions of Virginia (June 2005 — April 2006)
» Managed and coordinated all software trainings for consulting company.
» Conducted all trainings with clients involving extensive travel.




« Created custom training materials meeting specific client goals.
o Coordinated all support related calls and follow-ups prior to and after training sessions,

Software Trainer
Qualtrax, Inc. {(November 2002 — April 2005}

« Coordinated and scheduled all internal and external trainings of the Qualtrax system.
Conducted training sessions on-site for customers including overnight travel.
Designed and developed training programs for the software division.

Developed strategic plans based on customer training needs.
Served as customer support answering phone calls and email inquiries.
Managed training feedback and statistical analysis.

Project Coordinator/Corporate Trainer
CCS-Inc. parent company of Qualtrax,inc. (June 1998 ~ November 2002) ,
¢ Served as trainer in Microsoft Office 2000 for key clients in the Southwest Virginia area.
e Conducted in-house orientations for new employees.
» Ensured products met ISOS001 certification standards.
« Conducted marketing research project to identify potential vertical markets for sales
representatives.
« Completed all reoccurring billings for the business solutions division.
« Maintained support and service commission incentive graphs.

Marketing Instructor/Math Instructor
Bedford County Public Schools (August 1997 — June 1998)
» Implemented daily lesson plans for two marketing and two career application math
courses.
« Coordinated on-the-job site visits for twenty-four students.
» Participated in professional, business, faculty and community meetings.
» Coordinated business guest speakers, fundraisers, district competitions, community
involvement, and DECA officer meetings.

\ssistant
Navy, Pentagon {(May 1990-August 1990)
e Prepared presentation materials for Information Resource Management Systems
department.
» Obtained research materials for conferences.
» Implemented a new filing system for the office.

Education and Professional Training

Academic _
M.S., Virginia Polytechnic Institute, Blacksburg, Virginia, 1997
ncentration: Marketing Education
B.A., Radford University, Radford, Virginia, 1992
ncentration: Marketing
Minor: Math



1

Certification

Certified HACCP Manager 2010

SQF Institute Implementing SQF 2000 Systems

Certified 1SO 9001:2000 Standards Internal Auditor

Teacher Certification as of 1997 endorsed in Marketing Education
MOUS Certification Word 2000

MOUS Certification PowerPoint 2000

Prior Government security clearance obtained at Pentagon in 1991

Leadership

Employee of the Quarter at Comprehensive Computer Solutions

Member of Association of Training and Development

Recipient of the 1997 Marketing Education Lucy Crawford Award
Received International Business/Marketing scholarship to study in China
Received a cash award for outstanding performance from the Secretary of
the Navy

e & o 9 »

SUSIE BOWEN

EXPERIENCE

APRIL 2018

INTERNAL AUDITOR, MANUFACTURING COMPANY IN BLACKSBURG, VA
Provided internal audit services, including audit reports, to standard 1SO 9001:2015.

2014 - PRESENT
PRODUCT CONSULTANT/TRAINER, QUALTRAX, INC.

20i3 -2015
LABORATORY MANAGER, COLORADO MOUNTAIN COLLEGE

2010 - 2013 -
AGENT IN CHARGE, TRAINING AND DEVELOPMENT, COLORADO BUREAU OF
INVESTIGATION (CBIFS)

2008 - 2010
FORENSIC SCIENTIST, DRUG CHEMISTRY, CBIFS



© 2002 - 2008

EVIDENCE TECHNICIAN, CBIFS

2000 - 2001
FORENSIC AUTOPSY TECHNICIAN, MARICOPA COUNTY MEDICAL EXAMINER’S OFFICE

EDUCATION AND TRAINING

DECEMBER 1999
B.S. ZOOLOGY, NORTHERN ARIZONA UNIVERSITY

2018
+ Navigating ISO/IEC 17025:2017, ANAB
e Rhythm Fan Certification, Rhythm

2017
« IS0 9001:2016 Internal Auditor Training, CCS, Inc.

PREVIOUS :

¢ ISO Internal Assessor Training, ASCLD/LAB

« Expert Witness Testimony Techniques for Laboratory Analysts, Ron Smith and
Associates

« Leadership in Police Organizations, Colorado Association of Chiefs of Police

« Supervisory Training Institute, Federal Bureau of Investigation Law Enforcement
Executive Development Association

e Uncertainty of Measurement 100 and 200, ASCLD/LAB

« National Institute of Justice (NIJ) Annual Conference, NIJ

» Leadership in Safety, Lab Safety Institute

s Association of Crime Laboratory Directors (ASCLD} Annual Symposium, ASLCD

» Ethical Decision Making in State Government, Department of Personnel and
Administration (DPA)

« Coaching, Counseling and Mentoring Skills for Leaders, DPA

e Building a Retention Culture, DPA

» Federal Bureau of Investigation Annuail Symposium, FBI

+ Process Improvement 101, DPA

+ Laboratory Information Management System (LIMS} Administrator Training, Forensic

Advantage
SKILLS
« Organized e Quick-thinking ¢ Adaptable
» Efficient » Researcher ¢ Proactive
s Driven + Innovative

® Public Speaker
Fast learner + Problem-solver



Quality-minded ¢ Detail-oriented e Certified internal

Writer/editor « Software administrator Auditor
Foster sprit of cooperation «  Adept at articulating technical e Agile/scrum
across teams concepts in layman’s terms knowledgeable

e Continuocus
improvement
e Excel in high-stress
environments

MATTHEW Z THOMASON
03/2018 - Present Qualtrax |
Operations Engineer L
e Develop and deploy automation solutions for standard
Maintenance tasks
e Manage the deployment of production releases
e Automate portions of the migration and conversion
process
»,Monitor and respond to infrastructure alerting events
® Review and maintain security initiatives in all environments
e Provide assistance to support when necessary
® Review vendor invoicing and ensure that spending aligns
with budgeting
& Help to implement the Scrum process on the Ops team
Education
ECPI, Roanoke, VA

Associates in Applied Science and Computer Electronic Technology



