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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

D/m/OJV OF PUBLIC HEAL TH SER VICES
I

1 ori A. Shiblncttc 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-27MS01 {•800-852-3345 Ext 4501

Fax: 603-271-4827 TDD Access: 1-800-735-2964
Lisa M. Morris www.dhhs.nh.gov

Director

October 2, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, .to amend the existing provider agreement template for the Breast & Cervical Cancer
Program (BCCP) to include additional optional services for cardiovascular screening and to
change the program name to the New Hampshire Healthy Lives, by increasing the price
limitation by $1,919,080 from $1,838,160 to $3,757,240 and by extending the completion date
from June 30, 2022, to June 30, 2024, effective upon Governor and Council approval. 63%
Federal Funds. 37% General Funds.

The original contract was approved by Governor and Council on November 14, 2018, item
#20.

Funds are available in^the following accounts for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Years 2022, 2023, and 2024, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified. There are two Federal grants that support this contract the
Cancer Prevention and Control Program for State, Territorial and Tribal organizations grant and
the Well-Integrated Screening and Evaluation for Woman Across the Nation (WISEWOMAN)
grant. The grant for Cancer Prevention and Control Program for State, Territorial and Tribal
organizations requires maintenance of effort of $170,000 from General Funds each State Fiscal
year. If the matching requirement is not met, the Department will lose $1,158,160 in federal
funding.

See attached fiscal details.

EXPLANATION

The purpose of this request is to modify the Breast and Cervical Cancer Program provider
agreement template to include the option of providing cardiovascular services to women who
qualify for breast and cervical cancer screening services. This request also seeks to change the
name of the expanded program to the New Hampshire Healthy Lives Program, which more
accurately reflects the variety of clinical services available through the program. The New
Hampshire Healthy Lives Program includes the following services: breast and cervical cancer
screening and diagnostic services, cardiovascular sen/ices, diagnostic follow-up, and
management services. The goal of New Hampshire Health Lives Program is to reduce morbidity
and mortality from chronic disease in New Hampshire, which is accomplished by enrolling clients
for screening and diagnostic tests who would not othenA^ise have access to these services.

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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The New Hampshire Healthy Lives Program reaches clients who are uninsured or under-
insured and living at or below 250% of the federal poverty level, between the ages of 21 and 64.
Approximately 14,900 women will be served from November 14, 2020, to June 30, 2024.
Extending these agreements through June 30, 2024, will allow for enrollment of providers through
the end of the WISEWOMAN grant funding in State Fiscal Year 2024.

Enrolling all eligible providers through the Provider Agreement approval process is the
best way to ensure access for all New Hampshire residents who require screening and diagnostic
services. The New Hampshire Healthy Lives Program would like to offer all 22 current qualified
providers the opportunity to serve participants in their service area, in addition to qualified
providers that want to apply. Any provider registered and in good standing with the New
Hampshire Secretary of State's Office will be eligible to participate in this program after completing
the Provider Agreement for the New Hampshire Healthy Lives Program.

The Department will monitor contracted services using the following performance
measures:

75% of all mammograms will be provided to program eligible women age 50-64 at
all provider screening sites.

25% of all mammograms will be provided to eligible women under age 50 at all
provider screening sites.

20% of newly enrolled women eligible for pap tests who have never had a pap test
or have not had a pap test In over five years at all provider screening sites.

85% of women who complete a cardiovascular screening are referred to a health
behavior support service.

60% of women who are referred to health coaching of lifestyle program attend at
least one session.

60% of women who participate in a healthy behavior support service meet the
completion criteria for that service.

30% of women retum for a follow-up or rescreening visit for cadriovascular risk.

90% of all data entry for required program data is completed within 30 days of the
procedure.

Should the Governor and Council not authorize this request, the Department's ability to
provide breast and cervical cancer screening and diagnostic services, chronic disease screening,
diagnostic follow-up, and management services will be significantly diminished.

Area served: Statewide



DocuSign Envelope 10: C2FA5591-572A-4483-e03C-9F$t 10900464

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

Page 3 of 3

Source of Funds: CFDA #93.436 FAIN #NU58DP006836. CFDA# 93.898 FAIN#
NU58DP006298 and General Funds.

In the event that the Federal Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

Lori A. Shibinette

Commissioner



New Hampshire Healthy Lives Program
SS-2019-DPHS-14-BCCPA-A01

Fiscal Details

05-95-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH &
COMMUNITY SERVICES,COMPREHENSIVE CANCER 100% FEDERAL FUNDS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2019 102-500731
Contracts for

Prog Svc
90080081

$459,540
($170,000)

$289,540

2020 102-500731
Contracts for

Prog Svc
90080081

$459,540
($170,000)

$289,540

2021 102-500731
Contracts for

Prog Svc
90080081

$459,540
($170,000)

$289,540

2022 102-500731
Contracts for

Prog Svc
90080081

$459,540
($170,000)

$289,540

2023 102-500731
Contracts for

Prog Svc
90080081

$0 $289,540 $289,540

2024 102-500731
Contracts for

Prog Svc
90080081

$0 $289,540 $289,540

Subtotal $1,838,160 ($100,920) $1,737,240

05-95-90-902010-56590000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH &
COMMUNITY SERVICES, COMPREHENSIVE CANCER 100% GENERAL FUNDS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2019
601-500931 State Fund

Match
90080007

$0 $170,000 $170,000

2020
601-500931 State Fund

Match
90080007

$0 $170,000 $170,000

2021
601-500931 State Fund

Match
90080007

$0 $170,000 $170,000

2022 102-500731
Contracts for

Prog Svc
90080007

$0 $170,000 $170,000

2023 102-500731
Contracts for

Prog Svc
90080007

$0 $170,000 $170,000

2024 102-500731
Contracts for

Prog Svc
90080007

$0 $170,000 $170,000

Subtotal $0 $1,020,000 $1,020,000



New Hampshire Healthy Lives Program
SS-2019-DPHS-14-BCCPA-A01

Fiscal Details

05-95-90-902010-70450000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, Bureau of Population Health and
Community Services, WISEWOMAN (Well-Integrated Screening and Evaluation for Woman
Across the Nation 100% FEDERAL FUNDS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 102-500731
Contracts for

Prog Svc
90007045

$0 $250,000 $250,000

2022 102-500731
Contracts for

Prog Svc
90007045 $0 $250,000 $250,000

2023 102-500731
Contracts for

Prog Svc
90007045 $0 $250,000 $250,000

2024 102-500731
Contracts for

Prog Svc
90007045 $0 $250,000 $250,000

Subtotal $0 $1,000,000 $1,000,000

Total $1,838,160 $1,919,080 $3,757,240
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New Hampshire Department of Health and Human Services
New Hampshire Healthy Lives Program

PROVIDER AGREEMENT

This Agreement dated this day of 20 , is entered Into by and between

the State of New Hampshire, Department of Health and Human Sen/ices, Division of Public Health

Services, Chronic Disease Prevention and Screening Program (hereinafter referred to as the "State") and
(Vendor # ). with a principal place of business of

,  (hereinafter referred to as the "Contractor"). This Agreement is
effective upon the signature of both parties and the completion date is June 30, 2024, unless terminated
earlier in accordance with Section 9 below.

WHEREAS, the State seeks to enter into a Provider Agreement for the provision of chronic disease
screening, diagnostic follow-up, and management services (i.e., chronic disease services);

WHEREAS, the Contractor seeks to provide chronic disease services in accordance with the terms
and conditions set forth below;

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions set
forth herein, the parties agree as follows:

1. SCOPE OF SERVICES

1.1 The Contractor shall provide breast and cervical sen/ices, and may provide cardiovascular
disease prevention and management services to eligible clients as required by the NH
Healthy Lives Program (hereinafter referred to as "NHHLP");

1.2 The Contractor shall identify staff members who will be responsible for NHHLP enrollment,
data submission, and reporting.

1.3 The Contractor shall determine eligibility for NHHLP services. In order for the Contractor to
determine that a client is eligible for enrollment in the NHHLP, a client must be:

1.3.1 Between the ages of 21-64;

1.3.2 65 years or older, if Ineligible for Medicare or not enrolled in Medicare Part B;

1.3.3 Living at or below 250% of poverty according to the federal poverty guidelines;

1.3.4 Uninsured or have a deductible or co-payment; and

1.3.5 A New Hampshire resident (or York county, or bordering town of Maine); and

1.4 For each NHHLP client enrolled by the Contractor, the Contractor shall complete the
following forms provided by the State:

1.4.1 Enrollment Form;

1.4.2 Informed Consent Form;

1.4.3 Screening Data Reporting Form;

1.4.4 Diagnostic Data Reporting Form, if applicable;

1.4.5 Reporting on engagement in any health coaching or healthy behavior support
services, if applicable;

1.4.6 Medicaid Form, if applicable.

Page 1 of 7
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New Hampshire Department of Health and Human Services
New Hampshire Healthy Lives Program

1.5 The Contractor shall submit the Enrollment Form referenced in Section 1.4.1 above to the

NHHLP within one week of the client's screening appointment.

1.6 For each NHHLP client enrolled by the Contractor who is referred for further procedures as
a result of an abnormal clinical breast exam or mammogram, the Contractor shall complete
a Breast Cancer Diagnostic and Treatment Reporting Form provided by the NHHLP. The
Contractor shall forward this form to the NHHLP within one week of determining the final
disposition.

1.7 The Contractor shall retain the original copy of the Informed Consent Form referenced in
Section 1.4.2 above and shall provide a copy to the client. A copy shall also be provided to
the NHHLP upon request.

1.8 The Contractor shall submit the Screening Data Reporting Form referenced in Section
1.4.3 above to the NHHLP within one week of receiving the client's screening results.

1.9 For each NHHLP client enrolled by the Contractor who is referred for further procedures as
a result of an abnormal Pap test, the Contractor shall complete a Cervical Cancer
Diagnostic and Treatment Data Reporting Form provided by the NHHLP. The Contractor
shall forward this form to the NHHLP within one week of determining the final disposition.

1.10 In the event the Contractor provides cardiovascular services, the Contractor shall:

1.10.1 For each NHHLP client enrolled by the Contractor who is referred for further
health coaching or healthy behavior support services as a result of an abnormal
cardiovascular risk test.

1.10.2 Complete a Cardiovascular Risk Assessment and Counseling Reporting Form
provided by the NHHLP.

1.10.3 Forward this form to the NHHLP within one week of determining the final
disposition.

1.11 The Contractor shall ensure that clients enrolled only for diagnostic procedures meet all
eligibility requirements of the NHHLP.

1.12 The Contractor shall enroll clients only for diagnostic testing if:

1.12.1 The client has a symptom, found either by the client or by a provider, and the
client was not enrolled in NHHLP at the time; or

1.12.2 The client received an abnormal screening test that is not funded by the NHHLP
and the client requires additional follow-up.

1.13 The Contractor shall provide case management for all clients enrolled for diagnostic
procedures, from the definitive diagnosis through treatment and follow up.

1.14 The Contractor shall comply with the terms, policies and reporting requirements
contained in the NHHLP Policy and Procedures Manual, which may be
accessed at the following address:
httDs://www.dhhs.nh.aov/dDhs/cdDc/documents/nhhlD-policv-Drocedure-manual.

2. FEE SCHEDULE AND PAYMENT CONDITIONS

2.1 The Contractor shall complete and submit to the NHHLP all required documentation
described in Section 1.4 above.

2.2 The Contractor shall complete billing in accordance with Current Procedural

Page 2 of 7
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New Hampshire Department of Health and Human Services
New Hampshire Healthy Lives Program

Terminology (CPT) codes, as specified by the State in a Fee Schedule, which shall
be reviewed and adjusted by the State annually. The State shall provide the Contractor
with a copy of each revised Fee Schedule.

2.3 The Contractor shall submit either a CMS-1500 form or a UB-04 or a mutually agreed upon
' billing form to the State.

2.4 The Contractor agrees not to balance bill clients for services provided by the NHHLP.

2.5 The Contractor shall mail, fax or email all invoices and required billing forms to the State at
the following address:

NH Healthy Lives Program

Division of Public Health Services

Attention: Billing

29 Hazen Drive, Concord, NH 03301-6504

(603) 271-0539 (facsimile)

DPHScontractbilling@dhhs.nh.gov

3. CONDITIONAL NATURE OF AGREEMENT

3.1 The Contractor acknowledges that this is a fee-for-service Agreement with an
aggregate price limitation applicable to multiple vendors, and that no funds will be
paid to the Contractor once the price limitation is reached.

3.2 Notwithstanding any provision of this Agreement to the contrary, all obligations of
the State hereunder, including without limitation, the continuance of payments, in
whole or in part under this Agreement are contingent upon the continued
appropriation or availability of funds, including any subsequent changes to the
appropriation or availability, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated funds.

3.3 In the event of a reduction or termination of appropriated funds, the State shall have the
right to withhold payment until such funds become available, if ever, and shall have the
right to terminate this Agreement immediately upon giving the Contractor notice of such
termination. Notwithstanding any provision of this Agreement to the contrary, all
obligations of the State hereunder, including, without limitation, the continuance of
payments hereunder, are contingent upon the availability and continued appropriation
of funds affected by any state or federal legislative or executive action that reduces,
eliminates or otherwise modifies the appropriation or availability of funding for this
Agreement and the Scope for Services provided, in whole or in part. In no event shall
the State be liable for any payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of appropriated funds, the State shall
have the right to withhold payment until such funds become available, if ever, and shall
have the right to reduce or terminate the Services under this Agreement immediately
upon giving the Contractor notice of such reduction or termination. The State shall not
be required to transfer funds from any other account or source in the event funds in that
Account are reduced or unavailable.

Page 3 of 7
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New Hampshire Department of Health and Human Services
New Hampshire Healthy Lives Program

4. PERSONNEL

4.1 The Contractor shall, at its own expense, provide all personnel necessary to

perform the Services in this Agreement. The Contractor warrants that all personnel
engaged in the Services shall be qualified to perform the Services and shall be
properly licensed and otherwise authorized to do so under all applicable laws.

5. COMPLIANCE WITH LAWS AND REGULATIONS

5.1 In connection with the performance of the Services, the Contractor shall comply with all
statutes, laws, regulations and orders of federal, state, county or municipal authorities

which impose any obligation or duty upon the Contractor, including but not limited to, the
Health Insurance Portability and Accountability Act, HIPAA; Pub. L. I 04-191, 110 Stat.
1936 (1996), the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160 and 164, and civil rights and equal opportunity laws.

During the term of this Agreement, the Contractor shall not discriminate against employees
or applicants for employment because of race, color, religion, creed, age, sex, handicap,
sexual orientation, or national origin and will take affirmative action to prevent such
discrimination.

The Contractor agrees to permit the State or United States access to any of the Contractor's
books, records and accounts for the purpose of ascertaining compliance with all rules,
regulations and orders, and the covenants, terms and conditions of this Agreement.

6. DATA MANAGEMENT REQUIREMENTS AND EXHIBITS INCORPORATED

6.1 The Contractor shall manage all confidential information and confidential data related to
this Agreement,in accordance with the terms of Exhibit A, DHHS Information Security
Requirements, which is attached hereto and incorporated by reference herein.

6.2 The Contractor shall also comply with Exhibits 8 through G, which are attached hereto and
incorporated by reference herein.

7. ASSIGNMENT/DELEGATION/SUBCONTRACTS

7.1 The Contractor shall not assign, or otherwise transfer any interest in this Agreement
without the prior written notice, which shall be provided to the State at least fifteen (15)
days prior to the assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment. "Change of Control" means
(a) merger, consolidation, or a transaction or series of related transactions in which a third
party, together with its affiliates, becomes the direct or indirect owner of fifty percent (50%)
or more of the voting shares or similar equity interests, or combined voting power of the
Contractor, or (b) the sale of all or substantially all of the assets of the Contractor.

7.2 None of the Services shall be subcontracted by the Contractor without prior written notice
and consent of the State. The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained in a subcontract or an
assignment agreement to which it is not a party.

Page 4 of7
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New Hampshire Department of Health and Human Services
New Hampshire Healthy Lives Program

8. LANGUAGE ASSISTANCE SERVICES

8.1 The Contractor shall provide language assistance services to any clients
referred by the NHHLP who have limited English proficiency and/or a hearing
impairment.

9. RIGHT OF TERMINATION/EVENT OF DEFAULT

9.1 This Agreement rriay be terminated by either party for any reason by providing a thirty (30)
day written notice to the other party

9.2 Any one of the following acts or omissions of the Contractor shall constitute an "Event
of Default:"

9.1.1 Failure to perform the Services satisfactorily or on schedule:

9.1.2 Failure to submit any reports required in this Agreement;

9.1.3 Failure to perform any other covenant, term, or condition of this
Agreement.

9.3 Upon the occurrence of any Event of Default, the Department may
take any one of the following actions:

9.3.1 Give the Contractor a written notice specifying the Event of Default, and
requiring it to be remedied within thirty (30) days from the date of the notice;
and if the Event of Default is not remedied timely, terminate this Agreement,
effective two (2) days after giving the Contractor notice of termination;

9.3.2 Treat the Agreement as breached and pursue any of its remedies at law or in
equity, or both.

9.3.3 No failure by the State to enforce any provisions hereof after any Event of Default
shall be deemed a,waiver of its rights with regard to that Event of Default, or any
subsequent Event of Default. No express failure to enforce any Event of Default
shall be deemed a waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default on the part of the
Contractor.

10. INDEMNIFICATION

10.1 Unless otherwise exempted by law, the Contractor shall indemnify and hold harmless
the State, its officers and employees, from and against any and all claims, liabilities and
costs for any personal injury or property damages, patent or copyright infringement, or
other claims asserted against the State, its officers or employees, which arise out of (or
which may be claimed to arise out of) the acts or omission of the Contractor, or
subcontractors, including but not limited to the negligence, reckless or intentional
conduct. The State shall not be liable for any costs incurred by the Contractor arising
under this paragraph 10. Notwithstanding the foregoing, nothing herein contained shall
be deemed to constitute a waiver of the sovereign immunity of the State, which immunity
is hereby reserved to the State. This covenant in paragraph 10 shall survive the
termination of this Agreement.

Page 5 of 7
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New Hampshire Department of Health and Human Services
New Hampshire Healthy Lives Program

11. INSURANCE

11.1 General Liability: The Contractor shall, at its sole expense, obtain and maintain in
force comprehensive general liability insurance against all claims of bodily injury,
death or property damage, in amounts of not less than $1,000,000 per occurrence
and $2,000,000 aggregate

11.2 Worker's Compensation: By signing this Agreement, the Contractor agrees, certifies and
warrants that the Contractor is in compliance with or exempt from, the requirements of NH
RSA Chapter 281-A.

12. CHOICE OF LAW AND FORUMM

12.1 This Agreement shall be governed, interpreted and construed In accordance with the laws
of the State of New Hampshire, and is binding upon and inures to the benefit of the parties
and their respective successors and assigns. The wording used in this Agreement is the
wording chosen by the parties to express their mutual intent, and no rule of construction shall
be applied against or in favor of any party. Any actions arising out of this Agreement shall
be brought and maintained in New Hampshire Superior Court which shall have exclusive
jurisdiction thereof.

13. CONTRACTOR'S RELATION TO THE STATE

13.1. In the performance of this Agreement the Contractor is in all respects an independent
contractor, and is neither an agent nor an employee of the State. Neither the Contractor
nor any of its officers, employees, agents or members shall have authority to bind the State
or receive any benefits, worker's compensation or other emoluments provided by the State
to its employees

14. ENTIRE AGREEMENT

14.1 This Agreement, which may be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire agreement and understanding between the
parties, and supersedes all prior agreements and understandings with respect to the subject
matter hereof.

Page 6 of7
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New Hampshire Department of Health and Human Services
New Hampshire Healthy Lives Program

^D»piSlf)n«d by:

ifl9,"wnBEanr.&atAn.

Lisa Morris, Director
NH Division of Public Health Services

10/12/2020

Date

Lori Shibinette, Commissioner
NH Department of Health and Human Services

Date

The preceding Provider Agreement, having been reviewed by this office, is approved as to form,
substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

by:

Date Name:

Title:
afit«Or)BEy

I hereby certify that the preceding Provider Agreement was approved by the Governor and Executive
Council of the State of New Hampshire at the Meeting on: (date of meeting).

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Page 7 of 7
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New Hampshire Department of Health and Human Services

Exhibit A
DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information," Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records, Case Records, Protected Health Information and

Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

/

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Last update 10/09/18 Exhibit A Contractor Initials _
DHHS Information

Security Requirements
Page 1 of 9 Dale
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New Hampshire Department of Health and Human Services

Exhibit A
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to "unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it Is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
- User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive Intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination: and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor Is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the sun/ey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrvoted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and

disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone.' End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Cpntractor will:

1. Identify Incidents;

2. Determine If personally Identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION ■ CONTRACTORS
US DEPARTMENT OF AGRICULTURE • CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by Section 1.1.
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or othenA/ise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 111, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Contractor Name:

Date Name:
Title:
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A
•Child Support Enforcement Program under Title IV-D
•Social Services Block Grant Program under Title XX
•Medicaid Program under Title XIX
•Community Services Block Grant under Title VI
•Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

Date Name:

Title:
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the Genera) Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered In connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred," "suspended," "ineligible," "lower tier covered
transaction," "participant," "person," "primary covered transaction," "principal," "proposal," and
"voluntarily excluded," as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract)<that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

V
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS '
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its

principals;
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Vendor Name:

Date Name:

Title:
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cu/DHHS/no7t3 Page 2 of 2 Date.
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New Hampshire Department of Health and Human Services

Exhibit E

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

• the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in

the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794). which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683,1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures): Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit E

Vendor Initials
Certiricaiion of ComplierKe with roQulremenls pertaining to Federal Nondiscrimination, Equal Treatment of Faith-Based Organizations

and WhisUeMower protections
6^7/14

Rev. 10/21/14 Page 1 of 2 Dale,
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New Hampshire Department of Health and Human Services

Exhibit E

in the event a Federal or State court or Federal or State administrative agency makes a finding of
dlscrirtiination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
indicated above.

Vendor Name:

Date Name:

Title:

Exhibit E

Vendor Initials
Certification of Compliance with requirements pertaining to Federal Nondiscriminalion, Equal Treatrrient of Failh-Sased Organizations

and WhisUeblower protections
6«r/14

Rev. 10/21/14 Page 2 of 2 Date
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New Hampshire Department of Health and Human Services

Exhibit F

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees^ by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Vendor Name:

Date Name:

Title:

Exhibit F - Cerlification Regarding Vendor Initials _
Environmental Tobacco Smoke

cu/DHHS/110713 Page 1 of 1 Date,
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New Hampshire Department of Health and Human Services

Exhibit G

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATAi COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts/CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

r

Contractor Name;

Date Name:

Title:

Exhibit G Certification Regarding the Federal Funding Contractor Initials.
Accountability And Transparency Act (FFATA) Compliance

cu®HHS/uo7i3 Page 1 of 2 Dale,
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New Hampshire Department of Health and Human Services

Exhibit G

FORMA

As the Contractor identified in Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES. stop here

If the answer to #3 above is NO, please answer the following:

4. .The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount:

Amount:

Amount:

CU/DHHS/110713

Exhibit G Certification Regarding the Federal Funding
Accountability And Transparency Act (FFATA) Compliance

Page 2 of 2

Contractor Initials

Date
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SER VICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-2? M501 1 -800-852-3345 Ext. 4501

Fax: 603-271-4827 TDD Access: 1-800-735-2964

www.dhhs.nh.gov

October 22, 2018

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services,
Breast & Cervical Cancer Program (BCCP), to make unencumbered payments not to exceed
$1,838,160 to statewide providers that enter into service agreements with the BCCP to provide breast
and cervical cancer screening and diagnostic services, effective upon the date of Governor and Council
approval, whichever is later, through June 30, 2022. 63% Federal Funds. 37% General Funds.

Funds are available in the following account for SPY 2019,' and are anticipated to be available in
SFY 2020, SYF 2021, and SFY 2022, upon the availability and continued appropriation of funds in the
future operating budgets, with authority to adjust amounts within the price limitation and adjust
encumbrances between State Fiscal Years through the Budget Office without approval from Governor
and Executive Council, if needed and justified.

05-95-90-Activity# 902010-Accounting Unit#56590000 HEALTH AND SOCIAL SERVICES, DEPT OF
HEALTH AND HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, Bureau of Population Health and
Community Services. Comprehensive Cancer.

Fiscal

Year
Class/Account Class Title Job Number Total Amount

SFY 19 102/500731 Contracts for Proq Svc 90080081 $459,540

SFY 20 102/500731 Contracts for Proq Svc 90080081 $459,540

SFY 21 102/500731 Contracts for Prog Svc 90080081 $459,540

SYF 22 102/500731 Contracts for Proq Svc 90080081 $459,540

Total $1,838,160

EXPLANATION

The goal of the Breast and Cervical Cancer Program (BCCP) is to reduce morbidity and
mortality from breast and cervical cancer in New Hampshire. This goal is accomplished by enrolling
clients for screening and diagnostic tests who would not otherwise have access to these services. The
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BCCP has been providing screening statewide since 1997, as authorized by the Breast and Cervical
Cancer Mortality Prevention and Treatment Act.

The BCCP provides support for breast and cervical cancer screening services that include
clinical examinations, pap smears and referral for mammography. The intended audience for the
services is clients who are uninsured or under-insured and living at or below 250% of the federal
poverty level, between the ages of 21 and 64. Through this program, clients found to have abnormal
screening results following their testing receive additional coverage for diagnostic work-up. If
necessary, their care is coordinated through the initiation of treatment. Clients are encouraged to
return for screening per the United States Preventive Sen/ices Task Force Guidelines and to re-enroll in
the BCCP if they continue to meet the eligibility criteria. The BCCP program is also a Medicaid
pathway to allow those diagnosed through the prog'ram to become Medicaid eligible if certain criteria
are met.

In 2014, cancer was the leading cause of death in New Hampshire. Breast cancer incidence
rates in the state continue to be higher than the national levels, with New Hampshire ranking second
highest in the country. Breast cancer is the most frequently diagnosed cancer among women in New
Hampshire and in the United States.

Cervical cancer is one of the only preventable cancers when abnormal cells are found through a
Pap test. The majority of women in New Hampshire receive routine screening for cervical cancer
(85.3%) and New Hampshire is the state with the lowest incidence rate of cervical cancer. Nearly 77%
of cervical cancers are diagnosed at the localized stage when the five-year survival rate is 91.3%.
Equally important are the number of precancerous cells detected and removed prior to the development
of cervical cancer. The early detection of breast and cervical cancer through screening greatly
improves cancer patients' survival.

Between State Fiscal Years 2014 and 2018, 12,330 clients received services through the
BCCP; 136 were diagnosed with breast cancer and 104 were diagnosed with cen/ical cancer. The
Department seeks to continue to deliver breast and cervical cancer screening services statewide.
Currently, there are twenty-two providers that have demonstrated reliable, effective and timely services.

The BCCP publishes a list of allowable Current Procedural Terminology (CPT) codes that
providers may bill for clients enrolled in the program based on guidance from the Centers for Disease
Control and Prevention (CDC). Rates for reimbursement of specific CPT codes are revised annually by
the Centers for Medicare and Medicaid (CMS) and updated for the BCCP. Enrolled providers must
submit required data related to enrolled clients and claim forms to the-Department. Program staff
review enrollment eligibility and data forms to ensure accuracy prior to authorizing the payment of all
claims. All program enrollee data and billing information are entered into Med-IT, a wel>based data
and billing system, that has an interface to NH First. Med-IT has built-in functionality to audit for current
provider agreements, remaining account balances, and completeness of enrollment and clinical data
prior to payment for services, BCCP reimburses providers only for services actually provided. Once the
total grant funds are expended for each fiscal year, no payments are made to any provider.

Soliciting competitive bids for these services through a Request for Proposals (RFP) process
was not considered, as offering these services should be available to any provider who qualifies. In
limiting the receipt of services to only those providers who have been , approved through the RFP
process, the Department would be limiting the provider network in most services areas. Enrolling all
eligible providers through the Provider Agreement approval process is the best way to ensure access
for all New Hampshire residents who require screening and diagnostic services for breast and cervical
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cancer. The 6CCP would like to offer all qualified providers the opportunity to serve participants in their
service area. Any provider registered and in good standing with the New Hampshire Secretary of
State's Office will be eligible to participate in this program after completing the Provider Agreement for
the Breast and Cervical Cancer Program.

The Division of Public Health Services is requesting authority to make unencumbered payments
to the participating providers that choose to engage in this joint effort, in accordance with the attached
Provider Agreement that has been reviewed and approved by the Attorney General's Office. Given the
large number of potential providers, and the efficient billing process that has already been established
through Med-IT, this requested action will result in a more streamlined and efficient contracting process,
which will prevent delays In the delivery of such important screening and diagnostic services.

Notwithstanding any other provision of the Contract to the contrary, no services shall be
provided after June 30, 2022, and the Department shall not be liable for any payments for services
provided after June 30, 2022.

Should the Governor and Executive Council not authorize this Request, the Department's ability
to provide access to breast and cen/ical cancer and diagnostic services will be significantly diminished.

The following deliverables/performance measures/objectives will be used to measure the
effectiveness of the Provider Agreements;

-  75% of all mammograms will be provided to program eligible women age 50-64 at all
provider screening sites;

-  25% of all mammograms will be provided to eligible women under age 50 at all provider
screening sites;

•  20% of newly enrolled women eligible for pap tests who have never had a pap test or have
not had a pap test in over five years at all provider screening sites.

Area served: Statewide.

Source of Funds: 63% Federal funds from the Centers for Disease Control and Prevention
(CDC). 37% General Funds.

In the eventThat the Federal (or Other) Funds become no longer available. General Funds will
not be requested to support this program.

Respe ully sub ed

Lisa M. Morris

Directo

Approved by:
Jeft(^ A. Meiers
Commissioner

The Deportment of Health and Human Seruices' Mission is to join communiliet and families
in providing opportunities for citiuns to achieve health and independence.



New Hampshire Department of Health and Human Services
Provider Agreement for the Breast and Cervical Cancer Program

PROVIDER AGREEMENT

This Agreement dated this day of__ 20 . Is entered into by and between
the Slate of New Hampshire. Department of Health and Human Services. Division of Public Health
Services, Breast and Cervical Cancer Program (hereinafter referred to as the "State") and

(Vendor # ), with a principal place of business of
.  (hereinafter referred to as the "Contractor"). This Agreement.is

effective upon the signature of both parties and the completion date is June 30, 2022. unless terminated
earlier in accordance with Section 9 below.

WHEREAS, the State seeks to enter into a Provider Agreement for the provision of breast and
cervical cancer screening and diagnostic services;

WHEREAS, the Contractor seeks to provide breast and cervical cancer screenings and
diagnostic services in accordance with the terms and conditions set forth below;

NOW THEREFORE, in consideration of the foregoing and the. mutual covenants and conditions
set forth herein, the parties agree as follows;

1. SCOPE OF SERVICES

1.1 The Contractor shall provide breast and cervical cancer screening services and diagnostic
" services to eligible clients as required by the State's Breast and Cervical Cancer Program
(hereinafter referred to as "BCCP");

1.2 The Contractor shall identify staff members who will be responsible for BCCP enrollment,
data submission, and reporting.

1.3 The Contractor shall determine eligibility for breast and cervical cancer screening services.
In order for the Contractor to determine that a client is eligible for enrollment in the BCCP.
a client must be:

1.3.1 Between the ages of 21-64;
1.3.2 Living at or below 250% of poverty according to the federal poverty guidelines;
1.3.3 Uninsured or have a deductible or co-payment;
1.3.4 A New Hampshire resident (or York county, or bordering town of Maine); and
1.3.5 Ineligible for Medicare or not enrolled in Medicare Part B. if 65 years or older.

1.4 For each BCCP client enrolled by the Contractor, the Contractor shall complete the
following forms provided by the State:

.  1.4.1 Enrollment Form;
1.4.2 Informed Consent Form;
1.4.3 Screening Data Reporting Form;
1.4.4 Diagnostic Data Reporting Form, if applicable;
1.4.5 Medicaid Form, if applicable.

1.5 The Contractor shall .submit the Enrollment Form referenced in Section 1.4.1 above to the
BCCP within one week of the client's screening appointment.

Page 1 of 6



New Hampshire Department of Health and Human Services
Provider Agreement for the Breast and Cervical Cancer Program

1.6 The Contractor shall retain the original copy of the Inforrried Consent Form referenced in
Section 1.4.2 above and shall provide a copy to the client. A copy shall also be provided to
the BCCP upon request.

1.7 The Contractor shall submit the Screening Data Reporting Form referenced in Section
1.4.3 above to the BCCP within one week of receiving the client's screening results.

1.8 For each BCCP client enrolled by the Contractor who is referred for further procedures as •
a result of an abnormal Pap test, the Contractor shall complete a Cervical Cancer
Diagnostic and Treatment Data Reporting Form provided by the BCCP. The Contractor
shall forward this form to the BCCP within one week of determining the final.disposition. >

1.9 For each BCCP client enrolled by the Contractor who is referred for further procedures as
. a result of an abnormal clinical breast exam or mammogram, the Contractor shall complete
a Breast Cancer Diagnostic and Treatment Reporting Form provided by the.BCCP. The
Contractor shall forward this form to the BCCP within orie week of determining the final
disposition.

.1.10 The Contractor shall ensure that clients enrolled only for diagnostic procedures meet all
eligibility requirements of the BCCP.

1.11 The Contractor shall enroll clients orily for diagnostic testing if:

1.11.1 The client has a symptom, found either by the client or by a provider, and the
client was not enrolled in BCCP at the time; or

1.11.2 The client received an abnormal screening test that is not funded by'the BCCP and
the client requires additiorial follow-up.

1.12 The Contractor shall provide case management for all clients enrolled for diagnostic
procedures, from the definitive diagnosis through treatment and follow up.

.1.13 The Contractor shall comply with the terms, policies and reporting requirements
contained in the NH BCCP Policy and Procedures Manual, which may be
accessed at the following address:
httDs:/Aftww.dhhs.nh.aov/dDhs/cdPC/documents/bccp'policv-procedure'manual.

2. FEE SCHEDULE AND PAYMENT CONDITIONS

2.1 The Contractor shall complete and submit to the BCCP all required documentation
described in Section 1.4 above.

2.2 The Contractor shall complete billing in accordance with Current Procedural
Terminology (CPT) codes, as specified by the State in a Fee Schedule, which shall
be reviewed and adjusted by the State annually. The State shall provide^ the Contractor
with a copy-of each revised Fee Schedule.

2.3 The Contractor shall submit either a CMS-1500 form or a UB-04 or a mutually agreed upon
billing form to the State.

• Page 2 of 6
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Provider Agreement for the Breast and Cervical Cancer Program

2.4 The Contractor agrees not to balance bill clients for services provided by the BCCP.

2.5 The Contractor shall mail, fax or email all invoices and required billing forms to the State at
the following address:

Breast and Cervical Cancer Program
Division of Public Health Sen/ices

Attention: Billing
29 Hazen Drive, Concord. NH 03301-6504

(603) 271-0539 (facsimile) .
DPHScontractbilling@dhhs.nh.gov

3. CONDITIONAL NATURE OF AGREEMENT

3.1 The Contractor acknowledges that this is a fee-for-service Agreement with an
aggregate price limitation applicable to multiple vendors, and that no funds will be
paid to the Contractor once the price limitation Is reached.

3.2 Notwithstanding any provision of this Agreement to the contrary, all obligations of
the State hereunder, including without limitation, the continuance of payments, in
whole or in pad under this Agreement are contingent upon the continued
appropriation or availability of funds, including any subsequent changes to the
appropriation or availability, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated funds.

3.3 In the event of a reduction or termination of appropriated funds, the State shall have
the right to withhold payment until such funds become available, if ever, and shall
have the right to termiriate this Agreement immediately upon giving the
Contractor notice of such termination.

4. PERSONNEL
I

4.1 The Contractor shall, at its own expense, provide all.personnel necessary to
perform the Services in this Agreement. The Contractor warrants that all personnel
engaged in the Services shall be qualified to perform the Services and shall be
properly licensed and othen<vise authorized to do so under all applicable laws.

5. COMPLIANCE WITH LAWS AND REGULATIONS

5.1 In connection with the performance of the Services, the Contractor shall comply with ail
statutes, laws, regulations and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor, including but not limited to, the .
Health Insurance Portability and Accountability Act, HIPAA; Pub. L. I 04-191,110 Stat.
1936 (1996), the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160 and 164, and civil rights and equal opportunity laws.

Page 3 of6
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6. DATA MANAGEMENT REQUIREMENTS

6.1 The Contractor shall manage all confidential information and confidential data related to
this Agreement in accordance with the terms of Exhibit A, DHHS Information Security
Requirements, which is attached hereto and incorporated by reference herein.

7. ASSIGNMENT/DELEGATION/SUBCONTRACTS

7.1 The Contractor shall not assign, or otherwise transfer any Interest in this
Agreement without the prior written notice and consent of the State. None
of the services shall be subcontracted by the Contractor without the prior
written notice and consent of the Depahment.

8. LANGUAGE ASSISTANCE SERVICES

8.1 The Contractor shall provide language assistance services to any clients
referred by the BCCP who have limited English proficiency and/or a hearing
impairment.

9. RIGHT OF TERMINATION

9.1 Any one of the following acts or omissions of the Contractor shall constitute an "Event
of Default:"

9.1.1 Failure to perform the Services satisfactorily or on schedule;

9.1.2 Failure to submit any reports required in this Agreement;

9.1.3 Failure to perform any other covenant, term, or condition of this
Agreement.

9.2 Upon the occurrence of any Event of Default, the Department may
take any one of the following actions:

9.2.1 Give the Contractor a written notice specifying the Event of Default, and
requiring it to be remedied within thirty (30) days from the date of the notice;.
and if the Event of Default is not remedied timely, terminate this Agreement,
effective two (2) days after giving the Contractor notice of termination;

9.2.2 Treat the Agreement as breached and pursue any of its remedies at law or in
equity, or both.

9.2.3 This Agreement may be terminated by either party by providing a thirty (30) day
written notice to the other party.
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10. INDEMNIFICATION

10.1 The Contractor shall defend, Indemnify and hold harmless the.State, its officers and :
employees, from and against any and all losses suffered by the State, its officers and
employees, and any and all claims, liabilities or penalties asserted against the State.
Its officers and employees, by or on behalf of any person, on accourtt of, based or
resulting from, or arising out of (or which may be claimed to arise out oO the acts or
omissions of the Contractor. Notwithstanding the foregoing, nothing herein contained
shall be deemed to constitute a waiver of the sovereign immuriity of the/State, which
immunity is hereby reserved to the State and shall survive the termination of this
Agreement.

11. INSURANCE

11.1 General Llabilltv: The Contractor shall, at its sole expense, obtain and niaintain in
force comprehensive general liability insurance against all claims of bodily injury,
death or property damage, in amounts of not less than $1.000,000 per occurrence
and $2,000,000 aggregate.

11.2 Worker's Compensation: By signing this Agreement, the Contractor agrees, certifies and
warrants that the Contractor is in compliance with or exempt from, the requirements of NH"
RSA Chapter 281-A.

12. CONSTRUCTION AND AGREEMENT AND TERMS

12.1 This Agreernent shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon and inures to the benefit of the partieis and their
respective successors and assigns.

13. CONTRACTOR'S RELATION TO THE STATE
\

13.1 I n the performance of this Agreement the Contractor is in all respects an Independent
contractor, and is neither an agent nor an employee of the State. ■ Neither the Contractor
nor any of its .officers, employees, agents or members shall have authority to l?ind the State
or receive any benefits, worker's compensation or other emoluments provided by the State'
to its employees.

14. ENTIRE AGREEMENT

14.1 This Agreement, which may be executed in a number of counterparts, each of which shall
be.deemed an original, constitutes the entire Agreement and understanding between the
parties, and supersedes all prior Agreements and understandings relating hereto.
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Lisa Morris, Director
NH Division of Public Health Services

Jeffrey A) MeyersiCommlssioner
NH Derartment of Health and Human Services

Date

Date

The preceding Provider Agreement, having been reviewed by this office, is approved as to form,'
substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

\oUo h
Date ' f Name; /).^

Title:

I hereby certify that the preceding Provider Agreement was approved by the Governor and Executive
Council of the Stale of New Hampshire at the Meeting on: {date of meeting).

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:
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10.22.18

New Hampshire Department of Health and Human Services

DHHS Security Requirements

Exhibit A

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, 'Breach' shall have the same meaning as the term 'Breach' in section
164.402 of Title 45, Code of Federal Regulations.

2. 'Computer Security Incident' shall have the same meaning as 'Computer Security
Incident" in Section 2.1 of NIST Publication 800-61 Rev. 2. Computer Security
Incident Handling Guide.

3. 'Confidential Information" or "Confidential Data" means all information owned,
managed, created, received from, or on behalf of, the Department of Health and
Human Services (DHHS) that is protected by information security, privacy or
confidentiality rules and state and federal laws.

4. 'End User" means any person or entity (e.g. contractor's employee, business
associate, sutxontractor, other downstream user, etc.) that receives Confidential
Data or derivative therefrom in accordance with the terms of this Provider

Agreement.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. 'Incident" means an act that potentially violates an explicit or implied security policy
(which includes successful attempts) to gain unauthorized access to a system or its
data, unwanted disruption or denial of service, the unauthorized use of a system for
the processing or storage of data; and changes to system hardware, firmware, or
software characteristics without the owner's knowledge, instruction, or consent.
Incidents include the loss of data through theft or device misplacement, loss or
misplacement of hardcopy documents, and misrouting of physical or electronic
documents or mail.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted or
Confidential Data.

8. 'Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
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DHHS Security Requirements
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Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

9. "Security Rule' shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164. Subpart C. and amendments
thereto.

10. "Virtual Private Network (VPN)" shall mean network technology that creates a secure,
private connection between the device and endpoint; hiding IP address and
encrypting all data In motion.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as required or permitted as outlined under the Provider Agreement or is
required by law.

2. The Contractor must not disclose any Confidential Information in response to a
request for disclosure on the basis that it Is required by law, in response to a
subpoena, etc.. without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure unless a subpoena requires such disclosure.

3. The Contractor agrees that Confidential Data or derivative therefrom disclosed to an
End User must only be used pursuant to the terms of this Provider Agreement.

4. The Contractor, at DHHS's request, agrees to provide to the authorized
representative of the State of New Hampshire physical and logical process
procedures systems, documents and logs for the purpose of inspecting to confirm
compliance with the terms of the Provider Agreement.

U. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If Contractor is transmitting Confidential Data between
applications, the Contractor attests the applications have been evaluated by an
expert knowledgeable in cyber security and that said application's encryption
capabilities ensure secure transmission via the internet.

2. Corriputer Disks and Portable Storage Devices. Contractor may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting
Confidential Data. With written exception from DHHS Information Security, encrypted
thumb drives may be used.

I

3. Encrypted Email. Contractor may only employ email to transmit Confidential Data if
email Is encnroted and being sent to and being received by email addresses of
persons authorized to receive such information.
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4. Encrypted Web Site. If Contractor is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure (SSL encrypts data transmitted via a Web site).

5. File Hosting Services, also known as File Sharing Sites. Contractor may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data, without written exception from DHHS Information Security.

6. Ground Mall Service. Contractor may only transmit Confidential Data via certified
ground mail within the continental U.S. and when sent to a named individual.

7. Open Wireless Networks. Contractor may not transmit Conndential Data via an
open wireless network unless employing a secure method of transmission or remote
access, which complies with the terms and conditions of Exhibit A, such as a virtual
private network (VPN) must be used.

8. Remote User Communication. If Contractor is employing remote communication to
access or transmit Confidential Data a secure method of transmission or remote

access, which complies with the terms and conditions of Exhibit A, must be used.

9. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
Contractor is employing an SFTP to transmit Confidential Data, Contractor will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
tDe coded for 24-hour auto-deletion cyde (i.e. Confidential Data will be deleted every 24
hours).

10. Transport layer security protocol (TLS) may not be used to transmit Confidential
Data without written exception from DHHS Information Security.

11. Wireless Devices. If Contractor is transmitting Confidential Data via wrireless devices, all
Confidential data must be encrypted to prevent Inappropriate disclosure of information
and devices password protected.

111. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the Confidential Data and any derivative of the Confidential
Data for the duration of this Provider Agreement. After such time, the Contractor will have
thirty (30) days to destroy the Confidential Data and any derivative in whatever form it may
exist, unless, othenvise required by law or permitted under this Provider Agreement. If it is
infeasible to return or destroy the Confidential Data, protections pursuant to Exhibit A
survive this Provider Agreement.

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Provider Agreement outside of the
United States. This physical location requirement shall also apply in the
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implementation of cloud computing, cloud service or cloud storage capabilities, and
includes backup data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can Impact State of NH systems
and/or Department Confidential Information for contractor provided systems
accessed or utilized for purposes of carrying out this Provider Agreement.

3. The Contractor agrees to provide or require security awareness and education
for/of its End Users in support of protecting Department Confidential Information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2.

5. The Contractor agrees Confidential Data stored in a Cloud must be in a FedRAMP
/HITECH compliant solution and comply with all applicable statutes and regulations
regarding the privacy and security. All servers and devices must have currently-
supported and hardened operating systems, the current, updated, and maintained
anti-malware (e.g. anti-viral, anti-hacker, anti-spam, anti-spyware) utilities. The
environment, as a whole, must have aggressive intrusion-detection and firewall
protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
subcontractor systems), the Contractor wW maintain a documented process for
securely disposing of such data upon request or contract termination; and v/ill
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization. or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 600-88, Rev 1. Guidelines
for Media Sanitization, National Institute of Standards and Technology. U.S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Provider Agreement, Contractor agrees to destroy all hard copies of Confidential
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Data using a secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Provider Agreement, Contractor agrees to completeiy destroy all electronic
Confidential Data by means of data erasure, also known as secure data wiping.

rV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the Confidential Data under this Provider Agreement, and
any derivative data or files, as follows;

1. The Contractor will maintain proper security controls to protect Confidential
Information collected, processed, managed, and/or stored in the delivery of
contracted services.

2. The Contractor will maintain policies, and procedures to protect Confidential
Information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Confidential information where
applicable.

4. If the Contractor will be subcontracting any core functions of the engagement
supporting the services for State of New Hampshire,-the Contractor will ensure End
User(s) will maintain an internal process or processes that defines specific security
expectations and monitoring compliance for security requirements that at a minimum,
match those for the Contractor, including breach notification requirements.

5. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable subcontractors prior to
system access being authorized.

6. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

7. The Contractor will not store State of New Hampshire or Department data offshore or
outside the boundaries of the United States without written exception from DHHS
Information Security.

8. Data Security Breach Liability. In the event of any Breach. Computer Security
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Incident, and/or Incident, the Contractor shall make efforts, to investigate the causes
of the breach, promptly take measures to prevent future breach and minimize any
damage or loss resulting from the breach. The State shall recover from the Contractor
all costs of response and recovery from the Breach, including but not limited to: credit
monitoring services, mailing costs and costs associated with website and telephone
call center services necessary due to the breach.

9. Contractor must comply with all applicable statutes and regulations regarding the
privacy and security of Confidential (nfonnation, and must in all other respects
maintain the privacy and security of Confidential Information at a level and scope that
is not less than the level and scope of requirements applicable to federal agencies,
including, but not limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 552a).
DHHS Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules
(45 C.F.R. Parts 160 and 164) and 42 C.F.R. Part 2 that govern protections for
individually identifiable health information and as applicable under State law.

10. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire. Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/Avww.nh.gov/doitA/endor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

1

11. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Information Security Officer of any Breach. Computer Security Incident and/or
Incident, within twenty-four (24) hours of the time that the Contractor leams of its
occurrence, at the email addresses provided in Section VI of this Exhibit.

12. Contractor must restrict access to the Confidential Data obtained under this
Provider Agreement to only those authorized End Users who need such DHHS
Data to perform their official duties in connection with purposes identified in this
Provider Agreement.

13. The Contractor is responsible for End User oversight and compliance with the
terms and conditions of the Provider Agreement and Exhibit A.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and the State's Information
Security Officer of any Breaches, Computer Security Incidents, and/or Incidents within
twenty-four (24) hours of the time that the Contractor leams of their occurrence.
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DHHS reserves the right to conduct onsite inspections to monitor compliance with this
Provider Agreement, including the privacy and security requirements provided in herein,
HIPAA, and other applicable laws and federal regulations until such time the
Confidential Data is disposed of in accordance with this Provider Agreement.

The Contractor must further handle and report Breaches. Computer Security Incidents,
and Incidents involving protected health information (PHI) in accordance with the DHHS's
documented Incident Handling and Breach Notification procedures and in accordance
with the HIPAA Privacy and Security Rules. In addition to. and notwithstanding.
Contractor's compliance with all applicable obligations and procedures. Contractor's
procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine If personally identifiable information (Pll) is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit A;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and. if so. identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate personal information (PI) must be addressed
and reported, as applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer
DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Information Security Officer

DHHSInformationSecurityOffice@dhhs.nh.gov
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