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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
BUREAU OF POPULATION HEALTH AND COMMUNITY SERVICES

Jeffrey A. Meyers
Commissioner

29 HAZEN DRIVE, CONCORD, NH 03301-3857
603-271-4524 1-800-852-3345 Ext. 4524
Fax: 603-271-8705 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Lisa M. Morris
Director

QOctober 5, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House '

Concord New Hampshlre 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services to
retroactively exercise a renewal option and,amend an existing sole source contract with Early
Learning New Hampshire (ELNH), (Vendor #159000 -8001),145 Two Delta Drive, Concord, NH 03301,
for the provision of early childhood comprehensive systems activities statewide, by increasing the price
limitation by $20,000 from $617,175 to $637,175,: and by extending the completion date from
September 30, 2018, to September 30, 2019, to be effective retroactive to September 30, 2018 upon
Governor and Executive Council approval. 100% Federal Funds.

The original‘ agreement was abprov,ed by the Governor and Exécutive Council on August 24,
2016, (Item #14), and subsequently amended on September 27, 2017, (ltem #12).

Funds are available in the following accounts for State Fiscal Year (SFY) 2019 and are
anticipated to be available in SFY 2020, upon availability and continued appropriation of funds in the
future operating budgets, with authority to adjust amounts within the price limitation and adjust
encumbrances between State Fiscal Years through the Budget Office without further approval from the
Governor and Executive Council, if needed and justified.

05-95-90-902010-12990000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND
COMMUNITY SERVICES, FEDERAL PROJECT LAUNCH

Current Increased Revased
Fiscal Class / ' Class Title Job/Activity Modified Amount Modified
Year Account Number Budget Budget
2017 | 102-500731 | Contracts for Prog Svc | 80002996 $90,000 $0 $90,000
2018 | 102-500731 | Contracts for Prog Svc | 90002996 $224,275 $0 $224,275 .
2019 | 102-500731 | Contracts for Prog Svc | 90002996 $20,200 $0 $20,200
' Subtotal: $334,475 $0 $334,475
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05-95-90-902010-08310000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND
COMMUNITY SERVICES, HOME VISITING D89 COMPETITIVE GRANT

, L Current Increased Revised
Fiscal Class / Class Title Job/Activity | podified Amount Modified '
Year Account Number Budget Budget
2017 102-500731 | Contracts for Prog Svc | 90083100 | $282,700 $0 $282,700

Subtotal: | -$282,700 $0 $282,700

05-95-90-902010-58960000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND
COMMUNITY SERVICES, ACA HOME VISITING

Fiscal Class / Job/Activity Current Increased Revised
ISca i Y | Modified | Amount Modified
Year Account Class Title Number Budget - ' Budget
2019 102-500731 | Contracts for Prog Svc | 90083201 $0 | $15,000 $15,000
2020 | 102-500731 | Contracts for Prog Sve | 90083201 $0 $5,000 $5,000
' . | ‘Subtotal: $0 $20,000 $20,000

Total: $617,175 $20,000 637,175

EXPLANATION

i

| This request is retroactive because there'was a delay in rece:vmg fully executed . contract
documents for submission to the Department of Admlnlstratlve Services to meet: the deadiine for the
Governor and Executive Council Agenda for September 20 201 8 '

The original contract is sole source because Earty Learnlng NH (ELNH) was preselected upon
application for Federal Funds to continue operationalizing the only Govemor Appointed Early Childhood
Advisory Council, Spark NH, as a requirement of early childhood :comprehensive system activities.
ELNH is the backbone organization for SPARK NH and, thus the only appropnate entity for these
-additional federal funds.

The purpose of this request is to support early chlldhood oomprehenswe system activities. -

Early Learning NH provides systems level coordlnatlon within the early childhood system. This
benefits children prenatal to age 8, their families, and communities. Research has shown that greater
numbers of adverse childhood experiences can negatively |mpact ‘health. Home visiting and programs
that support early: childhood can support reductlons of advefse childhood experiencés through
increasing protective factors for families. Having an early childhood advisory council through Early
Learning: NH supports greater coordination of efforts throughout the state, thus allowing direct service
orgamzatrons to focus-on their important work with famllles a system in which to share lessons learned,
and to collaborate with other programs to achieve better outcomes.

The council has over 100 members, both public and private -and representation can be found in
the fields of early learning, health and family support. The members of these committees are
representatives of a variety of programs and the meetings serve as a way to share and gain information
about what is happening in communities and at the state and federal levels which allow for greater
cohesiveness as a field. As project launch comes to an end, this valuable advisory board needs funds
to continue to support the coordination and collaboration of the early childhood system.
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As referenced in Exhibit C-1, Revisions to General Provisions of this contract, this Department
has the option to extend contract services for up to five (5) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and approval of the
Governor and Executive Council. The Department is requesting to exercise one (1) of the five (5) years
of renewal options available.

Notwithstanding any other provision of the Contract to the contrary, no services shall continue
after June 30, 2018, and the Department shall not be liable for any payments for services provided after
June 30, 2019, unless and until an appropriation for these services has been received from the state
legislature and funds encumbered for the SFY 2020-2021 biennia. :

Should Governor and Executive Council not authorize this Re'quest, the gains that have been
made in the coordination of the early childhood system may be negatively impacted.

Area served: Statewide

Source of Funds: 100% Federal Funds from the U.S. Department of health and Human
Services, Health Resources and Services Administration, Maternal, Infant and Early Childhood Home
Visiting Grant Program, Catalog of Federal Domestic Assistance (CFDA) # 93.870, Federal Award
Identification Number (FAIN) X10MC31156.

In the event that the Federal Funds become no longer available, General Funds will not be
requested to support this program.

Commlssmner

The Depariment of Health and Human Services” Mission is o join communities and families
in providing opportunities for cilizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Project LAUNCH - State Young Child Wellness Council

State of New Hampshire
Department of Health and Human Services
Amendment #2 to the , :
Project LAUNCH — State Young Child Wellness Council

This 2nd Amendment to the Project LAUNCH - State Young Child Wellness Council contract
(hereinafter referred to as “Amendment One”) dated this Fourteenth (14™) day of August 14, 2018, is by
and between the State of New Hampshire, Department of- Heaith and Human Services (hereinafter
referred to as the "State" or "Department”) and EARLY LEARNING-NEW HAMPSHIRE, (hereinafter
referred to as "the Contractor"), a non-profit with a place of business at 2 DELTA DRIVE, CONCORD,
NH 03301.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on August 24, 2016, Item #14, as amended on September 27, 2017, Item #12, the Contractor agreed to
perform certain services. based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, and Exhibit C-1, Revisions to
General Provisions Paragraph 4, the State may modify the scope of work and the payment schedule of
the contract upon written agreement of the parties and approval from the Governor and Executive
Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, and
modify the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covéqaﬁts and conditions
contained in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
September 30, 2019 .

2. Form P-37 General Provisions, Block 1.8, Pricé Limitation, to read:
$637,175

3. Form P-37 Generél Provisions, Block 1.9, Contracting Officer for State Agency, to read:
E. Maria Re‘inemann, Esq., Director of Contrac'ts and Procurément!

4. Form P-37 General Provisions, Block-1.10, State Agency Telephone Number, to read:
603-271-9330.

5. Delete Exhibit A —~ Amendment #1 in its entirety and replace with Exhibit A — Amendment #2.

Eary Leamlng New Hampshire Amendment #2
$5-2017-DPHS-02-PROJE Page 10of 4



New Hampshire Department of Health and Human Services
Project LAUNCH —~ State Young Child Wellness Councll .

6. Delete Exhibit B in its entirety and replace with Exhibit B — Amendment #2.
7. Amend Budget to:

1. Add Exhibit B-6 Amendment #2 Budget

2. Add Exhibit B-7 Amendment #2 Budget

5. Add Exhibit K, DHHS Information Security Requirements, V4, Last update 04.04.2018

Early Leaming New Hampshire Amendment #2
8$85-2017-DPHS-02-PROJE Page 2 of 4



New Hampshire Department of Health and Human Services
Project LAUNCH — State Young Child Wellness Council

This amendment shall be effective upon the date of Governor and Executive Council approval.
LN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Serwces

Ay (Z%QOO for-

Date Name: Lisa Morns—
Title: Director, DPHS

Early Learning New Hampshire

S e ke

. a_l(
itle: E—‘ﬁf?ut,'(\‘\fﬂ Yyector

f/;ﬁ//d“

Date [}

Acknowledgement of Contractor's signature:

State of k.&f/‘/ ii;@g&;mCounty of /L{{VYI ma Ck on )74(%.(/20 aw/Fbefore the

undersigned officer, prsonally appeared the person identified diredtly abové, or satisfactorily proven to
be the person whose name is signed above, and acknowledged that s/he executed thls document in the
capacity |nd|cated above.

Merlun Sdnnlo

Signature of Notary Public or Justice of the Peace

. - - e -
Name and Title of Notary or Justice of the Peace

My Commission Expires: (\uot,usjr 3,034

]

MARYELLEN SCHULE, Notary Public
My Commission Expires August 3, 2021

Early Leaming New Hampshire Amendment #2
$5-2017-DPHS-02-PRCJE Page 3 of 4



New Hampshire Department of Health and Human Services
Project LAUNCH — State Young Child Wellness-Council

The preceding Amendment, having been reviewed by this office, IS approved as to form, substance, and
. execution. :

OFFICE OF THE ATTORNEY GENERAL

1hafis k///(/‘/\

Date [f ¥ Name:
Title:

| hereby certify that the foregoing Amendment was approVed by t
the State of New Hampshire at the Meeting on:

OFFICE OF THE SECRETARY OF STATE

Date . Name:
Title:
Early Leaming New Hampshire Amendment #2

$58-2017-DPHS-02-PROJE Page 4 of 4



‘ New Hampshire Department of Health and Human Services
Project LAUNCH - State Young Child Wellness Council

Exhibit A Amendment #2

Scope of Services

1. Provisions Applicable to All Services

1.1. The Contractor will submit a detailed description of the language assistance services.
they will provide to persons with limited English proficiency to ensure meaningful
access to their programs and/or services within ten (10) days of the contract effective
date ) .

1.2. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an impact on the
Services described herein, the State Agency has the right to modify Service priorities
and expenditure requirements under this Agreement so as to achieve compliance
therewith. .

2. Scope of Services

2.1. The Contractor shall coordinate activities of Spark NH, which shall represent
partnerships across disciplines and agencies that serve young children and their
families in order to reduce gaps in services to children up to eight (8) years of age and
their families. The Contractor shall ensure membership is comprised of:

2.1.1. Families in the population of focus. 7
2.1.2. Experts in a variety of fields that include, but are not Iimﬂi.ted to:
2.1.21.  Health. '
2.1.2.2. Public Health
2.1.2.3.  Child Welfare.
2.1.24. Medicaid.
2.1.25. Substance Misuse Prevention/Treatment.
21.26. Early childhood education. )
21.27. Elementary education.
2.1.28. Child Development (mfants through 8 years of age).
"24.29.  Mental Health

> 22. The Contractor shall facilitate bi-monthly meetings of the Spark ,NH Councn which
includes, but is not limited to:

2.2.1. Notification, which shall include an agenda, of upcoming bi- monthly meetings
. of the Spark NH Council, and the Department;

22.2. Meeting minutes recorded shall be made available to the Department and all

* Council members within five (5) business days of each meeting occurrence for

their review, editing and approvals, 'prior to" being posted on the Spark NH
website.

Early Leaming New Hafnpshire Exhibit A Amendment #2 - Contractor Initials

Page 1 of 4 . . Date [J



New Hampshire Department of Health and Human Services
Project LAUNCH - State Young Child Wellness Council

Exhibit A Amendment #2

2. 3 The Contractor shall promote a comprehensive coordinated early childhood system
through collaborative work with key statewide partnering organizations that include, but
are not limited to:

2.3.1. Maternal Infant Early Childhood Home Visiting (MIECHV) Program;
2.3.2. Pyramid Model Consortium Statewide Team;

2.3.3. The NH Children's Behavioral Health Collaborative; and,

2.3.4. Early Childhood Community of Practice.

2.4. The Contractor shall provide support to the New Hampshire Home Visiting Task Force
(NHHVTF) by:

2.4.1. Aligning goals and actions of the NHHVTF with the Spark NH Framework for
Action {http://sparknh.com/resources/framework- for-action/) and the Council,
committees and task forces of Spark NH. Allgnment shall include, but not be
limited to:

24.1.1. éynthesizing priorities of emergent ‘goals and actions identified by
the Taskf_orce ;

2.4.1.2.  Joining priorities to the Spark NH Framework for Action, by clearly.

synthesizing the ways that the work of NHHVTF overlaps with the
work of the greater early childhood system;

2.4.1.3. Having knowledge of the' Spark NH Framework for Action; and
2.4.1.4. 'Having knowledge of the work of the committees.

2.4.2. Supporting the NHHVTF through Spark NH presence at meetings and alignment
with the Council, committees and task forces of Spark NH to obtain information and
initiatives from the different subgroups;

2.4.3. Participating in the strategic planning process and meetings of the NHHVTF,
including, but not limited to, sharing the Spark NH Framework for.Action and how
the NHHVTF fits into this framework; and

2.4.4, Promoting home visiting through Spark NH public awareness work, as approved
by the Department, including, but not limited to:

' 24.4.1. Sccial media;
2442  Periodic press releases; and

2.4.4.3. Other public awareness events as determined in coltaboration with
the Department and the Contractor.

2.5. The Contractor shall ensure ongoing and continuous effective communication with the
Department on all matters relating to this contract, which may include, but are not
limited to:

2.5.1. Scheduled meetings;
2.5.2. A minimum of four {4) monthly status update telephone calls;

t

-Early Learning New Hampshire Exhibit A Amendment #2 Contractor Initials
Page 2 of 4 Date 2
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New-Hampshire Department of Health and Human Services
Project LAUNCH - State Young Child Wellness Council

Exhibit A Amendment #2

2.5.3. Email correspondence; and,

2.5.4. Other communications, as appropriate,

3. Staffing

3.1,

3.2

The Contractor shall notify the Department, in writing, within one (1) month of an
individual's date of hire, when a new administrator, coordinator.or essential staff is
hired to perform contract activities. The Contractor shall ensure not|f|cat|on includes,
but is not limited to:

3.1.1. Date of hire.
3.1.2. Resume.
3.1.3. Credentials as appropriate.

The, Contractor shall employ one (1), .Spark NH Director who shall be the point of
contact for the Department on all activities conducted by the Contractor.

3.3. The Director shall have the following minimum qualifications:

3.3.1.1. A Master's'Degree in Public Administration, Public Health, Social
" Work, Early Childhood Education, Law Degree or related field.

3.3.1.2. Extensive knowledge and experience in leading statewide early
childhood systermns and policy development, integration of statewide
systems that relate to early childhood systems, council/coalition
‘building, public health models, project management and
sustainability practices. '

3.3.1.3. Excellent writing, presentation, facilitation and public speaking skills.

3.3.1.4, Experience providing professional development and training in the
early childhood field.

331 5. Ability to work with individuals and groups in a culturally and
linguistically competent manner.

3.3.1.6. Ability to- engage, coordinate, collaborate and communicate with
diverse groups of people in order to effectively achieve common
. goals.

3.3.1.7. Excellent analytical ability to assess efficiency and effectiveness of
early chlldhood systems and policy development.

4, Repoﬁing

4.1.

The Contractor shall provi&e reports to the Depéftment. through a secure SFTP site,
which shall include, but not be limited to bi-monthly narrative progress summaries of
the Spark NH Council, Committees and task forces that inform the work of the

. MIECHYV Program, including but not limited to, the Early Childhood Community of

Practice and public awareness activities no later than the 2nd Friday of the odd
maonths.

5. Performance Measures

5.1. The Contractor shall meet or exceed the followmg performance measures:
Early Learning New Hampshire Exhibit A Amendment #2 Contractor Initials
Page 3 of 4 Date
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New Hampshire Department of Health and Human Sérvices
Project LAUNCH - State Young Child Wellness Council

Exhibit A Amendment #2

5.1.1. Performance Measure #1: Ten Percent (10%) of Spark New Hampshire
Council are consumers/family members of the population in focus.

5.1.2. Performance Measure #2: Ninety Percent {80%) of Spark New Hampshire
‘ Council members report satisfaction with coordination.

5.1.3. Performance Measure #3: The Spark NH Council and Committees will each
meet at least three (3) times per year.

6. Deliverables

6.1.

6.2.

6.3.

.6.4.

6.5.

6.6.

The Contractor shall facilitate bi-monthly meetings of the Spark NH Council, as
identified in Sub-section 2.2;

The Contractor shall submit bi-monthly meeting minutes of the Spark NH Council to
the Department and all Council members within five (5) business days after the
meeting occurrences, for-their review, editing and approval, prior to publication on the
Spark NH website;

The Contractor shall participate in a minimum of four (4) monthly telephone calls with
the Department, as identified in Sub-section 2.5;

The Contractor shall notify the Departmént, in writing, within one (1) month of an
individual’s date of hire, when a new administrator, coordinator or essential staff is
hired to perform contract activities, as identified in Sub-section 3.1;

The Contractor shall provide bi-monthly narrative brogress summaries to the
Department no later than the 2™ Friday of the odd months, as identified in Sub-section
4.1; and

Annually, the Contractor shall develop and submit to the DHHS, a corrective action
plan for any performance measure that was not achieved.

Early Leaming New Hampshire Exhibit. A Amendment #2 Contractor Initials

Page 4 of 4 Date
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New Hampshire Department of Health and Human Services
Project LAUNCH - State Young Child Weliness Council

Exhibit B Amendment #2

Method and Conditions Precedent to Payment

1. The State shall pay the Contractor an amount not to exceed the Form P-37, Block 1.8,
Price Limitation, for the services provided by the Contractor pursuant to Exhibit A, Scope of
Services.

2. This contract is funded with Federal Funds made available under the U.S. Department of
Health & Human Services, Health Resources and Services Administration (HRSA),
Maternal, Infant and Early Childhood Homevisiting Grant Program (MIECHV), Catalog of
Federal Domestic Assistance, (CFDA) #93.870, Federal Award Identification Number
(FAIN) #X10MC31156.

3. The Contractor agrees to provide the services in Exhibit A, Scope of Service in compliance
with funding requirements. Failure to meet the scope of services' may jeopardize the
funded contractor's current and/or future funding

4. Payment for services shall be made monthly as follows:

41, Paymént shall be on a cost reimbursement basis for actual expenditures incurred in
the fulfillment of this agreement, and shall be in accordance with the approved line
items in Exhibit B-1 through Exhibit B-7.

4.2, The Contractor will submit an invoice, in a form satisfactory to the State by the tenth
{10th) working day of each month, which identifies and requests reimbursement for
authorized expenses incurred in the prior month. The invoice must be completed,
signed, dated and returned to the Department in order to initiate payment.

4.3. The State shall make payment to the Contractor within thirty (30) days of receipt of
each invoice, subsequent to approval of the submitted invoice and if sufficient funds
are available.

4.4. Contractors shall keep detailed records of their activities related to DHHS funded
programs and services.

45. The final invoice shall be due to the State no later than forty .(40) days after the
contract Form P-37, Block 1.7 Completion Date.

4.6. In lieu of hard copies, all invoices may be assigned an electronic signature and
emailed to: dphscontractbilling@dhhs:nh.gov, or invoices may be mailed to:

Financial Manager - DPHS"

Department of Health and Human Services
29 Hazen Drive

Concord, NH 03301

5. Payments may be withheld pending receipt of requured reports or documentation as
-identified in Exhibit A, Scope of Services.

6. Notwithstanding anything to the contrary herein, the Contractor agrees that funding under
this contract may be withheld, in whole or in part, in the event of noncompliance with any
State or Federal law, rule or regulation applicable to the services provided, or if the said
services have not been completed in accordance with the terms and conditions of this

Agreement.
Early Learning New Hampshire ' Exhibit 8 Amendment #2 Contractor Inilials g
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. New Hampshire Department of Health and Human Services
Project LAUNCH - State Young Child Wellness Council

Exhibit B Amendment #2

7. Notwithstanding paragraph 18 of the Form P-37, General Provisions, changes limited to

" adjusting amounts between budget line items and to adjusting encumbrances between

State Fiscal years, may be made by written agreement of both parties and may be made
without obtaining approval of the Governor and Executive Council.

Early Learmning New Hampshire Exhibit 8 Amendment #2 Contractor Initials . / 5
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EXHIBIT B-6 AMENDMENT #2 BUDGET

New Hampshire'f)eparlment of Health and Human Services

Bidder/Contractor Name: Early Learning NH

Budget Request for:

Project LAUNCH - S-tate Young Child Wellness -
Council

$5-2017-DPHS-02-PROJE

{Name of RFP)

Budget Period: October 3, 2018 - June 30, 2019

-‘,‘-l":"k.‘ 2 W : Ry v
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Exhibit B-6 Amendment #2 Budget - SFY 2019
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EXHIBIT B-7 AMENDMENT #2 BUDGET

- New Hampshire Department of Health and Human Services

Bidder/Contractor Name: Early Learning NH

‘Budget Request for:

Budget Period:

$8-2017-DPHS-02-PROJE

Council

Project LAUNCH - State Young Child Wellness

{Name of RFP)

July 1, 2019 - September 30, 2019
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Exhibit B-7 Amendment #2 Budget
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security' Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document;

1. "Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federa! Regulations.

1.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2} of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. .

3. "Confidential Information" or “Confidential Data” means all confidential information
disclosed by one party to the other such as all. medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally ldentifiable Information. .

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information {PFl), Federal Tax Information (FTI), Social Security Numbers {SSN),
Payment Card Industry (PCl), and or other sensitive and confidential information.

4. "End User” means any.person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.. -

5. "HIPAA" means the Health Insurance Portability and Accountablllty Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or-its data, unwanted disruption or denial.of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
‘access, use, disclosure, modification or destruction.

7. "Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) . will be considered an open

network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. “"Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security' number, personal
information as -defined in New Hampshire RSA 359-C:19, biometric records, efc.,
alone, or when combined with other personal or identifying information which is linked

" or linkable to a specific individual, such as date and place of blrth mother's maiden
name, etc. |

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. '

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that.renders Protected Health Information
unusable, unreadable; or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organlzatlon that is accredited by
the American National Standards Institute.

|. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunlty to
consent or ob;ect to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disciosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such.
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. .The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract. :

6. The Contractor agrees to grant access to the data to the authorized représentatlves
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA - .

1. Application Encryption. - If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmlttmg DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL)} must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sife_s. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data. y . '

6. Ground Mail Service. End User may only transmit Confidential Data via certified gfound
mail within the continental U.S. and when sent to a named individual.

7. Laptops’ and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be:encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.’

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be

" transmitted or accessed. -

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder, and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data wilt be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

I, RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and mcludes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detsct potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A2 -

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply. with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion'-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure,

B. Disposition

1.« If the Contractor will. maintain any Confidential Informatlon on its systems (or its

sub-contractor systems), the Contractor will maintain a documented process for

securely disposing of:such data upon request or contract termination; and will

obtain written certification for any State of New Hampshire data destroyed by the

Contractor or any subcontractors as a part of ;ongoing, emergency, and or disaster

_recovery operations. When no longer in use, electronic media contann:ng State of

New Hampshire data shall be rendered unrecoverable via a secure wipe program

in accordance with industry- accepted standards for secure deletion and ‘media

. sanitization, or otherwise physically destroylng the media (for example,

degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines

for Media Sanitization, National Institute of Standards and Technology, U. S.

Department of Commerce. The Contractor will document and certify in writing at

time of the data destrucnon and wnll provide written certification to the Department

upon ; request. The written certification will include all- details necessary to

demonstrate data has been properly destroyed and validated. Where applicable,

- regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shreddlng ‘

3. Unless otherwise specified, within th