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August 19, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

INFORMATIONAL ITEM

Pursuant to RSA 4:45, RSA 21-P:43, and Section 4 of Executive Order 2020-04 as

extended by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-14, 2020-15, and
2020-16, Governor Sununu has authorized the Department of Heaith and Human Services,
Division of Public Health Services, to enter into a Sole Source amendment to an existing contract
with Green Mountain Messenger, inc. (VC# 313814), Williston, VT, for continued emergent
courier services, by increasing the price limitation by $150,000 from $150,000 to $300,000 with
no change to the contract completion date of March 31, 2021. 100% Federal Funds.

The original contract was approved by Governor and Council on April 8, 2020, Item #09.

Funds are available in the following accounts for State Fiscal Year 2021, with the authority
to adjust budget line items within the price limitation through the Budget Office, if needed and
justified.

05-95-0-802610-70380000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, PUBLIC HEALTH CRISIS RESPONSE

State Increased
Class / Job Current | Revised
Fiscal Class Title - ) (Decreased)
Year Accouﬁnt Number | Budget Amount Budget
Contracts for $100,000 $0| $100,000
2020 | 102-500731 | Prog Sve 90027027
Contracts for $50,000 $0 $50,000
2021 | 102-500731 Prog Svc 90027027
Subtotal $150,000 $0| $150,000

05-95-090-803010-1835 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN .

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF LABORATORY SERVICES, ELC
CARES, 100% Federal - '

State Increased Rovised
Class / Job Current

Fiscal Class Title (Decreased) Budget

Year Account Number Budget Amount

-

The Department of Health and Human Services’ Mission is to join communities and familiex
in providing opportunities for cilizens to achieve health and independence.
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Contracts .
2021 102-500731 for Prog Svc 90183520 | $0 $150,000 $150,000
Sub Total $0 $150,000 - $150,000
Total $150,000 $1 50.0(D| $300,000
- T EXPLANATION

This item is Sole Source because the contract was originally approved as sole source
and MOP 150 requires any subsequent amendments to be labeled as sole source. Since March
2020, the Contractor has been assisting the Department and has proven to be a successful

partner.

The purpose of this amendment is to increase funding to continue to pay for emergent
statewide courier services. The Contractor ensures the safe and prompt delivery of laboratory
supplies; labile samples and clinical specimens; and/or environmental samples to or from
authorized submitters and the Public Health Laboratories. The Contractor will continue to provide
same day delivery of specimens, samples, and laboratory supplies to and from submitters. The
Contractor will provide weekly pick-up and delivery of dry ice, as requested by the Public Health

Laboratory. | {
The Department will monitor contracted services by ensuring delivery services are:

e Provided timely to meet business needs, and
e Available 24 hours a day/7 days a week.

Area served: _Statewfda '
Source of Funds: CFDA #983.323, FAIN # NU5S0CK000522,

Respectfully submitted,

e

Lori A. Shibinette
Commissioner




New Hampshire Department of Health and Human Services
Emergent Courier Services

State of New Hampshire
Department of Health and Human Services
Amendment #1 to the Emergent Courier Services Contract

This 1* Amendment to the Emergent Courier Services contract {hereinafter referred to as “Amendment
#1") is by and between the State of New Hampshire, Department of Health and Human- Services
(hereinafter referred to as the "State" or "Department”) and Green Mountain Messenger, Inc., (heremaﬂer
referred to as "the Contractor”), a corporatlon with a place of business at 54 Echo Place Suite 1, Williston,
VT 05495.

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on April 8, 2020, (Item #8), the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract and in consideration of ¢ertain sums specified; and

WHEREAS, pursuant to Form P-37, General Prowsmns Paragraph 17, the Contract may be amended
upon written agreement of the parties and appropriate State approval; and

WHEREAS, the parties agree to extend the term of the agreement, increase the pnce limitation, or modify
the scope of services to support continued delivery of these services, and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$300,000.

Green Mountain Messenger, Inc. Amendment #1 Contractor initials @
$5-2020-DPHS-13-COUR-01-A01 , Page 1 0f 3 Date -/ hp {20




New Hampshire Department of Health and Human Services
Emergent Courier Services

1

All terms and conditions of the Contract not inconsistent with this Amendment #1 remain in full force and
effect. This amendment shall be effective upon the Governor's approval issued under the Executive Order
2020-04 as extended by Executive Orders 2020-D5, 2020 08, 2020-09, 2020-10, 2020-14 and 2020-15.

IN WITNESS WHEREOF, the partles have set their hands as of the date wrilten below,

State of New Hampshire
Deparment of Health and Hurman Services

Date 'hI:':lme Ann H. Landey
e WM@COMM\ﬁ\OLQ'L

Green Mountain Messenger, Inc.

0%ap Ja010 07 =

Date [ [ “Name: WATT (@fLo

e @661 0 60dVC

Grean Mountain Messenger, Inc. Amendment #1
§5-2020-DPHS-13-COUR-01-A01 Page 2 of3




New Hampshire Department of Health and Human Services
Emergent Courier Services

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
exacution. :

OFFICE OF THE ATTORNEY GENERAL

08/05/20 Caz%a/ww, Y25y

Date ' , Name:
Title: Catherine Pinos, Attorney

I hereby certify that the faregoing Amendment was approved by the Governor approvai issued under the
Executive Order 2020-04 as extended by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-

14, and 2020-15.

OFFICE OF THE SECRETARY OF STATE

Date . Name:
Title:
Green Mountain Messenger, Inc. Amendment #1

§5-2020-DPHS-13-COUR-01-AD1 Page 3of3




.State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Sccretary of State of the State of New Hampshire, do hereby certify that GREEN MOUNTAIN
MESSENGER, INC, is a Vermont Profit Corporation registered to transact business in New Hampshirc on September 08, 2015. 1
further cerlify that all fees and documents required by the Secretary of State's office have been received and is in good standing as

far as this office is concemned.

Business 1D: 731618
Certificate Number : 0004845073

IN TESTIMONY WHEREOQF,

1 hercto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 17th day of March A.D.2020."

Do S
William M. Gardner

Secretary of Stale




CERTIFICATE OF AUTHORITY
SN HV\Q,-L(AA SeadnG , hereby certify that:
{Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1.} am a duly elected Clerk/Secretary/Officer of O\ ~MLA Moundonn AN’S‘XVQ&_L
’ (Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and

heldon _TiA,, 30 , 20&2C) at which a quorum of the Directors/shareholders were present and voting.
N {Date) '
VOTED: That Mar boziowsio, Besdeat (may list more than one person)

{Name and Title of Contract Signatory)

is duly authorized on behalf of ' A Yuyzato enter into contracts or agreements with the State
{Name of Corporation/ LLC)

of New Harhpshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full auvtherity to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated: 1/ z 0230@0 . a

Signature of Elected Officer .

Name: | tuaen SHAMS
O w ﬁ/\amag@//%wm”

Rev. 03/24/20
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CERTIFICATE OF LIABILITY INSURANCE

GREEMOU-54 __ MKAVANAGH

DATE (MM/DDIYYYY)
7/31/2020

THIS CERTIFICATE IS ISSUED AS A MATTER QF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR.ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:

If the certificate holder is'an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or ba endorsad.
If SUBROGATION IS WAIVED, subject to the tarms and conditions of the policy, certain policies may require an endorsernent.- A statement on
this certificate doos not confer rights to the cortificate holder in lieu of such endorsement(s}.

PRODUCER

Hickok & Boardman, Inc.
346 Shelburne Rd
Burlington, VT 05401

| GfiTacT Melissa Kavanagh

TN, Exq: (802) 383-1621 [ FA% wo)(802) 658-0541

| §dMikss. mkavanagh@hbinsurance.com

INSURER{S) AFFORDING COVERAGE NAIC #
. NsureRr 4 : Acadia Insurance Company 31325
INSURED wsurer 8: Arch Insurance Company 11150
Green Mountain Messenger, Inc. INSURER C :
54 Echo Place, Suite 1 NSURER D :
Williston, VT 05495
INSURERE :
INSURERF :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE PCLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONCITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

SR TYPE OF INSURANCE o e POLICY NUMBER e | R LIMITS
A | X | COMMERCIAL GENERAL LIABILITY EAGH OCCURRENCE s 1,000,000
| ciamsuade [ X] occur CPA 5302417 71112020 | 7172021 [BAMAGETORENTED T 300,000
— MED EXP {Any ons person) $ 10,000
L PERSONAL & ADVINJURY | § 1,000,000
| GEN1L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
poLIcY E 5B PRODUCTS - COMPIOP AGG,_| §, 2,000,000
OTHER: s
A | AUTOMOBILE LIABILITY C(EOMB’!“EE"F'NGLE LiMIT s 1,000,000
X | any AUTO CAAS5392418-11 71112020 71172021 BODILY INJURY {Per person] | $
| owNED SCHEQULED
AUTOS ONLY AUTOS BODILY INJURY (Per accident) | §
PROPERTY DAMAGE
|— RWS ONLY R&‘P 6%‘%’&9 ef accident -
3
A | X |umerertaas | X | occur " | each oceurrence s 3,000,000
EXCESS LIAB CLAIMS-MADE CUAS5441301-10 71112020 71112021 AGGREGATE s 3,000,000
oeo | X | rerenvions 10,000 s
PER OTH-
B oNsERs SRS - X [ S8Rrure || 2R
“'F‘EEE‘S:T'ET%’E?%THEEE%‘EMWE ia|  RAWCIe383503 101112019 | 101172020 [ cach accrome s 1,000,000
"‘""°’V?’?&‘ E.L. DISEASE . EA EMPLOYEE $ 1,000,000
oégscmpnon OF opgmnons balow E.L DISEASE . POLICY LIMIT | § 1,000,000
A Motor Truck Cargo CIM 5310780 7/1/2020 | 7/1/2021 |Single Conveyance * 100,000
A |Motor Truck Cargo CIM 5310790 712020 701112021 {Catastrophe Limit 500,000

DESCRIPTION OF OPERATIONS / LOCATIONS ! VEHICLES {ACORD 101, Addisional Remarks Schedule, may be attachad If mors space is required)

CERTIFICATE HOLDER

CANCELLATION

State of NH

Departmeont of Health and Human Services
129 Ploasant Stroet

Concord, NH 03301-3857

|

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED N
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

4. de Azt

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: |-800-735-2964
Lisa M. Morris . www.dhhs.nh.gov
Directoe

March 18, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House '

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive, Sole Source contract with Green Mountain Messenger,
Inc. (VC#TBD), Williston, VT in the amount of $75,000 for emergent courier services, with the
option to renew for up to four (4) additional years, retroactive to March 13, 2020 upon Governor
and Council approval through March 31, 2021. 100% Federal Funds.

Funds are available in the following account for State Fiscal Years 2020 and 2021, with
the authority to adjust budge! line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-90-902510-70390000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, PUBLIC HEALTH CRISIS RESPONSE

State Class / .

Fiscal Yoar Account Class Title Job NumberA Total Amount
2020 102-500731 Contracts for 'Prog Sve 90027027 $100,000
2021 102-500731 Contracts for Prog Svc 90027027 . $50,000

' Total $150,000
EXPLANATION

This request is Retroactive and Sole Source to allow the Department to increase
emergent courier services to effectively respond to the COVID 19 Pandemic.

The purpose of this request is for the vendor to provide emergent statewide courier
services to ensure the safe and prompt delivery of laboratory supplies; labile samples and clinical
specimens; and/or environmental samples to; or from authorized submitters and the Public Health
Laboratories.(PHL).

The vendor will be providing same day delivery of specimens, samples, and laboratory
supplies to and from submitters. Green Mountain Messenger will provide weekly pick-up and
delivery of dry ice, as requested by the Public Health Laboratory.. The vendor will have to provide
- a method of communication to the Department at all times while transporting Public Health

The Department of Health and Hunan Services’ Mission (3 Lo join communilies and families
in providing opportunities for citizens to achieve health and independence,



His Excellency, Governor Christopher T. Sununu
) and the Honorabte Council
Page 2 of 2

Laboratory specimens and samples. Green Mountain Messenger must maintain documentation
‘that demonstrates the courier meets Occupational Safety and Health Administration (OSHA)
Blood-borne Pathogen rules.

The Department will monitor contracted services using -the following performance
measures:

o Ensuring timely provision of defivery services.
» Ensuring availability of delivery services 24 hours a day/7 days a week.

As referenced in Exhibit A, Revisions to Standard Contract Provisions, Section 1.
Revisions to Form P-37 General Provisions, Section 1.2 of the attached contract, the parties have
the option to extend the agreement for up four (4) additional years, contingent upon satisfactory

‘delivery of services, available funding, agreement of the parties and Governor and Council
approval. ,

Should the Governor and Council not authorize courier services to transfer laboratory
supplies and specimens will be unavailable, which will result in an inability to perform laboratory
testing during the COVID 19 Pandemic, which could result in an increase of COVID 19 exposure
of more New Hampshire residents. -~

Area served: Statewide

Source of Funds: 100% Federal Funds from the Centers of Disease Control CFDA
#93.354/ FAIN # NU90OTP922106

The Department will request General Funds’in the event that Federal Funds are no longer
available should services still be needed.

Respectfully submitted,

Lori A. Shibinette
W'. Commissioner



FORM NUMBER P.37 {version 12117201 %)

Subject:_Emergent Courier Services (§8-2020-DPHS-13-COUR)

um]m This sgreement and all of its Attachments shall becorne public upon submission to Govesnor and
Execulive Council for approval. Any information that is privale, confidendlal or proptictary must
be clarly identifled 10 the agency end agreed 10 In writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contrscior hereby mutually agree a3 follows:
GENERAL PROVYISIONS

1. IDENTIFICATION,

1.1 State Agency Namo 1.2 State Agency Address

New Hampshlro Depariment of Health end Human Services 129 Pleasent Street.

' . , ) Concord, NH 033013857
+.3 Contractor Name: .4 Contractor Address
| Green Mountain Messenger, [nc. 54 Echo Place Suile 1, Williston, VT 05495
1.5 Contractor Phone 1146 Account Number 1.7 Comphetion Date k 13 Price Limiation
Number

. 05-95-90-902510-7039 March 31, 2021 | $150,000

(802) 862-7662

1.9 Co:ilricilng OfMcér for State Agoncy . 1.10-Siate Agency Telephono Number

Nethen D. White, Dirgctor (602) 2719631

1.11 Contracior-Signature 1.12 Name end Title of Contractor Signstory

) A Dreg /}5/1,0' MatT voLwowd¥ - Yees 06T
] 1.74 Name and Titlc of Sutc Agency Signalory
D
= ol I HH S bue

1,15 Approval by lhe N.H. Depmmr.nl of Adminisirmion, Division of Personnel ({f applicable)

By: ‘ Direcior, On:

1.16  Approval by the Attomey General (Form, Substance and Executton) (if applicable)

By: W On: 3'/3_3‘]313

1.17 Approvel by the Governor and Executive Countil (if applicable)

G&C Ttem rumbsr: " G&C Mecting Date:

Page 1of 4
’ Contrector Initials

Date @

TN ey “B-?i“u T b 0 et T G By P G
}r}i'ﬁ :‘?ﬂ a3 :U i "?‘é ]’{-?PJ, W" 3’:’ !1 SO TE? et R

' h i {hiyd 3' 1 RO SR ¥ A Ve al s
-ﬁ ety :1‘F Jé!.{& i’% Fisityiip: fh ﬁ"‘ .(&1&1. i .'L,E'-. -.‘-"f".':f"f'?d@.'rfi..ff%‘.




2. SERVICES TO BE PERFORMED. The Suate of New
Hampshire, acting through the agency identified in block 1.1
("Stalc”), cngages contractor identified in block 1.3
(“Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
.described in the atteched EXHIBIT B which is incorporated
herein by reference (“Services™).

3. ERFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Norwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and

Exccutive Council of the Statc of New Hampshire, il applicable,

this Agreement, and all obligations of the parties hercunder, shall
become effective on the date the Governor and Executive
Council opprove this Agreement as indicated in block 1.17,
wnless no such approval is required, in which case the Agreement
shall become cffective an the date the Agreement is signed by
the Stme Agency as shown in block 1.13 (“EfTective Date™).
3.2 If the Contractor cammences the Services prior 1o the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed a1 the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Controclor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7. ‘

4. CONDITIONAL' NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligalions of the State hercunder, including,
without limitation, the continuence of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affecled by any state or federal legislative or executive
sction thst reduces, eliminates or otherwise modifies the
appropristion or avnitability of funding for this Agrccmcm ond
the Scope for Services provided in EXHIBIT B, in whole or in
part. in no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to wilhhold payment until such funds
become available, if cver, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
sccount or source to the Account identified in block 1.6 in the
cvent funds in that Account erc reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contraci price, method ofpnymen! and terms of payment
are identified and more particulerly described in EXHIB!T C
which is incorporated herein by reference.

5.2 The paymeat by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurved by the Contractor in the
performance hercof, and shall be the only and the complete

Page 2 of 4

compensation 1o the Contractor for the Services. The Siate shall
have no liability-to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidaicd amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or ony other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
conirary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or sctually made
hereunder, exceed the Price Limiiation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In conneclion with the performance of the Services, the
Contractor’ shall comply with all applicoble statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose ony obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunily taws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with oll federal execulive orders, rules, regulations
and statutes, and with any rules, regutations and guidelines as the
State or the United States issue 1o implement these regulations.
The Contracior shalt also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminale against employees or applicants for employment
because of race, color, retigion, creed, age, sex, handicep, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

&§.3. The Contractor agrees to permit the State or United States
access 1o any of the Contractor's books, records and sccounts for
the purpose of escertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of -this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Conlractor warrants that
all personnct cngaged in the. Services shall be quatified to
perform the Scrvices, and shall be properly licensed and
otherwise authorized 10 do so under all applicable laws,

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for » period of six (6) months afier the
Completion Date in block 1.7, the Contracior shall not hire, and
shall not permit any subcontracior or other person, firm or
corporation with whom it is engaged in 8 combined effont to
perform the Secvices to hire, any person who is 2 State employee
or official, who is materially involved in the procurcment,
edministration or performance of this Agreement.  This
provision shall survive termination of this Agreement.

7.3 The Contracting Officer specificd in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispule concemning the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the Stete.

Contractor Initials @

Date 7,1' 10




8. EVENT OF DEFAULT/REMEDIES. )

8.1 Any one or more of the following acts or omissions of the
Contracior shall constilute an event of default hereunder {“Event
of Default"):

8.1.1 failure to perform the Services satisfactorily or on

schedule; . '

8.1.2 failure to submit eny rcport required hereunder; and/or
8.1.) feilure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedicd within, in the absence of
o greater or lesser specification of time, thirty (30) days from the
date of the notice; end if the Event of Default is not timely cured,
\erminate this Agreement, effective two (2) days after giving the
. Contractor notice of termination;

8.2.2 give the Contractor & wrilten notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accruc 10 the Contractor during the
period from the date of such notice until such time as the State
determines thal the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor.any damages the State suffers by reason of
any Event of Delault; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Defoult, treat the Agreement as breached, terminate the
Agreement ond pursue any of its remedies at law or in equity, or
both,

8.3. No failure by the Stale to enforce any provisions hereof afier
any Event of Default shall be deemed 8 waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express faiture to enforce any Event of Default shail
be deemed & wiaiver of the right of the Siate to enforce cach and
a1l of the provisions hereof upon any further or other Event of
Default on the part of the Conlractor.

9. TERMINATION.

9.1 Notwithstanding paragraph &, the Stale may, at its sole
discretion, terminate the Agreement for any reason, in whaie or
in part, by thirty (30) days wriiten notice to the Contractor that
the State is exercising its option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, a1 the Statc's discretion, deliver to the
Contracting Officer, not later than fificen (15) days alter the date
of termination, # repont (“Termination Report™) describing in
detail ell Services performed, and the contract price eamed, to
and including the date of tcrmination. The form, subject maner,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the atiached
EXHIBIT B. In addition, at the State’s discretion, the Contractor
shall, within 15 days of notice of earty termination, develop and
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submil to the Statc a Transition Plan for services under the
Agreement.

10, DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mcan all
information and things developed or obtnined during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, a)l studics, reports,
files, formulag, surveys, maps, charts, sound recordings, video
recordings, pictorinl reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda; papers, and documents, all whether
finished or unfinished.

10.2 All data and eny property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for sny reason,

10.3 Confidentiality of data shall be governcd by N.H. RSA
chapter 91-A or other existing Jaw. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. Inthe
performance of this Agreement the Contracior is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority 10
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELECGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior wrilten notice, which’
shall be provided to the State at lcast fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Contro} shall constitute
ossignment.  “Change of Control” means (a) merger,
consolidation, or 8 transaction or series of related transactions in
which a third party, together with its offiliates, becomes the
direct or indirect owner of fifly percent (50%) or more of the
voling shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracied by the
Contractor without prior written notice end consent of the State.
The State is entitled 1o copies of all subcontracts gnd assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an essignment agreement to which it is not a

party.

13. INDEMNIFICATION. Unless otherwise cxempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and ali claims,
liabilitics and costs for any personal injury or property damages,
patent or copyright infringemest, or other claims asserted against
the Stale, its officers or employees, which arise out of {or which
may be claimed o arise out of) the acts or ‘omission of the

Contractor Initials @
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be lizble for any costs incurred by the. Contractor arising under
this paragruph |3. Notwithstanding the foregoing, nothing herein
. contained shall be deemed to constitutc a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shnll survive the
termination of this Agreement.

14, INSURANCE.

14.1 The Contractor shall, at its sole expense, obtein and
continuously maintain in force, and shall require any
subcontractor or sssignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial generel liability insurance against all claims
of bodily injury, death or property damage, in amounts of nol
less than $1,000,000 per occurrence end $2,000,000 aggregote
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole rcplacemcnt value of the property.

14.2 The policies described in subparagraph 14.] herein shall be
on policy forms and endorsements approved for use in the State

of New Hampshire by the N.H. Department of insurance, and

issued by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a centificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer identified
in block 1.9, ar his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10} days prior to the expiration date of cach
insurance policy.” The centificate(s) of insurance and any
renewals thercof shall be atteched and are incorporated herein by
reference.

I5. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapler 281-A (" Workers®
Compensation”).

15.2 To the extent the Contractor is subject 1o the requirements
of N.H. RSA chapter 281-A, Contractor shall mainiain, and
require any subcontractor or essignec 10 secure and maintain,
payment of Workers’ Compensation in connection with
activitics which the person proposes 1o undertake pursuent to this
Agreement. The Contractor shall funish the Contracting Officer
identificd in block 1.9, oc his or her successor, proof of Workers'
Compensation in the monner described in N.H. RSA chopter
281-A and any npplicable rencwal(s) thereof, which shall be
sttached snd are incorporaied herein by reference. The State
shall not be responsible for payment of any Workers'
Compensalion premiums or for any other claim or benefit for
Contractor, or any subcontractor or cmployee of Contractor,
which might arise under epplicable Statc of New Hampshire
Workers' Compensation laws in  connection with the
performance of the Services under this Agreement.

16. NOTICE. Any nolicc by a party hereto to the other party
shall be deemed 10 have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, hercin.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
partics hercto and only sfler spproval of such amendment,
waiver or discherge by the Governor and Executive Council of
the State of New Hempshire unless no such spproval is required
under the circumsiances pursunnt to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agrecment shail
be governed, interpreted and construcd in eccordance-with the

~ laws of the Siate of New Hampshire, and is binding upon end

inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against or in {avor of eny party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Cotrt which sha!l have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. [n the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) andfor atinchments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD  PARTIES. The panties hereto do not intend to
benefit any third parties end this Agreement shall not be
construed to confer any such benefit.

21. HEADINGCS. The headings throughout the Agreement arc
for reference purposes only, and the words conlained therein
shall in no way be held 10 explain, modify, amplify or sid in the
imerpretation, canstruction or meaning of the provisions of this
Agreement. '

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the atiached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a coun of competent jI.II'ISdIClIOn to be
contrary to any state or federsl law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an originat, conslitules the entire agreement and
understanding between the panties, and supersedes all prior
agreements and understandings with respect 1o the subject matter
hereof.

Page 4 of 4
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New Hampshire Department of Health and Human Services
Emergent Courier Services

EXHIBIT A

REVISIONS TO STANDARD CONTRACT PROVISIONS

4. Revisions to Form P-37, Genéral Provisions

1.4. Paragraph 3, Subparagraph 3.1, Effective DaleICornpletaon of Services, is
amended as follows:

3.1. Notwithstanding any provision of this Agreement to the contrary, and
subject to the approval of the Governor and Executive Council of the

State of New Hampshire as indicated in block 1.17, this Agreement, and
all obligations of the parties hereunder, shall become effective on March
13, 2020 (*Effective Date").

1.2. Paragraph 3, Effective Date/Completion of Services, is amended by adding
subparagraph 3.3 as follows:

3.3. The parties may exiend the Agreement for up to four (4) additional years
from the Completion Date, contingent upon satisfactory delivery of
services, available funding, agreement of the parties, and approval of the
Governor and Executive Council.

1.3. Paragraph 12, Assignment/Delegation/Subcontracts, is amended by adding
subparagraph 12.3 as follows:

12.3. Subconlractors are subject to the same contractual conditions as the
Contractér and the Contractor is responsible to ensure subcontractor
compliance with those conditions. The Contractor shall have written
agreements with all subcontractors, specifying the work to be performed
and how corrective action shall be managed if the subcontractor’s
performance is inadequate. The Contractor shall manage the
subcontractor's performance on an ongoing basis and take corrective
action as necessary. The Contractor shall annually provide the State with
a list of all subcontractors provided for under this Agreement and notify
the State of any inadequate subcontractor performance.

§8-2020-DPHS-13-COURI Exhibit A - Revisions lo Slandard Conlract Provisions A Contractor Initials (@
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New Hampshire Department of Health and Human Services
Emergent Courler Services

EXHIBITB

~ Scope of Services

1. Statement of Work

1.1.
1.2.

1.3.

1.4
1.5.

1.6

1.7.

$5-2020-DPHS-13-COURI
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The Contractor shall ensure services are available statewide.

Forthe purposes of this agreement, all references to days shall mean calendar
days.

For the purposes of this agreement, normal business hours are 7:00 am through
7:00pm EST. Any hours outside of this, are considered outside normal hours.

The Department shall provide a list of Public Health Laboratory (PHL) staff
authorized to initiate a request for emergent dispatch for specimen deliveries.

The Contractor shall ensure emergent dispalch is available 24 hours a day 7
days a week.

The Contractor shall provide emergent courier services, statewide, to ensure -
the safe and prompt delivery of laboratory supplies, labile samples and clinical
specimens and/or environmental samples to and/or from authorized submitiers
and the Public Health tLaboratories (PHL). The Contractor shall::

1.6.1. Provide toll-free telephone or cel! contact telephone numbers, ensuring
emergent communication and dispatch services are available 24 hours
a day, 7 days a week.

1.6.2. Provide same-day delivery of specimens, samples, and laboratory
supplies from- submitters to the PHL, located at 29 Hazen Drnve,
Concord, NH on emergent basis, 24 hours a day, 7 days a week, as
requested by authorized PHL staff.

1.6.3. Provide same-day delivery of specimens, samples, and Iabbratory
supplies from the PHL 1o submitiers, on an emergent basis, 24 hours a
day, 7 days a week, as requested by authorized PHL staff.

1.6.4. Provide weekly pick-up and delivery of dry ice from vendors specified

by the PHL, as requested.

1.6.5. Provide a method of communication, either by radio or cell phone, with -
drivers of courier vehicles at all times while transporting PHL specimens
and samples.

The Contractor shall ensure environmental conditions are maintained for
supplies, samples and specimens for the duration of all transports. The
Contractor shall:

1.7.1. Ensure frozen, refrigerated or room temperature supplies, samples and
specimens are maintained at the specified temperature for the entire

iransportation process.
Contractor Initials (Q
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Emergent Courier Services

EXHIBITB

1.7.2.

1.7.3.

Ensure supplies, samples and spemmens are not subjected to extreme
temperatures,

Ensure supplies, samples and specimens are not placed in a trunk or
on a dashboard.

1.8. The Contractor shall maintain confidentiality and integrity of supply, sample and
specimen information. The Contractor shall:

1.8.1.

1.8.2.

1.8.3.

Segregate supplies, samples and specimens being delivered to or from
the PHL, from other materials being transpoited by the courier.

Require that each courier vehicle transporting PHL specimens. contain
a biological spill kit with instructions for use.

Provide a tracking system for materials being transported.

19. The Contractor shall ensure and make available to the Department:

1.91.

192

193,

Documentation indicating couriers are trained annually in, and abide

by:

1.9.1.1. Occupational Safety and Health Administration (OSHA)
Blood-borne Pathogen rules.

1.9.1.2. US Department of Transportation (DOT) regulations for
packaging and shipping clinical laboratory specimens.

1.9.1.3. The PHL policy which states that only PHL staff will unload
specimens from coolers and containers.

Documentation that courier drivers:

1.9.2.1. Have valid drivers’ licenses

1'.9.2_.2. Display a contractor-provided picture identification badge.
Documentation of performing criminal background checks on drivers

with access to the PHL, and that the drivers passed criminal:

background checks.

2. Exhibits Incorporated

2.1. The Contractor shall use and disclose Protected Health Information in.compliance
with the Standards for Privacy of Individually Identifiable Health Information
(Privacy Rule) (45 CFR Parts 160 and 164) under the Health Insurance Portability
and Accountability Act (HIPAA) of 1996, and in accordance with the attached
Exhibit |, Business Associate Agreement, which has been executed by the parties.

~ 2.2. The Contractor shall manage all confidential data related to this Agreement in
accordance with the terms of Exhibit K, DHHS Information Security Requirements.

2.3. The Contractor shall comply with ali Exhibits D through K, which are attached
hereto and incorporated by reference herein.

§$5-2020-DPHS-13-COURI
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New Hampshire Department of Health and Human Services
Emaergent Courier Services

EXHIBITB

3. Additional Terms
3.1. Impacts Resulting from Court Orders or Legislative Changes

31.1. The Contractor agrees that, to the exient future state or federal
tegislation or court orders may have an impact on the Services
described herein, the State has the right to modify Service priorilies
and expenditure requirements under this Agreement so as to achieve
compliance therewith.

4. Records
4.1. The Contractor shall keep records that include, but are not limited to:

4.1.1. Books, records, documents and other electronic or physical data
evidencing angd reflecting all costs and other expenses incurred by the
Contractor in the performance of the Contract, and all income received
or collected by the Contraclor.

41.2. All records must be maintained in accordance with accounting
procedures and practices, which sufficiently and properly reflect all such
costs and expenses, and which are acceplable to the Department, and
1o include, without limitation, all ledgers, books, records, and originai
evidence of costs such as purchase requisitions and orders, vouchers,
requisitions for materials, inventories, valuations of in-kind contributions,
{abor time cards, payrolls, and other records requested or required by
the Department.

4.2.  During the term of this Contract and the period for retention hereunder, the
Department, the United Stales Department of Health and Human Services, and
any of their designated representatives shall have access to all reports and
records maintained purstant to the Contract for purposes of audit, examination,
excerpts and transcripts. Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of
the price limitation hereunder, the Contract and all the obligations of the parties
hereunder (except such obligations as, by the terms of the Contract are to be
performed after the end of the term of this Contract andfor survive the
termination of the Contract) shall terminate, provided however, that if, upon
review of the Final Expendilure Report the Department shall disallow any
expenses claimed by the Contractor as costs hereunder the Department shall
retain the right, at its discretion, to deduct the amount of such expenses as are
disallowed or to recover such sums from the Contractor.

$5-2020-DPHS-13-COUR! _ _@
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New Hampshire Department of Health and Human Services
Emergent Courier Services

EXHIBIT C

Paymeant Terms

1. This Agreement is funded by:

1.1.100%, Federal Funding, Public Heailh Crisis Response Grant, from the
Centers for Disease Control, CFDA #93.354/ FAIN # NUS0TP9221086.

2. Forthe purposeé of this Agreement:

2.1. The Department has identified the Contractor as a (Subrecipient or
Contractor), in accordance with 2 CFR 200.0. et seq.

2.2. The de minimis Indirect Cost Rate of 10% applies in accordance with 2
CFR §200.414.

2.3. The ODepartment has identified this Contract as NON-R&D, in
accordance with 2 CFR §200.87.

3. Payment shall be on a cost reimbursement basis for actual expenditures
incurred in the fulfillment of this Agreement, and shall be in accordance with
the approved line item, as specified below.

ﬁﬁ-ﬁ#ﬁgr ;‘-l K
4 Hours 12:15PM
6 Hours 12:05PM
“ﬁ“g?ﬁ@ :éﬁl.-‘atgzbel Vervi Satt
}/wl...».,:i ST 1T|m3@ﬁ‘-‘im .
4 Hours 12:15PM
6 Hours 12:05PM
Rate Miles Cost
Base Rate First 20 Miles $30
Per Mile > 20 Miles $1.50
*$25 Minimum outside normal business hour charge charge or 30%

Green Mountain Massenger, Inc.

$5-2020-DPHS-13-COURI
Rev. 01/08/19
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. New Hampshire Department of Health and Human Services
Emergent Courier Services

EXHIBIT C

10.

11.

12.

Green Mountain Messengar, Inc. Exhibit C
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The Contractor shall submit an invoice in a form satisfactory to the State by the
fifteenth (15th) working day of the following month, which identifies and
requests reimbursement for authorized expenses incurred in the prior month.
The Contractor shali ensure the invoice is completed, dated and returned to the
Department in order to initiate payment.

In lieu of hard copies, all invoices may be assigned an electronic signature and
emailed to DPHScontractbilling@dhhs.nh.gov, or invoices may be mailed to:

Financial Manager

Department of Health and Human Services
Division of Public Health Services.

29 Hazen Drive

Concord, NH 03301

The State shall make payment to the Contractor within thirty (30} days of receipt
of each invoice, subsequent 1o approval of the submitted invoice and if
sufficient funds are available, subject to Paragraph 4 of the General Provisions
Form Number P-37 of this Agreement.

The final invoice shall be due to the State no later than forty (40) days after the
contract completion date specified in Form P-37, General Provisions Block 1.7
Completion Date.

The Contractor must provide the se'rvicés in Exhibit B, Scope of Services, in
compliance with funding requirements.

The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part in the event of non-compliance with the terms and conditions
of Exhibit B, Scope of Services. '

Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in par, in the event
of non-compliance with any Federal or State law, rule or regulation applicable
to the services provided, or if the said services or products have not been

‘satisfactorily completed in accordance with the terms and conditions of this

agreement.

Notwithstanding Paragraph 18 of the General Provisions Form P-37, changes
limited to adjusting amounts within the price limitation and adjusting
encumbrances between State Fiscal Years and budget class lines through the
Budget Office may be made by written agreement of both parties, without
obtaining approval of the Governor and Executive Council, if needed and
justified.

Audits

12.1. The Contractor is required to submit an annual audit to the Department
if any of the following conditions exist: : @
Conlracter Initials
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New Hampshire Department of Heaith and Human Services
Emergent Courier Services

EXHIBIT C

12.1.1. Condition A - The Contractor expended $750,000 or more in
federal funds received as a subrecipient pursuant to 2 CFR Part
200, during the most recently completed fiscal year.

12.1.2. Condition B - The Contractor is subject to audit pursuant to the
requirements of NH RSA 7:28, lll-b, pertaining to charitable
organizations receiving support of $1,000,000 or more.

12.1.3. Condition C - The Contractor is a public company and required
by Security and Exchange Commission (SEC) regulations to
submit an annual financial audit. o

12.2. If Condition A exists, the Contractor shall submit an annual single audit
performed by an independent Certified Public Accountant (CPA) to the
Department within 120 days after the close of the Contractor's fiscal
year, conducted in accordance with the requirements of 2 CFR Part
200, Subpart F of the Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federal awards.

12.3. If Condition B or Condition C exists, the Contractor shall submit an
annual financial audit performed by an independent CPA within 120
days after the close of the Contractor's fiscal year.

12.4. In addition to, and not in any way in limitation of obligations of the
Contract, it is understood and agreed by the Contractor that the
Contractor shall be held liable for any state or federal audit exceptions
and shall return to the Department all payments made under the
Contract to which exception has been taken, or which have been
disallowed because of such an exception.

Green Mountain Messenger, Inc. Exhibit € ' Contractor Initiats ( lég
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New Hampshire Department of Health and Human Services
Exhibit D

CERT|FICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Seclions 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Tille V, Subtitte D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sectlons
1.1 and 1.12 of the Ganeral Provisions execute the following Cenification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CbNTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workpiace Act of 1988 (Pub. L. 100-690, Title V, Sublitle D; 41 U.5.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federa! Register {pages
21681-21691), and require certificalion by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free werkplace. Section 3017.630(c) of the
regulation provides thal a grantee {and by inference, sub-grantees and sub-contraciors) that is a State
may elect to make one cedification to the Department in each federal fiscal year in lieu of cerificates for
each grant during the-federal fiscal year covered by the certification. The certificate set out below is &
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of (he certification shall be grounds for suspension of payments, suspension or
termination of grants, or governmeni wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee cerifies that il will or will continue o provide a drug-tree workplace by:

1.1. Publishing a statement notifying employees that the unlawfu! manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be 1aken against employees for violation of such
prohibition;

1,2, Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2, The grantee’s policy of maintaining a drug-free workplace;

1.2.3.  Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3. Making it a requirement that each employes lo be engaged in the performence of the grant be
given a copy of the siatement required by paragraph (a);

1.4, Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the slatement; and
1.4.2.  Notify the employer in wriling of his or her conviction for a violation of a criminal drug

slatute occurring in the workplace no later than five celendar days after such
conviction,;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or ctherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, o every grant
officer on whose grant ectivity the convicted employee was working, unless the Federal agency

Exhibli D - Cenlification regarding Drug Free Vendor |nitials @
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has designated a central point for the receipt of such notices. Notice shali include the

identification number(s) of each affected grant; '

1.6. Taking one of the following actions, within 30 calendar days of receiving nolice under
subparagraph 1.4.2, with respect to sny employee who is so convicted

1.6.9. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or ’

1.6.2. Requiring such employee to participate satisfaclorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency,

1.7.  Making a good faith effort to continue lo maintain a drug-free workplace through

implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantea may insert in the space provided below the sile(s} for the performance of work done in
connection with the specific grant.
A

Place of Performance {street address, cily, county, state, zip code) (list each location)

Check O if there ara workplaces on file that are not identified here.

Vendor Name: @ﬁ,{,‘.\ MQWA W&q.(\%ﬂf

ielo P

Date! ' ?izl:]r;e: MANTT 4O oA
Qs OE-T
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Reslrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contraclor's representative, as identified in Sections 1,11
and 1.12 of the General Provisions execute lhe following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
us DEPf'\RTMENT OF AGRICULTURE - CONTRACTORS

Programs {indicate applicable program covered):
‘Temporary Assistance to Needy Families under Tille IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Granl Program under Title XX
*Medicaid Program under Title XIX

*Communily Services Block Grant under Title VI

*Child Care Davelopment Block Grant under Title IV

. The undersigned certifias, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. i any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or altempling to influence an officer or employee of any agency, 8 Member of Congress,
an officer or employes of Congress, or an employee of a Member of Congress in conneclion with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
coniractor), the undersigned shall complele and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this cedification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material repraesentation of fact upon which reliance was placed when this transaction
was made or entered into, Submission of this cenrtificalion is a prerequisite for making or enlering inlo this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
cerlification shall be subject to a civil penally of nol less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

S ' W

Daté ' “Name:  fAAK™ 7 L0 S\
. Title: 0 D b
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New Hampshire Department of Health and Human Services
' Exhibit F

CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarmeant,
Suspension, and Other Responsibllity Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposat {conltract), the prospeclive primary participant is providing the
cerlification sel out below,

2. The inability of a person lo provide the certification required below will not necessarily result in denial
of participation in this covered transaclion. If necessary, the prospective participant shall submit an
explanation of why il cannot provide the certification. The cerification or explanation will be
considerad in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaclion. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction. )

3. The cetification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction, If it is later determined that the prospective
primary participant knowingly rendered an erroneous certificalion, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or defaull.-

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reasen of changed’
circumstances. N

5. The terms “covered transaction,” "debarred,” "suspended,” *ineligible,” "lower tier covered
transaction,” *participant,” “person,” “primary covered transaction,” "principal,” “proposa),” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and

‘Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions. -

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered lransaction be entered into, il shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary paricipant further agrees by submitting this proposal that it will include the
‘clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transaclions,” provided by DHHS, without maodification, in all lower tier covered
transactions and in all solicitations for lower lier covered transactions.

8. A participant in a covered transaction may rely upon a cedtification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntanly excluded
from the covered transaclion, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the efigibility of its principals. Each
participant may, but Is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to réquire establishment of a system of records
in order o render in good faith the certification required by this clause. The knowledge and.

. And Other Respansibillty Matters
CRUDHHS 10713 Page 1 0of 2 Date v
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New Hampshire Dapartment of Health and Human Services
Exhibit F

information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transaclions authorized under paragraph 8 of these instructions, if @ participant in &
covered transaction knowingly enters into a lower lier coverad transaction with a person who is
suspended, debarred, ineligible, or valuntarily excluded from paricipation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaclion
for cause or defaull,

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of ils knowledge and belief, that it and ils

principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

veluntarily exclueded from covered transactions by any Federal department or agency,

11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public {Federal, Stale or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or cormmission of embezzlement, theft, forgery, bribery, falsification or destructton of
records, making false staternents, or receiving stolen property,

11.3. are not presently indicted for otherwise criminally or civilly charged by a govemmental entity
{Federal, State or local} with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminaled for cause or defaull.

12. Where the prospeclive primary participant is unable to certify to any of the statements in this
certification, such prospeclive participant shall attach an explanation to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS .

13. By sxgmng and submilting this lower tier proposal (contract), the proapective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its pnncnpals
13.1. are not presently debarred, suspended, proposed for debarrnent, declared ineligible, or

voluntarily excluded from participation in this fransaction by any federal departmeni or agency.
13.2. where the prospective lower tier participant is unable to cedify to any of the above, such
prospective pericipant shali attach an explanation to this proposal (contract).

14. The prospective lower lier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transact:ons and in all solicitations for lower tier covered transactions.

Vendor Name: GM‘" MM M%W

Dat ' ﬁéme: Yol owa\A
Title: .-‘) . ‘g‘ h(i-\-,‘r
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New Hampshire Department of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

- The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor’s
representative as identified in Sections 1.11 and 1.12 of the Genera! Provisions, to execute the following
certification: :

Vendor will comply, and will require any subgrantees or subcontractors 1o comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Contro! and Safe Streets Act of 1968 (42 U.5.C. Seclion 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, nationa) origin, and sex. The Act
requires cerlain recipients to produce an Equal Empleyment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.5.C. Section 5872(b)) which adopts by
reference, the civil rights cbligations of the Safe Streets Act. Recipients of federai funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activily);

- the Rehabilitation Act of 1973 (28 U.5.C. Seclion 734), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disabilily, in regard to employment and the defivery of
services or.benefits, in any program or activity,

- the Americans with Disabilities Act of 1990 {42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabitities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.5.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or aclivities receiving Federal financial assislance. il does not include
employment discrimination; :

- 28 C.F.R. pt. 31 (U.S. Department of Justica Regulations — OJJOP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination;, Equal Employment Qpportunity; Policies
and Procedures); Executive Order No. 13279 (equal prolection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fungdamental principles and policy-making
criteria for partnerships with falth-based and neighborhood organizations;

- 28 CF.R. pt. 38 {U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The Nationa! Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilo! Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for cerlain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is 8 material representation of fact upon which reliance is placed when the
agency awards the grant. False certificalion or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

debarment.
Exhibll G
vendor Inltlals .
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Exhiblt G

In the event a Federal or State court or Federal or Stale administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracling agency or division within the Oepartment of Health and Human Services, and
to the Depariment of Health and Human Services Office of the Ombudsman.

3

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Seclions 1.11 and 1.12 of the General Provisions, to execute the following
certification:

I. By signing and submitting this proposal (contract) the Vendor agrees lo comply with the provisions

Vendor Name:

. o .
Dat Nafe: s \ WISVA
Titte:
QUSHT
Exhibit G ‘
Vendor inidaly [ Eé L
Cartificaton of Compliance wilh requirements pertairing to Fadersl Nond: , Equal 7 of Faith-Based Orgarizaions

and Whiretiower prolecions
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New Hampshlre Department of Health and Human Services
Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitled in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or reqularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs gither
diractly or through State or local govemments by Federal grant, contract, loan, or loan guarantee. The
law does nol apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, end portions of facilities used for inpatient drug.or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penally of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible enity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, 10 execute the follownng
certification:

1. By signing and submming this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

VendorName érw\ }L(ﬂ“’“m”/ Nﬁqj‘/
ieho O%/

Datd ! Name: M%’L LOENA
Title: G) 0 (w,‘/
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New Hampshire Department of Health and Human Services

Exhibit |

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees 1o
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
rfeceive, use or have access to protected heallh information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definltions.

a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations,

b. "Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢. ‘Covered Entity” has the meaning gwen such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record §§1' shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “Dala Agaregation” shall have the same meaning as the term "data aggregation™ in 45 CFR
Section 164.501.

f. “Health Care Qperatigng” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

!

g. “HITECH Agl” means the Health Information Technalogy for Econamic and Clinical Health
Act, TitleXIll, Subtitie D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. . )

h. "HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Pars 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representahve in-‘accordance with 45
CFR Section 164.501(g). .

i “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Heaith and.Human Services. -

k. “Protected Health Irifgrmagio shall have the same meaning as the term “protected health
information® in 45 CFR Section 160.103, limited to the information created or recewed b
Business Associate frorm or on behalf of Covered Entity.

014 ) Exhitit | Contractor Inilials
Health Insurance Porability Act
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New Hampshire Department of Health and Human Services

Exhibit |

(2}

"Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103. :

. "Secretary” shall mean the Secretary of the Department of Health and Human Services or

his/her designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected .
Health Information at 45 CFR Part 164, Subpari C, and amendrents thereto.

“Unsecured Protected Health Information” means protected health information thatis not
secured by a technology standard that renders protected health information unusable,

unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not.otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from lime to time, and the
HITECH

Act.

Business Assoclate Use and Disclosure of Protected Health Information,

Business Associate shall not use, disclose, maintain or transmit Protected Health

Information (PHI) except as reasonably necessary to provide the services outfined under-

Exhibit A of the Agreement. Further, Business Associate, including but not limited to all

its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
"~ PHIin any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
1. For the proper management and administration of the Business Associate;
I. As required by law, pursuant 1o the terms set forth in paragraph d. below; or
ni. For data aggregation purposes for the health care operations of Covered
Entity. )

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate mus! obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
krowledge of such breach. h :

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHt in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. |f Covered Entity objects to such disclosure, the Busin@

Y2014 Exhibit | Contractor Inllials .
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(3)

32014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted ali
remedies.

if the Covered Entity notifies the Business Associate that Covered Entity has agreed {0
be bound by additional restrictions over and above those uses or disclosures or security
safequards of PHI pursuant to the Privacy and Security Rule, the Business Associate

shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligatio d Activities of Business Associa

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the

protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made,

o Whether the protected health information was aclually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 haurs of the

- breach and immediately report the findings of the risk assessment in wriling to the

Covered Entity.
The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its intemal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
puiposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, {o agree in writing lo adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving @I

Exhibit | Contracior Initials
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pursuant to this Agreement, with rights of enforcement and indemnification from such

business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

within ten {10} business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524. ’

Within ten {10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Associate shall docurﬁent such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528. '

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Cavered Entity such information as Covered Entity may require to fuifill its obligations
to provide an accounting of disclosures with respect to PHI in accordance wnh 45 CFR
Secnon 164.528.

In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond 1o the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHIL. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those -
purposes that make the return or destruction infeasible, for so long as Business

Exhibl| Contraclor Initlals
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(5)

(6)

32014

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the

' Business Associale destroy any or all PHI, the Business Associate shall certify to

Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Seclion
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHi.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associale under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. '

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disctasure of PHI that Covered Entity has agreed 10 in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by -Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Enlity, If Covered Entity
determines that neither termination nor cure is feasmle Covered Entity shall report the
violation to the Secretary

Miscellaneous

Definitions and Requlatory References. All terms used, but not otherwise defined herein,

shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time 1o time. A reference in the Agreement, as amended fo include this Exhibit |, to
a Section in the F’rwacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary (o amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Qwnership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

Exhiblt I Conlractor Initials
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e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumsiance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit ) are declared severable.

{ Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3} |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit !

Department of Health and Human Services

The Stat

t

L
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h (prbA

Name of the Contractor
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Title of Authorized Representative Title of Authorized Representative
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after Octaher 1, 2010, to repart on
data related to execulive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subseguent grant modifications result in a total award equal lo or over
$25,000, the award is subjact o the FFATA reporting requirements, as af the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following infarmation for any
subaward or contract award subject to the FFATA reporting requirements:
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA pragram number for grants
Program source
Award title descriptive of the purpose of the funding action
Locatian of the entity
Principle place of performance
Unique identifier of the enlity (DUNS #)
0. Total compensation and names of the top five executives if.

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues ara greater than $25M annually and
10.2. Compensation information is not already avaitable through reporting to the SEC.

So@DNENE LN

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made,

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporling Subaward and Execulive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Secuons 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed mformatmn as outlined above to the NH
Department of Health and Human Services and to comply with ali applicable provisions of the Federal

Financial Accounlability and Transparency Act. :
Ngo(\uﬂh t Z E ;
Contractar Name: G"@‘\

O}I[‘b\h ’W .....
Date { ° Name: / ATt VoLLowB\EA
Title: /?(;L(—B e

Exhibt J - Cerilfication Regerding the Federal Funding Contractor Inilials
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | cerlify that the responses (o the
below listed questions are true and accurate,

1. The DUNS number for your entity is:_ OFANE 55T

2. In your business or organization's preceding compleled fiscal year, did your business or organization
receive {1) 80 percent or more of your annual gress revenue in U.S. federal conlracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, andfor
cooperative agreements?

é NO YES
_ s

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867 .

NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows! )

Name: . Amount:
Namé: Amount;
Name: Amount:
Name: ' Amo'l:lnt:
Narhe: Arnount:
Exhibit J — Centificatton Regarding the Federzl Funding Contractor Initials @
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A. Definilions
The following terms may be reflected and have the described meaning in this document:

1. “Breach® means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an ofher than
authorized purpose ‘have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident”™ shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information® .or-*Confidential Data® means all confidential information
disclosed by one party 10 the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally ldentifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFI), Federal Tax information (FT1). Social Security Numbers (SSN),
Payment Card Industry (PCl), and or other sensitive and confidential information.

4. “End User" means any person or enlity (e.g., contractor, contraclor's employee,
business associale, subcontractor, other downstream user, etc.) that receives
DHHS dala or derivative data in accordance with the terms of this Contract.

5. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,-
which includes attempts (either failed or successful) to gain unauthorized accessto a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Last updata 10/09/18 Exhibit K B Contraclor Inltlats @l :
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mail, all of which may have the potential to pul the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network®™ means any network or segment of 3 network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PFI,
PHI or confidential DHHS data.

8. “Personal Information” (or “P1”) means information which can be used to distinguish
or trace an individual's idenlity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when.combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, elc. .

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the Uniled
States Depariment of Health and Human Services.

10. "Protecled Heallh Information”™ {or "PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. '

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information” means Protected Heallh Information that is
not secured by a technology standard that renders Profected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards (nstitute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Conlractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contracl. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule. '

2. The Conlraclor must not disclose any Confidenlial Information in response o a

V5, Lasl update 10/0%/18 Exhidil K . Contractor Initiats @
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first nolifying DHHS so that DHHS has an opportunity to
consent or abject to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Securily Rule, the Contractor must be bound by such
additional restrictions and must nol disclose PHI in viclaticn of such additional
restrictions and must abide by any additional security safeguards.

4. The Cdntractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant lo the terms of this Contract.

5. The Contractor agrees OHHS Data obtained under this Contract may not be used for
any other purposes that are nol indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application ‘Encryption. If End User is transmitting DHHS data containing
Canfidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
applicalion’'s encryption capabilities ensure secure transmission via the internet,

2. Computer Disks and Portable Storage Devices. End User may nol use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure, SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidentia! Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected,

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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- wireless network. End User must employ a virtual private network {(VPN) when
remotely transmitting via an open wireless network

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual privale network (VPN) musl be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Pratocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Cata via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

lll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and. any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Coniractor agrees it wili not store, transfer or process data collected in
conneclion with the services rendered under this Contract outside of the United
States. This physica! location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contraclor provided systems.

3. The Contraclor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Conlractor agrees to retain all electronic and hard copies of Confidential Data
in & secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statules and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anli-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whols, must have aggressive intrusion-delection and firewall protection.

6. .The Contractor agrees 10 and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems {or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will-
obtain writlen certification for any State of New Hampshire data destroyed by the
Contractor or any subconltractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with indusiry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification o the Department
upon request. The wiitten cedificalion will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Uniess olherwise specified, within thity (30) days of the termination of this -
Contracl, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safequard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services. .

2. The Contractor will maintain policies and procedures to protect Oepartment
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardiess of the
media used to store the data {i.e., tape, disk, paper, elc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or slore Department confidential information
where applicable. )

4. The Contractor will ensure proper secufity monitoring capabilities are in place to
detect potential security events that can impact Slate of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contractings any core functions -of the engagement
supporting the services for State of New Hampshire, the Contractor wilt maintain a
program of an intermal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use .agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associale Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. ' :

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contraclor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contraclor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the information Security Office
leadership member within the Department. ‘

11, Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shali recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
" the breach,

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, incluging,
but-not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS

_ Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law. :

13. Contraclor agrees to establish and maintain appropriate administrative, lechnical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is no! less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://iwww.nh.gov/doit/vendorfindex.htm
for the Deparment of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Conlractor agrees to maintain a documented breach notification and incident
response process. The 'Conlractor will notify the State’s Privacy Officer and the
State's Security Officer of any security breach immediately, al the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire syslems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract 1o only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes idenliﬁ_ed in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Seclion IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadventent disclosure.

b. safeguard this information at all times.

c. ensure that taptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if gncrypted and being
sent to and being received by email addresses of persons authorized to
receive such information,
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from ‘access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.). .

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all limes when in transit, al rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using approgriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i, understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

“Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section V.

The Contractor musl further handle ang report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 CF.R. §§ 431.300 - 306. In addition 10, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. identify Incidents; _
2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or-confirmed Incidents as required in this Exhibit or P-37,;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5 Determine whelher Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. :

Incidents and/or Breaches that implicale Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI.  PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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