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DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

STATE OF NEW HAMPSHIRE K § D b R

Denis Goulet
Commissioner

" November 2, 2020

His Excelléncy, Governor Christopher T. Sununu
- and the Honorable Executive Council
State House
Concord, NH 03301
INFORMATIONAL ITEM

. Pursuant to RSA 4:45, RSA 4:47, and Section 4 of Executive Order 2020-04 as extended by
Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-14, 2020-15, 2020-16, 2020-

" 17, 2020-18, 2020-20 and 2020-021, Governor Sununu has authorized the Department of
Information Technology, to amend a sole source contract with MTX Group, Inc., 333
Broadway, Suite 460, Troy, NY 12180, (VC 287674), increasing the Price Limitation by
$162,567.00 from $529,418.00 to $691,985.00, for professional services to implement
State of New Hampshire initiatives related to the COVID -19 crisis, through March 30,
2021. The original contract was approved by the Governor on April 7, 2020-and amended
with Governor Approval on June 16, 2020. This second amendment was approved by the
Governor on October 13, 2020. Source of Funds 100% Federal Funds

: Funds are available in the following account for State Fiscal Year 2021, with the authdrity to :
- adjust budget line items within the price limitation and encumbrances between state ﬁscal years ;
through the Budget Office, if needed and justified.’

CAT#-DEPT#—AGENCY#-ACT[VlTY#—ACCOUNTING UNIT #- Activity SFY il

DEPT NAME- AGENCY' NAME -ACCOUNTING UNIT Code
NAME_CLASS- OBJECT : DESC :
01-02-002-020210-19110000-Office of the Director — : 02CRFADP | $162,567.00

Governor’s Office for Emergency Relief and Recovery . .
103-502664 Contracts for Operational Services ’ ' '

. Pursuant to RSA 4:45, RSA 4:47, and Section 4 of Executive Order 2020-04 as extended by |
Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-14, 2020-15, 2020-16, 2020- . :
17, 2020-18, 2020-20 and 2020-021, Governor Sununu has authorized the Department of
Information Technology, for the benefit of the Department of Health and Human Services, to
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~amend a sole source contract with MTX Group, Inc., 333 Broadway, Suite 460, Troy, NY .
12180, (VC 287674); increasing the price limitation by $1,209,360.00 from $691,985.00to
$1,901,345.00, for professional services to implement State of New Hampshire initiatives
related to the COVID -19 crisis, through March 30, 2021. The original contract was approved -
by the Governor on April 7, 2020 and amended w1th Governor Approval on June 16, 2020

-and October 13, 2020. This third amendment was approved by the Governor on October 27,
2020. Source of Funds: 100% Federal Funding. .

Funds are available in the following account for State Fiscal Year 2021, with the authority to
adjust budget line items within the price limitation and encumbrances between state fiscal years
-through the Budget Office, if needed and justified. ' : '

CATH-DEPTE-AGENCYH#-ACTIVITY#ACCOUNTING UNIT #- Job Number | SFY 21
DEPT NAME- AGENCY NAME -ACCOUNTING UNIT )
NAME _CLASS- OBJECT - DESC
05-95-042-421110-19400000 HEALTH AND SOCIAL SERVICES,
DEPT OF HEALTH AND HUMAN SERVICES, HHS: HUMAN
SERVICES DIV, CHILD CARE — GOFERR FUNDS 42117763 $1,209,360.00
:| 102-500731 Contracts for Program Services e

EXPLANATION

1.. This second amendment is sole source in response to critical COVID-19 emergency initiatives.

directly related to the application for and distribution of CARES Act funding for'the State of . | .

New Hampshire. This amendment ensures professional services are secured to support the.
implementation and management of a cloud-based grants management application. 'MTX -

~ Group has successfully completed multiple projects for the State and has the necessary
* knowledge and desire to work with the State to complete this implementation. ' '

2. This third amendment is sole source and directly supports the DHHS request for the ;
Governor’s Office for Emergency Relief and Recovery Funds approved September 11, 2020, °

It specifically addresses the development of a child care/early childhood and after school data . .

information system, which is a critical component of a child care/early chiidhood and after’
school program state infrastructure for a rapld and efficient response to a state of émergency,
including the COVID19 pandemic.

" The COVID19 pandeniic has underscored the critical need for real-time data and information
that allows DHHS to devise and implement a rapid response to support the child care industry . -
during a state of emergency. DHHS’ new information system, NH Connections Information -
System (NH CIS) will provide immediate access to up to date information to enable DHHS to -
quickly create and stand up comprehensive emergency response plans that include. ta.rgetedc.
funding and temporary/emergency policies to support child care programs and families. The .
NH CIS enhances eligibility tracking and determination processes that meet the Federal Bureau

- of Invcstlgatlons Criminal Justice Information requirements. Additionally, the NH.CIS ensures
~ the Child Care Licensing Unit (CCLU) can meet the U.S Department of Health and. Human

"Innavative Technologies Today for New Hampshire's Tomarrow"
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Services, Office of Child Care (US DHHS) Federal requirements for determining ‘eligibility
within specified time frames. The NH CIS will also add the capability for on-line collection,
analysis, and reporting of information via a Quality Recognition and Improvement System
(QRIS) and NH early childhood and afterschool credentials. The QRIS will establish a State
- capacity by collecting information to guide the planning and implementation of quality related
activities. Information collected would specifically reflect the quality of program envxromnents _
and staff skills in COVIDI9 related areas, such as-the social and emotional needs of children -
-in care (including trauma-informed care), reducing implicit bias and self-care and wellness.

Respectfully Submitted,

e B

Denis Goulet

Commissioner X _
Department of Informatlon '
Technology ‘

DG/ik -
" DolT #2020-085B&C
* RID: 50248

"Innavative Technologies Today for New Hampﬁhr’re s ITorr'r‘orrow"



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fox: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

October 19,2020

His Excellency, Governor Christopher T. Sununu
State House
Concord, NH 03301

TED ACTIO

. Authorize the Department of Information Technology (DolT), for the benefit of the
Department of Health and Services (DHHS), to enter into Sole Source contract amendment with
MTX Group, Inc., of Troy, NY, (VC 287674), increasing the Price Limitation by $1,209,360.00
from $691,985.00 to $1,901,345.00, to provide professional services to implement State of New
Hampshire initiatives related to the COVID-19 crisis, effective upon Govemor approval through
March 30, 2021. Source of Funds: 100% Federal. ‘

. Funds are’ available in the following account for State Fiscal Year 2021, with the
authority to adjust budget line items within the price limitation and encumbrances between state
fiscal years through the Budget Office, if needed and justified.

T CATH-DEPTH-AGENCY#ACTIVITY#-ACCOUNTING UNIT #"° | Job Number | ~ SFY 21 S
DEPT NAME- AGENCY NAME -ACCOUNTING UNIT :

NAME CLASS- OBJECT - DESC - . :

| 05-95-042-421110- 19400000 HEALTH AND SOCIAL SERVICES,

DEPT OF HEALTH AND HUMAN SERVICES, HHS: HUMAN _ -

| SERVICES DIV, CHILD CARE - GOFERR FUNDS 42117763 - $1,209,360.00

102-50073 | Contracts for Program Services

EXPLANATION

This request is Sole Source in respons'e to critical COVID-19 emergency initiatives
directly related to the application for and distribution of CARES Act funding for the State of
vt i N@W Hampshire. . '

This amendment directly supports the DHHS request for the Governor’s Office for
Ertergency, Relief and” K&T}WFmsfapprdved“Se'pmmber‘l‘ITZOQO'T“ItTSpa;:iﬁcﬂJ'Iy‘«addréssiesu"—"'"""’"““‘

_ the development of a child care/early childhood and after school data information system, which

is a critical component of a child care/early childhood and after school program state

infrastructure for a rapid and efficient response to a state of emergency, including the COVID19
pandemic. .

The COVID19 pandemic has underscored the critical need for real-time data and

information that allows DHHS to devise and implement a rapid response to support the child

“Innovative Technologles Today for New Hompshire's Tomorrow"
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care industry during a state of emergency. DHHS' new information system, NH Connecliony
Information System (NH CI8) will provide immediate access to up to date information to enable
DHHS to quickly create and stand up comprehensive emergency response plans that include
targeted funding and temporary/emergency policies to support child care programs and families.
The NH CIS enhances eligibility tracking and determination processes that meet the Federal
Bureau of Investigations Criminal Justice Information requirements. Additionally, th¢ NH CIS
ensures the Child Care Licensing Unit (CCLU) can meet the U.S Department of Health and
Human Services, Office of Child Care (US DHHS) Federal requirements for determining
eligibility within specified time frames. The NH CIS will also add the capability for on-line
collection, enalysis, and reporting of information via a Quality Recognition and Improvement
System (QRIS) and NH early childhood and afterschool credentials. The QRIS will establish a
State capacity by collecting information to guide the planning and implementation of quality
related activities. Information collected would specifically teflect the quality of program
environments and staff skills in COVID19 related areas, such’ as the social and emotional needs
of children in care (including trauma-informed carc), reducing implicit bias and self-care and
weliness,

Respectfully Submitted,

bt A5

Denis Goulet

Commissioner

Department of Information
* Technology

binetie
Commissioner
Department of Health and Human
Services

I hereby approve this request pursuant to RSA 4:45, RSA 4:47, and Section 4 of Executive Order
- 2020-04 as extended by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10 2020-14, 2020-

Yl Y

15, 2020-16, 2020-17, 2020-18, and 2020-20.

10-37 20 | MF—&M

Date Name: Governor Cliristopher T. Sununu

DolT RID # 50248

“Innovative Technologles Todoy for New Hompshire's Tomorrow"
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professtonal Services
COVID-19 DoIT Contract #2020-085
Amendment C

WHEREAS, pursuant to an Agreement approved by Governor Christspher T. Sununu, on {\P“] 4, 22%2206

and subsequently amended and approved by Governor Sununu on Jine o, 2020 and 0010}3?" 13, "

(herein after referred to as the “Agreement”), MTX GROUP INC (heseinafier referred to as Comtor .
agreed to supply certain services upon the terms and conditions specified in the Agreement and in

consideration of payment by the Department of- Information Technology (hereinafier referred to 8s the

“Department"') and the Department of Health and Human Services, certa:n sums as specified theretn; -

WHEREAS. pursuant to the Agreement Section 17: Amendment and the grovisions of the A..greemcnt. the
Agreement may be modified or amended only by e written instrumerit exec.ued by'the parties thereto and
approved by the Governor and Executive Council unless no such 2pproval is required under the
circumstances pursuant to State law, rule-or policy; '

WHEREAS, the Contractor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department desires to have the Contractor assist the Staze witk the implementation of
Phase 2 and Phase 3 of the NH Connections Information System proiect;

WHEREAS, The Contractor agrees to provide the implementation of Phase 2 and -‘Phase 3 of the NH
Connections Information System project;

WHEREAS, the Department and the Contractor wish to increase the Coﬁrram price by $1,209,360.00 to
bring the total contract price to $1,901,345.00; :

WHEREAS, the Department and the Contractor seck to clarify the Agreeraent.

NOW THEREFORE, in consideration of the foregoing, and the covenanrs and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

. Amend Section 1.8 of the State of New Hampshire P-37 General Peovisions by i .
Price Limitation by $1,209,360.00 from $691,985.00 to $1,901,345.00. by increasing the

2. The Agreement is further amended by adding Phase 2 and Phase 3 Deliverables for the N'H

Connections Information System project as described in Tabl 1R el
B: Contract Deliverables below: ¢ 1 Amendment Details for Pert 3 - Exhibit

State of
Date:

Co n'aq DolIT # 2020-085 Amendmen: C

)

Contractor’s Initials: jlg /

Page

2016



STATE OF NEW HAMPSHIRE ) ,
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DoIT Contract #2020-085

Amendment C .

' et A A A |
TABLE 1: Amendment Detalls For Part 3 - Exhibit B: Contract Dt =z 51!!‘,‘ .

Part3- ExhibitB: = . AMENDER TEXT
Contract Deliverables

following:
2.0 DELIVERABLES. Insert the fo 4 '.
| i i ; DF ons
:dél%?\imgg ibﬂé?)m £ | 2.1 Activities, Deliverables or Milestor.e for the DHHS NH Connecti
o ) Information System (as defined below)

2.1 Activities, Deliverables or Milestore for the DHHS NH Connzctions [nformation System

DHHS NH Connections Informatian System Project Overview:

The COVID-19 pandemic has underscored the critical need for real-time data and Mommtion.d;at
allows the Department of Health and Human Services (DHHS) to devise and implemgnt a rap!d .
response to support the child care industry during a state of emergency.. DHHS’ new information o
system, NH Connections Information System (NH CIS)(formerly known as NH Child Care Information
System), currently in development will provide immediate access to “state of the state” information on
the status and needs of programs, staff, and the families they serve. Which will enable us to quickly
create and stand up an appropriate emergency response plan that includes targeting funding,
implementing temporary/emergency policies and providing programs and families with much needed
support. The new information system shall replace the existing Child Care Asware of America National
Data System for child care that will no longer be available within the next few years. It shall also
replace and enhance the eligibility tracking and determination system that does not currently meet the

-Federal Bureau of Investigations Criminal Justice Information requicements. With this system, the
Child Care Licensing Unit (CCLU) will be better able to meet the U.S Department of Health and
Human Services, Office of Child Care (US DHHS) federal requirements for determining eligibility

within specified time frames.

This project will also add the capability to track QRIS and NH early childhood and afterschool
credentials. This project will facilitate CCLU & Bureau of Child Development and Head Start
Collat‘)oration (BCDHSC) productivity and security for DHHS staff, and provide DHHS staff with
reporting and program management metrics. All system data are and will remain the property of DHHS,

The DHHS Division of Economic and Housing Stability administers the Child C
: C are and
Fund (CCDF) available through the US DHHS Office of Child Care. These funds supm[rzi‘{?gtgl:em'

families by providing child care financial assistance and by supporsing a vatiety of activities that assist

State of NH Contract DolT # 2020-085 Amendment C
Date: O f(4(0 .

Contractor’s Initials:

Page - S | -~ 3ofl6 "



N "hase Aren .

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLGGY
Professional Services
COViD-19 DolIT Contract #2020.08%
Amendment C.

them in securing high quality child care. These federal funds also support continuous quﬂlff)'
improvement of early childhood and afterschool child care programs, which includes helping
individuals working in early childhood and afterschool child care programs increase their competency
through education and professional development activities (training, coaching, technical assistance,
etc.) With the approval of this amendment, this funding will also support the development of the NH
Connections Information System, which helps meet the Child Care and D=velopment Fund (_CCDF)
requirement mandating that 12% of the CCDF funds be allocated to quality activities, including 3%
dedicated to infant/toddler activities. .

The technical sotution leveraged for each phase shall share the same cors capabilities and follow similar
architecture design patterns:

e  Rapid Application Development Platform :

o Solutions must be deployed in a modular fashion and complete prior to December 30,
2020 :
o Solutions must support access to common information while adhering to security

requirements using RBAC
] A Common Constituent Relationship Management Platform
o Must manage multiple user types, their essential business processes across functional
units, and enable emergency communications. .
¢ [terative and rapid requirement definition, development, and implementation within 4-6 weeks
, to allow full implementation prior to December 30, 2020
» Web based portal with configurable views and capabilities based on user type/role
o User-specific bi-directional communication and business process automation
¢ Data Consolidation of the CCL and BCDHSC databases, through Salesforce, allow for the
meeting of federal quality requirements, from a quality perspeciive.

Implementation of additional functionality will be divided into two Phzsas: Phase 2 and Phase 3

DHHS NH Connections Information System Phase 2:

Phase 2 inc_ludes functionality for Background Record Checks (BRC) and the Registry. Additionally,
the funds »'vnll be used for enhancements to the existing functionality that was deployed September 30,
2020, details shall be further developed via sprint planning sessions associated with each sprint. Those

Child Care Search:
Advanced Child Care Search Capabilitjes

State of NH Contract DolT # 2020-085 Amendment C

Date:

HAYES

Contractor’s Initials:

" Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLG GY
Professional Services
COVID-19 DoIT Contract #2020-08%
Amendment C

1 Website A consumer will be able to view all consuraer education infonm.lti_ol'l m a 4
' Cantent friendly and easily accessible approach. Friendly meaning tha!_lt is displaye .;ﬂ
plain language. Easily accessible meaning that it matches the literacy levels o

the targeted audiences.

Il Child Care A parent will also be able to perform additional advance searches, .and be able
Search to view and sort results by additional services they provide in a qul_ck ?.nd easy
manner so | can find the right provider that meets my needs and criteria.
1 Chilg Care A parent will also be able to search a list of all licensed ch‘ild care providers
Search across program types by zip code, address, city and name in the state of New

Hampshire and be able to compare one or riore providers side _by side across all
parameters so | can find the right provider that meets my criteria and needs. .

Inspection. Complaint. and Monitoring Reports W?rkﬂows

Monitoring A parent will be able to view the domain category, ievel of cdmpliance

and indicators and corrective action dates for all monitoring and health and safety

Inspection inspection reports for all eligible and licensed child care providers including

Reports those with major substantiated complaints about iailure to comply with
provisions and Lead Agency child care policies either in plain language or with
a plain language summary so I can make informed décisions about my child
care.

1] Monitoring | A parent will be able to view monitoring and health and safety inspection visit
and reports for all eligible and licensed child care providars including those with
Inspection major substantiated complaints about failure to comply with provisions and
Reports Lead Agency child care policies either in olain language or with a plain

language summary so I can make the correct decisions about my child care

{1 Monitoring | A NH CCLU staff will be able to control the visibility of various data points

and | that are shown on the Child Care Provider public profile regarding inspection,
Inspection monitoring, and investigation reports and remove any PII so that parents can be
Reports informed of relevant details around various provigers.

Agpre

Tmctio
I'hase Area

State of NH Contract DolT # 2020-085 Amendment C
‘Date: \Cf1A{ :

Contractor’s Initials; - ‘ : .
Page : .. Sofl6



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TE_CHNOLOGY

Professional Services

COVID-19 DolIT Contract #2020-08%

Amendment C

no

Serious
Injury and
Death

A consumer will be able to view the annual agyregate number of de‘aths and ¢
serious injuries for each provider category anc licensing status and instances o
substantiated child abuse that occurred in child care settings each year, for

cligible providers.

Child Care Resource and Referral (CCR&R) referral features
Fanctional XuL iy

I I

Il Website A parent will be able to get directions on how they can contact DHHS or its
Content designee and other programs 1o help them understand information included on
the Web site. They will see contact information for all state agencies-who are
responsible for any of the processes, policies, and procedures involving Child
Care.
0 Website A consumer will have access to Information on developmental screenings and
Content State or Territory procedures for providing information on and referring
families to existing developmental screening resources and services.
0 Child Care CCR&R agency staff will be able to provide a list of referrals based on certain
Search criteria to parents looking for child care poovider referrals so that they can make |

the best decision according to their preferences.

Phase
I

Background Record Check

o ares N |
Area ! N

Child Care
Professional

L THERY ¢

. Will be able to log into the portal and determine if and when I need to
. complete a BRC and what forms and payvinent are required.
. Will be able to determine if | need an eligibility card
. Will be able to apply and submit payrient and paperwork to generate
the card _ ‘
. Will be able to obtain a replacement card due to a lost card or a name
change. :

| 11

Child Care
Director

* . Willbeableto see the status of ali rn: siari's eligibility in one piace
. Will be able to determine when ranewais of an individual’s BRC is due

State o
Date:

Page

(O Goniract Dol # 2020-085 Amendment C
1] \\ 'lu.
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: STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DolT Contract #2020-08%5
" Amendment C

n CCLU Staft |« Will be able to review the status of all safi’ and providers at all child
care throughout the state by program 1n order to ensure compliance with
state and federal law

- Will be able generate reports to support federal audits. .

. Will be able to process and track the various parts of a BRC from
submission to eligibility determination to include all instate, out of state
abuse and neglect checks and al federal. in state and out of state
criminal eligibility based on a review of records.

. Will be able to track an investigation into the BRC of an individual to
determine eligibility within federal deadiines for determination.

or e Registry & Credentialing Applicati

][l

0] Advanced *  The system will meet the needs of the communities in NH in regards to the| -

Educator supply of the child care workforce
Registry
I Child Care +  Will be able to create an account to dogument general personal.
Professional information, demographic informaticn, education and employment
information.

+  Will be able to indicate my willingness 10 work in an emergency situation

*  Will be able to access ongoing professional deveiopment and document the
trainings I have attended

s  Will be able to select the credential they am applying for and identify
whether this is a new credential application or 2 renewal so that they can
get a new credential or maintain an existing one

I Application Will be able to gencrate aggregate veports on the various components in
Administrator the registry, including demographics, education and employment
information to meet federal reporting requirements

I.. Cl I !I].l!.

Im Arcy t- I

g e — -

State of Contract DoIT # 2020-085 Amendment C
Date: ! /1y~

Contractor’s initials: S}}-_/
Page

7of 16



STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOG
Professional Services
COVID-19 DoIT Contract #2020-085
Amendment C

I Child Care e Will be able to register for scheaulzd rraining events, including, but
Professional ' not limited to peer learning commumities arid cohorts, SO that [ can .
attend professional development/training events in order to cam
professional development credit towards my 18 hour annual PD

requirement ‘ .
»  Will be able to request technical assisiance on various topics

1 Application o Will be able to generate reports showing the numbers of trainings

Administrator offered and participants that artended those trainings . :

* Wil be able to report on all the fed=rellv mandated health-and safety
trainings, trainings on Early Learning Standards, Prevention of
Suspension and Expulsion, etc. _ '

+ Wil be able to generate reports on technical assistance offered to
chiid care programs and providers

RI lication-to engage Child Care Pro in continuous quality improveme

«  The intent of the application is to build state capacity by collecting QRIS activities that will
! serve as data points to guide the planning of quality activities and funding use. '

*  The QRIS application would enable us to collect data that specificaliy reflects the quality of
program environments and staff skills regarding supporting the social and emotional needs of .

o e | w1 TR

Child Care * Input information that then determines where they currently land in

Program the continuum of quality, 4 possible levels across 2 standards
(environment and staffing). _
* Input information that then determines their best of 4 pathways to
quality improvement, '

¢ Link to program licensing information 10 demonstrate licensed status.
Link to professional registry to cemonstrate staff qualifications.

¢ Access online training modules, professional development
opportunities and possibly available coaches through training
calendar, A
Upload and store supporting documans.
Request TA from contractors. .

. Sul?mit completed applications and accompanying documents for
review, : :

“State of NH Contract DolT # 2020-085 Amendment C
Date: ‘I’q}{‘\( (& ,
Contractor’s Initials: S
Page . ' ~ 8ofl16




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNCLOGY
Professional Services
COVID-19 DolIT Contract #2020-085
Amendment C

1l Application s Generate aggregate reports on the various components in the

Administrator application, including demographics, 2ducation and employment
information to meet federal reporting reguirements. .

o Generate aggregate reports on wherg N programs Jand in the
continuum of quality in order to pian funding and supports to meet
federal quality requirements

Deliverable involves:

« Discovery sessions with SoNH to develop user stories / requirements
« Project plan recommendation to integrate with the Child Care Information System initiative:
o Input information that then determines their best of 4 pathways to quality
improvement. : .
o Input information that then determines where they currently land in the continuum of
quality, 4 possible levels across 2 standards (environment and staffing). .
o Link to program licensing information to demonstrate licensed status.
.0 Link to professional registry to demonstrate staff qualifications. o
o Access online training modules, professional development opportunities and possibly
available coaches through training calendar.
o Upload and store supporting documents.
o Request TA from contractors.
o Submit completed applications and accompanying documents for review.
e  Design Document
" & User Stories
¢ QA Test Cases

DHHS NH Conuections Information System Phase 3:

Phase 3 addresses the critical need to increase the capability to process Child Care licensing
applications and manage and report on the status of licensed programs. The COVID-19 Pandemic
required the units to rapidly respond to requests from the Goveruor, Legis:eture, and Federal Agency.
These requests could only be satisfied through labor intensive efforis. However, the Licensing
functionality in MA LEADS allowed the State of Massachusetts to respond in a few hours. This tasks
would have all licensing functionality reside in the CIS. The CIS Licensing functions & details shail be
further developed via sprint planning sessions associated with each sprint and shall include:
o  Ability for programs to apply/revise/renew licenses and submit- waiver requests
¢ Intake portal for the general public to file licensing complaints and complaints of unlicensed
care, : '
o  Ability for licensing and investigation staff to enter complaints and incidents received by phbne '
or ather means. ' : -

i
A
J
1
§
i
3
4
'i

State of NH Contract DolT # 2020-085 Ameﬁdmcnt C
Date: [0 /\%/» :
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STATE OF NEW HAMPSHIRE
_ DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DolIT Contract #2020-089
Amendment C

Ability to close licensing activities during a serious investigetion
*  Ability to attached incident reports and comrective action plans o a specific incident.
o Currently, programs submit paper applications for licensure. which is entered into the
My License Office (MLO) systém manually by deprrtment siaff. All inspection
information and complaints are maintained in this system. [nspection reports are created
through MLO and saved as a PDF document. Programs arc sent the PDF document via
email or mail. Programs submit their Corrective Action Plan on this document via mail,

which is scanned and uploaded to the MLO public portal,

A component of the Licensing is a module for Comp]aim Incident and Investigation management that
shall provide:
» Guided cloud-based incident reporting process for licensed prograins through a provider portal
+ Communication including, but not limited to final reports, regulatory findings, documentanon
and program response can be sent back and forth using the ponal
Investigation assigrunent system and status tracking to reflect your agency’s busmess proccsses
Ability to create both narrative reports and a report of findings connected to regulatory non-
compliance (violations).
e Internal reporting structure with built in alerts for review and approval by supervisors and
managers
«  Alerts to avoid duplication as well as the ability to connect related complaints/incidents to one
another for one single investigation process
» Complaint/incident history reports per program and by category
« Tracking of serious injuries and death for compliance with CCDF requirements

Key features shall include:

Mobile visit app with online and offline features tailored to vour agency’s visit lifecycle
Visit scheduling prompts for licensors

Ability to schedule announced visits with pmgrams through a pra- ider portal

Data driven visit tool content

Tools tailored to your agency’s regulations

Too! which identifies best practices when noted during a visit

Follow-up visit tools created automatically as needed

Alerts for non-compliances of highest risk to children

Prompts to programs when visit results require a response

Provider responses stored within the system .
360 degree view for supervisors and managers including the abitity to drill down to specific ¥

Y SO

visits
_ Non-compliance h:story reports per program or by repulation . ‘,

State of NH Contract Do!T # 2020-085 Amendmenl C

Date: 10 f1aft» ;

RN

Contractor’s Initials:
Page

10of 16




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DoIT Contract #2020-08%
Amendment C

3. The Agreement is further amended by adding Phase 2 and Phase 3 pricing for the NH Connections .
Information Systern project as described in TABLE 2: Amendment Details Part 3 - Exhibit C: Price and
Payment Scheduie below: '

TABLE 2: Amendment Details Part 3 - Exhibit C: Price und Py s Sel.edule gy oo
Part 3 - Exhibit C: Price AMENDE) TEA ‘
and Payment Schedule

1. Payment Schedule

Insert the following:

1.3 Payment Schedule for Phase 2 and ?liase 3 of the NH Connections
information System project {as defined se.0m} : :

1.3 Payment Schedule for Phase 2 and Phase 3 of the NH Conuections Information System
project .

S S

" - Stato of NH Contract DolT # 2020-085 Amendment C

Date: [0“:\_['@

Contractor’s initials: jﬂ Lo

Page 1l of 16



STATE OF NEW HAMPSHIRE
¢ DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID 19 DoIT Contract #2020-085
Amendment C

Milestone Name iy
IM1 - Discovery & Design L.

. . 12.

"M2 - Dev Sprint

M3 - DevSpnrlt

Md - UAT

Dcliwr{\b‘leét'*fﬂﬂﬁw

. Updated data ‘model def‘ nmon documem

. Updated ERD diagram

. Completion of designated stories in development
. Weekly status repons

. Updaled data model deﬁmnon documem

. Updated ERD diagram

. Completion of designated stories in development
. Weekly status reports '

. Updated data mode! definition documem

. Updated ERD diagram :

. Completion of designated stories in development
. Weekly status reports

:5. UAT test scripts

6.

Business requirement document - 5¢% cumpleted |

Data mode! definition document 4_ :
. ERD diagram :

. User stories compnled in a spreadsheet
. Change enablement plan

. Weekly status reports o

i 1) Q] e

$324,000

17%

$200,000

“17%

- $200,000

Training manual guides

‘M5 - Production .

i Deployment and Go Live 2,
'3

o i4,

P r3

|completed
|5.

lbacklog 1ssues and enhancement _

IM6 — QRIS 1
2.

i3,
14. QA Test Cases

17%

$208,000

Production dcployrncnt

Go Live
Final business requirement documem - 1LY

Final ERD diagram
Final data model document
Professional Services to address curient orgeoing

Dlscovery Sessmns :
User Stories
Design

9%

$108,000

>.1%‘

$8,424

" State of NH Contract DolT # 2020-085 Amendrnent C

Date: {0 [{A\[Re

Contractor’s Initials:
Page -

@
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY :

Professional Services
COVID-19 DoIT Contract #2020-035
Amendment C

M7 Post Go Live Warranty. |. Professionai Services to address cur-cnt OnUoIng | 3%| $40,000
Resolve backlog and List of backlog issues and enhancement 26/ Lours |
Enhancement ;
i

Holdback ) 10%| $120,936

' 100%1$1,209,360|

State of NH Contract Dol T # 2020-085 Amendmeny C

Date:

Contractor's lnitiats:- ﬂ

v

 13ofl6 .




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DoIT Contract #2020-085
Amendment C

CONTRACT HISTORY
CONTRACT AND | AMENDMENT GOVERNOR EHD DATE CONTRACT
AMENDMENT TYPE APPROVAL AMOUNT
NUMBER DATE 7

DolIT Contract 1D # | Original Contract | April 7, 2020 March 31,2021 | $100,000.00
2020-085 -

Amendment A 1* Amendment June 16, 2020 March 31, 2021 $429,418.00
Amendment B 2 Amendment Qctober 13,2020 | March 31, 2021 $162,567.00
Amendment C 3 Amendmént TBD March 3 1,2021 $1,209,360.00

CONTRACT TOTAL

$1,901,345.00

. State o{ NHLConnact DolT # 2020-085 Amendment C
" Date: {0/ Afv -
Contractor’s Initials: j?A '

Page l4ofl6



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHiNOLCGY
Professional Services
COVID-19 DolT Contract #2020-085
Amendment C

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full forcg and cﬁ'e?t. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above

O’LM Date: /O//‘f/ v

Das Nobel, Founder & Chief Strategy Officer
MTX Group, Inc.

STATE OF NEW HAMPSHIRE .
;(Lé M Date: 10/19/2020

o

Denis Goulet, Commissioner
State of New Hampshire, Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
-execution.

i
'

Approved by the Attorney General

QY Perts - ' 10/21/2020
v e

, Date:

' State of New Hampshire, Department of Justice _

. State of NH Contract DolIT # 2020-085 Amendment

~Date: _\o AN/ : :
Contractor’s Initials: L . )
Page . o . 150f 16
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DoIT Contract #2020-085

Amendment C '

overnor and Executive Coupc:l of

‘ -6v that the foregoing amendment was approved by the G :
Lereby cery 10 s ' (date of meeting)

the State of New Hampshire at the Meeting on:

Office of the Secretary of State

Date:

e et

State of New Hampshire, Department of Administration

" Siate of N Confract DolT # 2020085 A - e
- Dater ol S
Eonmor’s Initials: S L
e ors M—‘ .

S (LA



State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Sccretary of State of the Statc of New Hampshire, do hereby centify that MTX GROUP INC is a New
York Profit Corporation registered to transact business in New Hampshire on May 24, 2018. 1 further certify that all fees and

documenits required by the Sccretary of State’s office have been received and is in good standing as far as this office is concerned.

Business [D: 795645
Certificaté Number: 0004921309

IN TESTIMONY WHEREOF,

[ hereto set my hand and cause 1o be affixed '
the Seal of the St.ale of New Hampshire,

this 27th day of May A.D. 2020,

Gir ok

William M. Gardner

Secretary of State




Corporate Resolution

i, Jeffrey Gautsche ) . hereby certify that [ am duly elected Clerk/Secretary of
{Nume) ‘ '

MTX Group Inc. i _ . __. | hereby certify the following is a true’copy of a

{(Namce Qf'('r;mu-n;ir—m or !:f.( B '

vote taken at a meeting of the Board of Directors/shareholders, duly called and held on __ ok

(Month)
195 2020 at which a quorum of the Directors/shareholders were present and voting.
(Dav) (Year)
VOTED: That Das Nobel, CEQ (may list more than one person) is duly authorized to
(Name and Title)
enter into contracts or agreements on behalfof - MTX Group Inc. with

{Name of Corporation or LLC)
the State of New Hampshire and any of its agencies or departments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect the purpose of this vote.

I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of
the date of the contract to which this certificate is attached. I further certify that it is understood that the State éf
New Hampshire will rely on this certificate as evidence that the person(s) listed rbove currently occupy the
position(s) indicated and that they have full authority to biad the corporation. To the extent that,tﬁere are any limits
on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire, al)

such limitations are expressly stated herein.

DATED: 1%%%?20&30 ATTEST: - M
{Name and Title)

Jeffrey Gautsche
Secretary & General Counsel
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ACORD
\——/

CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DDAYYYY)
05/27/2020

THIS CERTIFICATE IS 1SSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: I the certificate holder 15 an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or bo endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain pelicles may raquire an endorsemant. A statemant on
this certificate does not confer rights to the certificate holdaer in lisu of such endorsement(s).

PRODUCER Name: o Patricia Griffin
[ PAONE FAX
RSC Insurance Brokerags, Inc. AIC, No. Extl:. I {AJC, No}:
5141 Wheells Drive apokeas: Poriffin@risk-stralegies.com
INSURER(S) AFFORDING COVERAGE NAIC #
Memphis TN 38117 INSURER 4 : Twin Clty Fire Insurance Co 29459
INSURED wsurerg: SentinelIns, Co, 11000
MTX Group, Inc. INSurer ¢ . AXIS Insurence Company 37273
1450 Western Avenue INSURER D
Suite 304 INSURER E
Altaany NY 12203 INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
hRTR DDCISUBR
TR TYPE OF INSURANCE I;'_SD WD POLICY NUMBER ﬁﬁh}%ﬁ% (5%5?;% LIMITS
| COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1,000,000
I CLAIMS-MADE DCCUR PREMISES {Es accurrence) $ 1,000,000
L MED EXP {Any one person) s 10,000
B 20SBARG2520 06/01/2020 | 06/01/2021 | peRgoNAL & ADV INJURY ¢ 1.000.000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
> rouer [ 58 Loc PRODUCTS - COMPrOPAGG | 3 2000000
OTHER: $
AUTOMOBILE LIABILITY % .‘“’WGLE Ly s 1.000.000
T | ANYAUTO BODILY INJURY (Per person) | $
[~ | owNED $CHEDULED
B | Auros oy - ‘“;m_é - 20SBARG2520 06/01/2020 | 06/01/2021 | BODILY ;:iu::,;:; accident) | $
HIRED NON-QWN [PROPE|
| X autosomy | X€] auTos oy {Par actident) b
s
| X| UMBRELLA LIAB é OCCUR EACH OCCURRENCE s 10,000,000
B EXCESS LIAB CLAIMS-MADE 20SBARG2520 06/01/2020 | 06/01/2021 | \noregate ¢ 10,000,000
oeo . | P€] rerenmon s 10.000 - s
WORNERS COMPENSATION " UTH-
AND EMPLOYERS® LIABILITY YIN X[ stare | | e s
A | T R e RERECUTIVE [N][na 20WECKZ6504 06/01/2020 | 06/01/2021 | E:b: EACH ACCIDENT s
(Mandatory in NH) ' EL. DISEASE - EAEMPLOVEE | 3 1.000,000
I yas, describe under 1,000,000
DESCRIPTION OF OPERATIONS below El.DISEASE - POLICY LIMIT | § TPV
Professional Liabilly (Tech E&0) Per Claim Limit $5,000,000
rofesslonal Liabi ec
C | Cyber Liability y P0G0100030592601 04/21/2020 | 04/21/2021 |Aggregate LimI‘t $5,000,000
Deductibte $15,000
DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES {ACORD 101, Additional Remarks Schaduls, may be attached f more space Is required)
CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN
State of New Hampshire Adminisiralive Services ACCORDANCE WITH THE POLICY PROVISIONS.
Bureau of Purchase & Property
AUTHORIZED REPRESENTATIVE
25 Capitol Streel, Room 102 :
Concord NH 03301 D2 %04_«'«

ACORD 25 {2016/03)

© 1988-2015 ACORD CORPORATION. All rights resarved.

The ACORD name and logo are ragistered marks of ACORD




STATE OF NEW HAMPSHIRE
‘DEPARTMENT OF INFORMATION. TECHNOLOGY"
"27 Hazen Dr., Concord, NH 03301
Pax: 603-271-1516 TDD Acceas: 1-800-735-2964
www.nh.gov/ doit

Dents Goulst’
Commissioner

October 1, 2020 .
His Excellency, Governor Christopher T. Sununu
State House
Concord, NH 03301

REQUESTED ACTION

_Authonze the Department of Information Technology, for the beneﬁt of the Govemor s Office of

Emergency Relief & Recovery (GOFERR), to enter mto Sole Source contract amendment with

MTX Group, Inc., of Troy, NY, (VC 287674), incréasing, the Price Limitation by $162,567.00 .
from $529,418:00 to $691,985.00, to provide professional services to implement State of New

Hampshire initiatives related to the COVID -19.crisis, effective upon Governor approval for the

through March 30, 2021. Source of Funds: 100% Federa! Funding. :

Funds are: available in the following account for State Fiscal Year 2021, with the authority to
adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified.

01-02-002-020210-19110000-Office of the Direcior— Goveror's | Activity Code | SFY 31
‘Office for Emergency Relief and Recovery <

[03-502664 Contracts for Operational Services i G2CREADP | $162,567.00

EXPL ‘"0<

This request is Sole Source in response to critical COVID-19 emergency initiatives directly
relatcd to the application for and distribution of CARES Act funding for the State of New
'Hampshire.  This amendment ensurés: professional services are secured to support the

T implémentation and mnnagcment “of a4 ¢cloud-based grants; managemient dpplication.” MTX Group™
has successfully completed mulnple projects for the State and has the necessary knowledge and
desire to work with the State to complete this implementation.

“Innovative Technologies Tadoy for New Hampshire's Tomorrow"



His Excellency, Govemor Christopher T. Sununu
Page 2

Respectfully Submitted,

i As—

Denis Goulet
Commissioner
Department of Info_xmation

Taylor Caswell

Director for Governor’s Office of
Emergency Relief & Recovery
(GOFERR)

[ hereby approve this request pursuant to RSA 4:45, RSA 4:47, and Section 4 of Executive Order
2020-04 as extended by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-14, 2020-
15, 2020-16, 2020-17 and 2020-18. '

Der. 13,2030 Wr:gum

Date Name: Govemor Christopher T. Sununu

DoIT RID # 50248

“Innovative Technologles Today for New Hampshire's Tomorrow”



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services '
COVID-19 DoIT Contract #2020-085
Amendment B




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DoIT Contract #2020-085
Amendment B

WHEREAS, pursuant to an Agreement approved by Governor Christopher T. Sununu, on April 4, 2020,
and subsequently amended and approved by Governor Sununu on June 16, 2020 (herein after referred to
as the “Agreement™), MTX GROUP INC (hereinafter referred to as “Contractor” agreed to supply certain
services'upon the terms and conditions specified in the Agreement and in consideration of payment by the
Department of Information Technology (hereinafter referred to as the “Department™), certain sums as
specified therein;

WHEREAS pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and

approved by the Governor and Executive Council unless no such approval is required under the
circumstances pursuant to State law, rule or policy;

WHEREAS, the Contractor and the Department have sgreed to amend the Agreement in certain respects;

WHEREAS, the Department desires to have the Contractor assist the State with the implementation of
grant management functionality to the Salesforce.com CRM implementations;

WHEREAS, The Contractor agrees to provide the implementation of grant management functionality to
the Salesforce.com CRM implementations;

WHEREAS, the Department and the Contractor wish to increase the Contract price by $162, 567 to bring
the total contract price to $691,985.00;

WHEREAS, the Department and the Contractor seck 10 clarify the Agreement.

NOW 'ITIEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties apree as follows:

The Agreement is hereby amended as follows:

1, Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $162,567.00 from $529,418.00 to $691,985.00.

2. The Agreement is further amended as described in Table | below:

-State of N Cf’ﬂ? Do]T # 2020-085 Amendinent' B

Contractorslmtlals w ‘

Page

20f6



- STATE; OF NEWH‘A’MPSHIRE

DEPARTMENT‘ OF IN'FORMATION TECHNOLOGY

:Profess:onal Semces
COVID 19 DoIT Contract #2020-085
"’ Amendment' B
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Section Number
10.1 Software
Title

TDelete Sectlon Nuinber 10 T Sof’cware Title:

Title, nght and interest; (mcludmg all’ ownershlp and 1nte11ectual property
nghts) in-the: Soﬂware, and .|ts;assoc1atcd Documentanon, shall remam
. w:th the Contractor

Upon succe.ssful completion and/ar: termmanon of the; Implementatuon of .
the. Pro;ect the’ Contracted Vendor sha.ll own: and hold all; tltle and’ rlghts ;
Cime any Software mod|t” cauons\devemped in.connection with' performance i
of: obl1ganons under. the Contract, o' modlﬁcanons to: the Contracted i,
Vendor prowded Software, and thelr associatcd Documentanon 1nc1udmg
_any: and all performance enhancmg operationallplans -and’ the V;ndom"
',specnal mﬂmes the Contracted Vendor shalI llcense back 'to the State’ the :
s nght 10! produoe~ pubhsh or otherw1se ise such soﬁware, source codc,
) ObjéCt code,'mod'.f catlons n:pons and: Documentauon developed under [
- the‘Contract. .

In no event shall the Vendor be: precluded f‘rom developmg for itself; or
for othcrs malena.ls that are competltwc with, ‘or- s:mllanto Custom.
Sof’cware modifications: developed in: connection: wnh performance of’
obhgat:ons under the Contract. In’ addition, thé Vendor shall be: free 1o
useits general knowledge shlls,hexpcnence and ! any other 1deas,
concepts know-how and. techmques that are: aequ:red or used in the
courss of its. performance’ under this agreement .

§‘ H

Date

%)

State of NH: ConTuzcg DGIT:#2020-085: Amendment B
r . J -

Contract’or‘silnitiia_ls:
Page- '

3of6.



STATE OF NEW:

PSHIRE

DEPARTMIENT OF [NFORMATION TECHNOLOGY
_ Professxonnl Servicw
COVID-19 DoIT Contract #2020-085
Ameudment B

CONTRACT: HISTORY _ N
‘CONTRACT AND -AMENDMENT ' | GOVERNOR | END DATE ; CONTRACT
'AMENDMENT - | TYPE ' APPROVAL AMOUNT
NUMBER. L .| DATE" ,
DoIT- Contract m | Original Contract Apnl? 2020 | March 31,3021 1,$100,000:00
"#2020-085 S . S o
'AmendmentA | 12 Améndiment. June186, 1_’0'2_0, March 31; 2021 $429,418.00 1
| Amendment B | 24 Amendmeit | TBD: | s162,567.00
CONTRACT TOTAL | $691,985.00
State of NH Cpntract DoIT #2020-085 Amendinent B
Date: Qf ‘5[ 44 P
Contractor's Initials: ﬁl[
Page ‘ 40f6




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Prol‘usional Services
COVID- 19 'DoIT)Contract #2020 085
Amend ment B

CONT-RACT OR

Except as provided herein, all provisions of the Agreement shall remain .in:full force -and effect.. This
modification shall take effect upon the approval daté. from the Governof and the Executwe Coungil:

IN WITNESS WHEREOF, the parties have hereunto set their hands as- of the day and year first above
written.

Wﬁ“/ﬂ‘_/ Date: ]/tj/'ccrzo

Das Nobel, Foundet & Chief Strategy Officer
MTX Group, Inc.

STATE OF NEW. HAMPSHIRE

-  pae:  09/24/2020

Denis Gouiet, Commissioner

State of New Hampsh:rc Departmcnt ofilnformatjon Technology

- ‘The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution.

Approved by the Attorney General

(ke Bal

Date:9/28/2020

State of New-Hampshire, Department of Justice

State: of NH Comraa ‘DolT # 2020—085 'Amendmcnt B

Date:

Contractor s Imtmls ?ﬂ
Page . 50f6



STATE OF NEW. HAMPSHIRE
DEPARTMENT. OF INFORMATION TECHNOLOGY
Professnonai Services
COVID-19 DoIT Contract #2020-085
Amendment B

T hereby.certify that the foregoing amendment was-approved by the:Governor and Executive Council of
the. State of Ncw Hampshlrc at the Megtingon: ___ - . __ (date of meetmg) ‘

Office of the Secretary gt'_Stité
- Date:

State of New Hampshire, Department of Administration

State of NH Contract DoIT #.2020-085 Amendment B
Date: 441

Contractor’s [nmq]s. Bﬁ ‘
_ . 6of 6

Page



State of New Hémpshire
Department of State

CERTIFICATE

[, William M. Gardner, Sccretary of Statc of the State of New Hampshire, do hereby certify that MTX GROUP INC is a New
York Profit Corporation registercd to transact business in New Hampshire on May 24, 2018, T further certify that all fees and

documents required by the Secretary of State’s office have been received and is in good standing as far as this office is concerned.

Business 1D: 795645
Centificate Number: 0004921309

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Ham.pshirc,
this 27th day of May A.D. 2020.

Dor Lok

William M. Gardner

Secretary of State




1, Jeffroy Gautsche

vhereby certify that 1 gr‘md_'u‘ly eléc(ed.iClqu{Sgcrqtgryjqﬁ
(Name) '

MTX Group ‘Inc.
(Name of € omm ‘ation or LI

.l .hc_::e,by ‘cf:ef.t'i_!')"p.t_iieyf‘oll'bwi r'i‘g:-i*s-a"ﬁ:&é:_copy-qf' a:

vote taKen at:a ‘meeting of the Board.of- Directors!shareholders. duly catied. end'held-on gepfem[o QF
' (Month}

. at which's quorim of fhe Directors/shareholdérs weré présentiaind voting.

VOTED: That.".Dié. Nabel, Chist Strates Officer:

- (riiay ligi more thiln éne pEfson) is duly. authotized io
- (Nari€.and Title) oo T e ' '

. enter into'contracts oragreemients.on behalf of: MTXGroup Ific: .. ", . . with:
S ‘ ' " (Namelof Corporarwn or. LLC) o

the State of New, Hampshire:and any-ofiits ageficies or dspartrngms,a,qd fu{thqru;mhor’?si‘ to-execute any,

documents which may in his/her judgment be desirable or.necessary to ffect the purpose of this vote,

L hereby certify that sdid vote has not beert dmended o repealed and remams |n full force- and: cffcct as of’
the: dan-. of ﬂae@onm toswhich. ﬂus ccmﬁcaie is: anachcd I furtber oemfy that it is under&tbod that\ﬂ:e State of
NcwHampshu'e-mllirelyfon thls‘:cmufwelezas‘_emdcnce ﬂm:the:person(s) .Ilsted‘ above;currcntlyvoccupy the.

‘.posmon(s) mdncated and tlm they have; full mnhoﬁty to. bmd the" corporatlon To’ the extent that there are: any hmrts

on the' ’_

et

' of.any llsted mdmdual to: bind the eorpomtlon in contracts thh the Statc of Ncw Hampshlre, all
. =such Iun:t:nons are cxpressly stamd hereln

‘n_z,ﬂ"an:_[_j_;/aj/;zgza .

Soaulary & General Caunul




ACOR & CERTIFICATE OF LIABILITY INSURANCE S
. 0572712020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THI5 CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the cartificate holder is an ADDITIONAL INSURED, the policy(ies} must have ADDITIONAL INSURED provisions of ba endarsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this cartificato doas not confer rights to the certificate holder In lieuv of such endorsement(s).

PRODUCER EW Patricla Griffin
RSC Insurance Brokerage, Inc. e Neo, Exih: . ICF:IIC Noj:
5141 Wheelis Drive ADDREss: ofifinglrisk-strategies.com
INSURER{S) AFFORDING COVERAGE . NAIC £
Memphis . TN 38117 INSURER o: Twin Clty Fire Insurance Co . 29459
INSURED Nsurer B . Sentinel Ins. Co. 11000
MTX Group, Inc. wsurer ¢ ; AXIS Insurance Company 37273
1450 Westarn Avenue INSURER D -
Suite 304 "| WSURERE :
Albany NY 12203 INSURER F :
COVERAGES CERTIFICATE NUMBER: - REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM DR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

L AUOLISUSR POLICYEFF. [ FPULICY EXP

LTR TYPE OF INSURANCE INSD | wWvD POLICY NUMBER [MM/BDIYYYY) | (MMIDDIYYYY) LIMITS
¢| COMMERCIAL GENERAL LIABILITY " | eacH occurrence s 1.000.000
[ORRX
lCLAlMS-MADF. @ OCCUR ) PREM%E;?EI:m:ann) s 1,000,000
L] MED EXP (Any one parson) s 10,000 f
] 20SBARG2520 06/01/2020 | 06/01/202% [ orrconaLsaovinsury |5 1-000.000
S — .
GENVAGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE ¢ 2.000,000
POLICY r_—, & D Loc PRODUCTS - Compiopacg | 2:000.000
OTHER: §
| AUTOMOBILE LIABILITY ] COREED TECHT s 1,000,000
ANY AUTO BODILY INJURY (Per parson) $
[~ | OWNED SCHEDULED
B || Auros omay - AUTOS 205BARG2520 06/01/2020 | 06/01/2021 | BODILY INJURY (Per scciient) | §
RED ON-QWNED
| >< AUYOS ONLY ATTOR ONLY {Per aczident) ik
. ' $
| K| UMBRELLALIAB | X[ occur ) EACH OCCURRENCE s _10.060.000
B EACE33 LIAD CLAMSMADE 20SBARG2520 06/01/2020 | 06/01/2021 [, corecare s 10,000,000
oeo | 2] revennon s 10.000 - $
WORKERS COMPENSATION : UTH-
AND EMPLOYERS' LIABILITY Yin XKl svre | e oy
A e I CXECUTIVE [M][nra 20WECKZ6504 06/04/2020 | 06/01/2021 | Sk EACHACCIDENT B
(Mandstory In NH) E.L. DISEASE - EAEMPLOYEE | § 1,000,000
if -
Dl scmpnon os 'OPERATIONS below ) E.L DISEASE - POLICY LmiT | ¢ 1.000.000
Professional Liabillly (Tech E&O) Par Claim Limit $5,000,000
rolassional Liabili L]
C | cyber Liabiliy Y PO0100030592601 04/21/2020 | 04721/2021 | Aggregate Limit $5.000.000
Deductible .| $15.000

DESCRIFTION OF CPERATIONS [ LOCATIONS / VERICLES {ACORD 101, Additional Remarks Schedule, may ba stiached |f mors space is required)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WiLL BE DELNERED IN

State of New Hampshire Administrative Sarvices ACCORDANCE WITH THE POLFCY PROVISIONS.

Bureau of Purchase & Property

AUTHORIZED REPRESENTATIVE
25 Capliol Street, Room 102 .

Concord NH 03301 DPS C e

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registerod marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr, Concord, NH 03301 ’
Fax: 603-271-1516 TOD Access: 1-800-735-2964 .
www.nh.gov/doit

Denis Goulet
Commissioner

June 29, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House :

Concord, NH 03301

INFORMATIONAL ITEM

1. Pursuant.to RSA 4:45, RSA 4:47, and Section 4 of Executive Order 2020-04 as extended by
Executive Orders 2020-05, 2020-08, 2020-09, 2020-10 and 2020-14, Governor Sununu has
authorized the Department of Information Technology, 1o enter into a Sole Source contract with
MTX Group, Inc., 333 Broadway, Suite 460, Troy, NY 12180, (VC 287674), in an amount not to
exceed $100,000.00 for professional services 10 implement Stale of New Hampshire initiatives
related to the COVID -19 crisis, through March 30, 2021, with the option of a one year renewal.
Source of Funds: 100% Capital Funds

_Funds are available in SFY 2020 with the authority to adjust encumbrances between fiscal years
within the price limitation through the Budge1.Office, if needed and justified.

CAT-DEPTRAGENCY-ACTIVITYH-ACCOUNTING UNIT M- DEPT NAME- SF-Y 20
AGENCY NAME -ACCOUNTING UNIT NAME CLASS- OBJECT - DESC
01-03-03-030030-88820000 - DolT Business Onc Stop $ 100,000

034- 500099 Capital Project

2. Pursuant to'RSA 4:45, RSA 4:47, and Section 4 of Executive Order 2020-04 as extended by
Executive Orders 2020-05, 2020-08, 2020-09, 2020-10 and 2010-14, Governor Sununu has
‘suthorized the Department of information Techaology, on behalf of the Department of Health and .
Human Services, to enter into a Retrosactive, Sole Source contract amendment with MTX Group,
Inc., 333 Broadway, Suite 460, Troy, NY 12180, (VC 287674), increasing the price limitation by
3429 418.00 from $100,000.00 to $529,418.00, for professional services to implement Staie of New
Hampshire initiatives related to the COVID -19 crisis effective March 30, 2020 through March 30,
2021. The original contract was approved by the Govcmor on April 7, 2020. Source of Funds: 100%
Fedcral Funding.

"innovative Technologies Today for New Hampshire's Tomorrow"
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His Excellency, Govemnor Christopher T. Sununu
end the Honorable Exccutive Council -~
Page 2

Funds are available in the following accounts for State Fiscal Year 2020, with the authority to
adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified.

\
CATH-DEPTH-AGENCYR-ACTIVITYF-ACCOUNTING UNIT - DEPT Activity Code | - SFY 20
NAME- AGENCY NAME -ACCOUNTING UNIT NAME_CLASS- OBJECT

- DESC : , .
01-03-03-030010-76950000 DolT — 1T for DHHS ' 03950290 $54418

038-509038 Agency Application Soﬁwarc
05-95-90-903010-18350000- DHHS Public Health Division, Burcau | 90183520 - | $375,000
of Laboratory Services, NH ELC ‘
102-50073 | Contracts for Prog Sve
Total : $429.418

EXPLANATION

This contract is Sole Source due to the Covid-19 emergency. MTX will quickly deploy and Go
Live with technology solutions to support and provide the essentials that the State of NH needs to begin
Jeveraging to improve overall outreach and engagement with constituents across the state of New
Hampshire. . ’

NH's desired solution features and requirements, as they are understoed today under the COVID-
19 emergency, are identified below. Additional features and rcquuemcnts may be introduced and’
prioritized by the State as the project progresses.

»  Support and maintenance of the State of New Hampshire Enterprise Production site

«  Erhancements for Governor’s site to address COVID 19 requirements

+ _ Enhancements for Veterans’ Services to'address COVID 19 requirements and data migration

+  Implementation of CRM solutions to support new call centers being implemented by agcncu:s

in response to COVID 19 office closures
"+ Implementation of CRM solution for Public Health
»  Additional support for COVID 19 related activities.

DolT, on behalf of DHHS, requested a Retroactive and Sole Source amendment to the contract
due to the Covid-19 emergency. The amendment provides the ability for the Department of Health and
Human Services, Division of Public Health, to quickly implement and deploy a COVID-19 lliness Tracking
and Contact Tracing System and a Public Health Inventory Tracking solution in response to the COVID-
19 Pandemic. The original scope of the contract prowdcd for the Impiementation of a CRM solution for
Public Health but the extent of the scope of the work was not known at the time of contract. With a detailed
scope of work now.in place it was necessary to increase the price limitation of the contract.  MTX Group
has successfully completed multiple projects for the State and has the necessary knowledge and desire to
work with the State to complete these implementations.

MTX Group will provide a solution for COVID-19 llIness Tracking and Contact Tracing which
includes the process of identification of persons who may have come into contact with an infected person
(“contacts™) and the subsequent collection of further information about these contacts. The goals of this
system will be to assist in controlling the spread of COVID-19, by utilizing a system to reduce the errors
made in an otherwise manual effort associated with the process of interviewing a known or suspected case
and then trace back to family, friends, coworkers, neighbors and others. By tracing this information and

“Innovotive Technologies Todoy for New Hampshire's Tomarrow"
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and the Honorable Executive Councit
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inlervie\ﬁing others that were potentially exposed ‘the Department will be able to recommend testing,
gquarantine, or other treatment 1o slow the transmission of the virus to others.

MTX Group will also provide a Public Health Inventory Tracking System which will include the
ability to enter receipt of products received from external suppliers, abilify to track shipment of products to
. external entities, ability to maintain on-hand counts of inventory, provide 8 secunity model and testing and

training,
Respectfully submiited,

W‘;J““’ for

Denis Goulet
Commissioner o
Department of Information Technology

DG/ik
DolT #2020-085
RID: 50248

“Innovotive Technologies Todoy for New Hompshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Pex: 603.271-1518 TDD Access: 1-800-735-2964

www.nh.gov/dolt
Dealy Goulst
Commissioner
May 29, 2020
His Excellency, Governor Chm!ophcr T. Sununu
State Housc .
Concard, NH 03301

‘REQUESTED ACTIO

Authorize the Deparment of Information Technology, for the benefit of the Department of Health end |
Human Services, to enter into Retronctive, Sole Scurce contract amendment with MTX Group, Ine., of Troy,
- NY, (VC 287674), increasing the Price Limitation by $429,418.00 from $100,000.00 to $529,418.00, to provide
professional services to implement State of New Hampshire (nitiatives relsted to the COVID -19 crisis, effective -
upon Govemor approval for the period from March 30, 2020 through March 30, 2021, Sourco of Funds: 100%
Federal Funding,

Funds are available in the following scoounts for State Fiscal Year 2020, with the authority to adjust
budget line items within the price limitation and encumbrances between state fiscal years through the Budget
.Office, if needed and justified.

CATH-DEPT#AGENCY-ACTIVITY - ACCOUNTING UNIT #- Activity SRY 20
DEPT NAME- AGENCY NAME -ACCOUNTING UNIT Codo

NAME _CLASS. OBJECT.-. DESC _
01-03-03-030010-76950000 DoIT — IT for DHHS 03950290 | §54,4i8

038-509038 Agency Application Software
05-55-90-903010-18350000- DHHS Public Heslth Division, 90183520 | $375,000
Bureau of Laboratory Services, NH ELC -
102-500731 Contracts for Prog'Sve . .
Total - e $429.418

EXPLANATION

- This request is Retroactive and Sole Soures duc to the Covid-19 emergency. This emendment wlil
. prévide- the ability for'the Department of: Health and Human Services, Division of Public. Health, to quickly -
implerment and deploy & COVID-19 illness Tracking and Contact Tracing System and & Public Heslth Inventory
Tracking solution in résponse to the COVID-19 Pandemic. The originsl scops of the ‘contract provided for the
Implementaiion,of a CRM solution for Public Health but the extent of the-scope-of. the work was not known at,
the.time of contract, With s detailed scope of work now In place it is necessary (0 Increase the price llmim[on_
of the contrest. MTX Group has successfully completad multiple projects for the Stete and has the necossary
knowledge and desire Lo work with the State to complete.these implementations.

MTX Group will provide a solution for COVID-19 Iliness Tracking end Contact Teacing which includes
the process of identification of persons who may have come into contect with an infected person (“contacts™)
and the subseguent collection of further information about these contacts. The gosls of this system will be to

'mnovatM Technologles Today for New Hampshire's Tomamrow®



His Excellency, Govemnor Christopher T. Sununu
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asslst in controlling the spread of COVID-19, by utilizing & system to reduce the errors made in an otherwiso
manus| effort associated with the process of interviewing a known or suspected case and then trace back to
family, friends, coworkers, neighbors and others. By tracing this information ‘and interviewing others that were
pokentially exposed the Department will be able to recommend testing, quarantine, or other treatment to slow the
transmission of the virus to others, ' :

MTX Group will also provide a Public Health Inventory Tracking System which will include the ability
10 enter receipt of products received from extemal suppliers, sbility to treck shipment of products to external
entities, ability to maintain on-hand counts of inventory, provide a security model and testing and training.

Shouid this request not be approved, the State's ability to provide ossential outreach and engegement to
individuals effected the COVID- 19 pandemic will be negatively impacied. Both the sbility to perform contract
tracing as well as effectively manage the inventory of supplies are critical components to the control of the
spread of the COVID-19 virus. :

Respectfully Submitted,
‘Z%.r-é & J‘“,_ for

Denis Goulet
Commissioner
Department of Information Technology

'i A. Shibinattc
ommissioner
Department of Health and Human Services

I hereby approve this request pursuant to RSA 4:45, RSA 4:47; and Section 4 of Executive Order 2020-04 as
extended by Executive Orders 2020-05, 2020-08 and 2020-09.

e lb 2020

Date Name:: Govermnor Christopher'T. Sununu

DolT RID # 50248

*lnnovotive Technologies Today for New Hompshire's Temorrow”
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professiooal Services
COVID-19 DoIT Contract #2020-085
Amendmcn{ A

‘ WHEREAS, pursuant to an Agreement approved by Governor Christopher T. Sununu, on April 4, 2020,

(herein afler referred to as the “Agreement™), MTX GROUP INC (hereinafler referred to as "Contractor”
sgreed to supply certain services upon the terms and conditions specified in the Agreement and in
consideration of payment by the Department of Infonnation Technology (hereinafler referred to as the
“Department™), certain sums as specified therein;

WHEREAS, pursuant 10 the Agreement Section | 7: Amendment and the provisions of the Agreement, the
Agreement may be modified or omended only by o written instrument executed by the parties thereto and
approved by the Governor and Executive Council unless no such approval is required under the
circumstances pursuant 10 State law, rule or policy; '

WHEREAS, the Contractor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department and the Contractor wish 1o increase the Contract price by $429,418.00 to
bring the total contract price to $529,418.00;

WHEREAS, the Department and the Contractor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions cqnluined in the
Agreement and set forth herein, the parties agree as follows: '

" The Agreement is hereby amended as follows:

. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $429,415.00 from $100,000.00 to $529,418.00.

2. The Agreement is further amended by adding the following Attachments:
NH DHHS Exhibit |- BAA

NH DHHS Exhibit K =Information Security Requirements v5 100918

State of NH Contract DolT # 2020-085 Amendment A

Date:

5/30/2020

Contractor’s Initials: _ZF/

Page
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STATE OF NEW HAMPSHIRE )
DEPARTMENT OF INFORMATION TECHNOLOGY

. Professiona) Services
COVID-19 DolIT Contract #2020-085
: Amendment A

CONTRACT HISTORY

CONTRACT AND | AMENDMENT | GOVERNOR | END DATE CONTRACT
AMENDMENT TYPE APPROVAL AMOUNT
NUMBER ' DATE _
DoIT Contract ID Qriginal Contraci ' April 7, 2020 March 31, 2021 $100,000.00
# 2020-085
Amendment A 1® Amendment TBD March 31, 2021 $4259418.00
CONTRACT TOTAL | $529,418.00

State of NH Contract Dol T # 2020-085 Amendment A

Date: __ 513012020

Contractor's Initials: _ g7

Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services’

COVID-19 DolIT Contract #2020-085
Amendment A

CONTRACTOR

A Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
meodification shall take effect upon the approval date from the Governor and the Executive Council. -

iN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
writlen.

ﬁ;_ /&. _ | | Date: 5/30/2020

Das Nobel, Founder & Chief Strategy Officer
MTX Group, Inc.

STATE QF NEW.HAMPSHIRE ' '
‘1 . Ar—— for ' Date: 6/2/2020

Denis Goulet, Commissioner
State of New Hampshire, Department of [nformation Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. .

Approved by the Attorney General

ke Bad

Date: 822020

State of New Hempshire, Deparmment of Justice

I hereby certify that the foregoing amendment was approved by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on: _ (date of meeting)

State of NH Contract DolT # 2020-085 Amendment A Date: __5/30/2020
Coritractor’s Initials: .
. 40of 5



. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DolT Contract #2020-085
Amendment A

Office of the Secretary of State

Date:

State of New Hampshire, Department of Adminisiration

State of NH Contract DolT # 2020-085 Amendment A Date: ¥30/2020

Contractor’s Initials: _ 48 :

Page
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New Hampshire Department of Health and Human Services

Exhibit |

' BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act; Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontraclors and agents of the Contractor that
receive, use or have access 1o protected health information under this Agreement and "Covered
Entity" shali mean the State of New Hampshire, Depariment of Health and Human Services.

(1) DRefinltions.

a. "Breach” shall have the same meaning as the term ‘Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Business Associate” has the meaning given such term in sectidn 160.103 of Title 45, Code
. of Federal Regulations. <

c. "Covered Entity" has the meaning given such term in secllon 160, 103 of Title 45,
Code of Federal Regulations. .

d. "De5|gnaled Record Set” shall have the same meaning as the term "designated record sef”
‘ in 45 CFR Secuon 164.501.

e. "Data Agareqation” shall have the same meamng as the term “data aggregation” in 45CFR
Section 164,501,

f. . "Health Care Operalions’ shall have the same meaning as the term "health care operations”
in 45 CFR Section 164.501.

0. "HITECH Act" means the Health Information Technology for Economic and CllmcalHealth
Acl, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
. Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. . “Indivigual" shall have the same meaning as the term “individual” In 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health .
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

“Protected Heg];h |nformation” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited 1o the information created or received by
Business Associate from or on behalf of Covered Entity.

312014 Exhibit | Contractor Initials &80

Health Insursnce Porabliity Act
Business Ausociale Agreemaent

Page 10f 8 . Date _04/28/2020



New Hampshire Department of Health and Human Services

Exhibit |

“Required by Law" shall have the same meaning as the term “required by law” in 45CFR
Section 164.103.

gcretary” shall mean the Secretary of the Departmént of Health and Human Servicesor

his/her designee.

*Security Ryle" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto,

“Unsecured Protected Health Ipformation” means protected health information that is not _

secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

'Q;her Definitions - All terms not otherwise defined herein shall have the meamng

established under 45 C.F.R. Parts 160, 162 and 164, as amendad from time to time, and the ’
HITECH
Act.

Business Associate shall not use, disclose, maintain or transmit Protected MHealth
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Assoclate may use or disclose PHI:
I _ For the proper management and administration of the Business Associate;
il, As required by law, pursuant to the terms sét forth in paragraph d. below; or
iil. For data aggregation purposes for the health care operations of Covered
Entity. .

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was -
disciosed to the third party; and {ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Nolification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to &
request for disclosure on the basis that it Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Businass

32014 ) Exhidit | - Contractor Initlels __ 28"

Healih Insuranca Portability Act
Business Associale Agreement
Poge20f 6 Date _Q4/268/2020



New Hampshire Department of Health and Human Servli:es

Exhibit |

(3)

V2014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies. _ ..

If the Coverad Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate .
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and Actlvities of Business Associata.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured

prolected health information and/or any security incident that may have an impact onthe
prolected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when itbecomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information invoived, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or & whom the
disclosure was made;

o Whether the protected health information was actually acquired.or viewed

o The extent to which the risk to the protected heaith information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the ﬁndmgs of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Secunty and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for -
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rule,

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, 10 agree in wriling to adhere to the same
restrictions and conditions on the use and disclosure of PHi contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's busmess associale
agreements with Contractor’s intended business associates, who will be receiving PHI

Exnibit | Contractor Inltials @ )

Heotth Insurance Portabillly Act
Business Assoclale Agraemant .
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Exhibit |

32014

pursuant to this Agreement, with rights of enfarcement and indemnification from such

business associates who shall be governed by standard Paragraph #13 of the standard

.contract provisions (P-37) of this Agreement for the purpose of use and disclosure of

protected health informatlon

Within five {5) busmess days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours al its offices all,
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purpases of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten (10} business days of receiving a written request from Covered Entity,
Business Associate shall provide -access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.
Within ten (10) business days of receiving a written request fram Covered Entity for an
amendment of PH! or a record about anindividual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
abligations under 45 CFR Seclion 164.526.

Business Associate shall document such disclosures ¢f PHI and information related to
such disclosures as wauld be required for Covered Entity to respond (o a request byan
individual for an accounting of dlsclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to {ulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164,528,

In the event any individual requests access to, amendment of, or accounting of PH|
direclly from the Business Assaciale, the Business Assaciate shall within two (2)
business days forward such request to Cavered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual’s request as required by such law and notify
Covered Entity of such response as soon as practicable. '

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shali return or-destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection withthe
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed toin
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business

Exhibit | Contractior Initials 4

Haalth Insurance Portability Act
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Assocmte maintalns such PHI. If Covered Entity, in its sole discration, requires that ihe
Business Associate destray any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Qbligations of Covered Entity
Covered Entity shall notify Business Associate of any changes or limitation(s} in its

Notice of Privacy Praclices provided to individuals in accordance with 45 CFR Section
164.520, 10 the extent that such change or limitalion may affect Busmess Associate’s

_ use or disclosure of PHI

Covered Entity shall promptly notify Business Associate of an'y changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disctosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriclion may affect Business Associate's use or disclosure of
PHI.

Iermination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement sel forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to-cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity

determines that neither termination nor cure is feasible, Covered Entity shall report the
violation lo the Secretary.

Miscellanegus
Definitions and Rg‘gglgtgm References. All terms used, but not otherwise defined herein,

shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit [, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended,

Amendment. Covered Entity and Business Associate agree lo take such action-as is
necessary to amend the Agreement from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Owpership. The Business Associate acknbwtedges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

|nierpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.
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e Seqregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or .
conditions which can be given effect without the invalid 1erm or condition; to thts end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibil | regarding the use and disclosure of PRI, return or
" destruction of PRI, extensions of the prolections of the Agreement in section (3) I, the

defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOQF, the parties hereto have duly executed this Exhibit [.

Depariment of Health and Human Services MTX Group Ing

The State - Nar_ne of the Cozractor

Signature of Authorized Representative Signature of Authorized Representative

Das Nobe _
Name of Authorized Representative - Name of Authorized Representative
- CEO
Title of Authorized Representative Tille of Authorized Representative
. . psdrkoty
Dale _ Dale
32014 . Exhiblt Contraclor inlliats __'a/_
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access: or polential access to personally identifiable
information, whether physical or. electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer. Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. *Confidentiai Information” or “Confidential Data” means ali confidential information
disclosed by one party lo-the other such as all medical;, health, financial, public
assistance benefits and personal information including without limitation, Subslance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable information.

Confidential Infermation also includes any-and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted -
services - of which collection, disclosure, proteclion, and disposition is governed by
slate or federal law or regulation. This information includes, but is nol limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFI), Federal Tax information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI}, and or other sensitive and confidential information.

4. “End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the -
requlations promulgated thereunde(.

6. “Incidenl” means an act that polentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized.use of
a system for the processing or storage of data; and changes to system hardware,

- firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting ‘of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
‘access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire's Depaniment of Information
Technology or delegate as a prolected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an.open
network and not adequately secure for the transmission of unencrypted Pl, PFI, -
PHI or confidential DHHS data.

8. “Personal Information” (or *Pi") means information which can be used to distinguish .
or trace an individual's identity, such as their name, social security number, personal .
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,

. alone, or when combined with other personal or idenlifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. ‘

9. “Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promuigated under HIPAA by the United
Slates Department of Health and Human Services.

10. “Protected Health Information” (or "PHI"} has the same meaning as provided in the
definition of "Protected Health Information” in the HIPAA Privacy Rule at 45 CF.R. §
160.103. ' '

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protecled Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is |
developed or endorsed by a standards developing organization that is accredited by .
the American National Standards Institute.

l. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosuré of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
excepl as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contracior must not disclose any Confidential Information in response ‘o a
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request for disclosure on the basis that il is required by law, in response to a
subpoena, etc., without first nolifylng DHHS so that DHHS has an opportumly (6]
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant lo the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI In violation of such additional
restrictions and must abide by any addilional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access 1o the data lo the authorized representahves
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract,

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data betwéen applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber -security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storége Devices. End User may not use mhputér disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS

data.
. .
3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of

persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL} must be used and the web’ site musl be
secure. SSL encrypls data transmrned via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to lransmll
Confidential Data.

6. Ground Mail Service. End User may only transmit Conﬁdenhal Datavia certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End- User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which mformallon willbe - .
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Conﬁdenual Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

. -RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Reiention

1. The Contractor agrees it will not store, transfer or process data collected in’
conneclion with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of .
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

‘2. The Contractor agrees to ensure proper secuﬂt'y monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to prowde security awareness and education for its End
Users in support of protecting Depariment confidential information. .

4. The Contractor agrees to retain all electronic and hard copies of Conf‘dentlal Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the lalest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive Intr_usion-detection and firewall protection.

6. The Contractor agrees to and ensures ils complete cooperation with the State's -
Chief Information Officer in the detection of any secunry vulnerabmty of the hosting
infrastructure.

B. Disposition

1. if. the Contractor will maintain any Confidential Information on its systems {or its
sub-contractor systems), the Contractor will maintain a’ documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the .
Contractor or any. subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure déletion and media
sanitization, or otherwise physically destroying the media (for' example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidslines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
tima of the.data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate dala has been properly destroyed and validated. Where applicable, .
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior lo destruction.

2. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A.. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows: .

1. The Contractor will maintain proper security controls to protect Department
confidential information collecled, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures lo protect Depariment
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardiess of the
media used to store the data (i.e., tape, disk, paper, etc.). ’
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmil, or store Department confidential information
where applicable. '

4. The Contractor will ensure proper security monitoring capabilities are in place to
- detect potential security events that can impact State of NH systemns andlor
Depariment confidential information for contractor provided sysiems.

5. The Contractor will provide regular security awareness and educalion for its End
Users in support of protecting Depaniment confidential information. ’

6. If the Coniracior will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes thal defines “specific security -
expectations, and monitoring compliance 1o security requirements that at a minimum

- match those for the Contractor, including breach notification requirements.

7. The Contractor will work ‘with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of.
oblaining and maintaining access lo any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
- {BAA) with the Department and |s responsible for maintaining compliance with the
agreement,

9, The'Contractor will work with the Department at its request 10 complele a System
Management Survey. The purpose of the survey is to enable the Department and-
Contractor to monitor for any changes in risks, threals, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed .
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10, The Contractor will not store, knowingly or unknowingly, any Slate of New Hampshire
or Department data offshore or cutside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department,

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts lo investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from.the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center serv:ces necessary due to
the breach. :

12. Contractor must, comply with all applicable statutes and regutations regarding the
privacy and security of Confidentia! Information, and must in all other respects.
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5§ U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to eslablish and maintain appropriale administrative, technical, and
physical safeguards lo protect the confidenliality of the Confidential Dala and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Depariment of Information Technology.
Refer to Vendor Resources/Procurement at hitps://iwww.nh.gov/doit/vendor/index.htm
for the Depariment of Information Technology policies, guidelines,.standards, and
procurement information relating to vendors. .

14. Contractor agrees to maintain a documented breach notification ‘and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
securily incident, or suspected breach which affects or includes any Stale of New.
Hampshire systems that connect to the State of New Hampshire network. :

15, Contractor must resltrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Dala to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor musl ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media contaimng PHI, I, or
PF| are encrypted and password protected.

d. send emails containing Confidential Information only if ricggted and being
sent to and being received by email addresses of persons authonzed to
receive such information.
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e. limit disclosure of the Conﬁdenti'él Informalion to the extent permitied by law.

f.. Confidential Information ' received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area thal is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biomstri¢ identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally -identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section |Vabove.

h. In all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based-
assessment of the circumstances involved.

i. understand that their user credentials (usef namse and password) must not be
. shared with anyone. End Users will keep their credential information secure.
This applies lo credentials used to access the site direclly or mdurectly through

a thlrd party application,

Contractor is responsible for oversight and compliance of their End Users. DHHS .
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. '

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification -
procedures and. in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved inIncidents;

3. Repon suspected or confirmed Incidents as required in this Exhibit or P-37;
4

. |dentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Delermine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing,. source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. ' )

Incidents and/or Breaches that Implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
" A. DMHS Privacy Officer:
CHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: ,
DHHSInformationSecurityOffice@dhhs.nh.gov
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- State of New Hampshire
Department of State

CERTIFICATE

1, William M, Gardner, Secretary of Siote of the State of New Hompshire, do herehy centify that MTX GROUP INC is o Now
York Profit Corporation E:gislemd 10 mansact business in New Hampshire on May 24, 2018. | further centify. that all fees and
documents required by the Secretary of State’s office have been received and is in good stonding as far as this office is concerned.

Business 1D: 795645
Centificate Number: 0004921309

IN TESTIMONY WHEREOF,
| hereto sct my hand and cause (o be nifixed
§\ /2 Y the Seal of the State of New Hampshire,
P S 7 O this 27th day of May A.D. 2020.
2120 4
S 7 William M, Gardner
Secrctory of Siate




Corporate Resolution

i, _ Jeffrey Gautsche . hercﬁy certify that | am duly elected Clerk/Secretary of
(M) ) . .
. L

. MTX Group Inc. - I hereby centify the following is a true copy of a

(Name of Corporation or LLL)

vote taken at & meeting of the Board of Directors/sharchalders, duly called and held on __May

" {Month)
2% . .20 at which a quorum of the Directors/sharcholders were presentand voténg. ,
(Dav) car) )
VOTED: That Das Nobel, CEQ {may list more than one person) is duly authorized to
{Name and Title) ‘
enter into contracts or agreements on behalfof MTX Group Inc. with

(Mame of Corporation or LLC)
the State of New Hampshire and any of its agencies or departments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect the purpose of this vote.

I hereby certify that said vote has not been amended or fepzaled and rcmaiﬁs in full force and effect as of
the date of the contract to which this certificate is sttached. 1 further certify tha; it is understood that the State of‘ :
New Han;pshire will rely on this certificate as evidence th;\t the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any limits
on. the authority of any listed individual to bind the oor;poration in contracts with the State of New Hampshire. all

such limitations are expressly stated herein,

pATED: _5/29/2020 ‘ - ATTEST: , = —
(Name and Title) '

Jetfray Gautsche
Secretary & General Counas!




DATE (WM& DAYYT)

gy I . ‘
ACORD - CERTIFICATE OF LIABILITY INSURANCE : 0872712020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NC RIGHTS UPON THE CERTIFICATE HOLDER, THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW., -THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the cortificate holder s an ADDITIONAL INSURED, the pollcy({les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the tarma and conditlona of the policy, ¢ertain policles may require an endorsamant. A ststemaent on
this cenificats does not conter rights to the certificate holder In lieu of such sndorsement(s).

PRODUGER . . aun "' Pavicl Griffin
RSC tnsursnce Brokesage, Inc. PHONE | :;E..E!n
5141 Whaalls Orive ' aponsss; PordTnBrisk-simlagies.com
' TIUREA|S) ARFORDING C OVERAOR NASC 8
Mamphis . TN a7 Wsurer a; Twin Clty Fire Insurance Co 20459
NSURED ) : ' wiurgn g Sentineling, Co. 1000
MTX Group, Inc, ivsurerc: AXIS Ingurance Company anmn
1450 Waatam Avenys WBURER D :
Sulte 304 ] INSURER E
. Albeny NY 12203 wayRER r
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW MAVE BEEN ISSUED TO THE INSURED NAMEQ ABOVE FOR THE POLICY PERIDO
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TG wiICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES OESCRIBEC HEREIN 15 SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POUCIES, UMITS SHOWN MAY HAVE BEEN REOQUCED BY PAID CLAIMS,

m TYPE OF INSURANCE |g:g YT POLICY NUMBER  ° (MM/DONYYY) [uugn}%’n LiN{TS
<[ COMMERCIAL OENERAL LIABILITY ) £ACH OCCUARENTE g $.000,000
| eLams ot occun | PREW3ES (En comrence) 3 1,000,000
L . MED EXP {Any orme parsen} L] 10,000
] 20SBARG2520 080172020 | OM017202) [ ppmsomne s sowoemmy |5 1000.000
G\ AGGAEGATE LUKIT APPLIES PER: : . GEMERAL AGGREQATE g 2.000,000
Xl povicy D v D we PRODUCTS - Couppagg |3 2:000.000
OTHER; 5
AUTOMOBILE LIABRITY ﬁ‘w@“ Y % 1,000,000
ANY AUTO _ BOCRY WURY (Pw parson) | §
ED SCHECULED ' i
8 : R ow ] i - 20SBARG2520 084172020 | 060112021 ngﬁm’ 3
,l'(_ AUTOS OMLY AUTOS ONLY ' L {Pat peekien)) §
. s
| umereLLaLan | ) occun : EACH OCCURRENCE 3 10.000,000
8 LACESS LAY e 205BARG2520 060112020 | 08012021 [ ,coneante 5 10,000,000
ot | <] merenmon 3 10.000 - ot
WORMERS COMPENIATION
AND EMPLOYERS' LIABILITY Yin ) . &ﬂ"m 16n 500050
A N ECunve HiA 20WECKZB504 080172020 | 0820172021 |EL: EACHACCIDENT E Mk
{Mandatory In 4} - | e osease - Eaprvmovee | ¢ 1-000.000
lr.m ung e . 1,000,000
DESCRIETION OF OPERATIONS bekw EA (SEASE - POy uwirr | 3 1,900,
Professions! Liabilly (Tech EAG ' Par Clalm Limit $5.000,000
C | Cyver Lisdilty i ’ POO100030502601 042172020 | 042172021 |Aggregete Limh $5.000,000
’ Osductible $15,000 -

QESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 101, Addivonsl Remarks Bchaduie, may be sttached H mom apace 1o reguined)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANMCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN :

Stoth of New Hampshirs Adminislialive Services ACCORDANCE WITH THE POLICY PROVISIONS.

Bureau ol Purchass & Propeny
AUTHORIZED REPRESENTATIVE
2% Capitol Street. Room 102

Corcord . . NH 03301 PGS C ez,

© 1988-2015 ACORD CORPORATION. All rights resarved.
ACORD 24 (2046/103) The ACORD name and logo sre registerad marks of ACORD



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGCY
27 Hazen Dr., Concord, NH 03301
Fax; 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

. Denls Goulet
Commissioner

April 3, 2020
His Excellency, Governor Christopher T. Sununu
State House )
Concord, NH 03301
REQUESTED ACTION

Authorize the Department of [nformation Technolagy, to enter into & sole source contract with MTX
Group, Inc., 133 Broadway, Suitc 460, Troy, NY 12180,.(VC 287674), in an amount not to ¢xeccd
$100,000. 00 for professional services to implement State of New Hampshire initiatives related to the
COVID -19 crisis, effective upon Governor approval through March 30, 2021, with the option of a one

year renewal,

Project Overview: There arg several State of NH initiatives related to the COV{D-19 crisis. MTX will
quickly deploy and Go Live with technology solutions to support and provide the essentials that the State
of NH needs to begin leveraging to improve ovcrall outreach and engagement with constituents across the.

state of New Hampshire.

Described below are NH's desired solution features and requirements, as'they are understood today under
the COVID-19 emergency. Additional features and requirements may be introduced and prioritized by
the State as the project progresses.

«  Support and maintenance of the State of New Hampshire Enterpnsc Production site

» Enhancements for Governor’s site to address COVID 19 requirements

»  Enhancements for Veterans' Services to address COVID {9 requirements and data migrntion

. lmplementatmn of CRM salutions to support new call centers belng implemented by agencies

in response to COVID 19 office closures
« Implementation of CRM solution for Public I-_lcalth
»  Additional support for COVID 19 related activities

Funds are available in SFY 2020 with the zuthority to adjust encumbrances between fiscal years
within the price.limitation througfi the Budget Olfico, if needed and justified. .

CATH-DEPTH-AGENCYA-ACTIVITY#-ACCOUNTING UNIT - DEPT NAME- | SFY 10 Total
AGENCY NAME -ACCOUNTING UNIT NAME CLASS OBJECT - DESC Amount
"01-03-03-030010-88820000 $ 100,000 | $100,000
034-500099

“Innovotive Technologles Todoy for New Hampshire's Tomorrow"

* e . W —a —

.o



His Excellency, Governor Christopher T. Sununu
Page 2

The Department of Information Technology respectfully requests approval of this contract,
Respectfully submitted,

Denis Goulet

The preceding requested action, having been reviewed by this office, is epproved.

7

Govﬁmof C.h}isiopher T. Sununu
State of New Hampshire

Date """zd

DGAk
DolT #2020-085
RID: 50248

"Innovotive Technologies Todoy for New Hompshire's Tomorrow"



. , FORAMI NUMBER P-37 (version 12/11/2019)

Hotice: This agreenent ane all of its otachunents shall become public wpon subinission 1o Governor and
Executive Cowncil for approval. Auy ufonnation that is private. confidentie) or proprietary nmst
be clearly identified to the agency and ngreed 1o in writing prior to signing the coutmet.

AGREEMENT

The Siate of New Hampshire nud the Contractor hiereby mutually sgree as follows:

GENERAL PROVISIONS
1. IDENTIFICATION.

1.1 State Agency Namie ' 1.2 Siste Agency Address

Department of Infonmatioo Technology

-27 Hazen Dnive, Concord, NH 0130)

1.3 Contractor Nsme } 1.4 Conlmctor Address

. 333 Brosdway. Suile 460
MTX Group. Inec Troy. NY 12180
1.5 Controctor. Phooe 1.6 Accowst Nunber 1.7 Completion Date 1.8 Price Lunitation
Nuwuber
01-03-03-030010-88820000 Mnrch 31, 202) $100.000.00
$18-229-6350 034-500099
1.9 Conwmncling Officer for State Agergy 110 Staie Agency Telephone Nnber
Denls Gouwlet, Covunissioner and Chief Infonnation Cfficer (403) 223-5703
1.11 Contractor Signsture 1.12 Name and Title of Contrnctor Siguatory
M Das Nobel. Founder & Chief Stratepy Officer
’ Date: LMW
1.13 ,Slale Agency Sigmanue 1.14 Naue and Title of State Agency Signatory

Dwe: 4/2/2020)  Denis Goulet, Commissioner

1.15 Approval by ihe N.H, Depm:u;ent of Administration. Division of Personuel (if applicabie)

B By: . " Direclor. On:

e

.16 Approva) by the Atron ;‘ ernl (Formy, Substance and Execution) (if applicable)

| ~ /3 )

1.17 AWW the Qovermnor and Executive Council (if applicable)

Q&C [tem nunber: . © 0&C Meeting Date:

Page 1 of 4
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2, SERVICES TO BE PERFORMED. The State of New
Hempshire, acting through the agency identified in block 1.}
("State’), ecngages contractor idenmtified in block 1.3
(“Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the nttached EXHIBIT B which is mcorporalcd
herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
1.1 Notwithstending any provision of this Agreement 1o the
contrary, and subject to the approval of the Govermor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, end all obligations of the parties hereunder, shall
become effective on the dote the Govemor and Exccutive
Council ppprove this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreemen is signed by
the State Agency as shown in block .13 (“ElTective Datc™).

3.2 If 1he Contractor commences the Services prior to Lhe
EfTective Date, all Services performed by the Contractor prior to
the Effeclive Date shall be performed at the sole risk of the
Contractor, and in the event that Lhis Agreement does not become
clTective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed,
Contractor must complete ail Services by the Completion Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without {imitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds aflected by any state or federnl legislative or cxecutive

aclion thal .reduces, eliminates or otherwise modifies the -

appropriztion or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the Stete be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of o reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor nolice of such reduction or termination,
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are -identified ond more particularly described in EXHIBIT C
which is incorporated herein by reference.

$.2 The payment by the State of the contract pncc shall be the
only and the complete reimbursement to the Contractor for all
cxpenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
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compensation to the Contractor for the Services. The State shall
have no liability to the Coniractor other than the contracl price.

5.3 The State reserves the right to offsel from any amounts
otherwisc payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law. -

5.4 Notwithstanding any-provision in this Agreement 1o the
contrary, and nolwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND RECULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. .

6.1 In connection with the performance of the Services, the
Contracior shall comply with all applicable statutes, Jaws,
regulations, and orders of federal, stale, county or municipal

© suthorities which impose any obligation or duly upon the

Coniracior, including, but not limited 10, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with ail federal exccutive arders, rules, regulations
and statutes, and with any rules, regulations end guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
propeny laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminale against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmalive action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
aceess to any of the Controctor's books, records and accounts for
the purpose of ascenaining compliance wilh all rules, regulations
and orders, and the covenants, tcrrns and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary 10 perform the Services, The Contrector warrants that
all personnel engaged in the Services shall be qualified 1o
perform the Services, and shall be properly licensed end
otherwise authorized 10 do so under all applicable laws,

7.2 Unless otherwise authorized in writing, during Ihe term. of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permil any subcontractor or other person, firm or
corporation with whom it is engaged in a combined .cffort to
perform the Services 10 hire, any person who is & State employce
or official, who is materially involved in the procurement,
administration or performance of this Agreement.  This
provision shall survive termination of this Agreement.

7.3 The Contracting OfTicer specified in-block 1.9, or his or her
successor, shall be the State's representative, In the event of any
dispute conceming the interpretation of this Agreement, the
Contracting OMicer’'s decision shall be final for the Staie.

. Contractor Initials %/

Date



8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of delaull hereunder (*Event
of Defoult”):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure 1o perform any other covenant, 1erm or condition of
this Agreement.

8.2 Upon the occurtence of any Event of Default, the State may
take any ont, or more, or all, of the following actions:

8.2.1 give the Contractor 2 written notice specifying the Event of

Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thiny (30) days from the
date of the notice: and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days afler giving the
Contractor notice of termination;

8.2.2 give the Contractor a writien natice specifying the Event of
Defeult and suspending all payments to be made under this
Agreement and ordering that the pontion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such lime as the State
determines that the Contractor has cured the Event of Defaull
shall never be paid to the Contractor,

§.2.3 give the Contraclor a writien notice specifying the Eveniof

Defoult and set ofT against any other obligations the State may
owe o the Contractor any damages the State sufTers by reason of
any Event of Defauli; and/or

B8.2.4 give the Contractor 2 writien notice specifying the Evenl of
Delault, treat the Agreemenl as breached, lermingie the
Agreement and pursue any ofn.s remedies at law or in equity, or
both,

8.3. No failure by the State to enforce any prov:snons hercofnﬂcr
any Evenl of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Evem of
Delault, No express failure 1o enforce any Event of Default shall
be deemed 8 waiver of the right of the Stete to enflorce each and
all of the provisions hereof upon any further or other Event of
Default on the pan of the Contractor.

9. TERMINATION. .
9.1 Notwilhstanding paragraph 8, the State may, at iis sole
discretion, terminate the Agreement for any reason, in whole or
in pan, by thirty (30) days wrilten notice to the Contractor that
the State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this. Agreement for
any reason other than the completion of the Services, the
Contractor shall, ot the Statc’s discretion, deliver to the
Contracting Officer, not later than fiReen (15} deys afer the date
of termination, a report {“Temination Repon™) describing in
detail ali Services performed, and the contract price eamed, to
and inctuding the date of lermination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Repon described in Lhe atlached
EXHIBIT B. In addition, at the Stale's discretion, the Contraclor
shall, within 15 days of notice of early termination, develop and

Page 3 of 4

submit Lo the State a Transition Plan for services under the
Agreement.,

10. DATNACCESSICONFIDENTIALITYI
PRESERVATION,

10.1 As used in this Agrecement, the word “data” shall mean all
information and things developed or oblained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulac, surveys, maps, charts, sound recordings, video
recordings, piclorial reproductions, drawings, analyses, graphic
representations, COMpuler programs, computer printouts, noles,
letiers, memaranda, papers, and documents, all whether
finished or unfinished. .
10.2 All data and any property which has been received from
the State or purchased with funds provided for thal purpose
under this Agreement, shall be the property of the State, and
shall be retumed to the State upon demand or upon temmination
of this Agreement for any reason.

10.3 Confidentiality of data shall be govened by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior writien approval of the State,

LL. CONTRACTOR'S RELATION TO THE STATE. Inthe
performance of this Agreement the Contractor is in all respecis
an independent contractor, and is neither an agen! nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have suthority to
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the Staie to its employees.

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifleen (15) days prier to
the assignment, and a written consent of the Stote. For purposes
of this parsgraph, &2 Change of Control shall constitute
assignment. “Chonge of Control” means (a) mcrgi;r,
consolidation, or a transaction or, series of related transactions in
which a third party, together with its affiliales, becomes Lhe
direcl or indirecl owner of fifly percent (50%) or more of the
voling shares or similar equily interests, or combined voting
power of the Contractor, or (b) the sale of 2ll or substantially all
of the assets of the Conlraclor. .

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State,
The State is entitled (o copies of all subcontracts and assignment
sgreements and shall not be bound by eny pravisions contained -
in a subcontract or 2n assignment agreement to which it is not a

parly.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all clsims,
lisbilitics and costs for eny personal injury or property damages,
patent or copyright infringement, or other claims asseried against
the State, its officers or employees, which arise out of (or which
may be claimed 1o arise out of) the acts or cmission of 1

Contractor Initials
Date



Comraclor, or subcontraciors, inclu&ing but not limited to the
negligence, reckless or intentional conduci. The State shall not
. be liable for any cosis incurred by the Contractor arising under
this perograph 13. Notwithstanding the forcgoing, nothing herein
contained shall be deemed 10 constitute a waiver of the sovereign
immunity of.the State, which immunity is hereby reserved to the
Stete. This covenant in parngraph 13 shall survive the
termination of this Agreement, :

!
14. INSURANCE. - ;

. 1
14.1 The Contractor shall, .al its sole expense, obtain and

continuously maintain in force, and shall requure any
subconlractor or assignee 1o obtain and maintain in force, the
following insurance: !

14.1.:1 commercial general liability insurance agamst all claims
" of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence nnd $2,000,000 nggregnte
or excess; and”

14.1.2 special cause of loss coverage form covenng all propeny
subject 10 subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement valuc of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Depantment of Insurance, and
issued by insurcrs licensed in the State of New Hampshire.

14.3 The Contractor shall fumish 10 the Contracting Officer
identified in block 1.9, or his or her successor, a cenificate(s) of
" insurance for all insurance required under this Agreement,
Contractor shall also fumish 1o the Contracting Officer identified
in block 1.9, or his or her successor, cenificate(s) of insurance
for all renewzl(s) of insurance required underthis Agreement no
later than ten (10) days prior to the expiration dete of cach
insurance policy. The cenificete(s) of insurance and any
rencwals thereof shalt be attached and are mcorporat'cd hcrcln by
reference.

15. WORKERS' COMPENSATION.
15.1 By signing this agreement, the Contractor agrees, centifies
and warrants that the Contrector is in compliance with or exempl
from, the requirements of N.H. RSA chapier 281-Al("Waorkers®
Compensation”).
15.2 To the extenl the Contractor is subject to the rr.qmrcmans
of N.H. RSA chapter 281-A, Contractor shall mleam. and
rcquire any subcontractor or’ assignee (o secure and mainiain,
payment of Workers’ Compensation in connéction  with
activities which the person proposes to undertake pur'sunnt to this
Agreement. The Contractor shall furnish the Ccntracnng Officer
identified in block 1.9, or his or her successor, proof‘ol‘WorI\:rs
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
auachcd and are incorporated herein by rcfcrcncc.' The Stete
shall not be responsible for payment of any Workers’
Compensation premiums or for any other ¢laim or benefit for
Contractor, or. any subcontractor or employee of {Contractor,

16. NOTICE. Any notice by a party herclo to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by cerlificd mail, postage prepaid, in 2 United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein. .

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
pariies herelo and only. after approval of such amendment,
waiver or discharge by the Governor and Execulive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to Siate law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreemenl shall
be governed, interpreted and construed in necordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applicd against or in favor ol any pary.
Any actions arising out of this Agreement shail be brought and
maintained in New Hampshire Superior Court which shail have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of & conflict
between the lerms of this P-37 form {as modified in EXHIBIT
A} and/or stiiachments and amendment thereof, the 1erms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third partics and this Agreement shall ‘not be
consirued to confer any such benefit.

21, HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the’ words contained thercin
shall in no way be held to explain, modify, amplily or aid in the
interpretation, construction or meaning of the provisions of this
Agreemenl.

21, SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the anached EXHIBIT A arc mcorpora:cd
herein by reference.

23. SEVERABILITY. Inthe cvent any of the provisions of this
Agreement are held by a coun of competent jurisdiction Lo be
conirary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24, ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the enlire agreement and
understanding between the parties, and supersedes ‘all prior
agreements and understandings with respect (o the subject mnncr

which might erise under applicable State of New|Hampshirc hercofl.
Workers' Compensation Jaws in  connection” with the .
performance of the Services under this Agreement. : ’
Page 4 of 4 . ﬂﬂ/
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

Professional Services

COVID-19 DoIT CONTRACT #2020-085
PART 2 - INFORMATION TECHNOLOGY PROVISIONS
: [

TERMS AND DEFINITIONS

The foilowing general contracting terms and definitions apply excepl as .f..peciﬁcnlly noted elsewhere

in this document.

Acceptance

Notice from the State lhat a Dclwcmblc has sat:sﬁcd Acceptance
Test or Review.

Acceptance Letter

An Acceplance Letter provides notice [from thc State that a
Deliverable has satisfied Acceptance Tesis or Review, '

Acceptance Period

The timeframe during which the Acceplance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed’to by
the State that describes at & minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tesis performed to determine that no Defects exist in the application
Software or the System

Access Control

Supports the management of permissions for logging onto a
computer or network ~ .

Agreement

A coniract duly executed and legally binding.

Appendix

Supplementary material that i is collecied and appended at l.hc back of
a document

Audit Trail Capture and
Analysis

Supports Lhe identification and monitoring of activities within an
application or system

Authorized Persons

The Contractor's employees, contractors, subcontractlors or other
agents who need to access the State's personal data to enable the
Contractor to perform the services-required.

Certification

The Vendor's written declaration with full supporting and written
Documentation (including withoul limitation test results as
applicable) that the Véndor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Chonge Ocder

Formal documentation prepared for a proposed ‘change in the
Specifications. )

Completion Date

End date for the Contract

Confldential Information

Information required to be kept Confidential from unauthorized
disclosure under the Contract

Contract

This Agreement bétween the State of New Hampshire and a Vendor,
which creates binding obligations for each party to pecform as
spec;f'ed in the Contract Documents.

Contract Agreement

Part'l, 2, and 3.. The documeniation consisting of both the General
Provisions and the Exhibits which represents the understending and

Date:

y4
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STATE OF NEW HAMPSHIRE
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

respect to the Scope of Woark

Contract Conclusion

convenience, or termination for default.

Contract Documents

Section }.1})

Contract Managers

Management)

Contract Price

.8 (P-37).

Contractor

Contracted Vendor/Yendor *

the Contracl.

Conversion Test

be used by the new System.

Cure Period

Custom Code

State of New Hampshire

Custom Software

State of New Hampshire

Data

Data Breach

data.

DBA

Database Administrator

2020-085 IT Provisio Page 1-3 of 36
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acceplance of the reciprocal legal rights and duties of the panties with

Refers to the conclusion of the Contract, for any reason, including but
not limited to, the successful Contract completion, termination for

Documents that comprise this Contract (See Contract Agreement,

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contract. These responsibilities shall include but not be limited 1o
processing Contract Documentation, obtaining executive approvals,
tracking costs and -payments, and representing the panies in all |
Contract administrative  aclivities. (See Section 4: Contract |

The 1o1al, not to exceed amount to be paid by the Siate 1o the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section

The Vendor and its employees, subcontractors, agents and affilintes
who are providing the services agreed (10 under the contract.

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of

A test to ensure that a Data conversion process com:ctly takes Data
from a legacy systemn and successfuily converts it to a form that can

The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the defaull identified.

Code developed by the Vendor specificalty for this project f'or the
Software developed by the Vendor specifically for this Project for the

State’s records, files, forms, Data and other documents or
information, in either electronic or paper form; that will be used |.
/converted by the Vendor during the Contraci Tcrm

The unauthorized access by a non-authorized person/s that results in
the use, disclosure or theft of a the State's unencrypted non- pubhc




o

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

Professional Services

COVID-19 DolT CONTRACT #2020-085
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Deficiencies/Defects

A failure, deficiency or defect in a Deliverable resulling in a
Deliverable, the Software, or the System, not conforming lo its
Specifications,

Class A Deficiency — Sofiware - Critical, does not allow System (o
operate, no work around, demands immediate action; Wriren
Documentation’ - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require're-performance of the Service. .

Class B Deficiency — Soffware - important, does not stop operation
and/or there is a work around and user can perform.tasks; Wrinen
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Software - Services, were
deficient, require rewarking, but do not require re-performance of the
Service,

Class C Deficiency — Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require only minor reworking
and do not require re-performance of the Service,

Deliverable

A Deliverable is any Written, Software, or Non-Software Deliverable
(letter, report, manual, book, other), provided by the Vendor to the
State or under the terms of a Contract requirement.

Dcpartment of Information
Technology (DolIT)

The Department of information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature

Cemf‘cnhon that guaraniees the unaltered state ofa file, also known
s 'code signing.”

Effective Date

Thc Contract and all obligations of the parties hefeunder shall become
effective on the date the Governor and the Executive Council of the
State of New Hampshire approves the Contract

Encryption

Supports the transformation of data for security purposes

Enhancements.

Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancemenits, including, but nol limited to, Enhancements produced
by Change Orders '

_ 2020-085 IT Provisio
Comraclbfm /é)s
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Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides 2 price that is not subject to
increase, i.c. ijUSthnl on the basis of the Vendor’s cost expcﬂence
in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, but not
limited fo; meals, hotelhousing, airfare, car rentals, car mileage, and
out of packet expenses

Governor and Executive Council

The New Hampshire Governor and Executive Council.

ldentification and

Supports obtaining information about those parties attempting to log

Authentication on 1o a sysiem or application for security purposes and the validation |.
of those users .
Implementation The process for making the System fully operational for processing

the Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT)

Refers 1o the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited 10, Data processing, computing,
information systems, telecommunications, and various audic and
video technologies.

Input Validation

Ensure that the values entered by users or providcd by other
applications meets the size; type and format expected. Protecting the
application from cross site scripting, SQL injection, buffer overflow,
elc.

Intrusion Detection

Supports the detection of illegal entrance into a computer sysiem

Invoking Party

In a dispute, the party believing itsclf agprieved.

Key Project StafT

Personnel identified by the State and by the Contractor as essentisl
to work on the Project.

Licensee

The State of New Hampshire

Non Exclusive Contract,

A contract exccuted by the State that does not restrict the Staie from
seeking altemative sources for the Deliverables or Services prowded
under the Contract.

Non-Public Information

Data, other than personal data, that is not subject lo distribution to
the public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is
exempl by siatute, ordinance or administrative rule from access by
the general public as public information. '

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, c.g., mectings, help support, scrvices, ather

Normaeal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State

2020-085 IT Prowswp{ﬂyf 2
Contractor, tlals
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holidays are: New Year's Day, Martin Luther King Day, President’s
Day, Memorial Day, July 4" Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day. and Chrisimas
Day. Specific dates will be provided

Notice to Proceed (NTP)

The Siate Contract Manager’s written direction (o the Vendor to
begin work on the Contract on 8 given date and time

Open Data Formats

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantces the "user unrestricted use of the
Sgftwere as defined in RSA 21-R:10 and RSA 21-R:I .

Open Standards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13,

Operating System

System is fully functional, all Data has been loaded into the System,
is avaijlable for use by the State in its daily operations.

Operational

The System is operating and fully functional, all Data has been
loaded; the System is available for use by the State in its qaily
operalions, and the State has issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Docuinents control in the event of a
conflict or ambiguity. A tenm or condition in a document conirols
over a conflicting or ambiguous term or condition in 2 document that
is lower in the Order of Precedence

Personal Data

Data that includes information relating 1o a person that identifies the
pecson by name and has any of the following personally identifiable
information (PI[): government-issued identification numbers (e.g.,
Social Security, driver’s license, passport); financial account
information, including account number, credit or debit card
numbers; or protected health information {PHI) relating to a person.

Project

The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor's personncl
responsible for managing the processes and mechanisms required
such thal the Services are procured in accordance with the Work Plan
on time, on budget and (o the required specifications and quality

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor's representative. with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Project Staff

Stale persorinel assigned o work with the Vendor on the Project

Date:
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Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Protected Health Information
(PHI)

Individually identifiable health information transmitied by
electronic medin, maintained in elecronic media, or transmitted
or mainteined in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records
described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment
recordy held by s covered entity in its role as employer.

Regression Test Plan

A plan intcgrated into the Work Plan uscd o ascertain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. If none is specified then
the Review Period 15 five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product andfor Scmcc
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of &
computer, application or network

Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Security Incident

The potentially unauthorized access by non-authorized persons,
to personal data or non-public data the Coniractor believes could
reasonably result in the use, disclosure or thefi of a State's
unencrypted personal data or non-public data within the
possession or contral of the Contractor. A sccunty incident may
or may nol turn into a data breach.

Service Leve! Agreement (SLA)

A signed agreement between both the State and the Contractor that’
is subject to the terms and conditions in this document that unless
otherwise agreed 1o includes (1) the technical service level
performance promises, (i.¢. melrics for performance and intervals
for measure), (2) description of service quality, (3} identification of
roles and responsibilities, (4) security responsibililies and notice
requirements, (5) how disputes are discovered and addressed, and
{6) any remedies for performance failures.

Service

The work or labor to be performed by the Vendor on the Project as
described in the Contract.

the Contractor

The vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Software *

All custom Software and COTS Software provided by the Vendor
under the Contract

Date:

2020-085 IT Provisio Part 2
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Software-as-a-Service (S0a8)

The capability provided to the State o use the Contraclocr’s
applicetions running on a ctoud infrastructure. The applications are
accessible from various client devices through a thin-client interface
such as a Web browser (e.g., Web-based email) or a program '
interface. The State does not manage or control the underlying
cloud infrastructure including network, servers, operating systems,
storage or even individual application capabilities, with the possible
exception of limited user-specific application configuration settings.

Software Deliverables

Software and Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without

limitation, Software and Servicés, addressing the requirements and

terms of the Contract Specifications. The off-the-shelf Software and
configured Softwarc customized for the State provided by the
Vendor in response to this RFP. ‘

Specifications

The written provisions that set forth the requirements which include,
withoul limitation, this RFP, the Proposal, the Contract, any
performance standards, Documentation, applicable State and feders|
policics, laws and regulations, State technical standards, subscquent
State-approved Deliverables, and other Specifications and
requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

"

State

STATE is defined as:

State of New Hampshirc

Department of Information Technology

27 Hazen Dr

Concord, NH 03301 .

Reference to the term “State” shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of'a Project. The Statement of Work also defines & high
level view of the architecture, performance and design requirements,
the roles and responsibilities of the State and the Vendor, The
Contract Agreement SOW defines the results that the Vendor
remains responsible ‘and accountable for achieving.

State's Confidential Records

State’s information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chapter 91-4-

Date;
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State Data

For SaaS applications means all data created or in any way |-

origihating with the State, and all data thai is the output of computer
processing of or other electronic manipulation of any data that was
created by or in any way originated with the State, whether such data
or output is stored on the State’s hardware, the Contractor’s hardware
or exists in any system owned, maintained or otherwise controlled
by the State or by the Contracior.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July I* through
June 30™ of the following calendar year

State Identified Contact

The person or persons designated in writing by the State to receive
security incident or breach notification.

State's Project Monager (PM)

State's representative with regerd to Project management and {

technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor -

A’ person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separatc Contract with or an behalf of the Vendor
System All Software, specificd hardware, and interfaces and exiensions,
integrated and functioning together in accordance with the
Specifications.
TBD To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifics technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitutc a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It
may cansist.of a timeline, a serics of tests and test data, test scripts
and reports {or the test results ag well as a tracking mechanism.

Term Period of the Contract from the Effective Date through tenmination.

Transition Services Services and support provided when Contractor is supporting System |
changes. '

UAT User Acceptance Test

Unlt Test Developers create their own test data and test scenarios to verify the

code they have created or changed functions properly as defined.

2020- 085 (T mesmns - pan 2
Contractor lnm
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User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requiremnents documents.

User Management

Supports the administration of computer, application and network
accounts within an organization .

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State ond who is responsible for the Services and Deliverobles of

the Contract.

Vecification

Supports the confirmation of authonty to enter a compuler system,
application or network

Walk Through

A step-by-step review of a Specification, usability features or design
before it is handed off to the technical team for development

Work Hours

Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delincation of tasks, activities and
cvents to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, 1ask dependencies, and the resources that would lead
and/or participate on cach task. -

Written Deliverables

Non-Software written deliverable Documentation (Icttcr report,
manual, book, other) provided by the Vendor either in paper or
clectronic format.

2020-085 1T Prowsw
Contractor l
Date:

Page 1-10 of 36




STATE OF NEW HAMPSHIRE
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Information Technology(*State™), and MTX GROUP INC., a New York Corporstion, (“Contractor”),
having its principal place of business at 333 Broadway, Suite 460, Troy, NY 12180

The contractor, MTX GROUP INC., will be assisting the State of NH with the Salesforce.com CRM

implementations.

\

RECITALS

Whereas the State desires 1o have the Contractor assist the STATE of NH, Department of
Infarmation Technology {DolT) with the following COVID-19 related initiatives:

. Support and maintenance of the State of New Hampshire Enterprise
Production sile . .

. Enhancements for Governor's site to address COVID 19 requirements

. Enhancements for Veterans' Services (o eddress COVID 19 requirements and
data migralion ' o

. Implementation of CRM S5olutions to support new call centers being

* implemented by agencies in response to COVID 19 office closures
.. Implementation of CRM solution for Public Health
. Additional support for COVID |9 related activities

These implementations will include Workflows and Notifications, Approval Processes, Process
Automation, and Reports & Dashboards.

Whereas the Contractor wishes lo provide techiical expertise as consultant support to the State of NH DolT
and leverage the power of the Salesforce Lightening Service Cloud platfarm for rapid application of State
of NH services processes, aceclersted timelines, faster lime-to-service resolution; sireamline complex -
processes across organizations and business systems; and to eliminate workplace inconsistencies.

The parties therefore agrec as follows:

1, CONTRACT DOCUMENTS

i.1 CONTRACT DOCUMENTS
This Contract Agreement {2020-085) is comprised of the following documents:

A. Pant 1 - Form P-37 General Provision

y

2020-085 IT Provisi 2 Page 1-11 of 36
Contractor Initials: i ’
Date: “7_[/ -




STATE OF NEW HAM?PSHIRE
DEPARTMENT OF INFORMATILON TECHNOLOCY
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COVID-19 DolIT CONTRACT #2020-085 )
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

B. Part 2 - Information Technology Provisions

C. Part 3 - Exhibits
Exhibit A- Special Pravisions .
Exhibit B- Contract Deliverables
Exhibit C- Price and Payment Schedule .
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Suppont Services
Exhibit H- Requiremenis
Exhibit I- Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference
Exhibit O- Certificates and Attachments

1.2 ORDER OF PRECEDENCE .
In the event of conflict or ambiguity among any of the texi of the Contract Documenis, ‘the

_ following Order of Precedence shall govern:
a. Stale of New Hampshire, Department of Information Technelogy Centract Agreement
2020-085, including Parts 1,2, and 3;

2. CONTRACT TERM _
The Contract and all obligations of the partics hereunder shall become cffective afler full
execution by the parties, and the receipt of required governmental approvals, ("Effc;livc Date™).

The Contract shall begin on the Effective Date and extend through March 30, 2021.
The Term may be extended up to one (1) yeer, (“Extended Term™) at the sole option of the Slate,
subject 1o the parties prior written agreement on applicable fees for each extended term.

The Contraclor shall commence work upon issuance of 8 Notice to Proceed by the State,

Time Is of the essence in the performance of the Contractor's obligation pnder the contract,

2020-085 IT Provisio Parf 2 Page 1-12 of 36
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3. COMPENSATION

31 CONTRACT PRICE

The Conuact Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of -
payment arc identified and more particularly described in section § of P-37 Agrecment and Part 3 .
Coniract Exhibit C: Price and Payment Schedule.

3.2  NON:EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or total Proposal. the Coniractor shall not be responsible for any delay, sct, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the fault of the -
Contracior. ‘ : '

4. CONTRACT MANAGEMENT

The Project will require the coordinated cfforts of a Project Team consisting of both the
Contractor and Statc personnel. The Contractor shall provide all necessary resources to perform -
its obligations under the Contract. The Contraclor shall be responsible for managing the Project
10 its successful completion.

4.1 THE CONTRACTOR’S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Jeffrey Gautsche

General Counsel

333 Broadway, Suite 460, Troy, NY 12180
Telephone 516-361-9681

Email jcff@muxb2b.com

4.2 THE CONTRACTOR’S PROJECT MANAGER

4.2.1 Contract Project Manager .
The Contractor shail assign a Project Manager who meets the requirements of the
Contract. The Contraclor's selection of the Contracted Vendor Project Manager
shall be subject to the prior-written approval of the State. The State’s approval
process may include, without limitation, at the State’s discretion, review of the
proposed Contractor's Project Manager's resume, qualifications, references, and

fl

2020-085 IT Provisiong~Pap(2 Page 4-13 of 36

- Conmetoringey, 1




STATE OF NEW HAMPSHIRE
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background checks, and an interview. The State may require removal or
reassignment of the Contractor's Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s satisfaction,

4.2.2  The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor's
Project Mpnager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Part 3 - Exhibit I, Section 2. The Contractor’s
Project Manager must be available to promptly respond during Normal Business
Hours within two (2) hours to inquiries from the State, and be at the site as needed.
The Contractor’s Project Manaper must work diligently and use his/ her best
efforis on the Project, '

4.23 The Contractor shall not change its assignment of the Contractor's Project
Manager without providing the State-written justification and cbtaining the prior
written approval of the State. State approvals [or replacement of the Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meel the requirements of the Contract; and be subject 1o
reference and background checks described above in Section 4.2.1: Conirace
Project Manager, and in Section 4.6; Reference and Background Checks, below.
The Contractor shall assign a replacement of the Contractor’s Project Manager
within ten (10) business days of the departure of the prior Contractor's Project
Manager, and the Contractor shall continue during the ten (10) business day period
to provide competent Project management Serviges through the assignment of a
quelified interim Project Manager.

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

4.2.5 CONTRACTOR Project Manager is:
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Jill Brabender

Project Manager

313 Broadway, Suite 460, Troy, NY 12180
Telephone 513-502-2026

Email jil].brabenderfdmtxb2b.comn

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1

4.3.2

4313

The Conlraclor shall assign Key Project Staff who meet the requirements of the -
Contract, and can implement the Software Solution meeting the requirements sel
forth in Part 3 — Exhibit A, Contract Deliverables. The State may conduct reference
and background checks on the Contractor’s Key Project Staff. The State reserves
the right to require removal or reassignment of the Coniractor's Key Project Staff
who are found unacceptable to the State. Any background checks shall be performed
in accordance with Section 4.6: Reference and Buckground Checks.

The Contractor shall not change any of the Contractor’'s Key Project Siaff

commitments without providing the State written justification and obtaining the prior

written approval of the State. State approvals for replacement of the Contractor's

Key Project Stafl will not be unreasonably withheld. The replacement of the .
Contractor's Key Projeci Staff shall have comparable or greater skills than of the

Contractor’s Key Project StafT being replaced; meet the requirements of the

Contract, and be subject to reference and background checks described in Section

4.6: Reference and Background Checks.

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
the Contractor's replacement Project staff.

4.3.3.1 The Contractor Key Project Stafl shall consist of the followmg
individuals in the roles identified below:

The Contractor's Key Project StafT:

Key Member(s) ' Title

/
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Project Manager

Jill Brabender . :
Technical Consultant

Deep Vakharia

Harshit Jain Technical Consultant

Nick Whimey Technical Architect

Fahmida Chowdhury Quality Analyst

2020-0851T PTOVISIO P t2
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‘44 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:

Theresa Pare-Curtis

Director, Web Suppon Dwmon

64 South Sireet

Concerd, NH 03301

Tel: 603-230-3458

Fax: 603-271-8460

Email: Theresa.Cunis@doil. NH.gov

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. .The State Project Manager’s duties shall include the
following: .

Leading the Project;

Engaging and managing all Contractors,

Managing significant issues and risks.

Reviewing and accepting Coniract Delwcrables

Invoice sign-offs;

Review and approval of change proposals; and

Managing stakeholders' concerns.

moracgs

The State Project Manager is:

Kimberly Miller

IT Project Manager

64 South Street

Concord, NH 03301

Tek 603-230-3455

Fax: 603-271-8460

Email: kimberly.miller@doit.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to | year is on authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the Stalc s
information among the Contractor's employees and agents.

2020-085 IT Provisio 12 Page 17 of 36
Comractoﬂf;il?s( ‘

Date:




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
Professional Services
COVID-19 DoIT CONTRACT #2020-085
PART 2 - INFORMATION TECHNOLOGCY PROVISIONS

The State may, at its sole expense, conduct reference and background screening of the Coniracted
Vendor Project Manager and the Contractor Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement ~
Information Technology Provisions-Section | 1: Use of Suate’s Information, Confidentiality.

5. DELIVERABLES

2020-08S IT Provisiony -
Contraclor Ini!.i&fs:

Date:

5.1 CONTRACTOR RESPONSIBILITIES '
The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a subconiractor is used. ’

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited 10, the terms and conditions in the Contract Agrbcmenl. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all contractual matters,
including payment of any and all charges resulting from the Contract, -

S.2 DELIVERABLES AND SERVICES i

The Contractor shail provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Pari'3 -
Exhibit B: Contract Deliverables.

53 NON.SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE .

After receiving written Certification from the Contractor that a Noo-Software or Written
Deliverable is final, complete, and ready for Review, the Siate will Review the Deliverable to
determine whether it meets the Requirements outlined in Part 3 - Exhibit B: Contract Deliverables.
The State will -notify the Contractor in writing of ils Acceptance or rejection of the Deliverable
within five (5) business days of the State's receipt of the Contractor's written Certification. 1f the
State rejects the Deliverable, the State shall notify the Contractor of the nature and class of the

. Deficiency and the Contractor shall correct the Deficiency within the period identified in the Work

Plan. If no period for the Contractor’s correclion of the Deliverable is identified, the Contractor
shall correct the Deficiency in the Deliverable within five (5) business days. Upon receipt of the
corrected Deliverable, the State shall have five (5) business days to review the Deliverable and
notify the Contractor of its Acceptance or rejection thereof, with the option to extend the Review
Period up to five (5) additional business days. If the Contractor fails to correct the Deficiency
within the allotted period of time, the State may, at its option, continue reviewing the Deliverable
and require the Contractor to continue until the Deficiency is correcied, or immediately terminate
the Contract, declare the Contractor in default, and pursue its remedices at law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE
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System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreemeni. Licenses have been purchased
through & scparate NASPO agreement and arc not required as part of this coniract.

7. SERVICES ) )
" The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications. '

7.1 ADMINISTRATIVE SERVICES
The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES
The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Exhibit £: Implementation Services.

" 1.3 TESTING SERVICES _
The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.8 MAINTENANCE AND SUPFORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: Maintenance and Support
Services.

7.6 WARRANTY SERVICES _
The Contractor shall provide the State with warranty Services set forth in the Contract, and
panticularty described in Exhibit K: Warranty and Warranty Services.

Date:
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8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Wark Plan that shall include, without limitation, a
detailed deseription of the Schedule, tasks, Dc[wcrablcs major milestones, task dependencies, and
payment Schedule.

|

The initial Work Plan shall be a separate Deliverable and is set foth.in Part 3 = Exhibit I: Work Plan.

. The Contractor shall update the Work Plan as necessery, but no less than every two weeks, to

eccurately reflect the status of the Project, including without limitation, the Schedule, iasks,
Deliverables, major milestones, task dcpcndcncics, and payment Schedule. Any such updates to the
Work Plan must be appraved by the State, in writing, prior-to final incorporation into Part 3 - Exhibit
I: Work Plan. The updated Contract Exhibit [: Work Plan, as approved by the State, is mcorporatcd
herein by reference.

Unless otherwise agreed in wriling by the Stale, changes to the Part 3 - Exhibit I: Work Plan shell'not
relieve the Contractor from liability to the State for damages resulting from the Contractor's failure to
perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule.

" In the event of any delay in the Schedule, the Contractor must immediately notify the State in writing,

identifying the nature of the delay, i.c., specific actions or inactions of the Contractor or the State
causing the problem, its estimated durauon period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change - unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis 1o the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State’s exccution
of its major tasks takes longer than described in the Work Plan, the Schedule shall automatically extend

_ on a day-to-day basis.

Notwithstanding anything 10 the contrary, the State shall have the option to terminate lhc Contract for
default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the Work
Plan. . ) '

-9, CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State origindted
changes or revisions shall be approved by the Department of Information Technology. Within five (5)
business days of the Contractor’s receipt of a Change Order, the Contractor shall advise the Stale, in
detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may réqucsl a change within the scope of the Contract by written .Changc Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond o
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the Contractor’s requested Change Order within five {5) business déys. The State Agency, as well as
the Department of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Change Order if the parties are unable Lo reach an agreement in
writing. '

All Change Order rcqu:sfs from the Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requesied change, will be acknowledged and responded to, either

* acceplance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract

10.

Cont

Date:

amendment process, as determined to apply by the State.

INTELLECTUAL PROPERTY

10.]1 SOFTWARE TITLE

L} ' -
Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with the Contractor,

Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendaor shall own and hold all, title, and righis in any Software modifications developed -
in connection with performance of obligatians under the Contract, or modifications to the
Contracted Vendor provided Software, and their associated Documentation including any and all
performance enharicing upernnonal plans and the Vendors’ special utilities. the Contracted Vendor
shall license back to the State the right to produce, publish, or otherwise use such software, source
code, object code, modifications, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. 1n addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of ils performance under this agreement. ’

10.2 STATE'S DATA AND PROPERTY

All nights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State ar purchased with funds provided for that purpose under
this Agreement, shzll be the property of the State, and shall be returned to the State upon demandor
upon termination of this Agreement for any reason. the Contraclor shall not access State user
accounts or Stale data, except (1} in the course of data center operations, (2) in response to service
or technical issues, (3) as required by the express terms of this contract or {(4) at the State's written
request.
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10.3 CONTRACTOR'S MATERIALS -

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables: In accordance with the
provision of this Contract, the Contractor shall not distribute any products conlaining or disclose
any State Confidential Information.-The Contractor shall be free to-use its general knowledge, skills
and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of the deliberate memorization of the State Confidential Information by the Contractor employees

or third party consullants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which inciudes but is not limited to the following: records of grand juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining
to internal personnel practices, financial information, test questions, scoring keys and other
examination data usc to administer a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or renial, and
other files conlaining personally identifiable information that is private in nature. .

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intelléctual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copynght to all Data
and information, shall remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

In the event that the Siate purchases software development services, which results in Custom,
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject 1o the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid ~up right and license to use, copy, modify and prepare
derivative works of any custom developed software. This section does not apply to the Contractor's
proprietary software code. ' '

10.6 SURVIVAL .
This Contract Agreement Section 10: /nrellectual Property shall survive the termination of the
Contract. :
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11 USE OF STATE’S INFORMATION, CONFIDENTIALITY
' 11.1 USE OF STATE’S INFORMATION

In performing its. obligations under the Contract, the Contractor may gain access to
information of the State, including Siate Confidential Information. "State Confidential -

- Information” shall inctude, but not be limited to, information exempted from public

disclosure under New Hampshire RSA Chapter 91-A: Access 16 Public Records and
Meetings (sec e.g. RSA Chapter 91-A: § Exemprions). The Contractor shall not use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and aecessary for the
Contractor's perfarmance under the Contract, ) '

11.2 STATE CONFIDENTIAL INFORMATION

Date:

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
Information that becomes available 1o the Contractor in connection with its performance

_ under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Canfidentia} Information shall
not include information which: (i) shall have otherwise become publicly available other than
as & resuit of disclosure by the receiving party in breach hereof; (ii} was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such mformalwn asa
result of an obligation in favor of the disclosing party; (iii} is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent

_ required by an order of a court of competent jurisdiction.

Any disclosure of the State Conﬁdenhal Information shall require the prior written approval

of the State. The Contractor shall immediately notify the State if any request, subpoena or

other legal process is served upon the Contractor regarding the State Confidential.
Information, and the Contractar shall cooperate with the State in any effort the State

undertakes 10 conlest the request, subpoena or other legal process, at no additional cost 1o the

State.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursuc any

_remedy at law and in equity, including, but not limited to, injunctive relicf.
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CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor secks to maintain the confidentiality of its conﬁdennal or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Nonwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation (o be
Conhdential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited t0, RSA Chapter
91-A. The Siate shall maintain the confidentiality of the identified Confidential laformation
insofar as it is consistent with applicable State and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. [n the event thHe State receives a request for the
information identified by the Contractor as confidential, the Stete shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor's information, at no additional expense 1o the State. Any effort to prohibit
or enjoin the release of the information shall be the Contractor's sole responsibility and at
the Contractor's sole expense. [f the Contractar fails to oblain a court order enjoining the
disclosure, the State shall release the information on the date specified in lhc State’s nolice
to the Contractor, without any liability (o the Contractor.

11.4 SURVIVAL

This Contract Agreement Section 11, Use of State 's Information, Canfdcnnahry, shall
survive terminalion or conclusion.of the Contraci.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject 10
applicable laws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — General Provisions, Block 1.8.

12.2 CONTRACTOR

Subject to'applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental,- punitive or cxcmplary damages and the
Contractor’s liability to the State shall not exceed two times {2X) the total Contract price set
forth in Contract Agreement — P-37, General Provisions, Block {.8.

Notwithstanding the foregoing, this limitation of liebility shall not apply to the Contractor's
indemnification obligations set forth in the Contract Agreement — P-37, General Provisions
Section 13: /ndemnification. and confidentiality- obligations in [nformation Technology
Provisions Section 11: Use of Siate 's Information, Confidentiality, which shall be unlimited.
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123 STATE'S IMMUNITY
" Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a

waiver of the sovereign immunity of the State, which immunity is hereby reserved o the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL :
This Section 12: Limitation of Liability shall survive termination or Contract conclusion,

13 - TERMINATION

13.1 TERMINATION FOR DEFAULT )
Any one or more of the following acts or omissions of the Contracior shall constitute an event of
default hereunder (“Event of Default™) .

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

c. Failure 1o perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:

8. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of défault and require it 1o be remedied within, in the absence of 8
greater or lesser specification of time, within thirty (30) days from the date of notice,
unless otherwise indicated within by the State (*Cure Period”). If the Contractor
fails to cure the default within the Curc Period, the State may terminate the Contract
effective two (2) days after giving the Contractor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both,

b. Give the Contractor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contracl price which would otherwise accrue 1o the Contractor during the period
from the date of such notice until such time as the State determines that the
Contractor has cured ithe Event of Default shall never be paid to the Contractor.

¢. Set off against any other obligations the Stale may owe to the Vendor any damages
the State suffers by reason of any Event of Defauk;

d. Treat the Contract as breached and pursuc any of its remedies at law or in equity, or
bath.
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¢. Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, adventising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations ofllablllly set forth in the Contract.

13.1.2 The Vendor shall provide the State wnh written notice ofdcfnult nnd the State shall cure
the default within thirty (30) days.

TERMINATION FOR CONVENIENCE

13.2.1 The Siate may, at its sole discretion, ierminate the Contract for convenience, in whole or
in par, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Contractor the agreed upon price, if separately

“stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Coniract shall be paid, in whole or in par,
generally in accordance with Part 3 - Exhibit C, Price and Paymeni Schedule, of the
Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as n:asonably possible; without perfonning unnecessary Services
or activities and by minimizing negative ¢ffects on the State from such wmdmg down
and cessation of Services.

TERMINATION FOR CONFLICT OF INTEREST

13.3.1  The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding cthics in public acquisitions and procurcmcm and
performance of Contracts.

[n such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

13.3.2 In the event the Contract is lcr;ninalcd' as provided above pursuant to a violation by

the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Cantract by the Contractor.

TERMINATION PROCEDURE
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13.4.1  Upon termination of the Contract, the State, in addition to any olher rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2 Afer receipt of a notice of termination, and except as otherwise directed by the State, the
Contractor shall: .

a. The State shall be entitled to any post-tennination assistance generally made available
" with respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA.

b. Siwop work under the Contract on the date, and 1o the extent specified, in the notice;

¢. Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle ali
outsianding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State 1o the extent required, which
approval or ratification shall be final for the purpose of this Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
_ property refated 1o the Contract which is in the possession of the Contractor and in
which the State has an interest;

¢. ‘During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

1. In the event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for a period of

* 10 days afler the cffective date of termination, if the termination is in
accordance with the contract period

» - 30 days afier the effective date of termination, i the termination is for
convenience

* 60 days afier the effective date of termination, if the termination is for cause

2. Afier such peried, the Contractor shall have no obligation (o maintain or provide
any State data and shall thereafier, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

f. Transfer title to the State and deliver in the manner, at the times, and to the extent . -
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and
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g The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the panties snd the subsequent secure
disposal of Siate dats;

h. The Contractor shall securely dispose of all requested data in all of its. forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State, Data shall be
permanently deleted and shall not be recoverable, sccording to National Institute of
Standards and Technology (NIST)}-approved methods, Certificates of destruction shall
be provided 1o the State.

i. Provide written Certification (o the State that the Contractor has surrendered to the
State all said property.

This entire Section 13 shall survive the termination or Contract Conclusion.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under thé Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate’the
Coniract without liability to the Contractor, its successors or assigns.

15  ASSIGNMENT, DELEGATION AND SUBCONTRACTS

- 15.1 The Contractor shall not assign, delegale, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be null and void, and may constitule an cvent of default
at the sole discretion of the State.

15.2 The Contractor shall remain wholily responsible for pcrformancc of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all abligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall
- neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
of the contract. The State shall consider the Contracior to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulling from the Contract. .

"15.3 Notwithstanding the foregoing, nothmg herein shall prohibit the Contractor from asngnmg the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fuily assumes in writing all obligations and responsibilities under the Contract. In the
event that the Contractor should change ownership, as permitted under Section 14: Change of
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Ownership, the State shall have the option to continue under the Contract with the Contractor, its

. successors or assigns for the full remaining term of the Contract; continue under the Contract with the

Contractor, its successors or assigns for such period of time as determined necessary by the State; or -
immediately terminating the Contract without liability to the Contractor, its successors or assigns,

DISPUTE RESOLUTION
Prior to the filing of any formal proceedings with respect to a dispute (other than an action secking
injupctive reliefl with respect o intellectual property rights or Confidentiol Information), the party
believing itself aggrieved (the "Invoking Party”) shail call for progressive management involvement in
the dispute negotialion by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contract.

- The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as

needed, at mutually convenient times and places, between negotiators for the parties at the following -
successive management levels, each of which shaII have a period of allotted time as specified below in
which to attempt to resolve the dlspulc

Dispute Resolution Responsibilny and Schedule Table

LEVEL MTX GROUP - - . °|STATE . CUMULATIVE
- PR B o ALLOTTED TIME .

Primary | Jill Brabender Kimberly Miller :
Do -| Project Manager | Project Manager 5 Business Days
Flfst - - Jeffrey Gautsche Theresa Pare-Curtis

© < . -. | General Counsel Director 10 Business Days
Sécond' Das Nobel : Denis Goulet

'| Founder & Chief Strategy | Commissioner 15 Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotied time is days from the date that the original Invoking

Party's notice is received by the other party.

GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE
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in consideration for receiving access to and use of the computer facilities, network, licensed or
developed software, software maintained or operated by any of the State entities, systems,
equipment, Documentation, information, reponts, or.data of any kind (hereinafter “Information™),
the Contractor understands and agrees to the following rules: ,
a. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shali the Contractor access or al(cmpl to access any
information without having the cxpress authority to do so.

¢. That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approvcd policies, procedures, and for agrccmcms relating
to system entry/access,

d. That all software licensed, developed, or being evaluated by the State cannot be copicd,
shared, distribuled, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use uimost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or software owned, licensed, or being evzluated by the State, can be used
by the Contractor. Personal software (including but not luntted to palmiop sync software)
shall not be installed on any equipment. .

e. That if the Contractor is found to be in violation of any of the above-siated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

17.2 EMAIL USE .

c-mail and other electronic communication messaging systems are State of New Hampshire
propenty and are to be used for business purposes only. Email is defined as “internal Email
systems” or “State-funded Email systems.” the Contractor undersiand and agree that use of email
shall follow State standard policy (available upon request). .

17.3 INTERNET/INTRANET USE

The [ntcmet/lntranet is to be used for access to and distribution of information in direct suppon of
the business of the State of New Hampshire according to State standard policy (available upon
request).

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or olhcr govemmental
approvals necessary to perform its obligations under the. Conlract
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17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Centificate Holder in the lower left hand block including
State of New Hampshire, Department Name, name of the individual rcsponmble for the funding of
the contracts and his/her address. :

17.6 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if fully
included in the text.

-

17.7 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire, Merrimack County
Superior Court.

17.8 SURVIVAL .

The terms, conditions and warrantics contained in the Contract that by their context arc intended to
survive the completion of the performance, cancellation or termination of the Cantract shall so
survive, including, but not limited to, the terms of the Exhibit D Section 5: Records Retention and
Access Requirements, Exhibit D Section 6: -Accounting Requirements, and Information
Technology Provisions -Section 11: Use of State's [nformation, Confidentiality and Information
Technology Provisions - Section I3 Termination which shall all survive the términation of the

Contracl

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited 1o, acts of God, sirikes, lock ‘outs, riots, and
acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents, earthquakes,
and unusually severe weather,

Except in the event of the foregoing, Force Majeuwre events shall not include the Contractor's
inability to hire or provide personnel needed for the Contractor's performance under the
Contract,

17.10 NOTICES

Any notice by a party hereto o the other party shall be deemed to have been duly delivered or
given at the time of mailing by cenified mail, postage prepaid, in a United Swates Post Office
addressed to the panies at the following addresses.
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TO THE CONTRACTOR: TO STATE:

MTX GROUP INC " STATE OF NEW HAMPSHIRE

DAS NOBLE DEPT. OF INFORMATION TECHNOLOGY
320 HIGHGATE DRIVE 27 HAZEN DRIVE

SLINGERLANDS, NY 12159 CONCORD, NH 03301

TEL: 518-229-6350 ' TEL: (603) 230-3453

E.MAIL: das@mixb2b.com

17.11 DATA PROTECTION :
Protection of personal privacy and data shall be an integral part of the business activities of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at

any time, To this end,

availability of State.information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical

and organizational sccurity measures to safeguard against unauthorized access,
disclosure or theft of personal data and non-public data. Such security measures shall
be in accordance with recognized industry practice and not less stringent than the
measures the Contractor applies 1o its own personal data and non-public'data ofsum:lar

kind.

b. All data obtained by the Contractor in the performance of this contract shall become

and all personal data shall be encrypted at rest and in transit with controlled access.

Unless otherwise stipulated, the Contractor is responsible for encryption of the personal
data.

d. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest

and in transit. The State shall identify data it deems as non-public data to the Contractor.
The level of protection and encryption for all non-public data shall bc 1denhﬁcd and
made a part of this contract. ‘

¢. At no time shall any data or processes — that either belong to or are intended for the

use of the State or its officers, agents or employees — be copied, disclosed or retained
by the the Contractor or any party relaled to the Contractor for subscqucm use in any.

transaction that does not include the State.

f. The Contractor shall not use any information collected in connection with the service
issued from this proposai for any purpose other than fulfilling the service.
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17.12. DATA LOCATION

The Contractor shall provide its services to the State and its end users solely from' deta centers
in the U.S. Storage of State data at rest shall be located solely in data centers in the U.S. The
Contractor shall not allow its personnel or contraciors to store State data on portable devices,
including personal computers, except for devices that are used and kept only at its U.S. data
centers. The Contractor shall permit its personnel and contractors to access Staie data remotely
only as required to provide technical support.

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The Contractor shall inform the Sla(c of any security incident or data breach in accordance
with NH RSA 359-C,

Contact:

Daniel ). Dister, CISSP
Chief Information Security Officer
NH Department of- information Technology

Office:

603-223-5734 Cell: 603-931-9234

Daniel.Dister@doit.nh.gov

a. [ncident Response: the Contractor may need o communicate with outside parties
regarding a security incident, which may include conlacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law
or contained in the contract. Discussing security incidents with the State should be
handled on an urgent as-needed basis, as part of the Contractor communication and
mitigation processes as mutually agrccd upon, defined by law or contained in the
contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the appropriate State idenlified contact immediately as defined in the SLA,

c. Breach Reporting Requirements: If the Contractor has actua! knowledge of a
confirmed data breach that affects the security of any State content that is subject to
applicable dain breach notification law, the Contractor shall (1) prompily notify the
appropriate State identified contact within 24 hours or sooner, unless shorter time is
required by applicable law, and (2) take commercially reasonable measures to address
the data breach in a timely manner.

17.14. BREACH RESPONSIBILITIES
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This section only apphcs when a data breach occurs with respect (o personal data within the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately noti;’y the appropriate
State identified contact by 1elephone in accordance with the agreed upon security plan
or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State identified contact within 24 hours or sooner by telephone, unless shorter time is
required by applicable law, if it confirms that there is, or reasonably believes that there
has been a data breach. the Contraclor shall (1) cooperale with the State as rcasonably
requested by the State to investigate and resolve the data breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive
actions taken related to the data breach, including any post-incident review of events
and actions taken to make changes in business practices in providing the services, if
necessary.

¢. Unless otherwise stipulated, if a data breach is a direct result of the Contractor’s
breach of its contract obligation to encrypt personal data or otherwise prevent its
release, the Contractor shall bear the costs associated with:
(1) the investigation and resotution of the data breach;
(2) notifications to individuals, regulators or others required by State law,
(3) a credit monitoring service required by State (or federal} law;
{(4) a website or a toll-free number and call center for affected individuais
required by State law — all not to exceed the average per record per person cost
calculated for data breaches in the United States (currently $201 per
record/person) in the most recent Cost of Data Breach Siudy: Global Analysis
published by the Ponemon lastitute17 at the time of the data breach; and
(5} complete all corrective actions as reasonably determined by the Contractor
based on root cause; all (1) through (5}} subject to this Contract’s limitalion of
liability.

17.15. NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State’s data under this contract, or
which in any way might reasonably require access to the data of the State. the Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited by law from providing such notice.

_ 17.16. ACCESS TO SECURITY LOGS AND REPORTS
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The Contractor shall provide reports to the State in a format as agreed to by both the Contractor
and the State. Reports shall include latency statistics, user access, user access |P address, user
access history and security logs for all State files related to this contract. :

17.17. CONTRACT AUDIT
The Contractor shall allow the Siate to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State's expense.

17.18. DATA CENTER AUDIT

The Contractor shail perform an independent audit of its data cenlers at least annually at its
expense, and provide a redacted version of the audit report upon request. the Contractor may
remove its proprictary information from the redacted version. A Service Organization Control

(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party audit.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice (1o be determined al the contract time and included
in the SLA) to the State of any upgrades (¢.g., major upgrades, minor upgrades, system
changes) that may impact service avoilability and performance. A major upgrade is a .
replacement of hardware, software or firmware with a newer or better version in order to brmg
the system up to dale or to improve its characteristics. It usually includes a new version
number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
1o the State such that adequate protection and flexibility can be attained between the State and
the Contractor. For example: virus checking and pont sniffing — the State and the Contractor
shall understand each other's roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perform job duties.

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piccemeal or in cnnrcry at its
discretion without interference from the Contractor. This inctudes the ability for the State to
import or export data to/from other service providers. '

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided, The technical and professional
activities required for establishing, managing and maintaining the environments are the
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responsibilities of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service 10 customers as defined in the SLA.

17.24. RICHT TO REMOVE INDIVIDUALS

The State shall have the right a1 any time 0 require that the Contractor remove from’ interaction
with State any the Contractor representative who the State believes is detrimental to its working
rclationship with “the Contractor. The State shall provide the Contractor with notice of its
determination, snd the reasons it requests the.removal. |f the State signifies that a potential security
violation exists with respect to the request, the Conltractor shall immediately remove such
individual. the Contraclor shall not assign the person to any aspect of the contract or future work
orders without the State's consent. ‘ '

Contractor Initials:
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1.0 INTRODUCTION

Project Qverview: There are several State of NH initiatives related to the COVID-19 crisis. MTX will
quickly deploy and Go Live with technology solutions (o support and provide the essentials that the State
of NH needs to begin leveraging to improve overall outreach and engagement with constituenis across the
state of New Hampshire. ’

Described below are NH's desired solution features and requirements, as they are understoed teday under the COVID-
19 emergency. Additional features and requirements may be introduced and prioritized by the State as the project
progresses.

¢ Support and maintenance of the State of New Hampshire Enterprise Production site

* Enhancements for Governor's site ip address COVID 19 requirements

» Enhancements for Veterans’ Services to address COVID 19 requirements and data migration

+ Implementation of CRM solutions to support new call centers being implemented by agencies in
response to COVID 19 office closures '

» tmplementation of CRM solution for Public Health -.

* Additional support for COVID 19 related activities

General Project Assumptions

1. The Contractor will provide project tracking tools and templates to record and manage Issues,
Risks, Change Requests, Requirements, Decision Sheets, and other documents used in the
management and tracking of the project. The State and the Contractor's Project Managers will
review these tools and templates and determine which ones will be used for the project. Training
on these tools and templates will be conducted at the start of each phase in which they will be
used.

2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor
shall provide to the State a template, table of contents, or agenda for Review and prior approval
by the State.

3. The Contractor shall ensure that appropriate levels of security are implemented and maintained in
order 10 protect the integrity and reliability of the Staie’s Information Technology resources,
information, and services.

4. The Deliverables are set forth in the Schedule described below in Appendix B. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event
the State detects any Deficiency in the System, in whole or in part, through compietion of all
Acceptance Testing, including but not limited to, Software/System Acceptance Testing, and any
extensions thereof. '
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S. Pricing for Deliverables is set forth in Exhibit C: Price and Payment Schedule. Pricing will be
effective for the Term of this Contract, and any extensions thereof.

Remainder of this page intentionally left blank
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EXHIBIT A: SPECIAL PROVISIONS

There are no changes to the Terms outlined in the P-37.

State of NH DolT Coniract # 2020-085
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EXHIBIT B: CONTRACT DELIVERABLES

2.0 DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Tnble 2.1 ACTIVITIES DELIVERABLES, or’ M:ILESTONE'

Professional Services:

s DOIT will provide detailed statements of work for requested prol‘csszonal
services including required deliverables and proposed payment schedule.

s  MTX Group, a1 no cosl to the Siate, will provide a project proposal that
may include, but is not limited to a solution proposal, project plan
assigned resources, and pricing.

¢ Upon State acceptance of the project proposal work shall commence and
payments made in accordance with the accepted payment schedule.

B } N K : N . - .

State of NH DolT Contract # 2020-085
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EXHIBIT C: PRICE AND PAYMENT SCHEDULE
1. PAYMENT SCHEDULE

1.1  NOT TO EXCEED ‘

This is a Not to Exceed (NTE) Contract with a maximum Contract value indicated in the Contract
Part 1, P-37 General Provisions - Block 1.8: Price Limiiarion for the period between the Effective
Date through the date indicated in Part |, P-37 Generat Provisions - Block 1.7: Completion Date.
The Contractor shall be responsible (or performing its obligations in accordance with the Contract.
This Contract will allow the Contractor to invoice the State for the following activities, Deliverables,
milestones, and Change Orders for professional services appearing in the price and payment tabtes
below.

1.2 Vendor Rates .
The State and Contraclor agree 1o the following rates for professional services.

Table 1.2.2: Vendor Rates Worksheet

- ) i ' ) ? .'
;. ¢ Rolei .~ '+ . BilLRew
Engagemant . - T
Manager $225.00
Project Manager $210.00
_ Tachnical Architect $225.00
Technica! Lead $195.00
Business Analyst ‘ ' 519.5.00
Developer $195.00.
QA $135.00
UXU) Consultant $210.00

2. CONTRACT PRICE

Norwilhsténding any provision in the Contract to the contrary, and notwithstanding unexpected
circumsiances, in no event shall the total of all payments made by the State exceed the amount indicated in

State OFNH DolT Contract # 2020- 085
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STATE OF NEW HAMPSHIRE _
DEPARTMENT OF INFORMATION TECHNOLOGY
PROFESSIONAL SERVICES
COVID-19 DOIT CONTRACT # 2020-085
PART 3 -EXHIBITC
PRICE AND PAYMENT SCHEDULES

the P-37 General Provisions Block 1.8 (“Price Limitation™). The payment by the State of the tolal Contract '
price shali be the only, and the complete reimbursement to the Contractor for Services or Deliverables as
permitied by the Contract incurred by the Contraclor in the perfortnance hereof,

The State will not be responsible for any travel or out of pocket expenses mcurred in the performance of
the Services under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for-all amounts to be paid by the State. All invoices
submitted shal] be subject to the State’s prior written approval, which shall not be unreasonably withheld.
The Contractor shall only submil invoices for Services or Deliverables as permitted by the Contract. Invoices -

" must be in a format as determined by the State and contain detailed information, including without limitation:
iternization of each Deliverable and identification of the Deliverable for which payment is sought, and the
Acceplance date triggering such payment; date of delivery and/or installation; monlhly maintenance charges;
any other Prcuect costs or relention amounts :fappl:cablc

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay the
_ correct and undisputed invoice within thirty (30) days of invaice receipt. Invoices will not be backdated and
shall be promptly dispatched.

[nvoices shall be sent to:
Department of-Information Technology
Accounts Payable
27 Hazen Drive
Concord, NEW HAMPSHIRE 03110

4. PAYMENT ADDRESS

Payments shall Bc made via ACH. Use the following link to enroll with the Slate Treasury for ACH
payments: .

Ups:/fwww v/ireasury/siate-vend
If ACH is not available payments shall be sent to the following address:
Billing and Payment Remittance
. MTX GROUP INC.

320 Highgate Drive
Slingerslands, NY 12159

State of NH DolT Contract # 2020-085
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
PROFESSIONAL SERVICES w
COVID-19 DOIT CONTRACT # 2020-085
PART 3 -EXHIBIT C
PRICE AND PAYMENT SCHEDULES

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, returm 10 the Siate the full amount
of any overpayment or erroncous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor's invoices
with appropriate information attached.

7. PROJECT HOLDBACK

The Siate shall withhold ten perceni (10%) for each Deliverable applied to the milestone amount as set
forth in the Pricc and Payment Table, Exhibit C until successful conclusion of the Warranty Period.

The holdback will be released to MTX GROUP INC. when the Siate determines that the Dcfccnvc or
non-performing component of the System has been resolved.

State.of NH DolT Contract # 2020-
Exhibi\_(;- ayment Schedule —
Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
PROFESSIONAL SERVICES
COVID-19 DOIT CONTRACT # 2020-085
PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

" EXHIBIT D: ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES
The Contractor must assume all reasonable travel and related expenses. All labor cates will be
“fully loaded", including, but not limited to: meals, hotelfhousmg, airfare, car rcnlals car mileage,
and out of pocket expenses. .

2. SHIPPING AND DELIVERY FEE EXEMPTION
The State will not.pay for any shipping or delivery fees unless specifically itemized in the Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and rcgulaliohs, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems, software
packages, network sysiems, security systems, and hardware 2s required to complete the contracted
Services. ' '

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Contractor to perform its abligations under the Contract,

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all Siate-owned documents, materials, reports, and
other work in progress relating 1o this Contract. Upon expiration or termination of the Contract
with the State, the Contractor shall tum over all State-owned documents, material, reports, and
work in progress relating to this Contract (o the State at no additional cost to the State. Documents
must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of 2ll applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements; including
without limitation, retention policies consistent with the Federal Acqutsmon Regulations (FAR) Subpan
4.7 Coniractor Records Retention.

The Coniractor and its Subcontractors shall maintain books records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect costs-
invoiced in the performance of their respective obligations under the Contract. The Contractor and its
Subcontractors shall retain all such records for threc (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be kept

State of NH DolT Contract # 2020.085
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
- PROFESSIONAL SERVICES
COVID-19 DOIT CONTRACT # 2020-085
PART J - EXHIBIT D '
ADMINISTRATIVE SERVICES

for one (1) year following the termination of all iitigation, including the termination of all appeals or the .
expiration of the appeal period. '

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officisls so
authorized by law, rule, regulation or Contract, as applicable. Access 1o these ilems shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise agreed by the State.

. Delivery of and access to such records shall be at no cost to the State during the three (3) year period

following termination of the Contract and one (1) year term following litigation relating to the Contract, -
including all appeals or the expiration of the appeal period. The Contractor shall include the record
retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related o the Contractor's cost struclure and profit factors shall be excluded from the State's
review unless the cost of any other Services or Deliverables provided under the Contract is catculated
or derived from the cost structure or profit faciars.

ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable (o the Contract shall be ascerlainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and all other costs and
expenditures,

State of NH DolT Contract # 2020-085
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHENOLOGY
PROFESSIONAL SERVICES ‘
COVID-19 DOIT CONTRACT # 2020-085
PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

EXHIBIT E: IMPLEMENTATION SERVICES

1.

PROJECT MANAGEMENT

The State belicves that effeclive communication and reporting are essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in accordance with
the requirements and terms of this Contract,

a.

Introductory Mceting: Participants will include the Contractor’s Key Project Staff and State Project
leaders from both Department of Justice and the Department of Information Technology. This meeting
will enable leaders 10 become acquainted and establish any preliminary Project procedures.

Kickoff Meeting: Participants will include the State and the Contractor's Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

Status Meetings: Participants will include, at the minimum, the Contractor’s Project Manager and the
State Project Manager, These meetings will be conducted at least bi- -weekly and address overall Project
status and any additional topics.needed to remain on schedule and. within budget. A status and error
report from the Contractor shall serve as the basis for discussion. :

The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on 8 bi-weekly
basis, in accordance with the Contract.

Special Meetings: Need may arise for a special meeting with State leaders or Project stakcholdcrs ]
address specific issues.

Exit Meceting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to .
consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal presentations,
such as a presentatjon for the kickoff mcclmg, will also be the Contractor’s rcspons:b:hty

State of NH DolT Contract # 2020-085
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STATE OF NEW HAMPSHIRE
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PROFESSIONAL SERVICES
COVID-19 DOIT CONTRACT # 2020-085

' PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

The Contractor’s Project Manager or 1the Contractor’s Key Project Staff shall submit monthly status reports
in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in formats
approved by the State. The Contractor’s Project Manager shall assist the State's Project Manager, or itself

produce reports related to Project Management os reasonably requested by the State, all at no additional -
cost to the State. The Contractor shall produce Project status reports, which shall contain, at a8 minimum,
the following: '

L.

el Al

Project status related to the Work Plan;

Deliverable status,

Accomplishinents during weeks bcmg rcporled

Planned activities for the upcoming rwo (2) week period;
Future activitics; and

Issues and concerns requiring resolution.

Report and remedies in case of falling behing Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentatians, as reasonably requested by the
State, all a1 no additionat cost 10 the State.

2.

IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor and the State shall adopt.a change management approach to identify and plan key
" strategics and communication initiatives.

The Contractor shall employ an industry-standard Implementation strategy with a timeline set forth

in accordance with the Work Plan;

The Contractor's team will provide training as defined in Exhibit L - Training Services, which
will be customized 1o address the State's specific requirements. Decisions regarding format,
content, style, and presentation shall be made carly on in the process, by the State, providing
sufficient time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and manage, '
the Project's Work Plan and tasks, manage and schedule Project staff, track and manage issues,

manage changing requirements, maintain communication within the Project Team, and report

status.

State of NH DolT Contract # 2020-085
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
PROFESSIONAL SERVICES :
COVID-19 DOIT CONTRACT # 2020-085
PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

1.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training pian, the change management .
plan, communication approaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a cost effective and timely execution. Processes will be documented, training

established, and the application will be ready for Implementation in accordance with the Work
Plan. : :

2.3 Change Management and Training

The Contractor's change management and training services shall be focused on developing
change management and training strategies and plans. lts approach relies on State resources for |
the execution of the changé management and end user training.

State of NH DolT Contract # 2020-085
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* TESTING SERVICES

EXHIBIT F: TESTING SERVICES

The Contractor shall provide the following Products and Services described in this Exhibit F, mcludmg but not
fimited 10!

TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout .
the Project. The Contractor will also provide training as necessary to the Stale staff.responsible for test
activitics. The Contractor shall be responsible for all aspects of testing coniained in the Acceptance Test
Plan including support, at no additional cost, durmg User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan m'clhodology shall reflect the needs of the Project and be included in the finalized Work Plan.
A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the System

as & whole, (¢.g., software modules or functions, and Implementation(s)}. This shall include planaing, test

scenario and scrip! development, Data and System preparation for testing, and execution of Unit Tests, o
System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance Tuning and

Stress lests, Security Review and tests, .and support of the Stwate during User Acccptancc Test and
Implementation,

In addition, the Contractor shall provide a mechanism for reporting actua) test results vs. expected results
and for the resolition and tracking of all errors and problems identified during test execution. The Contractor
shall also correct Deficiencies and suppaort required re-testing,

1.1 Test Planning and Preparation

_The Contractor shall provide the State with an overall Test Plan thal will guide all testing. The
Contractor provided, State approved, Tes! Plan will include, at a minimum, identification, preparation,
and Documentation of planned testing, 8 requirements traceability matrix, test variants, test scenarios,
test cases, lest scripts, test Data, test phases, unil tests, expecied results, and a tracking method for
reporting actual versus expected results as well as all errors and problems identified during test
execution, . -

As identified in the Acceptance Test Plan, and documented in accordance with the Wark Plan and the
Contract, State testing will commence upon the Contractor's Project Manager's Certification, in
writing, that the Contractor’s own stafT has successfully executed all prerequisite Contractor’s testing, .
along with reporting the actual testing results, prior to the start of any testing executed by State stafl.

_ The State will be presented with a State approved Acceplance Test Plan, test scenarios, test cases, test
scripts, test data, and expecied resulis.

Siate of NH.DolIT Contract # 2020-085
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_ STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOGY
PROFESSIONAL SERVICES
COVID-19 DOIT CONTRACT # 2020085
PART 3 - EXHIBIT F
TESTING SERVICES

The State will commence its testing within (5) days of receiving Certification from the Comnclor that
the State's personnel have been trained and the System is installed, configured, complete, and ready for
State tesling. The testing will be conducted by the State in an environment independent from the
Contractor's development environment. The Contractor must assist the State with testing in accordance
wilh the Tes| Plan and the Work Plan, utilizing test and live Dala to valldale reports, and conduct stress
and performance testing, at no additional cost.

Testing begins upon completion of l.he Sofrware configuration as required and user training according
to the Work Plan. Tesling ends upon issuance of a letter of UAT Acceptance by the Slale.

The Contractor must demonstrate that their tcsnng meihodology can be mtcgratcd with the State
standard methodology.

Unit Test(ng
In Unit testing, thie Contractor shali test the application components on an individual basis to vcnfy
that the inputs, outputs, and processing togic of each application component funclions without
errors. Unit testing is performed in either the development environment or a testing environment.
/

The goal is to find errars in the smallest unit of software before logically linking it into larger units.
If successful, subsequent testing should only reveal errors related to the integration between
applicable modules. The Contractor will be responsible for conducting.the Unit tcstmg of thesc
modules,

Activity Description - Develop the scripts needed to Unit Test individual application modules,
. ® 00| jnterface(s), and conversion components.
Contractor. Team For application modules, conversions, and interfaces: the Contractor team will
Rcsponsnbllities '| identify applicable test scripts and installation instructions, adapt them to the
e . .| Project specifics, 1est the process, and compare with the documented cxpcctcd
'=,u~"- Sy 'if‘f'.-',"' 1] results. L .
Work Product o ] Unil-Tested Modules thal have been tested to verify that the inputs, outputs, and
Deseription’ = .| processing logic of each spplication module shall function without errors.
_ e Shee Individual detailed test scripts and mslallauon guides list oll the required actions
S s e ] and data to conduct a test, the process for test execution; and the expected results.

System Integration Testing

The new System is tesled in integration with other appl:callon systems (legacy and service providers)
in a production-like environment. System Infcgration Testing validates the integration between the
individual unit application modules and verifies that the new System mecets defined. requirements and
supports execution of interfaces and business proccsscs The Systemn Integration Test is performed in .
a lest environment.

Thorough end-to-end testing shall be pcrfon'ncd by the Contractor team(s) to confirm_that the

" Application integrates with any interfaces. The tesl emphasizes end-to-end business processes and the

flow of information across applications. It includes all key business processes and interfaces being

State of NH DolT Contract # 2020-085

Exh:bl fslmg Services -
Date: W‘? .
Contractor’s Initials Page 15 0f 32



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY.

PROFESSIONAL SERVICES

COVID-19 DOIT CONTRACT # 2020-085

-

PART 3 - EXHIBIT F
TESTING SERVICES

implemented, confirms data transfers with cxtcrnal parties, and includes the transmission or pnnung of
all etectronic and paper documents.

Activity Description

. r

Systems Integralion Testing validates the integration between he target application
modules and other systems, and verifics that thé new System meets defined interface
requirements and supports execution of business processes. “This test emphasizes '

Frod B --end-10-¢nd business procésses and the flow of informaotion gcross the application, It
‘. ' .|, includes ail key business processes and iriterfaces béirig implemented, confirms data
! ‘ transfers with extemal parties, and includes the transmission or -printing of all
L clectronic and paper documents. )
Contractor Team, o Take the lead in developing the Systems integration Test Specifications.

Reuponslbllldes .'-:_'f

".
-

Work jointly with ke State to develop and load the data profiles Lo suppon the
test Specificatipns,
Work jointly with the State to validate components of the test scripts.

State Responsibilities

Woik joinily with the Contracior (o develop the Systems Integration Test
Specifications.

Work jointly with the Contraclor {o develop and load thc data proﬁlcs to support -

the test Specifications.

Work jointly with the Contractor to validate componenis of the_test scnpls

modifications, fixes and other System interactions with the Contractor suppltcd

Software Solution.

"Work Product ",

Description

The Integration-Tested System indicates that all interfoces between the
application and the legacy and third-party sysiems, interfaces, and npplncatlons
are functioning properly.

State of NH DolT Contract # 2020-085
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STATE OF NEW HAMPSHIRE
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COVID-19 DOIT CONTRACT # 2020-085
PART 3 - EXHIBITF
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1.4 Migration Vslidation Testing
In Conversion Validation Testing, target application functions are validated.

Achivity Descripion '] The conversion validation test should replicate the enfire fiow of the
: e : | converted data through the Software Solution. As the Software Solution is
inlerfaced to legacy or third-party applications/interfaces, testing verifies that
the resulting flow of the converied data through these interfoce points
performs correctly. .

For conversions and interfaces, the Contracior's team will execute the applicable
validation tests and compare exceution- rcsulls with thc documcmcd cxpcctcd

A 2 el results., .

Stnte Respomibilities. 1 Extract &nd cleanse, if necessary, the legacy daia to be cbnvcr?cii in the data’
| . conversions. .

Work’ Product il }Véﬁfﬁiic}n Tested: 'Cén;'crsidh Praifdm? “These p“rb.:gfﬁFrTs' include conversion

, prograims that have:been tested to verify that the resulting converted legacy data

Dcscrlptlon L 'f.
CLS pcrfonns correctly in the entire suite of the Application..

1.5 Installation Testing
In Installation Tcsnng the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves -
as a dry run of the installation steps in preparation far configuring the production system.

1.6 User Acccptance Testing (UAT) R B

UAT begins upon completion of the Software configuration as required and user rr.aining according to
the Work Plan. Testing ends upon issuance of a ietier of UAT Acceptance by the State.

The User Acceptance Tesl (UAT) is a verification process performed in a copy of the production
environment, The User Acceptance Test verifies System functionality against predefined Acccptancc
criteria that support the successful execulion of approved business processes.

UAT will also serve as a performance and stress test ofthc System. It may cover any aspect of the new
System, including administrative procedures such as backup and recovery. The results of the UAT .
provide gvidence lhal the new System meets the User Acceptance criteria as dcﬁncd in the Work Plan.

The results of the User Acceptance Test provide evidence thet the new Systcm meets thc User
Acceptance criteria as defined in the Work Plan,

State of NH DolT Contract # 2020-085
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Acbvity, D_cscri;Jin'on .
T st

The System User Acceptance Tests verify System. functionality agaifist predefined
Acceplance crilerin that support the successful execution of approvéd processes.

Contractor Team

Re:ponsubllltiel !

Provide the Siate an Acccplnncc Test Plan and sclccuon of tést scripts Tor the
Acceptance Test.

Momtor the execution of the test scnpts and assist 25 needed dunng the User
Acceptancé Test activities.

Work jointly with the State in dclcrmmmg the required actlons for problem

resolution,

Approve the development of the User Acceptance Test Plan and the st of data
for usc during the User Acceptance Test.

Validate the Acceptance Tes! environment.

Execute ihe test scripts and conduct User Accepiance Tesi activities.

Document and summarize Acceplance Tes! results.

Waork jointly with the Contracior in dclcrmmmg the required actions for problcm

-resolution.

Provide Acceptance of the validated Systems.

Work

‘r»
1

_Descrlptmn. .

Product v

x4
5 [

il

The Deliverable for User Acceptance Tests is the User Acceplance Test Results.
These results provide evidence that the new System meets the User Acceptance

1.7

criteria defined in the Work Plan,

Successful UAT Completion

Upon successful conclusion of UAT and successful System deployment, the State will issue
a letter of UAT Acceptance and the respective Warranty Period shall commence.

System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System
Acceptance,

State of NH DolT Contract # 2020-085
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MAINTENANCE AND SUPPORT SERVICES

" EXHIBIT G: MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

Exhibit G - Not Applicable to this Contract.

Remainder of this page intentionally left blank
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EXHIBIT H: REQUIREMENTS

* Exhibit H — Not Applicable to this contract

Remainder of this page intentionally left blank
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PART 3 - EXHIBIT J
SOFTWARE AGREEMENT

EXHIBIT I: WORK PLAN

The Contractor's Project Manager and the State Project manager shall define a Work Plan as needed for defined
projects, Continued development and management of the Work Plan is a joint effort on the part of the Contractor
and State Project Managers.

[n conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement the Project. 1t shall also address intra-task dependencies, resource allocations
{(both State and Contractor's team members), refine the Project’s scope, and establish the Project's Schedule.
The Plan is documented in accordance with the Contractor’s Work Plan and shall utilize' MICROSOFT
PROJECT or similar tracking software to support the ongoing -management of the Project.

1. ASSUMPTIONS

1.1 General

« The State shall provide team members with decision- makmg authority to support the -
Implementation efforts, at the level oullmcd in the Request for Proposal Document State Staffing
Matrix.

s All State tasks must be performed in accordance with the revised Work Plan

¢ All key decisions will be resolved within five (5) business days. Issues not resolved within this
initial period will be escalated to the State Project Manager for resolution.

« Any aclivities, decisions or issucs taken on by the State that affect the mutually agreed upon Work
Plan timeline, scope, resources, and costs shall be subject to the identified Change Control process.

s  The Contractor shall maintain an accounting systcm in accordance with Generally Acceépted
Accounting Principles (GAAP).

1.2. Project Management

» The State shall approve the Project Management Methodology used for the Project.

¢ The State shall provide the Project Teamn with reasonable access 10 the State personnel as needed
10 complete Project tasks. -

o A Project folder created within the State sysiem shall be used for cenralized storagc and retrieval
of Project documents, work products, and other material and information relevant to the success of
the Project and required by Project Team members. "This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and maintain this folder.
The State*Project Manager shall approve access for the State team. Documentation can be stored
locally for the Contractor and State team on a “shared™ network drive to facilitate ease and speed
of access. Final versions of all Documeniation shall be loaded to the State System. ‘

» The Contractor assumes that an Alternate.Project Manager may be appointed from time.to time to
handle reasonable and ordinary absences of the Project Manager.
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D. Conversions ) _

» The Contractor Team’s proposal is based on the assumption that the State’s technical team is
capable of implementing, with assistance from the Contractor's technical team, a subset of the
conversions. The Contractor's Team shall lead the State with the mapping of the legacy Data to
the Contractor’s applications '

s Additionally, the Contractor’s Team shali:

1. Provide the State with Contractor's application data requirements and examples, of data

* mappings, conversion scripts, and data loaders. The Contractor’s Team shall identify the APls

. the State should use in the design and development of the conversion.

2. Provide guidance and assistance with the usc of the data loaders and conversion scripls |
provided.

3. Lead the review of functionsl and technical Specnﬁcanons

4. Assist with the resolution of problems and issues associated with the development and
Implementation of the conversions.

E. Recporting :
s The Contractor shall conduct weekly status meetings, and provide reponts that inciude, but are not
limited to, minutes, action items, test results, and Documentation.

F. Usecr Training

s The Contractor's Team shall lead the development of the end-user training plan.
A train the trainer approach shall be used for the delivery of end-user training.
The State is responsible for the delivery of end-user training.
The State shall schedule and track attendance on all end-user training classcs.

G. Performance and Sccurity Testing
o The Contractor’s Team shall provide a performance test workshop to identify the key scenarios to
be tested, the approach and tools required, and best practices information on performance testing.
» The State shall work with the Contractor on all lcsung as set forth in Contract Exhibit F — Testing
Services.

2. ROLES AND RESPONSIBILITIES
A. Contractor Team Roles and Responsibilities’

1) Contractor Team Project Executive :
The Contractor Team's Project Executives (Contractor and Subcontractor Project Exccutives) shall
be responsible for advising on and monitoring the quatity of the Services throughout Lhe Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the State's
Project leadership on the best practices for imp!cmcnling the Contractor Software Solution within
the State. The Project Executive shall participate in the dcﬁnmon of the Project Plan and provide
gundancc to the State’s Team.

2) Contractor Team Project Manager

Exhibit |~ So rrarc Agreemeny~ Part 3
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The Contractdr Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor .
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities: ’ .

Maintain communications with the State’s Project Manager;

Work with the State in planning and conducting a kick-off meeting;

Create and maintain the Work Plan; .

Assign the Contractor Team consuliants 1o tasks in the Implementation Pro_]cct nccordlng o
the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor Team members;

Provide WEEKLY and month updaic progress reports to the State Project Manager,

Nonfy the Stale Project Manager of requiremenis for State resources in order o provide -
sufficient lead time for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress,

Review requirements and scheduling changes and identify the i impact on the Project in order to
identify whether the changes may require a change of scope;

Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals es identified in the Implementation Pian;

Inform the State Project Monager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s Project
Manager. )

Manage handofT to the Contractor operational staff;

Manage Transition Services as needed.

Contractor Team Analysis

The Contractor Team shall conduct analysis of requirements, validate the Contractor Team's
understanding of the Siate business mqmrcmcnts by application, and perform ‘business
requirements mapping;

¢ Construct and confinn application test case scenarios;
_ Produce application configuration definitions and conhgure the applications;
Conduct testing of the configured application;
Produce functional Specifications for extensions, conversions, and interfaces;
Assist the Stale in the testing of exiensions, conversions, and interfaces;
Assist the State in execution of the State’s Acceptance Test;
Conduct follow-up mectings to obtain feedback, results, and concurrencclapprovnl from
the State;
»  Assist with the correction of configuration problems identified during system, integration
and Acceplance Testing; and ’
e Assist with the transition to production.

Contractor Team Tasks
The Contractor team shall assume the rollowmg tasks:

State of NH DolT Contract # 2020-0
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» Development and review of functional and technical Spemf'cauon to determine that they -
are at an appropriate level of detail and ‘quality; .
~»  Development and Documentation of conversion and interface programs in accordance with
functional and technical Specifications;
¢ Development and Documentation of installation procedures; and
¢ Unit testing of conversions and inierfaces developed; and

¢ System Iniegration Testing.

B. State Roles and Responsibilities
The following State resources have been identified for the Project. The time demands on the individual
State team members will vary depending on the phase and specific tasks of the Implementation. The
demands on the Subject Matter Experts’ time will vary based on the need delermined by the State Lcads :
and Ihc phase of the Implementation.

1

2)

State Project Manager
The Siate Project Manager shall work side-by-side with the Contractor Project Manager. The role
of the State Project Manager is 1o manage State resources, facilitate completion of all tasks assigned
1o State staff, and communicate Project status on a regular basis. The State Project Manager
represents the State in all decisions on Implementation Project matters, provides all necessary
support in the conduct of the Implementation Project, and provides nccessary State resources, as
defined by the Work Plan and as otherwise identified throughout the course of the Project. The
State Project Manager has the following responsibilitics:
» Plan and conduct a kick-off meeting with assistance from the Contractor leam
e Assist the Contractor Project Manager in the development of a delailed Work Plan;
« Identify and secure the State Project Team members in accordance with the Work Plan;
- = Define roles and responsibilities of all State Project Team members assigned 1o the Project;
s Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks;
+ Communicate issues to State management as necessary to secure resolution of any matter -
that cannot be addressed at the Project level;
» inform the Contractor Project Manager of any urgent issues if and when they arise; and
*  Assist the Contractor team staff 1o obtain requested information if and when required 1o
perform certain Project tasks.
Manage handofT to State operational stafT,
Manage State stafl during Transition Services as needed.

State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the State’s current
business practices and processes, provide agency knowledge, and participate in’ the
Implementation. Responsibilities of the SME include the following:
« Be the key user and conlact for their Agency or Depariment;
e Attend Project Team training and acquire in-depth functional k.nowledge of the relevant
applications;

State of NH DolT Contract # 2020-085
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Assist in validating and documenting user requirements, as needed;

Assist in mapping business requirements;

Assist in constructing test scripts and data;

Assist in System Integration, and Acceplance Testing;

Assist in performing conversion and integration testing and Data verification;

Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor Software Solution and the business
processcs the application suppons.

3) State Technical Lead and Architect _
The State's Technical Lead and Architect reponts to the State’s Project Manager and is responsible
for leading and managing the Statc's technical tasks. Responsibilities include:

Attend technical training as necessary to support the Project;

Assist the Stale and the Contractor Team Project Managers to establish the detailed Wark
Plan;

Manage the day-to-day activities of the State’s technical resources assigned to the Project;
Work with State [T management to obtain State technical resources in accordance with the
Work Plan;

Work in partnership with the Contractor and lead the State technical smﬁ"s efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overall effort
with support and assistance from the State; and '

Represent the technical efforts of the State at WEEKLY Project meetings.

4) State Testing Administrator
The State’s Testing Administrator will coordinate the State’s testing efforts. Responsibilities
include: '

Coordinating the development of sysiem, integration, performance, and Acceplance Test
plans;
Coordinating system, integration, performance, and Acceptance Tests;
Chairing test review meetings;
Coordinating the State's team and external third parties involvement in testing;
Ensuring that proposed process changes are considered by process owners,

. Establish priorities of Deficiencies requiring resolution; nnd )
Tracking -Deficiencies through resolution.

3, SOFTWARE APPLICATION

Coniractor will assist the State in the integration of CRM data and set-up of the activities associated with

Salesforce.com’s:

» Lightning Service Cloud Enterprise Edition

State of NH DolT Contract # 2028-085
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e Government Cloud Premier & Success Plan Enterprise Edition
s Customer community Enterprise Edition Logins

o Drawloop; Fedramp Gov User/ Nintex Document Generation

4. CONVERSIONS .
Conversions will be defined as part of the Statement of Work for individual projects.

A. Conversion Testing Responsibilities

* The Contractor Team and the Siate, based on their assigned conversion responsibilities, as set
forth in Contract Exhibit F: Testing Services shall identify applicable test scripts and installation -
instructions, adapt them to the Project specifics, test the business process, and compare with the
documented expected results. '

e The Contractor Team and the State, based on their assigned conversion responsibilities, shall
execute the applicable test scripis that complete the conversion and compare execution results
with the documented expected results.

+ The State is responsible for documenting the technical Spccnﬁcanons of all programs that extract .
and format Daia from the legacy systems for usc by the conversion processes, :

» The Contractor Team and the State, based on their assigned conversion responsibilities, shall

. develop and unit test their assigned conversions.

e The State and the Coniractor Teams shall jointly conduct System and [ntegration Testing, -
verifying and validating the accuracy and completeness of the conversions.

o The Statc and the Contractor Teams .shall jointly verify and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

EXHIBIT J: SOFTWARE AGREEMENT

Exhibit | ~ Not Applicable 1o this Contract
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EXHIBIT K: WARRANTY AND WARRANTY SERVICES

5

1. WARRANTIES

1.1 System

The Contracior warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

1.2 Software

The Contractor warrants that the Software, including but not limited to the individual
modutes or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in"accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State’s remedy, and the Contractor's
entire liability, shall be;

1.2.1 the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable manner,
the State may end its program license if any and recover the fees paid to the Contractor
for the prograim license and any unused, prepaid technical suppont fees the State has paid
for the program license; or '

1.2.2 the re-performance of the dcﬁcnenl Services, or

1.2.3 if the Contractor cannot substantially correct a breach in a commercially reasonable
manner, the State may end the relevant Services and recover the fees paid 10 the Contractor
for the deficient Services. ’ ’

1.3 Non-Infringement
The Contraclor warrants that it has good title to, or the right to altow the State Lo use, all
Services, equipment, and Software {“Material™) provided under this Contract, and that
such Services, equipment, and Sofiware do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate & trade secret
of any third pany. -

1.4 Viruses; Desteuctive Programming
The Contractor warrants that the ‘Software shall not contain any viruses, destructive
programming, or mechanisms designed 10" disrupt the pcrl'ormance of the Software in
accordance with the Specifications,

State of NH DolT Contract # 2020-085
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1.5 Compatibility
The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an enhancement, shalt
operate with the rest of the System without loss of any functionality.

1.6 Services -
The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply with performance standards, Specifications, and lerms of the
Contract. )
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EXHIBIT L: TRAINING SERVICES

The Contractor shall provide the following Training Services.

MTX GROUP INC will provide ongoing knowledge transfer and, where required, create custom training
guides and support materials 1o address the unique needs of the State's business process. Where possible,
MTX GROUP INC. will leverage existing materials and customize for the individual projects. The

materials delivered will be in format as requested and agreed upon by all parties. Creation of an end user

training manual is nol in scope, but is available for an additional charge. Materinls will be in English -
only.

State of NH DolIT Contract # 2020-085
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EXHIBIT M: AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibit M — Not Applicable to this Contract
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EXHIBIT N: Vendor Proposst

Exhibit N — Not Applicable 1o this Contract
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EXHIBIT O: CERTIFICATES AND A'ITACHMENTS

Attached are: ]

- A. Contractor’s Certificate of Good Standing
B. Contractor's Cerificate of Vote/Authority
C. Contractor’s Certificate of Insurance
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State of New Hampshire
Department of State

CERTIFICATE

1, Willism M. Gardner, Secreiary of Siste of the Seate of New Hampshire, do hereby certify that MTX GROUP INC Is & New )
York Profit Corporation registered o transect husiness in New Hampshire on May 24, 2018, T further certify that all fees and

documents required by the Secretary of State’s ofTice have been received and is in good standing as far ng this office is concerned.

Business [D: 798545
Certilicate Number: 0004561713

IN TESTIMONY WHEREOF,

1 herelo set my hand and cause io be afTixed

the Scal of the Siete of New Hampshire,

this &th day of August A.D, 2019.
Gor fodrr

Willizm M. Gardner ’

Secretary of State

! |

Bl S




Corporate Resolution

R Jeflrey Gauische __ . hereby certify that ) am duly elected Clerk/Secretary of
{Numc)
MTX Group Inc, ) ‘ . | herchy certify the following is a true copy of &
(Name of Corporation or L1LC) '
vote taken at » meeting of the Board of Directors/shareholders, duly called and held on Aprl
) (Monih)
1 .20 __20__ at which a quorum of the Directors/shareholders were present and voting.
. (Dav) (Year) '
VOTED: That _Dss Nobel, CEO {may list more than one person) is duly authorized to -
(Vame and Title) )
enter into contracts or agreements on behalf of MTX Group Inc. with

{Name of Corporation or LLC)
the State of New Hampshire and any of its agencies or debanments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect the purpose of this vote.

I hereby certify that said voié has not been amended or repealed and remains in full force and effect as of
the date of the contract to which &is certificate is attached. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any limits
-on the authority of any listed individual to bind the corporation in contracts with the State ;:f New Hampshire, all

such limitations are expressiy stated herein.

DATED: ___ April 1. 2020 ATTEST: =T

{(Name and Title)

Joffrey Gautsche
Secrotery & General Counsel
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DATE (MMOOYYYY)
08/00/2019

REPRESENTATIVE OR PROQUCER, AND THE CERTIFICATE HOLDER,,

THIS CERTIFICATE I8 ISSUED AS A MA‘I'TER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLOER. THIS
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PRODUCEN Marianne Walwon L
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