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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OFFICE OF THE COMMISSIONER

OFFICE OF EMERGENCY SERVICES

129 PLEASANT STREET, CONCORD, NH 03301-3857
603-271-9448 1-800-852-3345 ExL 9448

Fax: 603-271-3001 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

August 20, 2018

%

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the
Commissioner, Office of Emergency Services to amend an exisitng sole source
contract with Safer Institute, 31 Elbow Street. Providence, Rl, 02903 (Vendor
#220880) for the provision of the State's Emergency System for Advance Registration
of Volunteer Health Professionals by increasing the price limitation by $71,964 from
$161,919 to $233,883 and extending the Contract Completion Date from September
30, 2018 to September 30. 2019. effective upon the date of Governor and Executive
Council approval. 100% Federal Funds.

The original contract was approved by the Governor and Executive Council on June
21. 2017 (Item #7).

Funds are available in the following accounts in State Fiscal Year 2019. and
are anticipated to be available in 2020, upon the availability and continued
appropriation of funds in the future operating budget, with authority to adjust
encumbrances between State Fiscal Years through the Budget Office without
Governor and Executive Council approval, if needed and justified.

05-095-090-902510-22390000 HEALTH AND SOCIAL SERVICES, DEPARTMENT OF HEALTH

AND HUMAN SVCS, DIVISION OF PUBLIC HEALTH SERVICES, BUREAU OF INFECTIOUS

DISEASE CONTROL, HOSPTIAL PREPAREDNESS

FISCAL

YEAR

CLASS TITLE JOB

NUMBER

CURRENT

AMOUNT

INCREASE/

(DECREASE)

MODIFIED

AMOUNT

2017 102-

500731

Contracts for

Prcqram Svs

90077700 $71,964 $0 $71,964

Subtotal: $71,964 $0 $71,964

•  01-03-03-030010-76950000 ^GENERAL GOVERNMENT, TECHNOLOGY DEPT,
INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF IT

FOR DHHS

FISCAL

YEAR

CLASS TITLE JOB

NUMBER

CURRENT

AMOUNT

INCREASE/

(DECREASE)

MODIFIED

AMOUNT

2018 038-

509038

Technology
Software

NA $71,964 $0 $71,964

Subtotal: $71,964 $0 $71,964
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2019 038-

509038

Technology
Software

NA $17,991 $0 $17,991

2019 038-

500177

Software

License/maint.

3950139 $0 $53,973 $53,973

Subtotal: $17,991 $53,973 $71,964

2020 038-

500177

Software

License/maint.

3950139 $0 $17,991 17,991

Subtotal: $0 $17,991 $17,991

Grand Total: $161,919 $71,964 $233,883

EXPLANATION

This request is sole source because the Contractor is the developer of the
Emergency System for Advance Registration of Volunteer Health Professionals
(ESAR-VHP), and has the expertise to continue to provide maintenance and support.

ESAR-VHP Electronic System compliance standards from the United States
Department of Health and Human Services, Office of the Assistance Secretary for
Preparedness and Response, require each state to independently develop, maintain,
and operate an Emergency System for Advanced Registration for Volunteer Health
Professionals to be used in the event of a local, state, or national public health
emergency. The system registers health professional volunteers, applies emergency
credentialing standards to registered volunteers, and allows for the verification of the
identity, credentials, and qualifications of registered volunteers in an emergency. It is
a management system that can support inter-jurisdictional movement of volunteer
health personnel in the event of a public health emergency. The system currently
supports six (6) integrated volunteer programs with 2,864 emergency response
volunteers and nineteen (19) volunteer teams, with an additional twenty-two (22) New
Hampshire Community Emergency Response Teams.

This agreement, if approved, will allow the Contractor to continue to provide
maintenance, technical support and web hosting services for the Emergency System
for Advanced Registration of Volunteer Health Professionals while the Department
develops a Request for Proposals for the provision of an enhanced system that will
combine multiple platforms to improve emergency communication throughout New
Hampshire and with other states, and move the State towards standardized
requirements for emergency volunteer management and inter-jurisdictional movement
of volunteer health personnel in emergencies.

Should the Governor and Executive Council not authorize this request, the
Department would likely be unable to manage the registration and deployment of
professional volunteers in an emergency. Additionally, the State would not meet the
federal requirements of having an emergency volunteer registry system.

Area served: Statewide
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Source of Funds: 100% Federal Funds from United States Centers for Disease

Control and Prevention, Hospital Preparedness Program, Catalog for Domestic
Assistance, # 97.074 Federal Award Identification Number (FAIN) #U90TP000535:
and 100% Federal Funds from United States Department of Health and Human
Services, Hospital Preparedness Program. Catalog for Domestic Assistance, (CFDA)
# 93.596 and 93.575, Federal Award Identification Number (FAIN) #1-026000618-83.

In the event that the Federal Funds become no longer available. General Funds
will not be requested to support this program.

Respectfully submitted,

j^d, (jMUd
LeSghtheney
Dipecfor

Approved bj(: \ ^ |
sffrey A. Meyers |

Commissioner j
I

The Deportment of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

September 5, 2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire ,
129 Pleasant Street !

Concord, NH 03301

I

Dear Commissioner Meyers: '
I

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a soje source contract amendment with Safer Institute,
31 Elbow Street, Providence, RI 02903 (Vendor 220880) as described below and referenced as DolT No.
2017-086 Amendment A. '

The purpose of this request is to enter into a sole source contract amendment with Safer
Institute to continue to provide maintenance, technical support and web hosting for the
Emergency System for Advance Registration of Volunteer Health Professionals. This is an
electronic database of health care professionals who volunteer to provide aid during an
emergency. The database allows for the verification of the identity, credentials, and
qualifications of registered volunteers. ;

The funding amount for this amendment is $71,964.00 increasing the current contract
from $161,919.00 to $233,883.00 and by extending the contract completion date from
September 30, 2018 to September 30, 2019, effective upon Governor and Council
approval.

A copy of this letter should accompany t
submission to the Governor and Executive Council for

le Department of Health and Human Services'
approval.

Sincerely,

Denis Goulet

DG/kaf

DolT #2012-086 A

RID 37721

cc: Bruce Smith, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW IIAMFSIIIRE

Dcpartmcot of llealtb sxsd llnnuiD Scnricrs
Emergency System for Ath-aore Rcgistntion of Vofaiotrcr Health Professional

SS-2017-eSIJ-OI-EiMERC, Contract 2017-086
Contract Amendment #1

Hus I* Amendment to the Dncrgcncy S^'stcm Ibr Advance Rcgistnition of V<dunteer Health IVofcsstcaid
contract (hereinafter rcTcrrcd to as ̂Amendment £1**) doted this 28^ dz^ ofJune 2018, is by end bctuccn the
Stole of New Itmnpshire, Deportment of Health end Human Services (hereinafter icfinrcd to osthe *Statc" or
"Department*) and Sola' InsUtute, (hereinafter referred to os "the Contractor^), a oorporatian with o phce of
bushicss at 31 Elbow Street Providcnoc, R102903.

WHEREAS, pursuant to on ugieeinnil (the "Contract*) approved by the Governor oral ExccutKv Council cm
Jurar 21, 2017, (Item JJ7), lla: Contractor ogrccd to perform certain services hosed upon the terms ond
conditians specified in the Contract and in canstdctation of certain sums specified; ond

WHEREAS, the State ond the Contractor have ogreed to moke changes to the scope of work, pi^mcm
schedules ond tcnns oral conditions oflhc contract; and

WHEREAS, pursiDiit to Form P-37, Genera) fW'isions, l^uagroph 18, the State m:^ modify' the scope of
work and the payment sclasdulc of the contract upon written agrccincnt of the parties oral opprm'ol fiom the
Govcmor oral ExecutKx Ccnmcil; and

WHEREAS, the parties agree to extend the terra of the ugitetuciii and increase the price lunhotion to support
conttnued dcBveiy of these services; ond

NOW THEREFORE, in oonsiderntian of the forc^ui^ and the mutual covenants and catafhions contained in
the Contract and set forth herein, the parties hereto o^ec to otncial as fdlows:

1. Ameiul Section 1.5 (Form P-37, (Controctor Phone Number) of the Ag» cement to read: (800) 313-
6305.

2. AnamdScction 1.6 (Fcam P-37, Account Number) of the Agretroenl to read: 05-95-90-902510-
22390000-102-500731; 01-03-03^30010-76950000-038-509038; 01-03^3-030010-76950000-
038-500177.

3. Amend Scctidn 1.7 ofthe Agreement (Fcnin P-37, Completion Dote) extervlii^ the Completion
Date fitan September30,2018 to September 30,2019.

4. AmendScction 1.8oflheAgrecnaail(FormP-37, PriceLunhotian) by mcrcasmgthe Price
Limitalkin fay $71,964 from $161,919 to $233,883.

5. AmendScction 1.9oftheAgrecmcnt(FormP-37,Contractti^On[tccrfarStatcAgefa:y)lorcod:
£. Maria Reincmann, &q., Dtrcctor of Contracts and IVocurcroent

6. AmendScction t.lOoftheAgrcemcnt(FormP-37,SlatcAgpia:yTdcphoncNuniber)torcad:
(603)271-9330.

Initial on pages
Safer Institute trials: ' ̂ Amendoicmtfl . SS-20I7-ESIJ-01-EMERG

Pagelof6 Contract 2017-086



STATE OF NEW HAMPSHIRE

Department of Health and Hnman Smriccs
Emenyncy System for Advance Rcsistratioo of Vohmtcer Health Plrofesnonal

SS.2017.ESIMH.EMERC, Contract 2017-086

Contract Amendmeot m

7. The Agrocmcnt is father amended as described in Table I:

Tablet

Contract 0 SS-2017-ESU<01.

EMERG«
20174S6

Port 2^ iBfonmtloo Technelogy
Peovldons

AMENDED TEXT

intradocflon. Diracrapb #1 ivntoDucnoN
This Contract is by and between the Stale of New Hampshire, acting
ihroi^ New Hampshire Dcpaitmeni of Health and Human Services
("State*), and Safer fnatime. a Rhotfe Island oon-proflt Corporatkn.
("Safer In&tiiuie*j. having its principal |4aee of at 31 Elbow Si^
Pnyvkfeoce. RL 02903.

Section 2y Contract Term rcOXntACTTERM

The Cociraciand ail oWtgntonsofthc parties hcreiuider shall become
cflective offer foil

execution by the panics, and the receipt of required goveramcnial
approvals, inrtuding. bol not limited to. Governor and Executive CooocU
of the State of New Hampshire approval ("EOlcctlvc Date").
The Contract shaO be rciroaciivc to July 1.2016 and ifaroi^ September
30,2019.

Safer Institute sh^ commence work upon issuance of a Noike to
Proceed by the State.

Section A Contract Manasement,
Snhsectloo A1 The Cootraelor-s

Contract Maaager

A1 THE CONTRACTOR'S CONTRACT MANAGER

Safer Insiimm shall assign a Comnict hlan^gcr who shall be responsible
for all Contract

authorizntioo and admimstratioo. Safer Institutels Contract Manager ts
PcierF^i
Contraci Manner
31 ElbowSi.

ProvidciKcRI 02903

Tel:40l-4S9.5927

Fax:40l-4S9-75a5

Email: pfticciO safcrinsiiiute.org

Section A CtMttract ManascmenI,
Snbacctloo A2 The CootraclDr*s

Project Manaser. Duracraph A23

A25 Safer Inflitutc Project Manager is:
Peter Dicci

Project Manager

31 Elbow Street

Providence Rl 02903

Tel:401-4S9-5937

Fax: 40I-4S9-7385

Email: pfocci OsafermsiituextfK

Section A Contract ̂tanagcnent*
Sufasectiaa A3. Safer Instltote Key
Project Stag. Sobpaiagt'upb
A3L1.1

A2UJ Safer Insiitiflc Key Project Staff shaU consist of the following
individuals in the roles identified bdow:

Safer Insiitufe's l&y Prpfcct Staff:
KevMerrberfs) Title

Peter Hkci Pn^ect Manager
Peter DkcI System Arclntoct
Alex Poos Pn^ct Fi^nrrr

Imiial an pages
Safer losi^ Amcndmcoi 01 PlB^2of4

SS-20I7-ESU-01-EMERG.
C<airaci2017-OS6



STATE OF NEW HAMPSHIRE

Dtpartmcnt of HeoUh and Hranan Senriets
Emengaicy System for Adrascc Rcpstmtioii of VohmtccrHealtb ftofcsslaaal

SS-2017.ESIMH-EMERG, CoiilracI 2017-086
Contract Amrnrtiiiciit #1

Sectloo 4. Cootrart Manascmcat,
SidnectloD 4.4, State Contract

Manager

44 STATE CONTRACT MANAGER

The a Contract Manager ntio fonciioo as ihe
StatcNi ceprescmative with regard (oCoatraci admutisiration. Hie State
Comraci Manager is:
TbccesaMHtU

Department of Hcabh and Homan Services
27 Hazen Drive

CoocordNH 03301

Tel: 603-271-0476
FiwhI- Thftygft wH ftftitr

Section 4^ Cootroci Manascmeni,
Snfaacction 45. State Project
Manaccr

45 STATE PROIECT MANAGER
The State shall assign a fVqjjeci Manager. The State Pn^oct Manager's
fhni^ chnll tbc tbllowixig:
X Lcadiog die Prcjcci:
b. Fisyipng Qod managipg all Safer Insiiitaes:
c.Manapi^sigpificani issues tmd risks.
d. Reriewtqg and accepting Cotaiad Deliverables:
e. Invoice sigo-oiTs;

f. Revienr and approval ofefaat^ proposals: and
g. Man^ng si:4et>olders* concerns.

Tbe Slate Protect Manager is:
ThcresaMHUl

Depemmtnt of Heabb and Human Services
27 Hazen Drive

Concord NH 03301

Td; 603-271-0476

Email: Tbcfesa.Hin&dlihs.flb.gov

ff SS-2017-ESU-Ol.CMESa
2017-086,
Part 3-EKtilblt B, Price and
ftpyt»»nt

AMENDEDTEXT

ExhlbUA Delete Comraci 2017-086 - Pan 3 Exinbti A Contract Deliverables io its

emirety and replace with Contract 2017-086- Pan 3 Eilabit A
Amendment 41 Contran Delivcrables..

ExhlUtB Ddcie Contract 2017-086-Pan 3 Eidplwi B IVioe and Paymcm
Schedule in its entirety and replace wiib Contract 2017«0S6-Pul3
Exhibit B Ameodmcni #1 Price and Paymeu Sfhertttlc.

Contract ff SS-2D17.ESIM)1-

EMERG«

2017-086- PART JEXHIBITO

SPECIAL EXHIBITS,
CERXmCAtESAND
ATTACHMENTS

AMENDEDTEXT

ExfalUtO Attnchod ore:

A. ̂wcial Exhibits D tfaroii^ 1 Attaduncfis A
B. CantnKtor's Ccnincotc of Votc^ Authority
C. Cootrnctoi^s Ccitificiito of Good Standing
D. Contnutar's Certificate of Insninncc

E Cxlnbit K. DHHS tnfonnaiioD Scctiritv Rcauireiiicnts
AOD Co Attadimcnts K. DHHS lofonnation SecuiiQ' cequiremems.

Ifiittfll sU

Safer In AmcodrocniOl Ps^2of4

SS-2017-ESIM)l-EMERa
Cootrwrt2017-OS6



STATE OF NEW HAlkfFSHlRE

Department of Hcalih and Bnmm Sci i Ito
EmerRency System for Advance Rctpstratifoi of Vohmtcer Heatlb Ptofesaooal

SS-2017^lM>l-EMERa, Contract 2017-086

Contract Amendment tfl

Talile 2 CONTRACT HISTORY SS-20I7-ESU-01.EMERG, 2017^ - Emcrcency SysUm for Advance
Reghfration of Votameer Health Profesdooal

CONTRACT

AND

AMENDMENT

NUMBER

AMENDMENT TYPE G&C

APPROVAL

DATE

END DATE CONTRACT

AMOUNT

SS-2D17-ESII-

OI-EMERG.
2017-086

Oii^nal Contract iune21,20l7

Item #7

Scptendser 30.

2018

SI6I.9I9

CONTRACT TOTAL SI6I.9I9

Itwtinl hTI p'w^c

Salb'liis

Oote:^
•

Ameodmeci 0) Ptt£C2of4

SS-2017-ESU-Ol-BdERG.
Cooifaci20l7-0S6



STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Emergency System for Advance Registration of Volunteer Health Professional
SS-2017-ESU-Ol-EMERG, Contract 2017-086

Contract Amendment #1

Except as provided herein, al! provisions of the Agreement shall remain in full force and efTect This modification shall
take c^ect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written.

Date:

Sa stitute

Corporate Signature Notarized:

STATE OF

\) {COUNTY OF

On this the I r day of 20ijj, before the undersigned officer, personally appeared
the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated aix)ve.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

- No<«y PuDfic/Ju^tice of the Peace

ommission Expu*es:My Cor

(SEAL);

State of New Hampshire

Date:
Leigh A. Cheney, Director
State ofJ^ew Hampshire Department of Health and Human Services
Emergency Services Unit

2C

Initial all pages >4yyl
Safer Institute Initials: Amendment #1 Page 2 of 4

SS-2017-ESU<0I<EMERG,
Contract 2017-086



STATE OF NEW HAMFSUIRE

Drpartmciit <kf Health and Uuman Services
EmrrBcncy Systm for Advnncv RcsMtmlicai wi Votimtccr Health ProfcssioiBd

SS-2017.ESII^1-^1ERG

Contnicl Ameadmenl #1

The preoodins Amendment, having been reviewed by this otYicc, b approved as to fonn. sdbstance. and
execution.

Approved by the Attomqr General

D.:

Slate ofNew Hampshife. of Justice

1 hereby ccrtily thai the forego/^ nmehdmeiit was oppniwd by the Governor and Executive Council of the
State of New Hanyshire at ihrMoctrdg on: fifatecif mnrtingt

OfGcc of the Secretary of State

By:

rule:

Date;

ImiblaD pages Aroendmcni#!
Vendor Initials

/ ' &&2Dl7^tt4)I.CXieitG



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Emcnseoty System for Advance Rejdstratloa of Voltmtcrr Health ProfrroonnK (ESAR-VUP)
CONTRACT 2017^ . PART 3

EXHIBFr A AMENDMENT 01

CONTRACT DELIVERABLES

1. DELIVERABLES, MILESTONES AND ACTIVITIES

Safer Institnte shoU pxuvidc the State with hosting todimcsl stqipon and maintenance for the New
Hampshire Responds/ESAR'VHP System to ensure it ctmttnues to prmidc a secoic. web-boscd.
volunteer management system for the verificatian of dcdemials and qu^iiicalions of icpstercd
vohintceis prior to on emergency.

The Oelivemhles me set forth in the Schedide described below in Section 2. By imcaadtdooally occqtting
o Dclivcnd>lc. the State reserves the righ^ ̂  R^ecl any and nil DcUvcmbtcs in the event the State detects
any Deficiency in the System, in whole or in part, through con^ctkm of ail Acceptance Tcstiiig.
inchiding but ool limited to. Sofhrmc/System Acceptance Testing, and ony extcnskios thereof.

Pricing for Dditrrablcs b set forth in Exhibit B: Price and Payment Schedtde. Mdng will be cffeclitr
for the Term of this Cootmct. ond any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACnvrriES SCHEDULE

2.1 Inqdcmcntollon Schedule - Activities / Deliverables / MHestoQcs

Safer institute shall provide o Work Plan as directed by the State for support and mamtenann;
octivities that impact the functionality of the system. The Work Plan sh^ indnde n detailed
description of the Schedule, tasks. DcUvmaMcs. milestones, task dcpcndericics, and payment
Schedule. Sec Exiubil k Work Plan.

The Work Plan may include some or oU of the following activities, deliverables, or ndestoncs:

ACTIVTTV, DELIVERABLE OR MfLESTONE . - DelhrenildeType. C6m|detioD Date

PROJECT MANAGEMENT

ACTIVITIES/DELIVERABLES ' ■  - -•

Work Plan including rmlcstoncs as directed by the State
for support and mmntenoncc activities that inqnct the
functionality of the system..

written
Wit}na5D:i>sof
approval to start work.

Status reports & tqxlatcs written
Par agreed upoo Work
PIOD

SYSTEM SOFTWARE AND HARDWARE

DELIVERABLES

Software licensing Agreements and Documcntaiiaa written
INu'agreed iqxm Work
Plan

SOFTWARE DEVELOn^lENT and

INTEGRATION:

2017-0S6 Exhibit A

Initinl AU Pages:
Safer Institute's Initial

Detivcrnblcs

Fihihit A Ameodmcnt 01 ftigc 1 of7



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
f«r AAwmrm Piij^nitinn «f pB«rf»€.ctnii«lc^PgAP.ViIP)

CONTRACT 2017^ . PART 3

EXHIBIT A AMENDMENT fll

CONTRACT DELIVERABLES

ACnVlTV, DEUVERABLEOR MfLEStONiE DrOvcmfalc Type Cnmplction Date

ConTtgiuc and test backups inctuding schoduling and
tcponing

softu-arc
Ikr agreed iqxm Work
Plan

Develop and test custom and requiicd reports softunie
Per agreed upon Woik
Plan

SYSTEM DEUVERV & ACCEPTANCE

TESTING:

t

Test Han end iiicthodoic^ written
Per agreed upon Work
Pbn

Test connguratlim and nclwoilcd equipment noD-softwarc
Perogicedupoo Work
Plan

Test prindnjg services. FTP services, backup/restoie
prbcess. system manasement functions rxm-soflwarc

PcrqgieedupaQ Work
Plan

Unload tmrf tout ocw rxm-soflwarc
PeragrcedupoD Work
Plan

SecuiityTcstiiq; rxm-soflwarc Ongoing Rocess

Report test nig (c.g. State- defined reports, cote reports,
and adhoc reporting)

oon-soft^iiirc
Per agreed upon
WorlPlon

WRITTEN DOCOUMENTATION/REPORTS

(HARDCOPY AND CIAOM)

Update Users C^peiatioD Manual written

WiQ be updated
with a^e^ upon
business pidicies.
Available in ai^
formal requested.

Documcntatioo of backup software and proccduics written
Per agreed upon
Work Plan

MAINTENANCE

Aimual maiiitcnanoc and siqqiort. os rpednod in
Exhibit G

Vcorl Ongoing

Annual mmntcnancc and siqqxnt. as specified in
ExbilritG

ycar2 Ong(^

Armual maintcnonoc and suppatt^ as specified in'
Exhibit G

VcarB
Ongoing

Annual miuntrnance and support, os specified in
ExbiHtG

Ycar4 (3 months)
Cqgocng

Masntcnaiicc ond opemlianal contingency plan written Ongoing

2017-OS6 Exhibit A Cantmct DcUvcrnbtcs

Inilial All PQgcs:
Safer Institute's Initials — Exhilnt A Anmchncni 41 Pagc2of7



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EmcrpHKy System lor Advance RcsbtndioD of Vdiintecr Health Prafcssaoak (ESARAHP)
CONTRACT 2017-086 - PART 3

EXHIBIT A AMENDMENT «1

CONTRACT DELIVERABLES

3. SAFER INSTITUTES TRAININC DELIVERABLES

RESERVED

I
I

4. SOFTWARE UCENSES i

Software Licenses for are sei forth in Coatract EschUnt J: Si^hvan Licmse and associated pricing is |
cslnhttshrd in Cooliacl Extnbit B: Price and Pavmmt Schedule. - i

20)7-086 Exhibit A Contract DcUvcrablcs

loilial All Pages:
Safer instftntr's Initials Exhibit A Ammdmcnt 41 I^igc3of7



STATE OF NEW HAMPSHIRE

DEPARTTklENT OF HEALTH AKD HUMAN SERVICES

Emtf^ernc^r System for Advmm Rq^strolion of Volmitetii Hcallb Profcssionab (ESAR-VUP)
CONTRACT2017-0S6.PART3

EXHHHT B AMENDMENT tfl
PRICE AND PAYMENT SCHEDULE

1  DELIVERABLE PAYAIENT SCHEDULE

1.1 Finn Fixed Price

This ts a Finn Fixed IMcc (FFP) Contnicl (olaUn^ $233,A83 for the period between the
July I. 2016 throu^ Scptomber 30, 2019. Safer fitsiftntf shall be ccspcxisible for
perfonmng its oUigalioiis Id occonlancc with the Cmtnict Thb Coatrnct vrill allow
Safer Instltotc to invoice the State fiu' the fioUowuig Activities. Dclivciobtcs, or
Milestones at fixed pridnsfroics appearing in the price and payment tables below:

Table 1 — System and Imtdcnicntalion Driwremhtes

Acnvrrv, deuvcrable or
MHESTONE

DELIVERY

DATE
PAYMENT

project MANAGEMENT

ACnVITlES/DEUVERABLES

Weak Plan including milestones as
directed by the State for support and
maintenance activities that impact the
functionality of the !^-stcm.

Within S d:^ of
rcccivii^
approval to start
w^

Slnctudcd

SYSTEM SOFTWARE AND

HARDWARE DELIVERABLES

Sofhvme licenring Agreements and
Documentation

'$ Included

SOFTWARE DEVELOPMENT and

INTEGRATION:

ConfiguFc nnd test backups including
scheduling and reporting

Or^oing $ Included

Dcvdr^ otkl test custom and Toqmicd
reports

Ongoing $ Included

Sk'STEM DELIVERY &

ACCEPTANCE TESTDiG:

Test Plan and mclhodcdog)' Ongoing S Included

Test coofiguniiion and networked
cquipmcttt

Ongiung SInrlndrd

Test priining services. Hie Transfer
IVotoool (FTP) services, bockupAcstcirc
pnxcss. system manatTincnt firactions

Ot^oing $ Included

Security Testing Ongoing $ Included

Report testing (eg. State defined reports,
core reports, and ndhociepaitinjO

Ongoing Slncluthxl

WRITTEN DOCOUMENTATION /

REPORTS (HARDCOPY AND
CDROM)

2017-OS6 Exhilnt B Price and Payment Schedule
Initial All Pt^gcs: ^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERMCES

Frnw|yf!1 J ViJun*-*! P^rfycQnnqig (FgAP.VHP|
CONTRACT20174tt6. PART3

EXHIBITB AMENDMENTtfl

PRKX AND PAYMENT SCHEDULE

Update Users (^icn^n Manual
As directed by
State

Slndudcd

Documentation of backup software and
procedmrs

Ongoing S Included

MAINTENANCE

Aftnnnt mntntmnncr and SUppOTt. OS

jqwcincd in ExhtNl B (inrhidcs escrow of
code)

Year 1 $71,964

Vcorl S7I.964

Ycar3 571.964

Year 4 (3 nioirihs) $17,991

SuppMt and
Mnintcnancc

SulMoial

S233.883

Maintenance and opefntkmal contii^ency
plan

Ongoing Slnclndcd

PROJECT CLOSE OUT

CloSeoul Meeting
On or about

Scptcndicr 30.
2018

Slnctuded

TOTAL
$233,883

Table Hosting, Support and MnjntfnanccDdhfrfablcs

Mafntcnanee

HmctkuaaUty Monthly

Rate
Hosting and
Support Costs
(24x7)

$3,497

Or^ttog

Mnmcoaocc
SLSOO

TOTAL CONTRACT PRICE

Notwitbstaosfii^ any pniviaao tn the Coxmact to the cootnB>\ ond notwitbstimding
imcxpcciod ctrcmnstanccs. m no even! shall the total of all payments made by the State
cxco^ $233^883 (^otol Contmct PHcc**). Ibc payment fay the Stole of the total Contmct
price shall be the only, and the complete icindrnrsemcm to Safer histttatc far all fees and
expenses, of whatever nature, inmiiod by Safer Inslitnte in the peffarrooDcc hereof.

20I7-D86 Exhilnt B Price and Payment Schedule
Imtial AU Pages:
5^cr Institute's ^ ExbihttB Amendment#! PbseSof?



STATE OF NEW UAMPSHIRE

DEPAimkfENT OF HEALTH AND HUMAN SERVICES

Emcnyury System for Advance Rei^stmlion of Vobnitccr llcahh Profcssiaaab (ESAR-VHP)
CONTRACT 2017-086 • PART 3

EXHIBIT B AMENDM^O* 01

PRICE AND PAYMENT SCHEDULE

The State viiU not be icqxKUuMc for any travel or out of pocket expenses incunod in the
performance of the Services pcrfcmncd under this ContmcL

3  INVOICINO

Safer Institute shall submit caned invoices to the State for all ainouitts to bcpmd by the State.
AU invoices subnutted shall be sidject to the State's prior u-ritten approval, which shall not be
umcosoaably withheld. Safer Institute shall only subimt invokes for Services ta Dctivcrhhlcs
as pcnmttcd by the Contract. Invokes must be m a format as dctcmiioed the State and
contain detailed infonnalion. inchiding without UmttntioD; itenuzation of each DclivcraMc and
idcttiincatian of the DcUvcndilc for whkh payment b sou^u. and the AcccptaiKc date

payment: date of delivery ond/dr instalbtioD; romittily maintenance charts;
any other Pn^ocl costs or rctcntkMi amounts if oi^licabte.

Safer Institute shall submit an invoice for the monthly fixed pike in Table 2 Hosting. Stqiport
and Maintenance witlun ten (10) ̂ys from the last day of the month.

Upon acceptance of n Dctiverablc. and a pu^eily documented and nndi^iuted invoice^ the
State will pay the coned and undisputed invoke within tlmty (30) d^ of invoke receipt

'  Invoices will not be harkdatcd and shall be prooytly dispatched.

Invcwes shall be sent to:

Deportment of Health and Human Services
Emergency Services Unit
129 Plcasnnl Street Concord. NH 03301

In the Hvctti of Early Termination of thb A^cemcnt the Slate will rnmbursc Safer
faxstitutc for support minotcnanoe up to the lost month witlun the early termination dote
(odatepiiartolhcCon^etian Date in Block l.7ofthe (jeiicra]PrDnsiQos,P*37).

4  PAYM^iT ADDRESS

AU paymoits shall be sent to the fdlowing address:
Safer Institntc

31 Ettww Street Hrovidcncc. Rl 02903

5  OVERPAYMENTS TO SA^R INSTITUTE

Safer Institute shaU promptly, but no later than AOecn (IS) btmness days, rctum to the State
the fidJ oinount of any ovcrpiQmienl or erroneous payment opon discovery or notice from the
&ntc.

6  CREDITS

The State may tqiply credits due to the State arising out of thb Cootrad, against Safer
Institiitc's invoices with appn^matcinformatian attached.

7  PROJECT HOLDBACK

RESERVED

2017-086 Exhibit B Price and Pajmcnt Sdicdulc
buliol AU Ptges:
Safer Institiitf*sIrnttaj^^^"''^"^ ExhibitB Aiucudiucnt #1 P&gc6of7



STATE OF NEW HAafPSHlRE

DEPAimiENT OF HEALTH AND HUMAN SERVICES

EtugfBtuty System for Advance Rcidstnilion of Votnxitccr Hcallh Profcssianab (ESAR-VUP)
CONTRACT 2017^ - PART 3

EXHIBIT B AMENDMe^ffl

PRICE AND PAYMENT SCHEDULE

8  CONTRACT SECURITV/PERFORMANCE BOND

RESERVED

2017-0S6 Exhilnl B Price and Pbymcot Scticdulc
Initlnl All Pages:
Safer Institute's Initials Exhibit B Amendment # I ftigpTcif?



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Dtfinitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized rfisdosure.
unauthorized acquisition, unauthorized access, or any sim3ar term refenmg to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personaOy identifiable
information, whether physical or electronic. With regard to Protected Health
Information," Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security InddenT shall have the same meaning "Cocr^njter SecurBy
Incidenr on section two (2) of NIST Publication 800-61. Computer Security Incident
HandGng Guide. National Institute of Standards and Technology, U.S Depaitmeni
ofCommerco.

3. "Gonfidential Information" or "Confidential Data" means aQ confidential Information

(fisdosed one party to the other such as an medical, health, ftnarKxal, public
assistance benefits and personal tnformaiion Induifing without Em&ation. Sut>stanoe
Abuse Treatment Records. Case Records, Protected Health Information artd
Personally Identifiable Information.

Confidential Information also fndudes any and aO information owned or managed liy
the State of NH - created, recdved from or on behalf of the Department of Health and
Human Services (OHHS) or accessed in the course of performing contracted
services - of which collecfon. (fisdosure, protection, aivl dispodtion is governed by
state or federal law or regubtion. This tnformation includes, but is not Onruted to
Protected Health Information (PHI), Personal Information (PO. Personal Financial
Information (PR), Federal Tax Information (FTI), Social Securfly Numbers (SS^O,
Payment Card Iridustry (PCI), and or other sensitive arxf oonfidential tnformatioa

4. "End User" means any person or entity (e.9.. contractor, contractor's employee,
business associate, subatntractor. other downstream user, etc.) that recdves
DHHS data or derivative data in accordance with the terms of Contract

5. "HIPAA" means the Health InsurarusPoftabifityarKlAcoountabBiiy Act of 1996 and the
regulations promu^ed thereunder.

S InddenT means an ad that potentially violates an expfidt or impGed security poCcy,
which indudes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or dertial of serwce, the unauthorized use of
a system for the processing or storage of data; and changes m system hardware,
firmwaro, or softvvare characteristics without the owner's knowledge, instruction, or
consent InddentsirKlude the loss of data through theft or devloemispSacement. loss
or rdsplacement of hardcopy documents, arxf mtsrouting of physltal or

V4. Las: Mpdace 04.04.2018 EASeK ConbaOM
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

mail, all off which may have the potential to put Che data at risk off unauthorized
access, use, rfisdosure, mocfiflcation or destruction.

7. "Open Wireless Network* means any network or segment of a network that Is
not designated by the State of New Hampshire's Department of Information
Technology or delegme as a protected rtetwork (designed, tested, and
approved, by means of the State, to transmit) wiD be considered an open
network and not adequately secure for tffie transrrus^on off unenciypt^ PI, PFI,
PHI or confidential DHHS data.

& "Personal tnfbmiafion* (or *PI") mearts information wttich can be used to rfistingidsh
or trace an indlviduars identily. such as their name, sodal security number, personal
informaiion as defined in New Hampshire RSA 359C:19, biom^c record etc.,
alone, or when combined wkh other personal or identifying cnformation wtiich is linked
or Onkable to a specific Ivfivkfual, such as date and plaoe of trath, mother's maiden
name, etc.

9. "Privacy Rule* sffiall mean ttie Standards for Privacy of Individuany Identifiable Health
Information at 45 C.F.ffT Parts 160 and 164, piomulgaied under HIPAA by the United
States Oepartmem off Health and Human Services.

10. "Protected Health Infbrmafion" (or "PHT) lias Ore same mear^ as provided in the
definition of "ffyotected Health litformafion" In the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rute* shaD mean the Security Standards for the Protection of Electronic
Protected Health tnformation at 45 C.F.R. Part 164, Subpart C, arid airtertdments
thereto.

12. "Unsecured Protected Health Information'' means Protected Health Information that is

not secured by a technology standard that renders Protected Health tnfbrmation
unusable, unreadatile, or indecipherable to unauthorized Individuals arvl Is
developed or endorsed by a starxtards developing organization that is accredited by
the American Nattonal Standards Instituta

L RESPONSIBlUnES OF DHHS AND'THE CONTRACTOR

A. Busmess Use arxl Disclosure of Confidentiallnformation.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract Further, (kmtractor,
Enduding but not limited to aD its cfirectors, officers, employees and agents, must not
use, (fisdose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must rtol disclose any (^onfidenfial tnformation En resportse to a

V«.lA}i4)data0t.0«.2018 EjMbftK CottadOf
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New Hampshire Department of Heahh and Human Services

Exhibit K

DHHS Information Security Requirements

request for (fisclosure on the basis that it is required by law, in response to a
subpoena, etc., without fUst notS^ng DHHS so that DHHS has an opportunity to
consent or object to the tfisdosuie.

3l If DHHS notSies the Contractor that DHHS has agreed to be IxNind try additional
restrictions over and atxive those uses or rfisdosures or security safeguards of PHI
pursuant to tho Privacy arKl Security Rule, the Contractor must toe tXRind by such
additional restrictiorts and must luX dtsctose PHI in violation of such additional

restrictions and must abide by any adcfitional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from cfisdosed to an End
User must only lie used pursuant to the terms of this Contract

5. The Contractor agrees DHHS Data obl^ed under this Contract may not be used for
any other purposes that are not imficated in this Contract

6. The Contractor a^ees to gram access to the data to the authorized representatives
of DHHS for the purpose of inspecting to conTtrm comptiance with the terms of ttiis
Contract

a METHODS OF SECURE TRAfiSttlSSION OF DATA

1. Application Encryption. If End User is transmittmg DHHS containing
Confidential Data tietween appfications, the Contractor attests the appficatkms have
been evaluated liy an expert knowledgeable in o^r security and that said
application's encryption capatM&ties ensure secure transmission via the internet.

2. Computer IXsks and Portable Storage Devices. End User may not use computer tfisks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Em^. End User may only employ email to transmit Confidential Data if
einmi is enervated and being sent to and ti^ng received liy emad addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transnut Confidential
Data, Che secure socket layers (SSI^ must tie used and the web site rhust be
secure. SSL encrypts data transmitted via a Web site.

5. FDe Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Googla Cloud Storage, to transir^
Confidential Data.

6. Ground IMail Service. End User may only transmit Confidentia! Data via corz^Sscf ground
maS wifixn the continental U.S. and when sem to a named tncGvidual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said dewces must be encrypted and password-protected.

8. Open Wireless Networks. ErvS User may not transmit Confidential Data via an open
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

wireless network. EruS User must employ a virtual private network (VPN) wtwn
remotely transnmning via an open wireless network.

9. Remote User CommunScation. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private iwtwork (VPN) must be
InstaDed on the Ertd User's mobBe device(s) or laptop from wNch Enformation wiD be
transmitted or accessed.

10. SSH File Transfer Prtttocol (SFTP), also krwwn as Secure FBe Transfer Protocol If
Ervf User is employing an SFTP to transmii Confidential Data, End User win
structure the Folder and access privUeges to prevent mapprapriate rfisctosure of
information. SFTP folders and sut>4aldefs used for transmitting Ckmfidential Data win
t>e coded for 24-hour auto-deletion cycle C^e. Confidential Data be deleted every 24
hours).

11. Wireless Devices. If End tJser is transmitting Confidential Data via vriieless devices, an
data must be encrypted to prevent inappropriate rfisdosure of Information.

m RETENTION AND DtSPOSinON OF CDENflFlABLE RECORDS

The Contractor wiQ only retain the data and any derivative of the data for the duration of this
Contract After such time, the Contractor wQl have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract To this end, the parties must

A. Retention

1. The Contractor agrees it win not store, transfer or process data collected in
connection with fiie services rendered under this Contract outside of the United

States. Tftts physical location requirement shall also apply m the implementation of
doud computing, doud service or doud storage capat^ities, and Includes backup
data artd CKsaster Recovery locations.

2. The Contractor agrees to ensure proper security morxtoring capatrffities are in
place to detect potential security events that can impad State of NH systems
and/br Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness arxl education for its EtkI
Users In support of protecting Departmem confidential information.

4. The Contractor agrees to retain aO electronic and hard copies of Confidential Data
in a secure location arvl Identified in section IV. A.2

5. The (^tractor agrees ConfKfential Data stored in a Cloud must be in a
FedRAMP/HlTECH compliant sdufion and comply with aO appficable statutes and
regulations regarding the privacy and security. AD servers and devices must have
curremly-supported and hardened operating systems, the latest arrti-viral, anti-
hacker, artti-spam, anti-spyware, and anti-malwarB utifities. The environment, as a
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

whole, must have aggressive IntrusiQn-d^ectum and firewaO protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chi^ Infbimalion Officer in the detection of any secuii^ vulnerabt&^ of the hosting
infrastructure.

B. Disposi&cn

1. If the Contractor wBl maintain any Confidemial Information on its systems (or its
sut>-oontr3ctor systems), the (Contractor wiD maintain a documented process for
securely cfispostng of such data upon request or contract termination; and w91
ot)taln written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or <fisaster
recovery operations. When no longer In use, electrorric media containing State of
New Hampshire data shaO t>e rerKfared urueooverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion artd metfia
sanhization. or othenMse physically destroying the media (for exarT9)le.
degaussing) as described in NIST Special ff̂ lbfication 800^. Rev 1. Guidefines
for Mecfia Sanitization. National Institute of Standards and Technology, U. S.
Department of Commerce. The Contraaor wffl document and oeitify in writing at
time of the data destruction, and wdD provide written certification to the Department

- upon request The written certification wiO include aO details necessary to
demonstrate data has been property destroyed and vaGdated. Where applicable,
regulatory and professional siarvtar^ for retention requirements vriD be Jotndy
evaluated the State and Contractor prior to destructioa .

2. Unless othenMisa spedfied, within thirty (30) days of the termination of this
(^ntrac^ Contractor agrees to destroy aO fmrd copies of Confidential Data using a
secure method such as shredding.

3. Unless othenirise speafied, witNn thirty (30) days of the termination of tNs
Contract, Ovitractor agrees to completely destroy aD electrorfic CorTidential Data
by means of data erasure, also krtown as secure data %riping.

IV. PROCEDURES FOR SECURITY

A. Contraaor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as foOows:

1. The (Contractor vriD maintain proper security controls to protect Department
confidential cnformafion coDacted. processed, managed, andfor stored in the deBvery
of contraaed services.

2. The (Contractor wiD maint^ policies and procedures to protect Department
confidential information throughout the information Gfecyde, where applicabla. (from
creation, tiansformattoa use, storage and secure destruction) reganfless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

3. The Contractor wfll malnt^ appropriate authentication and access controls to
contractor systems that ooDect, transmit, or store Department oonfidentia] intdrrhation
where applicable.

4. The Contractor wiO ensure proper security monitoring capatfEties are in place to
detect potential security events that can Impact State of NH systems and/or
Department confidential infonnation for contractor provided systems.

5. The Contractor wiO provide regular security awareness and education for its Ertd
Users in support of protecting Department confidential information.

6. if the Contractor win t>e sub-cortiracring any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor wiD maintain a
program of an internal process or processes that defines spedfic security
expectations, and morntoring compGance to security requirements that at a minimum
match those for the Contractor, indudirtg breach notiftcatkm requtremerus.

7. The Contractor work with the Department to sign and comply with all applicable
State of New HampsNre and Department system access and authorization policies
and procedures, ̂ sterns access forms, arxf computer use agreements as part of
obtaGiing and maintaming access to any Department system(s). Agreements w31 be
completed and signed by the Contractor and any applicable sidHxintractors prior to
system access b^ng authorized.

a If the Department determines the Contractor is a Business Assodata pursuant to 45
CFR 160.103, the Contractor wiQ execute a HIPAA Business Associate Agreement
(BAA) with the Departntem and is responsible for mamtaimng compliance with the
agreemenL

9. The Contractor wfll work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department arid
Contractor to monitor for any Changes In risks, threats, artd vulneral)flides that may
occur over die life of the Contractor engagement The survey wfll be completed
annually, or an alternate time frame at the Departments discretion with agreement t)y
the Contractor, or the Department may request the survey be completed when the
scope of the engagement Iwtween the Department artd the Contractor changes.

10. The Contractor wfll not store, knowingly or unknowingly, any State of f^ew Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written oonsent is obtained from the Infbrmation Security Office
leadersl^ mend)er within the Department

11. Data Security Breach Liatxlity. In the event of any security breach Contractor shaD
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and nrflnimize any damage or loss resutling from the breach.
The State shall recover from the Contractor afl costs of response and recovery from
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the breach, indudtng but not Gmlted to: crecfit monitoring services, mailing costs and
costs associated with website and telephone caD center services necessary due to
the breach.

12. Contractor must, comply with an appGcable statutes and regulations regartfing the
priva^ and security ot Confidentia] Information, and must in aO other respects
m^ntain the privacy and security of PI and PHI at a level and scope that is rtol less
than the level and scope of recrements appticabto to federal agencies, Including,
but not Cmited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), OHHS
Privacy Act Regulatians (45 C.F.R. §Sb), HIPAA Privacy and Sec^^ Rules (45
C.F.R. Parts 160 and 164) that govern protections for indhriduaDy idemifiable heallh
information and as applicable under State law.

13. Contractor agrees to establish and m^'ntain appropriate administrative, technical, and
physical safeguards to protea the conTidemiality of the Confidential Data and to
prevent unauthorized use or access to iL The safeguards must provide a level and
scope of security that is not less than the level and scope of security reqtrirements
Gsta!)lished t)y the State of New Hampshire, Department of Information Technology.
Refcrr to Vendor Resources/Procurement at httpsyyWwwjih.gow/dc»tArerKtoryirKSexiitm
for the Department of Information Technology policies, guidelines, standards, arxl
procurement information relating to vendors.

14. Contractor agrees to rnaint^ a documented breach notiTication and incident
response process. The Contractor vriD not^ the State's Privacy Officer, and
additional emafi addresses provided in tftis section, of any security tireach within two
(2) hours of the time that tfie Contractor learns oS its occurrenoe. This Endudes a
cortfidential Enformation breach, computer security Incident, or suspeaed breach
which affects or includes any State of New Hampshire systems thai connect to the
State of New Hampshfre network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform thdr official duties in connection with purposes identiied in this Contract

16. The Contractor must ensure that an Eiul Users:

a. comply with such safeguards as refererwed in Section IV A. above,
implemented to protect Confidentia] Information that is furnished by DHHS
under tftis Contract from loss, theft or inadvertent rfisdosure.

b. safeguard this information at aD times.

c. ensure that laptops arxl other eSeotrortic devices/media contdntng PHI, PI, or
PR are encrypted and password-protected.

d. send emails contaming Confidential Information only if encrypted and txung
sent to and t>^ng reo^ved by emaO addresses of persons authorized to
reoove such informatior).
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a Emit disclosure of the Confidential Infonnatton to the extern permitted t>y law.

f. Confidential Information reotived under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and techrtologlcaOy secure from access by unauthorized persons
during hours as weD as rm-duty hours (e.g., dogr locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, indudmg any
derivativa lOes cont^Eng personally identifiabie information, and in afl cases,
such data must be encrypted at aQ times wtten in transit, at rest, or when
stored on portable media as required In section IV above.

h. in aO other instances Confidential Data must be maintained, used and
(fisdosed using appropriate safeguards, as determined by a risk-based
assessmern ol the drcumstances involvBd.

L  understand that their user credentials (username and password) must not be
shared vnih anyone. Erxl Users wiD keep their credenitlal infoimation secure.
This appBes to credentials used to access the site directly or incfirecdy through
a third party appfication.

Contractor is resportsa>la for oversight and comp&ance of their End Users. DHHS
reserves the r^ht to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security reqtrirements provided in herein, HIPAA,
arul other appBcable laws and Federal regulations unta such time the Conftderttial Data
is disposed of in accordance with this ContracL

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, tnformalion Security Office and
Program Manager of any Security Incidents and Breaches wilNn two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agertcys documented Incident Handfing and Breach Notificalion
procedures and in accordance vriih 42 C.F.R. §§ 431.300 - 306. In adcfition to. and
notwithstanding. Contractor's compliance with aO applicabte oblations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Inddertts;

2. Determine if personally Identifiable frtformation is involved fin Incidents;

3. Report suspected or confxmed Incidents as requtred in this Extribil or P-37;

4. identify arKi convene a core response group to determirte the risk level of 'lncidents
arxl determine rfsk«t>ased responses to iTKidGnt^ arxl
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5. Detennine whether Breach notiftcation is required, and, if so. Identify appropriate
Breach notification methods, timing, source, and contents from arrxmg different
options, and bear costs associated with the Breach nofice as weD as any rrut^alion
measures.

Incidents anchor Breaches that implicate PI must be addressed and reported; as
applical)le. in accordance with NH RSA 3S9-C:20.

VL PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues;

DHHSInformaiionSecuntyOffice@dhhsJth.gov

B. DHHS contacts for Privacy issues:

DHHSPrivacyOffioer@dhhs.nh.gav

C. DHHS contacKor Information Security Issues:

DHHSlnformationSecuriiyOffice@dhhsjth.gov

D. DHHS contact for Breach rtotifications:

OHHSInformalionSectirityOffioe@dhhsjth.gav

DHHSPrivacy.Offioer@dhhs.nh.gov

V4.LAsti9djee0«.0«J0l8 CMAK Conmor
OHHS MoonasiaD /yy/

Seeu^ RwyiicnwO / yyT
Dalft ^/y



State of New Hampshire

Department of State

CERTIFICATE OF REGISTRATION OF

SAFER INSTITUTE

A FOREIGN NONPROFiT CORPORATION

The Secretary of State of the State of New Hampshire hereby certifies that an Application of SAFER INSTITUTE for a

Certificate of Registration to transact btisiness in this State, duly signed pursuant to the provisions of Voluntary Corporations and

of the New Hampshire Business Corporation Act, has been received in this office.

ACCORDINGLY the undersigned, by virtue of the authority vested in him by law, hereby issues this Certificate of Registration to

SAFER INSTITUTE to transact business in this State under the name of SAFER INSTITUTE and attaches hereto a copy of the

Application for such Certificate.

Business ID: 771470

%

A*

>
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o
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IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 30th day of May 2017 A.D.

William M. Garditcr

Secretary of Slate



CERTIFICATE OF VOTE

I, Jennifer LaForge, do hereby certify that:
(Name of the elected Officer of the Agency; cannot be contract signatory)

1.1 am a duly elected Officer of Safer Institute, Inc

(Agency Name)

2. The following is a true copy of the resolution dtily adopted at a meeting of the Board of Directors of

the Agency duly held on 12 Dec 2010.
(Date)

RESOLVED: That the .President.

(Title of Contract Signatory)

is hereby authorized on behalf of this Agency to enter into the said contraa with the State and to
execute any and all documents, agreements and other instruments, and any amendments, revisions,
or modifications thereto, as he/she may deem necessary, desirable or appropriate.

3. The foregoing resolutions have not been amended or revoked, and remain in fuU force and effect as of

the 15 day of August 2018.
(Dace Contract Signed)

4. .Peter Fucd is the duly eleaed President.

(Name of Contract Signatory)

of the Agency.

(Title of Contract Signatory)

e of the Elected Officer)

STATE OF NDWimvtTGinm:

County of. ie: '

The foregoing instrument was acknowledged before me this

By

St. day 2oJi_,

(Name of Elected Officer of the Agency)

(NOTARY SEAL)

Commission'Expires: "

(Notary Public/Justice of the Peace)

AMANDA LAROSE
notary public

STATE OF RHODE ISLAND
MY COMMISSION EXPIRES

11-21-2020

NH DHHS, Office of Business Operations
Bureau of Provider Relacionsbip Management
CerciBcate of Vote Without Seal

July 1. 2005
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'  CEJ^iFICATk dlF^ LiA^^ e f
THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION-ONLY AND.CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS' .
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND. OR ALTER THE COVERAGE AFFORDED BY THE^POUCIES ^
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT. BETWEEN THE ISSUjNG INSURER(S).* AUTHORIZED ,

' REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER: r^'*. . ^ - ' ,r / '-'-f

IMPORTANT: if the cBrtlflcstB holder Is an ADDITIONAL INSURED, the pcllcyfiea) must be endorsed. -If SUBROGATION IS WAIVED, subject to^
the tonns and conditloha of the policy, certain polidea may require an endbraemant A statement on th|a certificate does not confer rights to the, ~
cartlflcats holdar In Ueu of such endoraomenKs). f-.!, ' * '

psooucen ,
Lamberfs lnsurance Enaction \
,r985 Mendon Rd. Suite 1 . , - " • T- ' y" ... .
:'Cumbe^nd.RI..02864.- ' i', v"

1 ■ .T. X-'*- „ - . ._^-J ■ .* -

522""' Michelle Foumier. , -•
<01-,334-2003 . . „ ■. TiSJ -<01-334-9432,^

mfourraefOlambertinscon.com \
fy". ..y-r , .iNSUREnSIAFFORnNOCOVERAGC .'V .>^''maic'»--'

p^uiig, ̂ . Ace American insurance.Company J

iKSUttO * • - ,
>• Safer Institute, Inc ~ " •' ■'
' J ■ Peter Fucd

■  • - • 'V • • r ■

Z" " 310 New River Rd •' " "■

Mar^.RI 02838 , - - . .

mwpctb' Beacon Mutual. ' .- • , ' ' j ... / • ...

BrsoRenc:" -•
: • ; ,

'MSURERO: " 'J-.- -A . - •

MSURERE:
a . *

INSURER F: - - ■ ' _ ..

k'

/

X

THIS IS TO CERTIFY THAT THE POUCIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE.POUCY PERIOD ,,
INDICATED NOTWrmSTANDING ANY REQUIREMENT; TERM'OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT \MTH RESPECT.TO V»<ICH THIS,
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDH) BY THE POUCIES DESCRIBED HEREIN IS SUBJECT TO;AU THE TERMS.-- EXCLUSIONS AND CONDITIONS OF SUCH POUCIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. - < ' -

—^ TTSBBCBDBRi T" ;; .■ i. POlkY EFF I IKoucy ex? ■TYPeOFKSURAHCE ; iv<tB vwp ■ ' WUCY WUMBeW ■ WlxWWrYYYI IMWDOiYYYYI LIWTSINSR
iJS.

OENERAL UABAfTY i

COIMIEACUL GENERAU^LrTY
aAI«S-*4ApE l- >1 OCCUR

EACH OCCURRENCE *
OAUXGETO RENTED
PREMISES (E> occuff^nert

MED EXP (Any ong p»rton)'

Cyb^ Risk Management Policy
X -.Professtond UabHity Ci,,
GEWt AGGREGATE UMIT APPUES PER: ! .

-.ritoc

F.I 4442078 001. 08/^018

"T i> , *

n- '

08/22/2019. PERSONAL « AOV INJURY

GENERAL AGGREGATE

PRODUCTS - COunOP AGO

2,000,000

s • .

.2.ooo.oro

■' ■ i-

1-

t  ■'

.x'

r' .

AUTOMOeajE UASajTY.

'd'

60UbN£0&»40LEUUiT
fe»«eddBn»

ANY AUTO '
ALL OViNEO, ' ,
AUTOS ,
rtREOALnOS '■

BOOtLY INJURY (P«f p«»on) $>

SCHEDULED T"
AUTOS-. '
NON-OVMED .
AinOS ..I*

'.iV
j

j

BOOILY INJURY {Pw peeUmt)
PROPERTY EMtlAGE-
iP^fcdawm •

UMBREUAUAB

EXCESS LiAB '
OCCL« .

CIAUIS4AA0E

EACH OCCURRENCE S. - .x!. .

AGGREGATE

I RETENTIONS
WORXSRS COKPENSATIOM -
ANO OIPUIYERS-UABajTY yIN
ANY PROPftCTOR/PARTNEWEXECUTIVE
0FPICERMEK8ER EXtXUOED?
(Ucndatory In KH}
HMt.dMcrfetundv.
OESCRtPTION Of OPERATIONS b<IOw

I » n
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1 WCSTATU-
I TORY I IMTTS I

N/A 83840 08/28^018 08/28/2019
E.LEACHACaOENT s : 500.000.

E.L. aSEASE • EA EMPLOYEE 500.000

E.L. aSEASE - POLICY UMIT ' 500.000
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Jeffrey A. Meyere
Commiseioner

Leigh Cheney
Director

STATE OF NEW HAMPSfflRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OFFICE OF THE COMMISSIONER

OFFICE OF EMERGENCY SERVICES

129 PLEASANT STREET, CONCORD, NH 03301-3857
603-271-9448 1-800-852-3345 Ext. 9448

Fax: 603-271-3001 TDD Acceea: 1-800-735-2964 www.dhhe.nh.gov

May 19. 2017

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Office of the Comniissioner,
Office of Emergency Services to enter into a sole source, retroactive contract with Safer
Institute, 31 Elbow Street. Providence, Rl, 02903 (Vendor #220880) for the provision of the
State's Emergency System for Advance Registration of Volunteer Health Professionals in the
amount of $161,919, retroactive to July 1, 2016 through September 30, 2018, effective upon the
date of Governor and Executive Council approval. 100% Federal Funds.

Funds are available in the following accounts in State Fiscal Year 2017 and anticipated to
be available in State Fiscal Years 2018 and 2019 upon the availability and continued
appropriation of funds in the future operating budget, with the ability to adjust amounts within the
budgets and encumbrances between State Fiscal Years through the Budget Office without
Governor and Executive Council approval, if needed and justified.

05-095-090-902510-22390000 HEALTH AND SOCIAL SERVICES, DEPARTMENT OF HEALTH

AND HUMAN SVCS, DIVISION OF PUBLIC HEALTH SERVICES, BUREAU OF INFECTIOUS
DISEASE CONTROL, HOSPTIAL PREPAREDNESS

FISCAL

YEAR

CLASS TITLE ACTIVITY CODE AMOUNT

2017 102-500731 Contracts for Program Svs 90077700 $71,964

Subtotal: $71,964

01-03-03-030010-76950000 GENERAL GOVERNMENT, TECHNOLOGY DEPT, INFORMATION
TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF, IT FOR DHHS

FISCAL

YEAR 1

CLASS TITLE ACTIVITY CODE AMOUNT

2018 038-509038 Technology Software NA $71,964

2019 038-509038 Technology Software NA $17,991

Subtotal: $89,955

Grand Total: $161,919



His Excellency. Governor Christopher T. Sununu
and the Honorable Council

Page 2

EXPLANATION

The Requested Action is sole source and retroactive because the Contractor Is the
original developer of the Emergency System for Advance Registration of Volunteer Health
Professionals and has the expertise to continue to provide the system maintenance and support.
The Department was delayed in extending the contract before it ended in June 2016 due to
prolonged position vacancy and no interim assignment. Approval of this Agreement will allow the
Department additional time to develop a Request for Proposals to solicit proposals for the
provision of a new system that will allow for additional standards and requirements that move the
State towards standardization of volunteer management and improved communications across
the State and with other States.

Additionally, approval of this Agreement will allow the Contractor to continue to provide
maintenance, technical support and web hosting for the Emergency System for Advanced
Registration of Volunteer Health Professionals. The system is an electronic database of health
care professionals who volunteer to provide aid during an emergency. The system registers
health professional volunteers, applies emergency credentialing standards to registered
volunteers, and allows for the verification of the identity, credentials, and qualifications of
registered volunteers in an emergency. The system currently supports six (6) integrated
volunteer programs with 2,864 emergency response volunteers and nineteen (19) volunteer
teams, with additional twenty-two (22) New Hampshire Community Emergency Response Teams.

Each State is required by United States Department of Health and Human Services,
Office of the Assistance Secretary for Preparedness and Response to independently develop,
maintain, and operate an Emergency System for Advanced Registration for Volunteer Health
Professionals to be used in the event of a local, state, or national public health emergency.
States must have in place an effective management and inter-jurisdictional movement of
volunteer health personnel in emergencies. This is best brought about through common
definitions, standards, and protocols. The system will form a critical network to facilitate the
deployment of v\/illing, needed, and qualified health volunteers for an emergency.

The original contract was competitively bid in March 2011.

Language in the contract provides that, notwithstanding any other provision of the
Contract to the contrary, no services shall continue after June 30, 2017, and the Department shall
not be liable for any payments for services provided after June 30, 2017, unless and until an
appropriation for these services has been received from the state legislature and funds
encumbered for the SPY 2018-2019 biennium.

Should the Governor and Executive Council not authorize this request, the Department
would likely be unable to manage the registration and deployment of professional volunteers in an
emergency. Additionally, the State would not meet the federal requirements of having an
emergency volunteer registry system.

Area served: Statewide

Source of Funds: 100% Federal Funds from United States Centers for Disease Control

and Prevention, Hospital Preparedness Program, Catalog for Domestic Assistance, # 97.074
Federal Award Identification Number (FAIN) #U90TP000535; and 100% Federal Funds from
United States Department of Health and Human Services, Hospital Preparedness Program,
Catalog for Domestic Assistance, (CFDA) # 93.596 and 93.575, Federal Award Identification
Number (FAIN) #1-026000618-63.



His Excellency. Governor Christopher T. Sununu
and the Honorable Council
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In the event that the Federal Funds become no longer available. General Funds will not be
requested to support this program.

Respectfully submitted,

iv^kA.
LeigV«heney
Director

\lfi/ffrey A. Meyers
Commissioner

The Department of Health and Human Services' Mission is to join commun/fies and famiiies
in providing opportunities for citizens to achieve health and independence



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Ha2en Dr., Concord. NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/ doit

Denh Goalet

Commissioner

May 30, 2017

Jeffrey A. Meyers
Commissioner

Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a sole source contract with Safer Institute as described
below and referenced as DoIT No. 2017-086:

The purpose of this contract is for Safer Institute to continue to provide maintenance, technical
support and web hosting for the Emergency System for Advance Registration of Volunteer
He^th Professionals. This is an electronic database of health care professionals vdio volunteer to
provide aid during an emergency. The database allows for the verification of the identity,
credentials, and qualifications of registered volunteers.

The price limitation of the contract is $161,919 and is retroactive to July 1,2016, effective upon
Governor and Council approval through September 30,2018.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/ik

DoIT No. 2017-086

RJD # 20543

cc: Bruce Smith, IT Manager

"innovative Technologies Todayfor New Hampshire's Tomorrow'



Subject:

FORM NUMBER P-37 (venioa 5/8/15)

Emereencv Svstem for Advanc^ Registration of Volunteer Health Professional (SS>2017'E§V-0)-EMERO) PART 1

Notice: This agreement and aK of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract

agreement

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1.1 State Agency Name
Department of Health and Human Services

1.2 State Agency Address
129 Pleasant Street

Concord NH 03301-3857

1.3 Contractor Name

Safer Institute

1.4 Contr^or Address

31 Elbow Street

Providence, RI 02903

1.5 Contractor Phone

Number

401-489-5927 (Office)
401-489-7585 (Fax)

1.6 Account Number

05-95-90-902510-22390Ci00-
102-500731; 01-03-03-
030010-76950000-038-509038

1.7 Completion Date

September 30,2018

1.8 Price Limitation

$161,919.

1.9 Oxitracting Officer for State Agency
Jonathan V. Gallo, Esq. Interim Dire^r of Contracts and
Procurement

l.IO State Agency Telephone Number
603-271-9246

l.U Contractor Signature 1.12 Name and Title of Contractor Signatory

/^r
'1.13^/Acknowledgement: State of .County of ^

On /J "7 ' before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven (o be the person whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity
indicated in block 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

1.13.2 Name and Title of Notary or Justice of the Peace

1.14 $^te Agency Signature

V^VA. QVuaclftttc: sUsifV
1.15 Name and Title of State Agency Signatory

ISSJ
I.I6 Approv^Ji^ the N.H. Department ofiAdministraiion, Division of Pc^s^nel (if applicable)^

By: Director, On:

1.17 Appra^ by the Attorney General (Form, Substance and Execution) (if applicable)

1.18 Approval by the Governor and Executive Council (if explicable) '

By: On:

Page I of4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Stale of New Hampshire, acting
through the agency identified in block I. I engages
contractor identified in block 1.3 ("Contractor*^ to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more paiticulariy descrU>ed in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this A^eement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1. 18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services perfonncd by the Contractor prior
to the Effective Date shall be perfonned at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have r» liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMEffT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of piQ'ments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such avaibd)le appropriated
funds. In the event of a reduction or termination of

appropriated flinds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified arxl more particularly described in
EXHTBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
p^ormance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2 of 4

5.3 The State reserves the rî t to of&et from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or pcnnitted by NJl. RSA
80:7 through RSA 80:7>c or any other provision of law.
5.4 Notwithstanding any provision In this Agreement to the
contrary, and ROtwitfastandisg unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITV. .

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
iitcluding, but not limited to, civil rights and equal Of^itunlty
laws. This may mctude the requirement to trtiiiae auxiliary
aids and services to ensure that persons with communication
disabilities. Including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 If this Agreement is fimded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity**), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), wd with any rules, regulations and guidelines
as the State of New Hampshire or the United States Issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor dtall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it Is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor Initials 0P-
Date I3u*y20-|7



Agi^menj. This provision shall survive lermination of this
Agreement.

7.3 The Coniraciing Officer specified in block 1.9, or his or
her successor, shall be the Stale's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the Slate.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder

("Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the Stale
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Def^ault and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of. this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the Stale, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report ('Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,

indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State', which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $ 1 .OOO.OOOper occurrence and $2,000,000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.
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14.3 The Coniracior shall furnish to ihe Coniraciing Officer
identified in block 1.9. or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificaie(s) of

insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificaie(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281 -A
("Workers' Compensation ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 - A and any
applicable rcnewa!(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the Stale to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parlies hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH
PROFESSIONALS (ESAR-VHP)

CONTRACT 2017-086

PART 2 • INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the Slate that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is performed

Acceptance Test Flan The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software or the System

Access Control Supports the management of permissions for logging onto a
computer or network

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back
of a document

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system

Authorized Persons The Safer Institute's employees, contractors, subcontractors or other
agents who need to access the State's personal data to enable the
Safer Institute to perform the services required.

Certification The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Order Formal documentation prepared for a proposed change in the
Specifications.

Completion Date End date for the Contract

Confldential Information Information required to be kept Confidential from unauthorized
disclosure under the Contract

Contract This Agreement between the State of New Hampshire and a Vendor,

2017-086 IT Provisions
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH

PROFESSIONALS (ESAR-VHP)

CONTRACT 2017^86

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement Part I, 2, and 3.. The documentation consisting of both the General
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parlies
with respect to the Scope of Work

Contract Conclusion Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Contract completion, termination

for convenience, or termination for default.

Contract Documents Documents that comprise this Contract (See Contract Agreement,
Section 1.1)

Contract Managers The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. (See Section 4: Contract
Management)

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 (P-371.

Contractor The Vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Contracted VendorA'endor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

Cure Period The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software Software developed by the Vendor specifically for this Project for
the State of New Hampshire

Data State's records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

Data Breach The unauthorized access by a non-authorized person/s that results in

2017-086 IT Provisions
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH
PROFESSIONALS (ESAR-VHP)

CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

the use, disclosure or theft of a the State's unencrypted non-public
data.

DBA Database Administrator

Deficiencies/Defects A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency ~ Software - Critical, does not allow System to

operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require re-performance of the Service.

Class B Deficiency - Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-performance of
the Service.

Class C Deficiency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minima! changes required and of minor
editing nature; Non Software - Services require only minor
reworking and do not require re-performance of the Service.

Deliverable A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.

Department of Information
Technoloey (DoIT)

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation All information that describes the installation, operation, and use of
the Software, either in printed or electronic formal.

Digital Signature Certification that guarantees the unaltered state of a file, also known
as "code signing."

Effective Date The Contract and all obligations of the parties hereunder shall
become effective on the date the Governor and the Executive

Council of the State of New Hampshire approves the Contract

Encryption Supports the transformation of data for security purposes

Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to. Enhancements

2017-086 IT Provisions/:^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH
PROFESSIONALS (ESAR-VHP)

CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

produced by Change Orders

Firm Fixed Price Contract A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor's cost
experience in performing the Contract

Fully Loaded Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses

Governor and Executive Council The New Hampshire Governor and Executive Council.

Identification and

Authentication

Supports obtaining information about those parties attempting to
log on to a system or application for security purposes and the
validation of those users

Implementation The process for making the System fully operational for processing
the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scripting, SQL injection, buffer
overflow, etc.

Intrusion Detection Supports the detection of illegal entrance into a computer system

Invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personnel identified by the State and by Safer Institute as essential
to work on the Project.

Licensee The Slate of New Hampshire

Non Exclusive Contract A contract executed by the Slate that does not restrict the Slate from
seeking alternative sources for the Deliverables or Services
provided under the Contract.

Non-Public Information Data, other than personal data, that is not subject to distribution to
the public as public information. It is deemed to be sensitive and
confidential by the Slate because it contains information that is
exempt by statute, ordinance or administrative rule from access by
the general public as public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help support, services, other
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH
PROFESSIONALS (ESAR-VHP)

CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Normal Business Hours Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day,
President's Day, Memorial Day, July 4'*', Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The Stale Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and lime

Open Data Formats A data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R: 10 and RSA 21-R:1I.

Open Standards Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.

Operating System System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily operations.

Operational The System is operating and fully functional, all Data has been
loaded; the System is available for use by the State in its daily
operations, and the State has issued an Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in the event of a

conflict or ambiguity.-A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence

Personal Data Data that includes information relating to a person that identifies the
person by name and has any of the following personally identifiable
information (PII): government-issued identification numbers (e.g..
Social Security, driver's license, passport); financial account
information, including account number, credit or debit card
numbers; or protected health information (PHI) relating to a person.

Project The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Plan on time, on budget and to the required specifications and
quality

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Proiect.

Project Managers The persons identified who shall function as the State's and the
Vendor's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH

PROFESSIONALS (ESAR-VHP)

CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

(COP)

Project Staff State personnel assigned to work with the Vendor on the Project

Proposal The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Protected Health Information

(PHI)

Individually identifiable health information transmitted by
electronic media, maintained in electronic media, or

transmitted or maintained in any other form or medium. PHI
excludes education records covered by the Farruly Educational

Rights and Privacy Act (FERPA), as amended, 20 U.S.C.
1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and
employment records held by a covered entity in its role as
employer.

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors elsewhere in the

- application/process.

Review The process of reviewing Deliverables for Acceptance

Review Period The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Priviiege Management Supports the granting of abilities to users or groups of users of a
computer, application or network

Schedule The dates described in the Work Plan for deadlines for performance

of Services and other Project events and activities under the
Contract

Security Incident The potentially unauthorized access by non-authorized persons
to personal data or non-public data the Safer Institute believes
could reasonably result in the use, disclosure or theft of a
State's unencrypted personal data or non-public data within the
possession or control of the Safer Institute. A security incident
may or may not turn into a data breach.

Service Level Agreement (SLA) A signed agreement between both the State and the Safer Institute
that is subject to the terms and conditions in this document that
unless otherwise agreed to includes (1) the technical service level
performance promises, (i.e. metrics for performance and intervals
for measure), (2) description of service quality, (3) identification of
roles and responsibilities, (4) security responsibilities and notice
requirements, (5) how disputes are discovered and addressed, and
(6) any remedies for performance failures.

Service The work or labor to be performed by the Vendor on the Project as

2017-086 rr Provisions
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH
PROFESSIONALS (ESAR-VHP)

CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

described in the Contract.

Safer Institute The vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Software All custom Software and COTS Software provided by the Vendor
under the Contract

Software-as-a-Service (SaaS) The capability provided to the Stale to use the Safer Institute's
applications running on a cloud infrastructure. The applications are
accessible from various client devices through a thin-client interface

such as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the underlying
cloud infrastructure including network, servers, operating systems,
storage or even individual application capabilities, with the possible
exception of limited user-specific application configuration sellings.

Software Deliverables Software and Enhancements

Software License Licenses provided to the State under this Contract

Solution The Solution consists of the total Solution, which includes, without
limitation. Software and Services, addressing the requirements and

terms of the Contract Specifications. The off-the-shelf Software
and configured Software customized for the State provided by the
Vendor in response to this RFP.

Specifications The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations. State technical standards,
subsequent Stale-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State STATE is defined as:

State of New Hampshire
Department of Health and Human Services
129 Pleasant Street

Concord, NH, 03301

Reference to the term "State" shall include applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving.

State's Confidential Records State's information regardless of its form that is not subiect to
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH

PROFESSIONALS (ESAR-VHP)
CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

public disclosure under applicable state and federal laws and
regulations, including but not limited to RS A Chanter 91 -A

State Data For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of
computer processing of or other electronic manipulation of any data
that was created by or in any way originated with the State, whether
such data or output is stored on the State's hardware, the Safer
Institute's hardware or exists in any system owned, maintained or

otherwise controlled by the State or by the Safer Institute.

State Fiscal Year (SFY) The New Hampshire State Fiscal Year extends from July F'
through June 30 of the following calendar year

State Identified Contact The person or persons designated in writing by the Slate to receive
security incident or breach notification.

State's Project Manager (PM) State's representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical Authorization Direction to a Vendor, which fills in details, clarifies, interprets, or

specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, lest scripts
and reports for the test results as well as a tracking mechanism.

Term Period of the Contract from the Effective Date through termination.

Transition Services Services and support provided when Safer Institute is supporting
System changes.

UAT User Acceptance Test

Unit Test Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

2017-086 IT Provisions
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User Acceptance Testing Tests done by knowledgeable business users who are fanuliar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract

with the State and who is responsible for the Services and
Deliverables of the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network

Walk Through A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for development

Work Hours

1

Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays, except Class A
Deficiencies are subject to Vendor coverage 7 days a week, 24
hours a day/ 365 days a year in accordance with Contract
Document.

Work Plan The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Part 3 Exhibit A. The Work Plan shall
include a detailed description of the Schedule, tasks/activities.
Deliverables, critical events, task dependencies, and the resources
that would lead and/or participate on each task.

Written Deliverables Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.
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STATE OF NEW HAMPSfflRE
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EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH

PROFESSIONALS (ESAR-VHP)
CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the Stale of New Hampshire, acting through New Hampshire Department
of Health and Human Services ("State"), and Safer Institute, a Rhode Island non-profit Corporation,
("Safer institue"), having its principal place of business at 12 Bassett Street, 3^ Floor, Providence, RI,
02903.

The State of New Hampshire, acting through the Department of Health and Human Services seeks to
procure the technical maintenance and support for the Commercial-Off-the-Shelf (COTS) software
solution and associated services to provide a web-based registration system for the State of New
Hampshire Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-
VHP) system.

RECITALS

Whereas the State desires to have Safer Institue provide the technical maintenance and support for the
Commercial-Off-the-Shelf Software System, and associated Services for the State;

Whereas Safer Institute wishes to provide the technical maintenance and support for the Commercial-Off-
the-Shelf Software System, and associated Services for the State .

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS

This Contract Agreement (2017-086) is comprised of the following documents:

A. Part 1 - Form P-37 General Provision

B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services

Exhibit E- Implementation Services - Reserved
Exhibit F- Testing Services
Exhibit 0- Maintenance and Support Services
Exhibit H- Requirements

2017-086 IT Provisions - Pj5t^ Pagel0of36
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Exhibit I- Work Plan

Exhibit J- Software Agreement
Exhibit K- Warranty
Exhibit L- Training Services - Reserved
Exhibit M- Agency RFP with Addendums, by reference - Reserved
Exhibit N- The Vendor Proposal, by reference - Reserved
Exhibit O- Certificates and Attachments

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. State of New Hampshire, Department of Health and Human Services, Contract
Agreement 2017-086, including Parts 1, 2, and 3.

b. Stale of New Hampshire, RFP - Reserved
c. Vendor Proposal Response to RFP - Reserved

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
C'Effective Date").

The Contract shall be retroactive to July 1, 2016 and through September 30, 2018.

Safter Institue shall commence work upon issuance of a Notice to Proceed by the Stale.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT, FIRM FIXED PRICE

This is a non-exclusive, firm fixed price (FFP) contract with price and term limitations
as set forth in the contract.
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The State reserves the right, at its discretion, to retain other vendors to provide any of the Services
or Deliverables identified under this procurement or make an award by item, part or portion of an
item, group of items, or total Proposal. Safer Institute shall not be responsible for any delay, act, or
omission of such other vendors, except that Safer Institute shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the fault of Safer
Institute.

Notwithstanding any other "provision of the Contract to the contrary, in no even shall total payments
under the Contract exceed the price limitation in Block 1.8 in the General Provisions, P-37.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both Safer
Institute and State personnel. Safer Institute shall provide all necessary resources to perform its
obligations under ̂ e Contract, Safer Institute shall be responsible for managing the Project to
its successful completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

Safer Institute shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. Safer Institute's Contract Manager is:

Peter Fucci

Project Manager
12 Bassett Street, 3"^ Floor
Providence Rl 02903

Tel: 401-489-5927

Fax:401-489-7585

Email: pfucci@saferinstitue.org

4J THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contract Project Manager
Safer Institute shall assign a Project Manager who meets the requirements of the
Contract. Safer Institute's selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State's approval
process may include, without limitation, at the State's discretion, review of the
proposed Safer Institute Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of Safer institute's Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State's satisfaction.

4.2.2 Safer Institute Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
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binding decisions under the Contract, and shall function as Safer Institute's
representative for all administrative and management matters. Safer Institute's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. Safer Institute's Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the Slate, and be at the site as needed.
Safer Instituies's Project Manager must work diligently and use his/ her best
efforts on the Project.

4.2.3 Safer Institute shall not change its assignment of Safer Institute Project Manager
without providing the State written justification and obtaining the prior written
approval of the Stale. State approvals for replacement of Safer Institute's Project
Manager shall not be unreasonably withheld. The replacement Project Manager
shall have comparable or greater skills than Safer Institute Project Manager being
replaced; meet the requirements of the Contract; and be subject to reference and
background checks de^ribed above in General Provisions, Section 4.2.1'.
Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, below. Safer Institute shall
assign a replacement Safer Institute Project Manager within ten (10) business
days of the departure of the prior Safer Institute Project Manager, and Safer
Institute shall continue during the ten (10) business day period to provide
competent Project management Services through the assignment of a qualified
interim Safer Institute Project Manager.

4.2.4 Notwithstanding any other provision of the Contract, the Stale shall have the
option, at its discretion, to terminate the Contract, declare Safer Institute in
default and pursue its remedies at law and in equity, if Safer Institute fails to
assign a Safer Institute Project Manager meeting the requirements and terms of
the Contract.

4.2.5 Safer Institute Project Manager is:
Peter Fucci

Project Manager
12 Bassett Street, 3rd Floor

Providence RI02903

Tel: 401-489-5927

Fax:401-489-7585

Email: pfucci@saferinstitue.org
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4.3 Safer Institute KEY PROJECT STAFF

43.1 Safer Institute shall assign Key Project Staff who meet the requirements of the
Contract. The State may conduct reference and background checks on Safer
Institute Key Project Staff. The State reserves the right to require removal or
reassignment of Safer Institute's Key Project Staff who are found unacceptable to
the State. Any background checks shall be performed in accordance with General
Provisions Part 2 Section 4.6: Background Checks.

4.3.2 Safer Institute shall not change any Safer Institute Key Project Staff commitments'
without providing the State written justification and obtaining the prior written
approval of the State. State approvals for replacement of Safer Institute Key
Project Staff will not be unreasonably withheld. The replacement of Safer Institute
Key Project Staff shall have comparable or greater skills than Safer Institute Key
Project Staff being replaced.

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare Safer Institute in default and to
pursue its remedies at law and in equity, if Safer Institute fails to assign Key
Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with Safer Institute's replacement Project staff.

(

4.33.1 Safer Institute Key Project Staff shall consist of the following
individuals in the roles identified below:

Safer Institute's Key Project Staff:
Key Member(s) Title
Peter Fucci Project Manager

Peter Fucci System Architect

S  Alex Potts Project Engineer
Chris Daniels Technical Advisor
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4.4 STATE CONTRACT MANAGER

The Slate shall assign a Contract Manager who shall function as the State's representative with
regard to Contract administration. The State Contract Manager is:

David Rollins

Department of Health and Human Services
129 Pleasant Street

Concord NH 03301

Tel: 603-271-9553

Fax:603-271-3001

Email; dave.rollins@dhhs.nh.gov

4.5 STATE PROJECT MANAGER
The Slate shall assign a Project Manager. The State Project Manager's duties shall include the
following:

a. Leading the Project;
b. Engaging and managing all Safer Institutes;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:
Adnela Alic

Department of Health and Human Services
129 Pleasant Street

Concord NH 03301

Tel: 603-271-9475

Fax:603-271-3001

Email: Adnela.alic@dhhs.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Safer In.stitute shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The Safer
Institute shall promote and maintain an awareness of the importance of securing the State's
information among the Safer Institute's employees and agents.
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The Stale may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and Safer Institute Key Project Staff. The State shall
maintain the confidentiality of background screening results in accordance with the Contract
Agreement - General Provisions-Section 11: Use of State's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSffilLITlES

Safer Institute shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a subcontractor is used.

Safer Institute may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. . Safer Institute must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider Safer Institute to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all contractual
matters, including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

Safer Institute shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

S3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After receiving written Certification from Safer Institute that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The Stale will notify Safer Institute in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State's receipt of Safer Institute's written
Certification. If the State rejects the Deliverable, the State shall notify Safer Institute of the
nature and class of the Deficiency and Safer Institute shall correct the Deficiency within the
period identified in the Work Plan. If no period for Safer Institute's correction of the Deliverable
is identified, Safer Institute shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and notify Safer Institute of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. If Safer Institute fails
to correct the Deficiency within the allotted period of lime, the State may, at its option, continue
reviewing the Deliverable and require Safer Institute to continue until the Deficiency is corrected.
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or immediately terminate the Contract, declare Safer Institute in default, and pursue its remedies
at law and in equity.

5.4 SYSTEM/SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

5.5 SECURITY

The State must ensure that appropriate levels of security are implementaed and maintained in
order to portect the integrity and relaiblity of its information technology resources, information,
and services. State reonices, information, and services must be available on an ongoing basis,
with the appropriate infrastructure and security controls to ensure business continuity and
safeguard Stae networks. Systems and Data.

It Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security piolicies, procedures and controls covering such area as
indentification. authentication, and non-rcpediation.

All components of the Sofware shall be reviewed and tested to ensure they protect the State's
hardware and software and is related Data assets. See Contract Agreement - Part 3 - Exhibit F;
Testing for detailed inforamton on requirements for Security testing.

6. SOFTWARE

Safer Institute shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreement.

6.1 COTS Software and Documentation

Safer Institute shall provide the State with ESAR-VHP Software Licenses and Documentation set
forth in the Contract, and particularly described in Exhibit J: Software License and Related
Terms.

6.2 COTS Software Support and Maintenance

Safer Institute shall provide the State with COTS Software Tecnihcai maintenance and support
Services set forth in the Contract, and particularly described in Exhibit J: Software License and
Related Terms.
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7. WARRANTY

Safer Institute shall provide the Warranty and Warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty and V^arranty Services.

8. SERVICES

Safer Institute shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

8.1 ADMINISTRATIVE SERVICES

Safer Institute shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

8.2 IMPLEMENTATION SERVICES - Reserved

Not Applicable to this Conlract.S

8.3 TESTING SERVICES

Safer Institute shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

8.4 TRAINING SERVICES - Reserved

Not apllicable to this Contract.

8.5 MAINTENANCE AND SUPPORT SERVICES

Safer Institute shall provide the Stale with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Exhibit G: System
Maintenance and Support.

9. WORK PLAN DELIVERABLE

Safer Institute shall provide a Work Plan as directed by the Stale for support and maintenance
activities that impact the functionality of the system. The Work Plan shall include a detailed
description of the Schedule, tasks. Deliverables, milestones, task dependencies, and payment
Schedule. See Exhibit I: Work Plan.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve Safer Institute from liability to the State for damages resulting from Safer Institute's
failure to perform its obligations under the Contract, including, without limitation, performance in
accordance with the Schedule.

In the event of any delay in the Schedule, Safer Institute must immediately notify the State in
writing, identifying the nature of the delay, i.e., specific actions or inactions of Safer Institute or the
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Slate causing the problem; its estimated duration period to reconciliation; specific actions that need
to be taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by Safer Institute to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from Safer
Institute's failure to fulfill its obligations under the Contract. To the extent that the State's execution

of its major tasks lakes longer than described in the Work Plan, the Schedule shall automatically
extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the
Work Plan.

10. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of Safer Institute's receipt of a Change Order, Safer Institute shall advise the State,
in detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

Safer Institute may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The Slate shall attempt to respond
to Safer Institute's requested Change Order within five (5) business days. The Stale Agency, as well
as the Department of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing.

All Change Order requests from Safer Institute to the State, and the Stale acceptance of Safer
Institute's estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to, apply by the State.

11. INTELLECTUAL PROPERTY

11.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with Safer Institute.
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Safer Institute shall own and hold all, title, and rights in any Software modifications developed in
connection with performance of obligations under the Contract, or modifications to Safer
Institute's provided Software, and their associated Documentation including any and all
performance enhancing operational plans and the Vendors' special utilities. Safer Institute shall
license back to the Stale the right to produce, publish, or otherwise use such software, source
code, object code, modifications, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Safer Institute shall be free to use
its general knowledge, skills, experience, and any other ideas, concepts, know-how, and
techniques that are acquired or used in the course,of its performance under this agreement.

11.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the Stale, and shall be returned to the State upon
demandor upon termination of this Agreement for any reason. Safer Institute shall not access
State user accounts or State data, except (1) in the course of data center operations, (2) in
response to service or technical issues, (3) as required by the express terms of this contract or (4)
at the State's written request.

The State's rights in Deliverables shall be for purposes of the State's business only. All other
intellectual property rights in such Deliverables remain with Safer Institute. The State may not
assign, re-license, rent or lease the Software or use the Software for third-party training, or
commercial time-sharing., or service bureau use.

113 SAFER INSTITUTE'S MATERIALS

Subject to the provisions of this Contract, Safer Institute may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, Safer Institute shall not distribute any products containing or disclose
any State Confidential Information. Safer Institute shall be free to use its general knowledge,
skills and experience, and any ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Contract, provided that such is not obtained as the
result of the deliberate memorization of the State Confidential Information by Safer Institute
employees or third party consultants engaged by Safer Institute.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petit juries; records of parole and pardon boards; personal school records of pupils; records
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pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable information that is private in nature.

11.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights
All right, title and interest in the Slate WWW site <NH.GOV, nhresponds.org, etc., and any
additional administrative sites>, including copyright to all Data and information, shall remain
with the State. The Slate shall also retain all right, title and interest in any user interfaces and
computer instructions embedded within the WWW pages. All WWW pages and any other Data
or information shall, where applicable, display the Stale's copyright.

11.5 CUSTOM SOFTWARE SOURCE CODE

Safer Institute shall provide the State with a copy of the source code for the Custom Software,
which shall be subject to the License rights. Tlte Slate shall receive a worldwide, perpetual,
irrevocable, non-exclusive paid -up right and license to use, copy, modify and prepare derivative
works of any custom developed software.

11.6 SURVIVAL

This Contract Agreement Section 11; Intellectual Property shall survive the termination of the
Contract.

12 USE OF STATE'S INFORMATION, CONFIDENTIALITY

12.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, Safer Institute may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). Safer Institute shall not use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for
Safer Institute's performance under the Contract.

12.2 STATE CONFIDENTIAL INFORMATION

Safer Institute shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
Information that becomes available to Safer Institute in connection with its performance"
under the Contract, regardless of its form.
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Subject to applicable federal or State laws and regulations. Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party believes is not prohibited from disclosing such
information as a result of an obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving party prior to, any

disclosure of such information made by the disclosing party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written
approval of the Slate. Safer Institute shall immediately notify the State if any request,
subpoena or other legal process is served upon Safer Institute regarding the State
Confidential Information, and Safer Institute shall cooperate with the State in any effort the
State undertakes to contest the request, subpoena or other legal process, at no additional
cost to the State.

In the event of the unauthorized release of State Confidential Information, Safer Institute

shall immediately notify the Slate, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

12.3 SAFER INSTITUE CONFIDENTIAL INFORMATION

Insofar as Safer Institute seeks to maintain the confidentiality of its confidential or
proprietary information. Safer Institute must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that Safer Institute considers the Software and Docuntentation to be
Confidential Information. Safer Institute acknowledges that the State is subject to State and
federal laws governing disclosure of Information including,' but not limited to, RSA
Chapter 91-A. The State shall maintain die confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or regulations,
including but not limited to, RSA Chapter 91-A. In the event the State receives a request
for the information identified by Safer Institute as confidential, the State shall notify Safer
Institute and specify the date the State will be releasing the requested information. At the
request of the State, Safer Institute shall cooperate and assist the State with the collection
and review of Safer Institute's information, at no additional expense to the State. Any
effort to prohibit or enjoin the release of the information shall be Safer Institute's sole
responsibility and at Safer Institute's sole expense. If Safer Institute fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified
in the State's notice to Safer Institute, without any liability to Safer Institute.
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12.4 SURVIVAL

This Contract Agreement Section 12, Use of State's Information, Confidentiality, shall
survive termination or conclusion of the Contract.

13 LIMITATION OF LUBILITY

13.1 STATE ^

Subject to applicable laws and regulations, in no event shall the Slate be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the Stale's liability to Safer Institute shall not exceed the
total Contract price set forth in Contract Agreement - General Provisions, Block 1.8.

13.2 Safer Institute

Subject to applicable laws and regulations, in no event shall Safer Institute be liable for
any consequential, special, indirect, incidental, punitive or exemplary damages and Safer
Institute's liability to the State shall not exceed two times (2X) the total Contract price set
forth in Contract Agreement - P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to Safer Institute's
indemnification obligations set forth in the Contract Agreement-General Provisions
Section 13: Indemnification and confidentiality obligations in Contract Agreement-General
Provisions Section 12: Use of State's Information, Confidentiality, which shall be
unlimited.

13.3 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

13.4 SURVIVAL

This Section 13; Limitation of Liability shall survive termination or Contract conclusion.

14 TERMINATION

This Section 14 shall survive the termination or Contract Conclusion.

14.1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of Safer Institute shall constitute an event of
default hereunder ("Event of Default")

a. Failure to perform the Services satisfactorily or on schedule;
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b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

14.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or
all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide Safer Institute
written notice of default and require it to be remedied within, in the absence of a
^eater or lesser specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State ("Cure Period"). If Safer
Institute fails to cure the default within the Cure Period, the State may terminate
the Contract effective two (2) days after giving Safer Institute notice of
termination, at its sole discretion, treat the Contract as breached and pursue its
remedies at law or in equity or both.

b. Give Safer Institute a written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to Safer Institute during the ̂ riod
from the date of such notice until such time as the State determines that Safer

Institute has cured the Event of Default shall never be paid to Safer Institute.

c. Set off against any other obligations the Stale may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that are the subject of the Contract from another source and Safer
Institute shall be liable for reimbursing the State for the replacement Services, and
all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

14.1.2 Safer Institute shall provide the State with written notice of default, and the State shall
cure the default within thirty (30) days.

14.13 Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute
a waiver of the sovereign immunity of the State, which immunity is herby reserved to
the Stale. This covenant shall survive termination or Contract Conclusion.
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14.2 TERMINATION FOR CONVENIENCE

14.2.1 The Stale may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice to Safer Institute. In the event of a
termination for convenience, the Stale shall pay Safer Institute the agreed upon price, if
separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract.

14.2.2 During the thirty (30) day period. Safer Institute shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on the State from such
winding down and cessation of Services.

143 TERMINATION FOR CONFLICT OF INTEREST

14.3.1 The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the Slate shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if Safer Institute did not know, or
reasonably did not know, of the conflict of interest.

1433 In the event the Contract is terminated as provided above pursuant to a violation by
Safer Institute, the State shall be entitled to pursue the same remedies against Safer
Institute as it could pursue in the event of a default of the Contract by Safer Institute.

14.4 TERMINATION PROCEDURE

14.4.1 Upon termination of the Contract, the State, in addition to any other rights provided
in the Contract, may require Safer Institute to deliver to the State any property,
including without limitation. Software and Written Deliverables, for such part of the
Contract as has been terminated.

14.43 After receipt of a notice of termination, and except as otherwise directed by the State,
Safer Institute shall:
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a. The State shall be entitled to any post-termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has
been established as part of the SLA.

b. Stop work under the Contract on the date, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required,
which approval or ratification shall be final for the purpose of this Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of Safer Institute and in
which the State has an interest;

e. During any period of service suspension. Safer Institute shall not take any action to
intentionally erase any State data.

1. In the event of termination of any services or agreement in entirety. Safer
Institute shall not take any action to intentionally erase any State data for a period
of;

•  10 days after the effective date of termination, if the termination is in
accordance with the contract period

•  30 days after the effective date of termination, if the termination is for
convenience

•  60 days after the effective date of termination, if the termination is for cause
2. After such period, Safer Institute shall have no obligation to maintain or provide

any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

f. Transfer title to the Slate and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

g. Safer Institute shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent
secure disposal of State data;

h. Safer Institute shall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
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Standards and Technology (NIST)-approved methods. Certificates of destruction
shall be provided to the State.

i. Provide written Certification to the State that Safer Institute has surrendered to the
State all said property.

j. Assist in Transition Services, as reasonably requested by the State at no additional
cost.

15 CHANGE OF OWNERSHIP

In the event that Safer Institute should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with Safer Institute, its successors or
assigns for the full remaining term of the Contract; continuing under the Contract with Safer
Institute, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminate the Contract without liability to Safer Institute, its successors or assigns.

16 ASSIGNMENT, DELEGATION AND SUBCONTRACTS
16.1 Safer Institute shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the Stale's prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the Stale.

16.2 Safer Institute shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, SubSafer Institutes, or other transferees ("Assigns") are used, unless otherwise
agreed to in writing by the State, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Effective Date. In the absence of a written assumption of full
obligations and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other
transfer shall neither relieve Safer Institute of any of its obligations under the Contract nor affect any
remedies available to the State against Safer Institute that may arise from any event of default of the
provisions of the contract. The State shall consider Safer Institute to be the sole point of contact with
regard to all contractual matters, including payment of any and all charges resulting from the
Contract.

I

163 Notwithstanding the foregoing, nothing herein shall prohibit Safer Institute from assigning the
Contract to the successor of all or substantially all of the assets or business of Safer Institute provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In
the event that Safer Institute should change ownership, as permitted under Section 15: Change of
Ownership, the State shall have the option to continue under the Contract with Safer Institute, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with
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Safer Institute, its successors or assigns for such period of time as determined necessary by the State;
or immediately terminating the Contract without liability to Safer Institute, its successors or assigns.

17 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the "invoking Party") shall call for progressive management Involvement
in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL Safer Institute STATE CUMULATIVE

ALLOTTED '

TIME

Primary TBD State Project
Manager (PM)

5 Business Days

First TBD Director 10 Business Days

Second TBD Commissioner 15 Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party's notice is received by the other party.

18 ESCROW OF CODE

Safer Institute will enter into a source and configuration code'escrow agreement, with a State
approved escrow agent. The escrow agreement requires Safer Institute to put the Safer Institute
Software source and configuration code in escrow. The source code shall be released to the State if
one of the following events has occurred:

a. The Vendor has made an assignment for the benefit of creditors;
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b. T he Vendor institutes or becomes subject to a liquidation or bankruptcy proceeding of any
kind;

c. A receiver or similar officer has been appointed to take charge of all or part of the Vendor's
assets; or -

d. The Vendor or its Subcontractor terminates its maintenance and operations support Services
for the State for the Software or has ceased supporting and maintaining the Software for the
State, whether due to its ceasing to conduct business generally or otherwise.

19. SAAS GENERAL TERMS AND CONDITIONS

19.1 TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services.

The Vendor must assume all travel and related expenses by "fully loading" the proposed
labor rates to include, but not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

19.2 SHIPPING AND DELIVERY FEE EXEMPTION
The State will not pay for any shipping or delivery fees unless specifically itemized
in the Contract

19.3 PROJECT WORKSPACE AND OFFICE EQUIPMENT
The State Department of Health and Human Services will work with Safer Institute to
determine the requirements for providing all necessary workspace and office equipment,
including desktop computers for Safer Institute's staff, if required.

19.4 ACCESS/COOPERATION

As applicable, and reasonably necessary, and subject to the applicable Slate and federal
laws and regulations and restrictions imposed by third parties upon the State, the Stale
shall provide Safer Institute with access to all program Files, libraries, personal computer-
based systems, software packages, network systems, security systems, and hardware as
required to complete contracted services.

The State shall use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow Safer Institute to perform its obligations under the
Contract.
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19.5 REQUIRED WORK PROCEDURES
All work done must conform to standards and procedures established by the Department
of Information Technology and the State.

19.6 WORK FOR HIRE

The State shall own all right, title and interest in and to any Software, printed materials
or other works, products or deliverables which result from Services rendered by Vendor
to the State under this ConUacl ("work(s)"). The works shall be deemed works made for
hire of the State for all purposes of copyright law, and copyright shall belong solely to
the Stale. In the event that any such work is adjudged to be not a work made for hire,
Vendor agrees to assign, and hereby assigns, all copyright and other rights in such work
to the State. Vendor shall, at the expense of the State, assist the State or its nominees to
obtain copyrights, trademarks, or patents for all such works in the United the States and
any other countries. Vendor agrees to execute all papers and to give all facts known to it
necessary to secure United the States or foreign country copyrights and patents, and to
transfer or cause to transfer to the State all the right, title and interest in and to such
works. Vendor represents and warrants that the works will be free of any rightful claim
of any third person or entity based on patent or copyright infringement, trade secret
misappropriation, or otherwise.

19.7 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed or
developed software, software maintained or operated by any of the State entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter "information").
Safer Institute understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-Slate use and that at no time shall Safer Institute access or attempt to access any
information without having the express authority to do so.

c. That at no time shall Safer Institute access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times Safer Institute must use utmost care to protect and keep such software strictly

2017-086 IT Provisions - Page 30 of 36
Safer Institute Initials:.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

EMERGENCY SYSTEM FOR ADVANCE REGISTRATION OF VOLUNTEER HEALTH

PROFESSIONALS (ESAR-VHP)
CONTRACT 2017-086

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

confidential in accordance with the license or any other Agreement executed by the
State. Only equipment or software owned, licensed, or being evaluated by the State, can
be used by Safer Institute. Personal software (including but not limited to palmtop sync
software) shall not be installed on any equipment.

e. That if Safer Institute is found to be In violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if

the act constitutes a violation of law.

19.8 EMAIL USE

Mail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
"internal Email systems" or "State-funded Email systerrus." Safer Institute understand and
agree that use of email shall follow State standard policy (available upon request).

19.9 INTERNET/INTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct

support of the business of the Slate of New Hampshire according to State standard policy
(available upon request).

19.10 REGULATORY GOVERNMENT APPROVALS

Safer Institute shall obtain ail necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

19.11 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block

including State of New Hampshire, Department Name, name of the individual responsible for the
funding of the contracts and hi.s/her address.

19.12 EXHIBITS

The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in the text.

19.13 VENUE AND JURISDICTION

Any action on the Contract may only be brought in the State of New Hampshire, Merrimack
County Superior Court.

19.14 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive. Including, but not limited to, the terms of the Exhibit D Section 3;
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Records Retention and Access Requirements, Exhibit D Section 4: Accounting
Requirements, and General Provisions-Section 11: Use of State's Information,
Confidentiality and General Provisions- Section 14: Termination which shall all survive the
termination of the Contract.

19.15 FORCE MAJEURE
Neither Safer Institute nor the State shall be responsible for delays or failures in performance

resulting from events beyond the control of such party and without fault or negligence of
such party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include Safer Institute's
inability to hire or provide personnel needed for Safer Institute's performance under the
Contract.

19.16 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses.

TO SAFER INSTITUTE TO STATE:

PETER FUCCI STATE OF NEW HAMPSHIRE

31 ELBOW STREET DEPARTMENT OF HEALTH AND
HUMAN SERVICES - EMERGENCY

SERVICES UNIT

PROVIDENCE. RI 02903 129 PLEASANT STREET
TEL: (401)489-5927 CONCORD, NH 03301
EMAIL: DFucci@saferinslilute.org TEL: (603) 271-9475

19.17 DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of
Safer Institute to ensure there is no inappropriate or unauthorized use of State information at
any lime. To this end. Safer Institute shall safeguard the confidentiality, integrity and
availability of Slate information and comply with the following conditions:

a. Safer Institute shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures Safer Institute
applies to its own personal data and non-public data of similar kind.
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b. All data obtained by Safer Institute in the performance of this contract shall become and
all personal data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated. Safer Institute is responsible for encryption of the personal data.

d. Unless otherwise stipulated, Safer Institute shall encrypt all non-public data at rest and
in transit. The State shall identify data it deems as non-public data to Safer Institute. The
level of protection and encryption for all non-public data shall be identified and made a
part of this contract.

e. At no time shall any data or processes — that either belong to or are intended for the use
of the State or its officers, agents or employees — be copied, disclosed or retained by the
Safer Institute or any party related to Safer Institute for subsequent use in any transaction
that does not include the State.

f. Safer Institute shall not use any information collected in connection with the service
issued from this proposal for any purpose other than fulfilling the service.

19.18. DATA LOCATION

Safer Institute shall provide its services to the Slate and its end users solely from data centers
in the U.S. Storage of State data at rest shall be located solely in data centers in the U.S.
Safer Institute shall not allow its personnel or contractors to store State data on portable
devices, including personal computers, except for devices that are used and kept only at its
U.S. data centers. Safer Institute shall permit its persorinel and contractors to access State
data remotely only as required to provide technical support. Safer Institute may provide
technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in this contract.

19.19. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
Safer Institute shall inform the State of any security incident or data breach in accordance
withNHRSA.

a. Incident Response: Safer Institute may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
-on an urgent as-needed basis, as part of Safer Institute communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract.

b. Security Incident Reporting Requirements: Safer Institute shall report a security
incident to the appropriate State identified contact immediately as defined in the SLA.
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c. Breach Reporting Requirements: If Safer Institute has actual knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, Safer Institute shall (1) promptly notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

19^0. BREACH RESPONSIBILITIES
^This section only applies when a data breach occurs with respect to personal data within the
possession or control of Safer Institute.

a. Safer Institute, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

b.Safer Institute, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms that there is, or reasonably believes that there has been a
data breach. Safer Institute shall (1) cooperate with the State as reasonably requested by
the State to investigate and resolve the data breach, (2) promptly implement necessary
remedial measures, if necessary, and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

c. Unless otherwise stipulated, if a data breach is a direct result of Safer Institute's breach
of its contract obligation to encrypt personal data or otherwise prevent its release. Safer
Institute shall bear the costs associated with:

(1) the investigation and resolution of the data breach;
(2) notifications to individuals, regulators or others required by State law;
(3) a credit monitoring service required by State (or federal) law;
(4) a website or a toll-free number and call center for affected individuals required
by Stale law — all not to exceed the average per record per person cost calculated
for data breaches in the United Stales (currently $201 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon
Instilutel? at the lime of the data breach; and

(5) complete all corrective actions as reasonably determined by Safer Institute based
on root cause; all [(1) through (5)] subject to this Contract's limitation of liability.

19.21. NOTIFICATION OF LEGAL REQUESTS
Safer Institute shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert testimonies related to the State's data under this
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contract, or which in any way might reasonably require access to the data of the State. Safer
Institute shall not respond to subpoenas, service of process and other legal requests related to
the State without first notifying the State, unless prohibited by law from providing such
notice.

19.22. ACCESS TO SECURITY LOGS AND REPORTS
Safer Institute shall provide reports to the State in a format as agreed to by both Safer
Institute and the State. Reports shall include latency statistics, user access, user access IP
address, user access history and security logs for all State files related to this contract.

19.23. CONTRACT AUDIT

Safer Institute shall allow the Slate to audit conformance to the contract terms. The State

may perform this audit or contract with a third party at its discretion and at the State's
expense.

19.24. DATA CENTER AUDIT

Safer Institute shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. Safer Institute may
remove its proprietary information from the redacted version. A Service Organization
Control (SOC) 2 audit report or approved equivalent sets the minimum level of a third-party
audit.

19.25. ADVANCE NOTICE

Safer Institute shall give advance notice (to be determined at the contract time and included
in the SLA) to the Slate of any upgrades (e.g., major upgrades, nunor upgrades, system
changes) that may impact service availability and performance. A major upgrade is a
replacement of hardware, software or firmware with a newer or better version in order to
bring the system up to date or to improve its characteristics. It usually includes a new version
number.

19.26. SECURITY

Safer Institute shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the State
and Safer Institute. For example; virus checking and port sniffing — the State and Safer
Institute shall understand each other's roles and responsibilities.

19.27. NON-DISCLOSURE AND SEPARATION OF DUTIES

Safer Institute shall enforce separation of job duties, require commercially reasonable non
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perform job duties.
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19.28. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from Safer Institute. This includes the ability for the State to
import or export data to/from other service providers.

19.29. RESPONSIBILITIES AND UPTIME GUARANTEE
Safer Institute shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the
responsibilities of Safer Institute. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defined in the SLA.

1930. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that Safer Institute remove from interaction
with State any Safer Institute representative who the State believes is detrimental to its working
relationship with Safer Institute. The Stale shall provide Safer Institute with notice of its
determination, and the reasons it requests the removal. If the State signifies that a potential
security violation exists with respect to the request. Safer Institute shall immediately remove
such individual. Safer Institute shall not assign the person to any aspect of the contract or future
work orders without the State's consent.
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CONTRACT DELIVERABLES

1. DELIVERABLES, MILESTONES AND ACTIVITIES

Safer Institute shall provide the State with hosting, technical support and maintenance for the New
Hampshire Responds/ESAR-VHP System to ensure it continues to provide a secure, web-based,
volunteer management system for the verification of credentials and qualifications of registered
volunteers prior to an emergency.

The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally accepting
a Deliverable, the State reserves the right to reject any and all Deliverables in the event the State detects
any Deficiency in the System, in whole or in part, through completion of all Acceptance Testing,
including but not limited to, Software/System Acceptance Testing, and any extensions thereof.

Pricing for Deliverables is set forth in Exhibit B; Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

2.1 Implementation Schedule - Activities / Deliverables / Milestones
Safer Institute shall provide a Work Plan as directed by the State for support and maintenance
activities that impact the functionality of the system. The Work Plan shall include a detailed
description of the Schedule, tasks, Deliverables, milestones, task dependencies, and payment
Schedule. See Exhibit 1: Work Plan.

The Work Plan may include some or all of the following activities, deliverables, or milestones:

ACTIVITY, DELIVERABLE OR MILESTONE Deliverable Type Completion Date

PROJECT MANAGEMENT
ACTIVITIES/DELIVERABLES

Work Plan including milestones as directed by the State
for support and maintenance activities that impact the
functionality of the system. .

written
Within 5 Days of
approval to start work.

Status reports & updates written
Per agreed upon Work
Plan

SYSTEM SOFTWARE AND HARDWARE

DELIVERABLES

Software Licensing Agreements and Documentation written
Per agreed upon Work
Plan

SOFTWARE DEVELOPMENT and

INTEGRATION:

2017-086 Exhibit A Contract Deliverables
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STATE OF NEW HAMPSHIRE
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CONTRACT 2017-086 - PART 3

EXHIBIT A

CONTRACT DELIVERABLES

Activity, dIeliverable or milestone Deliverable Type Coiripletion Date

Configure and test backups including scheduling and
reporting

software
Per agreed upon Work
Plan

Develop and test custom and required reports software
Per agreed upon Work
Plan

SYSTEMDEL1VERY & ACCEPTANCE

TESTING:
> ,

Test Plan and methodology written
Per agreed upon Work
Plan

Test configuration and networked equipment non-software
Per agreed upon Work
Plan .

Test printing services, FTP services, backup/restore
process, system management functions

non-software
Per agreed upon Work
Plan

Unload and load new data non-software
Per agreed upon Work
Plan

Security Testing non-software Ongoing Process

Report testing (e.g. Stale defined reports, core reports,
and adhoc reporting)

non-software
Per agreed upon
Work Plan

Update Users Operation Manual written

Will be updated
with agreed upon
business policies.
Available in any
format requested.

Documentation of backup software and procedures written
Per agreed upon
Work Plan

MAINTENANCE

Annual maintenance and support, as specified in
Exhibit G

Year 1 Ongoing

Annual maintenance and support, as specified in
Exhibit 0

Year 2 Ongoing

Annual maintenance and support,- as specified in
Exhibit G

Year 3 (3 mon)
Ongoing

Maintenance and operational contingency plan ̂ written Ongoing

2017-086 Exhibit A Contract Deliverables
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)
CONTRACT 2017-086 - PART 3

EXHIBIT A

CONTRACT DELIVERABLES

3. SAFER INSTITUTES TRAINING DELIVERABLES

RESERVED

4. SOFTWARE LICENSES

Software Licenses for are set forth in Contract Exhibit J: Software License and associated pricing is
established in Contract Exhibit B: Price and Payment Schedule.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)

CONTRACT 2017-086 - PART 3

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1  DELIVERABLE PAYMENT SCHEDULE

1.1 Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $161,919 for the period between the July 1,2016
through September 30, 2018. Safer Institute shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow Safer Institute to invoice the State for the
following Activities, Deliverables, or Milestones at fixed pricing/rates appearing in the price and
payment tables below:

ACTIVITY, DELIVERABLE OR MILESTONE
DELIVERY

DATE
PAYMENT

PROJECT MANAGEMENT
ACTIVITIES/DELIVERABLES

'

Work Plan including milestones as directed by the
State for support and maintenance activities that
impact the functionality of the system.

Within 5 days of
receiving approval
to start work

$ Included

SYSTEM SOFTWARE AND HARDWARE

DELIVERABLES

Software Licensing Agreements and
Documentation

$ Included

SOFTWARE DEVELOPMENT and

INTEGRATION:

Configure and test backups including scheduling
and reporting

Ongoing $ Included

Develop and test custom and required reports On going $ Included

SYSTEM DELIVERY & ACCEPTANCE

TESTING:

Test Plan and methodology Ongoing $ Included

Test configuration and networked equipment Ongoing $ Included

Test printing services, File Transfer Protocol (FTP)
services, backup/restore process, system
management functions

Ongoing $ Included

Security Testing Ongoing $ Included

Report testing (e.g. State defined reports, core
reports, and adhoc reporting)

WRITTEN DOCOUMENTATION / REPORTS

(HARDCOPY AND CDROM)

Update Users Operation Manual As directed by State $ Included

2017-086 Exhibit B-Price and Payment Schedule
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)

CONTRACT 2017-086 ■ PART 3

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Documentation of backup software and procedures Ongoing $ Included

MAINTENANCE

Annual maintenance and support, as specified in
Exhibit B (includes escrow of code)

Year 1 $71,964

Year 2 $71,964

Year 3 (3 mon) $17,991

Support and
Maintenance

Sub-total

$161,919

Maintenance and operational contingency plan Ongoing SIncluded

PROJECT CLOSE OUT

Closeout Meeting
On or about

September 30, 2018
$Included

TOTAL
$161,919

Table 2- Hosting, Support and Maintenance Deliverables

Maintenance

Functionality Monthly
Rate

Hosting and
Support Costs
(24x7)

$3,497

Ongoing
Maintenance

$2,500

TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $161,919 ("Total
Contract Price"). The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to Safer Institute for all fees and expenses, of whatever nature, incurred by Safer Institute
in the performance hereof.

The Stale will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

2017-086 Exhibit B-Price and Payment Schedule
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EXHIBIT B

PRICE AND PAYMENT SCHEDULE

3  INVOICING

Safer Institute shall submit correct invoices to the State for ail amounts to be paid by the State. All invoices
submitted shall be subject to the State's prior written approval, which shall not be unreasonably withheld.
Safer Institute shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices
must be in a format as determined by the State and contain detailed information, including without
limitation: itemization of each Deliverable and identification of the Deliverable for which payment is
sought, and the Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.

Safer Institute shall submit an invoice for the monthly fixed price in Table 2 Hosting, Suppon and
Maintenance within ten (10) days from the last day of the month.

Upon acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated
and shall be promptly dispatched.

Invoices shall be sent to:

Department of Health and Human Services
Emergency Services Unit
129 Pleasant Street, Concord, NH 03301

In the Event of Early Termination of this Agreement, the State will reimburse Safer Institute for support
and maintenance up to the last month within the early termination date (a date prior to the Completion
Date in Block 1.7 of the General Provisions, P-37).

4  PAYMENT ADDRESS

All payments shall be sent to the following address:
Safer Institute

31 Elbow Street, Providence, RI02903

5  OVERPAYMENTS TO SAFER INSTITUTE

Safer Institute shall promptly, but no later than fifteen (15) business days, return to the State the full amount
of any overpayment or erroneous payment upon discovery or notice from the State.

6  CREDITS

The State may apply credits due to the State arising out of this Contract, against Safer Institute's invoices
with appropriate information attached.

7  PROJECT HOLDBACK

RESERVED

2017-086 Exhibit B-Price and^ayment Schedule
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EXHIBIT B

PRICE AND PAYMENT SCHEDULE

8  CONTRACT SECURITY/PERFORMANCE BOND

RESERVED
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STATE OF NEW HAMPSHIRE
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CONTRACT 2017-086 - PART 3

EXHIBIT C

SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor under
the Contract shall be used only as payment to the Contractor for services provided to eligible individuals and,
in the furtherance of the aforesaid covenants, the Contractor hereby covenants and agrees as follows:
1. Compliance with Federal and State Laws: If the Contractor is permitted to determine the eligibility of
individuals such eligibility determination shall be made in accordance with applicable federal and state laws,
regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by the
Department for that purpose and shall be made and remade at such times as are prescribed by the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor shall
maintain a data file on each recipient of services hereunder, which file shall include all information necessary
to support an eligibility determination and such other information as the Department requests. The Contractor
shall furnish the Department with all forms and documentation regarding eligibility determinations that the
Department may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as individuals
declared ineligible have a right to a fair hearing regarding that determination. The Contractor hereby covenants
and agrees that all applicants for services shall be permitted to fill out an application form and that each
applicant or re-applicant shall be informed of his/her right to a fair hearing in accordance with Department
regulations.

5. Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or make a
payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or the State in order
to influence the performance of the Scope of Work detailed in Exhibit A of this Contract. The State may
terminate this Contract and any sub-contract or sub-agreement if it is determined that payments, gratuities or
offers of employment of any kind were offered or received by any officials, officers, employees or agents of
the Contractor or Sub-Contractor. '

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or in any other
document, contract or understanding, it is expressly understood and agreed by the parties hereto, that no
payments will be made hereunder to reimburse the Contractor for costs incurred for any purpose or for any
services provided to any individual prior to the Effective Date of the Contract and no payments shall be made
for expenses incurred by the Contractor for any services provided prior to the date on which the individual
applies for services or (except as otherwise provided by the federal regulations) prior to a determination that
the individual is eligible for such services.

7. Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services hereunder at a rate
which reimburses the Contractor in excess of the Contractors costs, at a rate which exceeds the amounts

reasonable and necessary to assure the quality of such service, or at a rate which exceeds the rate charged by
the Contractor to ineligible individuals or other third party funders for such service. If at any time during the

2017-086 Exhibit C - Special Provisions
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EXHIBIT C

SPECIAL PROVISIONS

term of this Contract or after receipt of the Final Expenditure Report hereunder, the Department shall
determine that the Contractor has used payments hereunder to reimburse items of expense other than such
costs, or has received payment in excess of such costs or in excess of such rales charged by the Contractor to
ineligible individuals or other third party funders, the Department may elect to:

7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established;

7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement in excess of
costs;

7.3. Demand repayment of the excess payment by the Contractor in which event failure to make such
repayment shall constitute an Event of Default hereunder. When the Contractor is permitted to determine the
eligibility of individuals for services, the Contractor agrees to reimburse the Department for all funds paid by
the Department to the Contractor for services provided to any individual who is found by the Department to be
ineligible for such services at any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:
8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor covenants
and agrees to maintain the following records during the Contract Period:

8.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs and other
expenses incurred by the Contractor in the performance of the Contract, and all income received or collected
by the Contractor during the Contract Period, said records to be maintained in accordance with accounting
procedures and practices which sufficiently and properly reflect all such costs and expenses, and which are
acceptable to the Department, and to include, without limitation, all ledgers, books, records, and original
evidence of costs such as purchase requisitions and orders, vouchers, requisitions for materials, inventories,
valuations of in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2. Statistical Records: Statistical, enrollment, attendance or visit records for each recipient of services during
the Contract Period, which records shall include all records of application and eligibility (including all forms
required to determine eligibility for each such recipient), records regarding the provision of services and all
invoices submitted to the Department to obtain payment for such services.

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations, the Contractor
shall retain medical records on each patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fiscal year. It is recommended that the report be prepared in accordance with the provision of Office of
Management and Budget Circular A-133, "Audits of States, Local Governments, and Non Profit
Organizations" and the provisions of Standards for Audit of Governmental Organizations, Programs, Activities
and Functions, issued by the US General Accounting Office (GAO standards) as they pertain to financial
compliance audits.
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9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, and any of their designated
representatives shall have access to all reports and records maintained pursuant to the Contract for purposes of
audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state or federal audit
exceptions and shall return to the Department, all payments made under the Contract to which exception has
been taken or which have been disallowed because of such an exception.

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected in
connection with the performance of the services and the Contract shall be confidential and shall not be
disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of the
Department regarding the use and disclosure of such information, disclosure may be made to public officials
requiring such information in connection with their official duties and for purposes directly connected to the
administration of the services and the Contract; and provided further, that the use or disclosure by any party of
any information concerning a recipient for any purpose not directly connected with the administration of the
Department or the Contractor's responsibilities with respect to purchased services hereunder is prohibited
except on written consent of the recipient, his attorney or guardian.
Notwithstanding anything to the contrary contained herein the covenants and conditions contained in the
Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following
times if requested by the Department.

11.1. Interim Financial Reports: Written interim financial reports containing a detailed description of all costs
and non-allowable expenses incurred by the Contractor to the date of the report and containing such other
information as shall be deemed satisfactory by the Department to justify the rale of payment hereunder. Such
Financial Reports shall be submitted on the form designated by the Department or deemed satisfactory by the
Department.

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term of this
Contract. The Final Report shall be in a form satisfactory to the Department and shall contain a summary
statement of progress toward goals and objectives stated in the Proposal and other information required by the
Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the maximum
number of units provided for in the Contract and upon payment of the price limitation hereunder, the Contract
and all the obligations of the parties hereunder (except such obligations as, by the terms of the Contract are to
be performed after the end of the term of this Contract and/or survive the termination of the Contract) shall
terminate, provided however, that if, upon review of the Final Expenditure Report the Department shall
disallow any expenses claimed by the Contractor as costs hereunder the Department shall retain the right, at its
discretion, to deduct the amount of such expenses as are disallowed or to recover such sums from the
Contractor.
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13. Credits: All documents, notices, press releases, research reports and other materials prepared during or
resulting from the performance of the services of the Contract shall include the following statement:
13.1. The preparation of this (report, document etc.) was financed under a Contract with the State of New
Hampshire, Department of Health and Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were available or required, e.g., the United States Department
of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or purchased
under the contract shall have prior approval from DHHS before printing, production, distribution or use. The
DHHS will retain copyright ownership for any and all original materials produced, including, but not limited
to, brochures, resource directories, protocols or guidelines, posters, or reports. Contractor shall not reproduce
any materials produced under the contract without prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regulations: In the operation of any facilities for
providing services, the Contractor shall comply with ail laws, orders and regulations of federal, slate, county
and municipal authorities and with any direction of any Public Officer or officers pursuant to laws which shall
impose an order or duty upon the contractor with respect to the operation of the facility or the provision of the
services at such facility. If any governmental license or permit shall be required for the operation of the said
facility or the performance of the said services, the Contractor will procure said license or permit, and will at
all times comply with the terms and conditions of each such license or permit. In connection with the
foregoing requirements, the Contractor hereby covenants and agrees that, during the term of this Contract the
facilities shall comply with all rules, orders, regulations, and requirements of the State Office of the Fire
Marshal and the local fire protection agency, and shall be in conformance with local building and zoning
codes, by-laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), if it has received a
single award of $500.0(X) or more. If the recipient receives $25,000 or more and has 50 or more employees, it
will maintain a current EEOP on file and submit an EEOP Certification Form to the OCR, certifying that its

EEOP is on file. For recipients receiving less than $25,000, or public grantees with fewer than 50 employees,
regardless of the amount of the award, the recipient will provide an EEOP Certification Form to the OCR
certifying it is not required to submit or maintain an EEOP. Non-profit organizations, Indian Tribes, and
medical and educational institutions are exempt from the EEOP requirement, but are required to submit a
certification form to the OCR to claim the exemption. EEOP Certification Forms are available at:
hltp://www.ojp.usdoj/about/ocr/pdfs/cert.pdf.

17. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the Civil Rights Act
of 1964, Contractors must take reasonable steps to ensure that LEP persons have meaningful access to its
programs.
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18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The following
shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in 48 CFR 2.101
(currently, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM
EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights and
remedies in the pilot program on Contractor employee whistleblower protections established at 41
U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section 3.908
of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with greater
expertise to perform certain health care services or functions for efficiency or convenience, but the Contractor
shall retain.the responsibility and accountability for the function(s). Prior to subcontracting, the Contractor
shall evaluate the subcontractor's ability to perform the delegated function(s). This is accomplished through a
written agreement that specifies activities and reporting responsibilities of the subcontractor and provides for
revoking the delegation or imposing sanctions if the subcontractor's performance is not adequate.
Subcontractors are subject to the same contractual conditions as the Contractor and the Contractor is
responsible to ensure subcontractor compliance with those conditions. When the Contractor delegates a
function to a subcontractor, the Contractor shall do the following:

19.1. Evaluate the prospective subcontractor's ability to perform the activities, before delegating the function

19.2. Have a written agreement with the subcontractor that specifies activities and reporting responsibilities
and how sanctions/revocation will be managed if the subcontractor's performance is not adequate

19.3. Monitor the subcontractor's performance on an ongoing basis

19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed

19.5. DHHS shall, at its discretion, review and approve all subcontracts.
If the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall take
corrective action.

DEFINITIONS
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As used in the Contract, the following terms shall have the following meanings:

COSTS: Shall mean those direct and indirect items of expense determined by the Department to be allowable
and reimbursable in accordance with cost and accounting principles established in accordance with state and
federal laws, regulations, rules and orders.

DEPARTMENT: NH Department of Health and Human Services.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms required
by the Department and containing a description of the Services to be provided to eligible individuals by the
Contractor in accordance with the terms and conditions of the Contract and setting forth the total cost and
sources of revenue for each service to be provided under the Contract.

UNIT: For each service that the Contractor is to provide to eligible individuals hereunder, shall mean that
period of time or that specified activity determined by the Department and specified in Exhibit B of the
Contract.

FEDERAL/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and policies, etc. are
referred to in the Contract, the said reference shall be deemed to mean all such laws, regulations, etc. as they
may be amended or revised from the time to lime.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will not supplant any existing federal funds available for these services. [Note: Use the Special
Provisions section to show appropriate changes to the terms outlined in the General Provisions.]

REVISIONS TO P-37 GENERAL PROVISIONS

1. Subparagraph 4 of the General Provisions of this contract. Conditional Nature of Agreement, is
replaced as follows:

4. CONDITIGNAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the contrary, all obligations of the Slate
hereunder, including without limitation, the continuance of payments, in whole or in part, under
this Agreement are contingent upon continued appropriation or availability of funds, including
any subsequent changes to the appropriation or availability of funds affected by any slate or
federal legislative or executive action that reduces, eliminates, or otherwise modifies the
appropriation or availability of funding for this Agreement and the Scope of Services provided in
Exhibit A, Scope of Services, in whole or in part. In no event shall the State be liable for any
payments hereunder in excess of appropriated or available funds. In the event of a reduction,
termination or modification of appropriated or available funds, the State shall have the right to
withhold payment until such funds become available, if ever. The State shall have the right to
reduce, terminate or modify services under this Agreement immediately upon giving the
Contractor notice of such reduction, termination or modification. The Slate shall not be required
to transfer funds from any other source or account into the Account(s) identified in block 1.6 of
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Ihe General Provisions, Account Number, or any other account, in the event funds are reduced or
unavailable.

2. Subparagraph 10 of the General Provisions of this contract, Termination, is amended by adding the
following language;

10.1 The Stale may terminate the Agreement at any time for any reason, at the sole discretion of the State,
30 days after giving the Contractor written notice that the State is exercising its option to terminate
the Agreement.

10.2 In the event of early termination, the Contractor shall, within 15 days of notice of early termination,
develop and submit to the State a Transition Plan for services under the Agreement, iiicluding but
not limited to, identifying the present and future needs of clients receiving services under the
Agreement and establishes a process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and shall promptly provide detailed information
to support the Transition Plan including, but not limited to, any information or data requested by
the State related to the termination of the Agreement and Transition Plan and shall provide
ongoing communication and revisions of the Transition Plan to the State as requested.

10.4 In the event that services under the Agreement, including but not limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying clients and other affected individuals about the
transition. The Contractor shall include the proposed communications in its Transition Plan
submitted to the State as described above.
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1. STATE MEETINGS AND REPORTS

The Slate believes that effective communication and reporting are essential to Project success.

Safer Institute Key Project Staff shall participate in meetings as requested by the State, in accordance with
the requirements and terms of this Contract.

a. Status Meetings: Participants will include, at the minimum, the Safer Institute Project Manager and
the State Project Manager. These meetings will be conducted as needed and address overall ̂ oject
status and any additional topics needed to remain on schedule and within budget. A status and error
report from Safer Institute shall serve as the basis for discussion.

b. The Work Plan: must be reviewed at each Status Meeting and updated as needed.

c. Special Meetings; Need may arise for a special meeting with Stale leaders or Project stakeholders to
address specific issues.

The State expects Safer Institute to prepare agendas and background for and minutes of meetings.

The Safer Institute Project Manager or Safer Institute Key Project Staff shall submit status as directed by
the State in accordance with the Schedule and terms of this Contract. Safer Institute shall produce Project
status reports, which shall contain, at a minimum, the following:

1. Project status;
2. Deliverable status;

3. Issues and concerns requiring resolution.
4. Report and remedies in case of falling behind Schedule

2.STATE-OWNED DOCUMENTS AND DATA

Safer Institute shall provide the State access to all documents, State Data, materials, reports, and other work
in progress relating to the Contract ("State Owned Documents"). Upon expiration or termination of the
Contract with the State, Safer Institute shall turn over all State-owned documents, material, reports, and
work in progress relating to the Contract to the State at no additional cost to the State. State-owned
Documents must be provided in both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

Safer Institute shall agree to the conditions of all applicable State and federal laws and regulations, which
are incorporated herein by reference, regarding retention and access requirements, including without
limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart 4.7
Contractor Records Retention.

s.

Safer Institute and its Subcontractors, shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect costs
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invoiced in the performance of their respective obligations under the Contract. Safer Institute and its
Subcontractors shall retain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be kept
for one (1) year following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so authorized
by law, rule, regulation or contract, as applicable. Access to these items shall be provided within
Merrimack County of the State of New Hampshire, unless otherwise agreed by the State. Delivery of and
access to such records shall be at no cost to the State during the three (3) year period following
termination of the Contract and one (1) year term following litigation relating to the Contract, including
all appeals or the expiration of the appeal period. Safer Institute shall include the record retention and
review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to Safer Institute's cost structure and profit factors shall be excluded from the State's
review unless the cost of any other Services or Deliverables provided under the Contract is calculated or
derived from the cost structure or profit factors.

4. ACCOUNTING REQUIREMENTS i

Safer Institute shall maintain an accounting system in accordance with generally accepted accounting
principles. The costs applicable to the Contract shall be ascerlainable from the accounting system and
Safer Institute shall maintain records pertaining to .the Services and all other costs and expenditures.

5.WORK HOURS

Safer Institute personnel worlcing in the State of NH shall work normal business hours between 8:00 am
and 5:00 pm, eight (8) hour days, forty (40) hour weeks, excluding State of New Hampshire holidays,
except Class A Deficiencies are subject to Vendor coverage 7 days a week, 24 hours a day/ 365 days a
year in accordance with Contract Document.
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Safer Institute shall provide the State with the following services set forth in this Agreement.

1. TECHNICAL MAINTENANCE AND SUPPORT STRATEGY

LI Key Components

A. Safer Institute shall employ a technical maintenance and support strategy

B. Safer Institute and the Slate shall adopt an approach to identify and plan key strategies
and communication initiatives.

C. Safer Institute shall utilize an approach that fosters and requires the participation of
State resources, uses their business expertise to assist with the configuration of the
applications.

D. Safer Institute shall manage project execution and provide the tools needed to create
and manage the technical maintenance and support tasks.

1.2 Timeline - Reserved

2. TECHNICAL MAINTENANCE AND SUPPORT METHODOLOGY

The Safer Institute team shall provide the consulting services for the Contract. Its approach includes but
is not limited to the following:

2.1 Hosted Server Access

a. Definition of "Hosted Server Access" - Safer Institute will:
1) Provide non-production access to a computer server or servers ("Hosted Server") with the

operating system configuration.
2) Make available the Hosted Server for customer access 24 hours per day, 7 days per week

("24x7") with the following exclusions:
a) Scheduled maintenance (at least once weekly - timing to be coordinated with the State);
b) Scheduled periods when backup of Hosted Server takes place - timing to be coordinated

with the State;

c) Emergency (non-scheduled) outages,
d) Scheduled outages for application of patches or other modifications requested by the

State;

e) Perform one (1) daily backup of development and test instances of Safer Institute
programs and State test data present on the Hosted Server, and
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f) Upon completion or termination of the Hosted Server Access, create a copy of State
development and test instances, using a medium agreed upon in advance, to facilitate
transition of such information to other computer hardware ("Decommission Backup").
Transition and migration services are not provided as part of the Services but may be
acquired separately from Safer Institute.

f

b. Conditions and assumptions related to Hosted Server Access;
1) State use of Hosted Server is limited to development, test, and demonstration activities related

to Safer Institute programs, and the State will not use the insiance(s) for production purposes or
for any other purpose not expressly stated herein.

2) Multiple customers may share the same computer server; the State instances shall be separated
from other instances located on the same server using password protection.

3) The State acknowledges that Safer Institute may use server and network equipment owned by
Safer Institute or third-party hosting provider.

4) The allocation of server resources is at Safer Institute's discretion. Requests for dedicated or
additional servers, additional disk space, or other additional hardware will result in a higher fee.

5) The equipment and network connections provided for the Services are designed to
accommodate a maximum of two-hundred (200) users. Use by more than two-hundred (200)
users at one time may affect the performance of the Hosted Server and may result in additional
fees.

2.2 Network Services

a. Definition of "Network Services" - Safer Institute will:

I) Assist with installation and configuration of network connectivity.

b. Conditions and assumptions related to Network Services:
1) Costs for equipment, labor and services to maintain Internet connectivity from within Safer

Institute facilities are Safer Institute's responsibility. The State is responsible for any
equipment, labor, and/ofservices necessary to set-up and maintain Internet connectivity at the
State and/or other third party sites. If the State requests special network equipment and
configurations at a Safer Institute facility, the State shall be charged on a time and materials
basis in accordance with time & materials as negotiated for acquiring and setting up such
special network arrangements.

2) If the Slate has been provided with a "loaner" communication equipmerit, the State shall
maintain the equipment in a secure location, in the condition it was received, and shall not
permit any use of the. equipment other an (a) in connection with the Services, and (b) for
access to the Hosted Servers or to third-party servers agreed upon by Safer Institute and the
State. The State shall return the communication equipment to Safer Institute upon
termination of the Network Services. Charges for Network Services will continue until the
State returns all communications equipment in operational condition or reimburses Safer
Institute for any loaner equipment that is not returned.

3) The network equipment and connections provided by Safer Institute to deliver Network
Services are designed to accommodate a maximum of two-hundred (200) users. Use by more
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than two-hundred (200) persons at one time may affect the performance of the network
connection and may result in additional fees.

4) At the State's option, authorized third parties (e.g., software implementers, network
providers) may be given limited access by Safer Institute to certain levels of the State's
system through the VPN or through a separate network connection that meets Safer Institute's
specifications.

5) The State is responsible for ensuring that its network and system complies with specifications
that Safer Institute provides and. if the State is providing its own hosted servers, that all
components of the Safer Institute's software environment are accessible through the VPN.

6) Safer Institute is not responsible for network connection issues, problems or conditions
arising from or related to circumstances outside the control of Safer Institute such as
bandwidth issues outside of Safer Institute's network, excessive latency, network outages,
and/or any other conditions arising on the State internal network or, more generally, outside
of Safer Institute's firewall or for any issues that are the responsibility of the State Internet
Service Provider.

Upon termination, the State must return to Safer Institute all equipment provided or owned by
Safer Institute.
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1. SECURITY

1.1 Safer Institute shall ensure that appropriate levels of security are implemented and maintained
in order to protect the integrity and reliability of its information technology resources,
information, and services provided. Safer Institute shall provide the State resources,
information, and services on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and to safeguard the confidentiality and integrity of
State networks, Systems and data.

1.2 Safer Institute will sign and comply with any and all system access policies and procedures,
systems access forms, and computer use agreements as part of obtaining and maintaining
access to any DHHS system. This will be completed prior to system access being authorized,
and on a regular basis as requested by DHHS.

1.3 Safer Institute will maintain proper security and privacy controls on its systems according to
applicable federal, state, and local regulations and aligned with industry standards and best
practices including but not limited to CMS Federal regulations, HIPAA/HITECH, RSA 359c.
Ensure the safe and secure management of vulnerabilities through recurring practice of
identifying, classifying, remediating, and mitigating threats.

1.4 Safer Institute will develop, maintain, and follow procedures to ensure that data is protected
throughout its entire information lifecycle (from creation, transformation, use, storage and
secure destruction) regardless of the media used to store the data (i.e., tape, disk, paper, etc.).

i .5 Safer Institute will provide to DHHS on an annual basis a written attestation of compliance,
which will demonstrate proper policy, procedure, and technical operational security and
privacy controls, policies, and procedures are in place and maintained within their
organization and any applicable sub-contractors. Upon delivery of the report by the vendor,
the vendor will immediately engage NH DHHS and schedule within 15 business days, a
collaborative review of the written attestation report.

1.6 Safer Institute will provide to DHHS a documented process for securely disposing of data,
data storage hardware, and or media; and will obtain written certification for any State data
destroyed by the vendor or any subcontractors as a part of ongoing, emergency, and or
disaster recovery operations. When no longer in use, electronic media containing DHHS data
is rendered unrecoverable via a secure wipe program in accordance with industry-accepted
standards for secure deletion, or otherwise physically destroying the media (for example,
degaussing). Safer Institute is required to produce at the time of destruction and provide upon
request documented certification of data destruction.

1.7 When using third party service providers, if allowed by NH DHHS, to create, collect, access,
transmit, or store State of NH data, additional documentation may be required by Safer
Institute. Safer Institute also agrees to be responsible and ensure all security and privacy
standards are upheld by any third party service provider in accordance to the agreement,
federal, state, and local regulations.

1.8 Safer bstituie will ensure all training materials, historical, current, or future, will not disclose,
contain, and free or any confidential information.
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1.9 DHHS may from time to time audit the security mechanisms the vendor maintains to
safeguard access to the State of NH information, systems and electronic communications.
Audits may include examination of systems security, associated administrative practices, and
requests for. additional documentation in support and compliance of the agreement and or any
contract entered into with DHHS.
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Safer Institute shall provide the following Products and Services described in this Exhibit F, including but not
limited to:

1. TESTING AND ACCEPTANCE

Safer Institute shall bear all responsibilities for the full suite of lest planning and preparation for all
support and maintenance efforts that impact the functionality of the system, s. Safer Institute shall be
responsible for all aspects of testing.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)).

In addition. Safer'Institute shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. Safer
Institute shall also correct Deficiencies and support required re-testing.

1.1 Test Planning and Preparation - Reserved

1.2 Unit Testing

In Unit Testing, Safer Institute shall lest the application components on an individual basis to verify
that the inputs, outputs, and processing logic of each application component functions without errors.
Unit testing is performed in either the development environment or a testing environment.

The goal is to find errors in the smallest unit of software before logically linking it into larger units.
If successful, subsequent testing should only reveal errors related to the integration between
application modules.

The Safer Institute developer, who is responsible for a specific unit of work, will be responsible for
conducting the unit testing of their modules.

Develop the scripts needed to unit test individual application modules, interface(s) and
conversion components.

I'M

tute;er
a*!

For application modules, conversions and interfaces the Safer Institute team will identify
applicable test scripts and installation instructions, adapt them to the project specifics, test the
process, and compare with the documented expected results.

' Jnit-Tested Modules that have been tested to verify that the inputs, outputs, and processing
:»gic of each application module functions without errors. Individual detailed test scripts and
istallation guides list all the required actions and data to conduct the test, the process for test

< xecution, and the expected results.
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1.3 System Integration Testing

The system's maintenance and support activities that impact the functionality of the system are tested
in integration with other application systems (legacy and service providers) in a production-like
environment. System Integration Testing validates the integration between the individual unit
application modules and verifies that the System's maintenance and support activities meets defined
requirements and supports execution of interfaces and business processes. The System Integration
Test is performed in a test environment.

Thorough end-to-end testing shall be performed by the Safer Institute team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes and
the flow of information across applications (IF APPROPRIATE). It includes all key business
processes and interfaces being implemented, confirms data transfers with external parties, and
includes the transnussion or printing of all electronic and paper documents.

Systems Integration Testing validates the integration between the target application
modules and other systems, and verifies that the new System meets defined
interface requirements and supports execution of business processes. This test
emphasizes end-to-end business processes and the flow of information across the
application. It includes all key business processes and interfaces being
implemented, confirms data transfers with external parties, and includes the
transmission or priming of all electronic and paper documents.

^ S^f^In^tiJte' •  Take the lead in developing the Systems Integration Test specifications.
• Work jointly with the Slate to develop and load the data,profiles to support the

test specifications.
• Work jointly with the Stale to validate components of the test scripts.

• Work jointly with Safer Institute to develop the Systems Integration Test
specifications.

• Work jointly with Safer Institute to develop and load the data profiles to
support the test specifications.

• Work jointly with Safer Institute to validate components of the test scripts,
modifications, fixes and other System interactions with the Safer Institute
supplied Software Solution.

•  The Integration-Tested System indicates that all interfaces between the
application and the legacy and third-party systems, interfaces, and applications
are functioning properly.

1.4 Conversion Validation Testing - Reserved

1.5 Installation Testing

In Installation Testing the application's maintenance and support activities that impact the system's
functionality are installed in the System Test environment to test the installation routines and are

2017-086 Exhibit F Testing Services
Initial All Pages:
Safer Institute's Initials Exhibit F Page 23 of 60



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Emergency System for Advance Registration of Volunteer Health Professionals (ESAR*VHP)
CONTRACT 2017-086 - PART 3

EXHIBIT F

TESTING SERVICES

refined for the eventual production environment. This activity serves as a dry run of the installation
steps in preparation for configuring the production system.

1.6 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user training. Testing ends
upon issuance of a letter of UAT Acceptance by the State.

The Vendor's Project Manager must certify in writing, that the Vendor's own staff has successfully
executed all prerequisite Vendor testing, along with reporting the actual testing results prior to the
start of any testing executed by State staff.

The State shall be presented with all testing results, as well as written Certification that Safer Institute
has successfully completed the prerequisite tests, meeting the defined Acceptance Criteria, and
performance standards. The State shall commence testing within five (5) business days of receiving
Certification, in writing, from Safer Institute that the system is installed, configured, complete and
ready for State testing. The Stale shall conduct the UAT utilizing scripts developed as identified in the
Acceptance Test Plan to validate the functionality of the System and the interfaces, and verify
implementation readiness. UAT is performed in a copy of the production environment and can serve as
a performance and stress test of the System. The User Acceptance Test may cover any aspect of the
new System, including administrative procedures (such as backup and recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results of the
UAT provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

jriptioaS;
mm.

The System User Acceptance Tests verify System functionality against predefined
acceptance criteria that support the successful execution of approved processes.

t6S»
Provide the "State an acceptance lest plan and selection of test scripts for the
Acceptance test.

Monitor the execution of the test scripts and assist as needed during the User
Acceptance Test activities.
Work jointly with the State in determining the required actions for problem
resolution.

Approve the development of the User Acceptance Test Plan and the set of data
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for use during the User Acceptance Test.
• Validate the acceptance test environment.
•  Execute the test scripts and conduct User Acceptance Test activities.

Document and summarize Acceptance test results.
• Work jointly with Safer Institute in determining the required actions for

problem resolution.
•  Provide Acceptance of the validated Systems.

- Work \ iS^uct The Deliverable for User Acceptance Tests is the User Acceptance Test Results.
These results provide evidence that the new System meets the User Acceptance
criteria defined in the Work Plan.

1.7 Performance Tuning and Stress Testing - Reserved

1.8 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Vendor of the nature of the testing failure in writing. The Vendor will be required to
perform additional testing activities in response to State and/or user problems identified from the
testing results. Regression testing means selective re-testing to detect faults introduced during the
modification effort, both to verify that the modifications have not caused unintended adverse effects,
and to verify that the modified and related (possibly affected) System components still meet their
specified requirements:

a.) For each minor failure of an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defined in the Test Plan.

b.) Safer Institute shall notify the State no later than five (5) business days from the Safer Institute's
receipt of written notice of the test failure when Safer Institute expects the corrections to be
completed and ready for reiesiing by the State. Safer Institute will have up to five (5) business
days to make corrections to the problem unless specifically extended in writing by the State.

c.) When a programming change is made in response to a problem identified during user testing, a
regression Test Plan should be developed by Safer Institute based on the understanding of the
program and the change being made to the program. The Test Plan has two objectives:

1. Validate that the change/update has been properly incorporated into the program; and
2. Validate that there has been no unintended change to the other portions of the program.

d.) Safer Institute will be expected to:
1. Create a set of test conditions, test cases, and test data that will validate that the change has

been incorporated correctly;
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2. Create a set of test conditions, test cases, and lest data that will validate that the unchanged
portions of the program still operate correctly; and

3. Manage the entire cyclic process.

e.) Safer Institute will be expected to execute the regression lest, provide actual testing results, and
certify its completion in writing to the State prior to passing the modified Software application
to the users for retesting.

In designing and conducting such regression testing, Safer Institute will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, Safer Institute will be expected to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through
the creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the Slate's
hardware and software and its related Data assets.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity
and availability. Tests shall, at a minimum, cover each of the service components. Test
procedures may include Penetration Tests (pen lest) or code analysis and review.

Service Component Defines the set of capabiliti^ that:

Identification and

Authentication

Supports obtaining information about those parties
attempting to log onto a system or application for
security purposes and the validation of users

Access Control Supports the management of permissions for
logging onto a computer or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a
computer system

Verification Supports the confirmation of authority to enter a
computer system, application or network

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer,
application and network accounts within an
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organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups
of users of a computer, application or network

Audit Trail Capture

and Analysis

Supports the identification and monitoring of
activities within an application or system

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of flies and/or directories on

the server.

Prior to the System being moved into production Safer Institute shall provide results of all
security testing to the Department of Information Technology for review and acceptance. All
Software and hardware shall be free of malicious code (malware).

1.10 Successful UAT Completion - Reserved

1.11 System Acceptance • Reserved

(REMAINDER OF PAGE LEFT BLANK INTENTIONALLY)
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1. SYSTEM MAINTENANCE

Safer Institute shall maintain and support the system in all material respects as described in the
applicable program documentation of maintenance through the Completion Date in Block 1.7 of the
General Provisions, P-37.

j

1.1 Safer Institute's Responsibility

Safer Institute shall maintain the Application System in accordance with the Contract. Safer Institute
will not be responsible for maintenance or support for Software developed or modified by the State.

1.1.1 Maintenance Releases

Safer Institute shall make available to the Stale the latest program updates, general
maintenance releases, selected functionality releases, patches, and documentation that are
generally offered to its customers, at no additional cost.

1.1.2 Custom Software Licenses

The State shall receive a worldwide, perpetual, irrevocable, non-exclusive paid-up limited
right and license to use, copy, modify and prepare derivative works of the Deliverables,
subject to any restrictions of any third-party materials embodied in the Deliverables and
disclosed to the State in Safer Institute's Proposal.

1.1.3 Custom Software, Interfaces, and Patches

All program updates, general maintenance releases, selected functionality releases, patches,
and documentation released to the State and applied by Safer Institute as needed to meet the
requirements, shall support and be compatible with the Safer Institute developed Custom
software and interfaces

1.1.4 The State must notify Safer Institute of any service deficiencies with fixes or
upgrades within ninety (90) days from performance of the services described in the
ordering document.

2. SYSTEM SUPPORT

2.1 Safer Institute's Responsibility
Safer Institute will be responsible for performing on-sile or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions
contained herein.

As part of the Software maintenance agreement, ongoing software maintenance and support levels,
including all new Software releases, shall be responded to according to the following:
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a. Class A Deficiencies - The Vendor shall have available to ihe State on-call telephone
assistance, with issue tracking available,to the State, twenty four (24) hours per day and
seven (7) days a week with an email / telephone response within two (2) hours of request;
or the Vendor shall provide support on-site or with remote diagnostic Services, within four
(4) business hours of a request;

b. Class B & C Deficiencies -The State shall notify the Vendor of such Deficiencies
during regular business hours and the Vendor shall respond back within four (4) hours of
notification of planned corrective action;

3. SUPPORT OBLIGATIONS AND TERM
\

3.1 Safer Institute shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract;

3.2 Safer Institute shall maintain a record of the activities related to warranty repair or maintenance
activities performed for the State;

3.3 For all maintenance Services calls. Safer Institute shall ensure the following information will be
collected and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency; 3)
action plans, dates, and times; 4) expected and actual completion time; 5) Deficiency resolution
information, 6) Resolved by, 7) Identifying number i.e. work order number, 8) Issue identified
by; and

3.4 Safer Institute must work with the State to identify and troubleshool potentially large-scale
System failures or Deficiencies by collecting the following information: I) mean time between
reported Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems.

3.5 If Safer Institute fails to correct a Deficiency within the allotted period of time Slated above, S^er
Institute shall be deemed to have committed an Event of Default, pursuant to Contract
Agreement Part -2 Section 13.1.1.1 and the State shall have the right, at its option, to pursue the
remedies in Part 2 Section 13.1.1.2, as well as to return Safer Institute's product and receive a
refund for all amounts paid to Safer Institute, including but not limited to, applicable license
fees, within ninety (90) days of notification to Safer Institute of the State's refund request

3.6 If Safer Institute fails to correct a Deficiency within the allotted period of time Stated above, Safer
Institute shall be deemed to have committed an Event of Default, pursuant to Contract
Agreement Part -2 Section 13.1.1.1 and the Stale shall have the right, at its option, to pursue the
remedies in Part 2 Section 13.1.1.2.
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CONTRACT 2017-086- PART 3

EXHIBIT H

PRIORITY RESPONSES

1. CONTRACT REQUIREMENTS

Safer Institute shall provide a fully operational Software Solution with the following
functionalities:

Gl-NERAL UKQUIRKMENTS

M/

O V/M/N

N'ctulor 1

CniiiDiciils 1

G-l Vendor shall provide Project Staff as specified in
the RFP.

M Y

G-2
Vendor shall provide detailed status reports on the
progress of the Project as directed by the State.

M Y

G-3

All user, technical, and System Documentation as
well as schedules, plans, status reports, and
correspondence must be maintained as project
documentation in MS Word and/or .pdf format as
appropriate, stored on a secure FTP site supplied
by the Vendor

M Y

TECnMCA L KKQU1R K.\IKN'I S

M/

O
^7M/N

Vciulor

Coininent.s

T-1

Web-based compatible and in conformance with
the following W3C standards:
XHTML 1.0

CSS 2.1

XML 1.0 (fourth edition)

M Y

T-2
MS SOL Server Database/ORACLE Database

M Y  1

T-3 GUI Interface Technologies
M Y

T-4

Windows XP; At a minimum, the System should
support , Internet Explorer 11, and 128 bit
encryption

M Y

SKCURn Y RKOUIRK.MKNTS M/

()
Y/M/N

W'lulor

(Joinniciits

S-1

Verify the identity or authenticate all of the
system client applications before allowing use of
the system to prevent access to inappropriate or
confidential data or services.

M Y
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S-2

Verify ihe idehiity or auihcniicate all of the
system's human users before allowing them to use
its capabilities to prevent access to inappropriate
or confidential data or services.

M Y

S-3 Enforce unique user names. M Y

S-4

Enforce complex passwords for Administrator
Accounts of ten characters or more in accordance
with DoIT's statewide User Account and

Password Policy

0 Y

S-5

Enforce the use of complex passwords for general
users using capital letters, numbers and special
characters

0 Y

S-6 Encrypt passwords in transmission and at rest
within the database.

M Y

S-7 Expire passwords after 180 days M Y

S-8

Authorize users and client applications to prevent
access to inappropriate or confidential data or
services.

M Y

S-9
Provide ability to limit the number of people that
can grant or change authorizations

M Y

S-IO Establish ability to enforce session timeouts
during periods of inactivity.

M Y

S-ll

Ensure application has been tested and hardened
to prevent critical application security flaws. ( At
a minimum, the application shall be tested against
all flaws outlined in the Open Web Application
Security Project (OWASP) Top Ten
(htlp://www.owasp.org/index.php/OWASP_Top_
Ten_Proiect))

0 Y t

S-12
The application shall not store authentication
credentials or sensitive Data in its code.

M Y

S-13

Audit all attempted accesses that fail
identification, authentication and authorization

requirements

M Y

S-14
The application shall log all activities to prevent
parties to application transactions from denying
that they have taken place.

M Y

S-I5

The application must allow a user to explicitly
terminate a session. No remnants of the prior
session should then remain.

M Y
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DEPARTMENT OF HEALTH AND HUMAN SERVICES
Emei^cncy System for Advance Registration of Volunteer Health Professionals (ESAR*VHP)

CONTRACT 2017-086- PART 3

EXHIBIT H

PRIORITY RESPONSES

S-17

Use only the Software and System Services
designed for use with the application. Data shall
be protected from unauthorized use when at rest.

M Y

S-18
The application Data shall be protected from
unauthorized use when at rest.

M Y

S-19

Keep any sensitive Data or communications
private from unauthorized individuals and
prORrams.

M Y

S-20 Subsequent application enhancements or upgrades
shall not remove or degrade security requirements

M Y

S-2I Create change management documentation and
orocedures

M

UOSTINf; RKQIJIRI-MI-NTS
OPERATIONS

M/

()
V/M/N

Vendor 1
Coninients |

H-1

Vendor shall maintain a secure hosting
environment providing all necessary hardware,
software, and Internet bandwidth to manage the
application and support users with permission
based logins. State access will be via internet
Browser

M Y

H-l.a

At the State's option, authorized third parties may
be given limited access by the Vendor to certain
levels of the Stale's system through the VPN or
through a separate network connection that meets
the Vendor's specifications.

M Y

H-2

At a minimum, the System should support this
client configuration; Pentium 4, 630/3 .OGHz PC,
Microsoft Windows XP Professional Version

2002, SP3, Iniemel Explorer 6, and 128 bit
encryption. The Slate will be responsible for
equipment, labor, and /or services necessary to
set-up and maintain the internet connectivity at
the State and/or other third party sites.

M Y

H-2.a

Vendor will not be responsible for network
connection issues, problems or conditions arising
from or related to circumstances outside the
control of the Vendor, ex: bandwidth, network
outages and /or any other conditions arising on the
Stale's internal network or, more generally,
outside the Vendor's firewall or any issues that
are the responsibility of the State Internet Service
Provider.

M Y
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H-3

Vendor shall provide a secure Class A Data
Center providing equipment (including dedicated
servers), an on-site 24/7 system operator,
managed firewall services, and managed backup
Services.

M Y

H-4

Data Center Air Conditioning - used to control
temperature and humidity in the Data Center.
Temperature ranges shall be between 68 and 75
op

M Y

H-5
Data Center Humidity shall be non-condensing
and be maintained between 40-55% with
maximum dew point of 62 °F.

M Y

H-6

Data Center Backup Power - uninterruptible
power supplies shall be sized to sustain computer
systems and associated components for, at a
minimum, the amount of time it lakes for a

backup generator to take over providing power.
Where possible, servers shall contain redundant
power supplies connected to commercial power
via separate feeds.

M Y

H-7

Data Center Generator - shall be sufficient to
sustain computer systems and associated
components for, at a minimum, the amount of
time it takes for commercial power to return. Fuel
tanks shall be large enough to suppon the
generator at - full load for a period not less than 1
Vi days of operation.

M Y

H-8

Data Center Floor - A raised floor is required for
more uniform air circulation in the form of a
plenum for cold air as well as to provide space for
power cabling and wetness monitoring.

0 Y

H-9

Data Center Fire Protection System - fire
detectors in conjunction with suppression gaseous
systems must be installed to reduce the risk of
loss due to fire.

M Y

H-10

The Data Center must be physically secured -
restricted access to the site to personnel with
controls such as biomeiric, badge, and others
security solutions. Policies for granting access
must be in place and followed. Access shall only
be granted to those with a need to perform tasks in
the Data Center.

M Y

H-11
Vendor must monitor the application and all
servers.

M Y '

2017-086 Exhibit H-Priorit'^esponses
Initial All Pages:
Safer Institute's Initials/ Exhibit H Page.33 of 60



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)
CONTRACT 2017-086- PART 3

EXHIBIT H

PRIORITY RESPONSES

H-12 Vendor shall manage the databases and services
on all servers located at the Vendor's facility.

M Y

H-13
Vendor shall install and update all server patches,
updates, and other utilities within 60 days of
release from the manufacturer.

M Y

H-14 Vendor shall monitor System, security, and
application logs.

M . Y

H-I5
Vendor shall manage the sharing of data
resources.

M Y

H-16 Vendor shall manage daily backups, off-site data
storage, and restore operations.

M Y

H-17 The Vendor shall monitor physical hardware. M Y

H-18 The Vendor shall immediately report any breach
in security to the Stale of New Hampshire.

M Y

HOSTINC RI:QLIIREMI:NTS - DISASTER
Ri:C()\'ERY '

M/

O
Y/M/N

Vendor

Comments

H-I9

Vendor shall conform to adequate disaster
recovery procedures as defined by the State of
New Hampshire.

M . Y

H-20

Vendor shall have documented disaster recovery

plans that address the recovery of lost State data
as well as their own. Systems shall be architected
to meet the defined recovery needs.

M Y

H-2I

The disaster recovery plan shall identify
appropriate methods for procuring additional
hardware in the event of a component failure. In
most instances, systems shall offer a level of
redundancy so the loss of a drive or power supply
will not be sufficient to terminate services

however, these failed components will have to be
replaced.

M Y

H-22 Vendor shall adhere to a defined and documented

back-up schedule and procedure.
M V

H-23
Back-up copies of data are made for the purpose
of facilitating a restore of the data in the event of
data loss or System failure.

M Y
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H-24
Scheduled backups of all servers must be
completed to two (2) different media every 24
hours.

0 Y

H-25
The minimum acceptable frequency is differential
backup daily, and complete backup weekly.

M Y

H-26

Tapes or other back-up media tapes must be
securely transferred from the site to another
secure location to avoid complete data loss with
the loss of a facility.

M Y

H-27

If State data is personally identifiable, data must
be encrypted in the operation environment and on
backup tapes.

M Y

H-28

Data recovery - In the event that recovery back to
the last backup is not sufficient to recover State
Data, the Vendor shall employ the use of database
logs in addition to backup media in the restoration
of the database{s) to afford a much closer to real
time recovery. To do this, logs must be moved off
the volume containing the database with a
frequency to match the business needs.

M Y

HOSTING HKQIJIRKMENTS - NETWORK
ARClllTECTLiRE

M/

O
3731/N

Vendor

Comments

H-29

The Vendor must operate hosting Services on a
network offering adequate performance to meet
the business requirements for the State
application. For the purpose of this RFP. adequate
performance is defined as 99.9% per day uptime,
exclusive of the regularly scheduled maintenance
window.

M Y

H-30

The Vendor shall provide network redundancy
deemed adequate by the State by assuring
redundant connections provided by multiple
Internet Providers or, must have their service

supplied by a provider that has multiple feeds, so
that a failure of the Internet connections will not

interrupt access to the State application.

M Y

H-31

The Vendor* network architecture must Include

redundancy of routers and switches in the Data
Center.

M Y
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H-32

Remote access shall be customized to the State's

business application. In instances where the State
requires access to the application or server -
resources not in the DMZ, the Vendor shall
provide remote desktop connection to the server
through secure protocols such as a Virtual Private
Network (VPN).

M Y

liOSTlNO RKQIJIRI-Ml-'NT - NETWORK
ARCHITKCTURE

M/

()

Vendor 1
Comments |

H-33

The Vendor shall employ security measures
ensure that the State's application and data is
protected.

M Y

H-34

All logging should be done to central log server
and retained per period of X days or months. This
will allow log review and help prevent hackers
from modifying log systems if access is gained.

M Y

H-35
If State Data is hosted on multiple servers, data
exchanges between and among servers must be
encrypted.

M Y

H-36

All servers and devices must have currently
supported and hardened operating systems, the
latest anti-viral, anti-hacker, anti-spam,
antispyware, and anii-malware utilities. The
environment, as a whole, shall have aggressive
intrusion-detection and firewall protection, (i.e. no
persistent cookies will be allowed at end user
stations)

M Y

H-37

All components of the infrastructure shall be
reviewed and tested to ensure they protect the
Slate's hardware, software, and its related data
assets. Tests shall focus on the technical,
administrative and physical security controls that '
have been designed into the System architecture
in order to provide confidentiality, integrity and
availability.

M Y

f

H-38

In the development or maintenance of any code,
the Vendor shall ensure that the Software is
independently verified and validated using a
methodology determined appropriate by the Stale.
All software and hardware shall be free of
malicious code.

M Y
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H-39

The Vendor shall notify the State's Project
Manager of any security breaches within two (2)
hours of the time that the Vendor learns of their
occurrence.

M Y

H-40

The Vendor shall ensure its complete cooperation
with the State's Chief Information Officer in the

detection of any security vulnerability of the
Vendor' hosting infrastructure and/or the
application.

M Y

H-4I

The Vendor shall be solely liable for costs
associated with any breach of State data housed at
their location(s) including but not limited to
notification and any damages assessed by the
courts.

M Y

H-42
The Vendor shall authorize the State to perform
scheduled and random security audits, including
vulnerability assessments, of the Vendor' hosting
infrastructure and/or the application upon request.

M Y

H-43

The Vendor shall provide fire detection and
suppression system, physical security of and
infrastructure security of the proposed hosting
facility. The environmental support equipment of
the Vendor website hosting facility: power
conditioning: HVAC; UPS; generator must be
acceptable to the State.

M Y

1  HOSTING RKQUIREMKNTS
SERVICE EEVKE AGREEMENT

M/

0
VAl/N

Vendor

Comment.s

H-44

The Vendor's System support and maintenance
shall commence upon the Effective Dale and
extend through the end of the Contract term, and
any extensions thereof.

M Y

H-45

Maintain the hardware and Software in

accordance with the Specifications, terms, and
requirements of the Contract, including providing,
upgrades and fixes as required.

M Y

H-46

Repair or replace the hardware or Software, or
any portion thereof, so that the System operates in
accordance with the Specifications,' terms, and
requirements of the Contract.

M Y

H-47

The State shall have unlimited access, via phone
or Email, to the Vendor technical support staff
between the hours of 8;30am to 5:00pm- Monday

M Y
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thru Friday EST;

H-48

The Vendor response time for support shall
conform to the specific Deficiency class as
described in Sections 6.12.2, a & b;

M Y
1

H-49

The hosting server for the State shall be available
twenty-four (24) hours a day, 7 days a week
except for during scheduled maintenance.

M Y

H-50
The Vendor will guide the State with possible
solutions to resolve issues to maintain a fully
functioning, hosted System.

M Y

H-51

A regularly scheduled maintenance window shall
be identified (such as weekly, monthly, or
quarterly) at which time all relevant server
patches and application upgrades shall be applied.

M Y

H-52

The Vendor will give two-business day's prior
notification to the Slate Project Manager of all
changes/updates and provide the Stale with
training due to the upgrades and changes.

M Y

H-53

The Vendor shall guarantee 99.9% uptime per
day, exclusive of the regularly scheduled
maintenance window

M Y

H-54

If The Vendor is unable to meet the 99.9% per
day uptime requirement. The Vendor shall credit
Stale's account in an amount based upon the
following formula: (Total Contract Item
Price/365) x Number of Days Contract Item Not
Provided. The State must request this credit in
writing.

M Y

H-55
The Vendor shall use a change'managenreni
policy for notification and tracking of change
requests as well as critical outages.

M Y

H-56

A critical outage will be designated when a
business function cannot be met by a
nonperforming application and there Is no work
around to the problem.

M Y
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H-57

All hardware and software components of the
Vendor hosting infrastructure shall be fully
supported by their respective manufacturers at all
times. All critical patches for operating systems,
databases, web services, etc., shall be applied
within thirty (30) days of release by their
respective manufacturers.

M Y

H-58

The Vendor shall maintain a record of the
activities related to repair or maintenance
activities performed for the State and shall report
quarterly on the following;
•  Server up-time

• All change requests implemented, including
operating system patches
• All critical outages reported including actual
issue and resolution
• Number of deficiencies reported by class with
initial response time as well as time to close.
• System patching in support of H-57

M y

H-59
The Vendor shall provide the State with a
personal secure FTP site to be used by the State
for uploading and downloading files.

M y

8.1.1.1.1.1.1.1 Business Requirements Responses Specific to Federal ESAR-VHP Requirements

Vendor Response Requirement / Deliverable Type

Vendor ComnM

details for all

responses

# A PA UD NA

R1 X Ability to add / update / delete volunteer information. Required

R2 X Ability for volunteers to edit their own record. Required

R3
X

Ability for the system to notify the administrator when a
volunteer record has been edited. Required |

R4
X

Ability for local administrator to limit what fields a volunteer
can and cannot edit. Required

R5

X

Ability for volunteers to create a username and password that
allows them to register and then access their application when
needed. Required I

R6
X

Identify each volunteer with a unique identifier as defined in
the ESAR-VHP Technical Guidelines (2007). Required

R7 X Ability to register at least 200 volunteers simultaneously Required
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Vendor Response Requirement / Deliverable Type

Vendor Comnu

details for all

responses

without degradation to service of performance.

R8
X

Record willingness of volunteer to participate in a Federally
coordinated emergency response. Required |

R9
X

Record and prioritize all volunteer affiliations (professional and
emergency preparedness) and response commitments. Required (

RIO

X

Ability to collect information on volunteer deployment
interests/requirements by specialty/resource type, deployment
type, geography, time period, distance from specific map
coordinate, travel restrictions, health constraints, and other

items. Required |

Rll
X

Ability to allow the volunteer to remove or inactivate their
record from the registry. Required |

R12
X

Ability to designate volunteer as "active" or "inactive" and to
reactivate volunteers. Required |

R13 X Ability to designate volunteer as a student. Required

R14
X

Ability to collect comments from volunteer upon completion of
registration. Required 1

R15
X

Ability to input notes from administrators about volunteers into
system that can only be viewed by administrators 1

Ri6
X

Ability to uplqad or capture, display online, and store photos of
volunteers. i Required

RI7 X Ability to store one or more aliases or nicknames Required

RIB

X

Ability to store up to six contact points per volunteer for
notification, but not all arc required. Email is also not required
for rcgislralion Required J_

A PA UD NA

D1 X
System must contain In its database, at a minimum, all of the data
elements defined in the ESAR-VHP Technical Guidelines (2007).
If unable, explain. Required

D2 X
Ability to collect other data elements as determined necessary by
the State without customization charges. Required

D3 X

The acquisition, use, disclosure, and storage of identifiable
health-information must all be consistent with federal and slate

health information privacy laws.

D4 X
Ability to dynamically alter the required data elements 'on the
fly'. Required

D5 X
Ability to report user-based data entry enors followed by precise
instructions on how to correct errors Required

D6 X
Describe process for identifying who can add / modify data
elements'

D7 X Describe process for modifications. -
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Vendor Response Requirement / Deliverable . _ Type

Vendor Comm<

details for all

responses

A PA UD NA

C1
X

Ability to collect up to four occupation types for a volunteer with
the ability to prioritize occupation type if more than one is given. Required

C2

X

Ability to provide consent mechanism for volunteers to give
permission for their credentials to be verified by the appropriate
agency Required

C3 X

Ability to collect and store all information (such as number, type,
expiration dale, etc.) necessary to determine the credential level
of a volunteer for all professions defined in the ESAR-VHP
Technical Guidelines (2007) including but not limited to
licensure or certification, education, training, experience,
specialties, and other state licenses. Required

C4 X
Ability to support multiple field hardware solutions used in
credentialing health care professionals. Required

C5 X

Ability to integrate with Stale licensure boards via Web service or
trusted flat file sources to permit automatic licensure database
updates using secure FTP or SOAP/XML. Required

C6 X

Ability to integrate with DBA, 010, ABMS, ADA, FSMB, and
other national licensure boards via Web service or trusted flat file
sources as required by the ESAR-VHP Technical Guidelines
(2007). Required

C7 X

Ability to track volunteer training and/or integrate with State
Learning Management System to link training data with a
volunteer's registration data. Required

C8 X

Ability to display real-time status report of each system
integration, including a status history, to authorized
administrators. Required

C9 X

Ability to automatically assign (in advance or on scene) and
display online within volunteer profiles emergency credential
levels as defined in the ESAR-VHP Technical Guidelines (2007). Required

C!0 X
Ability to support on-scene registration of spontaneous volunteers
and their credentialing. Required

CM X Ability for system to record and identify re-credentialing
activities by status and date. Required

CI2 X Ability for system to be able to verify and process credential
information updates on an initial, periodic, or on-demand basis. Required

C13 X
Ability to expand and support the National Incident Management
System's (NIMS) credentialing guidelines. Required

CM X

System must meet and exceed ASPR benchmarks for ESAR-VHP
and provide a no-cost update to be compliant with new
benchmarks as they become available. Compliance must be
completed within 6 months of release of new guidelines. Required
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Vendor Response Requirement / Deliverable Type

Vendor ComoM

details for all

responses

C15 X
Ability to perform manual updating of volunteer's credential
information. Required

A PA UD NA

TI X
Ability to track information about volunteers during deployment.
Provide a detailed explanation of the process.

Required

T2 X

What kind of information can be tracked and stored? For

example, event, location, limes, affiliations, event type, other,
etc...

Event, Location

all personnel inf(

T3 X

Ability to create, manage, and deploy teams of volunteers using
web-based tools that are also integrated into the notification
system for availability checking. Required

Vendor Response Requirement/Deliverable Type

Vendor Comn

details for all

T4 X

Ability to support the dynamic creation of groups and teams
within the application. Each group and team supports a local
administrator model for managing each unique site. Required

T5 X Ability to maintain a history of volunteer deployments. Required

T6 X
Ability for a volunteer to print a receipt documenting deployment
to an incident. Required

T7 X

Ability to electronically collect and store evaluations and after-
action forms from volunteers at the conclusion of each
deployment. Required

A PA UD NA

RQl X

Ability to search volunteers in both simple and complex ways.
For example the application should be able to support searching
on multiple criteria (utilizing Boolean AND searches) covering
all data elements routinely collected from volunteers. (For
example, administrators should be able to search for registered
nurses in Worcester who have Advanced Cardiac Life Support
(ACLS), PALS, and fluency in Spanish.). Required

RQ2 X
Ability to report on the volunteers willingness to participate in
emergency responses at the Federal level. Required

RQ3 X

Ability to generate reports on volunteer profession, availability,
contact information, or experience to share with other
cities/towns to maximize volunteer resource utilization during
surge events. Required

RQ^ X
Ability to generate a report that lists the volunteers for a given
'active' event. Required

rq; X
Ability to run a report on each component of the volunteer
u-ackinp management module as a standard report set. Required

ROt X Ability to generate reports with mail merge capability. Required

Vendor Response RequiremeDt/DeHverabie Type

Vendor Comn

details for all *^1

RQ7 X Pre-built reports/queries included with system (list standard Required
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Vendor Rcsoonse Requirement / Deliverable Type

Vendor Commt

details for all

responses

reports).

R08 X Ability to create new reports/queries. Required

R017 X Ability to print reports. Required

Rni ■ X Ability to export reports to PDF and CSV with single click. Required

RQI^ X
Ability to provide a volunteer summary report which provides a
listed detail of the events that the volunteer has participated in. Required

ROl? X Ability to email report/query results directly from the system. Required

RQI( X

Ability to share limited reports (ability to remove personal
identifiers or Social Security number if applicable) with
neighboring citics/towns/jurisdictions Required

RQn X

Ability to automatically generate periodic status reports on
system (including number of volunteers registered) and email
them to administrators Required

RQIE X
Ability to print query results from screen via online Print Screen
button. Required

A PA UD

11 X
Ability to export selected volunteer information to a CSV or
Excel file based on selected data elements. >

Required

15 X
Ability to import volunteer information, such as a flat file, into
the system using a pre-defined template provided by the State.

Required

A PA l)D NA

N1 X

Ability to send two-way notifications via voice, SMS (using an
aggregator not using an Internet to SMS gateway), fax, pager
(one-way and two-way), email, and fax. Required

N2 X
Ability to prioritize alerts by type and according to volunteer
role. Required

Vendor Response Requirement/Deliverable Type

Vendor Comn

details for all

N3 X
Ability to have alerts repeat for a specified number of limes if a
volunteer has not responded. Required

N4 X
Ability to send telephone messages using on-lhe-fly texi-to-

. speech, uploaded audio, and pre-recorded audio messages. Required

N5 X

Ability to notify over 3,000 recipients per hour (given a 60
second message) via voice and over 60,000 recipients per hour
via SMS, email, and fax. Solution must be hosted by the vendor
and cannot be combined with any other system. Required

N6 X

Ability for recipients to respond via telephone, SMS, email, and
call-in number to questions asked in the notification message.
For example, "Are you available to respond to this disaster?
Press 1 for yes, 2 for no, 3 for unsure, etc..." Up to nine
response options are needed and they must be able to be
composed on the fly. Required

N7"x Ability to view responses to nolificaiions in real-lime on a per- Required
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Vendor Response Requirement / Deliverable v Type

Vendor Comnn

details for all

responses

notincation basis using a reporting dashboard.

N8 X Ability to send internal system messages. Required

N9 X

Ability for system to send volunteer information update
reminders via internal message, email, phone, fax, pager, and
SMS. For example: successful completion of the registration
process; successful validation of the volunteer record; event
activation notifications; expiring license; record update prompt;
informational messages. Required

NIC X

Ability for system to send notification(s) to specific volunteers
based on one or more data elements as criteria.

Required

Vendor Response Requirement/Deliverable Type
Vendor Comn

details for all

Nil X
Ability for system to track initiator of noiification(s) with a
minimum of 36-months of history. Required

N12 X
Ability to preview or lest outbound messages prior to sending
messages. Required

N13 X Ability to create and save deployment notification groups. Required

N14 X Ability to create and save notification messages. Required

N15 X Ability to send attachments via both internal and email methods. Required

A PA UD NA

01 X

Ability to change the appearance of the product so that it
represents the look and feel of the local units and administrators
or the state. Required

02 X
Ability to create event web pages, newsletters, and email on the
application with html code. Required

03 X
Ability to dynamically create unlimited numbers of events and
activate volunteers specific to an event Required

04 X Ability for volunteers to accept or reject events online Required

05 X
Ability to archive volunteer records or volunteer detail data
without losing the information. Required

06 X
Ability for administrators to post training, policy, and
deployment documentation (directly or through web links). Required

07 X

Ability for local administrators to customize features at their
local level to include: the ability to post critical and
informational messages and set an end date (which removes the
message); tools for customizing the site; the ability to add
relevant external links to the site; the ability to display the teams
that a volunteer belongs to; support of state, regional, and team
portal sites. Required

08 X Ability to interface with mobile devices. Optional

09 X
Ability of system to interface with 3rd party volunteer
registration systems

Optional
,

X Ability of system to interface with CIS software I Optional
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Reauirement / DeliverableVendor Response
NAPA

Required

Vendor Commi

details for all

responses

Ability to derinc levels and types of system access

A2

A3

A8

Ability to define user roles. Describe selling access rights to
screens, functionality, and data.

Allows for growth in the number of system users and
administrators and is noi limited in capacity

Required

Required

Ability to access volunteers' data on site or from a staging area
to verify their identity and credentials Required

A9

PI

Ability to rapidly access and review information through the
Internet at any time from any computer with Internet access
(24/7/365). Additionally the solution must work via the Internet
using current versions of Internet Explorer, Safari, Mozilla, and
Firefox. Required

Oottonalort two-factor authentication.AbilitAlC to su

UD NAPA

ATI X

PA UD NA

Ability to track login/logout, data add/modify/delete, role
changes, report generation at the user and administrator level.

Product must be web-based and have the ability to create
unlimited numbers of administrative accounts with varying

levels of access to the system and dynamically create unlimited
numbers of events on the system. Required

P2

The product must have the ability to designate, in advance,
assignments and locations for an event and assign tasks and
locations to volunteers active in an event. Required

P3 X
Ability to dynamically extend administrative rights & privileges
to volunteers in the system. Required

P4 X
Ability to create unlimited numbers of custom user roles in the
system. Required

P5
Ability to manage double-counting of volunteers that are
activated for events. Required

P6 Ability to schedule volunteers during events. Required

P27 X
Product must be "turn-key" and be considered Commercial-Off-
The-Shelf (COTS) software. Required

P28
Product may not require the State to purchase any
hardware, software, or licenses to operate.

other

Required

P29

TNI

Product must have Application Programming Interfaces (APIs)
available in the application software to support integration with
other applications. Describe what functionality and
documentation is available for these API's. Required

2017-086 Exhibit H-Piioiily Responses
Initial All Pages:
Safer Institute's Initials, Exhibit H Page 45 of 60



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)
CONTRACT 2017-086 - PART 3

EXHIBIT I

WORK PLAN

Safer Institute's Project Manager and the Slate Project manager shall finalize a Work Plan within five (5) days
of being notified of approved technical maintenance or support work. Continued development and
management of the Work Plan is a joint effort on the part of Safer Institute and State Project Managers.

In conjunction with Safer Institute's Project Management methodology, which shall be used to manage the
Project's life cycle. The Plan is documented in accordance with Safer Institute's Work Plan and shall utilize
Microsoft Project Software to support the ongoing management of the Project.

1. ASSUMPTIONS

A. General

•  The State shall provide team members with decision-making authority to support the technical
maintenance and support tasks.

•  All key decisions will be resolved within five (5) business days. Issues not resolved within this
initial period will be escalated'to the State Project Manager for resolution.

•  Any activities, decisions or issues taken on by the Stale that affect the mutually agreed upon
timeline, scope, resources, and costs shall be subject to the identified Change Control process.

•  Safer Institute shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP).

B. Logistics
•  The Safer Institute Team reserves the right to perform that work at a facility other than that

fumished by the State.
,• The Safer Institute Team shall honor all holidays observed by Safer Institute or the State,

although with permission, may choose to work on holidays and weekends.

C. Project Management
•  The Slate shall approve the Project Management Methodology used for the Project.
•  The State shall provide the Project Team with reasonable access to the State personnel as needed

to complete project tasks.
•  A Project folder created within the State system shall be used for centralized storage and retrieval

of project documents, work products, and other material and information relevant to the success
of the project and required by project team members. This central repository is secured by
determining which team members have access to the project folder and granting either view or
read/write privileges. Safer Institute's Project Manager will establish and maintain this folder.
The State Project Manager shall approve access for the State team. Documentation can be stored
locally for Safer Institute and State team on a "shared" network drive to facilitate case and speed
of access. Final versions of all documentation shall be loaded to the State system.
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•  Safer Institute assumes that an Alternate Project Manager may be appointed from time to lime to
handle reasonable and ordinary absences of the Project Manager.

D. Technical Environment and Management
•  The Slate is responsible for providing the Internet access.
•  Designated Stale systems personnel shall be available during normal working hours and for

adjustments to operating systems configurations and tuning.

E. Conversions - Reserved

F. Project Schedule
-  • Effective during the Contract Term, See Part 2, Section 2.

G. Reporting
•  Safer Institute shall conduct status meetings, and provide reports that include, but are not limited

to, minutes, action items, test results and Documentation as directed by the State.

H. User Training and Change Management - Reserved

I. Performance Testing - Reserved

2. ROLES AND RESPONSIBILITIES

A. Safer Institute Team Roles and Responsibilities

1) Safer Institute Team Project Executive
The Safer Institute Team's Project Executives (Safer Institute and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of the technical
maintenance and support throughout the project life cycle.

2) Safer Institute Team Project Manager
The Safer Institute Team Project Manager shall have overall responsibility for the day-to-day
management of the project and shall plan, track, and manage the activities of the Safer Institute
Team. The Safer Institute Team Project Manager will have the following responsibilities;

• Maintain communications with the State's Project Manager;

•  Create and maintain a Work Plan;

•  Assign Safer Institute Team consultants to tasks in the Project according to the scheduled
staffing requirements;

•  Define roles and responsibilities of all Safer Institute Team members;
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•  Provide update progress reports to the Slate Project Manager;
•  Notify the State Project Manager of requirements for State resources in order to provide

sufficient lead lime for resources to be made available;

•  Review task progress for time, quality, and accuracy in order to achieve progress;
•  Review requirements and scheduling changes and identify the impact on the project in order

to identify whether the changes may require a change of scope;
•  Implement scope and Schedule changes as authorized by the State Project Manager and with

appropriate Change Control approvals;
•  Inform the Slate Project Manager and staff of any urgent issues if and when they arise; and
•  Provide the State completed Project Deliverables and obtain sign-off from the State's Project

Manager.

3) Safer Institute Team
The Safer Institute Team shall validate the Safer Institute Team's understanding of the State
business requirements by application:
•  Produce application configuration definitions and configure the applications;
•  Conduct testing of the configured application;
•  Produce functional specifications for extensions, conversions, and interfaces;
•  Assist the State in the testing of extensions, conversions, and interfaces; and
•  Assist with the correction of configuration problems identified during system, integration

and acceptance testing.

B. State Roles and Responsibilities

The following State resources have been identified for the project. The time demands on the
individual Slate team members will vary depending on the phase and specific tasks of the technical
maintenance and support. The demands on the Subject Matter Experts' time will vary based on the
need determined by the State Leads.

1) State Project Manager
The State Project Manager shall work side-by-side with the Safer Institute Project Manager. The
role of the Slate Project Manager is to manage State resources (IF ANY), facilitate completion of
all tasks assigned to State staff, and communicate project status on a regular basis. The State
Project Manager represents the State in all decisions on project matters, provides all necessary
support in the conduct of the project, and provides necessary State resources, as defined by the
Work Plan and as otherwise identified throughout the course of the Project. The State Project
Manager has the following responsibilities:
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•  Identify and secure the State project team members;
•  Define roles and responsibilities of all State project team members assigned to the project;
•  Identify and secure access to additional State end-user staff as needed to support specific

areas of knowledge if and when required to perform certain tasks;
•  Communicate issues to State management as necessary to secure resolution of any matter

that cannot be addressed at the project level;
•  Inform the Safer Institute Project Manager of any urgent issues if and when they arise; and
•  Assist the Safer Institute team staff to obtain requested information if and when required to

perform certain project tasks.

2) State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the State's
current business practices and processes, provide agency knowledge, and participate in the
Project. Responsibilities of the SME include the following:
•  Be the key user and contact for their Agency or Department;
•  Assist in system, integration, and acceptance testing; and
•  Attend Project meetings when requested.

3) State Technical Lead and Architect - Reserved

4) State Testing Administrator - Reserved

3. SOFTWARE APPLICATION

THERE IS NO SOFTWARE REQUIRED TO BE SUPPLIED BY THE STATE FOR THE
SAFER INSTITUTE TO PERFORM THE ACTIVITIES OF THE CONTRACT.
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4. CONVERSIONS - Reserved

5. INTERFACES

NOT APPLICABLE - THERE ARE NO INTERFACES REQUIRED

6. APPLICATION MODIFICATION - Reserved

7. PRELIMINARY WORK PLAN - Reserved

(REMAINDER OF PAGE LEFT BLANK INTENTIONALLY)
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1. LICENSE GRANT

Subject to the payment of applicable license fees set forth in Contract Exhibit B: Price and Payment
Schedule, Safer Institute hereby grants to the State a worldwide, perpetual, irrevocable, non
exclusive, non-transferable, limited license to use the Software and its associated Documentation,
subject to the terms of the Contract. The State may allow its agents and contractors to access and use
the Software, and in such event, the Stale shall first obtain written agreement from such agents and
contractors that each shall abide by the terms and conditions set forth herein.

2. SOFTWARE AND DOCUMENTATION COPIES

Safer Institute shall provide the State with a sufficient number of hard copy versions of the Software's
associated Documentation and one (1) electronic version in Microsoft WORD and PDF formal. The
State shall have the right to copy the Software and its associated Documentation for its internal
business needs. The State agrees to include copyright and proprietary notices provided to the State by
the Vendor on such copies.

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of Safer Institute's proprietary

rights;
b. Make the programs or materials available in any manner to any third party for use in the

third party's business operations, except as permitted herein; or
c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software, and
its associated documentation, shall remain with Safer Institute.

5. VIRUSES

Safer Institute shall provide Software that shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

As a part of its internal development process, Safer Institute will use reasonable efforts to test the
Software for viruses. Safer Institute shall also maintain a master copy of the appropriate versions of
the Software, free of viruses. If the State believes a virus may be present in the Software, then upon
its request. Safer Institute shall provide a master copy for comparison with and correction of the
State's copy of the Software.

6. AUDIT

Upon forty-five (45) days written notice, Safer Institute may audit the State's use of the programs at
Safer Institute's sole expense. The State agrees to cooperate with Safer Institute's audit and provide
reasonable assistance and access to information. The State agrees that Safer Institute shall not be
responsible for any of the State's reasonable costs incurred in cooperating with the audit.
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Nolwiihsianding the foregoing, Safer Institute's audit rights are subject to applicable State and federal
laws and regulations.

7. SOFTWARE NON-INFRINGEMENT

Safer Institute warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software ("Material") provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third party.

I

The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive
termination of the Contract. In' the event that someone makes a claim against the State that any
Material infringe their intellectual property rights. Safer Institute shall defend and indemnify the State
against the claim provided that the Slate:

a. Promptly notifies Safer Institute in writing, not later than 30 days after the State receives
actual written notice of such claim;

b. Gives Safer Institute control of the defense and any settlement negotiations; and
c. Gives Safer Institute the information, authority, and assistance reasonably needed to

defend against or settle the claim.

Notwithstanding the foregoing, the State's counsel may participate in any claim to the extent the
State seeks to assert any immunities or defenses applicable to the Slate.

If Safer Institute believes or it is determined that any of the Material may have violated someone
else's intellectual property rights. Safer Institute may choose to either modify the Material to be non-
infringing or obtain a license to allow for continued use, or if these alternatives are not commercially
reasonable. Safer Institute may end the license, and require return of the applicable Material and
refund all fees the State has paid Safer Institute under the Contract. Safer Institute will not
indemnify the State if the Stale alters the Material without Safer Institute's consent or uses it outside
the scope of use identified in Safer Institute's user Documentation or if the State uses a version of
the Material which has been superceded, if the infringement claim could have been avoided by using
an unaltered current version of the Material which was provided to the State at no additional cost.
Safer Institute will not indemnify the State to the extent that an infringement claim is based upon any
information design, specification, instruction, software, data, or material not furnished by
<CONTRACTOR>. Safer Institute will not indemnify the State to the extent that an infringement
claim is based upon the combination of any Material with any products or services not provided by
Safer Institute without Safer Institute's consent.

8. SOFTWARE ESCROW

8.1 Safer Institute represents and warrants that the currently existing source code for the software
licensed to the State under the Contract, as well as the Documentation for such software, and
developer comments to the source code for the software (the "Deposit Materials") have been
deposited in an escrow account maintained at Guard-IT Corporation, 1250 S. Capital of Texas
Hwy, BIdg 3, Ste 400, Austin, TX, 78746, "Escrow Agent") as required by this Contract. Future
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Deposit Materials for major version releases (e.g., 2011 .x) of the software not otherwise delivered
to the State Licensee as source code shall be deposited in the escrow account (normally within six
(6) months after the first commercial shipment of each such release). Safer Institute shall
promptly pay to the Escrow Agent all escrow fees that become due under the Escrow Agreement
to maintain the Software in escrow.

8.2 Safer Institute agrees that, upon execution of this Contract, the State shall be added to the Escrow
Agreement as a beneficiary. The Escrow Agent shall notify the Slate that it has been added as a
subscriber within a commercially reasonable time. Thereafter, upon the request of the State, to be
made no more frequently than annually. Safer Institute shall provide the State with written
verification that the Software has been deposited with the Escrow Agent.

8.3 The Escrow Agent shall make and release a copy of the applicable Deposit Materials to the State
upon the occurrence of any of the following events ("Release Events"):

(a) Safer Institute has made an assignment for the benefit of creditors:
(b) Safer Institute institutes or becomes subject to a liquidation or bankruptcy proceeding of

any kind;

(c) A receiver or similar officer has been appointed to take charge of all or part of Safer
Institute's assets;

(d) Safer Institute terminates its maintenance and operations support services for the State for
the software or has ceased supporting and maintaining the software for the State whether
due to its ceasing to conduct business generally or otherwise, except in cases where the
termination or cessation is a re.sult of the non-payment or other fault of the Slate;

(e) Safer Institute defaults under the Contract; or
(f) Safer Institute ceases its on-going business operations or that portion of its business

operations relating to the licensing and maintenance of the Software.

8.4 In the event that Deposit Materials are released from escrow to the State, Safer Institute hereby
grants the Stale the right to use, copy, modify, display, distribute, and prepare derivative works of
the Deposit Materials, and to authorize others to do the same on behalf of the Stale (contractors,
agents, etc.), solely for the purpose of completing the performance of Safer Institute's obligations
under the Contract, including, but not limited to, providing maintenance and support for, the
software and subject to the rights granted in this Contract.

8.5 Safer Institute agrees to pay all costs associated with the escrow covered by this Contract, except
for nominal fees to cover the cost of reproduction and distribution of release of the Deposit
Materials to the Slate, including all related reasonable administrative expenses
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9 1. WARRANTIES

9.1 1.1 Services

Safer Institute warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

9.2 1.2 Software

Safer Institute warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Support and Maintenance warranty, the State's remedy, and
Safer Institute's entire liability, shall be: (a) the correction of program errors that cause
breach of the warranty, or if Safer Institute cannot substantially correct such breach in a
commercially reasonable manner, the State may end its program license and recover the
fees paid to Safer Institute for the program license and any unused, prepaid technical
support fees the State has paid for the program license; or (b) the re-performance of the
deficient services, or (c) if Safer Institute cannot substantially correct a breach in a
commercially reasonable manner, the State may end the relevant services and recover
the fees paid to Safer Institute for the deficient services.

9.3 U Non-Infringement

Safer Institute warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software ("Material") provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third party.

9.4 1.4 Viruses; Destructive Programming

Safer Institute warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

9.5 1.5 Compatibility

Safer Institute warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
components provided by Safer Institute to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.
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9.6 1.6 Services

^  Safer Institute warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards, Specifications, and terms of
the Contract.

9.7 1.7 Personnel

Safer Institute warrants that all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and otherwise authorized to do so
under all applicable laws.

2. WARRANTY SERVICES

Safer Institute agrees to maintain, repair, and correct Deficiencies in the System Software, including
but not limited to the individual modules or functions, during the Warranty Period, at no additional
cost to the State, in accordance with the Specifications, Terms and requirements of the Contract,
including, without limitation, correcting all errors, and defects and Deficiencies; eliminating viruses
or destructive programming; and replacing incorrect, defective or deficient Software and
Documentation.

Warranty Services shall include, without limitation, the following:

a. Maintain the System Software in accordance with the Specifications and Terms of the
Contract;

b. Repair or replace the System Software or any portion thereof so that the System operates in
accordance with the Specifications, Terms and requirements of the Contract;

c. Safer Institute shall have available to the Slate on-ca!l telephone assistance, with issue
tracking available to the State, twenty four (24) hours per day and seven (7) days a week with
an email / telephone response within two (2) hours of request, with assistance response
dependent upon issue severity;

d. On-site additional Services within four (4) business hours of a request;

e. Maintain a record of the activities related to warranty repair or maintenance activities
performed for the State;

f. For all Warranty Services calls. Safer Institute shall ensure the following information will be
"collected and maintained; 1) nature of the Deficiency; 2) current status of the Deficiency; 3)
action plans, dales, and times; 4) expected and actual completion time; 5) deficiency
resolution information; 6) resolved by 7) identifying number i.e. work order number; 8) issue
identified by.

g. Safer Institute must work with the State to identify and troubleshoot potentially large-scale
Software failures or Deficiencies by collecting the following information: 1) mean time
between reported Deficiencies with the Software; 2) diagnosis of the root cause of the
problem; and 3) identification of repeat calls or repeat Software problems; and

h. All Deficiencies found during the Warranty Period and all Deficiencies found with the
Warranty Releases shall be corrected by Safer Institute no later than five (5) business days,
unless specifically extended in writing by the State, and at no additional cost to the State.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)

CONTRACT 2017-086 - PART 3

EXHIBIT K

WARRANTY AND WARRANTY SERVICES

In the event Safer Institute fails to correct a deficiency within the allotted period of time, the Slate
may, at its option,: 1) declare Safer Institute in default, terminate the contract, in whole or in part,
without penalty or liability to the State; 2) return Safer Institute's product and receive a full refund for
all amounts paid to Safer Institute, including but not limited to, any applicable license fees within (90)
days of notification to Safer Institute of the State's intent to request a refund; and 3) to pursue its
remedies available at law and in equity.

Notwithstanding any provision of this Contract, pursuant to Contract Agreement -Part 2 Section 13.1,
the State's option to declare Safer Institute in default, terminate the Contract and pursue its remedies
shall remain in effect until satisfactory completion of the full Warranty Period.

3. WARRANTY PERIOD

The Warranty Period shall commence upon the State's issuance of a Letter of Acceptance for the
UAT and extend for ninety (90) days.

For subsequent modules or functions, the Warranty period will extend for ninety (90) days after each
of the remaining major functions-or modules, integrated successfully with the entire system, receives
a Letter of Acceptance from the State.

If within the last thirty (30) calendar days of the Warranty Period, the Software fails to operate in
accordance with its Specifications, the Warranty Period will cease. Safer Institute shall correct the
Deficiency, and a new Warranty Period will begin. Any further Deficiencies with the Software must
be corrected and run fault free for ninety (90) consecutive calendar days.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)
CONTRACT 2017-086 - PART 3

EXHIBIT L

TRAINING SERVICES

Produce Training Materials and End-User Documentation
The Safer Institute team shall lead the efforts to produce the training materials and end-
user documentation.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Emergency System for Advance Registration of Volunteer Health Professionals (ESAR-VHP)
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NH DHHS - RFP 2011-063 (WITH ADDENDA) INCORPORATED

2017-086 Exhibit M-Ageney RFP with Addendums
Initial All Pages:
Safer Institute's Initiap^ Exhibit M Page 58 of 60



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
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EXHIBIT N

CONTRACTOR PROPOSAL BY REFERENCE

RESERVED
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STATE OF NEW HAMPSfflRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Emergency System for Advance Registration of Volunteer Health Professionals

(ESAR-VHP)
CONTRACT 2017-086 - PART 3

EXHIBIT O

SPECUL EXHIBITS, CERTIFICATES AND ATTACHMENTS

Attached are:

A. Contract Attachment A - Department of Health and Human
Services' Special Exhibits D through J

B. Contractor's Certificate of Vote/Authority
C. Contractor's Certificate of Good Standing
D. Contractor's Certificate of Insurance
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Special Exhibits A through J ATTACHMENT A

New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE ■ CONTRACTORS

This certification is required by the. regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 etseq.). The January 31,
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691). and require certification by grantees (and by inference, sub-grantees and sub
contractors). prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by Inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Certification regarding Drug Free Contractor tnlllal^
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Special Exhibits A through J
^  ATTACHMENT A

New Hampshire Department of Health and Human Services
Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the
identification number{s)ofeach affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who Is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and Including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1,1.2,1.3.1.4,1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Contractor Name: Safer Institute Inc.

Date Nam^ ^
Title;
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special Exhibits A through J
ATTACHMENT A

New Hampshire Department of Health and Human Services
Exhibit E

CERTIFtCATION REGARDING LOBBYING

The Contractor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121. Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A
•Child Support Enforcement Program under Title IV-D
•Social Services Block Grant Program under Title XX
•Medicaid Program under Title XIX .
•Community Services Block Grant under Title VI
•Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress In
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress In connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, In accordance with its instructions, attached and Identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required ^
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Contractor Name: Safer Institute Inc.

[7-
Date ' ' Name:

Title:
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Special Exhibits A through J ATTACHMENT A

New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified In Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant Is providing the

certification set out below.

2. The Inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered In connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to fumish a certification or an explanation shall disqualify such person from participation In
this transaction.

3. The certification in this clause Is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it Is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
availabie to the Federai Govemment, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shaii provide immediate written notice to the DHHS agency to
whom this proposai (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The tenns "covered transaction," "debarred," "suspended." "ineligible," "lower tier covered
transaction," "participant," "person," "primary covered transaction," "principal," "proposal," and
"voluntarily excluded," as used In this clause, have the meanings set out in the Definitions and
Coverage sections of the rules Implementing Executive Order 12549:45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered Into, it shall not knowingly enter Into any lower tier covered
transaction with a person who is debarred, suspended, declared Ineligible, or voluntarily exduded
from participation In this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, ineligibility and Voluntary Exclusion •
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant In a
lower tier covered transaction that it Is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eiigibllity of Its principals. Each
participant may, but Is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Certification Regarding Debarment, Suspension Contractor initial!
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special Exhibits A through J ATTACHMENT A

New Hampshire Department of Health and Human Services
Exhibit F

information of a participant is not required to exceed that which is normally possessed by a prudent
person In the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation In this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its

principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently Indicted for otherwise criminally or civilly charged by a governmental entity
(Federal. State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as

defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared Ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibllity, and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name: Safer Institute Inc.

Date 7Y
Titl^
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Special Exhibits A through J ATTACHMENT A

New Hampshire Department of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor Identified In Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimlnation requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 37B9d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or In the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits. In any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

-the Education Amendments of 1972 (20 U.S.C. Sections 1681. 1683, 1685-86). which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not Include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimlnation; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
detjarment.

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or se
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Special Exhibits A through J ATTACHMENT A

New Hampshire Department of Health and Human Services
Exhibit G

against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

j

I. By signing and submitting this proposal (contract)" the Contractor agrees to comply with the provisions
indicated above.

Contractor Name: Safer Institute Inc.

Name:

Title:

Exhibit G - CeitificaUon Regarding Contractor Initials
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special Exhibits A through J attachment a

New Hampshire Department of Health and Human Services
Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient dnjg or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12ofthe General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name: Safer Institute Inc.

Date ' ^
Title:

Exhibit H - Certification Regarding Contractor Initials
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Special Exhibits A through J ATTACHMENT A

New Hampshire Department of Health and Human Services

Exhibit I

HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aoareaation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received by

Business Associate from or on behalf of Covered Entity.

3/2014 E)^ibit I Contractor Initial
Health Insurance Portabinty Act
Business Associate Agreement ffy /
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Special Exhibits A through J ATTACHMENT A

New Hampshire Department of Health and Human Services

Exhibit I

I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretarv" shall mean the Secretary of the Department of Health and Human Services or
his/her deslgnee.

n. "Securitv Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart 0, and amendments thereto.

o. "Unsecured Protected Health Information" means protected health Information that Is not
secured by a technology standard that renders protected health Information unusable,
unreadable, or Indecipherable to unauthorized Individuals and Is developed or endorsed by
a standards developing organization that Is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the sen/Ices outlined under
Exhibit A of the Agreement. Further, Business Associate, Including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI In any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate Is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which It was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI. to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that It Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disdosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate,

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. , The risk assessment shall include, but not be
limited to;

0 The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health informiation was actually acquired or viewed
0 The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health Information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at>its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI In a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
Individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI. the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Regulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

0. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3/2014 Exhibit I Contractor Initials.^^^'^^
Health Insurance Portability Act

Business Associate Agreement
Page 5 of 6 Oate^
13 of 16



special Exhibits A through J
ATTACHMENT A

New Hampshire Department of Health and Human Services

Exhibit I

Segregation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI. return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37). shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

NH DEPTMENT OF HEALTH

AND HUMAN SERVICES

The State

Sign^tye of Authorized R^resentative

Sr
A:.

Nam^Jf Authorized Repre^ntative

c>^ tzSU
Title of Authorized Representative

6\25ll^
Date' ^

Safer Institute Inc.

Name of the Contractor

"^ignaftfre of Authorized Representative

Name of Authorized Representative

Title of Authorized Representative

Date f
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT fFFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1. 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award Is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information Is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as Identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification: '
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply wrth all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name: Safer Institute Inc.

Date

Title:

ExNbit J - Certification Regarding the Federal Funding Contractor Initials
Accountability And Transparency Act (FFATA) Compliance
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is;

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

Y NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6104 of the Intemal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the follo\Aring:

4. The names and compensation of the ftve most highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:

Name:

S±L Amount:

Amount:

Amount:

Amount:

Amount:

CU/DHHS/n07l3
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