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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-29564
www.nh.gov/doit

Denis Goulet
Commissioner

June 3, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT), for the benefit of the Department
of Health and Human Services (DHHS) to amend an existing Sole Source contract with HORIZON Lab
Systems, LL.C, 900 Ridgefield Drive, Suite 150 Raleigh, NC 27609 (Vendor #171140) by increasing the
price limitation by $7,000 from $680,928 to $687,928 with no change to the contract completion date of
June 30, 2021 for the provision of software maintenance and support and other optional services,
effective upon Governor and Executive Council approval. The original contract was approved by

Governor and Executive Council on March 9, 2016 (Item #54) and most recently amended with -

Govemor and Executive Council approval on May 15, 2019 (Item #40). 100% Federal Funds:

Funds are available in the following account for State Fiscal Year 2021, with the authority to
adjust budget line items within the price limitation through the Budget Office, if needed and justified.

CATA-DEPTAAGENCYAACTIVITYA-ACCTG UNIT#- DEPT NAME-
AGENCY NAME-ACCTG UNIT NAME CLASS CODE-ACCOUNT siY | Amount
CODE - OBJ (ACCOUNT) DESC

05-095-090-80183503-18350000-Department of Health and Human
Services - Division of Public Health Services — NH ELC-102-500731- 2021 $7,000
Contracts for Program Services

E TI10

This request is Sole Source because the Contractor is currently providing report writing and instrument
interface services for the Horizon Laboratory Information Management System, which is a proprietary software
system, used by the Public Health Laboratories and has the expertise to develop a sophisticated custom
biomonitoring report. As previously stated, the original contract was approved by Governor and Executive
Council on March 9, 2016 (Item #54). It was then subsequently amended with Govcmor and Executive
Council approval on May 15, 2019 (Item #40).

The purpose of this request is to provide additional funds to the existing laboratory information
management system enhancements to allow Public Health Laboratories to send and receive Electronic Test Orders
and Results. Electronic Test Orders and Results allows for direct electronic test order and reporting between an
electronic health record and laboratory information management system. The aforementioned ability results in
the elimination of test request and reporting data entry for both laboratory and submitter. The Centers for Disease
Control has awarded the Public Health Laboratories additional funds to implement Electronic Test Orders and
Results between the Public Health Laboratories and the Department of Corrections.

"innovative Technologies Todoy for New Hompshire's Temorrow"

v
3



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

Population served includes Public Health Laboratories and Department of Correctionis staff and
correctional facility population. Services are needed to improve continuing clinical testing. In 2018, the Public
Health Laboratories tested 1,837 specimens from the Department of Corrections, making them one of the Public
Health Laboratories’ highest volume clients for clinical testing. Establishing Electronic Test Orders and Results
with the Department of Carrections will introduce significant efficiencies in testing for both the Public Health
Laboratories and the Department of Corrections. Once established, Electronic Test Orders and Results could
potentially be expanded to other high-volume Public Health Laboratories Clients. '

Horizon Laboratory Information Management System is the dedicated software employed for specimen
receipt, analysis, reporting, and invoicing of laboratory testing performed by Public Health Laboratories. Funds
provided in this amendment will be used to.enable Electronic Test Ordering and Reporting functionality to
Horizon Laboratory Information Management System. This Electronic Test Ordering and Reporting functionality
will be applied to enable a direct interface with the Department of Corrections Electronic Health Record.

The Dcpartment will evaluate this agreement by monitoring the Contractor’s ability to increase Electronic
Test Orders and Results capacity for Public Health Laboratories.

As referenced in Section 2 of the original contract, the parties have the option to extend the agreement for
up to four (4) additional years, contingent upon satisfactory delivery of services, available funding, agreement of
the parties and Governor and Council approval. The Department is not exercising its option to renew at this time.

Should the Governor and Council not authorize this request the efficiencies of the Electronic Test Orders
and Results between the Public Health Laboratories and the Department of Corrections may never be realized.
Additionally, future funding opportuniti¢s could be impacted.

Area served: Statewide

Source of Funds: 100% Federal Funds from Centers for Disease Control and Prevention, Epidemiology
and Laboratory Capacity for Infectious Diseases CFDA #93.323, FAIN #NUS0CK00052.

In the event that the Federal Funds become no longer available, General Funds will not be requested to
support this program.

The Department of Information Technology respectfully requests approval of this contract.

Respectfully submitted,

LA B

Denis Goulet, CommisSioner
Department of Information Technology (DolIT)

o MO,

Lori A. Shibinette, Commissioner
Department of Health and Human Services

DG/kaf/
DolT #2016-021B
RID: N/A

cc: Michael Wiiliams, IT Manager, DolT

“Innovative Technologies Today for New Hampshire's Tomorrow”



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

June 18, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (Dol T)
has approved your agency’s request to enter into a contract amendment with Horizon Lab Systems, LLC.,
900 Ridgefield Drive, Suite 150, Raleigh, NC 27609 (Vendor #171140) as described below and referenced
as DolT No. 2016-021B.

The purpose of this request is to enter into a contract amendment with Horizon Lab
Systems, LLC, to modify the scope of services to include the provision of software
maintenance and support and other optional services. This amendment also adds additional
Optional Enhancement funding to the contract to support Electronic Test Orders and
Results (ETOR) between the PHL and the NH Department of Corrections (DOC). DOC is
one of PHL’s highest volume clients for clinical testing, so establishing ETOR with DOC
will introduce significant efficiencies in testing for both agencies.

The funding amount for this amendment is $7,000.00, increasing the current contract price
from $680,928.00 to $587,928 with no change to the contract completion date of June 30,
2021 effective upon Governor and Executive Council approval.

A copy of this letter will accompany the Department of Information Technology’s submission to
the Governor and Executive Council for approval.

Sincerely,
W ,‘ﬂ CLW for
Denis Goulet
DG/kaf

DolT #2016-021B
cc: Michael Williams, IT Manager, DolT

“Innovative Technologies Today for New Hompshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #2

This 2* Amendment to the Chemware Maintenance Contract (hereinafter referred to as
*Amendment #2"), is by and between the State of New Hampshire, Department of Information
Technology, (hereinafter referred to as the "State” or "Depariment™) and HORIZON Lab Systems,
LLC, (hereinafter referred to as "the Contractor”), a corporation with a place of business at 900
Ridgefield Drive, Suite 150 Raleigh, NC 27609.

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and
Executive Council on March 9, 2016, (ltem #54), as amended on May 15, 2019, {lItem #40), the
Contractor agreed to perform certain services based upon the terms and conditions specified in
the Contract and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of
work, payment schedules and terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the State may
modify the scope of work and the payment schedule of the contract upon written agreement of
the parties and approval from the Governor and Executive Council; and

WHEREAS, the partles agree to increase the price limitation, and modify the scope of
services to suppon continued delivery of these services; and

NOW THEREFORE, in consideration of the foragoing and the mutual covenants and
conditions contained in the Contract and set forth herein, the parties hereto agree to amend as
follows:

1. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$687,928.

2. Chamware Mainienance Contract 2016-021, Part 2, Section 16, Dispute Resolution
Respansibility and Schedule Table to read:

Level ChemWare State Aﬁgx:clia':'ii:a
Primary Jennifer Stearns Jonathan Lester 5 Business Days
First Chris Couch Christine Bean 10 Business Days
Second Eric Dingfelder Lor Shibinette 15 Business Days
.
Contractor Inltiats:
2016-021 Page 1 of 7

HORIZON Lab Systems, LLC Date; __ 5/7/2020

ED



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT #2016-021

CONTRACT AMENDMENT # 2

3. Chemware Maintenance Contract 2016-021, Part 3, Exhibit B, Price and Payment
Schedule, Section 1, Payment Schedule, Subsection 1.1, Firm Fixed Price, to read:

1. PAYMENT SCHEDULE
1.1 Firm Fixed Price

This Is a Firm Fixed Price, not to exceed the Price Limitation in Block 1.8 of Form P-
37, Gensral Provisions, Maintenance and Optional Services Contract for the period
between the Effective Date through the Contract Completion Date in Block 1.7 of
Form P-37, General Provisions. The Contractor shall be responsible for perfforming
its obligations in accordance with the Contract. This Contract will allow the Contractor
to inveoice the State for the following activities, Daliverables, or milestones at fixed
pricingfrates appearing in the price and payment tables below:

Projected
Ref # Dellverable Delivery Date Payment
CONTRACT YEAR 1 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(1/1/2018 - 6/30/2016)
CY1-1.0 [Maintenance and Support
Annual maintenance and support for .
CY1-1.1 Horizon and Oracle Ongoing $57,020
Cy1-2.0 [Optional
Cy1-2.1  [LIMS Upgrade to Horizon v11.1 6/30/2016 $26,208
SUBTOTAL $83,228
CONTRACT YEAR 2 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(71112016 - 6/30/2017)
CY2-1.0 [Maintenance and Support
Annual maintenance and support for \
Cy2-1.1 Morizon and Oracle Ongoing $114,040
CY2-2.0 |Optional
Cy2-2.1 |[Optional Enbancemants 6/30/2017 $4,000
SUBTOTAL $118,040
CONTRACT YEAR 3 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(7/1/2017 - 6/30/2018)
Cy¥3-1.0 Wainlenance and Support
Annual maintenance and support for .
CY3-1.1 Horizon and Oracle Ongoing $114,040
CY3-20 [Optional ‘
CY3-2.1  [Optional Enhancements 6/30/2018 $4,000
SUBTOTAL $118,040

2018-021

Page 20l 7

HORIZON Lab Systems, LLC

Conlractor Initials €D
Dale 57772020



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT #2016-021

CONTRACT AMENDMENT #2
ICONTRACT YEAR 4 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
K7/1/2018 - 6/30/2019)
CY4- 1.0 [Mainienance and Support
IAnnual maintenance and support for . .
Cy4-1.1 Horizon and Oracle Ongoing $114,040
CY4-2.0 [Optional
) Optional Enhancements- Custom 5
Cr4-2.1 Blomonitoring Report 6/30/2019 £11,500
SUBTOTAL $125,540
CONTRACT YEAR 5 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(7/1/2019 - 6/30/2020)
CY5-1.0 Maintenance and Support
Annual maintenance and support for .
CY5-1.1 Horizon and Oracle Ongoing $114,040
CY5-2.0 [Optional
CY5-2.1 [Optionat Enhancements 6/30/2020 $4,000
Optional Enhancements =
Cv5-2.2 {implementation of Electronic Test 6/30/2020 $7,000
Ordering and Reporting
SUBTOTAL $125,040
ICONTRACT YEAR 6 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(7/1/2020 - 6/30/2021)
CY6- 1.0 |Maintenance and Supporl
IAnnuat maintenance and support for .
CY6-1.1 Horizon and Oracle Ongoing $114,041
CY6-2.0 [Optional
CY6-2.1  [Optional Enhancements 8/30/2021 $4,000
SUBTOTAL $118,040
Grand Total $687,928

2018-021

Page dol 7

HORIZON Lab Systems, LLC

Conlractor Initfals __ ED
Date 572020



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT # 2

4, Chemware Maintenance Contract 2016-021, Part'3. Exhibit B, Price and Payment
Schedule, Section 1, Payment Schedule, Subsection 1.5, Optional Services, to read:

1.5 OPTIONAL SERVICES
Table 1.5: Optional Services

Optlonal
SERVICES

Year 1

Yeoar 2

Year 3

Year 4

Year 5

Year 8

Optlonal
Services to

10to 11
Upgrade
services

include Harizon

$26,208.

Optional

as Special
reports,
interfaces,
desired

or additional
functionallty

Services such

enhancements,

$4,000

$4,000

$11,500

511,000

$4,000

SUBTOTAL

$60,708

5. Chemware Maintenance Contract 2016-021, Part 3, Exhibit B, Price and Payment
Schedule, Section 1, Payment Schedule, Subsection 1.6, Summary-Maintenance Support
and Optional Services, to read:

1.6 SUMMARY - MAINTENANCE SUPPORT AND OPTIONAL SERVICES
Tahle 1.6: Optional Services

Service Year Year 1 Year 2 Year 3 Year 4 Year § Year§ Totals
Maintenance
Sua;‘:o q | 67,020 | $114,040 | $114,040 | $114,040 | $114,040 | $114,040 [ $627,220
Services
Optional
Services $26,208 | $4,000 $4,000 $11,500 $11,000 $4,000 $60,708
.SUBTOTALS: | $83.228.] $118,040.] $118,040 | $125540 | $125,040 | $118,040
SRANO $687,928
2016-024 Page 4 of 7 Coatracor Initials _ED

HORIZON Lab Sysiems, LLC

Dale 5/7/2020



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021 .
CONTRACT AMENDMENT # 2

6. Chemware Maintenance Contract 2016-021, Part 3, Exhibit B, Price and Payment
Schedule, Section 2, Contract Price, to read:

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the
State exceed the Contract Price Limitation in Block 1.8 of the Form P-37, General
Provisions. The payment by the State of the totat Contract price shall be the only,
and the complete reimbursement to the Contractor for all fees and expenses, of
whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in
the performance of the Services performed under this Contract.

2016-021 Page 5ol 7 Contractor Initials __ EC

HORIZON Lab Syslems, LLC Date 57772020



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTFNANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #2

Except as provided herein. all provisions of the Agreement shall remain in full force and effect.
This modification shall take effect upon the approval date from the Governor and the Executive
Council,

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year
first above written.

(fv\:t /\)-)/W Date; S/ 7 /2029

HORIZON Lab Systems, LLC

State of New Hampshire

W"ﬁiw For June 12, 2020
Date: _____

Denis Goulet, Commissioner
New Hampshire Department of Information Technology

Date., nQD
ri A Shibinett mmissioner

ew Hampshire Department of Health and Human Services

2016.021 Page 6 of 7 Contractor Initials __ 12

HORIZON Lah Systems, LLC Data _ 5/7/2020



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT # 2

The preceding Amendment, having been reviewed by this office, is approved as to form,
substance, and execution.
Approved by the Attorney General

ik Bal Date: 6/19/2020

State of New Hampshire, Department of Justice

| hersby certify that the foregoing amendment was approved by the Governor and Executive
Council of the State of New Hampshire at the Meeting on: (date of
meeting)

Office of the Secretary of State

By:

Title:

Date:

2018-021 Page 7ol 7 ' Contractor Inttials __EOD
HORIZON Lab Systems, LLC Dato _ 5/7/2020



State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Sceretary of State of the State of New Hampshire, do hereby certify that HORIZON LAB SYSTEMS,
LLC is a Wisconsin Limited Liability Company registered to transact busincss in New Hampshire on February 10, 2016. | further
certify that all fees and documents required by the Sccrctary of State’s office have been received and is in good standing as far as

this office is concemed, and the attached is a true copy of the list of documents on file in this office.

Business ID: 738754
Certificate Number: 0004907682

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed
the Scal of the State of New Hampshire,
this 5th day of May A.D. 2020.

Gon ok

William M. Gardner

Secrctary of State




State of New Hampshire
Department of State

Business Name : HORIZON LAB SYSTEMS, LLC

Business 1D : 738754
Filing History
Filing# Filing Date Effective Date Filing Type Annual Report Year
0004907654 05/05/2020 05/05/2020 Change of Business Address N/A
0004825232 03/04/2020 03/04/2020 Annual Report 2020
0004686420 01/06/2020 01/06/2020 Annual Report Reminder N/A
0004475748 03/29/2019 03/29/2019 Annual Report 2019
0004372590 01/08/2019 01/08/2019 Amendment N/A
0004252135 12/30/2018 12/30/2018 Annual Report Reminder N/A
0004081796 04/15/2018 04/15/2018 Annual Report 2018
0003742658 01/01/2018 01/01/2018 Annual Report Reminder . N/A
0003547002 03/20/2017 03/20/2017 Annual Report 2017
0003478332 122772016 12/27/2016 Annual Report Reminder N/A
0003231530 02/10/2016 02/10/2016 Business Formation N/A
Trade Name Information
Business Name Business ID Business Status
No Trade Name(s) associated to this busincss.
Name History
Name Name Type
CHEMWARE, LLC Prev Legal
CHEMWARE, LLC Prev Home State
Principal Information
Name | Title
Red Arrow Labs, LLC Mcmber
Red Arrow Labs, LLC Manager

Mailing Address - Corporation Division, NH Department of State, 107 North Main Street, Room 204, Concord, NH 03301-4989
Physical Location - State House Annex, 3rd Floor, Room 317, 25 Capitol Street, Concord, NH
Phone: (603)271-3246 | Fax: (603)271-3247 | Email: corporate(@sos.nh.gov | Website: sos.nh.gov



CERTIFICATE OF AUTHORITY

|, __Christopher Couch _of _ HORIZON Lab Systems, LLC , a Limited Liability Company

under RSA 304-C, do hereby certify that:

1.

| am the __ Vice President of Business Development

This Limited Liability Company may enter into any and all contracts, amendments,
renewals, revisions or modifications thereto, with the State of New Hampshire, acting
through its Department of Health and Human Services.

| certify that Eric Dingfelder is the _ President of _HORIZON Lab Systems,
LLC and he is authorized on behalf of this company to enter into said contracts
with the State, and to execute any and all documents, agreements, and other instruments,
and any amendments, revisions, or modifications thereto, as he may deem necessary,
desirable or appropriate.

| further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person listed above currently occupies the position
indicated and that they have full authority to bind the LLC and that this authorization shall
remain valid for thirty (30) days from the date of this certificate.

N

Name: Christopher T. Couch

Title: VP, Business Development

Company Name: HORIZON Lab Systems, LLC
Date: May 8, 2020




P e
ACORD' CERTIFICATE OF LIABILITY INSURANCE e

31612020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE QR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or bae endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement, A statement on
this certlficate does not confer rights to the certificate holder in lleu of such endorsementis).

PRODUCER SE,’:L‘}“ Kar Lehmann
2735 South Moorand Rosd [ALC, o, Ext; 262-797-6285 (A, Woy; 262-785-9753
New Berlin Wl 53151 AdoHEss; karilehmann@marshmma.com
INSURER({S) AFFORDING COVERAGE HAIC #
INSURER A : Travelers Property Casualty Co of Amer 25674
INSURED DOHMECOMPA| s mgR B ; Travelers Properly Casualty Co of Amer 25674
}ggS%C)Sr;nggrEg%eor::, Le iNsUReR ¢ : Travelers Indemnity Company of CT 25682
Suite 160 iusurer 0 : Continental Casuglty Company 20443
Raleigh NC 27615 . msureR & : National Union Fire Ins Co PitisburghPA 19445
INSURER F :
COVERAGES CERTIFICATE NUMBER: 1514587531 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

(HSR [ADDL] POLICY EFF POLICY EXP
LTR TYPE OF INSURANCE INAD ";t’fﬂ POLICY NUMBER (Ma;'n%mE (MaIDDIYYYYl LIMITS
A | X | COMMERCIAL GENERAL LIABILITY B30TK400843 3/16/2020 316/2021 | EACH OCCURRENCE $ 1,000,000
[ DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea gccurrence) [ $ 300,000
MED EXP (Any ona parsan) $ 10,000
PERSONAL & ADV INJURY | § 1,000,000
ENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
POLICY D TE& LOC PRODUCTS - COMPIOP AGG | $ 2,000,000
QTHER; — s
COMBINED SINGLE LIMIT
B | AUTOMOBILE LIABILITY BASL785480 316/2020 31612021 | {ER nccident] $ 1,000,000
ANY AUTO BODILY INJURY {Per person) | §
OWNED SCHEDULED .
|| AUTOS ONLY - AUTOS { BODILY INJURY (Per accidant)| §
% | HIRED %_| NON-OWNED PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY | (Par actident)
s
B | X | UMBRELLA LIAB OCCUR CUP7K452409 ' 316/2020 3/16/2021 | gACH OCCURRENCE $ 5,000.000
EXCESS LIAB CLAIMS-MADE AGGREGATE “| $500.000
DED I X ] RETENTIONS 1) nnn $
C |WORKERS COMPENSATION UB7K39801919 1612020 1612021 E%ﬁm‘re | l 8.1{” )
AND EMPLOYERS' LIABILITY YIN
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 1,000,000
OFFICERMEMBER EXCLUDED? ‘:I NIA
{Mundatory in NH) E£.L. DISEASE - EA EMPLOYEE| § 1,000,000
If yas, describs under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | § 1,000,000
D | Fidelity/Crima 652087774 3/16/2D20 3/16/2021 | 3rd Party $3,000,000
£ | ProfessionalEL0 5063881 3M6/2020 31162021 | Limit $1,000,000

DESCRIPTION OF OPERATIONS { LOCATIONS / VEHICLES (ACORD 101, AddKional Remarks Schedule, may be attached if more spaca is required)

"Properq:_ Policy Number:

Carrler: Travelers Property Casualty Company of America

Effective Date: 03/16/2020

Expiration Date: 03/16/2021

Blankei Limit Real and Personal Property: $8,695,400

All Risk of direct physical loss or damage to personal property on a replacement cost basis, subject to policy terms, conditions and exclusions.
Other deductibles may apply as per policy terms and conditions.”

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBEG POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
State of NH - Department of Information Technaology ACCOROANCE WITH THE POLICY PROVISIONS.

27 Hazen Drive Concord, NH 03301

AUTHQRIZED REPRESENTATIVE

© 1988-2015 ACORD CORPORATION. All rights raserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMESHIRE , ..o rac NV
DEPARTMENT OF lNFIORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964 ~

www.nhigov/doit

Denis Goulet ’ |
Commissioner

| March, 14, 2019

His Excellency, Governor Christopher T, Sununu ‘
and the Honorable Executive Council '
State House '
Concord, NH 03301 : : X
|

REQUESTED ACTION

Authorize the Dcpartmcnt of Information Technology (Dol T) to-amend a sole source contract with
Horizon Lab Systems, LLC (f.k.a. Chemware, LLC), 9|00 Ridgefield Drive, Suite 150, Raleigh, NC 27609 .
(Vendor #171 140) for the provision of software maintenance and support and other optional services, by
increasing the price limitation by $7,500 from $673, 428 to $680,928, with no change to the completion
date of June 30, 2021, effective upon Governor and E:Icecunve Council approval. The original agreement
was approved by the Govemor and Executive Council on March 9, 2016 (Item #54),

I

Funds to support this request are available in lhe follow:ng accounts for State Fiscal Year (SFY)
2019, with authority to adjust amounts within the pnce limitation and adjust encumbrances between State
Fiscal Years through the Budget Office, without furtheg approval from Governor and Executive Council, if

needed and justified. !

Source of Funds: 100% chcra] Funds from Centers for Dlsease Control and Prevention, Environmental
Public Health and Emergency Response Grant Catalogue of Federal Domestic Assistance (CFDA)
#93.070, FAIN # UT7EH0001 142, |

g L i GATHDEPTH-AGENCYA-ACTIVITY#ACCTG: . 7% 7
L SFY | UNIT# . “DEPT" "NAME-AGENCY, NAME-ACCTG ‘--:'-' .
SRR} X ,UN'IT NAME CLASS CODE-ACCOUNT copE

V| OBI(AEGCOUNTYDESC e | o

© | 05-095-090-903010-82800000 DHHS- Division for Publu:
2019 Health Environmental Public Health andlEmergch) Response | 90082801 $7,500
102-500731 Contracts for Program Services

EXPLANATION

This request is sole source because the Contractor is currently providing report writing and
instrument interface services for the Horizon Laboralor'y Information Management System (LIMS) used by
the Public Health Laboratories (PHL), and has the expertise to develop a sophisticated custom
biomonitoring report. The CDC has awarded the Nt;-.w Hampshire Expanded Biomonitoring Program

oo .
"Innovotive Technologies Tadoy for New Hampshire's Tomorrow"



His Excellency, Govermnor Christopher T. Sununu
and the Honorable Executive Council
Page 2

additional funds to add to the report enhancement line of the contract with the PHL LIMS contractor,
specifically to develop a custom biomonitoring report.

The CDC has awarded the New Hampshire Expanded Biomonitering Program additional funds to
develop a custom biomonitoring report. The purpose of this request is to allow the Contractor to develop
this custom biomonitoring report. The Biomonitoring|Program must present complex environmental and -
clinical testing results to the general population, ThisI request will allow the Department of Health and
Human Services {DHHS) to present information in a format that can be easily read and understood by the
general public. The custom report will be automated, ir:mhc Horizon Laboratory Information Management
System (LIMS), saving the Public Helath Laboratories (PHL) staff substantial time and effort, while
climinating potential data entry and transcription errors. This custom report could also potentially be used
in other environmental health investigations, expanding the PHL's ability to respond to environmental
contamination incidents.

Should the Governor and Executive Council not authorize this request, DHHS may not be able to
process complex environmental and clinical testing rt;.sults, and may not present the information to the
public in a timely and efficient manner, as required by the CDC grant.

The Department’s of Information Tehnology and Health and Human Services respectufully request
1

your approval.
Respectfully gbmined,

Denis Goulet

DHHS Commissioner

DG/ik
DolT# 2016-021 A
Ce: Bruce Smith, IT Manager, DolT

“Innovative Technologies Today faJ New Hompshire's Tomorrow"




STATE OF NEW HAMPSHIRE
DEPARTMENT OF [NF(;)RMATION TECHNOLOGY
27 Hazen Dr,, f.‘oncord, NH 03301
Fax: 603-271-1516 TPD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

March 14,2019

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

This letter rcpresents formal notification that tlhe Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Horizon Lab Systems, LLLC
(fk.a.Chemware, LLC), 900 Ridgefield Drive, Suite 150, Raleigh, NC 27609 (Vendor #171140) as
described below and referenced as Dol T No. 2016-021'A.

The purpose of this request is to enter into [a contract amendment with Horizon Lab
Systems, LLC, to modify the scope of services to include developing a custom
biomonitoring report for the Mew Hampshire Public Health Laboratory (PHL).

Thc funding amount for this amendment is l$7’ 500.00, increasing the current contract

price from $673,428.00 to $680,928.00. Th|s amendment shall become effective upon
Governor and Executive Council approval thra ugh June 30, 2021.

A copy of this letter will accompany the Department of Information Technology’s submission to

the Governor and Executive Council for approval.

Sincerely,

Denis Goulet
DG/ik

DolT #2016-021A
cc: Bruce Smith, IT Manager, DolT

"Innoveative Technologies Todoy for New Hampshire's Tomorrow"




STATE OF NEW HAMPSHIRE . .
DEPARTMENT OF INFORMATION TECHNOLOGY
CHEMWARE MAINTENANCE

" CONTRACT #2016-021
CONTRACT AMENDMENT #1

This 1" Amendment to the’ Chemware Maintenance Contract (hereinafler referfred to as
“Amendment #17) dated this 9th day of January 2019, is by and between the State of New Hampshire,
Department of Information Technology, (hereinafier referfed to as the “State” or "Department”)-and
HORIZON Lab Systems, LLC, (hercinafter referred to as "the Contractor”), a corporauon with a place of
business at 900 Ridgefield Drive, Suite 150 Raieigh, NC 27609,

WHEREAS pursuant (o an agreement (thc "Contract") approved by the Govemnor and Exccutivc
Council on March 9, 2016, (liem-#54), the Contracior agreed to perform centain services based upon the
terms and conditions spemﬁcd in the Contract and in consideration of certain sums spcclﬁed and

WHEREAS, the State and the Contractor have agreed to make ‘changes to lhc scope of work,
payment schcdulcs and terms and conditions of the contract; and

WHER.EAS, pursuant to Form P-37, General Provisions, Paragraph I8, the State may modify-the
scope of work and the payment schedule of the contract upon written agreement of the parties and
approval from the Governor and Executive Council; and ~

WHEREAS, the parties agree to increase the price limitation, and modify the scope of services to
supp‘on continued.delivery of these services; and . .

WHEREAS, the parties agree to add the Department of Health and Human Scmccs (hereinafier
referred 10 as DHHS) as a party (o this agreement;

NOW THEREFORE, in consideration of the foregoing and the mutdal covenants and conditions
contained in the Contract and set forth herein, thc parties hereto agree to amend as follows:

I. Form P-37, General Provisions, Block 1.1, State Agcncy Name, to add:
Dcpanmenl of Hcalth and Human Scrwces .

2. Form P-37, General Provns:ons ‘Block 1.2, State Agency Address, to add:
129 Pleasant St. Concord, NH 03301-3857.

3. Formm P-37, General Provisions, Block 1.3, Contractor Name, to read:
"HORIZON Lab Systems, LLC.

4, Form P-37 General Provisions, Block 1.6, Account Number, to read:
05-095-090-903010- 82800000 102-500731-90082801; 010-003- 7695-0300 038- OI‘!S

5. FormP- 37, General Prowswns Block 1. 8 Price Limitation, to read:
: $680,928.

6. Form P-37, General Provmons Block 1.9, Conlraclmg Officer for Stale Agcncy, to réad:
Nathan D. White, Director.

7. Form P.37, General Provisions, Block 1.10, Slatc Agency Telephone Number, to read:
603-271-9631, .

8. . Chemware Maintenance Contract 2016-021, Part 2, Section 1, Conlracl Documcnls Subsection
1.1, Contract'Documcnts Paragraph C, Pant 3, Exhibits, to rcad

Exhlbn A — Contract Deliverables

Exhibit B =.Price and Payment Schedule

Exhibit C - Special Provisions )

Exhibit D — Administrative Services - \
Exhibit E — Implementation Services

Exhibit F — Testing Services

2016-02) 2 . . Page 1 of9
HORIZON Lab Systems, LLe



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #1

Exhibit G — Maintenance and Support Services
Exhibit H — Requirements

Exhibit | - Work Plan

Exhibit J — Software License and Related Terms
Exhibit K - Warranty and Warranty Services
Exhibit L — Certificates and Attachments
Exhibit M — DHHS Standard Exhibits

9. Chemware Maintenance Contract 2016-021, Pan 2, Section 4, Co;ﬂract Management,; Subsection
4.4, State Contract Manager, to read:

4.4 State Contract Manager
The State shall assign a Contract Manager who shall function as the State’s representative with

regard to Coniract administration. The State Contract Manager is:

Amy Bergquist

Finance Administrator

Division of Public Health Services-Public Health Laboratories
29 Hazen Drive )
Concord, NH 03301
Telephone: 603-271-0183
Amy.Bergguisi@dhhs.nh.gov

10. Chemware Maintenanceé Contract 2016-021, Pan 3, Exhibit A, Deliverables, Section 2,
Deliverables, Milestones, and Activities Schedule, to read:

N\

Deliverable Deliverable Type
Ref # :
ICONTRACT YEAR | MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(1/1/2016 - 6/30/2016)
CY1-1.0 Maintenance and Support
CYI-1.1 Annual mainienance and support for * " Non-software

Hornzon and Oracle

cy1-2.0 {Optional
CY1-2.1 [LIMS Upgrade1o Horizon vi 1.1 Non-software

CONTRACT YEAR 2 MAINTENANCE,
ISUPPORT AND ENHANCEMENTS
(7/1/2016 - 6/30/2017)

CY32-1.0 [Maintenance and Suppon

lAnnual maintenance and suppon for Non-software
[Horizon and Oracle

CY2-2.0 [Optional
Optional Enhancements’

CY2-1.1

Cy2-2.1

2016-02! Page 2 of 9
HORIZON Lab Systems, LLC



STATE OF NEW HAMPSHIRE )
DEPARTMENT OF HEALTH AND HUMAN SERVICES
. CHEMWARE MAINTENANCE
CONTRACT #2016-021
. CONTRACT AMENDMENT #1

CONTRACT YEAR 3 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(7/1/2017- 6/30/2018)

Y310 Maintenance and Suppon

lAnnual maintenance and support for Non-software

CY3-1i Horizonand Oracle

CY3-20 [Optional

CY3-2.1 [Optional Enhancements

CONTRACT YEAR 4 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(7172018 - 6/3072019)

CY4. 1.0 [Maintenance ard Support

lAnnual mainicnance and support for Non-software
CY4-1.1 ) »
. Horizon and Qracle
Cvazo [OPtional

CY4'-2.I Ojlion'al Enhancements

Custom Biomoniloring Repont

CONTRACT YEAR SMAINTENANCE,
SUPPORT AND ENHANCEMENTS
(7/1/2019 - 6/30/2020)

CYS-1.0 Maintenance and Support

lAnnual mainlenance and suppon for Non-software
CY35-1.1 . .
[Horizon and Oracle
tional
cyszo  [OPUen
cysa Opiio\nal Enhancements

ICONTRACT YEAR 6 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
(7/1/2020 - 6/30/2021)

CY6- 1.0 [Maintenance and Support

JAnnual maintenance and support for Non-software

- CYé6-1.1 [Horizon and Oracle

CY6-2.0 [Optional

CY6-2.1 ' [Optional Enhancements

2016-021 Page Jof 9
HORIZON Lab Systems, LLC



_STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
. CHEMWARE MAINTENANCE
CONTRACT #2016:021
CONTRACT AMENDMENT #1

1. Chemware Mainlcg‘tanéc Contract 2016-021, Part 3, Exhibit B, Price and Payment Schedule,
Section 1, Payment Schedule, Subsection 1.1, Firm-Fixed Price, to read:

1. PAYMENT SCHEDULE

“ts1 - Firm Fixed Price

* This is a Firm Fixed Price; not to exceed $680,928, Maintenance and Optional Services
Contract for the period between the Efféctive Date through 6/30/2021. The Contractor
shall be responsible for performing its obligations in accordance with the Contract. This
Contract will allow the Contractor. lo invoice the Siate for .the following activities,
Deliverables, or milestones at fixed ‘pricing/rates appearing'in the price and payment
tables below:

Ref# Deliverable - Projecied Delivery Payment
. Date’ '

ICONTRACT YEAR .|
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (1/1/2016 -
5/30/2016) -
CYL- 1.0 Maintenance and Support

C‘Y i-1.1 Annual mainl.emmcc and support for Ongoiﬁg _
[Horizon and Orscle ‘ $57,020

CY1-2.0 Optional ~ : ) .

CY1-2.1 +  |LIMS Upgrade lo Horizon vi 1.1 ' 6/30/2016 o $26,208
- ' SUBTOTAL $83,228

CONTRACT YEAR2

MAINTENANCE, SUPPORT AND -
ENHANCEMENTS (7/1/2016 - T ‘
6/30/2017) :

CY2- 1.0 Maintenance and Suppont

CY2-1.).  |Annual maintenance and support for Ongoing $114 046
Horizon and Oracle :
CY220 [Optiona! -

CY2-2.1. [Optiona) Enhancements ) 6/30/2017

$4,000
SUBTOTAL . $118,040

ICONTRACT YEAR 3
IMAINTENANCE, SUPPORT AND
ENHANCEMENTS (7/1/2017 -

. 5/30/2018)

CY3-1.0 [Maintenance and Suppont

CY3.1.1  |Annual maintenance and support for Ongoing © s14.040
[Horizon and Oracle - . . o

2016-02) Paged of 9
HORIZON Lab Systems, LLC - '



-STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH 'AND HUMAN. SERVICES

CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDM E_’.NT #l
CY3-20 ° [Optional )
CY3-2.1 . ‘Oplional Enhancements 613072018 $4,000] .
' SUBTOTAL $118,040
ICONTRACT YEAR ¢- ’
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (7/1/2018 -
6/30/2019)
CY4-1.0 [Maintenancé and Support
CY4-1.1 [Annual maintenance end suppon for Ongoing ;
[Horizon and Oracle ' $114,040
CY4-2.0. [Optional
) CY4-2.I_ Optional Enhancements- Custom 6/30/2019 " $11.500
. Biomoniloring Report ’
SUBTQT.AL_ $125,5401
CONTRACT YEAR 5 .
MAINTENANCE, SUPPORT AND
. ENHANCEMENTS (77112019 -
6/30/2020)
CYS- 1.0  [Maintenance and Suppon
CY5-1:1  |Annual maintenance and suppon for Ongoing
Horizon and QOracle ’ -$114,040
CYs5-2.0 [Optional
CY5-2.1  |Optional Enhancemenis 6/30/2020 54 000
SUBTOTAL $118.040
CONTRACT YEAR 6
IMAINTENANCE, SUPPORT AND
ENHANCEMENTS (7/1/2020 -
’ 6/30/2021)
CY6- 1.0 Maintenance and Suppon
CY6-1.1 , |Annual maintenance and suppori for Ongoing $114.041
Horizon and-Oracle ’
* CY6-2.0 [Optional, ~ ’
CY6-2.1 ~ [Optional Enhancements 6/30/2021 ° $4,0004
. SUBTOTAL . $118,040
- Grand Total $680,928

2016-021

Page 5 of §

HORIZON Lab Systems, LLC
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND 'HUMAN. SERVICES
CHEMWARE. MAINTENANCE
CONTRACT H2016-021 °
CONTRACT AMENDMENT #1

i2. Chemware Mamlenancc Contract 2016-021, Pan 3, Exhibit B, Price and Paymcnt Schcdulc
Section |, Payment Schedule, Subseclmn 1.5, Optional Services, to read: .

"1.8 OPTIONAL ‘SERVICES
"Table 1.5: Optional-Services

.

Optional
SERVICES.

Year |

‘Year.2:

; Yeard

" Yeard

" Year

Year 6

Optional Services
to in¢lude
. Horizon 10 to 11
‘Upgrade services

$26,208.°

Optional Services
such as Special

" reports,
interfaces, desired
enhanceme‘nts, or
additional
functionality

$4,000

$4.000

$11,500

$4,000

$4.,000

$53,708

| SUBTOTAL

O

g
;

13. ' Ch;:m‘warc Maintenance Contract 2016-021, Part 3, Exhibit B, Price and.Payment Schcaulc
Section 1, Payment Schedule, Subsection 1.6, Summary-Maintenance Suppon and Optional

Services, 1o read:

Table I.6: Opﬂonal Serviccs

-+

_ 1.6 SUMMARY - MA[NTENANCE SUPPORT AND OPTIONAL SERVICES

. Service

. Year 1,

Year.

Year.2

| Year3

AE]

! Y,ea'r.: §;

Yeers

Year§:

Totals.

.Maintenanc
e and
Support
‘Services

, $57,020

$£114,040

$114,040 |

$114,040

5114040

$114,040

$627,220

Optional
Services

$26,208

'$4,000

$4,000

$11,500

" $4,000

$4,000

$53,708 |

SUBTOTALS

$83,228

$118,040

-$118:040|

$125,540

$118,040

$118,040

GRAND
TOTAL

1

$680,928

i4. Chemwaré Maintenance Contract‘20‘16.—021, Part 3,.Exhibit B, Price and Payment Schedule,

Section 2, Contract Price, to read:

2. CONTRACT PRICE

Notw_ithEtanding any; provision in the Contract to the contrary, and fiotwithstanding
unexpected circumstances, in no cvent shall the total of all payments made by the State
exceed $680,928 (“Total Contract Price™). The payment by the State of the total Contract *
price shallbe the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incuired by the Contractor in the performance hereof.

2016-021 .
HORIZON Lab Systems, LLC

Page 6 of §



STATE OF NEW HAMPSH[RE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
. CONTRACT #2016-021
CONTRACT AMENDMENT #1

The State will not be responsible for any travel or out of pocket expenses incurred in the
performarice of the Services performed under this Contract.

N

15. Chemware Mamtcnancc Contract 2016-021, Pant 3, Exhibit B, Price and Payment Schedule,
* Section 4, Payment Address, to read: ) "

4. PAYMENT ADDRESS

All payments shall be seni to thc following address:
Email all remit advices to AR@horizonlims.com
HORIZON lab Systems, LLC
28035 Network Place -

Chicago, IL 60673-1280

16. Chemware Maintenance Conlract 2016-021, Part 3, Exhibit J, Soﬂwarc Ltccnsc Section 8,
SofAware Escrow, Subsection 8.1, to read: .

8.1 The Contractor represents and wartants that the currently existing source code for the
Software licensed to the State under the Contract, as well as the Documentation for such
Software, and developer comments to the source code for the Software. (the “Deposit
Materials”) have been deposited in an escrow account maintained at Access ("Escrow
Agent") as required by this Contract. Future Deposit Materials for major version releases
{eg, X.y.z)of the Software not otherwise delivered to the State Licensee as source code
shall be deposited in the escrow account (normally within six (6) months afier the first
.commercial shipment of each’such release). The Contractor shéll promptly pay to the
Escrow Agent ali escrow fees lhat become due under the Escrow: Agrccmcm 10 maintain
the Soﬂware in escrow.

“

7. Add Exhibit M 6HHS S!andard Exhibits,

2016-021 . Page 7 of 9
HORIZON Lab Sysiems, LLC : -



, STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE:
CONTRACT #2016-021
CONTRACT AMENDMENT #1

Except as provided herein, all provisions of the Agrcc:h.cnt shall remain in full force and effect. This
modification shall take effect upon the approval date from the Gévernor and the Executive Council.

IN WITNESS WHEREQF, the parties have hereunto set their hands as of the day and year first above
written.

S 4t e

HORIZON Lab Systems, LLC

Corporate Signature Notarized:

STATE OF

COUNTY OF

On this the _ day of
appeared the person identified direg

is signed above, and acknowledge
above.

ER?OZ? hereunto set my hand and off'mal seal.

Nolary Publjt/Justice of the Peace

, 20 Q. before the undcrsigﬁcd officer, personally
above, or satisfactory proven to be the person whose name
at s’he executed this document in the capacity indicated

My Commission Expires: F..RENEE HEDSTROM
NOTARY PUBLIC
(SEAL) ' Mam County

State of New Ham
(QMM % Date; 3/&‘?1 &10"1

Denis Goulet, Commissioner
New Hampshire Department of Information Technology

Jeffre MeycrsLCommnssmncr(
New pshlre Department of Health and Human Services

2016-021 ' PagceRof 9
HORIZON Lab Systems, LLC



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT #2016-021
CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as to form, gLfbstance, and
execution.

Approved by the Attorney General

¢ of New Hampshire, Department of Justice

Date: 2 2 Zé/zaﬂ

[ hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Mecting on: (date of meeting)

Office of the Secretary of State

By:

Title:

bale:

2016-021 " Poage9of9
HORIZON Lab Systems, LLC



Exhibit M DHHS Standard Exhibits
New Hampshire Department of Health'and Human Services

' Exhibit D . '

QI_ERTlFlCATlQN' REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Conltractor identified in Séction 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the ‘Drug-Free Workplace Act of 1988 (Pub. L. 100-630, Title'V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees 1o have the Contractor's representative, as identifi ed in Sections
1.11 and 1.12 of the General Provisions execute the following Centification:

s

ALTERNATIVE | - FOR GRANTEES OTHER THAN lNDIVIDUALS

us. DEPARTMENT OF HEALTH AND.HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This cartification is reqdlred by the reégulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L, 100-690, Title V, Subtitie D; 41 U.5.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part !l of the May 25, 1990 Federai Register (pages
21681-21691), and require certificalion by grantees (and by-inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one cextification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federa! fiscal year covered by the certification. The certificate set out below is a
material representation, of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of paymenls suspension or
termination of grarits, or government wide suspension or debarment. Confracters using this form should
send it to; -

Commissioner

NH Department of Health and Human Services . .
129 Pleasant Street,

Concord, NH 03301-6505 '

1. The grantee certifies that it will or will conlmue to provide a drug-free workplace by:
~ 1.1, Publishing a statement notifying employees that the unlawful manufacture, distribution,
_ dispensing, possession or use of a controlled substance is prohlblted in the graritee’s
" workplace and specufylng the actions that will be taken against employees for wolallon of such
prehibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1.  The dangers,of drug abuse in the workplace;

1.2.2. - The grantee's policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs: and

1,.2.4. The penaltles that may be imposed upon employees for drug abuse violations
occurring in the workplace; *

1.3. Maklng it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1., Abide by the terms of the statement; and

‘1.4, 2 Notity the.employer in writing of his or her conviction for a violation-of a criminal drug
statute occurring in the workpiace no. later than five calendar days after such
conviction; .

1.5. Notifying the.agency in writing, within ten ‘calendar days after recelwng notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,
Employers of convicted employees must provide notice, including position title, to every grant
officer on.whose.grant activity the convicted employee was working, unless the Federal agency

L

Exhibit D - Certification regarding Drug Free : Contractor initials CD

' Workplace Requiremants . !
CWDHHSM10713 - . Page 1012 . Date quﬁlq



Exhibit M DHHS Standard Exhlblts
New Hampshire Department of Health and Human Services

Exhibit D

f

has demgnated a central paint for the receipt of such notices. Notuce shaII include the
identification number(s) of each affected grant; .
~1.6. Taking one of the following actions, within 30 calendar days of receiving notlce under
ubparagraph 1.4.2, with respect to any employee who is so convicted

1.6.1. Taking appropriate personnel action-against such an employee, up.to and including
termination, consistent with the reqwrements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate sat:sfaclonly in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2, The granlee may insert in the space provided ‘below the sita(s) for the performance of work done in
connection with the specific grant.

Place of Pertormance (street addres_s. city, county, state, zip code) {list each location)

.

Check 0O if there are workplaces on file that are not identified here.

Contractor Name:

. . '
/9 ,'Qol‘\ | LS
Date : Name; £¢ Dlnoﬁlk
Title: an-.\\ Man .’d

Exhibit D — Certification regarding Drug Free Contractor Intials EO
Workplace Raquiremaents
CUMHHS/110713 Page 20of 2 . Date l)ﬂl'b“



Exhibit M DHHS Standard Exhibits
New Hampsh!re Department of Health and Human Services

Exhlblt E

L
.

: CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Prowsmns agrees to comply wnth the provusmns of

- Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and -
31 U.5.C. 1352, and-further-agrees to have the, Contraclor’ s representatwe as identified in Sections 1. 1
and 1.12 of the General Provusmns execute the following Certaﬁcahon .

us DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS '
US DEPARTMENT OF EDUCATION - - CONTRACTORS :
US DEPARTMENT OF-AGRICULTURE - CONTRACTORS

-Programs (indicate applicable program covered)
. ‘Temporary Assistarice to Needy Families under Tltle IV-A
*Child Support Enforcement Program under Title IV-D
*Sacial Services Block Grant Program under Title XX
*Medicaid Program under Title XIX ’
*Community Services Block Grantunder Title A .
“Child Care Development Block Grant.under Title v : .

The undersigned certifies, to the best of his or her knowledge and beélief, that:

1. No Federal approprlated funds have been paid or will be ‘paid by or on behalf of the undersngned o
any person for mﬂuencmg or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer- or émployee of Congress, or an employee of 2 Member of Congress in
connection with the awarding of any Federal contract, continuation, rehewal, amendment, or

1 modification of any Federal contract, grant, loan or cooperative agreemient {and by specific mention
sub-grantee or sub-co'ntractor).

2. If any funds other than Federal approprialed funds have been paid or will be paid to any person for
influencing or attempting to influence'an officer or employee of any agency a Member of Congress,
an officer or employee of- Congress or an employee of a Member of Congress in connection with this

, Federal contract, grant, loan, of cooperative agreement (and by specific mention stib-grantee or sub-
contractor), the unders:gned ‘shall complete and submil Standard Form LLL, (DISClOSUI’E Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this ceruﬂcatlon be included in the award .
document for sub-awards-at all tiers (including subcontracts, sub-grants, and contracts under grants,
" loans, and cooperatwe agreernents) and that all sub-recipients shall certify and disclose accordingly.

* This certification:is a material representation of fact upon which reliance was placed when this transaction

- was made or entered into, Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who falls to file the.required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100.000 for
each such failure.

Contractor Name;

A% &

Date . Name: €4, 0-«;%\}( ‘
, Title: G‘Mm\ mwﬁ"

. : Exhibit E — Centification Regarding Lobbying - ¢ Contractor Initials éo
curm'msmom - Page 1 of 1 . Date mw



Exhibit M DHHS Standard Exhibits
New Hampshire Departrent of Health and Human Services

Exhibit F

.

CERTIFICATION REGARDING DEBARMENT, SUSPENSION .
" AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to, comply with the provisions of
Executive Office of the President, Execulive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Respansibility. Matters, and further agrees 1o have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification;

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitling, this proposal (contract), the prospective primary participant is providing lhe
certification set out below, . ‘ :

2. The inability of a person'tb provide the.cenrtification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective paricipant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services’ (DHHS)
determination whether to enter into this transaction. However, failure of the prospeclive primary
participant to furnish a cenrtification or'an explanation shall disqualify such person from participation in
this transaction. .

3. The certification in this clause is a material representation of fact upon which reliance was piaced
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government DHHS may terminate this transaction for cause or default.

4, The prospective primary partucupant shall provide immediate written notice to the DHHS agency to *

* whom this proposal (contract) is submltled it'at any time the prospective primary participant learns
that its certification was erronéous when submmed or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction:” “debarred,” “suspended,” *ineligible,” “lower tier covered
transaction,” *participant,” “person,” “primary covered transaclion,” “principal,” “proposal,” and
“voluntarily excluded,” as used inthis clause, have the meanings set oul in the Definitions and
Coverage sections of the rules implementing Executive Order 12549; 45 CFR Part 76. See the
attached definitions. ' '

6. The pr05pect|ve primary participant agrees by submitting this proposal {contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, .or voluntarily excluded
from participation in this covered transaction, uriless authorized by DHHS. ) s

7. The prospeclive primary participani further agrees by- submlmng this proposal that it will include the
clause titled *Certification Regardlng Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower lier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower lier-covered iransaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A paricipant may
decide the method and frequency by which it determines the eligibility of its principals. Each
paricipant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the.foregoing shail be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and '
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Informaticn of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings,

10. Except for ransactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from padicipation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate thls transaction
for cause or defdult. X

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowtedge and belief, that it and its
principals;
. 11.1. are not presently debarred, suspended, proposed for debarment declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

11.2. have not within a three-year period preceding this proposal (contract) been convicled of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public {(Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezziement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property; .

11.3. are not presently indicted for atherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (1)(b).
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospeclive participant shall attach an explanation to this proposa! {(contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submilting this lower tier proposal (contract), the prospective lower tier pammpant as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarity excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower lier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to.this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitied "Certification Regarding Debarment, Suspension, Ineligibilily and

Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tler covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

)4/ 2004 SR/ 2
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=CERTIFlCATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
EEDJEBAL NONDISCRIMINA'[ION _EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS :

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
repraseniative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the-following
cerlification:

Contractor will comply, and will require any subgraniees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include: )

- the Omnibus Crime Control and Safé Stroets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
reciplents of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires cenain recipients o produce an Equal Employment Opportunity Plan; '

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Seclion 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibiled from discriminating, either in.employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act mcludes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 {42 U.5.C. Section 2000d, which prohibits recnpuams of federal financial
assistance from discriminating 'on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard t¢ employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990.{42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohlblts
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 {42 U.S.C.-Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance, It does nol include
employment discrimination;

- 28 C.F R, pt. 31 {U.5. Department of Justice Regulations — OJJOP Grant Programs); 28 C.F.R. pt. 42
(U.S. Depariment of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Execulive Order No, 13279 (equal protection of the laws for faith-based and community
organizations); Executivé Order No. 13559, which provide fundamentai principles and policy-making
criteria for partnerships with faith-based and neighbarhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National ‘Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, ehacted January 2, 2013) the Pilot Program for
Enhancement of Coniract Employee Whistleblowar Proteclions, which protects employees against
reprisal for certain whistle blowing activities in connection wilh federal gran‘s and contracts.

The certificale set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the centification shall be grounds for:
suspension of payments, suspensxon or termination of grants, or government wide suspension or
debarmaent.
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in the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due pracess héaring on the grounds of race, color, religion, national origin, or sex
afainst a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, 1o
the applicable contracting agency or division within the Depariment of Heafth and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor idenlified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
rapresentative as identified in Sections 1.11 and 1.12 of the General Provusuons 10 execute the following
certification: ‘ /

. By signing and submitting this proposal {contract) the Contractor agrees to camply with the provisions
indicated above. * : ) .

Contractor Name: |

%14 ) o

Date
ry ]
'
i
Exhibit G
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csanrlcgnon REGARDING.ENVIRONMENTAL TOBACCO SMOKE

r . -

Public Law 103 227 Pan C - Environmental Tabacco Smoke also known as the-Pro-Children Act of 1994
(Act), requires that smokmg not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education, -
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or tocal governments. by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcoho! Ireatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of lhe General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification: .

1. By signing and submitting this contract, the Conu_'actor' agrees to make reasonable effonts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:

c)-/d\) 10\‘\

Date

i B
Ve

ime: ke
Title: Semerul

<O

Exhibit H - Cenification Regarding : Contractor Initlals

‘Environmenial Tobacco Smoke
CUMDHHS/1 10713 ' Page 1 of 1 _ Date 34“/)0]%



Exhibit M D-I-!quS Standard Exhibits
New Hampshire Department of Health and Human Services

Exhlbit |

'HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identifi ed in Section 1.3 of the General Provnsrons of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and

with the Standards for Privacy and Security of individually |dentifiable Health Information, 45

CFR Parts 160 and 164 applicable to business associates. As defined herein, *Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Hurr)an Services. ;

Al
LY

{1) Definitions. : o

a. “Breach” shall have the same meaning as the term “Breach” in section 164 402 of Trtte 45,
Code of Federal Regulatlons

’

" b. ‘Business Asgoqa;g has the meaning given such term'in section 160.103 of Title 45, Code
of Federal Regulations.

c. * “Covered Entity” has the meamng given such term in sectron 160 103 of Title 45,
Code of Federal Regulations. :

d. “Designated Record Set” shall have the same meaning as the term "demgnated record set”
in 45 CFR Section 164.501. : .

e. “Data Aggregation” shail have, the same meamng as the term:- data aggregation” in 45 CFR
Section 164 501.

f. “Health Care Ogeratlon shall have the same meanrng as the term “health care operatlons
 in 45 CFR Section 164,501, . .

9. “HITECH Act’ means the Health Informa'tton Technology for Economic and (fllnlcal ‘Health
‘7 Act, TitleXIll, Subtitle D, Part 1 &2 of the American Recovery and Reinvestment Act of
2009, .

h. "HIPAA" means the Health Ineurance'P-Ortability and Accountability Act of 1996, Public Law :
. 104-191 and the Standards for.Privacy and Security of Individually identifiable Health
lnformatlon 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. Indnndual‘ shall have the same meaning as the term "individual® in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Sectlon 164.501(q). .

j. "Privacy Rule" shall mean the Standards for Privacy of Indwrdually Identtfable Health
Information at 45 CFR Parts 160 and 164, promulgated under HlPAA by the United States
Department of Healthrand Human Seivices. i

tk. “Protected Health Informatron shall have the same meaning as-the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Assocrate from or on behalf of Covered Entity. _ )

3!2014 . Exhibit | . Conlractor lnitiats 6 O
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Regunred by Law" shall have the same meaning as the term requrred by law" in 45 CFR
Section 164.103. .

“Secretary” shell mean the Secretary of the Department of Health and Human Services or.
hlsiher designee. .

_ ecm;y Rule" shall mean the Secunty ‘Standards for the Protection of Electranic Protected .

Health Information @t 45 CFR Part 164, Subpart C, and amendments thereto.

“Upsecured Protected Health lnfor'rnation" means protected health information that is not™

secured by a technology standard that rénders protected health information unusable,

"unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by

a standards developing organlzahon {hat is accredited by the American National Standards
Institute.

Other Def.nitions All terms nol otherwise defined herein shall have the meaning .
established under 45 C.F.R. Parts. 160, 162 and 164 as amended from time to time, and the
HITECH

. Act.

(2)

32014 . Exhibll 1 ’ Contractor Initials == %/

Business Asso‘ciate Use and Disclosu’re of Prote‘cted Health Infonnatien

Business Assoaate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provude the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but.not limited to all
its 'directors, .officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Assocrate may use or dnsclose PHI:
l ' For the proper. management and administration of the Business Assocnate
Il. . Asrequired by law, pursuant to.the terms set forth in paragraph d. below; or
. For data aggregatlon purposes for the health care aperations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party: and (i) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification-
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, uniess such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement disclose-any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so-that Covered Entity has an opportunity to object to the disclosure and
'to seek approprtale relief, "If Covered Entity objects to such disclosure, the Busmess

Héalh Insurance Portability Act

Businass Associata Agreemant )
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(3}

32014

Associale shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such ‘additional restrictions and shall abide by any additional security safeguards.

Obligations and Activities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately

.after the Business Associate becomes aware of any use or disclosure of protected

health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types. of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclésure was made;

o Whether the protected health information was actually acquired or viewed

o The extent-to which the risk to the. protected heaith information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behaif of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, 'use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I}. The Covered Entity
shall be considered- a direct third party beneficiary of the Contractor's business assaciate
agreements with Contractor’'s intended business associates, who will be receiving PHI -

Exhibit | Contractor Initials GO
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions {P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a writlen request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine

- Business Associate’'s compliance with the terms of the Agreement. .

g. Within ten (10} business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the'
Covered Entity, or as'directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such-PHI available to Covered Entity for
' amendment and incorporate any such amendment {o enable Covered Entity to fulfill its -
obligations under 45 CFR Section 164.526.

i Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

R Within'ten (10) business days of receiving a wnnen request from Covered Entlty fora
request for an accounting of. disclosures of PHI, Business Associate shall make available

" to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528. :

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Enlity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify .
Covered Entity of such response as soon as practicable.

I Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as.Business

2014 Exhibit | Coniractor Inilials
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(4}

(5)

(6)

204

Associate maintains such PHI. If C'O\;rer'ed'Eniity. in its sole discretion, requires that the
Business Associate destroy any or all. PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed. .

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Naotice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promptly notiﬁ( Business Associate of any chanQes_ in, or revocation
of permission provided {0 Covered Entity by individuals whose PH| may be used or.”

. disclosed by Business Associate under this Agreement, pursuan! to 45 CFR Section

164. 506 or 45 CFR Section 164.508.

Covered entlty shall promptly nolify Business Associate of any restrictions on the use or
dis¢losure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the-extent that such restriction may affect Business Associate's use or disclosure of

. PHI.

Termination for Ceuse

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered’
Entity's knowledge of a breach by Business Associate of the Business Associate .
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
lerminate the Agreement or provide an opportunity for Business Assocjate to cure the
alleged breach within a timeframe specified by Covered Entity.. If Covered-Entity
determines that neither termination nor cure is feasrble Covered Entity shall report the
violation to the Secretary.

Miscellaneous

Definitions and Requlatory References. All terms uséd, but not otherwise definéd herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference inthe Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as

" amended.

Amendment Covered Entity and Business Associate agree to take such action as is

‘necessary to amend the Agreement from time to time as is necessary for Covered

Entity to comply with the changes in the requirements of HIPAA, the Prwacy and
S,ecurlty Rule, and applicable federal and state law. *

Data Ownership. The Business Associate acknowledg‘és that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity. .

Intefpretation. The-parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered.Entity to comply with HIPAA, the Privacy and Security Rule.

) Exhibit | Contractor inkials
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e. Segregation. [f any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect withouit the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in.this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the

defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOQF, the parties hereto have duly executed this Exhibit |.
HORTION Lob Syshems

The State : ) Name of the c%
)

- Signature of Authorized Representative Signature of Authorized Representative

. Eﬁ‘c D-‘f\qs\:c\k’(

Name of Authorized Representalive Name of Authpfizéd Representative
_ G"’r\gr_n ) -m"\o\nc(
Title of Authorized Representative Title of Authorized Representative
| 2S04
Date Date
312014 Exhibil | C;ntrador Initials 6 O

Health insurance Portability Act

Business Associate A 1 '
e et one 1//22)]



Exhlbrl M DHHS Standard Exhibits v
New Hampshire Department of Health and Hurman Services :

Exhlblt J

CERTIFICATIO N REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
. ACT (FFATA) COMPLIANCE .

.

The Federal Funding Accountabllrty and Transparency Act (FFATA) requires. prrme awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after Oclober 1, 2010, to report on
. data related to executive compensation and associated first-tier sub—grants of $25,000 or more. If the
initial award is below $25,000 but. subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 {Reporting Subaward and Execulive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requrremenls
Name of entity
Amounl of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity : . ‘.
Principle place of performance
Unique identifier of the entity (DUNS #)
- 10. Total compensation and names of the top five executives if.

10.1. More than 80% of annual gross revenues are from the Federal government and those

revenues are grealer than $25M annually and
10.2. Compensatron information is-not already available through reponrng to the SEC.

+

2 OEUVDNBWN =

Prime grant recipients must submit FFATA requrred data by the end of the monlh plus 30 days in whrch
the award or award amendment.is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
-and 2 CFR Part 170 (Reporting Subaward and Executive Compénsation Information), and further agrees
to have the Contractor's representative, as identified in Séctions 1.11 and 1. 12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to.comply with all applicable provisions of the Federal -
_Fmancpal Accountability and Transparency Act. ,

Contractor Name:

' F)/ 9/20)4

Date
]
Exhibk J - Certification Regaiding the Federa! Funding - Contractor Initials "O
Aocomtabﬂrty And Transparency Act (FFATA) Compliance '~ . - d
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed. questions are true and accurate.

1. The DUNS number for your entity is: (@ “ 4040

2. In'your business or organization’s preceding completed fiscal year, did your busineés or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative ‘agreements; and (2) $25.000,000 or more in annual
gross revenues from U.S, federal contracts, subcontracts, loans, grants, subgrants andfor
cooperative agreements?

X_ NO - YES
Cf thé answer to #2 ahove is NO, stop here
If the answer to #2 above is YES, please answer the following:
3. Does the public have access to information about the compenéalioh of the executives in your
business or organization through periodic reports i led-under section 13(a) or 15(d} of the Securities

Exchange Act of 1934 {15 U.S:C.78m(a), 780(d)) or section 6104 of the lnternal Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here
“If the answer to #3above is NO blease answer the following:

4. The names and compensation of the five most h1ghly compensated officers in your business or ’
organlzatlon are as follows: :

Name: . : Amount:
: Name: Amount:
Name: Amount: '
Name: . Amount:
Name: Amount:
. Exhinit J - Cen‘rr cation Regarding the Faderal Funding Contractor Inhialséo

Aocuunlabul;ry And Transparency Act (FFATA) CompRance
CUWDHHS110713 Page 2 of 2 , Date :Z "&1
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A. Definitions’
The following tarms may be réflected and have the described meéning in this document:

1. "Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access 1o personally identifiable
information, whether physical or electronic. With régard to Protected Health
Information, * Breach" shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. ‘Computer Security Incident” shall have the same meaning *Computer Security
Incident”.in sectiontwo (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce

3. “Confidential information® or "Confidential .Data™ means all confidential information
disclosed by one party to Ihe other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and ail information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This informalion_includes, but is not limited to
Protected Health Information (PHI), Personal Information.(Pl), Personal Financial
Information (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
~ Payment Card Industry (PCl), and or other sensitive and confidential information.
4. "End User" means any person or entity {e.g.. contractor, contractor's employee,
business associale, subcontractor, other downstream user, etc.) that receives
‘DHHS data or derivative data in accordance with the terms of this Conlract.

5. "HIPAA" means tha Health Insurance Portability and Accouniability Act of 1986 and the
regulations promulgated thereunder.

6. "Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a sysiem for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss-
or misplacement of hardcopy documents, and misrouting of physical or electronic

Va, Last updaie 04,04.2018 Exhibit K Contraclor Inltials 6 0
DHHS Informalion
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network” means any network or segment of a network that is
not designated ‘by the State of New Hampshire's Department of Information
Technology or délegate as a protecled network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pi, PFI.,.
PHI or confidential DHHS data.

8. “Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, -personal
information as defined in New Hampshire RSA 359-C:19, bidmetric records, etc.,
atone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mothers maiden
name, etc.

9. ‘“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. *“Protected Health Information™ (or "PH!") has the same meaning as provided in the
definition of "Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R, §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health information at 45 C.F.R. Part 164, Subpart C, and amendments
therelo.

12. "Unsecured Protected Health Information” means Protected Health Information that is
‘not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to wunaulhorized individuals and is
developed or endorséd by a standards developing organization that is accredited by
the American National Standards Institute. )

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Businass Use and Disclosure of Confidential Information.

1. The Conlractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor, -
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI| in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

G6)

V4. Last update 04.04.2018 ExhbltK . " Contractor Initials
DHHS Information
Securlty Requirements .
Page 20f9 Date =X c‘/ )Oﬁ



-

Exhibit M DHHS Standard Exhibits .
New Hampshire Department of Health and Human Servuces

Exhibit K )
‘DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in. respense o a
subpoena, ‘etc.,” without fifst nolifying DHHS so that DHHS has an opportunity to
- consent or object to the disclosure.

-3 lf DHHS hotifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and abcve those uses or disclosures or security safequards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by -such
additional restrictions 'and must not disclose PHI in violation of such additional
restrictions and must abide by any additional securily safeguards.

4. The Contrdctor agrees that DHHS Data or derivative .there from disclosed to an End
: User must only be used pursuant to the terms of this Contract.

5. The Contraclor agrees DHHS Data cbtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of rnspectrng to confirm compliance with the terms of this
Contract.

II‘. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have -

' been evaluated by an expert knowledgeable in cyber security and that said
application’s encryptlon capabilities ensure secure transmission via the mtemet

2. Computer Disks and Portable Storage Devices: End User may not use computer disks
 -orportable storage dewces such as a thumb 'drive, as .a method of transmitting DHHS
data. ~

3. Encrypted Email, End User may only employ email to transmit Confidential Data if
email is e encrypted and being sent to and being received by email addresses of
persons authorized to receive such-information.

4, Encrypted Web Site. If End User is employing the Web to transrriit Confidential
Dala, the secure socket layers (SSL) must be used and the web sile must be
secure. SSL encrybts‘ data transmitted _via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud ‘Storage; to transmit
Confidential Data,

6. Ground Mail Service. End- User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sentto a named individual,

7. Laptéps and PDA. If End User. is employlng poriable devices to transmit
Confidential Data said devices must be encrypted and-password-protected.

8. Open Wireless Networks. End User may not transmit Conﬁdenttal Data via an open

V4. Lasl update 04.04.2018 T Exhibit K S Contmctorlniﬂatsﬁﬁ
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Wtreless network. End User must_employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User. Communlcatlon If End User is employing remote communication to
access or transmit Confi dential Data, a virtual private network (VPN) must be

. ‘installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 -
hours). i

11. Wireless Devices. If End User is transmitting Conf dentia] Data via wireless devices, aII
data must be encrypted o prevent Inappropriate disclosure of information.

Nl RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Confract. After such time, the Contractor will have 30 days to destroy-the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must;

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract ouliside of the United
States. This physical location requirement shall also apply in the implementation of
cloud compuling, cloud service or cloud storage capabilities, and includes backup
dala and Disaster Recovery locations.’

2. The Contractor agrees to ensure proper security monitoring capabiliies are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided syste’rr_\s.‘

3. The Contractor agrees to provide security awareness and education for its End
"Users in support of protecting Department confidential information.

4.. The Contractor agrees to retain all electronic and hard copies of Confidential Data
' in a secure localion and identified in section IV. A2 :

5. The Contractor agrees Confidentidl Data stored in a Cloud must be in a
"~ FedRAMP/HITECH compliant solution and comply with all applicable statutes and:
regulations regarding the privacy and security. All servers and devices musl have
currenlly-supported and hardened operating systems, the latest -anti-viral, anti-
hacker, anli-spam, anti-spyware, and anti- malware ulilities. The environment, as a

!
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whole rnusl have aggresswe mtrusron-delecllon and flrewall protection.

6. The Contractor.’ agrees to and ensures its complete cooperation with the State's
-Chief lnformatron Officer in the detection of any security vuinerability of the hosting
infrastructure. .

- B. Disposition

) 1. If'the Contractor will maintain any Confidential Information on its systems (or its
. sub-contractor systems), the Contractor will maintain a documented process- for
securely disposing of such dala upon request or contract termination; and will

. obtain written certification for any Staté of New Hampshire data destroyed by the .
Contractor.or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, elecironic media containing State of
New Hampshire data shall bé rendered unrecoverable via a secure wipe program

in accordance wilh industry-accepted standards for secure deletion and media
sanitization, or 'othefwise physically destroying the media (for example,
degaussing) as describéed in'NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards ‘and Technology, U. S
Department of Commerce. The Contractor will document and cértify in writing at
time of the data destruction, and will provide written certification to the Department
" upon request. The written certification. will include all details necessary to

demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional- standards for retention requirements will be jomtly

. .@valuated by the State and’ Contractor prior to destruction. :

’

2. Unless otherwise specrﬁed wrthrn thirty (30) days of the termiination of this.
Contract, Contractor agrees to destroy all hard copies of Conf dential Data using a
secure method such as shredding. .

3 Unless otherwise specified, within thirty (30) days of. the {ermination of this
Contract, Contractor agrees (o ‘complelely destroy all electronrc Confidential Data
by means of dala erasure, also known as secure data wiping.

Iv. PROCEDURES FOR SECURITY

A. Contrattor agrees 1o -safeguard the QHHS Data: recerved under thls Contract, and any
derivalive data or files, as follows: :

1. The  Contractor will' maintain proper security controls ‘to protect Department
. confidential information collected, processed, managed, and/or stored in the delivery
- of contracted services. '

2. The Contractor will mairitain policies and procedures to protect Deparlmenl-
confidential information throughout the information lifecycle, where applicable, (from -
* creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, ‘elc.).

i

DHHS Information
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3. The Contractor will maintain appropriate authentication’ and access controls to
 contractor systemns that collect, transmit, or store Department conﬁdenhal mformatron
where ‘applicable,

4, The Contractbr will ensure proper security monitoring capabilities are in place to
detect potential security events that-can impact State’ of NH systems andlor
Department confidential information for contractor provided systems. '

5. The Contractor will provide regular secunty awareness and education’ for its End
Users in support of protecting Department confidential information.

6. 1f .the Contractor will be sub-contracting any core functions of the engagement-
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expactations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Depariment to sign and comply with all applicable
State of New Hampshire and Department system access and authonzatlon policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be’
completed and signed by the Conlractor and any applicable sub-contractors prior to
system access baing-authorized.

8. If the Department deiermlnes the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Confractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responmble for maintaining compliance with the

_agreemenl.

8. The Contractor will work with the Department at its request to complete a System
, Management Survéy. The purpose of the survey is to enable the Department and
Contractor 10 monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be ‘completed
annually, or an altemate time'frame at the Departments discretion with agréeement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contracior'changes

10. The Contractor will not store knownngly or unknowingly, any State of New Hampshire
or Departrnent data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from: the Informatron Security Office
Ieadershnp member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts té investigate the causes of the. breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting - from the breach.
The State shall recover from the Contractor all costs of response and recovery from

-
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the breach, including but not limited to: credit monitdring services, mailing costs and
costs associated with website and telephone call center servnces necessary due to
the breach.

12. Contractor must, .comply with all applicable stautes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is nol less
than the level and scope of requirements applicable to federal agencies, including,
but not limited. to, provisions of the Privacy Act of 1974 {5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law. .

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized uée or access to it. The safeguards must provide a level and
scope 'of seclirity that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of information Technology.
Refer to Vendor Resources/Procurement at https:/f/www.nh.gov/doit/vendor/index.him
for the Depariment of Information Technology policies, guidelines, slandards and
procurement information relating to vendors. .

14, Contractor agrees to maintain .8 documented breach notification and mcudent;
‘response process. The -Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contraclor learns of its occurrence. This includes a
confidential’ information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire netwark, ‘

15. Contractor must restrict access lo the. Caonfidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in.connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Seclion IV A, above,
implemented to protect Confidential Informatién that is furnished by DHHS
under this Contract from loss, Lheft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devnces!medla contalmng PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent lo and being received by email addresses of persons authorized to
receive such informalion.

<D
DHHS Information
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»

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unaulhorized persons
during duty hours as well as non-duty hours' (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivalive files containing personally identifiable information, and in all cases,
such data must-be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed ‘using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be

' shared with anyone. End Users will keep their credential information secure. .
This applies to credentials used to access the site directly or mdlreclly through
a third party apphcanon

Conlraclor is responsible for oversight and compliance of their End Users. DHHS
raserves the right to conduct onsile inspections to monitor compliance with this
Conlract, including the privacy and security regquirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Conlractor must notify the State's Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
. time that the Contractor Iearns of their occurrence.

The Contractor must further handle and report' Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
‘notwithstanding, Contractor's compliance with all applicable obligations and procedures
Contractor's procedures must also address how the Contractor will:

1. Ildentify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and con_véne a core response group to determine the risk ievel of Incidents
and determine risk-based responses to Incidents; and
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PN

‘ 5 Determlne whether Breach nom" cation is required, and, if so identify appropriate
Breach notification methods, timing, source, and contents from among different
.options, and bear costs associated with the Breach notice as well as any-mitigation
measures.

Incidents and/or Breaches that implicate Pi_must be addressed and reported, as
appli¢able, in accordance with NH RSA 359-C:20. .

VI.  PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:
DHHSInformahonSecuntyOff ice@dhhs, nh, gov

B. DHHS contacts for Privacy i issues:
DHHSPrivacyOfficer@dhhs.nh.gov '

C. DHHS contact for !nformgfion Security issues: . '

' DHHSInformationSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:
DHHSlInformationSecurityOffice@dhhs.nh.gov
OHHSPrivacy.Officer@dhhs.nh.gov

DHHS Information . .
Securty Requirements
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DFI/CORP/30

DOCUMENT
2011

To All to Whorn These Presents Shall Come, Greeting:

DEPARTMENT OF FINANCIAL INSTITUTIONS

United States of hmérica ‘

State of Wisconsin

I, Maxy Ann McCoshcn Admm]slratox Division of Corpow.tc and Consumcr Sexvices, Dcpa.runcnt of
Financial Institutions, do hereby certify that the annexed copy has been compared with the document on file in
the Corporatlon Section of the Division of Corporate & Consumer Services of this department, and that'the

“same is a true copy thereof; and that [ am the legal custodian of said document, and that this certification is in

due form

DATE:

JAN - 72018

ol

IN TESTIMONY WHEREOF, I have:
hereunto set my hand and affixed the ot'ﬁclal seal
of the Department. .

MARY ANN McCOSHEN, Administrator
Division of Coiporate and Consumer Services
Departroent of Finaggcial Institutions

BY:




Wisconsin Depatment of Financial Institutins

Strengthenmg Wlsconsm s Fmancnal F uture

Corporations Bureau

Form 504 - Limited Llablllty Company Artlcles of Amendment

RS PIUPEURI RV

[Name of Limited Lisbillly Company |
Entity Name or Enlity Id: -

-

e

CHEMWARE, LLC
Entity 10: C086585

|Entlt}_p"N_a_nw Amgndmom o

The text of the amandment to the
srilclos of orgnnlzatlo}t amonds
the name of Iimlted.llablity
company, - ’

The Name of the LLC is amendad
to be:

Horizon Lab Systems, LLC

Rnglntorod Agont Narno Amendment.. ’

Tho toxt of tho amendmont to tho

- articles of organizatlon amends
the name of Iho Reglstored
Agant:

Tha Reglatarad Agent namsa Is
amonded to:

Namo of Entity:

— s — e

[Raglntgrgd Aqont Addrpu Amondmont

The toxt of the amendment to tho
articlos of organixation amonda
tho stroot address of the
Rogletorod Agent,

No

Tho Roglsterad Agont addroas Is smandad to:

Stll'eetAddren:
Addroas 2:
Clty:

Stato:

2ip Codo: .

_ﬁ;jf nagemant Change. *.i.

The text of the amondment to the
articles of organization amaonds
tho managomant of the Limited
Liabllity Company:

The management of the limited
frabllity company la:

(Ieft blank)

'&dopllon

Amondmont(s) {o the Articles of
Organization was adoptod by the
vole required undar 5. 183.0404

{2).

e

Yes .




IDral’tar B

|:§-Ignn_tur§.__:__’- )
Titlo:

Date:

[ understand that chacking this
box constltutes a lega)
algnsture: :

SIgnatory'a'Name'

Rober J. Johennes, Esq.

et b s bt Bt a i -

]

_ Manager
01/0212018

Yes

Cynthla A. LaConte

Thla document will bo elror.tlvo on the d-t- It ls recolved by tho dopartrnon!
unless a delayed (future) date is Inr.ludod here.

({Optloneal) This documaent has &
delsyed affactiva dato of:

01/07/2019

st

|Contact information (Optlonal)

Name: Kelly Tealin, Mlchaal Best & Friodrich LLP
Address: PO Box 1806
. Clty: ‘Madfson ‘
State: l ) Wi
Zip Code: ' 53701
Phone Number: 608-257-3501
Emall Addreu: kateelingimichaalbest.com
[éh’d?:r'&?&am R SRR R

Recalvad Date:

FILED
01/04/2019



!

State of New Hampshire
Department of State

CERTIFICATE

|, William M. Gardner, Secretary of Statc of the State of New .Hampshire. do hereby cénify that HORIZON LAB SYSTEMS, '
LLC is a Wisconsin Limited Liability Company registered (o transacl business in New Hampshire on February 10, 2016. | further
certify that all fecs and documents required by the Secretary of Swate’s office have been received and is in good standing as far as

this ofTice is concerned. i

Business ID: 738754
Cenificate Number: 0004389935

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed
the Scal of the State of New Hampshire,
this 25th day of January A.D. 2019.

Por ok

William M. Gardner
Secretary of State




CERTIFICATE OF VOTE

I, Dale Mittelslaédt, President of Horizon Lab Systems, LLC {ihe "Agency), do hereby certify that:

1. { am a duly elected Officer of Horizon Lab Systems, LLC.

2. That Eric Dingfelder, General Manager is hereby authorized on behalf of this Agency lo enter into:thé sa:d
contract with the: ‘State of New Harnpshlre and to execute any:and all documenls agraemenls and other mstruments,

and any amendmenls revusnons or madifications therelo, as he may’ deem necessary. desnrable of appropnale -

3. The foregoing autharization has not been amended or revoked and remalns in full force and effect as of lhe 9th
day of Apnl 2019 -

4. Eric Dingfelder is the duly efected General Manager of Horizon Lab Systems, LLC.

(Slgnalure of the Elecled Officer)
STATE OF WISCONSIN '
Counly of Milwaukee

The foreéo‘ing instfiument was acknowledged béfore me this 8th day of April, 20189.

IR\ 0 oy S

Dale Mittelstagdt

7 [ Michasl P. O'Neil, Notary Public

(NOTARY SEAL)

Compmission is permanént




: \ (]
ACORD
v’

CERTIFICATE OF LIABILITY INSURANCE

DATE {MMODD/YYYY}
Qe

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE (SSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:

if the cortificate holder is an ADDITIONAL INSURED, the policy{las} must have ADDITIONAL INSURED provisions or be andorsod.

if SUBROGATION 1S WAIVED, subject to the terma and conditions of the policy, certaln policles may roguire an endarsement. A statement on
this cartificate does not confer rights lo the cortificate holder in lieu of such endorsemant(s}.

PRODUCER TORTACY
Marsh USA Inc, 'Eﬁa‘ﬁ, [T2X
411 E. Wiecongln Averwe _ta&..nmn. L
Sulig 1300 -mli N

Mtwaukes, W1 53202

Aftn: mibeaukpe.cortiaquest@mansh, com: 31 2.04B-4 343 INSURER(S] AFFORDING COVERAGE NAIC 8
INSURER A ; Travelers Property Casyalty Compeny of America 25674
INSURED ORIZON Lab Systems, LLC wwsuReR o ; Trivalert Indemnity Company of Connseticut 25682
6601 Shx Forks Road, Sulte 160 WNSURER € ; NIA NIA
Rasigh, NC 27615 INSURER D ; i
INSURER G ;
o INSURER F -
COVERAGES - CERTIFICATE NUMBER: CHIO0BI900). 14 REVISION HUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE 1SSUED OR MAY PERTAIN, THE INSURANCE AFFORDED 8Y THE POLICIES DESCRIBED HEREIN 1§ SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PALD CLAIMS,

NS TYPE OF INSURANCE }‘l‘gﬂm POLICY NUMBER (ml “:elhl%\' E“ LMITS
A ] 3% [ COMMERCIAL GENERAL LIABILITY E30TKA0084) 031672019 o020 EACH OCCURRENCE $ 1,000,000
x] cuams.suoe ] occur | PREMISES (fa pocrrence) | $ .00
- MED EXP (Any ona parson} H 10.000
| ] PERSONAL & ADv nuRy |3 1,000,000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGOREGATE 3 2,000,000
X | soucy D e PRODUCTS . COMPIDP AGG | 3 2,000.000
OTHER: . '
A | AUTOMORILE LWBILITY BABLTEHIED SYTRT [G3ne0 WH&E L LA PR 1,000,000
| any AUTO BOOILY INJURY (Par parson) | §
— SCHEDALED
] Gfons [i8200 ron s e e
| X | Rvos oy AUTOS OMLY | tPec aceiger) 2
s
A1 % | UMDRELLA LIAB OCCUR CUPTRA52409 Q3MEr019 0162020 EACH OCCURRENCE 3 " 8,000,000
L - )
EXCES3LIAD X | CLAIMS-MADE . , AGOREGATE 3 6.000.000
of0 | X I AETENTION § 10,000 . 3 )
T |WORKER1 COMPENSATION UBTEISR0TE WERTY  [0VIERR | x [ oW o
AND EMPLOYERS LIABILITY YIN
ANYPROPRIETORPARTN EAVEXECUTIVE £, EACH ACCIOENT $ 1,000.000
OFFICERAEMBER EXCLUDED? NiA o 1000000
(Mandatory in NH) EL DSEASE - EA EMPLOYEE] 000,
DA R TiON OF GPERATIONS beow EL. DISEASE - POUCY LIMIT | § 1,000,000

.| DESCRIPTION OF DPERATIONS | LOCATIONS | VEHICLES [ACORD 181, Aodtionai Remarya Scheduls, ey be #itsthed Hmore space Is requirsd)

CERTIFICATE HOLDER

CANCELLATION

Stata of New Hampshirs

Deparimen! of Adminisyatve Sarvices
25 Capitol Stree!

Concorg, NK 03301

I

$HOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION OATE THEREOF, NOTICE WILL BE DELIVERED (N
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

of Marsh U3A inc.

Manashl Mukhasjse HManasand Plate: e

ACORD 25 (2016103}

© 1988-2018 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are reglstored marks of ACORD

——

[ T N




STATE OF NEWHAMPSHIRE = -

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301~
“Fax; 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

February 16, 2016

Her Excelleacy, Governor Margaret Wood Hassan '
and the Honorable Executive Councii '

State House

Concord, NH 03301 _ o SO/& Soufcﬁ

REQUESTED ACTION

Authorize the Department of Information Technology (DoIT), for the benefit of the Department
of Health and Human Services (DHHS), to enter into a Sole Source contract with ChemWare, LLC,
Raleigh, Nd. (VCH 171140), in an amount not to exceed $673,428.00 for software maintenance and
support as well as other optional services effective date of Governor and Council approval through June
30, 2021. -

Funds are available in the following accounts for State Fiscal Year (SFY) 2016 and 2017, and are:

anticipated tE be available in SFY 2018, 2019, 2020, and 2021, depending on availability and continued

. appropriatiop of funds with authority to adjust encumbrances in each of.the State Fiscal Years through the
Budget Offige if needed and justified. 100% Federal Funds, '

:A&#-DEPT#-AGENCY#—AGMTY#—ACCTG UNIT# DEPT

NAME-AGENCY NAME-ACCTG UNIT NAME JOB# AMOUNT .
SFY FLASS CODE-ACCOUNT CODE - OBJ {ACCOUNT) DESC )
2016 10-003-7695-0300 - DolT- IT for DHHS _ 03900078 $83,228.00
38-500175- Agency softweare DPHS - LIMS
2017 y10-003-7695-0300 - Dol T- T for DHHS 03900078 $118,040.00
933-500175- Agency software DPHS - LIMS )
1018 “910-003-7695-0300 - Dol T- 1T for DHHS 03900078 $118,040.00
938-500175- Agency software DPHS - LIMS
1019 §10-003.7695-0300 - DolT- IT for DHHS 01900078 5118,040.00
¥38-500175- Agency software DPHS = LIMS )
1020 10-003-7695-0300 - DolIT- IT for DHHS (3900078 $118,040.00
) 38-500175- Agency software DPHS — LIMS
2021 10-003-7695-0300 - DolT- T for DHHS ) 03900078 $118,040.00
38-500175- Agency software DPHS = LIMS '
¥ IR i TOTAL $672.428.00

"Innovative Technologies Todoy for New Hompshire's Tomorrow”




Her Excellency, Governor Margaret Wood Hassan

and the Honorable Executive Council

Page 2

EXPLANATION

Ay

This is a Sole Source contract because no other vendor can maintain and upgrade this

vendor’s sbftware, Horizon Laboratory Information Management Systems (LIMS) due to its

proprietary

nature. It would be cost prohibitive to competitively bid for a replacement system for

Horizon, ejpecially since Horizon has been performing to standards and meeting the business.

needs.

The
ChemWarg
may be per]
software bJ
events (big
State.

DG/mh—

’

purpose of the contract is to provide software maintenance and support for the
Horizon LIMS originally instalied 2003. "Optional services such as report writing
formed as needed, and instrument interfaces will be provided. [t is imperative that this
maintained and fully operational in order to respond to disease outbreaks and other
logical, chemical, and radiological) in- order to protect citizens and visitors in the

Department of Information Technology respectfully requests ‘'your approval.

Respect%ly submitted,

Denis Goulet
Commissioner

DolT 2016

RID 17889

021




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
’ 27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964 -
www_nh.gov/doit

Denis Goulet

Commissioner

February 17,2016

Jeffrey A. Meyers, Commissioner.

State of New Hampshire

Department pf Health and Human Servnces
129 Pleasan{ Street

Concord, NH 03301-3857-

Dear Comm ssioner Meyers:
Thig letter represents formal notification that the Departraent of Information Technology (Dol T).

has api:romh your agency’s request to enter into a contract with ChemWare, Raleigh, NC as described .
below and r¢ fercnccd as DolT No. 2016-021.

—_

The|purpose of this contract is to provide maintenance and support as well as other
optional services for the Public Health Laboratories’ (PHL) Horizon Laboratory
lnfojrmatlon Management System (LIMS). The funding amount is not to exceed
$673,428.00, and the contact shall become effective upon\ Govemor and Councit

approval through June 30, 2021.

A Cj py of this letter should accompany the Department of Information Technalogy's submission
to the Gavernor and Executive Council for approval.

Sincerely
(Dtm
Denis GOuIet
DG/mh
DolT 2016-021

cc: Leslie Mason, DoiT

"Innovative Technologies Today for New Hompshire's Tomorrow™




FORM NUMBER P-37 (vérsion 5/8/15)

Notice: This agreement and all of its atiachments shall become public upon submi§sion 1o Governor and
Etecutive Council for approval. Any information that is private, confidential or proprietary must
b clcm'ly identificd 10 the ngcncy and agreed (o in wnung prior to sngmng the contract.
AGREEMENT
The Siate of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS
1. IDENTIFICATION. :
i.1 State Agency Name 1.2 Sialc Agency Address
Department of Informition Technology 27 Hazen Drive
' Concord, NH 03301
1.3 Contractor Name 1.4 Contracior Address
ChemWare, LLC 900 Ridgefield Drive, Suite 150
Raleigh, NC 27609 '
1.5 Contracior Phone 1.6 Account Number 1.7 Completion Date .8 Price Limitation
Number ‘ ' ' ' )
{919} 855-8716 010-003-7695-0300-038-0175 | June 30, 202( $673428
‘1.9 ' Contracling Officpr for State Agency - ' .1.10 Swte Agéncy Telephone Number
Michacl O'Neal . (603) 230-3459
111 Contractor Signgture o 1.12 Name and Title of Contraclor S:gnamry
e.‘;/ %D M ) Eric Dingfelder, General Manager
.13 Ackr;owlcdg':n\c ni: Stawe of NG& Coumyof € ‘

On Fﬁa [O, /e , before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven 1o be the persoy) whose name is signed in block 1.11, and dcknowledged that s/he execule Muﬂa&gpcm in the capacity
indicated in block 1.1 P\ 5

1.13.1" Signature of Nptary Public or Justice of the Peace

o s -P“P-"‘

[Seal)

1.13.2 Name and Titl¢ of Notary or Justice of the Peace - : .“' 2
Lavien |PEpe~  Admiastralive ASS) St + 34_8 UsLIC

114 Suate Ageficy Sipnature I.15 Name and Title of Stragkieedignatory .
: ’ > Da:e:%/ s | Denis Goulet , Commissioner

1.16_Approval by the N.H. Department of Administration, Division of Personnel (if applicabie)

By: . Dircctor, On:

I.t7 Approval by the lAnorney General (Form, Substance and Execulion) {if epplicable)

By: raw,.« . 5<J-—(-/>)--.LJ-, .J‘n‘n'nca onn. Feb. & Hfl" = (0

1.18 Approval by ihe [Governor and Exccutive Counci! (if applicable)

By: : ' L On:

Page | of 4




2 EMPLOYMENT DF CONTRACTOR/SERVICES TO

BE PERFORMED.

c State of New Hampshire, acting

through the agency iddntified in block 1.1 ("Stnie™). engages
contracior identified i block 1.3 ("Contractor”) to perform,.
and the Contractor shall perform, the work or sale of goods, ot

both, identified and m
EXHIBIT A which is
("Services™).

3. EFFECTIVE DA
1.1 Notwithstanding a
" contrary, and subject
Executive Council of th
applicable, this Agree!
hereunder, shall becor
and Exccutive Counci
block 1.18, unless no
the Agreement shall H
Agreement is signed Y
1.14 (“Effective Dae’
* 3.2 I 1he Coniractor ¢f
Effective Dare. afl Ser
to the Effective Date g
Contractor, and in the
become effeciive, the
Contractor, including
the Contractor for any
Contracior must comy
specified in block 1.7

4. CONDITIONAL

re particularly described in the attached
ncorporated herein by relerence

FE/COMPLETION OF SERVICES.
hy provision of this Agreement to the

b the approval of the Governor and

e Siate of New Hampshlre il

lm:m and all obligations of the partics
e effective on the date the Governor
approve this Agreement as indicated in

such approval is required, in which case

lecome effective on the date 1he
r the Stnte Agency as shown in block

)

bmmences the Services prior to the
vuccs,performed by the Cantractor prior

hall be performed at the sole risk of the

event that this Agreement does not

Ktate shall have no liability to the
Without limitation, any obligation 10 pay

costs incurred or Services performed,
lele all Services by lhc Completion Dale

NATURE OF AGREEMENT.

Noiwithstanding any provision of this Agreement 1o the
contrary, all obligatiops of the State hereunder, including,

without limilation, the
conlingent upon thea
of funds, and in no ev

conlinuance of payments hereunder, are
ailability and continued appropriation

kni shall the Stale be liable for any

payments hereunder if excess of such available appropriaied

funds. in the event of

a reduciion or 1erminarion of

sppropriaied Tunds, lqc State shall have the right 1o withhold
payment until such fuhds become available, if ever, and shall

have the right to term

nate this Agreement immediately upon

giving the Contractor potice of such lermination. The Siate
shall not be required o transfer funds from any other account

to the Account identi
Account are reduced

5. CONTRACT PR
PAYMENT.

5.1 The contract pric
payment are identifie

ed in block 1.6 in the event {unds in that
r unavailzble.

E/PRICE LIMITATION/ |

, method of payment, and terms of

and more particularly described in

EXHIBIT B which is|incorpofated herein by reference.

only and Lthe complet
expenses, of whatcve
perfarmance hereof,
compensation (o the ¢
shall have no liabiluy]
price. :

reimbursement to the Contracior for alt
nature ircurred by the Contractor in the
_shall be the only and the-complele
ontractor for the Services: The State
to the Contractor other than the contract

Page 2of 4

State of the contraci price shall be ihe -

5.3 The State reserves the right 10 offset from any amounis
otherwise payable 10 the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-¢ or any other provision of law.

5.4 Netwithstanding any provision in this Agreement to the
contrary, and notwithstarding unexpected circumstances, in
no event shall the 1otal of all payments suthorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, n:gulmons.
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contracior,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement 10 utitize auxiliary
aids and services (o ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, reccive informaiion from, and convey
information to the Contractor.. L addition, the Contractar
shall comp]y with all spplicablc copynight laws.

6.2 Dufing the term of this Agreement, the Contraclor shall
not discriminate against employces of epplicants for -
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will 1ake
affirmative action 1o prevent such discrimination.

6.3 [f this Agréement is funded in any part by manies of the
United States, the Contractor shall comply with all the
provisions of Execulive Order No. 11246 {"Equal
Employment Opporiunity™), as supplemented by the

. regulations of the United States Department of Labor (41

C.F.R. Pant 60), and with sny rules, regulations and guidelines .
as the Staie of New Hampshire or the Uniled States issue to
implement these regulations, The Contractor further ogrees 10
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascerlaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall a1 its own.expense prowdc all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualificd to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in wriling, during the erm of
this Agreement, and (or a period of six (6) months afier the
Completion Date in block 1.7, the Conlractor shall not hire,
and shall not permit any subcontractor or ‘other person, firm or
corporation with whom it is engaged in a combined effori o
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

" Contractor Initials 60
Date 2/®



Ageeement. This provision shall survive termination of (hls
Agreemenl.
7.3 The Contracting Officer specified in block 1.9, o his or
her successor, shall be|the Staie's represeniative. In the event
‘of any dispute concerning the interpretation of this Agreemeat,
the Contracting Officer's decision shall be final for the Siate.

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the foltowing acts or omissions of the
‘Contractor shall constnute an.event of delault hereunder
(“Event of Default”):
£.1.1 failure to perfo

" schedule; '
8.1.2 failure 10 submitpny report cequired hereunder; and/or
8.1.3 failure to perform any other covenany, term or condition
of this Agreement. ’
8.2 Upon the occurrente of any Event of Defaull, ibe State
may take any one, or rhore, or all, of the following aciions:
8.2.1 give the Conwractor a wrillen notice specifying the Evenn
of Defoult and requiring it 10 be remedicd within, in the
absence of a greater orlesser specification of time, thirty (30)
drys from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contracior notice of termination:
8.2.2 give the Contracior a writien notice specifying the Event
of Default and suspending all poyments to be made under this
Agreement and ordering that Lhe portion of the contract price
which would otherwis¢ acerue 10 the Conitractor during the
petiod from the date of such notice umil such time as the State

. determincs that the Cotracior has cured the Event of Del'ault
shall rever be paid to the Contractor;
8.2.3 set off agdinst anl other obligations ihe State may owe to
the Contracior any dargages the State suﬂ'crs by reason of any
Event of Defeult; and/or
8.2.4 reat the Agreemént as breached and pursue any of its
remedics at taw or in efquity, or both.

the Services salisl'nctorily or on

10. TERMINATION. in the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall defiver to the Conuracting
Officer, not Jater than fificen (15) days after the date of
termination, o report (“"Termination Report™) descnbmg in
decail alt Services performed, and the contract price earned, to
and including the date of iermination. The form, subject’
matter, contcnt, and number of copies of the Termination
Report shall be identical o those of any Final Repon
described in the nitached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor-is in all
respecis an independent contractor, and is Aéither an‘agent nor
za employee of the State. Neither the Contraclor nor nny of its
officers, employees, agents or members shall-have authority to
bind the Sialc or receive any benefits, workers' compensation
or other émoluments provided by the State to its employces.

12 AS.S[GNMENTIDEI.ZEGATIONISUBCONTRACTS.

The Contractor shall not assign, or otherwise wansfer any
interest in this Agreement without the prior written notice and
consent of the State. None af the Services shali be
subcontracted by the Contractor-without the priar written -
notice and consent of the State,

13. INDEMNIFICATION. The Contracior shall defend,
indemnify and hoid harmless the State, its officers and
employces, from snd agsinst any and all losses suffered by the
State, its officers and employees, and any ond sl claims,
liabilitics or penaltics asserted against the State, its officers
and employces, by or on behalf of any person, on zccount of,

" ‘based or resuhiing from, arising ot of (or which-may be

claimed 10 arise oul of) the acts or omissions of the
Conuractor. Nowwithstanding the foregoing, nothmg herein
containgd shalt be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hercby

9. _DATAJACCESS/CONFIDENTIALITY/
PRESERYVATION.

9.1 As used in this Aggeemeni, the word “data” shall mesn ull
information and thingsjdeveloped or obtained during the
performance of, or scqltired or developed by reason of, this
Agrecment, including, but not limited to, all studies, reports,
ftles, formulac, surveyy, maps, charts, sound recordings, video
recordings, pictotial re ,l)roducuons drawings, analyses,
graphic representationd, compiiter progranis, computer
printouts, notes, Ictiers| memoranda, papers, and documents,
all whether finished or[unfinished.

9.2 All data and any prpperty which has been reccived from
the Siate or purchascd With funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned 1o thefState upon demand ar upon
termination of this Agrtement for any reason.

9.3 Confidentiality of daia shall be governcd by N.H. RSA
chapier 91-A or other dxisting law. Disclosure of daia
requires prior written approval of the State.

Page 3 of 4

reserved 1o the Siate. This covenant in paragraph 13shall
survive the termination of this Agrcemcnl

14, INSURANCE. .

14.1 The Contractor shall, at its sole expense, obiain and
maintain in force, ond shall require any subcontractor or
nss:gnec to obtain and maintain in force, the follwmg
insurance:

14.1.1 comprchensive gcnernl liability insurance ngnlnst all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occumrence and $2,000,000
aggregaie ; and

14.1.2 special cause of loss coverage l'orm cow:nng all
property subject to subparagraph 9.2 hercin, in an amount not
less than 80% of the whole rcplncemem value of the propeny. .
14.2 The policies described in subparagraph 14,1 herein shall
be on policy forms and endorsemenis approved for use in the
State of New Hampshire by the N.H. Department of

. Insurance, and issued by insurers licensed in the State of Ncw

Hompshire.

Contractor Initials EO
Date



14.3 The Contractor shali furnish to the Conuecting Officer
identified in block 1.9{ or his or her successor, a certificate(s)
of insurance lor oll insurance required under this Agreement.
Contractor shall also fyrnish to the Contracting Officer
identified in block 1.9{or his or her successor, certificate(s) of
insurance for all rencwal(s) of insurance required under this
Agreement no later thgn thirty (30) days prior Lo (he expiration
date of each of the insgrance policics. The certificate(s) of
insurance and any renqwals thereaf shall be attached and are
incorporated hergin by refecence. Each certificate(s) of
insurance shall contaiq a clause requiring the insurer 10
provide the Contracting Officer identified in block 1.9, or his
or her successor, no legs than thiny (30) days prior written *
notice of cancellstion br modification of the pol:cy

15. WORKERS’ C
15.1 By signing this a

PENSATION.
ment, the Contraclor agrees,

certifies anl warrants [hat the Conlractor is in compliance with

or cxempt from, the reuiremenis of N.H. RSA chapter 281-A
(" Workers' Camperu ion"},

15.2 To the extent the Contracior is subjeci to the
requirements of N.H. RSA chapter 281-A, Coniractor shalt
maintain, and require.gny subcontroctor or assignee [0 secure
and maintain, paymenf of Workers’ Compensation in
connection with activilies which the persan proposes to
undermkc pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identificd in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N H. RSA chapler 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference, The State shall not be
responsible for paymeht of any Workers' Compensalion
premiums or for any ofher claim ar benefit for Contractor, or
any subcontractor or ¢nployee of Contractor, which might
arise under applicable State of New Hampshire Workers’
Compensation laws injconnection with the performance of the
Services under this A

16. WATVER OF BREACH. No feilure by the State 1o
enforce any provisiong hereof aftcr any Event of Default shall
be deemed & waiver ofjits rights with regard to that.Event of
Default, or any subsequént Event of Default. No express
failure (o cnforce any Event of Drefault shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereol upen any further or other Event of Defoult
on the part of the Contfactor.

17. NOTICE. Any nofice by & party herelo to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by cerfifted mail, postage prepaid, in a United
Siates Post Olfice addtessed to the partics at the addresses
given in blocks 1.2 and 1.4, herein,

18. AMENDMENT. This Agreement may be amended,
waived or discharged gnly by an instrument in writing signed
by the parties hereto agd only-afier approval of such
amendmenl,. weiver of|discharge by the Governor and
Executive Council of the State of New Hampshire untess no

Page 4 of 4

such approval is required under Lhe circumstances pursuant o
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

- This Agreement shall be construed in accordance with the

laws of the State of New Haipshire, and is binding upon and
inures to ihe benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties (o express their mutual
intent, and no rule af construction shali be applicd against or
in favor of any pany.

20, TH]RQ PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not-be
construcd to confer any such benefii.

21. HEADINGS. The headings throughoul the Agrecment
are for reference purposes only, and the words contained

.therein shalt in no'way be held to cxplain, modify, amplify or.

gid in the interprelation, consiruction or meaning of the
provisions of this Agreement.

22.SPECIAL PROVISIONS. Additiona! provisions set
forth in the altached EXHIBIT C are incorporated herein by
reference,

23. SEVERABILITY. In the event any of the provisions of
this Agreemeni are held by a court orcompelent jurisdiclion w0
be contrary (o any state or federal Jaw, the remaining
provisions of this Agreement will remain in full force and
efiect.

24. ENTIRE AGREEMENT. This Agrecment, which may

- be executed in a number of counterparis, each of which shall
_"be deemed an original. conslitutes the enlire Agreement and
undersianding between the parties, and supersedes all prior

Agreements and undersiandings relsting hereto.
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TERMS AND DEFINITIONS

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT 2016-021 -
PART 2

The following general contracting terms and definitions apply except as specifically noted clsewhcrc

in this document.

Acceplance,

Notite from the State that a Deliverable has satisfied Acceptance
Test or Review,

Acceptance Letter

- An Acceptance Letter provides notice from the State that a’

Deliverable has satisfied Acceptance Tests or Review,

' Acceptance Period

The timeframe during which the Acceptance Test is performed

.| Acceptance Test Plan

The Acceptance Test Plan provndcd by the Vendor and agreed to by.
the Statc that describes at a minimum, ‘the specific Acceptance |
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed to. determine that no Defects exist in the
application Software or the System

Access Control

‘Supports the management of permissions for logging onto a
computer or nehwork

Agreement

A contract duly executed and legally binding.

Appendix

Supplementary material that is coliected and appended at the back
of a document

Audit Trai} Capture and
Analysis '

Supports the identification and mon:tormg of activities within an
application or system

Best and Fjnai Offer (BAFQ)

For negotiated procurements, a Vendor's final offer followmg the
" conciusion of discussions.

LECP

Change Control Procedures

Certification

The Vendor's written declaration with full supporting and .written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Cqntrol

Formal process for ‘initiating changes to the proposed solution or
process once developrhent has begun.

Change Order Formal documentation prepared for a proposed change in the
Specifications.
‘CM. Configuration Mariagement -

| Completion Date

End date for the Contract

Coqﬁdenti‘al Information

Information required to be kept Confi dcnnal from unauthorized
disclosure under the Contract

Contract

This Agreement between the State of New Hampshire and a Vendor,
which creates binding obligations for each party to pcrform as
specified in the Contract Documents.

Contract Agreement

The documentation consisting of both the P-37Agrccmcnt, Contract
Agreement - [T Provisions, and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work

Contract onclusion

Refers to the conclusion of the Contract, for any reason, including

2016-021 ¢ hcmwar%aimcnancc Part 2
Page 2 of 25
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES.
CHEMWARE MAINTENANCE
CONTRACT 2016-021
PART 2 .
but not limited to, the successful Contract completion, tcrmmauon
for convenience, or termination for default.
Conrtract Documents Documents that comprise this Contract (See Contract Agreement, '
. Section 1.1) :

Contract Managers The persons identified by the State and the Vendor who shall be
responsible for all contractual suthonization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. (Sce Section 4: Contract
Management)

Contract PFice The total, not to exceed amount to be paid by the State to the

- Contractor for product and sérvices described in the Contract
Agreement. This amount is listed in thé General Provisions Section
1.8 as well as Exhibit B Paragraph 2.

Contractor The Vendor whose proposal or quote was awarded the Contract with

' the State and who is responsible for the Services and Deliverables of
| the Contract. :

Contracted Vendor/Vendor The Vendor whose proposal or quote was awarded the Contract with

‘ the State and who is responsible for the Services and Deliverables of

. . the Contract.

Converston Test A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfutly convcns it to a form that can
be used by the new System.

COTS Commercial Off-The-Shelf Software

CR Change Request

Cure Period The thirty (30) day period following written notification of'a default |

' | within which a contracted vendor must cure the-default identified.

.Custom Cade .| Code developed by the Vendor specifically for this project for the

- ~State-of-New-Hampshire

Custom Software Software developed by the Vendor spcmﬁcally for lhlS pro;cct for

D A 1 the Siate of New Hamipshire ~—~~— ~ 77"~ "~~~ T

Data State’s records, files, forms, Date and other documents or

: information, in either electronic or paper form, that will be used
fconverted by the Vendor during the Contract Term

DBA Database Administrator

Deficiencies/Defects A .failure, deficiency or defect in 8 Deliverable rcSuItmg in a

| Deliverable, the Software, or the Systcm not conformmg to its

; ' Spccnﬁcauons
Seventy 1 Deﬁciency ~ Software - Complete loss of services; .
application unusable or inaccessible; Wrien Documeniation -
missing significant portions of information or unintelligible to State;
Non Software - Services were inadequale and require re-
performance of the Service. .

Severity 2 Deficiency - Software Severcly impacted- use of

2016-021 Chemwere Maintenance Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021

PART 2 '

application with no reasonable workaround; Written Documeniation
. . | - portions of information are missing but not enough to make the
document unintelligibie; Non Sofrware - Services were deficient,
require reworking, but do not require re-performance of the Service.

Severity 3 Deficiency - Sofrware - Modericly impucied use of
appliciion wilth reisonable workaround.; Written Documentation -
_minimal changes requircd and of minor editing nature; Non Sofmare
- Services require only minor reworking and do not rcqmrc re-
performance of the Service.

Deliverablq . A Deliverable is any. Written, Software, or Non-Soﬁwarc
Deliverable (letier, report, manual, book, other), provided by the

Vendor 1o the State or under the terms of a Contrac( requirement,

Department - An sgency of the State

Department of Information The Department of Information Technology established urider RSA

Technology (DoIT) L 21-R by the Legislature effective September 5, 2008,

Documentgtion All information that describes the installation, operation, and use of
. the Software, either in printed or efectronic fbnnat

Digital Sighature Guarantees the unaltered state of a file

Effective [late The Contract and all obligations of the parties hereunder shall

become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract

Encryption. Supports the transformation of data for security purposes

Enhancempnts Updates, additions, modifications to, and new teleases for the

Co Software, and all changes to the Documentation as a result of |
Enhancements, including, but not limited 10, Enhancements
produccd by Change Orders

Firm Fixed Price Contract- A Firm-Fixed-Price Contract provides-a price that is_not SUbJeCt o
: increase, i.c., adjustment on the basis of the Vendor's cost
expcricncc in pcrfonmng the Contracl

Fully Loaded o Rates are inclusive of all allowable expenses, inciuding, but not
limited 16: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses

GAAP . - Genernlly Accepted Accounting Principles

Governor and Executive Council.{ The New Hampshire Govemor and Executive Council.

Harvest |- Software to archive and/or conirol versions of software

Ideatificatjon and . Supports obtaining information about those parties attempting to

Authenticdtion ' log on to a system or application for security purposes and the
) validation of those users

Implementation The process for making the System fully operational for proccssmg

. the Data.

Implementation Plan Sets forth the transilion from development of the System to full

operation, and includes without limitation, training, business and
technical procedures.

2016-021 Chemweare Maintenance Part 2
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DEPARTMENT

y STATE OF NEW HAMPSHIRE

OF HEALTH AND HUMAN SERVICES

CHEMWARE MAINTENANCE

CONTRACT 2016-021
PART 2

Informatioh Technology (IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitling, sharing, and sensing of information
including, but not _limited to, Data processing, computing,
information systems, telccommumcahons and various audio and
video technologies.

lnput-Valiﬁ ation .Ensure that the values entered by users or provided by other
. applications mecets the size, type and format expected. Protecting
the application frbm cross site scnplmg, SQL injection, buffer
overflow, ete.
Intrusion Detection Supports the detection of allcgal entrance into a computer syslcm
Invoking Party ln a dispute, the party belicving itself aggrieved . :

Key Project Staff

Personnel identified by the State and by ChemWare as essential to
work of the Project,

Licensee

The State of New Hampshire

Non Exclug

ive Contract

A contract execuled by the State thal does not restrict the State from
seeking altemative sources for the Deliverables or Services
provided under the Contract, :

Non-Soll'twnre Deliverables

Dcliverables that ar¢ not Software Deliverables or Written
" Deliverables, ¢.g., meetings, help support, services, Gther

Normal Buginess Hours

Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day,
President’s Day, Memoriel Day, July 4™, Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor to
. begin work on the Conlract on a given date and time
Open Data[Formais A data format based on an underlying Open Standard.

~Opel Sour¢t SOIOWRPE

|~ Software~thatguarantees—the—user—unrestricted—use~of—the
Software as defined in RSA 21-R:10 and RSA 21-R:11- .

Open Standards

Specifications for the encoding and transfer of compuicr data
that is defined in RSA 21-R: 10 and RSA 21-R:13.

Operating System

System is fully functional, all Data has been loaded into the
_ System, is available for use by the State in its daily operations.

Operationg

Operatignal means that the System is operatmg and fully functional,
‘all Data has been loaded; the System is available for use by the
State in its daily operations, and the State has issued an Acceptance
Letter.

Orderof P

ecedence

The order in which Contract!Documcnts control in the event of a,
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a documcnl
“that is lower in the Order of Precedence

Project -

The plaiined undertaking regarding the cntire subject matter of an
RFP and Contract and the activities of the parties related hereto.

l;roj ect Teqm

The group of State employees and contracted Vendor's personnel |-
responsible for managing the processes and mechanisms required

- 2016-021 C
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT 2016-021
PART 2

such that the Services are procured in accordance with the Work
.Plen on time, on budget and to the rcqum:d specifications and

quality

Project Mn1nngemenl Ptan

A document that describes the processes and methodology to be
employed by the Vendor to ensure o successful Project.

Project Managers

The persons identilied who shall function as the State’s and the
Vendor's representative with regard. to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Contro! Procedures
(CCP)

Project Staff

State personnel assigned to work with the Vcndor on thc Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Regression) Test Plan

A plan integrated into the Work Plan used to ascertain whether
fixes to Defects. have csused errors elsewhere in the
application/process,

Review

The process of reviewing Deliverables for Acceptance

Review Petiod

The period set for review of a Deliverable. 1f none is specified then
the Review Period is five (5) business days.

RFP (Reqdest for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying datla processing product and/or Semce
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or ‘groups of users of a
computer, application or network

Saa$S- Softwvare as a Service

Occurs where the COTS application is hosted but the State does not
own the license or the code. The vendor allows the use ‘of the
software as a part of their service.

Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other PrOJcct events and activities under the
Contract

Service Leyel Agreement {SLA)

A signed agreement between the Vendor and the State specifying
the levet of Service thal is expected of, and provided by, the Vendor
during the term of the Contract,

Services The work or labor 10 be pcrforme& by the Vendor on the Project as
described in the Contract.
Software All custom Software and COTS Software pr0wdcd by the Vcndor

under the Contract

Software Deliverables

COTS Software and Enhancements

Licenses provided to the State under this Contract

Software License
Solution ’

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf Software and
configured Software customized for the State provnded by the

| Vendor in response to this RFP.

Specificatipns

The written Specifications thet set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and

2016-021 Chemware Maintenance Part 2
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STATE OF NEW HAMPSHIRE
- DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT 2016-021
PART 2

federal policies, laws and regulations, State technical standdrds,
subsequent State-approved Deliverables, and other Specifications’
and requirements described in the Contract Documerts. The
Specifications are, by this reference, made a part of the Contract as
though completely sct forth herein,

State

STATE is defined as:

.State of New Hampshire

Department of Information Technology for the Benefit of The
Departmenet of Health’ and Human Services Public Health
‘Laboratory-

29 Hazen Drive

Concord, NH 03301 :

Reference to the term “State” shall include applicable agcncms :

Statement pf Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of . the architecture, -performance and design
requirements, the roles and responsibilities ‘of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving. :

State’s Confidential Records

State's information regardiess of its form that is not subject to
public disclosure under applicable state and federal laws and
reguiations, including but not fimited to RSA Cgagter9l A

State Data Any information containéd within State systems ln electronic or
paper format.
State Fiscal Year (SFY)

The New Hamfs,hire' State Fiscal Year extends from Jfuly (¥
through June 30" of the following calendar year .

State Project Leader

State’s representative with regard to Project oversight

State’s Praject Manager (PM)

State’s representative with regard to Project management and

technical-matters —Agency—PRrojeci-Managers—arc— rcsponsublr for.
review and Acceptance of specific Contract Deliverables, invoice
Signoff, and Réview and approval ofa Change Proposal (CP).

Subcontrattor

A person, parinership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Cantract with or on behatf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with thc
Specifications.

TBD

To Be Determined

Technical- Authorization

Direction to & Vendor, which fills in details, clarifies, interprets, or
specifies techaical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitule a
new assignment; and {3) not change the terms, documcnts of
specifications of the Contract Agreement

Test Plan

A plan, integrated in the Work Pian, to verify the code
(new or changed} works to fulfill the requirements of the Project. {t

may consist of a timeline, a series of tests and test data, test seripts

2016-021 Ghemware Maintenance Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT 2016-021
PART 2

and reports for the test results as well as’a trocking mechanism.

Term

Period of the Contract from the Effective Date through termination.

Transition Services

~

Services and support provided when ChemWare is suppomng
System changes.

UAT

User Acceptance Test

Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Accegtance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/devetop test cases to confirmi
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements gutlined in the user requirements documents.

User Manapgement

Suppons the admlmstrauon of computer application and network
gccounts within an organization '

Vendor/ Cgntracted Vendor

The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Scrvnc:s and
Deliverables of the Contract. -

Verificatioc

-Supports the confirmation of authority to enter a computer system,
application or network

- Walk Thrqrgh

A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for development

Warranty Reriod

A period of coverage during which ChemWare is responsible for

. providing a guarantec for products and Services delivered as

defined in the Contract,

Warranty Releases

Code releascs that are done during the Warranty Period.

Warranty Services

The Services to be prowdcd by the Vendor dunng the Warranty
Period.

Work Hours

Vendor personnel shatl work normal business hours bctwccn §:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excloding State of New Hampshire holidays. Changes to this
schedule may be made Upon agreement with the Suate Project
Manager.

Work Plan

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delincation of tasks, activitics and
events to be performed-and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the- Schedule, tasks/activities, Deliverables,
critical events, lask dependencies, and the resources lhal would lead
and/or participate on cach task.

Wriuen Deliverables

Non-Software . written deliverable Documentation (lener, report,
manual, book, other) prowdcd by .the Vendor either in paper or
electronic format,

2016-021 Chemware Maintenance Part 2
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STATE OF NEW HAMPSHIRE '
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE
CONTRACT 2016-021
© PART2

INTRODUCTION

This Contrict is by and between the State of New Hampshire; acting through the Depanment of
Information Technology for the benefit of New Hampshire Department of Health and Human Services
("State™), ahd ChemWare, LLC, a North Carolina Corporation, “ChemWare™ having its principal place of

business at

D00 Ridgefield Drive, Suite 150, Raleigh, NC 27609. .

. To provide| software maintenance and support, os well as other optional services {report writing,

instrument

nterfaces, etc.) for the Laborstory Information Maragement System (LIMS).

RECITALS

The State desires to have ChemWare provide maintenance and support of LIMS and associated Services

for the Stat

L3

ChemWare|wishcs 10 provide maintenance and support of LIMS and associated Services.

The paniesjtherefore.agree as follows:

1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS

This Contract Agreement (2016-021) is comprised of the followiné documents:

o

. Part | - Form P-37 General Provision
Part 2 - Information Technology Provisions
Part 3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit-B-.Price-and-Rayment.Schedule

Exhibit C- Special Provisions

“*Exhibit'D- Administrative Services -
Exhibit E- Implementation Services
Exhibit ¥- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit - Work Plan
Exhibit J- Software License and Related Terms
Exhibit K- Warranty and Warranty Services
Exhibit L- Centificates and Attachments

1.2 ORDER OF PRECEDENCE

-

I the event of conflict or ambiguity among any of the text of the Contract Docaments, the
gllowing Order of Precedence shall govern:

a. The State of New Hampshire Terms and Conditions, Form P-37 — Part |
b. State of New Hampshire Contract Agreement 2016-021 (Part 2 & 3)

2016-021 Chemware Maintenance Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE

CONTRACT 2016-021
: . PART?2 .
2. CONTRACT TERM .
The ‘Contract and all obligations of the parties hereunder shall become effective after full
-execution by the panties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
(‘{EfTective Date").

(4]

‘Ahq Contmct shall begin on the Effective Date and extend through June 30, 2021. The Term
ay be extended to June 30, 2025, (“Extended Term™) at the scle option of the State, subject to
He parties prior written agreement on applicable fees for each extended term.

= 3_.

ChemWare shall commence work upon issuance of a Notice to Proceed by the State.

=

ime is of the essence in the performance of ChemWare’s obligation under the contract.

3. COMP ,NSATION

31 CONTRACT PRICE

Th¢ Contract Price, Part 1, P37, block 1.8 prii:c limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Pant 3
Contract Exhibit B: Price and Payment Schedule. -

3.2|NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, 1o retain other vendors to provide any of the Services
or Deliverables identified under this procurement or make an award by item, part or portion of an
itern, group of items, or total Proposal. ChemWare shall not be responsible for any detay, act, or
omjssion of such other vendors, except that ChemWare shall be responsible for any delay, act, or
omjssion of the other vendors if such delay, act, or omission is caused by or due to the fault of -
ChtmWare.

CT MANAGEMENT

tion.”

4.1 THE CONTRACTOR'S CONTRACT MANAGER

(hemWare shall assign a-Contract Managcr who shall be responsible for all Contract
apthorization and administration. ChemWare's Contract Manager is:

Christopher T. Couch
Director, Business Development
900 Ridgefictd Drive, Suite 150
Raleigh, North Caroling 27609
Tel: (919) B96-7740
Email: ccouch@chemware.com

2016-021 ¢ hemwarcewaimenancc Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
CHEMWARE MAINTENANCE ‘
CONTRACT 2016-021
: PART 2
42 THE VENDOR'S PROJECT MANAGER

4.2.1 Contract Project Manager

ChemWare shall assign a Project Manager who meets the requirements of the
Contract. ChemWare's selection of the Contracted Vendor Project Manager shall
be subject to the prior written approval of the State. The State’s approval process
may inciude, without limitation, at the State's discretion, review of the proposcd
ChemWare Project Manager's resume, qualifications, rcfcrcnces and background
checks, and an interview. The State may requirc removal or rcassngnmcnt of

" ChemWare's PrOJect Manager who, in the sole judgment of the Stale is found
unacceptable or is not performing to the State’s satisfaction.

4.2.2 ChemWare Project Manager must be qua]if‘cd to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as ChemWare's
representative for all administrative and management matters. ChemWare's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit 1, Section 2. ChemWare’s Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours 1o inquiries from the State, and be st the site as nceded.
ChemWare's PI'OJCC[ Manager must work diligently and usc his/ her best ¢fforts
on the Project.

423 ChemWare shall noi change its assignment of ChemWare Project Manager -
" without providing the State written justification and obtaining the prior written
approval of the State. State approvals for replacement of ChemWare's Project
Manager shall not be unreasonably withheld. Thé replacement Project Manager
shall have comparable or greater skills than ChemWare Project Managcr being
replaced; meet the requirements of the Contract; and be subject 1o reference and
background checks described above in General Provisions, Section 4.2.1:

Contract—Project—~Manager—and—in-Gontract—Agreeément-Genoral—Rrovisions,— . —
Section 4.6: Reference and Background Checks, below. ChemWare shall assign

a replacémefit ChigmWare Project Manager within ten (10) business days™of the

deparure of the prior ChemWare Project Manager, and ChemWare shall

continue during the ten (10) business day period to provide competent Project

management Scrvices through the assignment of a qualified interim ChemWare

Project Manager,

4.1.4, Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare ChemWare in default
.and pursue its remedies at law and in equity, if ChemWare fails to assign a
ChemWace Projcct Manager mecting the requirements and terms of the Contract.

-

42,5 ChemWare Project Manager i is:
Jennifer Stcams
Project Manager
900 Ridgefield Drive, Suite 150
Raleigh, NC 27609 '

2016-021C mmwartgsintc'nancc Part 2
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4.3 ChemWare KEY PROJECT STAFF
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STATE CONTRACT MANAGER

State shall assign a Contract Manager who shatl function as the State’s representative with
rd to Contract administration. The State Contract Manager is:

ChemWare shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the_requirements set
forth ‘in RFP Appendix C: System Requirements and Deliverables, Table C.2:
System Requirements and Deliverables-Vendor Response Checklisi. The State may
conduct reference and background checks on ChemWare Key Project Staff. The
State reserves the right to require removal or reassignment of ChemWare's Key
Project Stafl who are found unaccepiable to the State. Any background checks
shall be performed in accordance with Gcncral Provisions Section 4.6: Background
Checks. .

ChemWare shall not change any ChemWare Key Project Stafl commitments
without providing the State written justification and obteining the prior written
approval of the State. State approvals for replacement of ChemWare Key Project
StafT will not be unreasonably withheld. The replacement ChemWare Key Project
StafT shell have comparable or greater skills than ChemWare Key Project Stafl
being réplaced; meet the requirements of the Contract, including but not limited 1o
the requirements set forth in" RFP Appendix C: Sysrem Reguirements and
Deliverables and be subject to reference and background checks described in
Contract Agreement- General Provisions, Section 4.6 Reference and Background
Checks, .

Notwithstanding any other provision of the Contract 10 the contrary, the State shall:
have the option to terminate the Contract, declare ChemWare in default and to
pursue its remedies at law and in equity, if ChemWare fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
ChemWare's replacement Project staff. :

)

Mary Holliday

Finance Administrator

29 Hazen Drive

Concord, NH 03301

Tel: 603-271-4450

Email: mholliday@dhhs.state.nh.us

STATE PROJECT MANAGER
P State shall assign a Project Manager. The State Project Manager's duties shall include the

hemware Maintenance Part 2
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Leading the Project;
" Engaging end managing al! ChemWares;
Managing significant issues and risks.
- Reviewing and accepting Contract Deliverables;
Invoice sign-offs;
Review and approval of changc proposals and
Managing stakeholders® concems.

eepaprTe

Thd State Project Manager is:

Jonathan Lester

LIMS Administrator

29 Hazen Drive

Concord, NH 03301

Tel: 603 2174617
Email;jonathan.lester@dhhs.state.nh.us

4.6[REFERENCE AND BACKGROUND CHECKS

The State may, at its sole éxpense, conduct reference and background screening of the
Codtracted Vendor Project Manager and ChemWare Key Project Staff. The State shall maintain
the konfidentiality of background screening results in accordance with the Contract Agreement —
General Provisions-Section | 1: Use of State’s Information, Confidentiality. :

S. DELIVERABLES

5.1/ CONTRACTOR RESPONSIBILITIES ‘
ChgmWare shall be solely responsible for meeting all requirements, and lerms and conditions

spe L'iﬁt:d'irrt|1‘is'(’.c.mtna\:t'rcgardIcsroi’whclhcr-or-not-a-subt:ontractc:pr-is-used.

Ch{ mWare may subcontract -Services subject to the provisions ol'thc Contract, mcludmg but not
lim|ted to, the ters and conditions in the Contract Agreement. . ChemWare must submit all
infdrmation and documentation relating. to the Subcontractor, including terms and conditions
congistent with this Contract. The State will consider ChemWare 1o be wholly responsibie for
the |performance of the Contract and the sole point of contact with regard to all contractual
mafters, including payment ofany end all charges resulting from the Contract.

5.2[DELEVERABLES AND SERVICES

CheémWare shall provide the State with the Dclwcrables and Services in accordance with the time
frames in the Work Plan for this Contract, and as more particularly described in Contract Exhibit
A: [Contract Deliverables. Upon its submission of a Deliverable or Service, the Contracted
Veddor represents that it has performed its obligations under the Contract associated with the
Deliverable or Services.

53| NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACQCEPTANCE .

2016-021 Qhemware Maintenance Part 2 :
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After receiving written Certification from ChemWare that a Non-Software or Written Deliverable
is final, complete, and ready for Review, the State will Review the Deliverable to determine
whether it meets the Requirements outlined in Contract Exhibit A: Contract Deliverables. The
Staje will notify ChemWare in writing of its Acceptance or rejection of the Deliverable within
fivé (5) busincss days of the State's receipt of ChemWare's written Certification. If the State
_ rejdcts the Deliverable, the State shall notify ChemWare of the nature and class of the Deficiency
’ and ChemWare shall correct the Deficiency within the penod identified in the Work Plan. If no
perjod for ChemWare’s correction of the Deliverable is identified, ChemWare shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and notify
ChémWare of its Acceptance or rejection thereof, with the option to extend the Review Period up
to five (5) additional business days. 1f ChemWare fails to, correct the Deficiency within the
allgtied period -of -time, the State may, at its opnon continue reviewing the Decliverable and-
require ChemWare to conlinue until the Deficiency is corrected, or immediately terminate the

Cofptract, declare ChemWare in default, and pursue its remedies at law and in equity.

5.4|SOFTWARE AND DELIVERABLES REVIEW AND ACCEPTANCE
are Testing and: Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE .
ChemWare shall provide the State with Software Licenses and Documentation set forth in the
Contract, and particularly described in Exhibit I: Software License and Related Terms.

7. SERV]CES
ChemWare shall provnde the Scrwccs required under the Contract Documents. All Services shall
meet, &nd be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
- ChemWare shall provide the State with the administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administrative Services.

LEMENTATION SERVICES
ChemWare shatl provide the State with the lmplemcntauon Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services. .

7.2

7.3 TESTING SERVICES
ChemWare shall pcrfon-n testing Services for the State set forth in the Coniract, and

parjicularly described in E,xh1b|t F: Testing Services,
7.4 TIJLAINING SERVICES

ChemWare shall prowdc the State with training Services set, forth in the Conlracl and
parlicularly described in Exhibit L: Training Services,

7.5 MAINTENANCE AND SUPPORT SERVICES

2016-021 Ghemware Maintenance Pan 2
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ChLmWare shali provide the State with Maintenance and suppon Scrvnccs for the Software
set|forth.in the Contract, and ‘particularly dcscrlbed in Exhiblt G: Systcm Maintenance and
Support,

7.6 WARRANTY SERVICES
emWare shall provide the State with wammanty Services sct forth in the Contrac( and
icularly described in Exhibit K: Warranty Services.

The igitial Work Plan shall be a separate Deliverable and is set forth.in Contract Exhibit 1: Work
Plan.|ChemWare shall update the Work Plan as nccessary, but no less than every two weeks, to
accurgtely reflect the siatus of ‘the Project, including without limitation, the Schedule, tasks, |
Deliverables, major milestones, task dependencics, and payment Schedule. Any such updates to the
Work| Plan must be approved by the State, in writing, prior to final incorporation into Contract
Exhitat |: Work Plan. The updated Contracl Exhibit I: #ork Plari, as approved by the State, is
incorporated herein by refcrencc

Unless otherwise agreed in writing by the Siate, changes to the Contract Exhibit I: Work Plan shall
not refieve ChemWarc from liability to the State for damages resulting from ChemWare's failure to

causifg-the-problem;-its-cstimated-duration-period-to-reconciliation;-specific-actions-that-need-to-be
taken|to correct lhc problem; and the expectcd Schcdulc lmpacl on the Pro_|cct

In thelevent additional time is required by ChcmWarc to correct Deficiencies, the Schedule shali not
change unless previously agreed in writing by the State, except that.the Schedule shall sutomatically
extenfi on a day-10-day basis to the extent that the delay does not result from ChemWaré's failure to
fulfilll its obligations under the Contract. To the extent that the State’s execution of its major tasks
takes Ionger than described in the Work Plan, the Schedulc shall automatically extend on a day-to-
day basis. .

Notwithstanding 'anylhing 10 the contrary, the State shall have the option to términate the Contract
for ddfault, a1 its discretion, if it is dissatisficd with the Vendor's Work Plan or clements within the
Workl Plan,

9. CHANGE ORDERS

The Sate may make changes or revisions at any nme by written Changc Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of ChemWare’s receipt of 8 Change Order, ChemWare shal! advise the State, in
detaif} of any impact on cost (e.g., increasc or decrease), the Schedule, or the Work Plan.

2016-021 Chemware Maintcnance Part2 . .
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Narc may request a change within the scope of the Contract by written Change Order,
Pnng any impact on cost, the Schedule, or the Work Plan. Thie State shall attempt'to respond -

to ChdmWare's requested Change Order within five (5) business days. The State Agency, as well as
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partment of Information Technology, must approve all Change Orders in writing. The State
e deemed to have rejected the Change Order if the parties are unable to reach an agreement in

;' e ’ [

ange Order requests from ChemWare 1o the Stale, and the State acceptance of ChemWare' s
te for a State requested change, will be acknowledged and responded to, cither ecceptance or
pn, in writing. If accepted, the Change Order(s) shall be subject to the Contract amendment
’s as determined 1o apply by the State.

LLECTUAL PROPERTY

1 SOFTWARE TITLE

¢, right, and interest (including all ownership and intellectual property rights) in the Soﬁwarc
its associated Documentation, shall remain with Chemware

bn succcssful complcuon and/or termination of the implementation of the Project,
emware shall own and hold all, title, and rights in any Software modifications developed
connection with.performance of obligations under the Contract, or modifications to
pmware. provided Software, and their associated Documentation including any and all
formance enhancing operational plans and the Vendors® speciat utilities, Chemware shall
nse back to the State the right to produce, publish, or otherwise use'such software, source
e, object code, modifications, reports, and Documentation developed under the Contract.

o event shall the Vendor be precluded from developing for itself, or for others, materials
{ are competitive with, or similar to Cusiom Software, modifications developed in
Anection with’ performance of obligations under the Contract. In eddition, the Vendor
Il be free to use its general knowledge, skills, experience, and _any other ideas, concepts,

w-how, and techniques that are ecquired or used in the course of its performance under
agreement.

2 STATE’S DATA AND PROPERTY

rights, title and interest in State Data shall remain with the State All data and any property

ch has been received from the State or purchased with funds provided for that purpase under
Agreement, shall be the property of the Stale, and shall be retumed to the State upon

pandor upon termination of this Agreement for any reason.

3 CONTRACTOR’S MATERIALS . )

pject 1o the provisions of this Coniract, ChemWare mey develop for itself, or for others,
erials that are competitive with, or similar to, the Deliverables. In accordance with the
vision of this Contract, ChemWare shall not distribute any producis containing or disclose any

hemware Maintenance Part 2 ’
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Stale Conﬁdenhal Information. ChemWare shall be free 10 use its general knowledge, skills and
. exgerience, and any ideas, concepts, know-how, and techniques that are acquired or used in the
. coyrse of its performance under this Contract, provided that such is not obtained as the result of
the| deliberate memorization of the Siate Confidential Information by ChemWare employees or
third pany conSuItanls engaged by ChemWare. -

Without fimiting the foregoing, the parties agree that the general knowledge referred to herein
not include information or records not subject to public disclosure under New Hampshire
RSKA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petjt JUI’ICS records of parole and pardon boards; personal school records of pupils; records
ining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer 2 licensing examination, examination for employment,
or hcademic examination and personnel, medical, welfare, library use, video tape sale or rental,
ang other files conteining personally identifiable information that is private in nature.

108 STATE WEBSITE COPYRIGHT

Copyright and Intellectual Property Rights '

Alll right, title and intcrest in the State WWW site, including copynght to all Dala and
information, shall remain with the State. The State shall also retain all right, title and interest in

- any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information-shall, where applicable, display the State's copyright.

10.§ CUSTOM SOFTWARE SOURCE CODE

ChemWare shall provide the State with a copy of the source code for the Custom Software, which
shall be subject to the License rights. The State shall receive a worldwide, perpetual, irrevocable,
norn-exclusive paid -up right and license 10 use, copy, modify and prepare derivative works of
any custom developed software.

10.5 SURVIVAL

This Conlract” Agreement” SeCtidm 10 /mellectiral ~Propersy-shall-survive- the termination-of-the
Contract,

11. USFIOF STATE'S INFORMATION, CONFIDENTIALITY

110 USE OF STATE'S INFORMATION

In performing its obligations uader the Contract, ChemWare may gain access (o
information of the State, including State Confidential Information. "State Confidential
Information™ shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access fo Public Records and
Meetings (see ¢.g. RSA Chapter 91-A: 5 Exemprions). ChemWare shall not use the State
Confidenlial Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connecied to and necessary for
ChemWare's performance under the Contract.

# STATE CONFIDENTIAL INFORMATION

ChemWare shall maintain the conﬁdennalsty of and prolcct from unauthorized use,
disclosure, publication, and reproduction (collectively “release™), all State Confidential

2016-021 Jhemware Maintenance Part 2 _
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Information that becomes available to ChemWare in connecnon with its performance under
the Contract, regardless of its form.

Subjccl to appilcabtc federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the recciving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party . believes is not prohibited from d:sclosmg such
information as-a result of an obligation in favor of the disclosing party; (iii) is dcvclopcd-
by the receiving party independently of, or was known by the rccclvmg party prior to, any
disclosure of such information made by the disclosing party; or {iv) is disclosed with the
writien consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior- written
epproval of the State. ChemWare shall immediately notify the State if any request,
subpoena or other legal process is served upon ChemWare regarding the State Confidential
Information, and ChemWare shall cooperate with the State in any eﬂ'ort the Siate
undertakes to contest the request, subpoena or other legal process.

In the event ofthc unauthorized release of State Conf‘dcnual lnformation, ChemWare shail
immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

3 CONTRACTOR CONFIDENTIAL INFORMATION .
“Insofar as ChemWare seeks to maintain the confidentiality of its confidential or proprietary

information, ChemWare must clearly identify in writing all information it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State acknowledges that
ChemWare considers the Software and Documentation to be Confidential Information.
ChemWare acknowledges that the State is subject to State and federal Jaws governing
disclosure of information including, but not limited 10, RSA Chapter 91:A. The State shall
maintain the confdentiatity of the identified Confidential Information insofar as it is
consisient with applicable State and federal laws or regulations, including but not limited
to, RSA Chapteér 91-A. In the event the State receives a request for the information
identified by ChemWare as confidential, the State shall notify ChemWare and specify the
date the State will be releasing the requested information. At the request of the State,
ChemWare shall cooperate and assist the State with the collection and review of
ChemWare's information, at no additional expense Lo the State. Any effont to prohibit or
enjoin the release of the information shall be ChemWare's sole responsibility and at
ChemWare's sole expense. If ChemWare fails to obtain a count order enjoining the
disciosure, the State shall release the information on the date specified in the State’s notice

to ChemWare, without any liability to ChemWare. ’

4 SURVIVAL v -
This Contract Agreement Section 1, Use of Srate's !nformarron Confidentiality, shnll
survive termination ar conclusion ot'lhc Contract.

“hemware Maintenance Part 2
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LIMITATION OF LIABILITY

12.1

STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to ChemWare shall not exceed the
total Contract price set forth in Contract Agreement — Generat Provisions, Block 1.8,

1.2 GChemWare

Subject to applicable laws and regulations, in no event shall ChemWare be liable for any
consequential, special; indirect, incidental, punitive or exemplary demages and
ChemWare’s liability to the State shatl not exceed two times (2X) the totai Contract price
set- forth in Contract Agrecmcnl P-37, General Proylsmns Block 1.8.

Notwithstanding the I'oregomg this limitation of liability shall not apply to ChemWare's
indemnification obligations éet forth in the Contract Agreement-General Pravisions
Séction |3: Indemnification and confidentiality obligations in Contract Agreement-General
Provisions Section |1: Use of State’s Information, Confidentiality, which shall be
unlimiied. '

12.3 STATE’S IMMUNITY

124

Notwuhstandmg the foregoing, nothing herein contained shall be deemed 1o constitute a
waiver of the sovereign immunity of the State, which immunity is hereby rescrvcd to the
Slalc This covenant shall survive termination or Contract conclusmn -

SURVIVAL

This Sqction 12: Limitation of Liabiliry shall survive termination or Contract conclusion.

13.

2016-021 thmwarcEMainlcnance Pant 2
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THRMINATION
This Séction 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any pne or more of the following acts or omissions of ChemWare shall constitule an event of

default hereonder (*Event of Default™)

Failure to perform the Services satisfactorily or on schedule;
b{ Failure to submit any report required; andfor
J Failure to perform any other covenant, term or condition of the Contract

=

n

B.1.1 Upon the occurrence of any Event of Default, the State may takc &Ny one oc more, or
all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide ChemWare
written notice of default and require it to be remedied within, in the absence of 8
greater or lesser specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State ("Cure Period”). If
ChemWare fails to cure the default within the Curc Period, the State may
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terminale -the Contract effective two (2) days after giving ChernWarc notice of.
termination, at'its sole discretion, treat the Contract as brcachcd and pursuc its
remedies at Jaw or in cqulry or both, :

b. Give ChemWare a written notice specifying the Event of Dcfault and suspcndmg,
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otheéwise accrue to ChemWare during the period
from the date of such notice until such time as the State determines that
ChemWare has cured the Event of Default shall never bc pmd to ChemWare.

c. Set off against any other obligations the State may owe o the Vcndor any damages
the State suffers by réason of any. Event of Default;

d. Trcat the Contract as breached and pursue any of its remcdles at law or in equity, or
both, : . :

IB.i.2 The Vendor. shall provide the State with written nolice of dct‘ault and the State shall

cure the default witliin thlrty (30) days.

ERMINATION FOR CONVENIENCE

iB.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole

or in part, by thirty (30) days written notice to ChemWare. In the event of &
termination for convenience, the State shall pay ChemWare the agreed upon price, if

_ scparatcly stated in this Contract, for Deliverables for which Acceptance has been

given by the State. Amounts for Services or Deliverables provided prior to the date of
terminatign for which no separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract. .

5 2.2 During the thirty (30) day period, ChemWare shall wind down  and cease Services as

quickly and efficiently as reasonably possuble without pcrformmg unnecessary
Services or activities and by minimizing negative effects on the Stalc from such
winding down and cessation of Services.

ERMINATION FOR CONFLICT OF INTEREST

The State may terminate the Contract by written notice if it determines that & conflict
of inferest exists, including but not-limited 10, a violation by any of the parties hercto
of applicable laws regarding ethics in public acquisilions and procurement and
performance of Contracts,

in such case, the State shall be cntitled to & pro-rated refund of any current
development, support, and maintenance costs. The State shail pay all other contracted
payments that would have become due and payable if ChemWare did not know, or
reasonably did not know, of the conflict of interest.

hemware Maintenance Part 2
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13.3.2 In the event the Contract is 1erminated as provided above pursuant to a violation by
ChemWare, the ‘State shall be entitled to pursue the same remedies against ChemWare as it
could pursue in the event of a default of the Contract by ChemWare.

13.4 TERMINATION PROCEDURE -

341  Upon tcrmmatlon of the Comract the State, in addition to any other rights provided
in the Contract, may require ChemWarc~to deliver to the Stale any property,
including without limitation, Software and Written Deliverables, for such part of the
Contract as has been terminated,

3.4.2  After receipt of a notice of tcrminatior;, and cxccpt‘ as otherwise directed by the State,,
ChemWare shall: .
a. Stop work under the Contract on the date, and to the extent specified, in the notice;

b. Prompily, but in no cvent longer then thirty (30) days after termination, terminate

* its orders and subcontracts related to the work which has been terminated and settle
all outstanding liabilities and all claims arising out of such termination of orders °
and " subcontracts, with the approval or ratification of the State 1o the extent
required, which approval or ratification shall be final for the purpose of this
Section; : p

¢. Take such action as the Siate directs, or as necessary 1o preserve and protect the
property related to the Contract which is in the possession of ChemWare and in
which the State has an interest;

d. Transfer title to the étatc and deliver in the manner, at the times, and to the extent
" directed by the State, any property which is required to be fumished to the State
and which has becn accepted or requested by the State; and

e. Provide wnncn Cenrtification to the State that ChemWare. has surrendered to the
State all said propcrty '

[. Assist in Transition Services, as reasonably requested by the State at no additional
cost.

14: CHANGE OF OWNERSHIP
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vent that ChemWare should change ownership for any reason whatsocver, the State shall have
or of continuing under the Contract with ChemWare, its successors or assigns for the full
ng term of the Contract; continuing under the Contract with ChemWare, its successors or
for such period of time as determinéd necessary by the State; or immediately terminate the
t without liability to ChemWare, its successors or assigns.

PNMENT, DELEGATION AND SUBCONTRACTS

ChemWare shall not assign, delegate, subcontract, or otherwise transfer any of ils interest,
pr duties under the Contract without the prior written consent of the State. Such consent shall
rnreasonably withheld. Any anempted transfer, assignment, delegation, or other transfer made

hemware Maintenance Part 2
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withou} the State's prior written consent shall be null and void, and may constitute an cvcnl ofdcfaull
at the sble discretion of the State.

152 ChemWare shall remain wholly responsible for performance of the entire Contract even if
assignees, delcgates, Subcontractors, or other transferees (“Assigns™) are used, unless otherwise
agreed lo in writing by the State, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Effective Date. [n the absence of a written assumption of full
obl:gat ons and liabilitics of the Contract, any pémnitted assignment, delegation, subcontract, or other -
transfeq shall neither relieve ChemWare of any of its obligations under the Contract nor affect any
remedies available to the State against ChemWare that rhay arise from any event of default of the
provisigns of the contract. The State shall consider ChemWare to be the sole point of contact with
regard fto all contractual matters, including payment of any and sll charges resulting from the
Contraqt.

15.3 Notwithstanding the foregoing, nothing herein shaii prohibit ChemWare from assigning the
ContraJt to the successor of all or substantially all of the assets or business of ChermWare provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In
the evant that ChemWare should change ownership, as permitted under Section 15: Change of
Ownership, the State shall have the option to continue under the Contract with ChemWare, its
successprs or assigns for the full remaining term of the Contract; continue under the Contract with
ChemWare, its successors or assigns for such period of time as determined necessary by the State; or
- immediptely terminating |hc Contract without liability to ChcmWarc its SUCCESSOrs OF asSigns.

16. DISPUTE RESOLUTION

in the d}spute negotiation by written notice to the other party. Such notice shall be without prejudice
to the [fvoking Party’s right to any other remedy permitied under the Contract.

The parfies shall use reasonable efforts 10 arrange personat meetings and/or telephone conferences as
needed,|at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt 10 resolve the dispute:

Dispute Resclution Responsibility and Schedule Table
LEVEL | ChemWare STATE " | CUMULAT
‘ ' ALLOTTED
TIME

Primary | Jennifer Steams * | Jonathan Lester 5 Business Days

Project Manager State Project '
Manager (PM)

First Chris Couch .| Christine Bean 10 Business Days
Director, Business Director
Development

2016-021 Chcqurg/laintenancc Part 2
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Second - | Eric Dingfelder Nicholas Toumpas 15 Business Days
General Manager Commissioner .

The allptted time for the first level negotiations shall begin on the date the lnv'okir{g Party's notice is
receivad by the other party. Subsequent allotted time is days from the date that the original [nvoking
Party’gnolice is received by the other party. ’

17. REQUIRED WORK PROCEDURES

All work done must conform to.standards and procedures established by the Department of
(nfprmation Technology and the State. -

17)1 COMPUTER USE

In tonsideration for recciving access to and use of the computer facilities, network, licensed

or geveloped software, software maintained or operated by any of the State entities, systems,

equipment, Documentation, information, reports, or dala of any kind (hereinaftér -

“[nformation™), ChemWare understands and agrees to the following rules:

& Every Authorized User has the responsibility 1o assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure. :

-

b. “That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall ChemWare access or attempt to access any
information without having the express aulhonty to do so.

c. That at no time shall ChemWare access or attcmpl to access any information in a manner

inconsistent-with—the—approved- pol:c:es—pmedures—and-lor*agreemcms-rclatmg-to
syslem emrylaccess

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times ChemWare must use uimost care.to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the
State. Only equipment or software owned, licensed, or being evaluatéd by the State, can
be used by ChemWare. Personal software (including but not limited to palmtop sync
software) shall not be installed on any equipment.

¢. That if ChemWare is found to be in violation of any of the above-stated rules, the User
may face removal {rom the State Contract, and/or criminal or civil prosécution,if the act
constitutes a violation of law.

i
172 EMAIL USE
Mdil and other electronic communication messaging systems are Stale. of New,

Hampshire property and are to be used for business purposes only. Email is defined as

2016-021 Ghemware Maintenance Part 2
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infernal Email systems™ or “State-funded Email systems.” ChemWare understand and
agree that use of email shall follow State standard policy (available upon request).

178 lNTERNE'I’fI]NITRANET USE

Tht Interhel/Intranet is to be used for access to and distribution of information in direct
sugport of the business of the State of New Hampshire according to State standard policy
ilable upon request),

174 REGULATORY GOVERNMENT APPROVALS
ChemWnare shall obtain all necéssary and applicable reguiatory or other governmental
apgrovals necessary to perform its obligations under the Contract. .

1715 INSURANCE CERTIFICATE

THe Insurance Certificate should note the Certificate Holder in the lower lef hand block:
inqluding State of New Hampshire, Department Name, name of the mdmdual responsible for the
funding of the contracts and his/her address.

17:6 EXHIBITS
The Exhibits referred to, in and attached to the Contracl are incorporated by reference as if
fully included in the text.

17{7 VENUE AND JURISDICTION
action on the Contract may only be broughz in the State of New Hampshire,. Merrimack
nty Supenor Court. .

tract shall so survive, including, but not limited to, thc terms of the Exhibit E Section 3:
ords Retention and Access Requirements, Exhibit E Section 4: Accounting
uirements, and General Provisions-Section 11: Use of State’s Information,
fidentiality and General Provisions- Sectuon 14: Termmanon which shall all survive the
ination of the Contract.

1719 FORCE MAJEURE

Neither ChemWare nor the ‘State shall be responsible for delays or failures in pcrl'on-nancc
redulting from events beyond the control of such party and without fault or negligence of
suth party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,
rigks, and acts of War, epidemics, acts of Govérnment, fire, power failures, nuclear accidents,
eatthquakes, and unusually severe weather.

ept in the event of the foregoing, Force Majeure events shall not include ChemWare's
ingbility to hire or provide personnel needed for ChemWare's performance under, the
Cqntract, T

17110 NOTICES

2016-021 Chemware Maintenance Part 2
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'A:% nolice by a party hereto to the other party shall be deemed to have been duly delivered

or given at the time of mailing by ccmﬁed mail, postage prcpmd in a United Slalcs Post
Office addressed to the parties al thc followmg addrcsscs

TO CHEMWARE: TO STATE:

CHEMWARE, LLC _ _ STATE OF NEW HAMPSHIRE
900 RIDGEFIELD DRIVE, SUITE 150 . HEALTH AND HUMAN SERVICES
RALEIGH, NC 27609 29 HAZEN DRIVE

TEL: (919) 855-8716 CONCORD, NH 03301

TEL: (603) 271-4617

2016-021 Cl“cmwartMainlcnancc Part 2
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EXHIBIT A

DELIVERABLES °

1. DELIVERABLES, MILESTONES AND ACTIVITIES

Project O
The gene

verview ' R ”\“\"
al -scope of the project is-to0 provide maintenance services for thc ChemWare Honzon

Laboratory Information Management System (LIMS) originally Installed in 2003. Optional services such
as report writing may be performed as needed, larger projects such as cqulpmcnt |ntcrfaces will require
Dcpmmem of information Technology approval .

General Broject Assumptions .

1. Chem
to pro

Ware shall ensure that appropriate levels of security are implemented and maintained in order
ect the integrity and reliability of the State’s Information Technology resources, information,

and services. ChemWare shall provide the State resources, information, and Services on an ongoing

" . basis,

with the appropriate infrastructure and security controls o ensure business continuity and to

safeguard the conﬁdenuahty and integrity of State networks, Systems and Data.

2. The Ii'elivcrables are set forth in the Schedule described below in Section 2. By unconditionally

accep

ing a Deliverable, the State reserves the right to- re)cc! any and all Deliverables in the event the

State 1elccls any Deficiency in the System, in whole or in part, through completion of all Acceptance

Testin
thereo

Pricing fo

g, including but not limited to, Software/System Acceptance Tesling, and any extensions .
£ : . .

De[iverabtes set forth in Exhibit B: Price and Paymeni Schedule. Pricing will be effective for-

the Term 9f this Contract, and any extensions thereof,

RABLES, MILESTONES, AND ACTIVITIES SCHEDULE

2. DELIVE
Ref # Deliverable Deliverable Type

CONTRACT YEAR |
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (1/1/2016 -
5/30/2016)

CYi-1.0 Maintenance and Support

CYli-1.1 Annual maintenance and support Non-sofiware
or Horizon and Oracle

CY1-2.0 ptional )

CY!1-2.1 LIMS Upgrade to Horizon vi1.1 Non-software
CONTRACT YEAR 2

AINTENANCE, SUPPORT
2016-021 Exh]bit A-Detiverables
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DELIVERABLES ‘
IAND. . _ENHANCEMENTS
(7172016 - 6/3072017)
CY2- Maintenance and Support
1.0 i
Cy2-1.1 Annual maintenance and supporn Non-software
for Horizon and Oracle
CY2:2.0 Optional '
Cy2-2.1 Opticnal Enhancements
CONTRACT *© YEAR 3
MAINTENANCE, SUPPORT .
AND ENHANCEMENTS
{7/172017- 6/30/2018)
CY3- Maintenance and Support
1.0 . .
CY3-1.1 Annual maintenance and support Non-software
- |lfor Horizon and Oracle '
CY3.2.0 Optional
CY3-2.1 Optional Enhancements
CONTRACT YEAR 4
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
(71172018 - 6/30/2019) |
GY4-——1Maintenance-and-Support
1.0 '
1CY4n Annual maintenancé and support Non-software
for Horizon and Qracle -
CY4-2.0 ||Optional )
CYa-2.1 QOptional Enhancements
CONTRACT " YEAR
SMAINTENANCE, SUPPORT
AND ENHANCEMENTS
(7/172019 - 6/30/2020)
CYs. Maintenance and Support
1.0
CYSs-1.i Annual mainienance and support Non-software
for Horizon and Oracle
. 2016-021 Exhibit-A-Deliverables
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EXHIBIT A
DELIVERABLES -
CYS5-2.0 Optional
CYs-2.1 Optionai Enhancements

CONTRACT YEAR 6
MAINTENANCE, = SUPPORT

AND ENHANCEMENTS
(71172020 - 6£30/2021)
CY6- Maintenance and Support
1.0 -

CYé6-1.1 | |lAnnual maintenance and support Non-so&warg
for Horizon and Oracle .

CY6-2.0  |[Optionai
CY6-2.1 |Optional Enhancements

2016-021 Exh|bit A-Deliverables
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: EXHIBIT B
PRICE AND PAYMENT SCHECULE

1. PAYMENT SCHEDULE

1.1  Fifm Fixed Price

© fo
pe

appearing in the price and payment tables below:

THis is & Firm Fixed Price, not to exceed $673,428, Maintenance and Optional Services Contract
the period between the Effective Date through 6/30/2021, ChemWare shall be responsible for
orming its obligations in accordance with the Contract. This Contract will allow ChemWare to
inyoice the State for the following activilies, Deliverables, or milestones a1 fixed pricing/rates

Ref #

Deliverable

Projected Delivery
Date

Payment

CONTRACT YEAR |
MAINTENANCE, SUPPORT AND
ENHANCEMENTS (1/1/2016 -
6/30/2016)

CYL- 1.0

Maintenance and Support

CYl-1.1 -

Annual maintenance and support

-[for Horizon and Oracle

Ongoing

£57,020

CY1-2.0

Optional

CYi-2.)

LIMS Upgrade to Horizon vil.l

6/30/2016

$26,208

SUBTOTAL

$83,228

CONTRACT YEAR bl

IMAINTENANCE,. .. SUPPORT

AND ENHANCEMENTS
(74172016 - 6/30/2017)

Cy2-
1.0 -

Maintenance and Support

CYz2-1.1

Annual maintenance and suppor
for Horizon and Qracle

Ongoing

$£114,040

CY2-2.0

ptional

CY2-2.1

Optional Enhancements

6/30/2017

$4,000

SUBTOTAL

$118,040

ICONTRACT YEAR 3
MAINTENANCE, SUPPORT
AND ENHANCEMENTS

(7172017 - 6/3072018)

2016-021 Exhibit B-Price and Payment Schedule
ChemWarg Initials S0
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PRICE AND PAYMENT SCHECULE

_ DEPARTMENT OF HEALTH AND HUMAN SERVICES

-CY3- Maintenance and Support -
1.0
CY3-1.1 nnual maintenance and -support Ongoing $114,040
for Horizon and Gracle
CY3-2.0 Optional . _
CY3-2.1 |. [Optional Enhancements 6/30/2018 $4,000
IR T SUBTOTAL $118,040
CONTRACT YEAR 4 '
MAINTENANCE, SUPPORT
. |AND © ENHANCEMENTS
(7/1/2018 - 6/30/2019) .
CYd- Maintenance and Support
1.0 :
CY4-1.1 Annual maintenance and support Ongoing $114,040
] for Horizon and Oracle .
CY4.20 Optional
CY4-2.1. | [Optional Enhancements 63072019 $4,000
' SUBTOTAL $118,040
CONTRACT YEAR 5,
MAINTENANCE, SUPPORT .,
AND ENHANCEMENTS
(7112019 - 6/30/2020) -
CYs- [Maintenance and Support
1.0 . .
CYs-i.1 Annual mainienance and support Ongoing $114,040
. for Horizon and Oracle
CY5-2.0 Optional
CYS5-2.1 | [Optional Enhancements 6/30/2020 $4,000
SUBTOTAL $118,040
CONTRACT YEAR .6
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
{7/1/2020 - 6/30/2021)
CYé- Maintenance and Support
i.0 '
CY6-1.1 Annual maintenance and suppon Ongoing $114,040
for Horizon and Oracle '
CY6-2.0 Optional
2016-021 Exhibit B-Price and Payment Schedule
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CY6:2.1 | [Optional Enhancements 1630021 $4,000 ;
SUBTOTAL. - $118,040
, T e T

1.3 Future Vendor Rates Worksheet

The State rpay request additional Services from the selectcd Vendor and requires rates in the event that
edditional Service is required. The following format must be used to provide this information. “SFY" refers
to State Fiscal Year. The New Hampshire State. Fiscal Year runs from July | through June 30 of the
following cglendar year. Positions not identified in the Proposed Position Workshect may be included in the
" Future Vendor Rates Worksheet.

Talle 1.3: Future Veudor Ra!es Worksheet

Position P SFYE. | SFY ;. SEY- [T SFY& - SFY
Title [ - ) 2016 2017 = 2008 |7 20197 #2021
Projedt $168/ $168/ $168/ | Si68/ | 8168/ $168/
Manager hour hour hour , | hour hour hour
Positibn S168/ - | 5168/ $168/ 5168/ $168/ $168/
#l| - | hour” hour hour hour " | hour hour
Position $168/ 5168/ . | $168/ 5168/ $168/ $168/
#2 hour hour . hour hour hour hour
Positipn 5168/ 5168/ $168/ ‘$168/- 5168/ £168/
#3 . hour hour “|hour |} hour hour hour

14 Mmulenauce, and Support Pncmg g Worksheet

. Priging must reficct the payment of maintenance through the Contract end date. Price estimate
should reﬂerl the most optimistic implementation date. Actual payments may differ from the estimate if

project start/date slips or if implementation takes longer as this will cause a shorter maintenance period.
Table 1.4: Maintenance, and Support Pricing Worksheet
» Coiitract | Contract | Contract | Conteact | Contract! Contract
Year1* | Year2 Year 3 Year4 | YeirS | Yearé6
SFY SFY SFY SFY SFY | SFY
. 2016 2017 2018 2019 2020 2021
Litenses i16- | 11416 MNT- | UINE - | N9 - W20 -
6/30/16 | 6/30/17 6/30/18 6/30/19 | 6/30/20 | 6/30/2|
Central-Ong, uniid, 4 $35467 | $70,934 | - $70934 | $70,934 | $70,934) §$70,934
processor A

Data.-Mgmt{Vision 52 $8,760 [ $17,519-| $17,519| 817519 | $17,519]| $17,519

- 2016-021 Elchibit B-Price and Payment Schedule
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named '
Data Mgmt-File Capture, 5 $428 $857 $857 5857 $857 5857
devices .
HDM/Extraclion Template $490 $979 $979 £979 $979 £979
Bldr, | serveq
Data Management Web- 3533 51,067 $1,067 £1,067 51,067 $1,067
Vision, | . -
Report Manager-Actuate 2 §5468 | $10,936 £10,936 $10936 | $10,936 | $10,936
proc . .
Statistical Aralysis, NWA, 5883 $1,767 $1,767 $1,767 51,767 $1,767
5 conc .
Autofaxing, | server $227- $453 $453 $453 $453 | . $453
LimsLink with Interface, 12 $2.473 $4,946 $4,946 $4.946 $4,946 | %4946 |
instrument ' ’
Data Innovatjons, 4 $1,196 $2,392 £2,392 $2,392 $2,392 $2.392
instrument . -
Simpleindex|Barcode, | $94 $189 $189 3189 $189 $189
workstation )
Oracle Form§ Services $1,001 $2,001 $2,00! $2.001 | $2,001 $2,001 .
TOTAL $57,020 | $114,040 | $114,040 | $114,040 | $114,040 | $114,040
Grand Totn $627,220
* Contract Year | isa 6 C
months peridd. —.
" 1.5 OPTIONAL SERVICES
Table 1.5. Qptional Services
Optioniil SERVICES Year1 | Year2 | Year3 | Year4 | Year$S Year §
Optiong! Services to include | 26,208. )
Horizon 10 to 11 Upgrade
service .
| Optiondi Services suchas | | 4000 | 4000 [ 4000 |_4000 | 4000
Special(reports, interfaces,
desired|enbancements, or -
additiopal functionality
GRANID TOTAL $46,208
1.6 SUMMARY - MAINTENANCE SUPPORT AND CPTIONAL SERVICES
Table 1.6; ()ptioﬁnl Services
Service [ear . Year! | Year2 | Year3 Year 4 Year5.| Year$ Totals
Maintenance and $57,020 | $114,040 [ $114,040 | $114,040 | $114,040 | 114,040 | $627,220
2016-021 Exhibii B-Price and Payment Schedule
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EXHIBIT B '
PRICE AND PAYMENT SCHECULE

Support Services
Optional[Services.. | 26,208. | 4,000 4,000 4,000 4,000 4,000 | $46,208
TOTALS . 83,228 | $118,040 | $118,040 | $118,040 | $118,040 | $118,040

GRAND TOTAL ' . . $673,428

. 2. CONTRACT PRICE |
Notwithgtanding any provision in the Contract to the contrary, and notwithsianding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $673,428 (“Total
Contract|Price”). The payment by the State of the 1o1al Contract price shall be the only, and the compiete
reimbursgment to ChemWare for all fees and éxpenses, of whatever nature, incurred by ChemWare in the
performance hereof.

The Statg will not be responsible for any travel or out of pocket expenses incurred in the pcrformancc of
the Services performed under this Contract. :

3. INVOICING
ChemWar¢ shall submit correct invoices to the State for all amounts to be paid by the State. All invoices
_ submitted L;hall be subject to the State’s prior written approval, which shall not be unreasonably withheld.
ChemWar¢ shall only submit invoices for Services or Deliverables as permitied by the Contract. [nvoices
must be in a format as determined by the State and contsin detailed information, including without
limitation:| itemization of each Deliverable and identification of the Deliverable for which payment is
sought, and the Acceptance dale triggering such payment; date of delivery and/or instailation; monthly

maintenange-charges:-any-other-Project-costs-or-reiention-amounts-if-applicable—The-Maintenance-and
Support Sérvices price for year I will be prorated based upon the effective date.

Upon Accpptance of a Dcl?vcrable, and a properly documented and undisputed invoice, the State will pay
the correcd and undisputed invoice within thirty (30) days of tnvoice receipt. Invoices will not be backdated
and shell e promptly dispatched.

Invoices shall be sent to:
Christine Bean
Dcpbnmcm of Health and Human Services
Public Health Laboratory :
29 Hazen Drive
Conkord, NH 03301

4. PAYM% NT ADDRESS'

All payments shall be sent 1o the following address:
email all remit advices to AR@dlss.com

2016-021 Exhibit B-Price and Payment Schedule '
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Chem{Ware, LLC
28035 Network Place
Chicligo, 1L 606731280

5. OVERPAYMENTS TO ChemWare

ChemWare|shall promptly, but no later than fifteen (15) business déys, return to the State the full amount of
_ any overpayment of erroneous payment upon discovery or notice from the State.

6. CREDITS

The State rlwy apply credits due 1o the State ansing out of this Contract, against ChemWare’s  invoices
with approfriate information artached.

2016-021 Exhibit B-Price and Payment Schedule :
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SPECIAL PROVISIONS

Use the spedial provision section to show appropriate changes to the terms outlined in the General
Provision,

There are nq special provisions.

2016-021 Exhibit C-Special Provisions
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EXHIBITD .
ADMINISTRATIVE SERVICES

1. TRA VEL EXPENSES

ChemWare must assume all reasonable travel and rclatcd expenses. All labor rates
e “fully loaded”, including, but not-limited. to: meals, hotel/housing, alrfarc car
s, car mileage, and out of pocket expenses, ’

PING AND DELIVERY FEE EXEMPTION

plicable, and subject to the applicable !aws and regulations, the State will provide
hemWare with access to all program files, libraries, personal computer-based

tate will use reasonable cfforts to provide approvals, authorizations, and decisions
nably necessary to- allow the ChemWare to perform its obligations under the
ract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

ChemWare shall provide the State access to ali State-owned documents, materials,

reparts, and other work in progress relating to this RFP. Upon expiration or termination
of the Contract with the State, the ChemWare shall turn over all State-owned documents,

matq
"~ cost

5. RE(
Che
are

Con

rial, reports, and work in progress-relating to this RFP to the State at no additional
to the State. .Documents must be provided in both printed and eléctronic format.

CORDS RETENTION AND ACCESS REQUIREMENTS
Ware shall agree to the conditions of all applicable State and federal laws and regulations, which
corporated herein by reference, regarding retention and access requirements, including without

limifation, reténtion policies consistent with the Federal Acquisition Regulations (FAR) Subpart 4.7

racior Records Reitention.

ChefnWare and its Subcontractors shall maintain books, -records, documents, and other evidence of

accy

unting procedures and practices, which propcrly and sufficiently reflect all direct and indirect

costy invoiced in the performance of their respective obligations under the Contract. ChemWare and
its $ubcontractors shall- retain all such records for three (3) years following termination of the
Conlract, including any cxiensions. Records relating to any litigation matters regarding the Contract

y

2016-021 Ex
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shall be kept for one (1) year following the termination of all litigation, including the termination of all
appeals or the expiration of the appeal period.

Upon| prior notice and subject to reasonablé time frames, all such records shall be subject to
inspegtion, examination, audit and copying by personne! so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract as applicable. Access to these items shall
be prgvided within Merrimack County of the State of New Hampshire, unless otherwise agrecd by the
State.| Delivery of and access to such records shall be at no cost to the, State during the three (3) year

period following termination of the Contract and one (l) year term following litigation relating to the
Centracy,-including ell appeals or the expiration of the appeal period. ChemWare shall include the
record retention and review reguirements of this section in any. of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures-and
practiEcs related to ChemWare's cost structure and profit factors shall be excluded from the State’s
review unless the cost-of any other Services or Deliverables provided under the Contract is calculated
or defiived from the cost structure or profit factors.

6. ACQOUNTING REQUIREMENTS

ChenWare shall maintain an accounting system in accordance with Generally Accepted Accounting
Princ{ples. The costs applicable to thie Contract shall be ascertainable from the accounting system
and GhemWare shall maintain records pertaining to the Services and all other costs and expenditures.

2016-021 Exbibit D-Administrative Services
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I'E MEETINGS AND REPORTS

ChemWare System is installed and in operation and the following meetings and processes do not
his contract is primarily for the maintenance of the existing system.- The Contract does however |
approved projects to upgrade or add to the functionality of the software. In the case of such a
e following meetings and processes may apply upon agreement between the partics,

re Key Project Staff shall participate in meetings as requésted by the State, in accordance with

ductory Meeting: Participants will include ChemWare Key Project Staff and State Project
from both Depariment of Justice and the Department of Information Technology. This -
mg will enable leaders to become acquainted and cstablish any preliminary Project procedures.

pff Meeting: Participants will include the State and ChemWare Project Team and major
holders. This meeting is Lo establish a sound foundation for activities that will follow.

s Meetings: Participants will include, at the minimum, the ChemWare Project Menager and the
Project Manager. These mectings will be conducted at least bi-weekly and address overall
ct status and ‘any additional 1opics needed to remain on schedule and within budgct A status
rror report from ChemWare shall serve as the basis for discussion. -

Work Plan: must be rcviewed al cach Status Mcclmg and updated, at minimum, on a bi-weekly

in accordance with the Contracl.

bal Meehngs Need may arise for a special meeting with State leaders or Project stakcholdcrs to .

55 specific issues.

Meeting: Participants will include Project leaders from ChemWare and the State. Discussion

focus on lessons learned from the Project and on follow-up options that the Staic may wush to

der.

¢ cxpects ChemWare to prepare agendas and background for and .minutes of meetings,

ond for each status meeting must include an updated Work Plan. Drafting of formai

presentations, such as a presentation for the kickoff meeting, will also be ChemWare’s responsibility.

The ChemWarc Project Manager or ChemWare Key Project Staff shall submit monihly status reports in
accordadce with the Schedule and terms of this Contract. All status reports shall be prepared in formats
approved by the State. The ChemWare's Project Manager shall assist the State’s Project Manager, or

itself pr

duce reports related to Project Management as reasonably requested by the State, all at no

additiongl cost to the State. ChemWare shall produce Project status reports, which shall contain, at a
minimury, the following:

Project slatus related to the Work Plan;

2.] Deliverable status; |
3.| Accomplishments during wecks being reponed
2016-02t E
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Planned activities far the upcoming two (2) week period;
Future activities; and '

[ssues and concerns requiring resolution,

Report and remedies in case of falling behind Schedule

Mot

As reasonaply requested by the State, ChemWare shall provide the State with information or reports
regarding the Project. ChemWare shali prepare special reports and presemations relating to Project:

Management, and shall assist the State in preparing reports and presentalions, as reasonably requested by -
the ' State.

2016-021 Exhibit E-Implcmentation Services
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The ChemWare software is fully implemented, tested and accepted end thus the following testing procedures
do not apply.| . The Contract does however allow for approved projects to upgrade or add to the functionality
of the softwate. In the case of such a project the following testing procedures may apply.

1.

TESTING AND ACCEPTANCE

. ChemWare shall bear all responsibilities for the fuli suite of Test Planning and prepafation throughout the

Project. ChemWare will aiso provide training as necessary to the State staff responsible for test activities.
ChemWare shall be responsible for all aspects of testing contained in the Acceptance Test Plan including
support, 3t'no additional cost, during User Acccp:ance Test conducted by the Statc and the testing of the
training rratermls

The Test{Plan methodology shali reflect the nccds of the Project and be included in the finalized Work

Plan. A geparate Test Plan and set of test materials will be prepafed for cach Software function or module.’

All Testipg and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning,|test scenario and script development, Data and System preparation for testing, and execution of -
, System Intcgration Tests, Convcrsion Tests, Installation tests, chrcssion tests, Pcrl'ormancc

tate will commence its testing within five (5) business days of receiving Certification from
Ware that the State's personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment

2016-021 ExHibit F-Testing Services
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indep'ndcnt from ChemWare’s development environment. ChemWare must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to valudatc
reports, and conduct stress and performance testing, at no additional cost.

Testi#g begins upon completion of the Software configuration as required and user training according
to theg Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

ChemWare must demonsirate that their testing methodology can be integrated with the State standard
methgdology.

1.2 Unit[Testing .
fn Unfit Testing, ChemWare shall test the application components on an individual basis to verify that
the igputs, ouiputs, and processing logic of each application component functions without errors.”’
Unit testing is performed in ¢ither the development environment or a testing environment.

The goal is 1o find errors in the smallest unit of software before logically linking it into larger units.
If supeessful, subsequent testing should only reveal errors rclalcd to the integration between
applitation modules. :

The ChemWare developer, who is responsible for a spccnﬂc unit of work, will be responsible for.
cond cnng the unii testing ofthclr modules.

: AcliJ‘ y 5 Dcvelop the scnpts ‘needed to unit test individual apphcauon rnodules |ntcrfacc(s) !
Desgqiptlon e and conversipn components, e e ._]
Chelenre | For application modules, convcrsuc)ns and interfaces thc ChémWare team wnll
Téam 1 identify applicable test scripts and installation instructions, adapt them to the ]

, Respm._slpl!ides A Project specifics, test the process, and compare with the documented expected |

N S—E LY I
Worl' IR ! Unit-Tested Modules that have becn tested to verify that the inputs, outputs, and |
*Prod = processing logic-of each application module functions -without errors. -Individual- §
Duc .ny detailed test scripts and installation guides list all the required actions and data to i

5 L7 conduct the test, the process for test cxccution, and the expected resulls. - _ ]

" 1.3 System Integration Testing
The hew System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System [ntegration Testing validates the integration between the
* individual unit application modules and verifies that the new System meets defined requirements and
suppbrts execution of interfaces and business processes. The System Integration Test is performed in

a tesf enviranment. ?

Tho ugh end-to-end testing shall be performed by the ChemWare team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes, and
the jlow of information across applications (IF APPROPRIATE). It includes all key business

2016-021 Exhibit F-Testing Services
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processes and interfaces being implemented, confirms data transfers with extemal parties, ‘and
includes the transmission or printing ofall clcctronlc and paper documents.

Sys:ems lnu:grauon Tesung valldates the mtcgrataon bctwccn the targcm apphcanon !
modules end other systems, end verifies that the new Sysiem meets defined ;

intcrface requirements and ‘supports execution of business processes. This test

emphasizes end-to-end business processes and the flow of information across the
application. It includes all key business processes and interfaces being !
b implemented, confirms data transfers with external parties, and mcludes the -
"t tansmission or printing of all clectronic and paper documents. !

-.ChepmWare Téeam "} o Take the lead in developing the Systems Integration Test Spcciﬁcaiions. .
E;Reiponslbilltles 1 *  Work jointly with the State to develop and load the data profiles to suppont the .
P o test Spcciﬁcations '

I Work Jomuy wnth ChcmWarc to dcvciop the Systcms [nlcyauon Test.—
Specifications, j
*  Work jointly with ChemWare to develop and load the dauws profiles to support !
- the test Specifications. i
«  Work jointly with ChemWare to validate components of the test scripts, -
modifications, fixes and other System interactions with the ChcmWarc-
supplied Sofware Solution. !

e e——— — r— AR e it ey m L R4 M EA A Ve ALm A mE de

s The Inlcgranon-Tcsted Syslcm md:calcs lhal all. interfaces between the
application and the legacy and third-party systems, interfaces, and apphcanons
are functioning properly.

(N .
v Crbew—r e ) e s s —— . P rm e 4 v pmm

1.4 Conversion Validation Testing
In Cbnversion Validation Testing, target application functions are validated.

2016-021 EXhibit F-Testing Services
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2
1, e
\

v The conversion vahdauon (cst should rcplncnlc lhe emlre ﬂow oI' lhe :
]1 }'?%“ i ! convertéd data through the Soﬁwarc Solution, As the Software Solution is :
I ."-‘""’. e /4 interfaced to legacy or third-party applications/interfaces, testing verifies
: ‘ wooop | that the resulting flow of the converted data through these interface points :
E.,,, s oy Performs correctly. I e e e et __,f
“Ch¢mWare R Team i For conversions and mtcrfaccs the ChemWere team will execute the applicable ! !
Rupop__’slblllﬂes e A validation tests and compare execution results with the documented expected |
e i L EL lEesalts e e )
Sta eRﬂpons:bllmes J Extract and cleanse, if necessary. the legacy data to b-c convened in lhc data ‘l

_.#1 conversipns. <CAN MAKE THIS A ChemWare RESPONSIBILITY> _

i o Product ! Vetidation- Tcsted Conversion Programs. These programs include conversion | .
*Description

) - programs that have been tested to verify that the resulting converted legacy data !
i performs correctly in the entire suite of the Application, '

L T —— e ——

1.5 Installation Testing

In in

tallation Testing the application components are installed in the System Test environment to test

»* the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

1.6 User| Acceptance Testing (UAT)

UAT]begins upon completion of the Software configuration as rcquured and user training according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The

ChemWare’s Project Manager must centify in writing, that the ChemWare's own staff has

succgssfully executed. al) prerequisite ChemWare testing, along with reporting the actual tésting -

resul

s prior (o the start of any testing executed by State staff.

The State shall be presented with all testing results, as well as written Certification that ChemWare has
succassfully completed-the prerequisite tests, meeting the.defined. Acceptance Criteria,.and.performance

envir
crite

UAT
new

UAT
Wor

rds. The State shall commence testing within five (5) business days of receiving Centification, in

nment. The User Acceplance Test verifies System functionality against predefined Acceplance
& that support the successful execution of approved business processes.

will also serve as a performance and stress test of the System. It may cover any aspect of the
ystem, including administralive procedures such as backup and recovery. The results of the
provide evidence that the new System meets the User Acceptance criteria as defined in the
Plan.

2016-021 Exhibit F-Testing Services
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Fesults of the User Acceptance Test provide evidence that the new System meets the User
ptance criteria as defined in the Work Plan.

Upor] successful conclusion of UAT and successful System deployment, the State will jissue  letter of
UAT|Acceptance and the respective Warranty Pcriod shall commence

1.7 Perfo
© Chern

is ¢

=)

Thc Systcm Uscr Acccplancc Tcsu v:nl"y System funcnonahty agnmst predeﬁned

" Acceptance Test.

¢ Monitor the execution of the test seripts and assist as needed durmg the User
Acceptance Test activities,

+  Work jointly with the State in determining the required actions for problem

. resolution.

+ Approve thc developm:m of the User Acccptance Test Plan and thc et of dala
for use during the User Acceptance Test.
Validaie the Acceptance Test environment.
Execute the test seripts and conduct User Acceplance Test activities. .

e Document and summarize Acceptance Test results,

resolution,
s Provide Acceptance of the vahdated Systems o

eriteria defined in the Work Plan.

1

rmance Tuning and Stress Testing :
"Ware shall develop and document hardware and Software configuration and tuning of ‘the

izon infrastructure as well as assist and direct the State's System Administrators and Database

nistrators in conﬁgurmg and tuning the infrastructure to support the software throughout the

[t will mcludc the measurement of responsc rates of the application for end-user transactions
resource utilization (of various servers and network) under various load conditions. These
onse rates shall becomc the ba51s for changcs and retesting until opnmum System performance
chieved. -

Performance testing and tuning shall occur in the final production environment and shall use 2 .
by of the final production database to provide the best resulits.

2016-021 Ex
ChemWare |
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.| Acceptance criteria that support the successful execution of approved processes, -
© %1 « Provide the State an Accepance Test Plan and selection of test scripts for the

The Deliverable for User Acceptance Tests is the User Acceptancc Test Results .
These results provide evidence that the new System meets the User Acceptance

|
'
;
1
:
|
:

s Work jointly with ChemWare in dclcn'mmng the required actions for problem -
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1.7.2 Test Types
" Pefformance tcsnng shall use two different rypes of testing to determine the Stabllll}' of the

apprltcanon They are baseline tests and load tests,

g) Baseline Tests: Baseline tests shall collect performance data and load nnalysns by runmng
scripts where the output is broken down into business transactions or functions. The test is like
a smglc user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response nme. throughput and other user-
based metrics.

b) Load Tests: Load testing will delcrmmc if the behavior of the Systcm can be sustained over a
long, period of time while running under cxpemed conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization'is measuced end recorded.

1.73T nin

- thg team.

2016-021 Exhibit F-Testing Services ‘
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stem and network infrastructure utilization doesn't impact the results. Tests will be.run in close
pximity to our infrastructure so as to ¢liminate the public network from our environment.

sttest reporting and rcsult assessment will be scheduled following each test.~The team will
mpare these results to the baseline and a determination must be made to make additional changes
the parameter bemg tuned or return to the prior configuration and select another parameter to
he while keeping in mind that significant changes to any one parameter may require the retesting
some others. Careful work on identifying dependencies up front should minimize this impact.

Hefects are identified in the application during testing they will be recorded; however, changes to
t application code should be avoided if possible so as not to affect baseline comparisons. If a
hnge to the application is required new baselines will be established (and ‘possibly the execution -
prior tests to validate changes with the new application) before testing can continue.

hen performing capacity testing against a GUI-the focus will be on the abilit‘y of the interface to
pond 10 user input.

ring stress/load testing the tester will attempt to stress or load an aspect of the system to the point
failure. The.goal is 10 determine weak points’in the system architecture. The tester will identify

pehk load conditions at which the program will fail to handle required processing loads within

required time spans.

Dyring Performance testing the tester will design test case scenarios to determine if the system
mdets the stated performance criteria (i.e. A Login request shall bé responded to in 1 second or less

‘un
ca

1.8 Reg
As a
will
requir

E:r a typical daily load of 1000 requests per minute.). [n both cases the tester will determine the
city of the system under a known set of condmons .

ression Testing

result, of the user testing activities, problems will be identified that require correction. The Statc
Potlfy the ChemWare of the nature of the tesnng failurés in writing. The ChemWare will be
red to perform additional testing activities in re$ponse to State and/or user problems identified

from{ the testing results. Regression testing means selective re-testing to detect faults introduced -
. during the modification effort, both to verify that the modifications have not caused unintended

adve
still

a.)

b.)

rse effects, and to verify that the modified and related (possibly af‘fectcd) System components-
neet their specified requirements:

Far each minor failure of an Acceptance Test, the Acceptance Period shall be extended by
corresponding time defined in the Test Plan.

ChemWare shall notify the State no later than <five (5) business days> from the ChemWare's
receipt of written notice of the test failure when ChemWare expects the corrections 16 be
completed and ready for retesting by the State. ChemWare will have up to five (5) business
days to make corrections to the problem unless specifically extended in writing by the State.

2016-021 Expibit F-Testing Services
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When a programminﬁ change is made in response (o a problem identified during user testing, a
regression Test Plan should be developed by ChemWare based on the understanding of the
program and the change being made to.the program. The Test Plan has two objectives: -

1.validate that the change/update has been properly incorporated into the program; and
2.validate that there has been no unintended change to the other portions of the program.

d.}ChémWare will be expected to:

¢)

1.9 _ Secuny

IT Seq

creatid
‘identif

Allco
and so
securit
confid
COmpd

1. Create a set of test conditions, test cases, and lest data that will validate that the change has
been incorporated correctly;

. Create a set of test conditions, test cases, and test data that will validate that the unchanged
portions of the program still operate correctly; and

B. Manage the entire cyclic process.

ChemWare will be expected 10 execute the regression test, provide actual testing results, and
centify its completion in writing to the State prior to passing the modified Software application
to the users.for retesting,

In designing and conducnng such regrcssmn tcstmg, ChemWare will be rcquarcd to assess the
risks inherent to the modification being implemented and weigh those risks against the time and
effort required for conducting the regression tests. In other words, ChemWare will be expecied
to design and conduct regression tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

’ /
ity Review and Testing . '

urity involves all functions pertaining to the securing of State Data and Systems through the
n—and—definition—of—security— pOIrcrcs—proccdurcs—and—con!rols-cowcrmg such—areas—as
cation, authcnncanon and non-repudiation.

mponents of' the Soﬁware shall be reviewed and tested to ensure they protect the State's hardware
ftwarc and its related Data asscts. Tests shall focus on the technicel, administrative and physical
controls that have been designed into the System architecture in order to provide the necessary
ntiglity, integrity and availability. Tests shal), at a minimum, cover each of the service
nents. Test procedures shall include penetration tests (pen tests), code analysis, and review.,

Sgrvice Component Defines the set of capabilities thét:

Identification and Supports obtaining information about those panies

Atfthcmicalion attempting to log onto a system or application for
security purposes and the validation of users

Agcess Control Supports the management of permissions for
logging onto a computer or network

Encryption . Supports the encoding of data for security purposes

intrusion Detection- Supponts the detection of illegal énirance into a

computer system

2016-021 EThibit F-Testing Services
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Vedification Supports the confirmation of authority to enter a
computer system, application or network
Digital Signature Guarantees the unaltered state of a file
Usgr Management Supponts  the adminisication © of  computer,
application and network accounts within  an
organization. : ’
Role/Privilege Supporis the granting of abililies to'users or groups
Mapagement - of users of a computer, application or network
Audiit Trail Capture | Supports the identification and monitoring of
and Analysis | activities within an application or system
Inppt Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files andf/or directories on
the server.

Tests| shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a mjnimum, cover each of the service components. The ChemWare shall -
provide a certificate of application, vulnerability scanning, and 3™ party Penetration Tests (pen test)
whef appropriate. :

Prior|to the System being moved into production ChemWare shall provide results of all security
testing to the Depariment of Information. Technology for review and Acceptance. All Software and
hardlvare shall be free of malicious code (malware).

1.10 Successful UAT Completion
Upon shiccessful completion of UAT, the State will issue a Letter of UAT Acceptance.

1.11 System Acceptance
Upon cpmpletion of thc Warranty Period, the State shall issue a Leiter of Final System Acceplance.

2016-021 Exhyibit F-Testing Services ’ .
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M MAINTENANCE

¢ shall maintain and support the Horizon LIMS System in all material rCSpcctS as described
licable program Documentation through the contract end date.

mWare's Responsibility : .
"Ware shall maintain the Horizon LIMS in accordancc wslh the Contract, Chem Ware will not be

respdnsible for maintenance or support for Software developed or modificd by the State.-

1.1. Maintenance Releases

2. SYSTE

1 . . .
ChemWare shatl make available to the State the latest program updates, general maintenance
releases, selected functionality releases, patches, and Documentation that are generally
offered to its customers, a1 no additional cost.

M SUPPORT

2,1 ChdmWare’s Responsibility
CheriWare will be responsible for performing on-site or remote technical support in accordance with

the
contg

As p
inclu

Contract Documents, including without limitation, the rcquurcmcms terms, and condmons
ined herein. ~

art of the Software maintenance agreement, ongoing Sofiware maintenance and support levels,
ng all new Software releases, shall be rcspondcd to according to the following:

a. Severity 1 Deficiencies (Telephone Support)
For all Class A Deficiencies, ChemWare shall provide, to the State, on-call telephone
assistance, with_issue_tracking available to the State, 8:00 AM - 6:00 PM EST Monday through

Friday with an immediate e-mail / 1e|ephone response;

b. Seventy 1 Deﬁmencles (On site or Remote Support)

For all Class' A Dcfcmncms, ChemWare shall provide support on-site, or with remote
diagnostic services, within one (1) hour of a request; and :

c. Severity 3 Deficiencies - The State shall notify ChemWare of such Deficiencies during
rcgular business hours and the ChemWare shall respond back wnhm four (47 hours of
notification

3. SUPPORT OBLIGATIONS AND TERM

ChemWare shall repair or replace Software, and provide maintenance of the Software in

31
gccordance with the Specifications and terms and requirements of the Contract;
3.2 . ChemWare shall maintain a record of the activities related to warranty repair or mgintenance
activities performed for the State;
2016-021 Exhibit G-Maintenance and Support Services
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. ' .

Fpr all maintenance Services calls, ChemWare shall ensure the following information will be
cpllected and maintained: 1) nature of the Deficiency; 2) current status of the Deficiency;. 3)
ttion plans, dates, and times; 4) expected and actual completion time; 5) Deficiency resolution
formation, 6) Rcsolvcd by, 7} ldentifying number i.e. work order number, 8) Issue identified

hemWare must work with the State to identify and troubleshoot potentially large-scale System
ilures or Deficiencies by collecting the following information: 1) mean time between reported
eficiencies with the Sofware; 2) diagnosis of the root cause of the problem; and 3) |dcnuf'cauon
of repeat calls or repeat Software problems

f ChemWare fails 10 correct a Deficiency within the allotted period of time stated above,
hemWare shal) be deemed to have commined an Event of Default, and-the State shall have the
right, at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to returmn
hemWare's product and receive a refund for all amounts paid to ChemWare, including but not
ited to, applicable license fees, within ninety (90) days of notification to ChemWare of the
State’s refund request ’

f ChemWare fails to correct a Deficiency within the alloted period of time stated above,
ChemWare shall be deemed to have committed an Event of Default, and the State shali have the
right, at its option, to pursue the remedies in Part | Section 14,

2016-021 ExHibit G-Maintenance and Support Services . .
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his contract is for maintenance services of the Horizon LIMS system which is already

stalled, tested and hosted on State-servers, the requirements in Table H-1 apply.. Should a

ajor project be proposed as part of the contract optional project provisions, rcqmremcms
hall be developed and agreed upon by the pames for that project.

ABLE H-1: SUPPORT AND MAINTENANCE.

SUPPORT AND MAINTENANCE

Re
m

quire . Requirement Description:
nt #

St

1 The Vendor's System support and maintenance shall commence upon the
\ Effective Date and extend through the end of the Conlract term, and any
exiensions thereof.

St

') Maintain the Software in accordance wnh the Specifications, terms, and
requirements of the Conlracl. including providing, upgradcs and fixes as
required.

Si.

j Repalr or replace the Software, or any portion thereof, so’that the System
operates in accordance with the Specifications, terms, and requirements of the
Contract.

St

] The State shall have unlimited access, via phone or Ema:l to the Vendor
technical support staff between the hours of 8:30am to 5:00pm- Monday thru
Friday EST;

St

] The Vendor shall make available to the State’ the [alest program updates,
general maintenance releases, selected functionality releases, patches, and
Documentation that are gencrally offered 10 its customers, at no additional
oSl

Si.

] The Vendor shall maintain a record of the activitics rclated to rcpa:r or
maintenance activities performed for the State; - - - - "=

Sl

I For all maintenance Services calls, The Vendor shall ensure the following
information will be collected and maintained: 1) nature of the Deficiency; 2)
“current status of the Deficiency; 3) action plans, -dates, and times; 4) expected
and actual completion time; 5) Deficiency reselution information, 6) Resolved
by, 7) ldentifying number i.e. work order number, 8) Issue identified by:

-S|

. The. Vendor must work with the State to identify and troubleshoot potentially

large-scale System failures or Deficiencies by collecting the following
information: 1) mean time between reported Deficiencies with the Software; 2)
diagnosis of the root cause of the problem; and 3) identification of repeat calls
or repcat Software problems.

St.9 The Vendor response time for support shall conform 1o the specific deficiency

| class as described below: 0 Class A Deficiency - Software - Critical, |
does not allow System 1o operite, no work around, demands immediale action;
Written Documentation - missing significant portions of information or
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unintelligible to State; Non Software - Services were inadequate and require
re-performance of the Service. 0 Class B Deficiency - Software -
important, does not stop operation and/or there is a work around 2nd user can
perform tasks, Written Documentation - portions of information are missing
but not enough to make the document unintelligible; Non Software - Services
were deficient, require réworkinig, but do not require re-performance of the

| Service. o ClassC Deficiency - Software - minimal, cosmetic in nature,

minimal effect on System, low priority, and/or user can use System; Written

'| Documentation - minimal changes required and of minor editing nature; Non

Software - Services require only minor reworking and do not require re-
performance of the Service or 8s agreed to by the parties.

Sl. A critical outage will be designated when a business function cannot be met by
& nonperforming application and there is no work around to the problem.
2016-021 Exhlbit H-Requirements Vendor Response
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This contract is for maintenance services of the Horizon LIMS system. which is already
installed, tested and hosted on State servers. Should a major project be proposed as part
of the contract optional project provisions, a work plan shall be developed and approved
by the DHHS Public Health Laboratory and the Department of Information Technology.
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~

1. LICENSE GRANT

Subjegt to the payment of applicable license fees set forth in Contract Exhibit B: Price and Payment
Schequle, ChemWare heréby grants to the State a worldwide, perpetual, irrevocable, non-exclusive,
non-tansferable, limited license to use the Software and its associated Documentation, subject 1o the
terms|of the Contract. The State may allow its agents and Contractors to access and use the Software,
and i) such event, the State shall first obtain written agreement from such agents.and Contractors that
¢ach ghall abide by the terms and conditions set forth herein.

2. SOFTWARE AND DOCUMENTATION COPIES

Chem{Ware shall provide the State with a sufficient number of hard copy versions of the Software's
associated Documentation and ane (1) electronic version in Microsoft WORD and PDF format. The
State [shall have the right 10 copy the Software and its associated Documentation for its internal
busingss needs. The State agrees to include copyright and proprietary notices provided to the State by
the Chem Ware on such copies. :

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to; -

a. Remove or modify any program markings or any notice of ChemWare's proprietary
rights; -

b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitted herein; or

c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. TITLE

right, and interest {including ali ownership and inteilectual property rights) in the Software, and
ciated Documentation, shall remain with ChemWare.

ChemWare shall provide Software that is free of viruses, destructive programminé, and mechanisms
designed to disfupt the performance of the Software in accordance with the Specifications,

As a part of its intema) development process, ChemWare will use reasonable efforts to test the
Softwhre for viruses. ChemWare shall also maintain a master copy of the appropriate versions of the
Software, free of viruses. [f the State believes a virus may be present in the Software, then upon its
requegt, ChemWare shall provide a masier copy for comparison with and correction of the State's .
copy qf the Software.

Upon [forty-five (45} days written no{icc, ChemWare may audit the State's use of the programs at
ChemWare's sole expense. The Stale agrees to cooperate: with ChemWare's audit and provide
" reasorjable assistance and access to information. The State agrees that ChemWare shall not be
resporjsible for any of the State's reasonable costs incurred in cooperating with the audit.
Notwithstanding the foregoing, ChemWare's audit rights are subject to applicable State and federal
_ laws and regulations.
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7. SONTWARE NON-INFRINGEMENT

ChemWare warrants that it has good title to, or the right to allow the State 1o use all Services,
cquuﬂmcnl and “Sofiware ("Material") provided under this Contract, and that such Services,
cquipment, and Software do not violatc or infringe any’ patent, trademark, copyright, trade name or
otherfintellectual property rights or mlsapproprnatc a trade seeret of any third party.

The warranry of non-infringement shall be an on-going and pcrpctual ob‘ligalion that shall survive
termipation of the Contract. ,In the event that someone makes a claim against the State that any
Material infringe: their intcllcctual property rights, ChemWarc shall defend and indemnify the State
against the claim provided that the State:

Notwitk
secks t

if Cher

a. Promptly notifies ChemWare in writing, not later than 30 days after the State receives
actual written notice of such claim;
Gives ChemWarc control of the defense and any settlement negotiations; and

c. Gives ChemWare the information, authority, and assistance reasonably needed to defend
against or settle the claim.

standing the foregoing, the State's counsel may participate in any ciaim to the cxlcnt the State
assert any immunities or defenses applicable to the State.

Ware believes or it is determined that any of the Material may have violated someone else’s

intellectual property rights, ChemWare may choose 1o ¢ither modify the Material to be non-infringing
or obtain a license to allow for continued use, or if these alternatives are not commercially reasonable,

ChemW
S1ate h:

are may end the license, and require return of the applicable Matertal and refund ali fees the
s paid ChemWare under the Contract. ChemWare will not indemnify the State if the State

alters tlrc Material without ChemWare's consent or uses it outside the scope of use identified in

ChemW

are's user, Documentation or if the State uses a version of' the Material which has becn

supersefled, if the infringement claim could have been avoided by using an unaltered current version of

the Matkrial which was provided to the State at no additional cost. ChemWare will nat indemnify the.

-State- ta

-the-extent that an infringement.claim.is based. upon any iiformation design, Specification,

instruct{on, Software, data, or material not fumished by ChemWare, ChemWare will not indemnify the

State to

the extent that an infringement claim is based upon the combination of any Material with any

product§ or services not provided by ChemWare without CheinWare's consent.

8. SOFTWARE ESCROW
8.1 ChemWare represents and warrants that the currently cxisting source code for the Software

de

ligensed to the State under the Contract, as well as the Documentation for such Software, and

veloper comments to the source code for the Software (the “Deposit Materials') have been

dd
S

posited in an escrow account maintained .at Business Records Management, Inc., 923 Bidwell
eet, Pitisburgh, PA 15233 “Escrow Agent") as required by this Contract. Future Deposit
atcrisls for major version releases (e.g., X.y.z) of the Sofiware not otherwise delivered to the

State Licensee as source code shall be deposited in the escrow account (normally within six (6)
mpnths after the first commercial shipment of each such release). ChemWare shall promptly pay
- to|the Escrow Agent all escrow fees that become due under the Escrow Agreement to maintain
the Software in escrow,
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8.2 ChemWere ‘agrees that, upon execution of this Contract, the State shall be added to the Escrow

Agrecment a5 a beneficiary. The Escrow Agent shail notify the State that it has been added as &
siibseriber within a commercially reasonable time. Thereafier, upon the request of the State, to be
:Tadc no more frequently then annually, ChemWare shall provide the State with written
erification that the Software has been depaosited with the Escrow Agent.

8.3 The Escrow Agent shall make and release 1 copy of the applicable Deposit Materials to the State
upon the occurrence of any of the following events ("Release Events™):

(a) ChemWare has made an assignment for the benefit of creditors:
(b) ©  ChemWare institutes or becomes subject to a liquidation, or bankrupicy proccedmg
of any kind,

(¢) A receiver or similar officer has been appointed to take charge of all or pan of
_ChemWare's asscls;

(d) ChemWare terminates its maintenance and operations support services for the State
for the Software or has ceased supporting and maintaining the Software for the State
whether due to its ceasing to conduct business generally or otherwise, except in cases
where the termination or cessation is & result of the non-payment or other fault of the
State; '

(¢) ChemWare defaults under the Contract; or

8] ChemWarc ceases its on-going business operations or that pomon of its busmess.
operations relating to the licensing and maintenance of the Software.

8.4 In the event that Deposit Materials are released [rom escrow o the State, ChemWare hereby
tants the State the right to use, copy, modify, display, distribute, and prepare derivative works of
¢ Deposit Materials, and to authorize others to do the same on behalf of the State (Coniractors,
pents, etc.), solely for the purpose of completing the performance of ChemWare's obligations
nder the Contract, including, but not limited to, providing maintenance and support for the .
bftware and subject to the rights granted in this Contract.

e B octm

emWare agrees to pay alf costs associated with the escrow covered by this Contract, except
r nominal fees to cover the cost of reproduction and distribution of release of the Deposit
aterials to the State, including all related reasonable administrative expenses.

50
—

WARRANTIES
1.1 System

(ChemWare> warrants that the Systern will operate to conform to the
Specifications, terms, and requirements of the Contract. .

.2 Software

ChemWare warrants that the Sofiware, including but not limited to the individua)
modules or functions furnished under the Contract, is properly functioning within
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the System, compliant with the requirements of the Contract, and will operate in
accordance with the Specifications and Terms of the Coniract,

For gny bresch of the above Software warranty, theé State’s remedy, and
ChemWare's entire liability, shall be: (a) the correction of program errors that
cause breach of the warranty, or if ChermmWare cannot substantially correct such
breach in a commercially reasonable manier, the State may end its program
license if any and recover the fees paid to ChemWare for the program license and
any unused, prepaid technical support fees the State has paid for the program
license; or (b) the re-performance of the deficient Services, or {c) if ChemWare
cannot substantiatly correct a bréach in a commercially reasonable manner, the
State may end the relevant Services and recover the fees paid to ChemWare for thc
deﬁcw:nt Services.

Non-Infringement

ChemWare warrants that it has good title to, or the right to allow the Stiate Lo use,
all Services, equipment, and Software (“Material™) provided under this Contract,
and that such Services, equipment, and Software do not violale or infringe any
patent, trademark, copyright, trade name or other intellectual property rlghls or

‘misappropriate & trade secret of any third party.

1.4 Viruses; Destructive Programming

ChemWare warrants that the -Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software

I

tn-accordance with-the Specifications:
Compatibility -

ChemWarc warrants that all System components, including but not limited to the
components provided, including any replacement. or upgraded System Softwate
components provided by ChemWare 10 correct Deficiencies or as an
Enhancement, shall operate with the rest of the Sysiern without loss of any
functionality.

Services

ChemWare warrants that al! Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry
standards and. that Services will comply with performance standards,
Specifications, and terms of the Contract.
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). WARRANTY PERIOD

The Warranty Period shall remain in cffect until the conclusion or termination of
this Contract and any extensions,
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Attachied are: ,

A. |Contractor's Certificate of Vote/Authority

B. |Contractor's Certificate of Good Standing
C. " |Contractor's Certificate of Insurance
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