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State of New Hampshire

DEPARTMENT OF ADMINISTRATIVE SERVICES
25 Capitol Street - Room 120
Concord, New Hampshire 03301

Office@das.nh.gov
Joseph B. Bouchard
Charles M. Arlinghaus Assistant Commissioner
Commissioner (603) 271-3204

{603) 271-3201
Catherine A. Keane
Deputy Commissioner
(603) 271-2059

August 20, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION
Authorize the Department of Administrative Services to enter into a contract with Tech
Mahindra Americas Inc. of Plano, TX {Vendor No. 255204), for an aggregate price limitation
of $10,000,000.00 among all awarded vendors, for Salesforce Professional Services. The term
shall be effective upon Governor and Council approval and ending on December 31, 2023
with the option to extend for two (2) additional one-year extension terms.

Funding shall be provided through individual agency expenditures, none of which
shall be permitted unless there are sufficient appropriated funds to cover the expenditure.

EXPLANATION

The Department of Administrative Services, through the Bureau of Purchase and
Property, and in collaboration with the Department of Information Technology, issued a
request for proposal on February 3, 2021 with responses due on March 3, 2021. There were 11
compliant responses received.,

It is the Department’s intent to enter into contracts with the 10 highest scoring vendors
where through a Request for Quote (RFQ) and Statement of Work {SOW) process the
Department of Administrative Services, on behalf of a requesting State agency, will issue
RFQ/SOW to all contractors. Each SOW will detail various requirements related to the services,
planning and implementation of new projects. The project engagement will be based upon
the highest scoring response. Project engagements under the agreements with a dollar value
exceeding $10,000 shall be brought before the Executive Council for approval prior to
proceeding with the engagements.



His Excellency, Governor Christopher T. Sununu
and the Honorable Council

August 20, 2021
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As the State's experience and expertise with Salesforce matures, it will expand its
Salesforce capabilities and services offered. The production Salesforce environment is
centrally managed. The State has implemented an Enterprise Government Model that seeks
to establish Standard Operating Procedures (SOP) and processes on the use of third party
solutions.

Through the proposed contracts, the State anticipates improvements in the following
areas: automating business processes, providing prompt responses to tracking or delivering
constituent needs, refining business operations based on access to insightful data, securing
information within compliance of State and Federal regulations, and deploying rapid
solutions throughout the State of New Hampshire's IT environment.

Enabling these capabilities will often require the use of expert resources that can assist
the State to efficiently design, govern, maintain and provide ongoing management of these
platforms in a secure, responsible and effective manner. Contracting mechanisms that
shorten the "time to value” are needed to procure resources to work with State agencies and
IT staff to suppiement existing constrained resources that are needed to provide the skills
necessary for the State to excel in its Digital Government Initiatives. Based on the foregoing. |
am respectfully recommending approval of the contract with Tech Mahindra Americas Inc.

Respectfully submitted,

(Lol

Charles M. Arlinghaus
Commissioner

TDD ACCESS: RELAY NH 1-800-735-2964



Division of Procurement Support Services _ Gary S. Lunetta
Bureau of Purchase Property Director
(603) 271-2201

Bid Description Salesforce Professional Srvc |Agency: Statewide
Bid # RFP 2425-21 Requisition: # |N/A
Agent Name Paul Rhodes Bid Closing: 3/3/21 @ 10:00 AM
A N
Tech Mahindra 92.9
CoreSphere 90.9
Deloitte 87.1
MTX Group 86.0( -~
22nd Century 82.6
Spruce Tech 825
Catalyst . 80.0
Brite Systems 79.7
Publicis _
Sapient 79.5
Slalom 75.2
Agqualagoon 64.0




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOQLOGY
27 Hazen Dr.,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

August 12, 2021

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire
.25 Capitol Street

Concord, NH 03301

Dear Commissioner Arlinghauis,

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into seven (10) contracts as described below and referenced as
DolT No. 2021-031.

The ten (10Q) contracts being requested are for:
1. Brite Systems Inc. of Indianapolis, IN
2. Catalyst Consulting Group, Inc. of Chicago, IL.
3. Spruce Technology, Inc. of Clifton, NJ
4. Deloitte Consulting LLP of Concord, NH
5. Coresphere, LLC of Bethesda, MD
6. MTX Group of Albany, NY
7. 22nd Century Technologics, Inc. of Mclean, VA
8. Tech Mahindra Americas Inc. of Plan, TX
9. Sapient Corporation d/b/a Publicis Sapient of Boston, MA
10. Slalom, LLC of Boston, MA

This is a request to enter into a statcwide contract with ten (10) vendors to allow agencies.
1o release RFQ's/SOW's for Salesforce Professional Services. These contracts will provide
a mechanism for agencies requiring assistance with ongoing and future projects. Currently,
all applications are internally focused and used exclusively by State agency personnel;
public data submussion is currently done through web to case. It is anticipated that as the

. State’s experience and cxpertise with Salesforce matures, it will expand its Salesforce
capabilities and services offered.

The total amount of the ten (10) contracts is not to exceed 510,000,000, and shall become
effective upon Governor and Executive Council approval through December 31, 2023.
‘ 1

“innovative Technologies Todoy for New Hampshire's Tomorrow”



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH Q330]
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

A copy of this letter should accompany the Department of Administrative Scrvices’ submission to
the Governor and Exccutive Council for approval.

Sincerely,

Denis Goulet

DGfik
DolT #2021-081

cc: Paul Rhodes, DAS

"Innovative Technologies Today for New Hampshire's Tomorrow”



FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Exccutive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

ry

AGREFMENT

The State of Ncw Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS

. IDENTIFICATION.

I.1 State Agency Name

Department of Administrative Services

1.2 State Agency Address
State House Annex

25 Capitol Street

Concord, NH 03301

1.3 Contractor Name

Tech Mahindra Americas Inc.

1.4 Contractor Address
5700 Democracy Dr. )
Plano, TX 75024

1.5 Contractor Phone
Number

224-616-7440

1.6 Account Number

1.7 Complenon Date - 1.8 Price Limitation 4

December 31, 2023 £10,000,000:00

1.9 Contracting Officer for State Agency
Paul Rhodes, Purchasing Manager

1.10 State Agency Telephone Number

603-271-3350

1.11  Contractor Signature

Santoth bmar Nar

Santosh kurnar Mojr (Jul 20, 2021 18:53 GM1T+5,5)

Date: 20" July

2021

1.12 Name and Title of Contrac.mr Signatory

Mr, SantoshKumar Nair
Authorised Signatory

1.13  Siate Agency Signature

Dalc:i{'[} -2(

1.14 Name and Tutle of State Agency Slgnalory
Charles M. Ar Im;,haus Commissioner

1.15° Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By:

Director, On:

1.16 Approval by the Atorney General (Form, Substance and Execution) (if applicable)

By:

e

~

o*/é«%zao?f ’

1.17  Approval by the Governor and Executive Council . (if applicable)

G&C hem nuimber:

G&C Meeting Date:

Page 1

of 50
Contractor [nitials Santosh
Date 20" July, 2021



2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“Sate™), engages contractor identified in * block 1.3
{“Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attacked EXHIBIT B which is incorporated
herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hereunder, shal!
become effective on the date the Governor and Exccutive
Council approve this Agrcement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the

Effective Date, all Services performed by the Contractor prior to |

the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
cffective, the State shall have ne liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete atl Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
conlingent upon the availability and continued appropriation of
funds affected by any state or federal lcgislative or exccutive
action that rcduces, climinatcs or otherwisc modifics the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of apprepriated funds, the

State shall have the right to wilthhold payment until such funds’

become available, if cver, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
cvent funds in that Account are reduced or unavailable,

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price. method of payment, and terms of payment
are identificd and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the Siate of the contract price shall be the
only and the complete reimbursement 1o’ the Contractor for all
expenscs, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

¥

compensation to the Contractor for the Services. The Staie shall
have no liability to the Coniractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-¢ or any other provision of law,

5.4 Notwithstanding any provision in this Agrcement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with thc performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United Stales issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or.United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this

. -‘Agrecement. _ t

7. PERSONNEL.

7.1 The Contractor shall at its own expensc provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified 1o
perform the Services, and shall be properly licensed and
otherwise authorized te do so undcer all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is cngaged in a combined effort to
perform the Services to hire, any person who is a State employee’
or official, who is materially involved in the procurement,
administration or performance of this Agreement.  This
provision shall survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be {inal f"or the State.
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shatl constitute an event of default hereunder (“Event
of Default™):

g.1.1 failure to perform the Secrvices satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/for
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event ot Default is not timely cured,
terminate this Agreement, cffective two {2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all-payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the'Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursuc any of its remedics at law or in cquny, or
both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure 1o enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce cach and
all of the provisions hercof upon any further or other Event of
Default on the part of the Contractor.

1

9. TERMINATION.

9.1 Notwithstanding paragraph 8, thc State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the Statc is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agrecment.for
any reason other than the completion of the Services, the
Contractor shall, a1 the State’s discretion, deliver to the
Contracting Officer, not later than fifteen (15) days afier the date
of termination, a report (“Termination Report™) describing in
detail all Services performed, and the contract price carned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the atached
EXHIBIT B. In addition, at the State’s discretion, the Contractor
shall, within 15 days of notice of early termination, develop and
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submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION, .

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished,

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason,

10.3 Confidentiality of data shall be governed by N H. RSA
chapter 91-A or ‘other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR’S RELATION TO THE STATE. [n the
performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation or
other emeluments provided by the Statc to its employces.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without [the prior written notice, which
shall be provided to the Statc at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposcs
of this paragraph, a Change of Control shall constitute
assignment. “Change of Control” means (a) merger,
consolidation, or a transaction or serics of related transactions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voling
power of the Contractor, or (b) the sale of all or substantially all

_of the asscts of the Contractor.

12.2 None of the Services shall be subcontracied by the
Contractor without prior written notice and consent of the State.
The State is cntitled 1o copies of all subcontracts and assignment
agreemenis and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a

party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employces, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asseried against
the State, its officers or employees, which arise out of (or which
may be claimed 1o arise out of) the-acts or omission of the

Contractor Initials Santosh
Date 20" July, 2021



Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The Siate shall not
be liable for any costs incurred by the Contractor arising under
this paragraph | 3. Notwithstanding the foregoing, nothing hercin
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agrcement.

14. INSURANCE.

14.1 The Contractor shall, at its solc expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance: .

14.1.1 commercial general ltability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shail be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H, Department of Insurance, and
issued by insurers licensed in the State of New Hampshire,

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement,
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all rencwal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of cach
insurance policy. The centificate(s) of insurance and any
renewals thereof shall be attached and arc incorporated herein by
refercnce.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (" Workers’
Compensation”). .

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee Lo secure and maintain,
payment of Workers’ Compensation in connection with
activitics which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers’
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable rencwal(s) thereof, which shall be
attached and are incorporated hercin by reference. The State
shall not be responsible for paymemt of any Workers’
Compensation premiums or for any other claim er benefit for
Contractor, or any subcontracter or employee of Contractor,
which might arise under applicable Siate of New Hampshire
Workers’ Compensation laws in  connection  with  the
performance of the Services under this Agreement.

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties ar the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hercto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof,

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement,

22. SPECIAL PROVISIONS. Additional or modifying
provisions sct forth in the attached EXHIBIT A arc incorporaied
herein by reference.

23. SEVERABILITY. Inthe event any of the provisions ol this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of

this Agreement will remain in full force and effcct

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in @ number of counterparts, each of which shali be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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1.

EXHIBIT A

SPECIAL PROVISIONS
Delete Section 13. INDEMNIFICATION in its entirety and substitute with the following:

The Contractor shall defend, indermnnify and hold harmless the State, its officers and
employees, from and against any and all claims, liabilities and costs for any personal injury or
property damages, patent or copyright infringement, or other claims asserted against the
State, its officers or employees, which arise out of (or which may be claimed to arise out of)
the acts or omission of the Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not be liable for any costs incurred
by the Contractor arising under this porogroph.

The Contractor shall require any subcontractor, delegates, or transferees to agree in writing to
defend, indemnify and hold harmless the State, its officers and employees from and against
any and all losses suffered by the; State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers and employees. by or on behalf of
any person, on account of, based or resulting from, arising out of {or which may be claimed to
arise out of) the acts or omissions of the subcontractor, delegate, or transferee.

Further, notwithstanding the foregoing, nothing herein contained shall be deemed to
constitute a waiver of the sovereign immunity of the State, which immunity is hereby reserved
to the State. This covenant shall survive the termination of this Agreement
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EXHIBIT B
SCOPE OF SERVICES

1. INTRODUCTION

This Master Agreement is entered into by and between Tech Mahindra Americas Inc. (hereinafter
referred fo as the “Contractor”) and the State of New Hampshire (hereinafter referred to as the
"State”). The Contractor hereby agrees to provide the State and its agencies with for Salesforce
Professional Services in accordance to this Agreement and the terms of Request for Quotes
(RFQ)/Statements of Work (SOW) to this Agreement.

2. CONTRACT DOCUMENTS

This Contract consists of the following documents ("Contract Docu'ments"]:

State of New Hampshire Terms and Conditions, General Provisions Form P-37
EXHIBIT A Special Provisions

EXHIBIT B Scope of Services

EXHIBIT C Method of Poyn’gent

EXHIBIT D RFP 2425-21

EXHIBIT E RFQ/SOW

"0 000o0Q

In the event of any conflict among the terms or provisions of the documents listed above, the
following order of priority shall indicate which documents control: (1) Form Number P-37, as modified
in Exhibit A, Special Provisions, (2) EXHIBIT B “Scope of Services,” (3) EXHIBIT C "Method of Payment,”
(4) RFQ/SOW Worksheet, and (5) EXHIBIT D "RFP 2425-21."

All RFQ/SOW and Purchase Orders shall be subject solely to the terms of this Contract. in the event of

any conflict among the terms or provisions of this Contract and the SOW and Purchase Orders, the
terms of this Contract must 1ake precedent.

3. TERM OF CONTRACT

The term of this Contract shall commence upon the approval by the Governor and Executive
Council and shall continue thereafter through December 31, 2023, o penod of gpproximately two
and one-half {2.5) years, unless extended for additional terms.

The Contract may be extended for five {5} additional one-year extension terms thereafter upon the
same terms, conditions and pricing structure upon the approval of the Governor and Executive
Council.

The maximum term of the Contract (including all extensions) cannot exceed seven and one-half [7.5)
years.
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4. SCOPE OF WORK

All SOWs that are negotiated between the Parties shall be in writing and executed by both Parties
and shall be attached hereto as supplemental Exhibits, and shall be incorporated into, and
governed by, this Agreement. A standard template to request a quote is attached (Exhibit E).
Contractor must be capable of providing information technology professional services for
implementing Salesforce solutions.

Contractor will receive RFQs/SOW from the Department of Administrative Services with a Salesforce
Professional Services Scope of Work. Each Scope of Work will detail various requirements related to
the planning and implementation of new projects. Each Scope of Work may request Salesforce
implementation and experience in varying functional areas or require mandatory expertise. Requests
for Services or Deliverables under the Contract will be submitted on behgalf of State Agenciesin the
form of an RFQ/SOW to all contractors. An RFQ/SOW shall not constitute @ binding order until a
Purchase Order and RFQ/SOW have been approved per the requirements of the Coniract.

in cases where special icenses, accreditations or certifications are reduired by the State, federal or
local law or regulotion to perform Services of specified job descriptions or RFQ/SOW, Contractor shall
provide copies of such license, accreditation or certification within five {5) business days upon award
when requested by the Siate.

individual RFQs/SOW may include additional contractual requirements, cerifications, or approvals
that must be satisfied at the time the Purchase Order (PO] is placed or upon delivery. Any federal
requirements or additional funding requiremenis will be defined by the State in the RFQ/SOW and

incorporated in Purchase Orders {PO).

STANDARDS FOR FUTURE PROJECTS

i. USE OF CONTRACTOR SOLUTIONS

. wWhen awarded a project through the RFQ/SOW process, Contractor will provide the

services as specified within the RFQ/SOW.

. Contractor shall explicitly state what Salesforce licenses are required as well as any
third party applications when responding to o RFQ/SOW.

. Each RFQ/SOW may include requirements about the System Integrator's (S}

experience in implementing a similar solution. Experience shall include requirements

" thatinclude but are not limited to, how many solutions of a similar nature are
implemented and operational, the size and complexity of the project, and any
experience with statutory, regulatory, or industry standards. The specific Contractor
proposed functionality must be described.

SECURITY AND TESTING

i. APPLICATION SECURITY
Contractor shall:
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» Develop Software applications based on industry best practices and incorporating
information security throughout the Software development life cycle;

» Perform g Code Review prior to release of the application to the State to move it
into production. The code Review may be done in a manner mutually agreeable to
the Contractor and the State, Copies of the final, remediated results shall be
provided to the State for Review and audit purposes;

Follow Change Conirol Procedures {CCP) relative to release of code; and

+ Develop applications following security-coding guidelines as set forth by
organizations such as, but not limited to Open Web Application Security Project
(OWASP) Top 10, SANS Common Weakness Enumeration (CWE) Top 25 or CERT
Secure Coding.

ii. TEST PLANNING AND PREPARATION

Contractor shall meet the State's testing and acceptance requirements. All Testing and
Acceptance aoddressed hereinshall apply to testing the System. This shall include planning,
test scenario development, Data and System preparation for testing, and execution of Unit
Testing, System integration testing, conversion/migration testing, installation testing,
performance, and stress testing, Security Review and testing, and support of the Siate during
user Acceptance Testing (UAT).

Coniractor must disclose in their RFQ/SOW responses the scheduling assumptions used in
regard to the Using Agency's resource efforts during testing.

Contractor shall cerify, in writing, that the Confractor's own staff has successfully executed all
prerequisite testing, along with reporting the actual testing results,

The State wilt commence its testing within five (5) business days of receiving Certification from
the Contractor that the State's personnel have been trained and the System is installed,
configured, complete, and ready for State testing. The testing will be conducted by the State
in an environment independent from the Contractor's development environment. Contractor
must assist the State with testing in accordance with the Test Plan and the Work Plan, utilizing
test and live Data to validate reports, and conduct stress and performance testing.

iii. TESTING
Testing begins upon completion of the Software configuration as required ond user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the

State.

Confractor shall adhere to the State's standard meihodology described in Table llI-C: State
Recommended Testing Mefhodology

Table II-C: State Recommended Testing Methodology
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Unit Testing Application components are tested on an individuat basis to
verify that the inputs, outputs, and processing logic of each
application component functions without errors. Unit Testing is
performed in either the development environment or a testing
environment.

The goal is to find emors in the smallest unit of Software. If
successful, subsequent integration testing should only reveal
errors related to the intégration between application

components.
System ‘ a. Validaotes the integration between the individual unit
! Integration application components and verifies that the new
Testing System . meets defined requirements and supports

execution of interfaces and business processes. The
Systerns Integration Test is performed in o test
environment.

b. - Emphasizes end-to-end business processes and the flow
of information across applications. It includes all key
business processes and interfaces being implemented,
confirms Data transfers with external porties, and
includes the transmission or printing of all electronic and
paper documenis.

c. The State willconduct System Integration Testing, utilizing
scripts developed, as idéntified in the Test Plan, to
validate the functionality of the System and its
interfaces. The State will also use System Integration
Testing to validate modifications, fixes and other System
interactions with the Contractor supplied Software

Solution.
Conversion The Conversion/Migration Validation Testing should réplicote
/Migration the entire flow of the converted Data through the Software
Validation Solution. As the Software Solution is interfaced to legacy or
Testing third-party applications, the testing verifies that the resulting

converted legacy Data performs correctly.

Installation Application components are installed in the Sysiem test
Testing environment to test the installation routines and are refined for
the eventual production environment, This activity serves as @
dry run of the installation steps in preparation for configuring the
production System.
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User The User Acceptance Test [UAT) is a Verification process
Acceptance performed in a copy of the production environment, The User
Testing (UAT) Acceptance Test verifies System functionality against
predefined Acceplance criteria that support the successful
execution of approved business processes.

a. The Contractor's Project Manager must cerlify in writing,
that the Contractor's own staff has successfully
executed all prerequisite Contractor testing, along with
reporting the actual testing results prior to the start of any
testing executed by State staff.

b. The State will be presented with a State approved Test
Plan, test scenarios, test cases, test scripts, test Data, and
expected results, as well as written Certification of the
Contractor's having completed the prerequisite tests,
prior to the Staté staff invelvement in any testing
activities.

c. UAT will also serve as a performance and stress test of
the System. It may cover any aspect of the new System,
including adminisirative procedures such as backup
and recovery. The results of the UAT provide evidence
that the new System meets the User Acceptance criteria
as defined in the Work Plan

Upon successful conclusion of UAT and successful System
deployment, the State will issue a letter of UAT Acceptance and
the respective Warranty Period shall commence as described in
Section 4.12 Warranty Period.

Regression As a result, of the user testing aclivities, problems will be
Testing identified thal require correction. The Siate will notify the
Contractor of the nature of the testing faitures in writing. The
Contractor will be required to perform additional testing
activities in response to State and/or user problems identified
from the testing results.

Regression Testing means selective re-testing to detect faults
infroduced during the modification effort, both to verify thot
the modifications have not caused unintended adverse
effects, and to verily thot the modified and related (possibly
affected) System components stil meet their specified
requirements.

a. For each minor failure of an Acceptance Test, the
Acceptance Period shall be extended by
corresponding time defined in the Test Plan,
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b. The Contractor shall notify the State no later than
five |5) business days from the Contractor's receipt
of written nofice of the test failure when the
Contractor éxpects the corrections to be
completed and ready for retesting by the State.
The Contractor will have up to five [5) business days
fo make comections to the problem unless
specifically extended in writing by the State.

c.  When a programming change is made in response
to a problem identified during user tesling, a
Regression Test Plan should be developed by the
Contractor based on the understanding of the
program and the change being made to the
program. The Test Plan has two objectives:

1. Validate that the change/update has
been propery incorpeoraied into the
program; and

2, Vglidate that there has been no
unintended change to the other portions
of the program.

d. The Confractor shall:

1. Create a set of test conditions, test cases,
ond test data that will validate that the
change has been incorporated correctly;

2. Create a set of test conditions, test cases,
and test data that will validate thot the
unchanged portions of the progrom still
operate correctly; and

3. Manage ihe entire cyclic process.

e. The Contractor will be expected to execute the
Regression Test, provide actual testing results, and
certify ils completion in writing to the State prior to
passing the modified Software application to the
users for retesting. |

In designing and conducting such Regression Testing, the
Contractor will be required to assess the risks inherent to the
modification being implemented and weigh those risks against
the time and effort required for conducting the Regression
Tests. In other words, the Contractor will be expected to design
and conduct Regression Tests that will identify any unintended
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consequences of the modification while taking into account
Schedule and economic considerations,

Security
Review and
Testing

IT Security involves all functions pertaining to the securing of
State Data and Systems through the creation and definition of
security policies, procedures and controls covering such areas
as ldentification, Authentication and non-—repudiation.

All components of the Software shall be Reviewed and tested
to ensure they protect the State's hardware and Software and
its related Data assets.

Service Defines the set of capabilities that:
Component

Identification Supports obtaining information about
and those parties attempting to log onto a
Authentication systemm  or application for security

purposes and the validation of users.

Access Control Supports the management of permissions
forlogging onto a computer or network.

Encryption ' Supports the encoding of Data for
security purposes

Intrusion Supports the detection of itegal entrance

Detection into o computer system.

Verification Supports the confirmation of authority to
enfer a computer system, application or
network.

Digital Guarantees the unaltered state of a file.

Signature

User Supports the administration of computer,

Management application and network accounts within

an organization.
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Role/Priv'ilege Supports the granting of abilities to users
Management or groups of users of o computer,
application or network.

- Audit Trail Supports the identification and

Capture and monitoring of activities within  an
Analysis . application or system,

Input Validation Ensures the application is protected from
buifer overflow, cross-site scripting, SQL
injection, and unautherized access of files
and/or directories on the server.

/

Prior to any System being moved into production, Contractor
shall provide results of all security testing to the Department of
Information - Technology for Reviéew and Acceptance. All
- | Software and hardware shall be free of malicious code
- (malware).

GENERAL REQUIREMENTS

i. CONTRACTOR STAFF

The Contractor's Project Manager requires approval of the State prior to award of any
RFQ/SOW. The State's approval process may include, without limitation, at the State's
discretion, review of the proposed Project Manager's resume, qualifications, references and
background checks, and an interview. The Contractor's Project Manager must be qualified to
perform the obligations required of the position under the Contract, have full authority to
make binding decisions, and shall function as the Contractor's representative for all
administrative and management motters. The Project Manager must be available to promptly
respond during Normal Working Hours within two (2) hours to inquiries from the State, and be at
the site as needed.

The Contractor shall not change key staff and Project Manager commitments (collectively
referred to as “Project Staff") unless such replacement is necessary due to sickness, death,
termination of employment, or unpaid leave of absence. Any such changes to the
Contractor’s Project Staffshall require the prior written approval of the State. Replacement
Project Staff shall have comparable or greater skills with regard to performance of the Project
as the stoff being replaced and be subject to the provisions of this Contract.

The State may conduct reference and background checks on the Contractor’s Project Staif.
The Stote shall maintain the confidentiality of reference and background screening results. The
State reserves the right to reject the Contractor’s Project Staff as a result of such reference and
background checks. The State also reserves the right to require removal or reassignment of the
Coniractor's Key Project Staff found unacceptable to the State.
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Notwithstanding anything fo the contrary, the State shall have the option to-terminate the
Contract, at its discretion, if it is dissatisfied with the Contractor's replacement Project Staff.

The Contractor shall not allow its personnel or subcontractors to store State data on portable
devices, including personal computers, except as specified and ollowed by the Contract, and
then only on devices that are used and kept at its data centers,within the Continental United
States. The Contractor shall permit its personnel and-contractors to access State data remotely
only to provide technical support and as specified or required by the confract.

ii. Program Support Roles
A. PROJECT MANAGER .
The Contractor must have, maintain for the duration of this Agreement and engage
Project Manager in any RFQ/SOW in this Agreement with the following minimum
qualifications:

. Prolect Manager shall have at least 5+ years of Program/Project Management
experience managing a contract and IT project team within the Public Sector
or Government environments,

= Strong ability to estdblish and maintain effective working relationships with
associates, subordinates, public officials and other professionals. A very strong
verbal, written and presentation skills and an ability to express ideas clearly
and concisely both orally and in all forms of communication.

= Certification in the field of Project Management.

« Understanding of Agency business strategies and oversees short and long-
term Salesforce strategies for IT infrastructure, operations and Agency IT Plan
(AITP), and works with project team to define objectives, research [T
requirements, provide cost benefit analysis and directs projects towards the
best Salesforce solution.

s Provides input into the design and implementation of project
management/infrastructure processes where modifications are beneficial to
support project outcomes. This may include items such as deliverable
templates, invoice processing, time approval, or sub-team reporting where
such infrastructure is not existent or not'meeting the needs of the project.

* Demonstrates technical and judgmental skills required to perform project
management,

» Provides direction and suppeort for assigned projects (project
intake/priornitizations, and workflow and document management) to ensure
timely and efficient completion of tasks.

= Assumes responsibility for projects and assigned stoff and consultants,

©including delegation and scheduling of work across agencies and provides

- timely project progress reviews and feedback to senlor leadership in Doll,
" Project participants and sponsors.

*  Maintain continuous and effective oversight of onclysis and coordination -
efforts, including business analysts to support project mission and objectives.

« Leads analysis as well as project management tasks and activities as needed
to move project efforts towards completion.

= Maintains project plan monitoring, control and updates as authorized ond
approved by DolT management,
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Participates in intra- and inter- agency discussions, requiring logical and
technological expertise, particularly to share and document information and
coordinate with project stakeholders from Doll ond other agencies.
Continually seeks to improve practices to add qudlity and value in support of
the intended assigned project missions and goals.

Facilitate ongoing status reporting and conduct periodic project reviews.
Ability to perform financial management duties - producmg bills/invoices and
tracking the project budget.

Mdaintains a Program Management Schedule that frocks upcoming work,
major accomplishments, and risks.

Ability to monage project staff and ensure that they meet approved project
deadlines. |

B. Scrum Master -

The Contractor must have, maintain for the duration of this Agreement and engage
Scrum Master in any RFQ/SOW in this Agreement wnh the fellowing minimum
qualifications:

Scrum Master shall have ot least 5+ years of experience a Salesforce project
team within the Public Sector or Governmental environments.,

At least 1 of the following certifications: Certified Scrum Master, PMI Aglle
Certified Practitioner, Professional Scrum Master Il Certification.

Experience with facilitating Scrum Events and Activities.

Experience with ensuring the project team and government staff understand
the scrum or agile framework that will be used for sprints and releases.

' Experience with leading Scrum or Scrum Sessions.

Experience with ensuring that the Sprint Stays aligned to Sprint Goals and
meets the definition of done.

Experierice with tracking and communicating issues that are discussed during
the Daily Scrums or Scrum of Scrum sessions.

Experience with facilitating Sprint Reirospective and identify areas of
improvement,

Experience with supporting the development Teom in creating user stories for
each sprint.

Experience.in application design and development as well a systems
maintenance and operations of a large-scale IT system.

Experience with maintaining the Scrum Task board or Kanban Board for the
development team and government to review the latest status of the sprint.

C. Salesforce Administrator

The Coniractoer must have, maintain for the duration of this Agreement and engage
Salesforce Administrator in any RFQ/SOW in this Agreement with the following minimum
qualifications:

Salesforce Administrator shall have at least 3+ years of experience a
Salesforce project team within the Public Sector.or Governmental
environments.

Must have Salesforce Certified Administrator certification.

Experience with setting up organization profiles, conﬂgunng User interfacés
and configure search sefhngs
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Experience with creating and maintaining an enterprise contact list within
Salesforce,

Experience with setting up and managing user profiles, troubleshooting user
login issues.

Experence with deploying lift and shift Salesforce solutions.

Experience with managing Security and data access based on; restricting
logins. determining object access, establish record access controls, manage
record access with role hierarchy, deal with record access excepnons and
manage field-level security.

Experience with customizing Salesforce solutions by crec:’tlng new custom
fields, developing picklists & lookups, establishing page layouts, create record
types while maintaining data quality.

Experience with managing Sales force data based on: importing new records
using the import wizards, updating existing records, mass-transfer of records
between users, cleaning of records/data integrity, backing up data, and
maintaining a data dictionary.

Experience with demonstrating the ability to automate email template
responses, workflows, process builder, and establish rules within Salesforces
capabilities.

Experience with developing reports and dashboards within Salesforce based
on the following: running and modifying reports, creating new reports, building
dashboards using data visualization tools, and exporting data from reports.
Must have strong business analysis and functional experience, including
requirements gathering, creating/deploying solutions to end users, and
managing User Acceptance Testing (UAT}/deployment process.

Experience with the following: deploying Salesforce's solutions within G
Government Cloud environment, knowledge (and experience) with Transport
Layer Security {TLS) and Secure Sockets Layer (TSL), Salesforce Apex,
Salesforce Object Query Language SOQL, Chatter, Salesforce's Lightning
Compeonent, VisualForce, Mulesoft, DocGen(Nintex), DevOps and Continuous
Integration Tools, GitHub or similar tools.

Experience with developing the following: Sales force intake solutions,
Salesforce Investigation solutions, Salesforce Assessment solutions, Salesforce
Service Planning Solutions, Case Management Solutions, Salesforce Reporting
solutions, Salesforce Resource Management Solutions, Salesforce Financial
Management Solutions, and experience with designing Salesforce Ul and UX.

D. Salesforce Platform Developer

The Contractor must have, maintain for the duration of this Agreement and engage as
a Salesforce Administrator in any RFQ/SOW in this Agreement with the following
rminimum gualifications: ;

Salesforce Developer shall have at least 3+ years of Salesforce Platform
Developer experience with o Solesforce project team within the Public Sector
or Governmenial environrmenis.

Must have at least one of the following certifications: Satesforce Platform
Cerntified Develop |, Solesforce Platform Developer I, or Salesforce Platform
App Builder,
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Experience with product development life cycle and software testing, which
includes creating unit test cases establishing unit testing protocols and
appropriate testing environments, coordinate and execute software testing.
Experience with deploying lift and shift Salesforce solutions.

Ability to design, code, test, debug, package and deploy quality scalable
and well-documented solutions on the Salesforce solutions.

Experience with deploying Salesforce’s solutions within a Government Cloud
environment.

Successfully document/maintain documentohon on application code,
application use and flow, and training materials,

Experience with demonstrating the ability to automate email template
responses, workflows, process builder, and establish rules within Salesforce
capabilities.

Experience with: Salesforce design/development, DevOps and Continuous
Integration Tools, Solesforce Apex, developing Salesforce mobile solutions,
MuleSoft and API programming, Chatter, VisualForce, Salesforce’s Lightning
Component, JavaScript, C3 or C++, SQL or Data Manipulation Language
(DML), Salesforce Object Query Language {SOQL), GitHub or similar tools and
code versioning best practices, designing Salesforce Ul and UX, and DocGen
(Nintex). '

Experience with developing: Salesforce intake solutions, Salesforce
Investigation solutions, Salesforce Assessment solutions, Salesforce Service
Planning solutions, Salesforce Case Management solutions, Salesforce
Reporting solutions, Salesforce Resource Management solutions, and
Salesforce Financial Management solutions.

E. Salesforce Technical Architect

The Contractor must have, maintain for the duration of this Agreement and engage as
a Technical Architect in any RFQ/SOW in this Agreemen’r with the following minimum
qualifications:

Technical Architect shall have at Ieos'r 5+ yvears of Sclesforce Technical
Architecture experience with a Salesforce project team wnhm the Public
Sector or Governmental envirohments.

Must have the at least one of the following cenifications: Salesforce Certified
Application Architect, Salesforce Certified System Architect, or Salesforce
Certified Technical Architect.

Experience with architecting solutions that oddress security complexities, Dev-
Ops. application design/development, and capabilities on the Lightning
Platform as part of a functional security model.

Experience with identifying development-related risks, considerations, and
limits for the platform across the architecture.

Experience with deploying lift and shift Salesforce solutions.

Understanding of data migration considerations, design trade-offs, and
common ETL tools.

Ability to document and maintain current As-Is and To-Be Salesforce So!uhons
Architecture for government review.

Ability to discuss and demaonstrate all aspects of the Salesforce platform,
including but noft limited to business processes, hosting infrastruciure, security,
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integration to other IT systems across the State of New Hampshire's IT
Enterprise.

Experience with Service Criented Architecture (SOA).

Understanding of systems architecture and ability to design scoloble
performance-driven solutions.

Experience with Salesforce Apex.

Experience with VisualForce.

Experience with Salesforce’s Lightning Component.

Experience with JavaScript.

Experience with deploying Salesforce's solutions within a Government Cloud
environment,

Must have 3+ years of experience with GitHub or similar tools and code
versioning best practices. '

Strong knowledge of the SOLC fromework.

" Experience with DevOps and Continuous Integration Tools e.g. (Jenkins).

Experience with MuleSoft or similar tools and APl programming. .

Experience with Single Sign-on (S50} and Security Assertion Markup Language
{SAML)

Experience and knowledge with Transport Layer Securlty {TLS) and Secure
Sockets Layer (TSL).

Experience with DocGen (Nintex)

Experience with developing: Salesforce Intake solutions, Salesforce
Investigation solutions, Salesforce Assessment solutions, Salesforce Service
Planning solutions, Salesforce Case Management solutions, Salesforce
Reporting solutions, Salesforce Resource Management solutions, Salesforce
financial Management solutions, Sclesforce Object Search Language (SOQL,
and HTML.

F. Salesforce Data Architect

The Contractor must have, maintain for the duration of this Agreement and engage as
a Salesforce Daota Architect in ony RFQ/SOW in this Agreement with the following
minimum qualifications:

Technical Architect shall hove at least 5+ years of Salesforce Data
Architecture experience with a Salesforce project team within the Public
Sector or Governmental environments.

Experence in agile deliver.

Must be a Salesforce certified Data Archn‘ecfure and Management Designer.
Experience with Data Modeling/Database Design.

Experience with large scale Data Migration efforts and Indexing.

Experience with performing Extract, Transform, Load (ETL) efforts.

Must maintain data quality, a data dictionary, and As-Is and T0-Be data
models {logical and physical) for users to reference.

Experience with Solesforce Shield for data security.

Experience with Oracle database.

Experience with leveraging Master Data Management (MDM) Tools.
Experience with deploying Salesforce's solutions within a Government Cloud
environment, .

Experience with Salesforce Apex.

Experience with MuleSoft and APl programming.
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Experience with VisualForce.

Experience with Salesforce’s Lightning Component.

Experience with SQL or Data Manipulation Language (DML).

Experience with Salesforce Object Query Language (SOQL).

Experience with GitHub or similar tools and code versioning best practices.
Experience with JavaScript.

Experience with Tableau or similor data visualization tool.

Experience with data analytics, data governance, and Business intelligence
solutions within Salesforce.

Experience with DocGen [Nintex).

Experience with developing Solesforce Intake solutions.

Experience with developing Salesforce Investigation sclutions.

Experience with developing Salesforce Assessment

Experience with developing Salesforce Service Planning solutions.
Experience with developing Salesforce Case Management solutions.
Experience with developing Salesforce Reporting solutions.

Experience with developing Salesforce Resource Management solutions.
Experience with developing Salesforce Financial Management solutions.
Experience and knowledge with Transport Layer Security (TLS) and Secure
Sockets Layer (TSL).

G. Salesforce Business Analyst

The Contractor must have, maintain for the duration of this Agreement and engage as
a Salesforce Business Analyst in any RFQ/SOW in this Agreement with the following
minimum qualifications::

Salesforce Business Analyst shall have at least 3+ years of Salesforce Business
Analyst experience with a Salesforce project tearn within the Public Sector or
Governmental environments. '
Must have the Salesforce Certified Admunns’rrotor certification.

Experience in agile delivery.

Proficient in MS Excel, Word, PowerPoint and Visio.

Experience with writing user stories, use case, business/IT requirements, and
User Acceptance Testing documents.

Experience with writing manuals and standord operating procedures.
Experience with developing As-Is and To-Be process.

Experience with Salesforce Solutions.

Experience with Tableau or similar dota visualization tools.

Strong knowledge of the SDLC framework.

Experience with facilitating requirements gathering sessions and problem
solving.

Experience developing reports that meeting Federal Standards.

Experience with gathering requirements for DocGen {Nintex).

Experience with gathering requirements for Salesforce intake solutions.
Experience with gathering requirements for Salesforce Investigation solutions.
Experience with gather requirements for Salesforce Assessment solufions.
Experience with gathering requirements for Salesiorce Service Planning
solutions.

Experience with gathering requiremenits for Salesforce Case Management
solutions.
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«  Experience with gathering requirements for Salesforce Reporting solutions.

=  Experience with gathering requwements for Salesforce Resource Management
solutions.

= Experience with gathering requirements for Salesforce Financial management
sclutions.

H. Salesforce Training Consultant

The Contractor must have, maintain for the duration of this Agreement and engage as
a Salesforce Training Consultant in any RFQ/SOW in this Agreement wﬂh the following
minimum qualifications:

* Salesforce Training Consultant shall have Salesforce Training experience with a
Salesforce project team wnhm the Public Sector or Governmenial
environments.

Must have Salesforce Certified Administrator cer’rlflcohon‘

Proficient in MS Excel, Word, PowerPoint, and Visio.

Experience with writing user guides and training manuals.

Experience with Tableau or similar dafa visualization tool.

Experience with Learning Management Solutions such as Moodle.
Experience with training and teaching an audience on Salesforce solutions.

» Strong knowledge of the SDLC framework.

» Experience with gathering training requirements for future training sessions.

=  Experience with facilitating requirements gathering sessions and problerm

solving. '

* Experience with providing training on DocGen (Nintex).

s Experience with providing fraining on Salesforce Intake solutions.

* Experience with providing training on Salesforce Investigation solutions.,

=  Experience with providing training on Salesforce Assessment solutions.

= Experience with providing training on Salesforce Service Planning solutions.

= Experience with providing training on Salesforce Reporting solutions.

= Experience with providing training on Salesforce Resource Management

solutions.
Experience with gathering requirements for Salesforce Financial management solutions.

IV. DELIVERABLES

The Contractor shall provide the State with the Deliverables and Services in accordance with
the time frames in their response to RFQs/SOW. All Deliverables shall be subject to the State's
Accéptcnce as set forth in Testing and Acceptance, herein. Upon its submission of a
Deliverable, the Contractor shall represent that it has performed its obligations under the
Confract and RFQ/SOW associated with the Deliverable.

By unconditionally accepting a Deliverable, the State reserves the right fo reject any and all
Deliverables in the event the State detects aony Deficiency in the System, in whole or in part,
through completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

. For each denial of Acceptance, the Acceptiance Period may be extended, of the option of
the State, by the coresponding time required to correct the Deficiency, retest or Review.
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1 WRITTEN DELIVERABLES REVIEW

The State will Review RFQ/SOW Written Deliverables for an Acceptance Period of five (5)
business days after receiving written Certification from the Contractor that the Written
Deliverabile is final, complete, and ready for Review. The State will notify the Contractorin
writing of its Acceptance or Non-Acceptance of a Deliverable by the end of the five (5) day
Review Period. If any Deficiencies exist within RFQs/SOW, the State will nolify the Contractor in
writing of the Deficiency and the Contractor must correct the Deficiency within five (5}
business days of receiving notice from the State at no charge to the State. Uponreceipt of
the corected Deliverable, the State will have five (5) business days to Review the comrected -
Written Deliverable and notify the Contractor in writing of its Acceptance or rejection thereof.

i, SOFTWARE DELIVERABLES
Testing and Acceptonce are completed based on the requirements defined herein.
i NON-SOFTWARE DELIVERABLES REVIEW

The State will Review RFQ/SOW Non-Software Deliverables to determine whether any
Deficiency exists and notify the Contractor in writing of its Acceptance or non-acceptance of
the Non-Software Deliverable. The Contractor must comrect the Deficiencies within five (5)
business days. or within the period identified in the Work Plan, as applicable. Following
correction of the Deficiency, the State will notify the Contractor in writing of its Acceptance or
rejection of the Deliverable.

iv. SOFTWARE LICENSE GRANT

The Software License shall grant the State a worldwide, perpetual, irevocable, non-exclusive,
non-transferable, limited license to use the Software and its associated Documentation,
~ subject to the terms of the Conifract.

v. SOFTWARE AND DOCUMENTATION COPIES

The Contractor shall provide the State with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1} electronic version in Microsoft WORD and
PDF format. The State shall have the right to copy the Software and its associated
Documentation for its internal business needs. The State agrees to include copyright and
proprietary notices provided to the State by the Contractor on such copies. ’

vi. RESTRICTIONS

Except as otherwise permitted within, the State agrees not to:

+ Remove or modify any program markings or any notice of Contractor’s proprietary
rights; '

» Make programs or materials available in any manner to any third party for use in the
third party’s business operations, except as permitied herein; or

» Cause or permit reverse engineering, disassembly or recompilation of the programs.
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vii. TITLE

The Contractor must hold the right to allow the State to use the Software or hold all title, right,
and interest (including all ownership and intellectual property rights} in the Software and its
associated Documentation.

viii. REMEDIES

If the Contractor fails to correct a Deficiency within the period of time allotted by the State,
the Contractor shall be deemed to have committed an Event of Defauit, pursuant Section 8,
State of New Hampshire Terms and Conditions - P-37, General Provisions.

Notwithstanding any provision of the Contract, the State's option to terminate the Contract
and pursue the stated remedies will remain in effect until the Contractor completes the
Contract to the satisfaction of the State.

ix. SYSTEM ACCEPTANCE

Upon completion of the Warranty Period, the State will issue a Letter of Final System
- Acceptance.

X. WARRANTY PERIOD

The Warranty Period for each project will initially commence upon the State issuance of 0}
Letter of Acceptance for UAT and will continue for ninety (90) days. If within the last thirty (30)
calendar days of the Warranty Period, the System Software fails to operate as specified, the
Warranty Period will cease, the Contractor will correct the Deficiency, and a new thirty {30)
calendar day Warranty Period will begin. Any further Deficiencies with the Sofiware must be
corrected and run faull free for thirty (30} days.

The Conitractor shall warrant that the System must operate to conform to the Specifications,
terms, and requirements of the Contract and RFQ/SOW.

The Contractor shall warrant that the Software is properly functioning within the System,
compliant with the requirements of the Contract, and will operate in accordance with the
Specifications. Software shall be archived and or version conirolled through the use of the
State of New Hampshire's configuration management system.

The Contractor shall warrant that it has good title to, or the right to allow the State to use all
Services, equipment, and Software provided under this Contract, and that such Services,
equipment, and Software (“Material”} do not violate or infringe any patent, trademark,
copyright, frade name or other intellectual property rights or misappropriate a frode secret of
any third porty.

The Contractor shall warrant that the Software will not contain any viruses, destructive
programming. or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.
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The Contractor shall warrant that all System components, including any replacement or ‘
upgraded System Software components provided by the Contractor to correct Deficiencies or
as an Enhancement; shall operate with the rest of the System without loss of any functionality.

_The Contractor shall warrant that oll Services provided under the Contract will be provided in
a professional manner in accordance with industry standards and that Services will comply
with performance standards.

xi. WARRANTY SERVICES

The Contractor shall agree to maintain, repair, and correct Deficiencies in the System
Software, including but not limited to the individual modules or functions, during the Warranty
Period at no additional cost to the State, in accordance with the Specifications and terms and
requirements of the Contract, including without limitation, corecting all errors, and Defects
and Deficiencies; eliminating viruses or destructive programming; and replacing incormect,
Defective or Deficient Software and Documentation.

Warranty Services shall include, without limitation, the following:
¢ Maintain the System Software in accordance with the Specifications, terms, and

requirements of the Contract;

» Repair or replace the System Software or any portion thereof so that the System
operates in accordance with the Specifications, terms, and requirements of the
Contract; :

« The Contractor shall have available to the State on-call telephone assistance, with issue
tracking available to the State, twenty four {24) hours per day and seven (7) doys @
week with an email / telephone response within two (2) hours of request, with
assistance response dependent upon issue severity;

¢« On-site additional Services within four {4} business hours of a request;

« Maintdin a record of the activities related to Warranty Repair or maintenance activities
performed for the State; and

« For all Warranty Services calls, the Contractor shall ensure the following information will
be collected and maintained:

o Nature of the Deficiency;

Current status of the Deficiency;

Action plans, dates, and times;

Expected and actual completion time;

Deficiency resolution information;

Resolved by;

Identifying number i.e. work order number; and

Issue identified by.

» The Contractor must work with the State to identify and troubleshoot potentially large-
scale Software failures or Deficiencies by collecting the following information:

o Mean time between reported Deficiencies with the Software;
o Diagnosis of the root cause of the problem; and
o ldentification of repeat calls or repeat Software problems,

« All Deficiencies found during the Warranty Period and all Deficiencies found with the
Warranty Releases shall be corrected by the Contractor no later than five (5] business
days. unless specifically extended in wnting by the State, at no additional cost to the
State.

O 0 0 00 O0O0
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If in the Event of Default, the Contractor fails to correct the Deficiency within the dllotted
period of time (see above}, the State shall have the right, at its option: 1} to declare the
Contractorin default, terminate the Contract, in whole or in part, without penalty or liability to
the State; 2) to return the Contractor's product and receive a refund for all amounts paid to
the Contractor, including but not limited to, applicable license fees within ninety (90) days of
notification.to the Contractor of the State's intent to request a refund; and 3) to pursue its
remedies available at law or in equity.

Notwithstanding any provision of the Confract, the State's option fo terminate the Contract
and pursue the remedies above will remain in effect until satisfactory completion of the full
Warranty Period.

xii. ONGOING SOFTWARE MAINTENANCE AND SUPPORT LEVELS

The Contractor shall maintain and support the System in all material respects as described in
the applicable program Documentation after delivery and the Warranty Period of ninety (90)
days through the completion of the Contfract term.

The Contractor will not be responsible for maintenance or suppeort for Software developed or
modified by the State.

xiii. ‘MAINTENANCE RELEASES

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

Xiv. CONTRACTOR RESPONSIBILITY

The Contractor shall be responsible for performing on-site or remote technical support in
accordance with the Contract Documents, including without limitation the requiremenis,
terms, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Sofftware maintenance and
support levels, including cll new Software releases, shall be responded to according fo the
following: '

*» Class A Deficiencies - The Contractor shall have available to the Staie on-call
telephone assistance, with issue tracking available to the State, eight (8) hours per day
and five (5) days a week with an email / telephone response within two (2] hours of
request; or the Contractor shall provide support on-site or with remote diagnostic
Services, within four {4) business hours of a request;

« Class B & C Deficiencies -The State shall notify the Contractor of such Deficiencies
during regular business hours and the Confractor shall respond back within four (4)
hours of notification of planned corrective action; ,
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The Contractor shall repair or replace Software, and provide maintenance of thé Software in
accordance with the Specifications, Terms and Requirements of the Contract;

The Conifractor shall maintain a record of 1he activilies related to warranty reporr or-
maintenance actlivities performed for the Store R
For all maintenance Services calls, the Con'rroctor shall ensure the followrng information will be
collected and maintained: :
i. " Nature of the Deficiency;
i, Current status of the Deficiency;
iii. Action plans, dates, and times; -
iv. Expected and actual completion time; Gx
v. Deficiency resolution mformohon
vi. "Resclved by;
* vii. Identifying number i.e. work order number ond
viii. lIssue ldenhfled by. -

The Contrcctor must work with the State to identify and troubleshoot potentially large-scale
System failures or Deficiencies by collecting the following information: 1) mean time between
reported Deficiencies with the Software; 2} diagnosis of the root cc:use of the problem and 3)
identification of repeat calls or repeat Software problems.

If the Contracior fails fo comrect a Deficiency within the allotted period of time Stated above,
the Contractor shall be deemed to have committed.an Event of Default, pursuant to Section
8. State of New Hampshire Terms and Conditions - P-37. The State reserves the right to return
the Contractor's product and receive a refund for all amounts paid to the Contractor,
including but not limited to, applicable license fees, within ninety (90) days of notification to
the Contractor of the State’s refund request

Xv. ADMINISTRATIVE SPECIFICATIONS

The State will not be responsible for any travel or out of pocket expenses incurred in the
performonce of the Services.

The Contractor shall assume otl‘ travel and related to include, but not limited to: meails,
hotel/housing, oirfore, car rentals, car mileage, and out of pocket expenses.

The State will not pay for any shipping or delivery fees unless specrflcclly |fem|zed in the
Contract,

The State agency will work with the Contractor to determine the requirements for providing all
necessary workspace and office equipment, including desktop computers for the
Contractor's staff. If Contractor hos specific requrrements they musT be included in the
Contractor's response to any RFQ/SOW.

Contractor personnel shall provide Services between the Work Hours as identified by the
requesting State Agency. excluding State of New Hompshire holidays. Changes to this
Schedule may be made upon Agreement with the State Project Manager.
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As applicable, and redsonably necessary, and subject to the applicoble State and federal
laws and regulations and restrictions imposed by third parties upon the State, the Stote will
provide the Contractor with access to all program files, libraries, personal computer-based
systerns, software packages. network sysiems, secun’ry systems, and hardware as requnred fo
complete the comrocfed Services.

The Contractor shall provide the State access to all Documents, State Data, materials, reports,
and other work in progress relating to the Contract (“State Owned Documentis”). Upon
expiration or termination of the Coniract, Contractor shall turn over all State-owned
Documents, State Data, material, reports, and work in progress relating to this Contract to the
State at no additional cost to the State. State-Owned Documents must be provided in both
printed and electronic format.

Upon successful completion and/or termination of the Implementation of the Project, the
Contractor shall own and hold all, title, and rights in any Software modifications developed in
connection with performance of obligations under the Contract, or modifications to the
Contractor provided Software, and their associated Documentation including any and all
performance-enhancing operational plans and the Contractors’ special utilities. The
Contractor shall license back to the State the right to produce, publish, or otherwise use such
Software, source code, object code, modifications, reports, and Documentation developed
under the Contract. .

In no event shdll the Contractor be precluded from developing for itself, or for others,:materials
that are competitive with, or similar to Custom Software, modifications developed in
connection with performance of obligations under the Contract. In addition, the Contractor
shall be free to use its general knowledge, skills, experience, and any other ideas, concepts,
know-how, and techniques that are ocqunred or used in the course of its performance under
this Agreement.

All work ddne must conform to standards and procedures established by the D.epdn‘ment of
Information Technclogy and the State.

tn consideration for receiving access to and use of the computer facilities, network, licensed or
developed Software, Software maintained or operated by any of the State enfities, systems,
equipment, Documentation, information, reporis, or Database Administraior of any kind
(hereinafter “Information”}, Contractor understands and agrees to the following rules:

» Every Authorized User has the responsibility to assure the protéction of information
from unauthorized access, misuse, theft, damage. destruction, modification, or
disclosure;

» Information shall be used sclely for conducting cofficial State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other
private and non-State use and that at no time shall Contractor access or attempt 1o
access any information without having the express authority from the State to do so;

» Al notime shall Contractor access or attempt to access any informaiionin a
manner inconsistent with the approved policies, procedures, and /or agreements
relating to system entry/access;

« All Software Licensed, developed, or being evaluated by the State cannct be
copied, shared, distributed, sub-licensed, modified, reverse engineered, renied, or
sold, and that at all times Contractor must use utmost care to protect ond keep
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such Software strictly confidential in accordance with the license or any other
Agreement executed by the State. Only equipment or Soffware owned, licensed, or
being evoluated by the State, can be used by the Contractor. Personal Software
(including but not limited to palmtop sync Sof’fwore) shall not be installed on any
equipment; and

+ If the Contractoris found 10 be in violation of ony of ihe above-stated rules, the
Contractor may face removal from the Contract, and/or criminal or civil
prosecution, if the act constitutes a violation of law.

E-Mail and other electronic communication messaging systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal email
systems” or "State-funded email systems.” Contractor understands and agrees that use of
email shall follow State standard policy [available upon request).

The Internet/intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard pohcy {available
upon request).

Xvi. FORCE MAJUERE

Neither Contractor nor the State shall be responsible for delays or failures in performance
resulting from unforeseeable events beyond the control of such party and without fault or
negligence of such party. Such events shallinclude acis of God. sirikes, lock outs, riots, and
acts of War, epidemics, fire, power faillures, nuclear accidents, earthquakes. and unusually
severe weather, .

Exceptin the event of the foregoing, Force Mojeure events shall not include Contracior's
inobility to hire or provide personnel needed for the Contractor's performance under the
Contract. :

xvil. STATE CONFIDENTIAL INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
information” shail include, but not be limited to, information exempted from public disclosure
under New Hampshire RSA chapter 91-A: Access to Public Records and Meetings (see e.g. RSA
chapter 21-A: 5 Exemptions). The Contractor shall not use the State Confidential Information
developed or obtained during the performance of, or acquired, or developed by reason of
the Contract, except as is directly connected to and necessary for the Contractor's
performance under the Contract.

The Contracter agrees to maintain the confidentiality of and to protect from unauthorized use,
disclosure, publication, and reproduction [collectively “release”), all State Confidential
Information that becomes available to the Contfractor in connection with its performonce
under the Contract, regardless of its form.,

Any disclosure of the State Confidentiol information shall require prior written approval of the
State. The Contractor shallimmediately notify the State if any request. subpoena or other
legal process is served upon the Contractor regarding the Siate Confidential Inforrmation, and
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the Contractor shall cooperate with the State in any effort it undertakes to contest the request,
the subpoenca:or other legal process, af no additional cost to the State.

In the event of unauthorized use or disclosure of the State's Confidential Information, the
Contractor shallimmediately notify the State, and the State shall immediately be entitled to
pursue any remedy ot law and in equity, including, but not limited to injunciive relief.

Insofar as the Contractor seeks to maintain the confidentiality of its confidentiol or proprietary
information, the Coniractor must clearly identify in writing the information it claims to be
confidential or proprietary. The Contractor acknowledges that the State is subject to the Right
to Know Law, RSA chapfer 21-A. In the event the State receives a request for the information
identified by the Contractor as confidential, the State will notify the Contractor and specify
the date the State will be releasing the requested information. At the request of the State, the
Contractor shall cooperate and assist the State with the collection and Review of the
Conftractor's information, at no additional expense to the State. Any effort to prohibit or enjoin
the release of the information shall be the Contractor's sole responsibility ond at the
Contractor's sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the State shall releose the information on the date specified in the State's notice to
the Contractor without any State liability to the Coniractor.

In the event of a Data Breach, the Contractor shall comply with provisions of NH RSA 359-C.
xviii. TRANSMISSION OF CONFIDENTIAL DATA

Application Encryption: Contractor attests the applications have been evaluated by an
expert knowledgeable in cybersecurity and that said application’s encryption capabilities
ensure secure transmission via the internet if fransmitting data containing confidential data
between applications.

Computer Disks and Portable Storage Devices: Contractor may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting Confidential
Data. Encrypted thumb drives may be used with written exception from the State.

Encrypted Email: Contractor may only employ email to transmit Confidential Data if email is
encrypted and being sent to and being received by email.addresses of persons authorized o
receive such information,

Encrypted Web Site: If Contractor is employing the Web to transmit Confidential Data, all data
must be encrypted in transit using TLSv1.2 or higher.

File Hosting Services, also known as File Sharing Sites: Contractor may not use file hosting
services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data, without
written exception from the State.

Ground Mail Service: Contractor may only fransmit Confidential Data via certified ground mail -
or other delivery service with documeni/parcel tracking and receipt signature systems, such as
UPS or FedEx, within the continental U.S. and when sent to a named individual.
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Open Wireless Networks: Contractor may not transmit Confidential Data via an open wireless
network, unless employing a secure method.of transmission or remote access, such as a virtual
private network {(VPN],

Remote User Communication: If Contractor is employing remote communication to access or
transmit Confidential Data, a secure method of transmission or remote access must be used,

SSH File Transfer Protocol also known as Secure File Transfer Protocol (SFTP): If Contractor is
employing an SFTP to transmit Confidential Data, Contractor will structure the Folder and
access privieges to prevent inappropriate disclosure of information. SFTP folders and sub-
folders used for transmitting Confidential Data will be coded for 24-hour auto-deletfion cycle
(i.e. Confidential Data will be deleted every 24 hours).

Wireless Devices: If Contractor is transmitting Confidential Data via wireless devices, all
Confidential Data must be encrypted to prevent mc:ppropncﬁe disclosure of mformohon and
devices must be password protected. :

-xix. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor shall retain the Confidential Data for the duration of this Coniract. Upon the
termination of the Contract. the Contractor shall return the Data in whatever form it may exist
to the State within 30 days of the Contract termination. Only upon return of the Data to the
State, the Contractor shall desiroy the Data unless instructed otherwise by the State.

I. ' Retention
Contractor agrees:

+ Not to store, transfer or process Confidential Data collected in connection with the
services rendered under this Contract and RFW/SOW outside of the United States. This
physical location requirement shall also apply in the implementation of cloud
computing. cloud service or cloud storage capabilities, and includes backup data and
Disaster Recovery locations.

« Confidential Data will not be stored on personal devices.

= Tc ensure proper security monitoring copabilities are in place to detect potential
security events that can impact State of NH systems and/or State Confidential Data for
contractor provided systems accessed or utilized for purposes of carrying out this
Contract.

s To provide or require security awareness and education for/of its End Users in support of
protecting Confidential Data.

« Toretain all electronic and hard copies of Confidential Data in a secure’ location.

+ Confidential Data stored in @ Cloud must be in 0 Government Cloud cdmplicnt solution
and comply with all applicable statuies and regulations regarding the privacy and
security. All Confractor confrolled servers and devices must follow the hardening

Page 29 of 50
Contractor Initials Santosh
Date 20" July, 202!



XX,

I

standards as outline in NIST 800-123
(https://nvipubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-123.pdi). As well
as current, updated, and maintained anti-malware utilities (e.g. anti-viral, anti-hacker,
anti-spam, anti-spyware). The environment, as a whole, must have intrusion-detection
services and intrusion protection’services, as well as, firewall protection.

» To cooperate with the State’s Chief Information Security Officer (CISO) in the detection
of any security vulnerability of the hosting infrastructure.

ii. Disposition

If the Contractor will maintain any Confidential Data on its systems (or its sub-contractor
systems), the Contractor will maintain a documented process for securely disposing of such
data upon request or contract termination. The Contractor will also obtain written
certification for any State of New Hompshire data destroyed by the Contractor or any
subconiractors as a part of ongoing, emergency, and or disaster recovery operations
When no longer in use, electronic media containing State of New Hampshire Confidential
Data shall be rendered unrecoverable vig a secure wipe program in accordance with
industry-accepted standards for secure deletion and media sanitization, or otherwise
physically destroying the media (for example, degaussing) as described in NIST Special
Publication 800-88, Rev 1, Guidelines for Media Sanitization, National Institute of. Standards
and Technology. U. 5. Department of Commerce.

The Contractor shall provide the State with written certification, including date and time of
data destruction, asserting that data was destroyed per this Agreement. The written
certification willinclude all details necessary to demonstrate Confidential Data has been
properly destroyed and validated. Where applicable, regulatory and professional
standards for retention requirements will be jointly evaluated by the State and Contractor
prior ta destruction. In the event where the coniractor has comingled Confidential Data
and the destruction is not feasible the Siate and Contractor will jointly evaluate regulatory
and professional standards for retention requirements prior to destruction.

-

PROCEDURES FOR SECURITY

Contractor agrees to safeguard the Confidential Data received under this Contract, and
any Derivative Data orfiles, as follows

a. The Contractor will maintain proper security controls to protect Confidential Data
collected, processed, managed, and/or stored in the delivery of contracted
services. : i

b. The Contractor will maintain policies and procedures to protect Confidential Data
throughout the information lifecycle, where applicable, (from creation,
transformation, use, storoge and secure destruction) regardless of the media used
to store the data (i.e.. tape, disk, paper, etc.).

c.” The Contractor will maintain appropriate authentication and access confrols to
contfractor systems that collect, transmit, or store Confidential Data where
applicable.

d. If the Confractor will be sub-contracting any core functions of the Contract and or
RFQ/SOW supporting the services thereunder, the Contractor will ensure End User(s)
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XxXi.

will maintain an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that are
equivalent with the obligations imposed on the Contractor by this Agreement.

. The Contractor will work with the State to sign and comply with all applicable State

of New Hampshire and Department system access and authorization policies and -
procedures, systems access forms, and computer use agreements as part of
obtaining ond maintaining access to any Confidential Data or system(s).
Agreements will be completed and signed by the Coniractor and any applicable
sub-coniractors prior to system access being authorized.

If the State determines the Contractor is a Business Associate pursuant to 45 CFR
160.103, the Contractor will execute a HIPAA Business Associote Agreement (BAA}
with the State and is responsible for maintaining compliance with the BAA.

. In the event of an Incident, Computer Security Incident, or Privacy Breach the

Contractor shall make immediate efforts to contain the Incident/Privacy Breach, to
minimize any damage or loss resulting from the Incident, Computer Security
Incident, or Privacy Breach, as well as, investigate the cause(s) and promptly take
measures to prevent future Incidents, Computer Secuntylncndenfs or Privacy
Breaches of a similar nature from reoccuiring.

. Contractor agrees to maintain a documented Breach Nohfncohon and Incident

Response process that complies with the requirements of this Information Security
Requirements Exhibit.

Contractor must, comply with all applicable state and federal laws relating to the
privacy and security of Confidentiol Data, and safeguard the Confidential Data at a
level consistent with the requirements applicable to state and federal agencies.
Contractor agrees to establish and maintain appropriate administrative, technical,
physical, and organizational safeguards to protect the confidentiality of the

.Confidential Data and to prevent unauthorized use or access to it. The safeguards

must provide a level and scope of security that is not less than the level and scope
of secunty requirements that is set forth in the principles of NIST 800-53 (Rev.4).
Confractor agrees to use the minimum necessary Confidential Datain performonce
of this Contract.

The Contractor is responsible for ensuring End User compllonce with the terms and
conditions of the Contract and this Informatiion Security Requirements Exhibit.

The State reserves the right to conduct onsite inspections to monitor compliance

“with this Contract, including the privacy and security requirements provided herein,

HIPAA, and other applicable laws and Federal regulations until such time as the
Confidential Data is disposed of in accordance with this Coniract.

2. The State reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided herein, HIPAA, and
other applicable State and federal lows and reguiations until such time as the Conﬂdenhol
Data is disposed of in accordance with this Contract.

_t

LOSS REPORTING

The Contractor must notify the Siate of any information security events, computer security
incidents, or privacy breaches as soon as feasible, but no more than 24 hours after the
Contractor has determine that the aforementioned has occurred ond that Confidential Data
may have been exposed or compromised.
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If a suspected or known information security event, computer security incident or privacy
breach involves Social Security Administration (SSA) provided data or Internal Revenue
Services {IRS) provided Federal Tax information (FTi}, the contractor must notify the State
immediately and without delay.

The Contractor must comply with all applicable state and federal laws relating to the privacy
and security of Confidential Data, and safeguard the Confidential Data at the level consistent
with the requirements applicable 1o state and federal agencies. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:
a. ldentify Incidents;
b. Determine if Confidential Data is involved in Incidents;
c. Reportsuspected or confirmed Incidents as required in this Information Security
Requirements Exhibit;
d. Identify and convene a core response group to determine the risk level of InC|den'rs and
determine risk-based responses to Incidents and mitigation measures;
e. Identify Incident/Breach notification method and timing; and
Address and report Incidents, Computer Security Incidents, Privacy, and/or Breaches
that implicate personal information [Pl) in accordance with NH RSA 359-C:20 and this
Agreement,

-

5. TERMINATION

a. Termination for Default
Upon the occurrence of any Event of Default, the State may take the following action:

= Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all administrative costs directly related to the replacement of the Controct and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all of
which shall be subject to the limitations of liability set forth in the Contract.

b. Termination Procedure

Upon termination of the Contract for any reason, the State, in addition to aony other rights
provided in the Contract, may require the Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated,

After receipt of o notice of termination, and except as otherwise directed by the State,
Contractor shall:

1. Stop work under the Confract on the date, and to the extent specified. in the
notice;
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2. Provide written Cerlification to the State that Contractor has s_urrendered to the
State all said property.

c. Termination

All RFQ/SOW shall automatically terminate in the event that this Contract terminates for any
regson.

6. OBLIGATIONS AND LIABILITY OF THE CONTRACTOR

The Contractor shall provide all services strictly pursuant to, and in conformity with, the specifications
under the terms of this Contract and as described in State RFP #2348-21,

LIMITATION OF LIABILITY
CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemptory damages and the Contractor's
liability to the State for any claims, liabilities, or expenses relohng to this Contract shall not exceed two
times (2X) the total Contract price set forth in Confract Agreement - P-37, General Provisions, Block
1.8.

Notwithstanding the monetary limitation contained in this paragraph above, in the event a claim or
action is brought against the State in which infringement, violation of Confractor's obligations under
the Business Associate Agreement, and/or any third party claims for bodily injury, death, or damage
_toreal or tangible personal property to the extent caused by the :

Contractor's negligence or wiliful misconduct are alleged, the Contractor, at its own expense, shall
defend, indemnify and hold harmless the State against all such claims or actions for any expenses,
costs or damages, including legal fees and expenses, incurred by the State in connection with such
claims or actions.

7. DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION LOWER TIER COVERED
TRANSACTIONS

—

The Contractor certifies, by signature of this Contract, thot neither it nor its principals is presently
debarred, suspended, proposed for debarment, declared ineligible, or voluntorily excluded from
porhcnpc:hon in this transaction by any Federal or State Department or Agency.

8. INSURANCE

Certificate of insurance amounts must be met and maintained throughout the ferm of the. Contract
and any extensions as per the P-37, section 14 and cannot be cancelled or modified until the State
receives a 10 day prior written notice.
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9. CONFIDENTIALITY & CRIMINAL RECORD

If requested by the Using Agency. the Contractor and its employees, and Sub-Contractors (if any),
shall sign and submit a Confidential Nature of Department Records Form and a Criminal
Authorization Records Form. These forms shall be submitted to the Using Agency prior to the stort of

any work.

10. ADDITIONAL REQUIREMENTS

a.

The State requires ten [10) days’ advance knowledge of work schedules to provide security
and access to respective work areas. No premium charges will be paid for any off-hour
work.

The State shall require corection of defective work or damages to any part of a building or
its appurtenances when caused by the Contractor's employees, equipment or supplies.
The Contractor shall replace in satisfactory condition all defective work and damaoges
rendered thereby or any other damages incured. Upon failure of the Contractor to
proceed promplly with the necessary comrections, the State may withhold any amount
necessary to comect all defective work or damages from payments to the Contractor.

The Contractor or their personnel shall not represent themselves as employees or agents of
the State. )

While on State property, Contractor's employees shall be subject to the control of the
State, but under no circumstances shall such persons be deemed to be employees of the
State.

All personnel shall observe all regulations or specicl restrictions in effect ot the State
Agency. :

The Contractor's personnel shall be allowed only in areas where services are being
performed. The use of State telephones is prohibited.

TERMS AND DEFINITIONS

Notice from the State that a Deliverable has

Acceptance salisfied Acceptance Test or Review.

Supports the management of permissions for

Access Control .
logging onto @ computer or network.

Supplementary material that is collected and

Appendix\ appended af the back of a document.

. The Contractor's employees, Contractors,
Authorized User Subcontroctors or other agents who have
permission (o access the State’s Personal Dota
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to enable the Confractor to perform the
Service required. .

Unlawful and unouthorized acquisition of
unencrypted  computerized Data  that
. materially compromises the security,
Brecu:.h or Breach of Confidentiality or integrity of personal
Security information maintained by a person or
commercial entity.

The Contractor's written declaration with full
supporting and  written  Documentation
(including without limitation test results as
Certification applicable) that the Contractor haos
completed development of the Deliverable
and certified its readiness for applicable
Acceptance Testing or Review,

Formal process for initioting changes to the
Change Control proposed  Solution or  process once
development has begun.

_ Formal process for initioting changes to the

Change Control ' proposed  Solution or process once

Procedures (CCP) development has begun through the use of a
‘ Change Request/Order or CR.

A process designed to help control the life

cycle of strategic, tactical, and operational

. changes to IT services through standardized

Change Management procedures. The goal of Change
Management is to control risk and minimize

" disruption o associated IT services and
business operatfions.

Consists of changes which range from minor
changes to significant changes that drastically
alter the project, however, typically formal
change requests involve more significont
changes and the less impaciful changes are
made at the project management level. The
change order must be made formally, via a
written proposal or request form typicaolly, and
that changes are not to be implemented until
they are formally approved.

Change Order

\
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Means sensitive information like fingerprints
ond ciminal bockgrounds gathered by local,
state, and federal criminal justice and low
enforcement agencies as defined in the

ClIS Criminal Justice Information Services (CJIS)
Security Policy, a joint program of the FBI, State
Identification Bureaus, and CIJIS Systems
Agency,
Refers to all the cloud computing and
Cloud/Cloud virtualization products and solutions tr?o’r are
Government

developed specifically for govermment

Environment o o
onme organizations and institutions.

Completion Date End date for the Contract.

Means “"Computer Security Incident” as stated
in Section 2.1 of NIST Publication 800-61 Rev. 2,
Computer Security Incident Handling Guide

Computer Security
Incident

Means all information owned. managed,
created, received, from or on behalf of the
State that is protected by information security,
privacy or confidentiality rules and state and
federaliaws. This information includes but is not
limited to Derivative Dota, Protected Health
Information  (PHI}, Personally Identifiable
Information (Pll}. Federal Tax Information,
Social Security  Administration, and ClIS
(Criminal Justice Information Services) data.

Confidential Dato

: Information required to be kept Confidential
Confidential Informotion from unauthorized disclosure under the
Contract.

This Agreement between the State of New
Hampshire and a Contractor, which creates
binding obligations for each party to perform
as specified in the Contract Documents.,

Contract

Refers to the conclusion of the Coniract, for
any reason, including but not limited to, the
successful Contract completion, termination
for convenience, or termination for default.

Confract Conclusion

Contract Documents Documents that comprise this Contract.

Contract Managers The persons identified by the State and the
N Contractor who shall be responsible for all
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contractual authorization and administration
of the Contract. These responsibilities shall
include but not be limited to processing

-Contract Documentation, obtaining executive

approvals, tracking costs and payments, and

" representing the parties in all Contract

cdminis'rroﬁve activities.

Contract Price

The total, not to exceed amount to be paid by
the State. to the Contractor for product and
Services described in the Coniract Agreement.
This amount is listed in Part 1, P-37 General
Provisions - Section 1.8: Price Limitation.

The Contractor whose proposal or quote wos;

Contractor/Coniracted awarded a Contract with the State and who is
Contractor responsible for the Services and Deliverables of
the Contract.

. The thirty (30} day period following written
Cure Period notification of a default within which a

Contractor must cure the default identified.

Custom Software

Software developed by the Contractor
specifically for a project for the State. '

Data

State's records, files, forms, Data and other
documents or information. in either electronic
or paper form, that will be used /converted by
the Contractor during the Contract Term.

Data Breach

The unouthorized access by a non-authorized

‘person/s that resulls in the use, disclosure or

theit of the State's unencrypted Non-Public

Dota.

Deficiencies/Defects

A failure, Deficiency or Defect in a Deliverable
resulting in a Deliverable, the Software, or the
System, not conforming to its Specifications.

A Deliverable is a fully qualified IT consultant

Deliverable provided by the Contracior to the State under
. “the terms of o Contract requirement.
Department An agency of the State

Department of
Administrative Services
(DAS)

Responsible for  providing innovative
legdership, quality statewide management of

Page 37 of 50

Contractor Initials Santosh
Date 20™ July, 2021




services, and ensuring an efficient/cost-
effective state government.

Responsible for the health, safety and well-
being of the citizens of New Hampshire. DHHS

Department of Health provides services for individuals, children,
and Human Services , families and seniors, and administers programs
(DHHS) ' and services such as mental hedlth,

developmental disability, substance abuse,
and public health.

Department of The Department of Information Technology

Information Technology established under RSA 21-R by the Legislature

(DolT) effective September 5, 2008.

Means data or information based on or

Derivative Data created from Confidential Data

Is a set of practices that automates the
processes between software development
and IT teams, in order to build, test, and release
software faster and more reliably.

DevOps

Certification that guorantees the unattered

Digital Signature state of afile, also known as "code signing”.

All information that describes the instaliation,
Documentation operation, and use of the Software, either in
printed or elecironic format.

The Contract and all obligations of the parties
hereunder shall become effective on the date

Effective Date the Governor and the Executive Council of the
State of New Hampshire oapproves the
Contract.

Supports the transformation of Ddta for security

Encryption pUrposes.

Means any person or entity {e.g. contractor's
employee, business associate, subcontractor,
End User other downsiream wuser} thalt receives
Confidential Data in accordance with the
terms of this Contract,

. Updates, additions, modifications to, and new
Enhancements releases for the Software, and all changes to
the Documentation as o result  of
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Enhancements, including, but not limited to,
Enhancements produced by Change Orders.

Rates are inclusive of all allowable- expenses,
including, but not Ilimited to: meals,
hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses.

Fully Loaded

Governor and Executive The New Hampshire Governor and Executive
Council _ Council.

Hedalth Insurance Means the Hedlth Insurance Portability ond
Portability and Accountability Act of 1996 and the regulations
Accountability (HIPAA) - promulgated thereunder.

Supports obtaining information about those
Identification and parties attempting to log on to a System or
Authentication application for secunty purposes and the
validation of those users. )

Means an act thot potenticlly violates an
explicit or implied security policy, which
includes successful attempts to  gain
unauthonzed access to a system or its data,
unwanted disruption or denial of service, the
unauthorized use of a system for the processing
or storage of data; and changes to system
hardware, firmware, or software
characteristics without the owner's knowledge,
instruction, or consent. Incidents include the
loss of data through theft or device
misplacement, loss or misplacement of
hardcopy documents, and misrouting  of
physical or electronic mail.

Incident

Ensure that the values entered by users or
provided by other applications meets the size,
input Validation type and format expected. Protecting the
application from cross site scripting, SQL
injection, buffer overflow, etc.

Supports the detection of illegal entrance into

Intrusion Detection
a computer system.

‘Refers to the tools ond processes used for the

Information Technology gathering, storing, manipulating, transmitting,

(m sharing. and sensing of information including.
but not limited to, Data processing.
compuling, information systems,
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telecommunications, and various audio and
video fechnologies.

Personnel identified by the State and by the

Key Project Staff Contractor as essential to work on the Project.

Licensee The State of New Hampshire

A contract executed by the Siate that does
not restrict the State from seeking alternative
sources for the Deliverables or Services
provided under the Contract.

Non Exclusive Contract

Deliverables that are not Software Deliverables
or Written Deliverables, e.g., meetings, help
support, service, other.

Non-Software
Deliverables

The State Contract Manager's written direction
Notice to Proceed (NTP) to the Confractor to begin work on the
Contract on a given date and time.

The total contract value committed by the
State of New Hampshire that will not exceed
the amount of the Contractor’s firm proposal
and estimates.

Not to Exceed (NTE)

Means any network or segment of a network

that is not designated by the State of New

Hampshire's Department of Information
) . Technology or delegate os a profected
Open Wireless Network network (designed, tested, and approved, by
means of the State, to transmit) will be
considered - an  open network and not
adequately secure for the transmission of
unencrypted Confidential Data.

The System is operating and fully functional, oll
Data has been loaded; the System is available
for use by the State in its daily operations, and
the State has issued an Acceptiance Letter.

Operational

The order in which Contract/Documents
control in the event of a conflict or ambiguity.
A lerm or condition in a document controls
over a conflicting or ambiguous ferm or
condition in a document that is lower in the
Order of Precedence.

Order of Precedence

Page 40 of 50
Contractor Initials Santosh
Date 20" July, 2021



Means any data that could potentially identify
a specific individual. Any information that can
be used 1o distinguish one person from another
and can be used for de-agnonymizing
' anonymous data can be considered Pl

Personally Identifiable
Information {PIl)

Means the loss of control, compromise,
_unauthorized disclosure, unauthorized
‘acquisition, unauthorized access, or any similar
term refering to situations where persons other
than authorized users and for an other than
authorized purpose have access or potential
access to personally identifiable information.,
whether physical or electronic. With regard to
Protected Health Information, ."Breach™” shall
have the same meaning as the term “Breach”
in section 164,402 of Title 45, Code of Federal
Regulations.

Privacy Breach

The planned undertaking regarding the entire
Project subject matter of this Coniract, RFQ/SOW and
the activities of the parties related hereto.

- : _ The group of State employees and coniracted
" Contractor's  personnel  responsible  for

managing the processes and mechanisms
Project Team required such that the Services are procuredin
accordance with the Work Plan on time, on
budget and to the required specifications and
quality,

A document that describes the processes and
methodology to be employed by the
Contractor to ensure a successful project.

Project Management
Plan

The persons identified who shall function as the
State’'s and the Contractor's representative
with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and
review and approval of Change Requests (CR)
utilizing the Change Control Procedures (CCP).

Project Managers

With regard to Protected Health Information,
Protected Health "Breach” shall have the same meaning as the
information {PHi) term “Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

1
Regression Test Plan A plan integrated into the Work Plan used to

ascertain whether fixes to Defecls have
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caused errors elsewhere in the
application/process.

" The process of reviewing Deliverables for

Review Acceptance.

The pernod set for Review of a Deliverable. |If
Review Period none is specified then the Review Period is five
(5) business days.

Supports the granting of abililies to users or

Role/Privilege L
groups of users of a computer, application or

Mcnagemepi network,
The dotes described in the Work Plan for
deadiines for performance of Services and
Schedule

other Project events and activities under the
Contract.

Means the Security Stondards for the
Protection of Electronic Protected Health
Information at 45 C.F.R. Part 164, Subpart C,
and amendments thereto.

Security Rule

The work or labor to be performed by the
Services Contractor on the Project as described in the
’ Contract.

Al custom Software ond COTS Software
Software provided by the Contracter under the
: Controct, ' '

The Software provided under this Contract and

Software Deliverables
any Enhancements.

Licenses provided to the State under this

Software License Contract.

The Solution consists of the total Solution, which
includes, without limitation, Software and
Solution Services, oddressing the requirements and
terms of the Contract Specifications as a
response to this RFP.

The written Specifications that set forth the

' requirements which include. without limitation,
Specifications this RFP, the Proposal, the Contract, any
performance  stondards, Documentation,
applicable State and federal policies, laws
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and regulalions, State technical standards,
subsequent State-approved Deliverables, and
other  Specifications and requirements
described in the Contract Documents. The
Specifications are, by this reference, made o
part of the Coniract as though completely set
forth herein.

Is a set of stép-by-step instructions compiled by
an organization for users to camy out complex

Standard Operating routine operations. SOPs aim to achieve
Procedure (SOP) efficiency., quality output .and uniformity of
, : performance, while reducing

miscommunication within the organization.

STATE is defined as:

State of New Hampshire

Department of Administrative Services
State 20 Capitol Street

' ' Concord, NH 03301

The term “State” shall include all state
agencies. -

A Statement of Work clearly defines the basic
requirements and objectives of a Project. The
Statement of Work also defines a high level
view of the architecture, performance and
Statement of Work (SOW) design  requirements, the roles and
responsibilities of the State and the Contractor,
The SOW defines the results that the Contractor
remains responsible aond accountable for
achieving.

State's information regardless of its form that is
not subject fto' public disclosure under

State’s Confidential applicable state and federal laows and

Records regulations, including but not limited to RSA
Chapter 21-A,
State Datd . Any information contained within State systems

in electronic or paper format.

The New Hampshire State Fiscal Year extends
State Fiscal Year (SFY) from July 1st through June 30th of the following
calendar vear,
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Stote's representative with regard to Project
management and technical matters. Agency
State’s Project Manager Project Managers are responsible for review
(PM) and Acceptonce of specific  Contract
Deliverobles, invoice sign off, and Review and
approval of a Change Request (CR).

A person, partnership, or company not in the
employment of, or owned by, the Contractor.
Subcontractor which is performing Services wunder this
Contract under a separate Contract with oron
behalf of the Contractor,

Al Software, specified hardware, and
interfaces and extensions, integrated and
functioning together in accordance with the
Specifications. :

System

A Contractor that specializes in bringing
together component subsystems intoc a whole
and ensuring that those subsystems function
together, a practice known as system
infegration. -They also solve problems of

S_ysfem Integrator (SI)

automation,
TBD To Be Determined
1 Period of the Contract from the Effective Date
- 1erm through Contract End Date.
A plan, integroted in the Work Plan, to verify
the code [new or changed) works to fulfill the
Test Plan requirements of the Project. It may consist of o
timeline, a series of tests and test Data, test
scripts and reports for the test results as well as
a tracking mechanism.
A State of New Hompshire Agency that
Using Agency submitted a request for o quote from
vendor(s).
Verification . Supports the confirmation of authority to enter

a computer system application or network.

Extends o private network across o public
network, and enables users fo send and
receive Data across shared or public networks

Virtual Private Network (VPN)
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as if their computing devices were directly
connected to the private network.

A period of coverage during which the
contracted Contractor is responsible for
providing a guarantee for products and
services delivered as defined in the coniroct.

Warranty Period

Contractor personnel shall .provide Services
between the Work Hours as identified by the
requesting State Agency. excluding Stote of
New Hampshire holidays. Changes to this
schedule may be made upon agreement with ™~
Work Hours the State Project Manager. State holidays dre:
New Year's Day. Martin Luther King Day,
President's Day. Memorial Day. July 4, Labor
Day, Veterans Day. Thanksgiving Day, the day
ofter Thanksgiving Day, and Christmas Day.
Specific dates will be provided upon request.

The overall plan of activities for the Project
created in accordance with the RFQ/SOW.
The plan and delineation of tasks, activities
and events to be performed and Deliverables
to be produced under the Project. The Work
Plan shall include a detoiled description of the
Schedule, tasks/activities, Deliverables, critical
events, task dependencies, and the resources
that would lead and/or porticipate on each
task.

Work Plan
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EXHIBIT C _
METHOD OF PAYMENT

~

1. CONTRACT PRICE

The Contractor hereby agrees to provide Salesforce Professional services in complete compliance with
the terms and conditions of this Agreement and any fulure Statement of Work awarded to the
Contractor. The Contractor acknowledges and agrees that this is o not-to-exceed Agreement with
an aggregate price limitation of $10,000,000.00 for all future SOW. This price limitation is shared between
multiple vendors, and no funds will be paid to the Contractor once the price limitation is reached. This
. price limitation is not considered a guaranteed or minimum figure; however it shall be considered a
maximum figure for all future SOW from the effective date through the expiration date as indicated in
Form P-37 Block 1.7.

Both Parties acknowledge and agree that this Contract shall not be exclusive in any respect.

2. PRICING STRUCTURE

Contractor shall provide the services at the not-to-exceed hourly rates set in the Table below. This
pricing for hourly staff or Project staffing shall be effective for the term of this Confract, any extensions
thereof and the Statement of Work.

“

Year 1
Contract Approval - Year 2 Year 3
Position 12/31/2 1/1/22-12/31/22 | 1/1/23~12/31/23
Hourly Rate Not to Hourly Rate Not to Hourly Rate Not to
Exceed Exceed Exceed
Program Manager $130.00 $133.00 $135.00
Scrum Master $124.00 $127.00 $129.00
Solesforce Technical $127.00 $130.00 $133.00
Architect '
Salesforce Administrator $93.00 $94.00 $96.00
Salesforce Platform $97.00 $99.00 $101.00
Developer
Solesforce Data Architect $98.00 $100.00 $102.00
Salesforce Business Analyst $94.00 $96.00 $98.00
4
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Salesforce Training $85.00 $89.00 ' $91.00
Consultant :

3. FUTURE PRICING REQUESTS

The State reserves the right to either seek additional discounts from Contractor or o contract
separately for a single purchase, if in the judgment of the State, the Project required is sufficiently
large. to enable the State to redlize o cost savings, over and above the prices set forth in Exhibit C
Section 2, whether or not such a savings octually occurs,

4. INVOICE

Itermized invoices shall be submitted to the requesting agency after the completion of the
job/services and shall include a brief description of the work done along with the location of work.

Contractor shall be paid within 30 days after receipt of properly documented invoice and
acceptance of the work to the State’s satisfaction.

5. PAYMENT

Payments may be made via ACH or P-Card. Use the following link to enroll with the State Treasury

for ACH payments: hitps://www.nh.gov/treasury
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EXHIBITD

RFP #2425-21 is incorporated here within.
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EXHIBIT E - Salesforce Managed Services RFQ Worksheet/Template

Purpose: To request a proposal from prequalified Salesforce Managed Services vendors for a specific Scope of
Work, All Statements of Work shall adhere to this worksheet. All the terms and conditions within the Salesforce

Managed Services Contract RFP 2348-21 are applicable to this scope of work.

Salesforce Professional Services Managed Services RFQ
INFORMATION ' )

Date: MM/DD/YYYY . Proposal Due Date: MM/DD/YYYY

Project Name:

" |Agency Supported: Submitter:

' <Name>

<Title>

<Contact Information>

Mandatory Expertise or Contractor Qualifications:
» Text

Key Staff Required with Subject Matter Expertise:
« Staff assigned to the following roles shall have knowledge of {X) Programs and experience with {X)
requirements
o Staff Title — Text
o Staff Title - Text

Sample Work plan and Methodology Required? Key Contractor Staff Resumes Required?

Compliance Requirements:

STATEMENT QF WORK..

Project Overview: Describe how the work will meet statutory/regulatory/business requirements for the Agency.that
is associated with the project.

s

Background and Current Processes:

Assumptions/Risk Mitigation Plan:

PROJECT DELIVERABLES AND MILESTONES

Deliverables:
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Milestones:

T HINTEREACE REQUIREMENTS,
Interfaces Required?

Assumptions/Risk Mitigation Plan

ETa

)

s STATETEAM “1-°%

SOW Project Manager
<Name>
<Title>

- <Contact information>

Key Team Members

<Role>

<Name>

<Title>

<Contact Information>

<Role>

<Name> K :

<Title>

<Contact Information>
Evaluation Criteria (for SOW awards)
All awards for the SOW will be based on the following criteria. (The agency will select award criteria and point
allocations.)

For example purposes only:
1. Ability to meet “Mandatery Expertise or Contractor Qualifications” — 30 Points
2. Ability to meet “Key Staff Required with Subject Matter Expertise” — 20 Points
3. Optional interviews as deemed necessary by the State — 20 Points
4. Total cost — 30 Points

Note: Points must total 100,
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'p Tech Mahindra Limited
Mahindra S G, O Ko P
Pune 411004, Mahorashico, india
Tel. +81 206601 8100

Fax, +91 20 2542 4468

techmahindra.com
connect@iechmahindra.com

‘Registered Office:
‘Gateway Building. Apolio Bunder
Mumbai 400 001, india

CIN LE4200MH1S86PLC041370

To
New Harpshire, Departiment of Administrative Services
State House Annex, 25 Capitol Street, Concord, NH 03301

Subject: Letter of Confirmation.on the-validity of Power of Attgrney of Mr. Santosh Kumar Nair.
Contract with the State of New Hampshire for. Salestorce Professional Services:

I Ani) Khatri, Company Secretdry of Tech Mahindra lettcd havmg its Registered Office at
Gateway Building, Apollo Bunder, Mumbai — 400 001, wish to inform you that the Board of
Directors of the company: vide resolution dated 25; June:2013 has conferred Power of Attomney to
Mr. Santosh Kumar Nair - Assistant General Counsel to inter- alia sign all contracts on behalf of
the Company and Subsidiaries of the Company. We hereby confirm that the Power of Attorney
issued to Mr. Santosh. Kumar Nair on 17" September, 2013 has not been revoked till date and is
valid and subsisting.

For Tech Mahindra Limited
P e

Ani atri
Company Secretary .

21 July, 2021
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- Power of Attorney .~ 't

{ " To all whom these presents shall- corme, we Tech Mahlndra le:ted ‘a Company mcorporated under . o
j the Companies Act, 1956, and havmg its Reglstered Otﬁce a Gateway Building, Apollo. Bunder, . :
Mumbai 400 001 and Corporale Office at-Plot No; 1, Phase:Ill, Rajiv Gandhi Infotech Park, Hinjewadi,

' -Pune’- 411 057, Maharashtra, India (heremafter refered to, as. T he Company") do hereby nominate, '
‘constitite and ‘appoint the fotlowmg oﬂ" icer of the Company ’

e . " ‘."_‘J‘

f : . Mr Santosh Kumar Nair, Vu:e Président- Lega] o e Tl

e ke dmen Wt

| - 1o be our tme and laveful attomey in fact and in taw of the- Company and of its: Subsud:anes woﬂdw:de :
i . : for and'in the name and behalf of the’ Company ‘ahd its Subsndlanes to.execute and; perform al! and !or

S any of the following acs, deeds matters and things:
) “

R U

i Tonegotiate, execute and 5|gn aII the: agreements and=contracts wuth the customers and sub
contractors for providing Software Development Serwces Software’ Consultancy Serwces
oulsourcing ‘contracts-other- Semces!matters and License of Software from’ lts supphers or !
i anythlng in connéction therewith,. e ‘ . : ‘

¥ i

-

. . To negohale sugn and execute all agreements wsth vendors for prowdrng Software
b e - ' Development Services, Software Consultancy, Services, other Semces!matters and Licensé of . .

Software, oranything in connectlon therewith. . , ; . '
cae |

—d C i
ii. .To accept service of ' any wril of summons or other IegaI process: and:to appear and.to. . !
‘represent the Cornpany orits Subsadlanes in -any Court or. " Quasi-Judicial Authorities; whether
civil or ériminal or insolvency or Cout hearing; Company matlers’or Sales.tax; Wealth tax, ' '
matters ,or Land reference ‘and ‘other ‘matters of whatsoever nature and. before all Land '
L Authontnes or any other authority whatsoever and Compensation or Accomiodation-Officers;
Cotlectors Custom Officers, Commissioners, Central- Board. of Revenue or comresporiding
authonties having jurisdiction in-any Sovereign Teritories worldwide and all other- Judicial or
other Officers, -tribupals and public officéss and. authorities. whatsoever shati be thought
advisable by the. Attomey and for the Companyof-its Subsidiaries and in the name of the
Company or of its Subsidiaries or olherwise to.commence, carry on or contmue_, aclion or other
proceedings before any such-aulhorities or in any Court of Juslice or before ‘the Income. Tax,
Sales Tax, Wealth tax, Custom or Reveriue Officers, Controllers'or any other public authorities
or officer whatsoever for the recovery of any debt, sum of money refund, rght, litle, interest,
property matter of thing whatsoever now due or payable or to become due or payable or'in any
wiay belanging o the Cempany or of its Subsidiaries by any means or any account whatsoever
or in respect of any offence or crime in respect of the any property, estate or chattels of the
Company or of its Subsidiaries and o defend all actions, suits, proceedings of every nature
and kind and to prosecute or discontinue or become non suited therein if the Attorney shall see
cause and aiso lo file, defend, appeals, references, reviews, revisions and other applications
from the decisions in such proceedings and 1o carry 1o final determination as the Attorney shal
ihink fit and also to take such other lawful viays and means for recovering or getting in such
surn of money, refund or other thing whalsoever 2nd also to appoint any number of Solicilors,
Pleaders, Advocates, Barrister or other Legal Advisers to prosecule or defend in the premises
aforesaid or any of them as occasion may require, wither in the name of the Company or of its
Subsidiaries of in the name of Attomney and for the purposes aforesaid to sign, wear, declare




A

")

by
P
.

¢

and vertfy-all plaints, peitions, applications, affidavits, declarations, wiitten statements, memos
of appeals, reviews, revision applications; -and all other. documents as- may be deemed
necessary and advisable by the Attomey in the premises:nothing excepted.

To sign-and execute-all documents, deeds, appticat_ioné., declarations of whatsoever nature, lh,e,:

Company and/or.ils Subsidiaries may be required lo executefsign under the provisions of any
statutes, rules or regulations, for ihe time being In force in any Sovereign Terilories worldwide.
To si'gn,~ execute and to perform all and/or any acls, 'cjgegis, unidertakings, affidavits matters-and

things-incidental of ancillary to the matters or ‘authorities’ mentioned above, to fully effectuate
the same: . - i

And the Company andor its Subsidiaries; as the case.may.be. doles hereby undertakels to fatify and
confirm whatever-the Attomey may lawfully does or causes.10 be'done by virtue if)f these presents.

The power delegated by virtue-of this Power of Attomey .to- &€t on béhalf-of the Comipany-andfor its
Subsidiaries in respect of the above matters will be heig valid as ldng as the said Attomey is in

employment of the Cofnpany” ortil -the Company revokes

the same al anylime for ‘any reason
. . , e . ; N

whatsoever., .
Given this day the. 17®-September, 2013 . i . o
- e

For Tech Mahindra Limited

Mr. Santosh Kumar Nair-shall-sigr'r as:

g w
g - ameso [

o

. Y
OINESH KR. SINGH
Exec. Secretary
Chamber of Indian Trade & Ingustries
DELHI

h- 4247



State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the Siate of New Hampshire, do hereby certify that TECH MAHINDRA
(AMERICAS) [NC. is a New Jersey Profit Corporation registered to transact business in New Hampshire on October 23, 2013. 1
further certify that all fees and documents required by the Sccretary of State’s office have been received and is in good standing as

far as this office is concerned.

Business 1D: 699441
Certificate Number: 0005407617

IN TESTIMONY WHEREQF,

I hereto set my hand and cause to be afTixed
the Scal of the State of New Hampshire,
this 14th day of July A.D. 2021.

Do Lok

Witliam M, Gardner

Sccretary of State
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CERTIFICATE OF LIABILITY INSURANCE ‘

DATE (MM/DDIYYYY)
4702021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION S WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsament, A statement on
this certificate does not confer rights to the certificate holder in liou of such endorsement(s).

PRODUCER

Marsh Risk & Insurance Services
1735 Technology Drive, Suite 790
San Josa, CA 95110

At SanJose.certrequest@marsh.com

CONTACT
NAME;
PHONE FAX
L (AC {AIC, No):
E-MALL 3
| ADDRESS:

INSURER(S) AFFORDING COVERAGE NAIC #

CN103181849-GAWUC-21-22 INSURER A ; Massachusstts Bay insurance Co. 22308
'N-"UREDT ach Maindra {Americas) Inc. INSURER B : NIA NIA

Tech Mahindrs Limited INSURER C : Almerica Financial Benefil ins Co 41840

?&P&mﬁé’ﬁe. Sulte 2000 [SURERD.

Ptano, TX 75024 . INSURERE :

INSURER F -

COVERAGES CERTIFICATE NUMBER: SEA-003661076-07 REVISION NUMBER: 3

THIS IS TC CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR

ADDLISUBRA]

POLICY EFF POLICY EXP
LTR TYPE OF INSURANCE NS0 | WD POLICY NUMBER {MMDOYYYY) (Mum'%fvwn LIMITS
A | X | COMMERCIAL GENERAL LIABILITY Z0Y-A967214-05 om0 [dTans22 EACH OCCURRENCGE s 1,000,000
[ DAMAGE TO RENTED
CLAMS-MADE OCCUR | PREMISES {E occurrence) | $ 100,000
MED EXP (Any one psrson} ] 10,000
PERSONAL £ ADVINJURY | § 1,000,000
ENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
X | poticy e LoC PRODUCTS - COMP/OP AGG | § 2,000,000
OTHER; s
COMBINED SINGLE LIMIT
AUTCOMOBILE LIABILITY £ A t [
ANY AUTO BODILY INJURY (Per parson) | S
OWNED SCHEDULED
S oNLY oes BODILY INJURY (Per sccident)| §
HIRED NON-OWNED PROPERTY DAMAGE s
|| AUTOS OMNLY AUTOS ONLY | (Per sccident)
H
UMBRELLA LIAB OCCUR EACH OCCURRENCE H
EXCESS LIAB CLAIMS-MADE AGGREGATE s
DED I | RETENTION § $
C |WORKERS COMPENSATION WMY-A967221-05 0TI 070172022 X P$R‘r ! | QTH- N
AND EMPLOYERS® LIABILITY vIN STATUTE ER
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L, EACH ACCIDENT s 1,000,000
OFFICERMEMBER EXCLUDED? E NiA
(Mandatory in NK} E.L. DISEASE - EA EMPLOYEE] § 1,000,000
[} , describe under 1.000.000
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | § e

DESCRIPTION OF OPERATIONS f LOCATIONS ! VEHICLES {ACORD 101, Additional Remarks Schedule, may be sttached if more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire
Administrative Services

Bureau of Purchase and Property

25 Capitol Strest
Room 102
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THERECQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE
of Marsh Risk & Insurance Services

Petronella Massey

reLliorie/r AT@ssats

ACORD 25 (2016/03)

©1988-2016 ACORD CORPORATION. All rights reserved.
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