Denis Goulet
Commissioner

His Excellency, Governor Christopher T. Sununu

and the Honorable Executive Council

State House

Concord, NH 03301

Labor (DoL), to enter into a Sole Source contract
220511), Westlake, Ohio, in the amount of $1,220,

APR20°20 a11:43 DAS

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr.,I Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nhlgov/ doit

March 16, 2020

REQUESTED ACTION
: .I

Authorize the Department of Information Technol'ogy (DolT), on behalf of the Department of

|
|

with Hyland Software Inc., (V endor #
182.32 for cloud hosting services and

software related to replacing the existing electronic document management system, with the

option to renew for up to four (4) additional years, | effective upon Governor and Executive
Council approval through June 30, 2024,

100% Other (Agency Class 27) funds: the Agency,

Class 027 used by the DoL to reimburse DoIT

is 100% Other Funds derived from the Workers’ Compensation Insurance Assessments and the

Inspection Fees-Certiﬁcates-Licenses fund.

Funds are available in the followmg account(s) for SFY 2020 and 2021 and anticipated to be
available in SFY 2022 through SFY 2024, upon the availability and continued appropriation

of funds in the future operating budget, with the at';thorlty to adjust encumbrances between

fiscal years within the price limitation through the|Budget Office, if needed and justified.

Funding is available in account:

IT for Labor !

CategoryH - Dept# -
Agency # - Bur/Div
Fund # - Accounting
Unit# - Expenses Class#
- Expense Account# -
Expense Class Title

Activity
Code

SFY 2020}

SFY 2021

SFY 2022

SFY 2023

SFY 2024

Total

01-03-03-030010-
76260000 - 046-
500465 IT Consult-
Non-Benefit

03260017

$549,430.32

$167,688.00

$167,688.00

$167,688.00

$167,688.00

$1,220,182.32

"nnovative Technologies Today fog’ New Hampshire's Tomorrow"




His Excellency, Governor C'hristopher T. Sununu
and the Honorable Executive Council
Page 2

EXPLANATION -

Thisisa sole source request to purchasc cloud hosting services and software related to

. Labor’s Electronic Document Management System (EDMS) system upgrade. This contract

works in conjunction with the ImageSoft, Inc. contract Dol T # 2018-133 which provides the
integration services component of the project. These two contracts derived from a single
proposal to Labor’s Request for Proposal (RFP) issued in March of 2019. It was determined
during contract development the State would.be required to purchase the Hyland OnBase
software and cloud hosting services dircetly from Hyland to receive the 23% government
pricing discount for a savings of $365,000 through the initial term. This requirement for

" purchasing directly from Hyland created the unforeseen necessity- for separate contracts with
' lhlS one needmg to be sole source. -

The OnBase software developed and owned by Hyland is top rated by Gartner in the
Electronic Content Management sector. The Hyland cloud infrastructure provides superb
security with multiple service levels of disaster recovery and continuity of operations planning. .
This electronic content management system using OnBase software will be flexible and
configurable requiring minimal customization fo accommodate the NHDOL’s current and future
business processes. This project will be a collaborative effort between the State, the mtegrator
and this cloud hostmg Contractor. .

The Department of Information lcchnolo;,y and the Department of Labor rcqucst

‘ approval of this contract.

Respccttully britted,

Dems Goulet
DolT Commissioner

Ken Mérfitield
Department of Labor Commissioner

- DG/ik

DolT #2020-075

" RID: 49406

t
MNanrsntive Tarhnalanine Tadactae Mo Usarnmnchierals Tamaveno. "



27 Hazen Dr.

Denis Goulet
Commissioner

Ken Merrifield, Commissioner
Department of Labor

State of New Hampshire

95 Pleasant Street

Concord, NH 03301

Dear Commissioner Merrifield:

This letter represents formal notification that t

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFQRMATION TECHNOLOGY
, IConcord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
| .
www.nh.gov/doit

March 17,2020

he Department of Information Technology (DolT)

has approved your agency’s request to enter into a contract with Hyland Software Inc., of Westlake, Ohio,
as described below and referenced as Dol T No. 2020-075.

This contract will provide cloud hosting servic

es and OnBase software for the Dol

Electronic Document Management System (EDMS) system upgrade. This contract
works in conjunction with the DolT 2018-133 ImageSoft, Inc. contract. The two
contracts together will provide a new, modemn EDMS with up to date security for data
protection. The new system will be flexible and configurable requiring minimal
customization to accommodate the NHDOL's turrent and future business process

workflows, reporting requirements, and interfaces.

The contract amount is $1,220,182.32 and shal

| be effective upon Governor and

Executive Council approval through June 30, 2024 with an option to renew for up to four

additional years.

A copy of this letter will accompany DolT’s s

approval.

DG/ik
DolT #2020-075

cc: Joseph Nadeau, IT Manager, DolT

ubmission to Governor and Executive Council for

Sincerely,

\

Denis Goulet

"Innovative Technologies Today for New Hampshire's Tomorrow”
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DocuSign Envelope 1D: 595148A5-C797-424E-8DEA- C60A1SBDCDC8

: 02/19/2019 FORM NUMBER P-37 (version 12/11/2019)

Q; e This agreemcnt and all of its attachments shall become public upon submlssmn (o Governor and
Executive Council for approval. Any information that is private, confldential or proprietary must
be clearly identified to the sgency and agreed 1o in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agrec-as follows:
GENERAL PROVISIONS.
L._- IDENTIFICATION; ) : )
}.1 State Agency Name 1.2 Slate Agency Address
‘NI Department of Information Technology in support of 27 Hazen Drive
NH Department of Labor Concord NH 03301
1.3 Contractor Name ﬂh | 1.4 Contractor Address
Hyland Software, Inc. [_m, & April 17,2020 28500 Clemens Road -
Westlake, Ohio 44145 !
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 ~Price Limitation
Number 01 -03-034)3001%260000 !
046-500465 06/30/2024 $1,220,182.32
(440)788-5000 D 6 q“ 10 .
1.9 Contracting Officer for State Agency .30 State Agency Telephone Number
Denis Goulet, Commissioner 603-223-5703
1.11 Contractor Signature 1.12  Name and Title of Contractor Signatory
L ) 23 Noreen B. Kilbane — Chicf Administrative Officer
Huy S W Date: 22/ ‘
e : Yl hip
il \‘ State Agoficy Signature 1.14 Name and Title of State Agcncy S1g,natory
| . Denis Goulet, Commissioner
Date:
I\ _ e 3\ \7\auao
1.15 Approval by the N.H. Department of Administration, Division of Personncl (if applicable) By
} By: * Dircctor, On:

m, Substance dnd Execution) (i applicable) -

on 2/2 3 2022

1.16 Approval by theAttorn

r

G&C Item number: G&C Meeting Date:

" HYLAND
SOFTWARE

F Y
‘ il Dace

LEGAL

gy

Page 1 of 32 ' .
. Contractor Initials _,
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block 1.3
(“Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference (*Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approvatl is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upen the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
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compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upen the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with ali applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination. i

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL,

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement. This
provision shall survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute conceming the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the State.

Contractor Initials
Date 43//3 doas0



8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement,

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30} days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending ali payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Apgreement as breached, terminate the
Apgreement and pursue any of its remedies at law or in equity, or
both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shatl
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State’s discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report (“Termination Report”) describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT B. In addition, at the State’s discretion, the Contractor

shall, within 15 days of notice of early termination, develop and
submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR’S RELATION TO THE STATE, Inthe
performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Contro]l shall constitute
assignment. “Change of Control” means (a) merger,
consclidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a

party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
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the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13.Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement,

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject ta subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The certificate(s) of insurance and any
renewals thereof shail be attached and are incorporated herein by
reference.

15. WORKERS® COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (“Workers’
Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers’ Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers’
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers’
Compensation premiums ot for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
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Workers’ Compensation laws in connection with the
performance of the Services under this Agreement.

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Govermnor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be govemned, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
canstrued to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words. contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference. .

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.

Contractor Initials / &
Date %/ fon.2



EXHIBIT A
SPECIAL TERMS

The terms outlined in the General Provisions Form P37 are modified as set forth below:

1. The following language is added to Provision 3, Effective Date/Completion of Services, as sub-
provision 3.3:
3.3 The Contract and all obligations of the parties hereunder shall become effective on the
Effective Date and extend for four (4) years (“Initial Term™). The Initial Term may be
extended up to four (4} years (“Extended Term”) at the sole option of the State, subject to the
parties’ prior-written agreement and governmental approvals.
2. The following language is added to 7.1.2 in Provision 7, Personnel
During the term of this Agreement for a period of six (6) months after termination or expiration
of this Agreement, the State shall not hire, and shall not solicit, hire or employ as an employee or
independent contractor any Contractor employee.
Provision 8 is deleted in its entirety.
4. Provision 13, Indemnification, is deleted in its entirety and replaced with the following:
Unless otherwise exempted by law, and except as provided in Exhibit F, Section 8, the Contractor
shall indemnify and hold harmless the State, its officers and employees, from and against any and
all claims, liabilities and costs for any third party claim for damages resulting from personal injury
or death or damages to tangible personal property or real property, , which arise out of (or which
may be claimed to arise out of) the acts or omission of the Contractor, or subcontractors, including
but not limited to the negligence, reckless or intentional conduct. The State shall not be liable for
any costs incurred by the Contractor arising under this paragraph 13. Notwithstanding the
foregoing, nothing herein contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the State. This covenant in paragraph
13 shall survive the termination of this Agreement.
5. Provision 14.1.1, Insurance, is partially modified as following:

(WS

14.1.1. Commercial general liability insurance against all claims of bodily injury, death or property
damage, in amounts of $1,000,000 per occurrence and $2,000,000 aggregate or excess; and

6. Provision 14.1.3, Insurance, is modified as following:

14.1.3 The Contractor shall furnish to the Contracting Officer identified in block 1.9, or his or
her successor, a certificate(s) of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified in block 1.9, or his or her
successor, certificate(s) of insurance for all renewal(s) of insurance required under this
Agreement no later than five (5) days after the expiration date of each insurance policy. The
certificate(s) of insurance and any renewals thereof shall be attached and are incorporated herein
by reference.

7. The following language is added to Provision 19, Conflicting Terms:
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In the event of conflict or ambiguity among any of the text of the Contract Documents, the following
Order of Precedence shall govern:

1.  Form P-37, General Provisions as modified in Exhibit A;
II.  Exhibit C, Price and Payment Schedule;
III.  Exhibit D, Software License Schedule — Perpetual ;
IV.  Exhibit E, Maintenance Schedule;
V.  Exhibit F, Hosting Schedule;
VI.  Exhibit B, Scope of Work;
VII.  Attachments
a.State of NH Hosting and Software Technical Requirements Spreadsheet with Hyland
responses dated February 14, 2020
b.Hyland Service Class Manual Version 2017.2 dated December 1,2017
¢.Hyland Cloud Customer Process Manual Version 2017.1.

8. Provision 20, Third Parties, is modified as following:

20. Except as provided in Section 8.15 of General Terms Schedule below, the parties hereto do
not intend to benefit any third parties and this Agreement shall not be construed to confer any
such benefit.

The following General Terms Schedule provisions are added to P-37:

1. TERM; TERMINATION; SURVIVAL OF PROVISIONS AFTER EXPIRATION OR TERMINATION.

1.1 Term. This Agreement shall have a term commencing on the Effective Date, and will continue until all Schedules have been terminated in
accordance with the terms in this Agreement.

1.2 Termination.
1.2.1 Intentionally omitted.
1.22 By Either Party. Either party may terminate this Agreement in its entirety or any Schedule, effective immediately upon wrilten notice to the

other party, if the other party has committed a breach of a material provision of this Agreement or any Schedule and has failed to cure the breach within
thirty (30) days after the receipt of written notice of the breach given by the non-breaching party.

13 Certain Eff c [ Lermination: Survival of Certain Provisions.

1.3.1 Generally. Any termination of this Agreement or any Schedutle will not discharge or otherwise affect any pre-termination obligations of
either party existing under this Agreement at the time of termination, including Customer’s obligation to pay to Hyland all fees and charges accrued or
due for any period or event occurring on or prior to the effective date of termination or expiration of this Agreement or the applicable Schedule; and
all liabilities which have accrued prior to the date of termination shall survive.

1.3.2 Survival of Certain Obligations. All provisions of this Agreement or of an applicable Schedule, which by their nature extend beyond the
expiration or termination of this Agreement will survive and remain in effect until all obligations are satisfied, including, but not limited to all sections
of these General Terms (except Section 8.12).

1.3.3.  Termination of a Schedule. If a Software License Schedule - Perpetual or a Software License and Maintenance Schedule — Subscription or
a SaaS Schedule is terminated in accordance with its terms, then this entire Agreement will terminate with respect to the Software licensed under such
Schedule. Otherwise, termination of a Schedule will not affect the remaining Schedules.

2. PAYMENT TERMS.
Page 6 of 32
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2.1 Intentionally omitted.

22 Intentionally Omitted
23 Intentionally Omitied. .
2.5 Resolution of |nvoice Disputes. If, prior to the due date for payment under any invoice, Customer notifies Hyland ir writing that it disputes

all or any portion of an amount invoiced, both parties will use reasonable efforts to resolve the dispute within thirty (30) calendar days of Hyland’s
receipt of the notice. 1f any amount remains disputed in good faith after such 30-day period, either party may escalate the disputed items to the parties’®
respective executive management (o attempt to resolve the dispute. The parties agree that at least one of each of their respective executives will meet
(which may be by telephone or other similarly effective means of remote communication) within ten (10) calendar days of any such escalation to
attempt o resolve the dispute. Ifthe parlies’ executive managers are unable to resolve the dispute within ten (10) calendar days of such meeting, either
party thereafier may file litigation in a court of competent jurisdiction to seck resolution of the dispute.

26 Certain Remedies For Non-Payment or For Late Payment. At the election of Hyland, exercisable by written notice 1o Customer, any past
due amounts (except those amounts properly disputed in accordance with Section 2.5 of these General Terms), which default continues unremedied
for at least thirty (30} calendar days after the due date of such payment, Hyland shall provide written notice to Customer regarding such past due
amounts and if after thirty (days) following such notice, such past-due amounts remain unremitted, Hyland shall have the right to suspend or cease the
provision of any services under this Agreement or any Services Proposal, including the delivery of any Upgrades and Enhancements to Customer,
unless and untii such default shall have been cured.

2.7 U.S, Dollars; Delivery of Hasps and CDs. All fees, costs and expenses under this Agreement shall be determined and invoiced in, and all
payments required to be made in connection with this Agreement shall be made in, U.S. dollars. Delivery of CDs, if any, shall be F.O.B. Hyland’s
offices in Westlake, Ohio, USA.

2.8 Training. Hyland offers training courses to Customer and its employces as described on Hyland’s training web portal (currently.
https://training.onbase.com). Training fees for such courses shall be determined at Hyland’s retaii prices in effect at the time Customer registers for
training. Hyland shall invoice Customer for applicable training fees upon Customer’s registration for each training course and such invoice shall be
due and payable in accordance with Section 2.3 above. In the event that Customer prepays for training, then such prepaid training shall expire twelve
(12) months from the date Hyland accepts Customer’s purchase arder for such training.

3. CONFIDENTIAL INFORMATION.

31 “Confidential Information” shall be such information that is marked “Proprietary” or “Confidential,” that is known by the recipient to be
confidential or that is of such a nature as customarily would be confidential between business parties, except as provided in the next sentence.
Confidential Information shall not include information that: (a) is or becomes generally known to the public without breach of this Agreement by the
recipient, or (b) is demonstrated by the recipient to have been in the recipient’s possession prior to its disclosure by the disclosing party, or {c) is
reccived by the recipient from a third party that is not bound by restrictions, obligations or duties of non-disclosure to the disclosing party, or (d) is
demonstrated by recipient to have been independently developed by recipient without reference to the other party’s information.

32 Each party agrees that, with respect to the Confidential Information of the other party, or its affiliates, such party as a recipient shall use the
same degree of care 1o protect the other party’s Confidential Information that such party uses to protect its own confidential information, but in any
event not less than reasonable care, and not use (except in performance of this Agreement) or disclose to any third party any such Confidential
Information, except as may be required by law or court order. Each party shall be liable and responsible for any breach of this Section 3 committed by
any of such party’s employees, agents, consultants, contractors or representatives,

33 Notwithstanding the foregoing, Hyland acknowledges that Customer is subject to State and federal laws governing disclosure of information
including, but not limited to, RSA Chapter 91-A. Customer will maintain confidentiality of Confidential Information insofar as it is consistent with
appticable State and federal laws or regulations, including but not limited to, RSA Chapter 91-A. In the event the State receives a request for Hyland's
information, the State shall notify Hyland and specify the date the State will be releasing the requested information. At the request of the State, Hyland
shall cooperate and assist the State with the collection and review of the Contractor’s information, at no additional expense to the State. Any effort to
prohibit or enjoin the release of the information shall be the Contractor’s sole responsibility and at Hyland sole expense. If Hyland fails to obtain a
court order enjoining the disclosure, Hyland shall release the information on the date specified in the State’s notice to Hyland, without any liability to
Hyland.

4. OWNERSHIP AND PROHIBITED CONDUCT.

4.1 Ownership. Hyland and its suppliers own the Sofiware, Work Products, Documentation and Innovations, including, without limitation, any
and all worldwide copyrights, patents, trade secrets, trademarks and proprietary and confidential information rights in or associated with the foregoing.
The Software, Documentation, and Work Products are protected by copyright laws and international copyright treaties, as well.as other intellectual
property laws and treaties. No ownership rights in the Software, Innovations or Work Products are transferred to Customer. Customer agrees to take
all reasonable steps to protect all Work Products and Innovations, and any related Documentation, delivered by Hyland to Customer under this
Agreement from unauthorized copying or use. Customer agrees that nothing in this Agreement or associated documents gives it any right, title or
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interest in the Software or Work Products, except for the limited express rights granted in a Software License Schedule — Perpetual or a Software
License and Maintenance Schedule — Subscription or a SaaS Schedule. Customer acknowledges and agrees that, with respect to Hyland’s end users
generally, Hyland has the right, at any time, to change the specifications and operating characteristics of the Software, and Hyland’s policies respecting
Upgrades and Enhancements (including but not limited to its release process). THIS AGREEMENT 1S NOT A WORK-FOR-HIRE AGREEMENT.

4.2 Prohibited Conduct. Customer agrees not to: (a) remove copyright, trademark or other proprietary rights notices that appear on or during the
usc of the Software, Work Products, Documentation or Third Party Software; (b) sell, transfer, rent, lease or sub-license the Software, Work Products,
Documentation, Third Party Software, or Third Party Software documentation to any third party; (¢) except as expressly permitted with respect to Work
Products, alter or modify the Software, Work Products, Documentation or Third Party Software; or (d) reverse engineer, disassemble, decompile or
attempt to derive source code from the Software, Work Products, Documentation or Third Party Software, or prepare derivative works therefrom.

5. DISCLAIMER OF WARRANTIES.

5 EXCEPT FOR THE WARRANTIES PROVIDED BY HYLAND AS EXPRESSLY SET FORTH IN THE SCHEDULES MADE PART OF
THIS AGREEMENT, HYLAND AND ITS SUPPLIERS MAKE NO WARRANTIES OR REPRESENTATIONS REGARDING ANY SOFTWARE,
HOSTED SOLUTION (INCLUDING ANY SOFTWARE OR HARDWARE), WORK PRODUCTS, INNOVATIONS, INFORMATION,
MAINTENANCE AND SUPPORT, HOSTING SERVICES, PROFESSIONAL SERVICES OR ANY OTHER SERVICES PROVIDED UNDER
THIS AGREEMENT OR ANY SERVICES PROPOSAL. HYLAND AND ITS SUPPLIERS DISCLAIM AND EXCLUDE ANY AND ALL OTHER
EXPRESS, IMPLIED AND STATUTORY WARRANTIES, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF GOOD TITLE,
WARRANTIES AGAINST INFRINGEMENT, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE, AND WARRANTIES THAT MAY ARISE OR BE DEEMED TO ARISE FROM ANY COURSE OF PERFORMANCE, COURSE OF
DEALING OR USAGE OF TRADE. HYLAND AND ITS SUPPLIERS DO NOT WARRANT THAT ANY MAINTENANCE AND SUPPORT,
HOSTING SERVICES, PROFESSIONAL SERVICES, SOFTWARE OR WORK PRODUCTS PROVIDED WILL SATISFY CUSTOMER'S
REQUIREMENTS OR ARE WITHOUT DEFECT OR ERROR, OR THAT THE OPERATION OF ANY SOFTWARE OR ANY WORK
PRODUCTS PROVIDED UNDER THIS AGREEMENT WILL BE UNINTERRUPTED. EXCEPT AS EXPRESSLY STATED IN A HOSTING
SCHEDULE, HYLAND DOES NOT ASSUME ANY LIABILITY WHATSOEVER WITH RESPECT TO ANY THIRD PARTY HARDWARE,
FIRMWARE, SOFTWARE OR SERVICES.

5.2 CUSTOMER SPECIFICALLY ASSUMES RESPONSIBILITY FOR THE SELECTION OF THE SOFTWARE, WORK PRODUCTS,
MAINTENANCE AND SUPPORT, HOSTING SERVICES AND PROFESSIONAL SERVICES TO ACHIEVE ITS BUSINESS OBJECTIVES.

53 HYLAND MAKES NO WARRANTIES WITH RESPECT TO ANY SOFTWARE OR WORK PRODUCTS USED IN ANY NON-
PRODUCTION SYSTEM AND PROVIDES ANY SUCH SOFTWARE AND WORK PRODUCTS “AS 18"

54 No oral or written information given by Hyland, its agents, or employees shall create any additional warranty. No modification or addition
to the limited warranties set forth in this Agreement is authorized unless it is set forth in writing, references this Agreement, and is signed on behalf of
Hyland by a corporate officer.

6. LIMITATIONS OF LIABILITY.

6.1 EXCEPT AS PROVIDED IN SECTION 6.3 BELOW, AND EXCEPT TO THE EXTENT PROHIBITED BY APPLICABLE LAW, IN NO
EVENT SHALL EITHER PARTY (INCLUDING [N THE CASE OF HYLAND, ITS SUPPLIERS) BE LIABLE FOR ANY INDIRECT,
INCIDENTAL, CONSEQUENTIAL, SPECIAL OR PUNITIVE DAMAGES, OR ANY TYPE OF CLAIM FOR LOST PROFITS, LOST SAVINGS,
BUSINESS INTERRUPTION DAMAGES OR EXPENSES, THE COSTS OF SUBSTITUTE SOFTWARE WORK PRODUCTS OR SERVICES,
OR LOSSES RESULTING FROM ERASURE, DAMAGE, DESTRUCTION OR OTHER LOSS OF FILES, DATA OR PROGRAMS OR THE COST
OF RECOVERING SUCH INFORMATION, EVEN IF SUCH PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES,
LOSSES, EXPENSES OR COSTS.

6.2 EXCEPT AS PROVIDED IN SECTION 6.3 BELOW, AND EXCEPT TO THE EXTENT PROHIBITED BY APPLICABLE LAW,
HYLAND AND ITS SUPPLIERS’ MAXIMUM LIABILITY ARISING UNDER THIS AGREEMENT SHALL NOT EXCEED: (A} WITH RESPECT
TO ALL CLAIMS ARISING OUT OF A CUSTOMER DATA INCIDENT (AS DEFINED WITH RESPECT TO A HOSTING SCHEDULE -
PERPETUAL OR SOFTWARE-AS-A-SERVICE SCHEDULE), SIX (6) TIMES ALL FEES AND CHARGES ACTUALLY PAID BY CUSTOMER
TC HYLAND AS DESCRIBED [N THIS AGREEMENT DURING THE YEAR IN WHICH SUCH CUSTOMER DATA INCIDENT OCCURRED;
AND (B) WITH RESPECT TO CLAIMS BASED UPON ALL OTHER MATTERS, THE AMOUNT OF FEES AND CHARGES ACTUALLY PAID
BY CUSTOMER TO HYLAND AS DESCRIBED IN THIS AGREEMENT DURING THE TWELVE (12) MONTH PERIOD IMMEDIATELY
PRECEDING THE OCCURRENCE OF THE EVENT GIVING RISE TO SUCH LIABILITY. NOTWITHSTANDING ANY OF THE FOREGOING,
IN NO EVENT SHALL MICROSOFT, AS A SUPPLIER TO HYLAND OF THIRD PARTY SOFTWARE BUNDLED WITH THE SOFTWARE
LICENSED UNDER THIS AGREEMENT, BE LIABLE FOR ANY DIRECT DAMAGES IN EXCESS OF FIVE DOLLARS ($5.00).

6.3 NOTWITHSTANDING ANYTHING TO THE CONTRARY, THE LIMITATIONS OF SECTIONS 6.1 AND 6.2(B) ABOVE, AS
APPLICABLE, SHALL NOT APPLY WITH RESPECT TO: () ANY CLAIMS, LOSSES OR DAMAGES QF THIRD PARTIES THAT ARE
SUBJECT TO HYLAND'S INDEMNIFICATION OBLIGATIONS UNDER THIS AGREEMENT; (2) ANY CLAIMS, LOSSES OR DAMAGES
ARISING OUT OF THE RESPONSIBLE PARTY'S BREACH OF SECTION 3 (CONFIDENTIAL INFORMATION) (EXCEPT WITH RESPECT
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TO CUSTOMER DATA AS DEFINED FOR A HOSTING SCHEDULE — PERPETUAL OR SOFTWARE-AS-A-SERVICE SCHEDULE); OR (3)
ANY CLAIMS, LOSSES OR DAMAGES ARISING OUT OF CUSTOMER’S OR CONTRACTOCR’S PROHIBITED ACTS.

1. FORCE MAJEURE. No failure, delay or default in performance of any obligation of a party to this Agreement {except the payment of
mongey) shall constitute a default or breach to the extent that such failure to perform, delay or default arises out of a cause, existing or future, beyond
the control (including, but not limited to: action or inaction of governmental, civil or military authority; fire; strike, lockout or other labor dispute;
flood; war; riot; thefl; earthquake; natural disaster or acts of God; national emergencies; unavailability of materials or utilities; sabotage; viruses; or the
act, negligence or defaull of the other party) and without negligence or willful misconduct of the party otherwise chargeable with failure, delay or
default. Either party desiring to rely upon any of the foregoing as an excuse for failure, default or delay in performance shall, when the cause arises,
give to the other party prompt notice in writing of the facts which constitute such cause; and, when the cause ceases to exist, give prompt notice of that
fact to the other party. This Section 7 shall in no way Jimit the right of ¢ither party to make any claim against third parties for any damages suffered
due to said causes. If any performance date by a party under this Agreement is postponed or extended pursuant to this Section 7 for longer than ninety
(90) calendar days, the other party, by written notice given during the postponement or extension, and at least thirty (30) days prior to the effective date
of termination, may terminate this Agreement.

8. GENERAL PROVISIONS.
8.1 [ntentionally omitted.
8.2 Interpretation. The headings used in this Agreement are for reference and convenience purposes onty and shall not in any way limit or affect

the meaning or interpretation of any of the terms hereof. All defined terms in this Agreement shall be deemed to refer 1o the mascutine, feminine,
neuter, singular or plural, in each instance as the context or particular facts may require. Use of the terms “hereunder,” “herein,” “hereby” and similar
terms refer 1o this Agreement.

83 Waiver. No waiver of any right or remedy on one occasion by either party shall be deemed a waiver of such right or remedy on any other
occasion,
8.4 Integration. This Agreement, including any and all exhibits and schedules referred to herein, set forth the entire agreement and understanding

between the parties pertaining to the subject matter and merges and supersedes all prior agreements, negotiations and discussions between them on the
same subject matter. This Agreement shall not be supplemented or modified by any course of performance, course of dealing or trade usage. Customer
and Hyland specifically acknowledge and agree that any other terms varying from or adding to the terms of this Agreement, whether contained in any
purchase crder or other electronic, written or oral communication made from Customer to Hyland are rejected and shall be null and void and of no
force or effect, unless expressly agreed to in writing by both parties.

8.5 Intentionally omitted.

8.6 Binding Effect: No Assignment. This Agreement shall be binding upon and shall inure to the benefit of the parties and their respective
successors and permitted assigns.

8.7 Intentionzlly omitted.
8.8 Intentionally omitted.

8.9 Independent Contractor. The parties acknowiedge that Hyland is an independent contractor and that it will be responsible for its obligations
as employer for those individuals providing any services.

8.10 Export. The Software, Third Party Software, Work Products and Documentation are subject to export control laws and regulations of the
United States and other jurisdictions. Customer agrees to comply fully with all relevant export control laws and regulations, including the regulations
of the U.S. Department of Commerce and all U.S. export control laws, including, but not limited to, the U.S. Department of Commerce Export
Administration Regulations (EAR), to assure that the Software, Third Party Software, Work Products or Documentation is not exported in violation of
United States of America law or the taws and reguiations of other jurisdictions. Customer agrees that it will not export or re-export the Software, Third
Party Software, Work Products or Documentation to any organizations or nationals in the United States embargoed territories of Cuba, Iran, North
Korea, Sudan, Syria or any other territory or nation with respect to which the U.S. Department of Commerce, the U.S. Department of State or the U.S.
Department of Treasury maintains any commercial activities sanctions program. Customer shall not use the Sofiware, Third Party Sofiware, Work
Products, or Documentation for any prohibited end uses under applicable laws and regulations of the United States and other jurisdictions, including
but not limited to, any application related to, or purposes associated with, nuclear, chemical or biological warfare, missile technology (including
unmanned air vehicles), military application or any other use prohibited or restricted under the U.S. Export Administration Regulations (EAR) or any
other relevant laws, rules or regulations of the United States of America and other jurisdictions.

8.11 Injunctive Relief. The parties to this Agreement recognize that a remedy at law for a breach of the provisions of this Agreement relating to
Confidential Information and intellectual property rights will not be adequate for the aggrieved party’s protection and, accordingly, the aggrieved party
shall have the right to seek, in addition te any other relief and remedies available to it, specific performance or injunctive relief to enforce the provisions
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of this Agreement. Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State.

3.12 Intentionally Omitted.

8.13 Third Parties. Nothing herein expressed or implied is intended or shall be construed 1o confer upon or give to any person or entity, other than
the parties hereto, any rights or remedies by reason of this Agreement; provided, however, that third party suppliers of software products bundled with
the Software are third party beneficiaries to this Agreement as it applies to their respective software products.

9. DEFINED TERMS.

9.1 General Defined Terms

*Customer” means State of New Hampshire, Department of Labor.
“Delivery” means:

(a) in the case of Software: (1) for any Software module included in the initial Software referenced in the Initial Purchage Table
Schedule, by the electronic downloading of such Software onto Customer’s systems, or such Software being made available by Hyland to Customer
for electronic download onto Customer’s systems from a location identified by Hyland to Customer; or (2) in the case of any later licensed Software
module, by the Delivery (in accordance with subparagraph (b) below) by Hyland to Customer of a Production Certificate which includes such Software
module; and

(b} in the case of a Production Certificate, by Hyland cither shipping (physically or electronically) the Production Certificate to
Customer or making the Production Certificate available for electronic download by Customer from a location identified by Hyland to Customer
(including through one of Hyland’s authorized solution providers).

“Documentation” means: {a) in the case of the Software: (1) to the extent available, the “Help Files” included in the Software, or (2) if no such “Help
Files” are included in the Sofiware, such other decumentation published by Hyland, in each case, which relate to the functional, operational or
performance characteristics of the Software; or (b) in the case of any Work Product, the Specifications {if any) for the Work Product.

“Error” means any defect or condition inherent in the Software which is reported by Customer in accordance with this Agreement and which is
confirmed by Hyland, that causes the Software to fail to function in any material respect as described in the Documentation.

“Error Correction Services” means Hyland’s reasonabie efforts to correct an Error, which may be effected by a reasonable workaround.

“Initial Maintenance Period” means the twelve (12) month period of Maintenance and Support that begins on the ninetieth (90th) day after the Effective
Date of the Maintenance Schedule.

“Innovations” means all designs, processes, procedures, methods and innovations which are developed, discovered, conceived or introduced by Hyland,
working cither alone or in conjunction with others, in the performance of this Agreement (including any Services Proposal).

“Maintenance and Support” means for Supported Software, (i) Error Correction Services; {ii} Technical Support Services; and (iii) the availability of
Upgrades and Enhancements in accordance with a Maintenance Schedule or Software License and Maintenance Schedule - Subscription.

“Production Certificate” means: license codes, a license certificate, or an IFM file issued by Hyland and necessary for Customer to activate Software
for Customer’s production use.

“Prohibited Acts” mean any action taken by Customer that is: (i) in violation of Section 1 of a Software License Schedule - Perpetual or Section 1, 2
or 3 of a Software and Maintenance Schedule ~ Subscription or Section 2 of a SaaS Schedule or {ii) contrary to Section 4 of these General Terms.

“Professional Services” means any professional services provided by Hyland under a Services Proposal, including but not limited 1o those services
listed at https://www.hyland.com/community. Examples of the services include: (a) installation of the Sofiware; (b) consulting, implementation and
integration projects related to the Software, including but not limited to the customized configuration of Software integration modules or business
process automation modutes; () project management; (d) development projects in connection with the integration of Software with other applications
utilizing any Software application programming interface (API).

“Resolution” means Hyland provides Customer with a reasonable workaround, correction, or modification that solves or mitigates a reported Error.
“Services Proposal” means either: (a) a written proposal, statement of work or services sales order form issued under a Professional Services Schedule,
and which sets forth the Professional Services Hyland will provide to Customer and which is signed by Customer and Hyland; or (b) a purchase order

submitted by Customer and accepted by Hyland for Professional Services.

“State Fiscal Year” or “SFY” means the New Hampshire State Fiscal Year which runs from July 1 through June 30 of the following calendar year.
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“Software” means: (a) Hyland’s proprietary software products, listed in the Initial Purchase Table Schedule, and other Hyland proprietary software
products for which Customer submits a written purchase order to Hyland (or an authorized solution provider) that Hyland accepts and fulfills, including,
in each case, third party software bundled by Hyland together with Hyland’s proprictary software products as a unified product; and (b) all Upgrades
and Enhancements of the software products described in clause (a) which Customer properly obtains pursuant to Maintenance and Support or received
under a SaaS Schedule.

“Specifications” means the definitive, final functional specifications for Work Products, if any, produced by Hyland under a Services Proposal.

“Supported Soflware; Retired Software™. At any particular time during a maintenance period covered by an applicable Maintenance Schedule or
Software License and Maintenance Schedule - Subscription: (a) “Supported Software” means the current released version of the Software licensed by
Customer from Hyland and any other version of such Software that is not Retired Sofiware; or (b) “Retired Software” means any version of the Software
licensed by Customer from Hyland under this Agreement which is identified as being retired on Hyland's applicable secure end user web site. Hyland
will specify on its end user web site Software versions which become Retired Software. The effective date of such change will be twelve (12) months
from the date Hyland initially posts the status change on its end user web site, and Customer will receive notice as a registered user of Hyland’s
applicable secure end user web site.

“Technical Support Services” means telephone or online technical support related to problems reported by Customer and associated with the operation
of any Supported Software, including assistance and advice rclated to the operation of the Supported Software. Technical Support Services are not
available for Retired Software.

“Upgrades and Enhancements” means any and all new versions, improvements, modifications, upgrades, updates, fixes and additions to Software that
Hyland makes available to Customer or to Hyland’s end users generally during the term of a Maintenance Schedule or Software License and
Maintenance Schedule — Subscription or a SaaS Schedule to correct Errors or deficiencies or enhance the capabilitics of the Software, together with
updates of the Documentation to reflect such new versions, improvements, modifications, upgrades, fixes or additions; provided, however, that the
foregoing shall not include new, separate product offerings, new modules or re-platformed Software.

“Working Hour” means the services of one (1) person for a period of one (1) hour (or any part thereof) during regular business hours, and shall include
the travel time during which Hyland’s resource(s) is required to travel outside of the metropolitan area in which such Hyland resource(s) regularly
works when not at a third party location; provided that time spent commuting from a local place of residence {including a hotel} to a work location in
the same metropolitan area will not be included in travel time.

“Work Products” means all items in the nature of computer software, including source code, object code, scripts, and any components or elements of
the foregoing, or items created using the configuration tools of the Software, together with any and all design documents associated with items in the
nature of computer software, in each case which are created, developed, discovered, conceived or introduced by Hyland, working either alone or in
conjunction with others, in the performance of services under this Agreement. If applicabte, Work Products shall include any pre-configured templates
or VBScripts which have been or may be created or otherwise provided by Hyland to Customer as part of the configuration of the advance capture
module of the Software.

9.3 Additional Defined Terms - Hosting Schedule.

“Consumption Fees"” means the amounts payable by Customer for storage of data and information in the Hosted Solution in excess of the data storage
allocation set forth in the Initial Purchase Table Schedule for the Hosted Solution.

“Customer Data” means any and all electronic data and information of Customer stored within the Hosted Solution.

“Customer Data Incident” means an unauthorized disclosure of Customer Data resulting from Hyland’s failure to comply with the Hosted Solution
Security Attachment. Without limitation, Customer Data incident does not include any of the following that results in no unauthorized access to
Customer Data or to any Hyland’s systems storing Customer Data: (a) pings and other broadcast attacks on firewalls or edge servers; (b) port scans;
(c) unsuccessful log-on attempts; (d) denial of service attacks; or (€) packet sniffing (or other unauthorized access to traffic data that docs not result in
access beyond IP addresses or headers).

“Host Web Site” means the web site hosted by Hyland as part of the Hosted Solution on a web server included in the Network, through which Customer
will access the Software and Customer Data stored using the Software.

“Hosted Solution” means a Host Web Site, Network, Soflware, Third Party Software and Hosting Services provided, collectively, by Hyland under
this Agreement.

“Hosted Solution Support” means the services described in Section 2 of the Hosting Schedule.

“Hosting Fees” means the amounts invoiced by Hyland to Customer and payable by Customer to Hyland for Hosting Services included in the Hosted
Solution. The initial Hosting Fees are set forth in cither the Initial Purchase Table Schedule when Hosting Services are purchased initially, or in an
Amendment to this Agreement when Hosting Services are added afier the Effective Date.
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“Hosting Services” means the Standard Hosting Services and any Optional Hosting Services included in the Hosted Solution.

“Initial Setup Fee” means the one-time fee invoiced by Hyland to Customer and payable by Customer to Hyland for the setup and activation of the
Network and the Host Web Site for usc applicable to each Software purchase under the Agreement,

“Network™ means the computers and peripheral storage devices, switches, firewalls, routers and other network devices provided by Hyland as part of
the Hosted Solution.

“Optional Hosting Services” means optional services described in the Process Manual which Hyland offers as Hosting Services, but which are not
included in the Standard Hosting Services.

“Process Manual” means the latest version of the manual describing the Hostling Services, the Network and certain other components of the Hosted
Solution, including the attestations, certification documents and assistance with compliance and security testing Hyland agrees to provide, based upon
the Service Class selected by Customer, as posted by Hyland from lime to time on a website designated by Hyland.

“Service Class” means the service level commitment included as pant of Standard Hosting Services, as described in the Service Class Manual, and
purchased by Customer as part of the Hosted Solution.

“Service Class Manual” means the latest version of the manual describing the Service Classes, as posted by Hyland from time to time on a website
designated by Hyland.

“Standard Hosting Services” means the Hosting Services described in the Process Manual as being standard hosting services.

“Third Party Softwarc™ means all third party sofiware products (other than third party sofiware products bundled by Hyland as a part of the Software)
licensed by Hyland and sublicensed through this Agreement by Hyland to Customer as part of the Hosted Solution.

“User Testing Environment” means a separate instance of the Software, Third Party Software and Work Products (including Customer Data) hosted
by Hyland on the Network for Customer, for use by Customer solely with production data in a non-production environment fer the limited purpose of
functional and performance testing of the Software and environment, Third Party Software and each Work Product.

“User Testing Lite Environment” means a separate instance of the Software, Third Party Software and Work Products (including Customer Data)
hosted by Hyland on the Network for Customer, for use by Customer solely with production data in a non-production environment for the limited
purpose of functional testing of the Software and environment, Third Party Software and each Work Product.
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EXHIBIT B
SCOPE OF SERVICES

1. Deliverables
This Contract is for Software licensing and Hosting Services as more fully detailed below.

1. Contractor shall provide the State a perpetual, non-exclusive, non-assignable, limited license to the
OnBase Enterprise Content Management (ECM) System, an electronic document management system,
as specified in Exhibit D, which is incorporated by reference herein.

2. Contractor shall provide hosting services as specified in Exhibit F, which is incorporated by reference
herein.
3. Subject to Customer registering for and paying the applicable training fees, Hyland shall make available

to the State the OnBase Workflow Administration Certification training and OnBase System
Administration Certification Training.

» The OnBase System Administration Certification Training provides in-depth, hands-on experience that
directly maps to the day-to-day activities of an OnBase System Administrator.

« The OnBase Workflow Administration Certification Training presents a hands-on approach to
understanding the Workflow interface, interactions and possibilities

4. Hyland shall provide maintenance services as specified in Exhibit E, which is incorporated by reference
herein.
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EXHIBIT C
PRICING & PAYMENTS

4. PRICING & PAYMENT SCHEDULE

This is a Not to Exceed Contract. The total Contract value is indicated in Part 1, P-37 General Provisions
- Block 1.8: Price Limitation for the period between the Effective Date through date indicated in Part 1, P-
37 General Provisions - Block 1.7: Completion Date. The Contractor shall perform its obligations under
this Contract at the price as specified below.

The payment by the State of the total contract price shal! be the only and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the performance
hereof.

Table 4.1
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< JACTIVITY, DELIVERABLE or MILESTONE ., ff PROJECTED "TOTAL AMT}] = PAYMENT]
et o bt :r . } DEL[VERY A AMOUNT DUE
. f o A, B e - TDATE ’ : - )
‘ SFY20'Hyland Cloud Fees . - ; .
1.1 | SFY20 Hyland Cloud Annual Hosting Fee 03/01/2020 $£109,246.08 $109,246.08
1.2 | SFY20 Hyland Cloud Hosting Setup Fee 03/01/2020 $9,103.84 $9,103.84
1.3 | SFY20 Hyland Cloud Backfile Conversion 03/01/2020 $6,000.00 $6,000.00
Storage Fee
1.4 | SFY20 Hyland Cloud Annual Active Directory 03/01/2020 $1,632.00 $1,632.00
Federation Services Annual Fee
| SFY20 OnBase Software Acquisition . : . ) :
2.1 | SFY20 Software Procurement (see section 5 03/01/2020 $286,497.60 $286,497.60
OnBase Software Licensing Table Listing)
2.2 | SFY20 Software Maintenance Procurement 03/01/2020 $56,810.00 $56,810.00
| Initial Hyland Certlﬁcatum and Online ’ ) ‘
Training > - : ' . - ‘ :
3.1 |OnBase System Admlmstratlon Cert:f' catlon [03/01/2020 $2,570.40 $2,570.40
Training
3.2 | OnBase Workflow Administration Certification 103/01/2020 $£2,570.40 $2,570.40
Training
SFY20 Contingency Funds _ _ R ]
4.1 | SFY20 Funds for purchasing Addltlonal Hosting 03/01/2020 $75,000.00 $75,000.00
Storage, Licensing and Training. )
Additional costs would be in affect if additional
storage capacity was in need.
Additional costs would be in affect if additional
State resources required training.
Additional costs would be in affect if additional
user licenses were needed.
SFY21 Annual Sustainability Cost -k, .
5.1 | SFY2I Hyland Cloud Annual Hosting Fee 1/1/2021 $109,246.08 £109,246.08
5.2 | SFY21 Hyland OnBase Annual Maintenance Fee 1/1/2021 $56,809.92 $56,809.92
5.3 | SFY21 Hyland Cloud Annual Active Directory 1/1/2021 $1,632.00 $1,632.00
Federation Services Annual Fee
_ l
SFY22 Annual Sustainability Cost L - - "'
6.1 | SFY22 Hyland Cloud Annual Hosting Fee 1/1/2022 $109,246.08 $109,246.08
6.2 [ SFY?22 Hyland OnBase Annual Maintenance Fee 1/1/2022 $56,809.92 $56,809.92
6.3 | SFY22 Hyland Cloud Annual Active Directory 17112022 $1,632.00 £1,632.00
Federation Services Annual Fee
SFY23 Annual Sustainability Cost ‘ :
7.1 | SFY23 Hyland Cloud Annual Hosting Fee 1/1/2023 $109,246.08 $109,246.08
7.2 | SFY23 Hyland OnBase Annual Maintenance Fee 1/1/2023 $56,809.92 $56,809.92
7.3 | SFY23 Hyland Cloud Annual Active Directory 17172023 $1,632.00 $1,632.00
Federation Services Annual Fee
SFY24 Annual Sustainability Cost . -
8.1 |]SFY24 Hyland Cloud Annual Hosting Fee 1/1/2024 $109,246.08 $109,246.08
8.2 |SFY24 Hyland OnBase Annual Maintenance Fee 1/1/2024 $56,809.92 $56,809.92
8.3 | SFY24 Hyland Cloud Annual Active Directory 1/1/2024 $1,632.00 $1,632.00
Federation Services Annual Fee
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5. ONBASE SOFTWARE LICENSING TABLE LISTING -
Contractor shall provide the Software at the cost defined below, which such cost reflects initial one-time
license fees for perpetual licenses to the Software. Any additional Software licenses require an amendment
(if required) to this contract or a separate procurement and will be subject to the current pricing under the
procurement vehicle used to purchase such licenses:

# | . Software Item Product |- Unit Cost | Units Cost

OnBaJsc‘Soﬁwqrc R ) ' . OMNIA
1 Multi-User License OBIPW] ~ $6,528.00 1 36,528.00
2 Unity Client Server UNIPII $12.240.00 1 $12.240.00
3 EDM Services DMIPIL $4,080.00 ] $4,080.00
4 Document Import Processor (DIP) DPIPWI $4,080.00 1 $4,080.00
5 Named Client Software CTIPN] $57t.20 86 $49,123.20
6 Workflow Named Client S, WLIPNI $886.21 86 $76,214.40
7 Production Document Imaging (Kofax or

TWAIN) First (1) DIIPWI $4,080.00 1 $4,080.00
8 Application Enabler AEIPII $16,320,00 1 $16,320.00
9 Advanced Capturc 1AIPWI $20.400.00 l $20,400.00
10 Document Retention DRIPI1 $8,160.00 1 $8,160.00
1 Integration for Microsoft Outtook OUTIPII $8,160.00 1 $8,160.00
12 Full Text Scarch FTSIPII $16,320.00 1 $16,320.00
13 OMIPWI-

Mobile Access for iPAD IPAD $4,080.00 1 $4,080.00
14 OMIPWI-

Mobile Access for iPHONE IPHONE $4,080.00 | $4,080.00
5 Reporting Dashboards RHIPIN $8,160.00 | $8,160.00
16 Encrypted Disk Groups EHIPI1 $8,160.00 1 $8,160,00
17 Encrypicd Alpha Keywords AKIPII $8.160.00 1 $8,160.00
18 Document Composition ADIPI $16,320.00 1 $16,320.00
19 Single Sign-On for Microsoft Active Directory

Federation Services SNIPI1S 50.00 L $0.00
20 PDF Framework PDFIPI] $2,448.00 1 $2,448.00
22 Archival API ARIPI $4,080.00 1 $4,080.00
23 Virtual Print Driver PTIPCI $4,080.00 1 $4,080.00
24 Workview Concurrent Client (1-20) VLIPCI S_I,224.00 | $1,224.00
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Total Software Cost: §$286,497.60

6. INVOICING

Contractor shall submit correct invoices to the State for all amounts to be paid by the State. The Contractor shall only
submit invoices for Services or Deliverables as permitted by the Contract. Invoices must be in a format as determined by
the State and contain detailed information, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, and the Acceptance date triggering such payment; date of
delivery and/or installation; monthly maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay the correct and
undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated and shall be promptly
dispatched.

Invoices shall be emailed to:

NHDOL Business Office: businessoffice@dol.nh.gov
Cc: Joseph.A.Nadeau@DolT.nh.gov

7. PAYMENT ADDRESS
Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH payments:
hitps://www.nh.gov/treasury/state-vendors/index.htm

8. OVERPAYMENTS TO THE CONTRACTOR

Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full amount of any
overpayment or erroneous payment upon discovery or notice from the State.

9. CREDITS

The State may apply credits due to the State arising out of this Contract, against Contractor’s invoices with appropriate
information attached.

10. TRAVEL EXPENSES
The Contractor must assume all travel and related expenses. All labor rates will be “fully loaded”, including,
but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out of pocket expenses. The State
shall not be responsible for any travel or out of pocket expenses incurred in the performance of the Services
performed under this Contract.

11. SHIPPING AND DELIVERY FEE EXEMPTION
The State will not pay for any shipping or delivery fees unless specifically itemized in the Contract.
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EXHIBIT D

SOFTWARE LICENSE SCHEDULE - PERPETUAL
(Perpetual License for Software)

All capitalized terms not defined in this Schedute shall have the meaning ascribed them in the General Terms.

1. SOFTWARE AND WORK PRODUCTS LICENSE.
1.1 License Grant. Subject to Customer’s payment in full of the Software license fees and subject further to Customer’s compliance with this

Agreement, Hyland grants to Customer a perpetual (except as otherwise provided in this Agreement), non-exclusive, non-assignable, limited license
to: (a) the Software, in machine-readable object code form only, and the associaied Documentation; and (b) Work Products and associated
Documentation; in cach case solely for use:

(1} by Customer internally, and only for storing, processing and accessing Customer's own data; and

(2} subject to Section 1.8 betow, by a third party contractor retained by Customer as a provider of services to Customer (“Third Party
Contractor™), but only by the Third Party Contractor for capturing, storing, processing and accessing Customer’s own data in fulfillment of the Third
Party Contractor's contractual obligations as a service provider to Customer.

The Software, Work Products and associated Documentation are licensed for use by a single organization and may not be used for processing of third-
party data as a service bureau, application service provider or otherwise. Customer shall not make any use of the Software, Work Products or
Documentation in any manner not expressly permitted by this Agreement. Software subject to a regulatory control may only be installed in the country
identified as the end user location in the purchase order.

1.2 Modification of Work Products.

1.2.1 Form of Delivered Work Products. The form in which Hyland delivers Work Products will be determined by Hyland depending on the
purpose and functionality of the Work Preduct.

1.2.2 Configuration Work Products. 1 Hyland delivers a Work Product: (a) in the form of (1) source code which is compiled by tools in the
Software to machine language form; or (2) a script; or (b) created using the configuration tools in the Software (a “Configuration Work Product™), then
Hyland grants to Customer the limited right to modify the Configuration Work Product, provided such altered or modified Configuration Work Product
is used only in compliance with the terms of the limited license to such Work Product granted under Section 1.1 above.

1.2.3 Independent Work Products. If Hyland delivers a Work Product which is nol a Configuration Work Product (an “independent Work
Product”), then, except as otherwise provided in the last sentence of this paragraph, Customer may not modify such Independent Work Product. If
Hyland delivers an Independent Work Product, and Customer desires to obtain the right to modify the Independent Work Product, then the parties may
mutvaltly agree that Hyland shall deliver to Customer a copy of the format of the source Independent Work Product that is necessary to enable the
Customer to complete its modifications, subject to and upon the payment by Customer to Hyland of any additional Professional Services fees as Hyland
may charge to prepare and deliver such format. In such case, Hyland grants to Customer the right to modify and, if necessary, compile the delivered
format of the Independent Work Product, provided the modified Independent Work Product is used only in compliance with the terms of the limited
license to such Work Product granted under Section 1.1 above.

1.3 Use Restriction. Each module of the Software and each Work Product is licensed for a specific type of use, such as concurrently or on a
specified workstation or by a specified individual and the Software may control such use. Software products that are volume-based may: (i) no longer
function if applicable volume limits have been exceeded; or (i} include functionality which menitors or tracks Customer usage and reports that usage.
Upon reasonable notice to Customer and (o the extent permitted by law, Hyland shall be permitted access to Customer’s Software system to measure
Customer's volume usage of such Software. Customer acknowledges and agrees that additional fees may apply based on Customer’s volume usage.
Customer may not circumvent or attempt to circumvent this restriction by any means, including but not limited to changing the computer calendars,
Use of software or hardware that reduces the number of users directly accessing or utilizing the Software (sometimes called “multiplexing” or “pooling”
software or hardware) does not reduce the number of Software licenses required. The required number of Software licenses would equal the number
of distinct inputs to the multiplexing or pooling software or hardware. Customer is prohibited from using any software other than the Software Client
modules or a Software application programming interface (API) to access the Software or any data stored in the Software database for any purpose
other than generating reports or statistics regarding system utilization, unless Hyland has given its prior written consent to Customer’s use of such other
software and Customer has paid to Hyland the Software license fees with respect to such access to the Software or data stored in the Software database
in accordance with Hyland’s licensing policies applicable to the Software modules that provide access to the Software application modules and data
stored in the Softwarc database. Customer further agrees that, in connection with any use of the Software and Work Products, the Software and Work
Products shall not be copied and installed on additional servers unless Customer has purchased a license therefore, and the number of users of the
Software shall not exceed the number of users permitted by the Software Client licenses purchased by Customer.

1.3.1 Any additional fees specified in 1.3 above are subject to prior notice and Customer’s prior consent, subject to Provision 4 of the P37, General

Provisions, and subject to the amendment process pursuant to Provision 17, of the P37, General Provisions.
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1.4 Production and Test Systems. Customer shall be entitled to use one (1) production copy of the Software and each Work Product licensed
and one (1) additional copy of the production environment licensed Software and Work Products for customary remote disaster recovery purposes
which may not be used as a production system concurrentty with the operation of any other copy of the Software and Work Products in a production
environmeni. Subject to the payment of any additional applicable license fees, Customer shall also be entitled to license a reasonable number of
additional copies of the production environment licensed Software and Work Products to be used exclusively in a non-production environment on
Customer’s own computer network and solely for the purposes of experimenting and testing the Software and Work Products, developing integrations
between the Software and other applications that integrate to the Software or Work Products solely using integration modules of the Software licensed
by Customer under this Agreement, and training Customer’s employees on the Software and Work Products (“Test Systems”™). Hyland reserves the
right to further define the permitied use(s) and/or restrict the usc(s) of the Test Systems. Customer’s sole recourse in the cvent of any dissatisfaction
with any Softwarc or Work Products in any non-production system is to stop using such Software or Work Products and retum it to Hyland, provided
that, in the event Customer is currently purchasing Maintenance and Support from Hyland, to the extent that Customer is using the Test System for the
purposes of testing an Upgrade or Enhancement of the Software prior to implementing the same in Customer’s production environment, then Customer
may contact Hyland for the provision of Maintenance and Support as described in Section 1.6 of the Maintenance Schedule. Customer shall not make
any copies of the Software or Work Products not specifically authorized by this Section 1.4,

1.5 Evaluation Software. From time to time Customer may elect 1o evaluate certain Software modules (“Evaluation Software™) for the purpose
of determining whether or not to purchase a production license of such Evatuation Software. Ewvaluation Software is licensed for Customer’s usc in
Customer’s Test Systems. Notwithstanding anything 1o the contrary, as to any Evaluation Software, the Agreement and the limited license granted
hereby will terminate on the earliest oft (a) last day of the evaluation period specified in the accepted purchase order delivered for such Evaluation
Software; or (b) immediately upon the delivery of written notice to such effect by Hyland to Customer. Upon expiration or other termination of such
pertod, Customer immediately shall cither (y) discontinue any and all of use of the Evaluation Sofiware and related Documentation and remove the
Evaluation Software; or (z) deliver a purchase order for purchase of such Evaluation Software.

1.6 Third Party Licenses. The Sofiware may be bundled with software owned by third parties, including but not limited to those manufacturers
listed in the Help About screen of the Software. Such third party software is licensed solely for use within the Software and is not to be used on a
stand-alone basis. Notwithstanding the above, Customer acknowledges that, depending on the modules licensed, the Software may include open source
software governed by an open source ticense, in which case the open source license (a copy of which is either provided in the Sofiware or available
upon writlen request) may grant you additional rights to such open source software. Additionally, in the case of such soflware to be downloaded and
installed on a mobile device, if such software will be downloaded from the application market or store maintained by the manufacturer of the mobile
device, then use of such software will be governed by the license terms for the software included at the applicable application store or market or
presented to Customer or Customer’s user in the software, and this Agreement will not govern such use.

1.7 Intcgration Code. If applicable, Software also includes all adapters created by Hyland and provided to you by Hyland as part of an integration
between the Software and a third party line of business application (“Intcgration Code™). Such Integration Code may only be used in combination with
the Software and in accordance with the terms of this Agreement.

1.8 Contractor Use Apreement. Customer agrees that if it desires to allow a Third Party Contractor to do any of the following:

(a) make use of the Software configuration tools, Software administrative tools or any of the Software’s application programming
interfaces (“APIs");

(b) meke use of any training materials or attend any training courses, either online or in person, in either case related to the Software;,
or

(c) access any of Hyland’s secure websites {(including, but not limited to, users.onbase.com, leamonbase.com, training.onbase.com,
demo.onbase.com, and Hyland.com/Community), either through Third Party Contractor’s use of Customer’s own log-in credentials or through
credentials received directly or indirectly by Third Party Contractor,

v

then, Customer must cause such Third Party Contractor to execute a use agreement in a form available for download at Hyland's Community website
(“Contractor Usc Agreement”). Customer understands and agrees that: {x) Customer may not allow a Third Party Contractor to do any of the foregoing
if such Third Party Contractor has not signed a Contractor Use Agreement, and (y) Third Party Contractors may use the Softwar€ only in compliance
with the terms of this Agreement, and (z) Customer is responsible for such compliance by all Third Party Contractors that do not execute a Contractor
Use Agreement.

1.9 No High Risk Use. The Software is not fault-tolerant and is not guaranteed to be error free or to operate uninterrupted. The Software is not
designed or intended for use in any situation where failure or fault of any kind of the Software could lead to death or serious bodily injury to any person,
or 1o severe physical or environmental damage (“High Risk Use”). Customer is not licensed to use the Software in, or in conjunction with, High Risk
Use. High Risk Usc is STRICTLY PROHIBITED. High Risk Use includes, for example, the following: aircrafi or other modes of human mass
transportation, nuclear or chemical facilities, life support systems, implantable medical equipment, motor vehicles, or weaponry systems. High Risk
Use does not include utilization of the Software for administrative purposes, to store configuration data, engineering and/or configuration tools, or other
non-control applications, the failure of which would not result in death, personal injury, or severe physical or environmental damage. These non-
controlling applications may communicate with the applications that perform the control, but must nof be directly or indirectly responsible for the
control function. Customer agrees not to use, distribute or sublicense the use of the Sofiware in, or in connection with, any High Risk Use.
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1.10 Audit Rights. Upon reasonable notice to Customer, Hyland shall be permitted access to audit Customer’s use of the Software solely in order
to determine Customer’s compliance with the licensing and pricing terms this Agreement. Customer shall reasonably cooperate with Hyland with
respect to its performance of such audit. Customer acknowledges and agrees that Customer is prohibited from publishing the results of any benchmark
test using the Software to any third party without Hyland’s prior written approval, and that Customer has not relied on the future availability of any
programs or services in entering into this Agreement.

1.11 AnyDoc. The optional AccuZip component of the QCR for AnyDoc and AnyDoc EXCHANGEIt Software products contains material
obtained under agreement from the United States Postal Service (USPS) and must be kept current via an update plan provided by Hyland to maintain
Customer's continued right to use. The USPS has contractually required Hyland to include “technology which automatically disables access to outdated
[zip code] products.” This technology disables only the AccuZip compenent and is activated only if AccuZip is not updated on a regular and timely
basis. Hyland regularly updates the zip code list as part of Maintenance and Support for the AccuZip module.

2. U.S. GOVERNMENT END USERS. To the extent applicable, the terms and conditions of this Agreement shall pertain to the U.S.
Government’s use and/or disclosure of the Software and the Work Products, and shali supersede any conflicting contractual terms or conditions. By

accepting the terms of this Agreement and/or the Delivery of the Software, the U.S. Government hereby agrees that the Software qualifies as
“commercial” computer software within the meaning of ALL U.S. federal acquisition regulation(s) applicable to this procurement and that the Software
is developed exclusively at private expense. If this license fails to meet the U.S. Government’s needs or is inconsistent in any respect with U.S. Federal
law, the U.S. Government agrees to return the Software and Work Products to Hyland. In addition to the foregoing, where DFARS is applicable, use,
modification, reproduction, release, display, or disclosure of the Software, Work Products or Documentation by the UL.S. Government is subject solely
to the terms of this Agreement, as stated in DFARS 227.7202, and the terms of this Agreement shall supersede any conflicting contractual term or
conditions.

3. LIMITED WARRANTY FOR SUPPORTED SOFTWARE AND WORK PRODUCTS.
3.1 Supported Software. For a period of sixty (60) days from and including the date a Supported Software module listed in the Initial Purchase

Table Schedule has been Delivered to Customer, and for a period of sixty (60) days from and including the date any other Supported Software module
has been Delivered to Customer, Hyland warrants to Customer that such Supported Software module, when properly installed and properly used, will
function in all material respects as described in the Documentation. The terms of this warranty shall not apply to, and Hyland shall have no liability
for any non-conformity related to: (a) any Retired Software modules; or (b) any Supporied Software module that has been (i) modificd by Customer
or a third party, (ii} used in combination with equipment or software other than that which is consistent with the Documentation, or (iii) misused or
abused.

32 Work Products. For a period of sixty (60} days from and including the date that Hyland has delivered a completed Work Product to Customer,
Hyland warrants to Customer that such Work Product, when properly installed and properly used, will function in all material respects as described in
the Documentation. The terms of this warranty shall not apply to, and Hyland shall have no liability for any non-conformity related to, any Work
Product that has been (a) modified or added to by Customer or a third party, (b) used in combination with equipment or software other than that which
is consistent with the Documentation, or {¢) misused or abused.

33 Remedy. Hyland’s sole obligation, and Customer’s sole and exclusive remedy, for any non-conformities to the express limited warranties
under Sections 3.1 or 3.2 shall be as follows: provided that, within the applicable 60-day period, Customer notifies Hyland in writing of the non-
conformity, Hyland will either (&) repair or replace the non-conforming Supported Software module or Work Product, which may include the delivery
of a reasonable workaround for the non-conformity; or (b) if Hyland determines that repair or replacement of the Supported Software module or Work
Product is not practicable, then terminate this Agreement with respect to the non-conforming Supported Software module or with respect to the non-
conforming Work Product, in which event, upon compliance by Customer with its obligations under Section 6.2 of this Schedule, Hyland will refund
any portion of the Software license fees and annual maintenance fees paid prior to the time of such termination with respect to such Supported Software
or the services fees paid prior to the time of such termination with respect o the creation and implementation of such Work Product.

34 Maintenance. Upon the expiration of the warranty provided in Section 3.1, and solely for the period, if any, that begins with the expiration
of the warranty provided in Section 3.1 and ends with the commencement of the Initial Maintenance Period, all Errors will be supported in accordance
with the Maintenance Schedule.

4, SOFTWARE LICENSE FEES.

4.1 Initial Software Licensed, On or after the Effective Date, Hyland shall invoice Customer for the Software license fees specified in the Initial
Purchase Table Schedule. Customer shall pay such invoice in full in accordance with the General Terms.

4.2 Follow-on Purchases of Licenscs of Software, Software license fees for follow-on purchases of licenses of Sofiware shall be determined at

Hyland’s retail list prices in effect at the time Customer submits its applicable purchase orders, or at such other prices as the parties may mutually agree
upon. Hyland shall invoice Customer for such Software license fees on or after Hyland's acceptance of Customer's applicable purchase orders.
Customer shall pay such invoices in full in accordance with the General Terms.

5. RESERVED.
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6. TERMINATION.
6.1 By Customer. Customer or Hyland may terminate this Software License Schedule - Perpetual pursuant to Section 1.2 of the General Terms.

6.2 Effects of Termination. Upon any termination of this Software License Schedule - Perpetual in its entirety, any license to use the Software
and Work Products will automatically terminate without other or further action on the part of any party; and Customer shall immediately: (a} discontinue
any and all usc of the Software, Work Products and Documentation; and (b) either (1) return the Software, Work Products and Documentation to
Hyland, or (2) with the prior permission of Hyland, destroy the Software, Work Products and Documentation and certify in writing to Hyland that
Customer has completed such destruction.
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EXHIBIT E

MAINTENANCE SCHEDULE
(Maintenance and Support for Supported Software; Perpetual)

All capitalized terms not defined in this Schedule shall have the meaning ascribed them in the General Terms.
1. MAINTENANCE AND SUPPORT TERMS.
1.1 Technical Support Services. Hyland will provide telephone or online technical support related to problems reported by Customer and

associated with the operation of any Supported Software, including assistance and advice related to the operation of the Supported Software. Technical
Support Services are not available for Retired Software.

1.2 Error Correction Services. With respect to any Errors in the Supported Software which are reported by Customer and which are confirmed
by Hyland, in the exercise of ils reasonable judgment, Hyland will use its reasonable efforts to correct the Error which may be effected by a reasonable
workargund, Hyland shall promptly commence te confirm any reported Errors after receipt of a proper report of such suspected Error from Customer.
Hyland may elect to correct the Error in the current available or in the next available commercially released version of the Supported Sofiware and the
Resolution may require the Customer to lmplcmcnt an Upgrade and Enhancement in order to obtain the correction. Error Correction Services are not
available for Retired Software,

1.3 Reporting Pdlicics and Procedures Applicable to Technical Support Services and Error Correction Services. In requesting Maintenance and
Support services, Customer will report through Hyland's secure end user website the details of which will be separately provided to Customer through

- the assigned technical support team. In the case of reporting an Error, Customer will provide Hyland with as much information and access to systems

as reasonably possible to enable Hyland to investigate and attempt to identify and verify the Error. Customer will work with Hyland support personnel
" during the problem isolation process, as reasonably needed. Customer will notify Hyland of any configuration changes, such as network
installation/expansion, Software upgrades, relocations, etc.

1.4 Upgrades and Enhancements. Hyland will provide, in accordance with Hyland's then current policics, as set forth from time to time on
Hyland’s secure end user web site (currently www.hyland.com/community), all Upgrades and Enhancements, if and when released during the term of
this Maintenance Schedule. Upgrades and Enhancements are not available for Retired Sofiware,

1.5 Oun-line Access. Customer acknowledges and agrees that Hyland may require on-line access to the Supported Software installed on
Customer’s systems in order to provide Maintenance and Support. Accordingly, Customer shall install and maintain means of communication and the
appropriate communications software as mutually agreed upon by Hyland and Customer and an adequate connection with Hyland to facilitate Hyland's
on-line Maintenance and Support. Such right of access and use shall be provided at no cost or charge to Hyland.

1.6 Test Systems Support. In the event Customer has a license to use a Test System (licensed pursuant to a Sofiware License Schedule - Perpetual,
or the applicable provision of a click-through or End User License Agreement) for the purposes of testing an Upgrade or Enhancement of the Software
prior to implementing the same in Customer’s preduction environment, then Customer may contact Hyland for the provision of Maintenance and
Support as described in this Maintenance Schedule.

2, EXCLUSIONS.
2.1 Generally. Hyland is not responsible for providing, or abligated to provide, Maintenance and Support under this Agreement: (a) in connection

with any Errors or problems that result in whole or in part from any alteration, revision, change, enhancement or modification of any nature of the
Software, or from any error or defect in any configuration of the Software, which activities in any such case were undertaken by any party other than
Hyland; (b) in connection with any Error if Hyland has previously provided corrections for such Error which Customer fails to implement; {c) in
connection with any Errors or problems that have been caused by errors, defects, problems, alterations, revisions, changes, enhancements or
modifications in the database, operating system, third party software (other than third party software embedded in the Software by Hyland), hardware
or any system or networking utilized by Customer; (d) if the Sofiware or related software or systems have been subjected to abuse, misuse, improper
handling, accident or neglect; or (e) if any party other than Hyland, or an authorized subcontractor specifically selected by Hyland, has provided any
services in the nature of Maintenance and Suppont to Customer with respect to the Software. Maintenance and Support does not include any services
that Hyland may provide in connection with assisling or completing an upgrade of Supported Software with any available Upgrade and Enhancement.

2.2 Work Products. Maintenance and Support is not provided for any Work Products; however, if Customer desires Maintenance and Support
regarding the operation or use of Work Products, Customer may request such Maintenance and Support and the parties may agree 1o enter into a
Services Proposal for such Maintenance and Support in accordance with an applicable Professional Services Schedule.

23 Excluded Software and Hardware. This Schedule does not govern, and Hyland shall not be responsible for, the maintenance or support of
any software other than Supported Software, or for any hardware or equipment of any kind or nature, whether or not obtained by Customer from
Hyland.

3. CERTAIN OTHER RESPONSIBILITIES OF CUSTOMER.
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3.1 Operation of the Software and Related Systems. Customer acknowledges and agrees that it is solely responsible for the operation, supervision,
configuration, management and control of the Software and all related hardware and software (including the database software). Customer is solely
responsible for obtaining or providing training for its personnel; and for instituting appropriate security procedures and implementing reasonzble
procedures to examine and verify all output before use.

2 Access to Premises and Svystems. Customer shall make available reasonable access to and use of Customer’s premises, computer hardware,
petipherals, Software and other software as Hyland deems necessary to diagnose and correct any Errors or to otherwise provide Maintenance and
Support Services. Such right of access and use shall be provided at no cost or charge 1o Hyland.

4. MAINTENANCE PERIODS; RENEWAL AND NON-RENEWAL; REINSTATEMENT; FEES.
4.1 Generally. The first period of this Maintenance Schedule shall be the Initial Maintenance Period. This Maintenance Schedule may be

renewed for any additional periods only by mutual agreement of the parties on an annual basis. With respect to any renewal maintenance period,
mutual agreement may be evidenced by Hyland’s invoicing of annual maintenance fees for such renewal maintenance period and Customer’s timely
payment of such annual maintenance fees. Notwithstanding anything to the contrary, the term of this Maintenance Schedule shall immediatety
terminate at the time the version of the Supported Sofiware licensed by Customer and in use in its production environment becomes Retired Software.

42 Reinstatement. In the event of the termination of Maintenance and Support under this Maintenance Schedule either by Customer’s decision
not to renew or by the Supported Software becoming Retired Sofiware, Customer may during the term of this Agreement afier the effective date of
such termination elect to reinstate the term of this Maintenance Schedule in accordance with this paragraph. To obtain reinstatcment, Customer shall;
(a) deliver written notice to such effect to Hyland; (b) pay to Hyland (i) annual maintenance fees for all maintenance periods which would have elapsed
from the effective dale of such termination through the effective datc of such reinstatement; and (2) an amount equal io one hundred percent (100%)
of the annual maintenance fees for the rencwal period of such Maintenance Schedule commencing on the effective date of such reinstatement; and (c)
il the Supported Software has become Retired Software, upgrade to the latest released version of the Software which is Supported Software. Any
reinstatement under this paragraph shall be effective as of the first business day after Hyland has received the notice of reinstatement and all payments
required to be made hereunder in connection with such reinstatement. The renewal maintenance period commencing with the effective date of such
reinstatement shall be for a period ending on the first annual anniversary of such effective date; and thercafler this Maintenance Schedule shalt be
renewed for an additional maintenance period as described in paragraph 4.1 above. Any reinstatement specified in this paragraph 4.2 is subject to
governmenta) approval, including but not limited to Governor and Executive Council approval.

43 lnitial Maintenance Perjod. On or after the Effective Date, Hyland shall invoice Customer for the annual maintenance fees for the Initial
Maintenance Peried. Customer shall pay such invoice in full on or before the commencement of the Initial Maintenance Period.

4.4 Eirst Maintenance Period for Add-on Software. The first maintenance period related to Supported Software modules for which Customer

purchases licenses under a Software License Schedule afier the Effective Date of such Software License Schedule shall begin upon Delivery of such
additional Software. Annual maintenance fees for the first maintenance period applicable 10 such Software shall be determined at Hyland's retail list
prices in effect at the time Customer submits its applicable purchase orders, or at such other prices as the parties may mutually agree upon, Hyland
shall invoice Customer for the annual maintenance fees for the first maintenance period applicable to such Software promptly upon Hyland’s acceptance
of Customer’s purchase order for the purchase of Maintenance and Suppont for such Software. Customer shall pay such invoices in full in accordance
with the General Terms.

4.5 Subsequent Maintenance Periods. Customer shall pay annual maintenance fees for ali renewal maintenance periods after the first maintenance
period applicable o a particular Supported Software modute. Hyland shall invoice Customer for the annual maintenance fees for each renewal

maintenance period at least forty-five (45) days prior to the end of the then-current maintenance period. Customer shall pay each undisputed invoice in
full on or prior to the first day of the renewal maintenance period to which such invoice relates.

5. TERMINATION.
5.1 By Customer. Customer may elect not to renew Maintenance and Support under this Schedule as described in Section 4.1 of this Schedule.
5.2 Termination for Breach. In the event that Customer terminates this Schedule or the entire Agreement under Section 1.2.2 of the General

Terms, then Customer shall be entitled to 2 pro rata refund of annual maintenance fees that Customer has actually paid for the remainder of the
maintenance period which terminates as a result of such termination (the “unused portion of annual maintenance fees”).
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EXHIBIT F

STIN HEDULE

All capitalized terms not defined in this Schedule shall have the meaning ascribed them in the General Terms.
1. HOSTING SERVICES

1.1 Hosting. Hyland will host the Hosted Solution, including providing to Customer the Standard Hosting Services and any Optional Hosting
Services which are part of the Hosted Solution, subject to and in accordance with the terms of the Process Manual and Service Class Manual. The
initial Service Class purchased by Customer is set forth in the Initial Purchase Table Schedute. Customer may upgrade the Service Class at any time,
but may downgrade such Service Class only afier the expiration of the Initial Term (as defined below) of this Hosting Schedule. In the event Customer
clects to downgrade such Service Class, such downgrade will not be effective until the beginning of the next renewal of this Hosting Schedule. To
modify a Service Class selection, Customer must submit a purchase order indicating the new Service Class.

1.2 Process Manual. Prior to or on the Effective Date, Hyland has delivered a then-current copy of the Process Manual to Customer. Afler the
Effective Date, Hyland will have the right to modify the Process Manual (including the right to issue an entirely restated Process Manual) from time to
time. The modifications or the revised Process Manual will be effective thirty (30) days after Hyland provides written notice to Customer informing
Customer of Hyland’s posting of such modifications or revisions on the website identified in such notice. [fthe changes to the Process Manual materially
adversely affect the services provided to Custemer under the Process Manual, Customer may terminate this Agreement by wrilten notice delivered to
Hyland within 30 days of Customer’s receipt of such notice from Hyland. Such termination shall be effective thirty (30) days after Hyland’s reccipt
of Customer’s written notice.

1.3 Service Class Manual. Prior to or on the Effective Date, Hyland has delivered a then-current copy of the Service Class Manual to Customner.
After the Effective Date, Hyland will have the right to modify the Service Class Manual (including the right to issue an entirely restated Service Class
Manual) from time to time. The modifications or the revised Service Class Manual will be effective thirty (30) days after Hyland provides written
notice to Customer informing Customer of Hyland’s posting of such modifications or revisions on the website identified in such notice.
Notwithstanding the foregoing no modifications of the Service Class Manual relating to Customer’s then-current Service Class will be effective until
the next rencwal of this Hosting Schedule.

1.4 Return of Customer Data and Deletion. Upon termination or expiration of this Hosting Schedule for any reason:

{(a) Upon written request by Customer 1o Hyland sent to hylandcontracis@hyland.com made within thirty (30) days after the effective
date of any such termination or expiration for the return of Customer Data (“Notice of Return of Customer Data™), Hyland will either: (1) return
Customer Data to Customer by providing to Customer the Customer Data on one (1) or more encrypied hard drives or other similar media and an export
file containing the relevant keyword values and related file locations for the Customer Data or (2) make available to Customer the Customer Data for
extraction via SFTP. Hyland will work with Customer on determining the extraction method most suitable to meet Customer's requirements. Customer
shall be invoiced an amount determined by Hyland based on Hyland's then current list price as consideration for such return of Customer Data, or such
other amount as mutually agreed upen by the parties. Customer acknowledges and agrees that thirty (30) days afier Hyland has sent or made available
10 Customer the Customer Data, Hyland shall have no obligation to maintain or provide any Customer Data and shall thereafier, unless legally
prohibited, delete all such Customer Data from all of Hyland's datacenters, including all backup copies.

(b) Upon written request by Customer to Hyland sent to hylandcontracts@hyland.com made within thirty (30} days after the effective
date of any such termination or expiration for the deletion of Customer Data (“Notice of Deletion of Customer Data™), Hyland will have no obligation
lo maintgin or provide any Customer Data and shall thereafler, unless legally prohibited, delete all Customer Data from all of Hyland’s datacenters,
including all backup copies.

(c) If Customer does not provide the Notice of Return of Customer Data or the Notice of Deletion of Customer Data in accordance
with paragraph (a) or (b) above, Customer acknowledges and agrees that thirty (30) days afier any termination or expiration of this Agreement, Hyland
will have no obligation to maintain or provide any Customer Data and shall thereafier, unless legally prohibited, delete all Customer Data from all of
Hyland’s datacenters, including all backup copies.

1.5 Data Location. Hyland shall initially store Customer Data at the data center location identified in the Initial Purchase Table Schedule. Hyland
may, at its expense, change the location of the Customer Data to another data center; provided that Hyland provides at least sixty (60) days prior written
notice to Customer, informing Customer of the new location to be used for storing the Customer Data. If Customer objects to the new location proposed
by Hyland, Customer may terminate this Hosting Schedule by providing written notice to Hyland within thirty (30} days of the date of Hyland’s notice
to Customer regarding the change of location. Such termination shall be effective thirty (30) days after such written notice. Notwithstanding anything
to the contrary, the Data Location shall be located within the United States of America.

1.6 Customer Relocation of Software. During the term of this Hosting Schedule and upon termination or expiration of this Hosting Schedule,
Customer will have the right to relocate the Software to servers owned or used by Customer at a facility operated by Customer.
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1.7 Security, During the term of this Hosting Schedule, Hyland shall maintain a security program which shall conform to the Security
Attachment, attached hereto as Attachment B. In the event that any terms in the Security Attachment conflict with any terms in the Process Manual,
the Security Attachment shall control.

2. HOSTED SOLUTION SUPPORT. In addition to the Maintenance and Support services that Hyland may provide in accordance with the
terms of a Maintenance Schedule or Software License and Maintenance Schedule - Subscription, Hyland also agrees to provide maintenance and
technical support for the Hosted Solution as described below.

2.1 Technical Support. Hyland will provide telephone or online technical support related to problems reported by Customer and related to the
operation of the Network, the Third Party Software or the Host Web Site.

2.2 Network, Third Party Software or Host Web Site Defects. With respect to any defects (non-conformity to manufacturer’s provided user
documentation) in the Network, Third Party Software or Host Web Site which are properly reported by Customer and which are confirmed by Hyland

or its suppliers, in the exercise of their reasonable judgment, Hyland shall use reasonable efforts to repair the defective component so as to correct the
defect, or replace the defective component with a replacement component providing substantially similar functionality. Hyland shall undertake to
confirm any reported defects in the Network, Third Party Software or Host Web Site promptly after receipt of proper notice from Customer, in
accordance with Myland's then-current Error reporting procedures.

23 Exclusions. Hyland is not respensible for providing, or obligated to provide, Hosted Solution Support under this Agreement:

(a) in connection with any Errors, defects or problems that result in whole or in part from any alteration, revision, change, enhancement
or modification of any nature of any Third Party Software, any components of the Network or the Host Web Site, or from any error or defect in any
configuration of any component of the Hosted Solution, which activities in any such case were undertaken by any party other than Hyland;

(b) in connection with any Error in the Software or defect or probtem in any other component of the Hosted Solution if Hyland has
previously provided corrections for such Error or defect which Customer fails to implement;

(c) in connection with any Errors, defects or problems which have been caused by errors, defects, problems, alterations, revisions,
changes, enhancements or modifications in any software, hardware or system or networking which is not a part of the Hosted Solution;

(d) if the Hosted Solution has been subjected to abuse, misuse, improper handling, accident or neglect; or

(¢) if any party other than Hyland, or an authorized subcontractor specifically selected by Hyland, has provided any services in the
nature of Hosted Solution Support to Customer with respect to the Hosted Solution.

2.4 1a ads : : SN ; : . Hyland may update or upgrade the build or version of the
Sofiware used in the Hosted Solution from umc to time at Hyland 5 cxpcnsc Hyland nlso may change, replace, update or upgrade the hardware or
other sofiware components of the Hosted Solution from time to time. Customer agrees to coliaborate with Hyland and assist Hyland in connection
with the completion of installation and testing of any update or upgrade of the Software.

3. LICENSE OF THIRD PARTY SOFTWARE.

3.1 Limited License. Hytand grants to Customer a revocable, non-exclusive, non-assignable, limited license to use the Third Party Software, in
machine-readable object code form only, for the term of this Hosting Schedule. Customer may use the Third Party Software only as part of the Hosted
Solution, solely for use by Customer imemally, and only for capturing, storing, processing and accessing Customer’s own data. The Third Party
Software is licensed for use by a single organization and may not be used for processing of third-party data as & service burcau, application service
provider or otherwise. Customer shall not make any use of the Third Party Sofiware in any manner not expressly permitted by this Hosting Schedule.

32 Access to Customer Data. Customer acknowledges that the licenses granted herein are limited to the right of concurrent access to the
Customer Data via teleccommunications equipment by web browser or Software application to the Host Web Site.

33 Environments. Customer shall be entitled to use one (1) production copy of the Third Party Software. Further, Customer may purchase
limited access to a User Testing Environment or User Testing Lite Environment, or both. HYLAND AND ITS SUPPLIERS MAKE NO
REPRESENTATIONS OR WARRANTIES WITH RESPECT TO THE USER TESTING ENVIRONMENT, USER TESTING LITE
ENVIRONMENT OR THE SOFTWARE, THIRD PARTY SOFTWARE, OR WORK PRODUCTS PROVIDED THEREIN AND THEY ARE
PROVIDED “AS 1S.” Notwithstanding the foregoing Hyland agrees that the security measures described in the Process Manual section entitled
“Security” are also applied to the User Testing Environment and User Testing Lite Environment. Hyland reserves the right to further define the
permitted use(s) and/or restrict the use(s) of the User Testing Environment and User Testing Lite Environment. If, at any time, Customer is not satisfied
with the User Testing Environment or User Testing Lite Environment, Customer’s sole and exclusive remedy shall be to stop using the User Testing
Environment or User Testing Lite Environment. Customer shall not make or use any additional copies of the Third Party Software.

4, PRICES, INVOICING AND PAYMENT.
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4.1 Initial Setup Fees. Hyland will invoice Customer for Initial Setup Fees in the amount set forth in the Pricing and Payment Schedule as
specified in Exhibit C promptly following the Effective Date. Hyland will invoice Customer for Initial Setup Fees upon each additional purchase of
Software under the Agreement upon acceptance of Customer’s purchase order for such Software. Each such invoice shall be due and payable in
accordance with the General Terms.

42 Hosting Fees. Customer shall pay Hosting Fees to Hyland for the Hosted Solution licensed hereunder in such amounts as specified in Exhibit
C,; provided, that during the Initial Term, Customer shall pay Hosting Fees to Hyland for the Hosted Solution as initially composed in accordance with
the Initial Purchase Tabte Schedule. Hyland will invoice Customer on or afier the Effective Date for Hosting Fees for the first year of the Initial Term.
Such invoice shall be due and payable by Customer to Hyland in accordance with the General Terms, For any subsequent years, Hyland will invoice
Customer for Hosting Fees at least sixty (60) days prior to the end of such year, and such invoices shall be due and payable by Customer to Hyland on
or before the beginning of the next year. In the event Customer licenses additional Software modules under the applicable Schedule, Hyland will
invoice Customer for Hosting Fees for such additional Software modules on a prorated basis, upon Hyland’s acceptance of the purchase order for such
additional Software modules. Such invoice shall be due and payable by Customer to Hyland in accordance with the General Terms. Thereafter, Hosting
Fees relating to such additional Software shall be included in the subsequent invoices issued with respect to the existing licensed Software.

4.3 Consumptign Fees. Hyland will invoice Customer for any Consumption Fees, monthly in arrears, promptly upon the end of the month to
which such Consumption Fees relate. Consumption Fees will be due for a month if at any time during such month the amount of Customer Data stored
in the Hosted Solution exceeds Customer’s then-current dsta storage allocation.

4.4 Other Fees. If Customer procures and Hyland provides any other services or deliverables in connection with the Hosted Solution that are not
covered by the fees and charges described in Sections 4.1 through 4.3 above, Hyland will invoice Customer for such other fees or charges based upon
the pricing that the parties have mutually agreed upon in connection with such other services or deliverables

5. OWNERSHIP OF HOSTED SOLUTION COMPONENTS. Hyland and its suppliers own the Third Party Software, any and all computer
hardware and telecommunications or other equipment and computer software, including the Host Web Site and the Network, and including, without
limitation, any and all worldwide copyrights, patents, trade secrets, trademarks and proprietary and confidential information rights in or associated with
the companents of the Hosted Solution. The Third Party Software and other software components of the Hosted Solution are protected by copyright
laws and international copyright treatics, as well as other intellectual property laws and treaties. No ownership rights in the Third Party Software, Hast
Web Site, Network or other hardware or software components of the Hosted Solution are transferred to Customer. Customer agrees that nothing in
this Hosting Schedule or associated documents gives it any right, title or interest in or to any of the foregoing, except for the limited express rights
granted in this Hosting Schedule. THIS HOSTING SCHEDULE IS NOT A WORK-FOR-HIRE AGREEMENT. At no time will Customer file or
obtain any lien or security interest in or on any components of the Hosted Solution.

6.  CERTAIN RESPONSIBILITIES AND OBLIGATIONS OF CUSTOMER.
6.1 Customer Responsibilities. In connection with the relationship established between Customer and Hyland under this Hosting Schedule:

(a) except as otherwise expressly permitted under the terms of this Hosting Schedule, Customer will not permit or authorize any person,
legal entity, or other third party to use the Hosted Solution; and

{b} Customer will comply with Hyland's Acceptable Use Policy, as in effect from time 1o time, a copy of the current form of which is
attached hereto as Attachment A.

6.2 Export. Regardless of any disclosure made by Customer to Hyland of an ultimate destination of any components of the Hosted Solution, or
related documentstion, Customer agrees not to export either directly or indirectly any of the foregoing without first obtaining a license from the United
States Government to export or re-export such components or related documentation, as may be required, and to comply with United States Government
export regulations, as applicable. Customer agrees that it will not export or re-export any components of the Hosted Solution or related documentation
to a country that is subject to a U.S. embargo (such embargoed countries include, but are not limited to, Cuba, Iran, Iraq, North Korea, Burma
(Myanmar), Sudan and Syria) under the U.S. Department of Commerce Export Administration Regulations and U.S. Department of State International
Traffic in Arms Regulations. Customer will not export or re-cxport any components of the Hosted Solution (or any related documentation) to any
prohibited person or entity in viclation of U.S. export laws as described above (for more information  visit:
hitp://www.bis.doc.gov/icomplianceandenforcement/liststocheck.htm). Customer shall not use the Hosted Solution (or any related documentation) for
any prohibited end uses under applicabte United States laws and regulations, including but not limited to, any application related to, or purposes
associated with, nuclear, chemical or biological warfare, missile technology (including unmanned air vehicles), mititary application or any other use
prohibited or restricted under the U.S. Export Administration Regulations (EAR) or any other relevant laws, rules or regulations of the United States
of America.

6.3 No High Risk Use. The “No High Risk Use” prohibition provided in the Software License Schedule - Perpetual or Software License and
Maintenance Schedule — Subscription shali apply to the Hosted Solution.

6.4 Customer Intemnet Connection. Customer is responsible for obtaining and maintaining all software, hardware (including without limitation
network systems), telephonic or other communicatiens circuits, and Internet Service Provider relationships that are necessary or appropriate for
Customer to properly access and use the Hosted Solution. Hyland shall have no responsibility or ligbility under this Hosting Schedule for any
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unavailability or failure of, or nonconformity or defect in, the Hosted Solution that is caused by or related in any manner o any failure of Customer to
obtain and maintain all such software, hardware, equipment and relationships.

7. CERTAIN EFFECTS OF TERMINATION.
7.1 Termination. Ef, in the reasonable opinion of Customer or Hyland, the compliance by either party with the terms of this Hosting Schedule

will be in violation of any law or regulation implemented or modified after the commencement of Hosting Services provided pursuant to this Hosting
Schedule, Customer or Hyland, as the casec may be, may terminate this Hosting Schedule upon thirty (30) days written notice to the other party.

7.2 Certain Effects of Termination. Immediately upon any termination or expiration of this Schedule, Customer shall cease any and all uses of
the Hosted Solution. Hyland shall refund the unused portion of annual Hosting fees.

8. COMPLIANCE WITH LAWS AND INDEMNIFICATION.

8.1 Compliance with Laws. Subject to Section 7 above, Hyland agrees to comply in all respects with all applicable laws in performing services
under this Agreement.

8.2 Indemnification. This Section 8.2 supersedes any indemnification provision provided in a Software License Schedule or Software Licensc
and Maintenance Schedule - Subscription. Hyland agrees te indemnify Customer against all liability and expense, including reasonable attorneys® fees,
arising from or in connection with any third party claim, action or proceeding instituted against Customer based upon any infringement or
misappropriation by the Hosted Solution, Software and/or Work Products of any patent, registered copyright or registered trademark of a third party,
provided that Hyland: (a) is notified promptly afler Customer receives notice of such claim; (b} is in charge of the defense of and any settlement
negotiations with respect to such claim, provided, that Hyland will not settle any such claim without the prior written consent of Customer if such
settlement contains a stipulation to or edmission or acknowledgement of any liability or wrongdoing on the part of or otherwise requires payment by
Customer; (c) receives Customer's reasonable cooperation in the defense or settlement of such claim; and (d) has the right, upon cither the occurrence
of or the likelihood of the occurrence of a finding of infringement or misappropriation, either to procure for Customer the right to continue use of the
Hosted Solution, Software and/or Work Products, or to replace the relevant portions of the Hosted Solution, Software and/or Work Products with other
equivalent, non-infringing portions. If Hyland is unable to accomplish either of the options set forth in the preceding sentence, Hyland shall terminate
this Agrecment upon thirty (30) days advance written notice to Customer and refund to Customer any Hosting Fees and Subscriptions Fees paid.
Notwithstanding anything to the contrary, Hyland shall have no obligation to Customer to defend or satisfy any claims made against Customer to the
exient that such claims arise from: (w) any Customer Data; (x) use of the Hosted Solution other than as expressly permitted by this Agreement (except
as provided in Exhibit A and paregraph 8.1 of Exhibit F above); (y) the combination of the Hosted Solution or any component thereof with any product
not furnished by Hyland or expressly approved by Hyland; or (z) the modification or addition of any component of the Hosted Solution, other than by
Hyland or any of its authorized resellers specifically retained by Hyland to provide such modification or addition. THIS SECTION 8.2 STATES
HYLAND'S ENTIRE LIABILITY AND THE SOLE AND EXCLUSIVE REMEDY OF CUSTOMER WITH RESPECT TO ANY ALLEGED
INFRINGEMENT OR MISAPPROPRIATION OF INTELLECTUAL PROPERTY BY THE HOSTED SOLUTION OR ANY COMPONENT
THEREQF,

9. CUSTOMER LIMITED WARRANTY.

Limited Warranty. Customer represents and warrants to Hyland that: (a) Customer is the legal custodian of the Customer Data and it has the right and
authority to use the Hosted Solution in connection with all Customer Data and other materials hereunder; (b) Customer will use reasonable efforts to
ensure that any Customer Data submitted to Hyland via electronic media will be free of viruses; and (c) anyone submitting Customer Data to Hyland
for use in connection with the Hosted Solution or Professional Services has the legal authority to do so, cither through ownership of the Customer Data
or by obtaining appropriate authorizations thercfor, and that submission of Customer Data does not violate any contracts, agreements, or any applicable
law. Customer is responsible for all Customer Data that is submitted to Hyland for use in connection with the Hosted Selution or Professional Services.
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ATTACHMENT A
HOSTING SQHE:I[)%LE (EXHIBIT F)
ACCEPTABLE USE POLICY FOR HOSTING
1. INTRODUCTION.
This Acceptable Use Policy (this “AUP™) applics to all persons and entities {collectively referred to hercin as “User'”) who use the services and sofiware
products provided by Hyland Software, Inc. (“Hyland™) in connection with Hyland’s hosting of one or more hosted solutions (collectively referred to

herein as “Hosted Solutions™). This AUP is designed to protect the security, integrity, reliability and privacy of Hyland's network and the Hosted
Selutions Hyland hosts for its hosting customers.

User’s usc of the Hosted Solution constitutes User’s acceptance of the terms and conditions of this AUP in effect at the time of such use. Hyland
reserves the right to medify this policy at any time cffective immediately upon Hyland’s posting of the modification or revised AUP on Hyland's
website: https://www. hyland.com/community.

2, USER OBLIGATIONS.

2.1 Misuse. User is responsible for any misuse of a Hosted Sclution, Therefore, User must take all reasonable precautions to protect access and
use of any Hosted Solution that it uses.

2.2 Restrictions on Use. User shall not use a Hosted Solution in any manner in violation of applicable law including, but not limited to, by:

(a) infringing or misappropriating intellectual property rights, including copyrights, trademarks, service marks, soflware, patents and
trade secrets;
(b) Engaging in the promotion, sale, production, fulfillment or delivery of illegal drugs, illegal gambling, obscenc materials or other

products and services prohibited by law, Similarly, soliciting illegal activities is prohibited even if such activities are not actually performed;
{c) Displaying, transmitting, storing or making available child pornography materials;

(d) Transmitting, distributing or storing any material that is unlawful, including encryption software in violation of U.S. export control
laws, or that presents a material risk of civil liability to Hyland,

(e) Displaying, transmitting, storing or publishing information that constitutes libel, slander, defamation, harassment, obscenity, or
otherwise violates the privacy or personal rights of any person; ‘

N Displaying or transmitting obscene, threatening, abusive or harassing messages; or
(g} * Promoting, offering or implementing fraudulent financial schemes including pyramids, itlegitimate funds transfers and charges to
credit cards.

23 Prohibited Acts. User shall not use & Hosted Solution to engage in any of the following:

(a) Interfering with, gaining unauthorized access to or otherwise violating the security of Hyland's or another party's server, network,
personal computer, network access or control devices, software or data, or other system, or to attempt to do any of the foregoing, including, but not
limited to, use in the development, distribution or execution of Internet viruses, worms, denial of service attacks, network flooding or other malicious
activities intended to disrupt computer services or destroy data;

(b) Interfering with Hyland’s network or the use and enjoyment of Hosted Solutions received by other authorized Users;
(c) Promoting or distributing software, services or address lists that have the purpose of facilitating spam;
(d) Providing false or misleading information in message headers or other content, using non-existent domain names or deceptive

addressing, or hiding or obscuring information identifying a message's point of origin or transmission path;

(¢} Violating personal privacy rights, except as permitted by law;
(N Sending and collecting responses to spam, unsolicited electronic messages or chain mail; and
(g) Engaging in any activities that Hyland believes, in its sole discretion, might be harmful to Hyland's operations, public image or
reputation.
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3. ENFORCEMENT. 1f a User violates this AUP, Hyland may, depending on the nature and severity of the violation, suspend the hosting of
any Hosted Sotution that such User accesses for so long as necessary for steps to be taken that, in Hyland's reasonable judgment, will prevent the
violation from continuing or reoccurring.

4, NOTICE. Unless prohibited by law, Hyland shall provide User with written notice via e-mail or otherwise of a violation of this AUP so that
such violation may be corrected without impact on the hosting of Hosted Solutions; Hyland shall also provide User with a deadline for User to come
into compliance with this AUP. Hyland reserves the right, however, to act immediately and without notice to suspend the hosting of Hosted Solutions
in response to a court order or government notice that cerlain conduct of User must be stopped or when Hyland reasonably determines: (1) that it may
be exposed to sanction, civil ligbility or prosecution; (2) that such violation may cause harm to or interfere with the integrity or normal operations or
security of Hyland's network or networks with which Hyland is interconnected or interfere with another of Hyland's customer’s use of Hyland services
or software products, or (3) that such violation otherwise presents imminent risk of harm to Hyland or other of Hyland's customers or their respective
employees. In other situations, Hyland will use reasonable efforts to provide User with at least seven (7) calendar days’ notice before suspending the
hosting of Hosted Solutions. User is responsible for all charges or fees due to Hyland up to the point of suspension by Hyland, pursuant o the agreement
in place between User and Hyland related to such Hosted Solutions.

5. DISCLAIMER. Hyland disciaims any responsibility for damages sustained by User as a result of Hyland’s response to User’s violation of
this AUP. User is solely responsible for the content and messages transmitted or made available by User using a Hosted Solution. By using a Hosted
Solution, User acknowledges that Hyland has no obligation to monitor any activities or content for violations of applicable law or this AUP, but it
reserves the right to do so. Hyland disclaims any responsibility for inappropriate use of a Hosted Solution by User and any liability for any other third
party’s violation of this AUP or applicable law.

6. RESERVED.
7. WAIVER. No failure or delay in exercising or enforcing this pelicy shall constitute a waiver of the policy or of any other right or remedy.
If any provision of this policy is deemed unenforceable due to law or change in law, such a provision shall be disregarded and the balance of the policy

shall remain in effect.

8. QUESTIONS. If you are unsure of whether any contemplated use or action is permitted, please contact Hyland, at 440-788-5000.
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ATTACHMENT B

IO
HOSTING SCHEDULE (EXHIBIT F)

SECURITY ATTACHMENT

Intreduction: Hyland’s Global Cloud Services division (“GCS™) maintains and manages a comprehensive written security program designed to protect:
(a) the security and integrity of Customer Data; (b) against threats and hazards that may negatively impact Customer Data; and (c) against unauthorized
access to Customer Data. Hyland's security program includes the following:

I. Risk Management
a. Conducting an annual risk assessment designed to identify threats and vulnerabilities in the administrative, physical, legal,
tegulatory, and technical safeguards used to protect GCS, GCS critical access, and the Hosted Solution environment.
b. Maintaining a documented risk remediation process to assign ownership of identified risks, establish remediation plans and
timeframes, and provide for periodic monitoring of progress.
Il. Information Security Program
a  Maintaining a8 documented comprehensive information security program. This program will include policies and procedures
aligning with industry best practices, including ISO 27001/27002.
b. Such information security program shall include, as applicable: (i) adequate physical security of all premises in which Customer
Data will be processed and/or stored; (ii) reasonable precautions taken with respect to Hyland personnel employment; and (iii) an
appropriate network security program.
¢. These policies will be reviewed and updated by Hyland management annually.

1L Organization of Information Security
8.  Assigning security responsibilities to appropriate Hyland individuals or groups to facilitate protection of the Hosted Solution
environment and associated assels.
b. Establishing information security goals 1o be met.

v. Human Resources Security

a. Hyland employees undergo comprehensive screening during the hiring process. Background checks and reference validation will
be performed to determine whether candidate qualifications are appropriate for the proposed position. Subject to any restrictions
imposed by applicable law and based on jurisdiction, these background checks include criminal background checks, employment
validation, and education verification as applicable.

b. Ensuring all Hyland employees are subject to confidentiality and non-disclosure commitments before access is provisioned to
Hosted Solutions and/or Customer Data.

¢. Ensuring applicable Hyland employees receive securily awareness training designed to provide such employees with information
security knowledge to provide for the security, availability, and confidentiality of Customer Data.

d. Upon Hyland employee separation or change in roles, Hytand shall ensure any Hyland employee access is revoked in a timely
manner and all Hyland assets, both information and physical, are returned.

Y. Asset Management

a.  Maintaining asset and information management policies and procedures. This includes ownership of asscts, an inventory of assets,
classification guidelines, and handling standards pertaining to Hyland assets.

b. Maintaining media handling procedures to ensure media containing Customer Data is encrypted and stored in a secure location
subject to strict physical access controls.

c. When a storage device has reached the end of its useful life, procedures include a decommissioning process that is designed to
prevent Customer Data from being exposed to unauthorized individuals using the techniques recommended by NIST to destroy
data as part of the decommissioning process.

d. If a hardware device is unable to be decommissioned using these procedures, the device will be virtually shredded, degaussed,
purged/wiped, or physically destroyed in accordance with industry-standard practices. Devices used in the administration of the
Customer's Hosted Solution that have been decommissioned will be subjected to these or equally effective standards.

V1. Access Controls

a. Maintaining a logical access policy and corresponding procedures. The logical access procedures will define the request, approval
and access provisioning process for Hyland personnel. The logical access process will restrict Hyland user (local and remote) access
based on Hyland user job function (role/profile based, appropriate access) for applications and databases. Hyland user access
recertification to determine access and privileges will be performed periodically. Procedures for onboarding and off-boarding
Hyland personnel users in a timely manner will be documented. Procedures for Hyland personnel user inactivity threshold leading
to account suspension and removal threshotd will be documented.

b. Limiting access to Customer Data to its personnel who have a need to access Customer Data as a condition to Hyland's performance
of the services under this Agreement. Hyland shall utilize the principle of “least privilege” and the concept of “minimum necessary™

Contractor Initials
Date 2070
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VIIL.

VIIL

IX.

XL

XIiL

XIIIL

when determining the level of access for all Hyland users to Customer Data. Hyland shall require strong passwords subject to
complexity requirements and periodic rotation.

Ensuring strict access controls are in place for Customer Data access by Hyland. Customer administrators control user access, user
permissions, and data retention with respect to the Hosted Solution. In the event Customer elects to medify the use of or turn off
any encryption functionality, Customer does 5o at its own risk. [.

System Boundaries

a.  The systems that compose a functioning Hyland cloud platform for the Hosted Solutions are limited to shared components such as
network devices, servers, and software that are physically installed and operating within Hyland’s Internet-cnabled network
infrastructure. This system boundary also includes the network connectivity, power, physical security, and environmentat services
provided by the third-party provider that owns and operates the data centers in which this network infrastructure is collocated.

b. Hyland is not respensible for any system components that are not within this system boundary, including network devices, network
connectivity, workstations, servers, and software owned and operated by the Customer or other third parties. Hyland may provide
support for these components at its-reasonable discretion.

Encryption

a.  Customer maintains ownership of all Customer Data uploaded to their Hosted Solution through the fult lifecycle period. Customer
Data may be uploaded via SFTP, TLS/SSL, or through a Hyland services AP] over a TLS/SSL. connection to the Hyland cloud
platform, Hyland will configure TLS and/or SSL. certificates.

b. If Customer purchases the applicable encryption services, Customer Data shall be encrypted at rest.

c. In the event Customer elects to modify the use of or turn off encryption, Customer does so at its own risk.

Physical and Environment Security

a.

The hardware components associated with the Hyland cloud platform used for the Hosted Solution are physically located within
data centers that align with TLA-942 Tier 3 or higher. These data centers are owned and operated by providers who have
demonstrated compliance with one or more of the following standards (or a reasonable equivalent): International Organization for
Standardization (“1S0O”) 27001 and/or American Institute of Certified Public Accountants (“AICPA™) Service Organization
Controls (“SOC™) Reports for Services Organizations. These providers provide Internet connectivity, physical security, power, and
environmental systems and services for the Hyland cloud platform used for the Hosted Solution.

An N-tiered architecture is used to support presentation, application, processing, and data services. For enhanced security in the
Hyland cloud platform, technologics such as firewalls, intrusion detection and prevention, and vulnerability management are used.

Operations Security

a.

b.

i

Maintaining documented Hyland cloud operating procedures.

Maintaining change management controls 1o ensure changes to Hosted Solution production systems made by Hyland are properly
authorized and reviewed prior to implementation.

Monitoring usage and capacity levels within the Hyland cloud to adequately and proactively plan for future growth,

Utilizing virus protection software programs and definitions, which are configured to meet common industry standards designed
to protect the Custormer Data and equipment located within the Hyland cloud from virus infections or similar malicious payloads.
Implementing disaster recovery and business continuity procedures. These will include replication of Customer Data 1o a secondary
data center in a geographically disparate location from the primary data center.

Maintaining a system and security logging process to capture critical system logs. These logs shall be maintained for at least six
months and reviewed on a periodic basis.

Maintaining sysiem hardening requirements and configuration standards for servers deployed within the Hyland cloud used for the
Hosted Solution.

Ensuring servers, operating systems, and supporting software used in the Hyland cloud for Hosted Solutions receive all Critical
and High security patches within a timely manner, but in no event more than 90 days after release, subject to the next sentence. [n
the event any such security patch would materially adversely affect the Hosted Solution, then Hyland will use reasonable efforts to
implement compensating controls until a security patch is available that would not materially adversely affect the Hosted Solution.
Conducting Network vulnerability scans on at least a quarterly basis and remediate all critical and high vulnerabiiities identified in
accordance with its patch management procedures.

Conducting Network penctration tests at least annually.

Communications Security

a

Implementing Network security controls to protect information resources within the Hyland cloud. These shall include network
based intrusion detection systems, network segrepgation through use of stateful-inspection firewalls and a semi-trusted zone, and
restricting inbound and outbound traffic to only designated and predefined ports.

Upon implementation and once annually thereafler, Customer may request Hyland limit access to Customer’s Hosted Solution to
a list of pre-defined IP addresses at no additional cost.

Supplier Relationships

a

Maintaining a Vendor Management Program for its critical verdors. This program will ensure critical vendors are evaluated on an
annual basis.

Security Incident
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a. Employing incident response standards that are based upon applicable industry standards, such as 1SO 27001:2013 and National
Institute for Standards and Technology (“NIST”), to maintain the information security components of the Hosted Solution
environment.

b.  Responses to these incidents follow the Hyland documented incident response sequence. This sequence includes the incident
trigger phase, evaluation phase, escalation phase, response phase, recovery phase, de-escalation phase, and post-incident review
phase.

c. If Hyland has determined the Custamer’s Hosted Solution has been negatively impacted by a security or availability incident,
Hyland will deliver a root cause analysis summary. Such notice will not be unreasonably delayed, but will occur afier initial
corrective actions have been taken to contain the security threat or stabilize the Hyland Cloud Platform.

d. The root causc analysis will include the duration of the event, resolution, technical summary, outstanding issues, and follow-up,
including steps Customer needs to take in order to prevent further issues. Solution information including data elements that require
additional confidentiality and security measures (including that of other customers impacted in the event) will not be publicly
disclosed. If Customers need additional details of an incident, a request to the Hyland GCS Support team must be submitted and
handled on a casc by case basis. The release of information process may require an on-site review to protect the confidentiality and
security of the requested information.

e.  Hyland will notify Customer of a Security Incident within 48 hours. A “Security Incident” means a determination by Hyland of
an actual disclosure of unencrypted Customer Data to an unauthorized person or entity.

X, Information Security Aspects of Business Continuity Management

8. Maintaining a business continuity and disaster recovery plan.

b. Reviewing and testing this plan annually.

XV. Audit and Security Testing

a.  Monitoring its compliance with its information security program. This includes periodic internal reviews. Results are shared with
Hyland leadership and deviations tracked through to remediation.

b. Maintaining a periodic external audit program. Aftestations are completed on an annual schedule and as of the Effective Date of
the Agreement utilize the SOC 2 standard. A copy of Hyland's most recent SOC 2 report is available to Customers upon written
request. )

c.  Customer may conduct audits of Hyland's operations that participate in the ongoing delivery and support of the Hosted Solution
purchased by Customer on an ennual basis; provided Customer provides Hyland written notice of its desire to conduct such audit
and the following criteria are met: (a) Hyland and Customer mutually agree upon the timing, scope, and criteria of such audit,
which may include the completion of questionnaires supplied by Customer and guided review of policies, practices, procedures,
Hosted Solution configurations, invoices, or application logs, and (b} Customer agrees to Hyland fees {at Hyland’s standard rates)
for the Professional Services that are required or requested of Hyland in connection with such audit if such audit exceeds 40 hours
of Professional Services rendered by Hyland. Prior to any such audit, any third party engaged by Customer to assist with such audit,
must be cleared by Hyland and enter into a Non-Disclosure Agreement directly with Hyland. If any documentation requested by
Customer cannot be removed from Hyland’s facilities as a result of physical limitations or poticy restrictions, Hyland will allow
Customer’s auditors access to such documentation at Hyland’s corporate headquarters in Ohic and may prohibit any type of copying
or the taking of screen shots, Where necessary, Hyland will provide private and reasonable accommodation at Hyland’s corporate
headquarters in Ohio fer data analysis and meetings. Upon reasonable notice, Hyland and Customer mutually agree to make
necessary employees or contractors available for interviews in person or on the phone during such audit at Customer’s cost and
expense. Customer is prohibited from distributing or publishing the results of such audit to any third party without Hyland’ s prior
written approval.

d.  Customer may conduct penetration testing against the public URL used to access the Hosted Solution on an annuat basis; provided
Customer provides Hyland with written notice of its desire to conduct such testing and the following criteria are met: {a) Hyland
and Customer mutually agree upon the timing, scope, and criteria of such testing, which may include common social engineering,
application, and network testing techniques used to identify or exploit commeon vulnerabilities including buffer overflows, cross
site scripting, SQL injection, and man in the middle attacks, and (b) such testing is at Customer’s cost and expense and Customer
pays to Hyland fees (at Hyland's standard rates) for the Professional Services that are required or requested of Hyland in connection
with such testing. Prior to any such testing, any third party engaged by Customer to assist with such testing, must be cleared by
Hyland and enter into a Non-Disclosure Agreement directly with Hytand. Customer acknowledges and agrees that any such testing
performed without mutual agrecment regarding liming, scope, and criteria may be considered a hostile attack, which may trigger
automated and manual responses, including reporling the activity to local and federal law enforcement agencies as well as
immediate suspension of Customer’s access to or use of the Hosted Solution. Customer is prohibited from distributing or publishing
the results of such penetration testing to any third party without Hyland's prior writien approval.
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Attachment 1: Project Requirements

Vendor Response Column . Place a

“Yes” if the current release of the software can fully support ALL the functlonallty descnbed in the row, without special
customization. A “Yes” can only be used if the delivery method is Standard {see delivery method instructions below).
Otherwise, enter an "No"; A "No” can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see
delivery method instructions below).

Criticality Column:

(M) Indicates a requirement that is "Mandatory"'. The State considers it to be of such great importance that it must be met in
order for the proposal to be accepted. If the proposer believes that there is something 2bout their proposal that either
|obviates the need for this requirémént or makes it of Ieés importance this must be explained within the comments. The State | .
retains the right to accept a proposal if the need of the requlrement is reduced or eliminated by another feature of the
proposat.

(P) Indicates a requ:rement which is "Preferred". Thss requirement is consndered by the State to be of great usefullness but
the lack of this feature is not considered serious enough to disqualify the proposal.

(0) Indicates a requirement which is "Optional”. This requirement is considered by the State to be one which usefull or
potentially usefull but not a central feature of the Project.

INSTRUCTIONS
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Attachment 1: ProjectARequirements

" Vendor Instructions .

Delwery Method Column
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that
indicates how the requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.

Future - FeaturelFunct:on will be available i ina future release. (Provnde anttclpated delivery date, VErSIDn and service release
in the comment area.)

Custom - Feature/Function can be provided with custom modifications. {Respondent must provide estimated hours and
average billing rate or flat cost for the software modification in the comment area. These cost estimates should add up to the
total cost for software modifications found in the cost summary table in Section X of the RFP}.

Not Available/Not Proposing - Feature/Function has not been proposed by the Véndor. (Provide brief description of why this
functionality was not proposed.)

Comments Column:

Far all Delivery Method responses vendors must prov:de a brief explanatlon of how the requirement will be met. Free form
text can be entered into this column.

INSTRUCTIONS -



Attachment 1: Project Requirements

BLl

Protection and Access to Data & Contént

Ability to use encryption to protect data and content.

] Standard

A number of security modul:s are available to protec: various forms of data at rest, in-use and in transit Cata Protecuons
in OnBase;

Data at Rest: The Encrypted Disk Groups module allows for all data stored in the OnBase file system to be encrypted
uting the AES-256 or AES-118 algorithm when it is not in use. The Encrypted Alphanumeric Keywords module allows for
keyword vatues in the database 1o be encrypred using the AES-256 or AES-128 algorithm.

Data in Transit: OnBase supports the use of Transport Layer Security (TLS) for alt communications to the Application
Server andfor Web Server, The algerithm used to protect the communication depends on the configuration of TLS.

Data in Use: When configurable session timeouts are used, if a user leaves their workstation unattended, any data on
the screen will not be able to be modified by an unauthorized party after a certain amount of time has passed without
reauthenticating to the OnBase system. Additionally, with the Encrypted Alphanumeric Xeywords module, keyword
values may be masked, This prevents shoulder-surfing attacks by hiding sensitive data values (such as Social Security
numbers) behind asterisks when they are on screen,

Bl.2

Ability to manage access and privileges through muttiple layers such as users,
user groups, active directory, document dassifications, document types, etc.

Yes

Standard

The security model used in the OnBase system provides for the segregation of data between users, as well as the ability
to limit the product functionality available for each user. User Groups and Rights provides for the assig: Tt or
restriction of basic and advanced OnBase features, Privileges can be assigned in an extremely granutar manner in
OnBase, This includes securing applications, document types, folders, and features like the ability to edit. Users can also
be given read-only rights 10 specific keyword types or the keyword values themselves can be hidden. Indexing Limits can
also be asngned to a user group, in order to Bmit a user's Iblllb[ to index documents with spechic kevword values.

OnBase also supports single-sign on integration with | leading technclogh mduding Active Directory (AD) and
Lightweight Directory Access Protacol {LDAP). Integration with Active Directory Federation Services {ADFS) or SAML is
commonly used today.

813

Bl

Mi-g ration of Legocy importWord Modite

Abiliry to manage access within Active Workflow folders, Long-Term Storage
Documents, Scan Oneues etc

Migration of NHDOL's existing legacy eletxmmc document management
systern's Archived Library documents.

Loulng of who and when made chan;es twoa document

tandard

Standard

|Configuration client. This inctudes workflows, long-term ge, scan , etC,

deﬁnu:ed file when dncuments do not siready emt_

OnBase provides a nncle document aur.ht Iog on every document in th: svstem andis lmportan: for auditing and

All OnBase systern and security administration is managed and conﬁgure‘d from the point-and-dick, menu-driven OnBase

As part of the proposed solution, ImageSoft will convert existing documents and data from the current system into
OnBase. ImageSoft has done many document conversion projects,involving # line of business applications, legacy ECM
products, and external database solutions. Conversions like this are often done prior to an official system “go live” so
that when users are officially “live” with OnBase, all back-file documents are readily available. This app h expedi
user adoption of the new system and helps avoid users having to g0 to two places to find the documents during the early
phases of a new implementation.

The primary OnBase tool used for migration is the Document Import Processor (DIP). The Processor imports batches of
thlrd»parry generated documents and indexes into the OnBase system, Support for scheduling and polling allows for
hands-oft operation, DIP alsa lends itself to performing large back-file conversions from kegacy systams and can be used
a3 a convenient tool used for system/platform conversions. DIP can atso create electronic forms with metadata from a

The OnBase Document Import Processor tool is the recormmend approach to migrate g data and &
3rd party systems, such as the IBM importword module. Please reference additional information in requirement B2.1

compliance initiatives, The log displays the log date, log time, username,actm(abnefdescnpuondm:monthat

took olaceb and a detailed accpum of the aetion

1. BUSINESS REQUIREMENTS



Attachment 1: Project Requirements

- . N - M P R R
The OnBase Iop rzferenced in requirement B4.1 also :pplles to workflow related documenu as wellas speuﬁc workflow
events, such as the entry date and time, the exit data and time and the user information that took action on the
Seenning | Functfonal:ry R [
gsa |M€ Labor's two Fujitsu fi-5750c scanners compatible wn:h the proposed Yes *  |standard OnBase is hardware mdependent and supports any TWAIN IS1S, or Kofax™ compliant scanning de\nce.
sofution. -
B5.2 Are Labor’s two Fuptsu fi-6770a scanners compatibl wﬂh the proposed Yes Standard OnBase is hardware independent and supports any TWAIN, ISIS, or Kofax™ compliant scanning device,
' solution.
B5a Are Labor's two Fujitsu fi-5900¢ scanners compatible with the proposed Yes Standard ~ |OnBase is hardware independent and supports any TWAIN, SIS, or Kofax™ compliant scanning device.
solution.
5.4 Is Labor's Fujitsu fi-5950 scanner compatible with the propesed sclution. Yes Standard OnBase is hardware independent and supports any TWALN, ISIS, or Kofax™ compliant scanning device.
s | Labor's Fufitsu fi-7160 scanner compatible with the proposed solution. Yes Standard OnBase is hardware independent and supports any TWAIN, I5IS, o Kofax™ compliant scanning device.
Is Labor's ColorTrae SmartlLF 5C 36 scanner compatible with the proposed Yes Standard OnBase is hardware independent and supports any TWAIN, SIS, or Kofax™ compliant scanning device. Additionally,
gsg [solution. devices that have the ability to output the scanned image 10 2 network share or email, including Multifunction device,
OnBase can monitor and ingests on a regutar basis.
Ability to scan a batch of 1-sheet single sided forms each creating an Yes Standard Scan formats can be configured to automatically create a single document for avery document scanned into a particular
857 individual document targeted for indexing. scan gqueve targeted for indexing. This eliminates the need for 3 user 1o prep the batch by inserting a separator sheetin
between every page, or electronically separate each page shall all documents be scanned in together for a single bateh,
Ability 10 scan a batch of 2-sheet single sided forms each creating an Yes Standard Scan formats can be configured to automatically create a two-page docurment scanned into a particular scan queue
individual document targeted for indexing. targeted for indexing This eliminates the need for a user to prep the batch by inserting separator sheets, or electronically
858 . separate within the system shall al documents be scanned in together for a single batch. Alternatively, the user does
have options during the indexing process 1o electronically separate, append, merge, etc, shall the need arise,
asg |Abifity to scan a batch of 1-sheet duplex sided forms each creating an Yas Standard Scan formats can be configured for simplex or duplex mode, imaging the front and back of document as a single
indhvighual docurment targeted for indexing, document targeted for indexing,
Ability scan a batch of random docurnents made up of simplex, duplex, single Yes Standard Scan formats can be configured for multiple mixed batches containing simplex, duplex, singte page or multiple pages
Bs.10 |Pege and multipage sheets prepared for scanning with bar coded folder with barcodes and separator sheets targeted for indexing.
-|separators and docurnent separators creating documents grouped together in
fodders 1. o fowr in ey
Ability for scanned documents to be tagged with a scanning batch number Yes Standard Every batch of documents contains a unique batch number thatis automatically generated by the system at the time of
B5.11 |and document number allowing for tracking back to the hard copy. scanning. Once indexed, every document will have a unique identifier as well,
Ability for s¢an operator to generate and print a scan batch cover sheet Yes Standargd Printing from OnBase is a configurable privilege that can be bled for Scan Operators to generate a batch coversheet
B5.12 identifying batch number, scan date, batch dass, scan station, document - via templates stored accessible within OnBase, The template or Unity Form can be configured to include the examples
count, page count, indexing queus and sean operator for storage with hard provided.
scanned dor ; )
Ability to automatically apply document names and document numbers to Yes Standard Scan queues can automatically set all documents scanned into the queue to 3 default document type.
8513 |documents when scanning a batch of similar forms, such as a batch of First '
Beoorts of Injury,
Ability to auternatically apply document names and docurment numbers based Yos Standard Barcode recognition is native in OnBase at the time of scan that supports a variety of barcode types. The barcode
85.14  lon bar codes or document identifiers located on the form. recognition engine will automatically classify and index the values identified in the barcode.
Funn:anahty i i A, [ A o e
Ability to apply required mdmung values per busmess PIOCESS 10 documents Yes Standard Authorized users, such as an OnBase Systems Administrators, can require cartain keyword values for each individual
prior to entry into the workflow, document type are required 1o be indexed prior to entry into the system and workflow: required keywords are denoted
B&.1 - with a red asterisk. If the user tries to upload or submit a document and a required keyword field is not indexed, the user
will receive 3 warning message that certain Tields are required to be indexed before uploading.
Ability for documents to enter this process from multiple sources, such as the Yes Standard OnBase provides a global configuration option, which is enabled by default, for any document that is re-indexed will
B6.2 |scanning process, ImponWord module, network sweeps and from the sutomatically be assigned to the respective workflow for processing, regardless of the entry point of the document {e.g.

[I ' inclegire Is ool

scanning imoortWord module network sweens, ad-hog yoload st

L. BUSINESS REQUIREMENTS



Attachment 1: Project Reguirements

State Reqmrements

'-» . R.zqntrementbes:ripnon k

. "Method

user friendly verification of proper indexing.

Amve Workflow Folder Functionality

Ability for documenu to enter this process with multiple or no indexing values Yes Standard OnBase supports the ability 1o¢ docurments to enter the with muliiple or no indexing values appli
BS2 already applied. These values should remain open for the applying of recommended that if 3 document enters the system without any keywords, or keywords requi b ind
alternative values when applicable, the document is assigned 10 a Pending Workflow Queue. This provides the abllity for the user to easily locate and |dem:fv
tha docismants that reousies 3dditinnal index:
Ability to designate a business process workflow for the indexed document to Yes Standard Content enters OnBase by being imported via any of the methods supporied by OnBase {&.g. scanned, sweep, file import,
be forwarded into. automated import processors, Outlook Integration, etc ), or by being created directly within OnBase, Content imported
B6.4 or ereated directly within OnBase can be configured to automatically enter OnBase Workflow. In addition, content can
be manually pushed inte Workflow st any time by users having the appropriate privileges.
Ability to apply preset document names and their assodiated document Yes Standard The OnBase Configuration Qient is enticely point-and-click configurable that allows authorized users 1o preset document
B63 [number [code) for consistency in labeling documents. namesftypes in the systern and their atsociated document number {does) for consistency in tabelling documents.
Ability to extract and apply indexing vatues from KHDOLU's IBM DB2 database. Yes Standard OnBase ges a single § of master data but also supports the need 1o index docurnents based on that data.
NHDOL's |1BM DB2 database stores and maintains mast if not all required This is accomplished by making connections to external data sources for indexing, This enables OnBase to make real-time
indexing values. This \BM database is not expected to be replaced by this calls to an external software application for indexing information. The duplication of data or manual data entry is not
866 |oroject. The existing EDMS extracts indexing values from this IBM database required,
through ODBC connections using seleqt statements with where clauses
ing key vaiues provided by a user or other means,
|Abifity to classity documents 1o accommodate functions such as access Yes Standard User groups can be created with access to specific rights and privileges controlled by authorized administrators. The
permissions, document retention, document secufity dassification, ete. groups accommaodate functions, such as access permissions {e.g. read-only, index, madify, print, email), document
BE? retention, document security classification, ete.
In general, OnBase permissions are applied in a role-based system, Administrators create groups, assign produc( rlghls
- and il inthoce necuane and than misca rare inte thers
Abiﬁly foe side by side viewing of image and data enr.rydmﬁ:um v:luulor Yes Standard OnBase does provide side bvsdewewmcolmxesand data enuyoflnde:un'valuu in a user-friendly view with
BE.S :

Standard

verification of proper indexing.

Ability to associate documents based on one of more identical key indexing OnBase File Cabinets and Folders promde H) hrmlnar lmer‘fxe for grouping documents. vm.hout chancm; U‘IEII’ phvsu:al
data values such as Case number or Elevator number, This association of storage in the database or association with 3 document type. A folder can contain more than one document type, and
documents should simulate the hard copy manila folder containing all documents can be accessed either from the folder or through other types of docurment retrieval.
documents associated for a given case file.
87.1 As documents enter the system through various entry points (e.g. scanning, ad-hoc uploads, migration, automated
impoet processors, emails, ete.} identical keyword indexing values, such as a Case or Elevator Number, will automatically
group documents associated with the commorrvalue for a given case file, simulating the same look and feet of a
traditional hard-copy manila folder,
Ability for each workflow process to have a unique set of one or more key Yes Standard OnBase point-and-click configuration aflows sy drinistrators to establish keywords and data sets that define valid
indexing data attributes for associating docurnents. values for index fields on documents. Every document in the system can contain their own set of keywords or share
Some eamples being in the Worker Comp Coverage process the key indexing common keywords across multiple document types,
data attributes is the FEIN of the employer, in the Workers Comp Hearing
process the key indexing data attribute is the case number and in the Elevator For example
Inspection process the key indexing data attribute is the Elevator number. Document Type 1: Workers Comp Coverages
872 Keywords: FEIN of the Employer, Company Name, Employee Name, Date of injury

Document Type 2: Workers Comp Hearing
Keywords: Case Number, Employee Name, Date of Injury
- FEIN can also be assigned to the Workers Comp Hearing if desired

Document Type 3: Elevator inspections

Keywords: Elevator Number, Inspected By, Inspected Date, Type of Inspection, Inspection Status (e.g. pending, pass, or

1. BUSINESS REQUIREMENTS
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. State Requsrements ]

Nendor -

= B . P I A

steps within a process workflow.

i e ﬂ.:quiremmbesa-ipum ST ttical = - ; Commefm T . L Tre : S0 . L
Abifity to differentiate between documents asmned inan ai:tiv: Workflow M Yes Standard OnBass does provide the abﬁity © cunﬁgure the workflow process to only show inspections and related documenl Types
Folder and historical o 3 having identical key indexing data values. for the current year. Previous years inspections and related documentation are easily accessible in the repository,
An eample is in the Bevator Inspection workflow process where the elevator folders, etc_ to reference if needed, however, previous years will not be assigned to active workilow folders,
ber is a key indexing vatue. E3 are inspected once a year and an
873 |active workflow folder is generated containing only the current year
docurnents such as the inspection report, invoice, payment, certificate, ete.
Docurmnents from previous years” inspections should not be induded in the
current year workflow folder,
Ability for active workflow foiders to be forwarded to a queus designated for M Yes Standard OnBase Workflow enables users to route documents for task assignment, upd d ns, of other fi s from.
a particular action. one queve to ancther, The CnBase Workflow module uses rules, tasks, and actions for the logic of routing each
B74  |An example being within the Elevator Inspection process after issuing a document through the business process,
certificate invoice the workflow fddef is forwarded to a queve pending
rareirg of : - Z
Ability for new documents entering the system to autumatnlh be associated M Yes Standard Documents imported or created directly within OnBase can be configured to automatically enter Onfase Workflow and
with an active wockflow folder containing identical key indexing data values, as3ign to the desired queue or step in the process. The concept of a related document work folder is used in Workflow 1o
g7.5 [|Anexample being when a payment is received within the Elevator Inspection display documents identified as related to the primary document. The related document window is easily viewed by the
process the payment image/document should become part of the current user within the Workfiow Life Cycle and allows the user to identify the presence or absence of related documnents.
year active workflow folder of the elevator. .
Ability for actions to be triggered when a new document becornes associated M Yes Standard OnBase Workflow pw\ndu for advanced logic within werk processes, where the Workflow engine will interrogate the
with an active Workflow Folder document, its values, or information stored in some other system and aumrnancally route the document to the
a6 An example being when a pavment is received within the Elevator Inspection appropriate work queue.
lprocess and the new payment image/document based on its indexing data
values gets associated with the active workflow folder of the elevator. This
ngw association iggers the active workfiow folder (o be aviomaticatly : : : - : -
Ability for sutomatic forwarding of workflow folder: in spedal time pending M Yes Standard Holding a docurment in a pending queue until additional supporting documentation is standard functionality of OnBase
queues to be triggered when the designated period has expired. ‘Workflow, Once the outstanding supporting documents are placed into OnBase, or when the designed period has
An example being when no payment or other document is received within the expired, Workflow evaluates their criteria, and if the criteria equal the missing supporting documentation criteria then
B7.7  |Elevator Inspection process for an Elevator workflow folder sitting in a queue ‘Workflow will automatically trigger an action to tend the document to the next step in the process {queue).
waiting for a certificate payment. The time period expiration triggers the . B
active workflow folder to be automatically forwarded to the next step in the
workflow,
878 Ability for a user to bypass the normal werkflow process and forward a folder M Yes Standard OnBase Workflow actommodates exceptions to the configured model by assigning specific users with rights to add or
+ ... |30 0¥ Ftep within the process, exempt stages of  process pn a0 sd-hoc basis,
Ability to set validation rules within the workflow ta ssure procedures or M IYes Standard OnBase Workflow uses rules, based on a documents’ metadata [keyword values), together with user decisions (actions),
policies is followed. or system logic (dctions) to route work items between various sub-pr that comprise a complete business process.
87.9 |An example being in the Elevator Inspection process a rule may be inserted to Rules and logic configured by an OnBase Administrator ensure that documents are routed in 2 standard, controlled and
assure the certificate pay has been d prior to allowing the Prompt manner, )
sk Mienas foodoler b prispom inte ths Iterue Cartificate ctan
Abifity to manage access to process workflows through permissions, M Yes Standard OnBase Workflow can assign work to the job pasition, employee group, or a specific role. If a user is nota member of a
87.10 [An example being a Coverage Unit resource might only have access into the . group that has permissions 1o 2 particular queve, such as 3 Coverage, the user will not be able 10 see or access the
Coveraer workflows, queue
Ability for a local administrator o modify permissions that manage access to M Yes Standard . |Authorized users can easily modily permissions that manage access to process workflows directly within the OnBase
B7.11 |process workflows, - Configuration and/or Studio client. OnBase also integrates with Active Directory so user group administration can be
managed dicecthy within AD.
Ability 1o manage access to steps within a process workflow through M Yes Standard OnBase Workflow can azsign work 1o the job position, emplayee group, or a spedific role. If a user is not a member of a
B7.12 permissions. group that has perrni.mons to a particular queve, such as a Supervlsor Review, the user will not be able to see oF access
An exarnple being a Workfiow Folder residing | the 'Supemsor Review™ step the queve.
hould ooy he accessibia by a sunendent i
Ability for a local administrator to modify permissions that manage access to M Yes Standard Authorized u3ers can easily modify permissions that manage sccess 1o process workflows directly within the OnBase
87.13

| Configuration and/or Studio client, OnBase also integrates with Active Directory so user group administration can be

. ithin AT
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-4l K

Ablln:v to manage access at the document level within a workflow folder

OnSase WOrkflow respects the permissions and secunl:y s.znmgs at the user group level. lf auserisa member of a group

As an example’ a manager may have access into the Workers Comp Claims
process, plus the Workers Comp Coverage process and also the Workers

Active Workflow Folder Nmes

Ability 1o simulate the chronological notes currently being documented as

Standard

An example being in a Workers Comp Hearing case when the hearing officer is that has permissions to the Workers Comp Hearing queue but does nat have access to view specific documents within
§7.14 |t dllowed to view specific documents within the case folder. Access or " |the case folder, access or viewing of these documents will not be available to the hearing officer.

viewing of these documents by the hearing officer needs to be prevented.

Ability for a local user 1o set actess or viewing permissions on workflow folder Yes Standard Users with reindex permissions have the ability to reclassify a document that is assigned to a workflew queue or related

documents. folder. Once reclassified and indexed the document will be removed from the current workflow and reassigned to a new
BI.15 lagan example support staff responsible for reviewing 2 case file prior ta it workflow process i the new dassified document is designed for 3 workflow process, If the new classified document is

going into a hearing mi&ht reclassify a document {or another l:echr\ique'l 1G] not designed for a workflow process, the document will remain in the OnBase repos:toq for aceess and long-term

arcess b the hearing nffirer steracs

Ability within random Workflow Folders for the user to be able to set the Yes Standard Work items assigned to a workflow queue for review and processing have the ability to set configurable columns 1o sort

order of how the documents appear in the folder. . by default ascending or descending order, set flags and priorities, use typeahead and grouping by column 1o further filter
B7.16 |ag an example in the Wage & Hour Inspection process today they can the results.

manually set the sequence order of each document unrelated to any indexing

Aara artribute

Ability for a single user to have access to multiple or more than one workflow Yes Standard OnBase Workflow can assign work to the job position, employee group, or a specific role. An employes’s

process. assignmen to specific work can be based on their assignment to a specific usar group, which in twm can be |
B7.17

- accessomu!:l aworkﬂow

used to control access to specific Workflow work queues for the pupose of performing specific tasks, If a user
is a member of multiple job positions, empbyee group, or multiple roles, the user ¢can be granted appropriate

indexing values in long term storage when Workflow Folder is dosed and no

Yes Standard A note is a visual reminder thal: can be mzched to 3 document, The note can be "text-based,” displaying us-er-gener'ated
Folder Notes in the current NHDOL EDMS system. text comments, of can be a graphic image or highlight with the comments, referred 1o 3s an “anpotation " Other note
1n the current NHDOL EDMS system folder notes do not abways exist but when formats include the document “staple,” which indicates the presence of a reference list of documents, and the
" lpcesent they are automatically displayed upon opening the Workflow Folder, “redaction,” which allows for a specific portion of the image to be. visibly blocked from the dasplay The appearance and
These notes document the pertinent chronological events such as phone functionality of any of these note types can be configured with a variety of
conversations or ey instructions, Thess notes document the date, the DOL characteristics (e.g., color, icom, etc.) depending on the type. Notes can also be modified at any time.
staff member, any external party and pertinent comments of instructions. .
B3.1 . :
Actual folder notes:
= Originated from Youth Cert
« 5/18/18 Prepared CP Ltr and low for signature. cag
» 6/25/18-ER {Chris) called to schedule an Informal Conference for Thursday
August 23rd @ 10:00 AM. ER was told 1o bring proof of comp!unce and pboto
0.
Ability for when a Workflow Folder is opened it shauld be explicit whether Yes Standard Notes can be configured to display open by default so the text can be read when viewing the document or folder. Notes
B8.2  |Folder Notes exist, ' ’ ’ also appear as an icon that best illustrates the type of not,e for instance, a telephone icon would indicate conversations
b ohare, & calendar would regresent a scheduled sopointment. ete,
Ability for Folder Notes to be retained as a document with appropriate Yes Standard Notes are electronic sticky notes are virtually connected to the document or folder and can be retained as a permanent

association to support long term storage. When 3 document or folder is closed, following the legal retention period, the

Active Workflow Folder Search

Ability for users 1o have their own predefined Active Workflow Folder

Yes

tandard

CmBase Custom Queries {i.e. saved searches) allow users to quickly access predefined and mast frequently retrieved
documents, including active workflow folders and work itermns,

Many OnBase items and layouts can be added ad-hoc by the user to their Persanal Page as tiles. Tiles serve as easy
jaccess points to the files, items, and interfaces for the users choica. The Personal Page can be opened by dlicking the
o,

Personal Page ribbon button from the Onfase Unjty Clie
OnBase provides the ability for users to differentiate searches between work items that are active in a workflow process
or non-active that reside in the OnBase repository for access and long-term storage. For example, a user can search for

P ithi S

T B9

searches

Ability for users 1o perform ad hoc Active Workflow Folder searches. Yes Standard
B9.2 ) . )

Ability for searches to differentiate between Active Workflow Folders and Yes Standard
‘B33  ldocuments in lorg term storage.

Ability for editm; of Active Workflow Folders and their assocdated documents Yes Standard
B9.4 {ffom an Active Workflow Folder search. '

lactive cases within a oredefined warkflow oracess or dased case: :
Authorized users with permission 1o modily, edit, re-index, etc. have the ability to pérform the appropriate task for work
items that are active in the workflow as well as their associated documents related to the primary work item ffom an
lactive workflow folder search
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at Search Functienality _

Abilicy for users 1o have their own predefined document searches,

OnBase Customn Queries (i.e. saved searches) allow users to quickly access pradgfned and mest frequently retneved

& Folder S Sweepmg . i
Ability to scan specific NHDOL network folders umh automated importation of

B10.1
documents,’
Abllity for users 1o perform ad hoe dotument searches. Yes Many OnBase items and layouts can be added ad-hoc by the user to their Personal Page as tiles. Tiles serve as easy
B10.2 ’ access points to the files, items, and interfaces for the users choice. The Personal Page can be opened by dicking the
Personal Paee sibbon button from the OnBase Unity Client,
9103 Ability for editing of documents from a document search. Yes Authorized users with permission 1o modify, edit, re-index, #tc. and can perform the appropriate task from 3 document

__|search resultlist____

The Cmaas: Document lmagm[ module pﬂ:Nld!S the Ibl'lt‘[ to schedule a sweep of documents in a network airectory as

8121

l Docunrent Edmrrg lock-Down’

Ability 1o Lock-Down a document from further ed‘mng ar modiﬁcauons
For example when a civil penalty lenier gets approval from management and
is issued to the recipient any further modifications need to be prevented.

The current NHDOL EDMS system a.coomplishex this by converting the MS
Word document to tiff format which is triggered by either the DOL staft

sat in the ImportWord module.

Document Access Controls _

member manually dicking a TIF button or an indicator being programenatically

Yas
documents found into designated long-term storage, workflows or indexing a batch, which is assigned to an indexing scan gueue for further processing. Each Scan Queue will have a dedicated
queues. defaul( import path to the network share. Sweeps can oceur from any process that can output to a network share, such a
B11.1 fax server, Multi-Function Device (MFD) ete,
Once the documents are classified and indexed the documents that belong to a workflow process will automatically
transition accordingly, otherwise, the document will remain in the OnBase repository for long-term storage.
Ability for NHDOL local admin to set up new and maintain existing Network Yes Authorized users can et up a rew scan queue designed to sweep a network directory as well as maintain existing
a1, |Folder Sweeps. network folder sweeps. The s2an queue and the netweork sweep directonies are easily configurable with pount~and—dack

OnBase provides the ability for clocurnents to be locked for edmng or moduf‘mnons once a predefined disposmon is
complete. A common method that many customers leverage this type of functionality is by revisions and versoons
utilizing the OnBase Electronic Document Management Services {EDM Sennces) module.

Emailing a document outside of OnBase is a privilege that is applied to a user group. If a user is a member of a user group

configuration options in the OnBase Configuration Client with over 200 options to choase from.

with EDM Sgrvice;, usars with the eorrect privileges ¢an create and manage document revisions/versions. Whenever a
document’s content changes, the madified document can be saved as a revision, Previous revisions are retained,
allowing users to view content in prior revisions and track document history.

Versions comprise 2 series of revisions made to ane document. To create a new version of a document, users with the
correct permissions can stamp a document as a version, This marks that document complete (up 1o that point in time),
Versioning a docurment can also provide a way of limiting which revisions of a decument certain users can see; certain
user groups may be configured to only see stamped versions of documents, ensuring that they see the correct content.

may be restricted from viewing some documents within the folder.

Ability 10 seT permissions on who can export a document to email
- ’ o that has "external email” privilege enabled, the user will be able to email a document directly from OnBase by salecting
Bl3.1 the email icon from the client’s ribbon bar, or right click on the document and select “send to external email.” If a user is
not 2 member of a user group that has external email” privilege enabled, the user wilt not have the option to email a
derument frnm NinAace
| Ability to set read and/or write access privileges on documents, Yes Read and/or write is a privilege that is applied to a user group. If a user is a member of a user group that has
An example being when a hearing case goes into a hearing the hearing officer “Retrieve/View" privilege enabled, the user will only be able to retrieve and view documents that the user has access to.
B13.2 If 3 user doesn't have access 19 a document Type, they will not be able to access, search by, or view the respective

docurnent type. Conversely, if a user is 3 member of a user group that has "Retrieve/View”™ and "Create” privileges
enabled, the user will be able to retrieve, view, and save/create only the document types they have access to.
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Busms'ss "REQUIEMEN

R:qulremenl Durrlpdon

B133

B14.1

Ability to set readfwme permissions on documents per staff prumi.ng just
needed privileges.

Ability 10 modify NHDOL‘s existing vb.net lmponWord madule 1o allow for
Integration with the new solution,

Outlock Inreq}nuon

Ability to integrate with Microsoft Ouﬂookzmo and Macrowtt Oumok 016.

Standard

OnBase can be configured to create 3 robust security model that allows access to data and flunctionality in OnBase a1t the
granular user-account level, Users are alio assigned to User Groups, which allows for the assignment or restriction of
OnBasa rights, privileges, and features at the group level, even as it maintains the accountability of distinct user
accounts,

OnBase is designed to allow an administrator to rapidly implement a custom security profile for each user and User
Group in the enterprise to help implement the concept of least privilege. User accounts can be added, deleted, and
maodified with an intuitive point-and-click interface in the OnBase Configuration module. The product rights and

privileges defined for each User Group are simitarly managed in the OnBase Gonﬁ;unbon module.

Image5oft resources are experienced in VB.net. The appropriate resource will need to examine the module 1o
determine what changes, if any, are required to allow the integration with OnBase. Typically, customers with third-party
applications that require integrations between two systems [i.e. VB.Net importWord and OnBase} work collectively 1o
establith necessary integration protocols. If the NH DOL IT does not have a dedicated technical resource 10 support the
VB.Net importWord module, imageSoft will require further discussions to understand required scope of services.

Document Retention Functionality .
Ability to configure for automatic removal ol documents bued on documem

Yes Standard

An example being to import an incoming email or an outgoing email with or ' ’ The OnBase Inleg-ntion for Microsoft Outlook enables users to store email messages and attachments in the OnBase

without attachments into an active Workflow Folder or long term storage system theeugh the familiar Outlook interface. Users also have access to retrieve documents directly brom the OnBase
815.1 |with indexing values. repesitory, as well as attach documents from OnBase when composing an email. OnBase v18, which is the current

Anather example beanc 10 ExXpPOIT Onve o more documents lrom anactive - version, suppocts Microsoft Outlook 2010 and 2016.

Workflow Folder or long term storage as an attachment (o an email.

Ability to control who and what is exported into an email attachment. Yes Standard The OnBate Outlook integration module provides user options during the installation process allow certain functions of

' | the integration to be available or not appear by enabling or disabling the appropriate option. For example, the ability to

B815.2

allow a user to upioad a document received from email to OnBase, and search documents from OnBase within the
Outlook Integration can be enab!ed whereas, the ability 1o attach » document from OnBase to email can be disabled.

- B17.1

Checklist Validation. _

Ability to validate required documents present in a Workflow Folder prior to
allowing the folder to p{np'm further in the workflow.

An example being within the Elevator Inspection process a Workflow Foider
should not be allkowed to progress to the “lssue Certificate” step until the
FPayment for the certificate is present in the folder.

Yes Standard The OnBase Documem Reterntion module alkows for the automatic destrucnon and remani of qualified documents that
retention policies, : have exaeeded thelf retention period and have not been marked for exclusion. This process varies, dependin' on
For example a Boiler Inspector’s icense invoice may only need to be whether a static or dynamic retention plan is set for that document type.
d in the sy for 3 years, After three years these document
B16.1 |chould begin the process of being removed. Static retention plans will ally purge o s when the user-specified fime interval has elapsed. The
retention period can begin based on either the creation date of a2 document {date stored), the dacument date, or a date
keyword that has been configured for the document type. To remove documents associated with a static retention type,
. system admmmnlors must configure a single, purging Document R:tenbon Processcy. This may be the mast effective
Ability for 3 NHDOL local adnin to set up new and maintain existing Yes Standard Ltsers with the mrrect privileges may modily retention plans at any time to reflect different processing options and
Document Retention configurations. ’ evaluation criteria. When modifying the length of time for a retention plan, the new length of time is immediately
B816.2 ' * *

Standard

|applied 10 every record in the system. if & document has already been marked for purging, and an updated retention
plan would extend the expiration date, that document can be reactivated and/or excluded from a purge process

OnBase Workflaw provides for advanced Iogic \mlhln wort processes, where the Workflow engine mll murrugata the
docurment, its values, or information stored in some cther system and automatically route the document 1o the
appropriate work queve. if information Is misting a3 required by a defined busicvess process, susch as payment for the
certificate, OnBase will prevent the ability for 2 user or an autornated system task to progress an Elevator Inspection to
the Issue Certificate step in the workflow process. Rules and actions ¢an be configured to prompt the user that payment
for the certificate is missing and is required before continuing to issue a certificate.
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Bla1

Ability to access and manipulate d T by via 2 secure intermet.
tion the same as when onsite and on the Granite domain.

An example being an Elevator Inspector being able to use their Apple iPad to
access the previous year's inspection report whike inspecting the elevator at
an off-site location.

Capabthtres
Ability for view redacted information based on perrrissions of lhe user.

Yes

Standard

Standard

There are rmultipte options in which OnBase can mmlomemlmmmdﬂnmmﬂwmkemmm
'when deciding which option would be the mast approgriate in a given situation woutd be to consider the tpecific needs
of the external users in question as well as how NH DOL envision these users interacting with content in OnBase.

in regards to external access with mobile devices, OnBlase provides interfaces for iPad, iPhone, Android, and Windows
tablet devices. These interfaces are developed on the native OS5 for each device. This allows OnBase to take ad\nntage of
the device's native uter experience and allows uters to work with their device in a familiar way.

Dacuments that are redacted can be saved as a revision or as a different document type so that they can be secured and
accessed independently {e.g. internal copy vs public copyl, -

219.2

Ability on an ad hoc basis to redact data elemenuonaformpriorm
transferring then to a third party or exporting them 1o an email attachment,

Standard

Ad-hoc redaction is avadiable in OnBase to remove sensitive information from being viewable prior 1o mku\; that
document available to the third party or exporting to an email attachment.

The end user would first select the redaction icon from the OnBase viewer toolbar. Next, the user would select an area
on the document with their mouse pointer and highlight the area of the document to be redacted. As the redaction is
created, an entirety new image document is produced in which the annctations or bitmab images are permanently
affixed 1o the document, Redactions can be performed in black or white to the redacted area of the document. The
original version of the document, without redactions, can be saved and security can be applied to limit access based on
user rights. The redacted copy can be exported and sent to a third-party, granted the user has the ability to export or
email 2 document from OnBase.

8193

Ability 10 automatically set fields for redaction when certain actions take place

-|such a3 exporting to an email attachment, - -

Yes

Standard’

Automated Redaction uses opticzld\ancler recognition (OCR) technology to aut ically identify and redact private or
sensitive information from documents. Automated Redaction has the ability to identify three separate types of data
values for redaction: ’

+ OnBase Keywords: Keyword values associated with the specified Keyword Types are redacted.
* Regular Expressions. Text matching the pattern specified by the regular expression is redacted,
. Tm Strings. Static text can be specified and rec!aned.

Certain Document Types {i.e, documents that require automated redactions) could have system tasks associated with
them. When a document belongs to a Document Type that is configured 10 use system tasks, system task, such as "Send
to Automated Redaction” can be initiated on the document,

8194

Ability to undo or reverse a redaction. Is considered conditionally mandatory
onty if Redaction Capabilities are instatied.

Yes

Standard

Users with appropriate permissions have the abiity to view the original content of a redacted image. If a redaction is
burned into the image with redaction and bitmaps, with EDM Services, users with the correct privileges can create and
manage document revisionsfversions. Whenever a document’s content changes, the modified document can be saved as

3 revision. Previous revisions are retained, allowing users with appropriate permissions 1o view conient in prior revisions
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- 820.1

NHDOL is seeking analytical reports for managers and department leaders,

Standard

OnBase provides a variety of analytical reports for managers and depan.menl leaders Repomng options nndude
sandard options for ach d reporting solutions.

Standard report options include configuration, exception, transaction and verification reports. OnBase also offers a
Report Services module which gives organizations the abifity to gain valuable information about system and business
health. Report Services is an easily deployed application that indudes over 140 pre-configured reports for evaluating a
complate picture of OnBase and the repositories and processes it manages.

|!mageSoft or organizations can also create their own Sustom reports 1o meet their specific business reporting needs

from standard reporting tools, such as Microsoft SQL Server Report Services (SSRS) or Crystal Reports.

Newer features like the Reporting Dashboards module, allow users to create graphical views based on relévant
infermation. Dashboards present data in » variety of graphical formats including charts, graphs, scorecards, maps and
maoce, Interactive features then allow users 16 easily monitor performance and analyze trends in reak-time.

B820.2

Ability for managers and department heads to generate their own reports or
rmanipulate existing ones.

Ability to apply an electronic signature toa document.

Yes

Standard

Manager and department heads have the ability to generate their own reports by exporting to .csv file from document
search results list, workflow inventory, etc. This reporting feature is out of the box and a great tool to create ad-hoc
reports oa their cwn.

- | Additionally, Report Services and Reporting Dashboards provides managers and department heads the ability to

§enerate their own reports or manipulate existing reports using a point-and-click designer, highlighting business data

B21.2

B22.1

Documenr Text Srrfng Seur:h

authenticated user.
An example being NHDOL's Commissioner wishes to be able 10 review all
rems in his queue reject those not meenn; his approval and then apply in

Ability for text string sean:hes on documents umhln an Actm warkﬂow
Folder.

An examiple being during a hearing when one of the parties references an
itern in a 250 page medical report and the hearing officer wishes to find and |
read the page referencing the item.

aratter Recogmnoﬂ -
Ability for automnated indexing of documents u'nponad from Network Folder

Standard

Yes Standard ImageSoft’s trademarked TrueSign™ (Integrated Electronic Signature} provides a tool for signing documents
8211 electronically that produces an image with an actual "wet locking” signature. TrueSign includes markup capabilities,
allows users to apply anchors for casy one—click signing, and allows. signing by proxy. TrueSign also supports electronic
ssals and ctarencand the ires of siopature nad deviees -
Ability to :ppiy electronic ugmtures 19 a batch of documents based on the. Yes Standard.

TrueSign supports the ability to electronically apply a signature (o all documents in a batch based on the authenticated

user.

The OnBase client offers External Text Searching to search across multiple documents and bdentlfy lhe instances of 3
specific string of text in one or multiple documents. The search is done where the dita is stored so that OnBase does not
have 1o send all the raw data Lo the workstation Lo complete the search, saving time and limiting network traffic.
Combining keyword and text searching narrows the results even further. Those "hits” can then become the basis of a
crass-reference to ancther document or another text search,

Additionally, the Full-Text Search module provides a simpie, unified interface for retrieving textual information stored in
OnBase documents. This module extends native OnBase search capabilities to both structured and unstructured data,
Advanced searches can be performed based on keywords and phrases that exist within OnBase documents to guickly
and zasily locate rélevant content. The advanced search functions indude stem, exact (*°), fuzzy, thesaurus, near,
Soundex, wildcard [, 7) and Boclean (and, not, or) operators 1o quickly and accurately locate specific documents.

Ad\nnoed Capture brings template-based document dassification and OCRdau extraction technology into OnBaze.

B23.2

off ynder Network Folder Sweeps

Yes Standard
a2y |Sweers through optical character recognition {OCR). Pregefined template forms and rules, combined with an accurate and reliable OCR engine, provide the means to
automatically dassify and index image documents from any source, which includes, but not limited to scanned paper,
: imoerted fom network folder rmail fax, ste
Ability for NHDOL Jecal admin to toggle automated indexing using OCR on and Yes Standard Advance Capture and OCR recognition can be toggled on or off by authorized users, such as the NH DOL kocal

lydrministrators
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. L‘nrnmtms . " Lt . N .

Abtfiw 10 OCR spec:fied areas of an incoming document for key v:lues

Standard

Advance Capture i5a lemplate based OCR :apture engine that automatically extracts keyword mformauon from speaﬁc
areas of a document. Automating document indexing can eliminate the bottieneck associated with manually mde:ung

hizh votumes of gtuctured business docurments,

B234

Ability 10 formulate a confidence level on an OCR read and determine next
workfiow navigation path on it.

Standard

The OnBase Advance Capture module supports confidence level, also referred 1o as the “suspect level * By default, the
Suspect Level threshold is set to 75 and the average score given to a processed field is 70. it is considered a best practice
to set the Suspect Level to the default threshold of 75 to ensure that forms are correctly and consistently being matched
to documents,

After a Tone is processed, the OCR engine gives the resulting value a score between 1 and 99, depending on haw
confident it is in the result that was returned. A score returned by the OCR engine higher than the Suspect Leve|
threshold causes the value captured from that zone to be marked as suspect, requiring further action, All scores lower
than the Suspect Level threshodd indicate that the captured value is considered by the OCR engine to be acceptable. -

8235

B25.1

B24a.} |

Ability to use key values obtained from OCR to execute SOL sefect statements
in obtaining further indexing data from QDBC connections on NHDOL's I1BM.

Evohng EDMS from 1BM Green Screen §
Ability 1o evoke an Active Workflow Folder on a green screen \‘mrn an
application on the NHDOL IBM.

Fax l'ntegratmn .
Ability to accept incoming fues into the sohnm :

Yes

Standard

Standard

Standard

Advance Capture provides the ability 1o use the keyword values obtained from the OCR engine to execute a SQL select

[statement to obtain further indexing data from ODBC connections to the NH DOL IBM system. This functionality is

referred to in OnBase as an External Autofill Keyword Set, The value can be applied by a user that then executes the SQL

[statement to the IBM system or applied automatically by the Advance Capture OCR engine.

OnBase Application Enabler allows integrations between third-party business applications and content or processes in
OnBase without any coding. Application Enabler warks in the background, allowing users to access related content on
dernand without keaving the screen of their business applications.

Application Enabler can integrate with virtually any line-of-business system, including Windows, text-based (e.g. IBM
Green Screen), Java, wPF Silverlight, HTML, and more. The Application Enabler’s four-step configuration wizard is all

that is ded to build integrati that retrieve the document, index documenu launch warkflow, treate electronic
forms and much more. No custom toding or APl integrations are required.

OnBase has the ability to store faxes electronically. Faxes can be swept into OnB:se from any nerwork di rectorv or can
be imported automatically via Hyland Software’s fax integrations. Once archived, faxes can be indexed, assigned to 2

[documnent type, sent to a2 Workflow life cycle for continued routing, ar sent 1o a scan queue for further processing,

incluchirg OCR or document separation.

OnBase also pmmdes direct integrations for importing faxes directty from the fax server, which includes the Integration
for Open Text Fax Server RightFax Edition, Biscom FASCOM and Esker Fax. This mtegubon pruwdes automatic archiving
of faxes into OnBase, rules-based configuration 10 assign document types and route faxes, and metadata mapping, which
allows properties assigned to 3 fax document by the fax server 1o be used as keywords in OnBase.

B25.2

Ability split an incoming S-page fax of 1-page injury reports into five separate
documents.

Yes

Standard

Business process ewners will find that faxed documents are archived into OnBase are immediately available, not only for
access but for automating business processes through tools such as Workflow. Fax metadata, induding the sending and
received fax numbers can be used to automatically route the documents to specific business users or queues to splll
and/or verify the faxed documents for completeness before processing continues.

8253

Document Vem'dn-ing Tra:lir'ng .

Ability to fax out 3 document from the solution.

Yes

Standard

1. BUSINESS REQUIREMENTS

To fax out of OnBase, 3 separate fax server application, such RightFax Edition, is required. OnBase can be configured to
launch the standard \Aﬂnduws pnnt dialogue, where pnnt to—fax implementations allow for outbound faxing from any
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. Method....*
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B26.1

Ability to store and manage versions of documents as they are revised.

Standard

OnBase Electronic Document Manag:menl (EDM) Services controls and traclu the modiﬁahon of documents smred in
OnBase through revisions and versions. This ensures the integrity of the dncument protecting it against the risk of
overlapping changes from multiple editors.

Revisions are copies of an original document where the content has been modified, but the same file format is
maintained. With EDM Services, users can create and manage revisions. When a document’s content changes, the
modified document can be saved as a revision. Previous revisions are retained, allowing users to view prior revisions and
track documnent history. OnBase also keeps checking on documents being used, to prevent more than ane user from
changing a document at the same time. Revisions of Word documents can be 'compared’ so that users know exactly
what has changed berween copies.

B26.2

Ability to toggle versioning off and on.

Yes

Standard

Versioning is applied at the individual document type within the OnBase Conﬁ(uration client and can be enabled or
disabled as desired by authorized users.

B263

Ability to remove old versions based on conditions or steps in the workfiow,

Yes

Standard

Old versoons thatare no lomer needed can be removed during def‘med :ondiuons of steps in 3 workflow process.

1. BUSINESS REQUIREMENTS
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SPECJFICAT!ONS

Ability 10 access data using open standards access protocol (please spedify

To énsure compatibility with current and future hardware and software standards, the OnBase
solution has always embraced open standards and does not use an proprietary formatting or

ATION SECURITY”

Verify the identity or authentlate all of the system dient app&ncabons before
allowing use of Lhe system 1o prevent access to inappropriate or confidential
data or services.

ALl supported versions in the comments Reld). Yes Standard  |compression. OnBase is built on the Microsaft Platform leveraging industry standard languages and
protocols like .NET, ODBC, SQL, XML, TCPAP, and HTTPS.

Data is available in commonly used format over which no entity has exclusive Data in OnBase is available in commonly used formats and does not utilize any proprietary data
ALZ control, with the exception of National or International standards. Data is Yes- ’ Standard format that is subject to arﬁ copyright, patent, trademark or other trade secret regulation,

not subject to any copyright, patent, trademark or other trade secret

resulation _ _

‘Web-based compatible and in conformance with the following W3C - The OnBase Web Server is compatible and in conformance with the W3C standards, which includes
AL3  |standards: HTMLS, C.SS 2.1, XML 11 Yes Standard

HTML 5 specifications and components to provide rich functionality and a performance user

A standard OnBase mstallauon provides suppon for the standard OnBase username and password
authentication, NT/Active Directory authentication, and LDAP authentication. For solutions hosted
in the Hyland Cloud, standard Active Directory is not supported. Active Directory Federated Services
lADFS) or SAML is requnred which is more secure and is commonly used today.

NT Authentication/Active Directory aliows users to be togged into OnBase automaticalty, based
upon the user’s NT/Active Directory domain login. This is an effective method for controlling single

A2.1 Yes Standard |suthentication over a LAN. This capab«lny s completelv out-of-the-box funcnona!lw and requare_f. "o
- customization,
Authorization determines what permissions and privileges an authenticated user has witﬁin the
application or system. in OnBase, permissions and privileges allow the authenticated user to access
different areas and functionality in the application, such as documem retrieval, kaflow
administration, and the ability to view and edit Keywords.
Verify the identity and authenticate all of the system’s human users before Please see the response o requirement A2 1
A2.2 |allowing them to use its capabilities to prevent access to mapprorpnate or Yes _ Standard -
confidential data or services, - : . E .
Enforce unigue user names, . : OnBase security does require unique user names. Additionally, OnBase integrates with Active
ALl Yes .| Standard [Directocy for on-premase solutions as well as ADFS and SAML Eor solutions hosted in the Hyland
: : : __lcloud -
Enforce complex passwords for Administrator Accounts in accordance with Offers two options (high and medium) for password strength developed by Hyland security experts,
DolT's statewide User Account and Password Policy which alleviates the need for creating a complex policy from a non-security-trained adrmmstfamt
s b . Yes Standard and provides solid security out-of-the-box. Administrators also have the ability to create their own
custom password policies with controls for complexity, content quolas, rotation, change
frequency and account Iod:out
Enforce the use of complex passwords for generat users using capital letters, Offers two options (high and medmm) for password strength developed hy Hyland security expens
bers and spedal characters in accordance with DoiT's statewide User . which alteviates the need for creating a complex policy from a non-sacurity-trained administrator
A2.5 |Account and Password Policy. ’ Yes . Standard and provides solid security qut-of—the-box.' Administrators also have the ability to create their own
. - cusiom password policies with controls for complexity, content quotas, rotation, change
frequency and account lockout.
Encrypl passwords in transmission and at rest withln the database. Passwords in OnBase combined with a value unique for each user [a process known as "salting”™)
A2.6 Yes Standard

and then hashed in the database using 30,000 iterations of the PBKDF2 cryptographic hash

2. APPLUICATION -SOFTWARE

——
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FEstabllsh ability to expire passwords after a definite period of ume in In order to ensure that users are mtaung passwords in 3 secure manner, administrators can:
accordance with DolT's statewide User Account and Password Policy . .
A7 . Yes - Standard | - Require that a designated amount of hours pass between password changes
: * Designate the number of days before a password expires and will need to be chaaged
* Require that a password expires on first use and must be changed
Provide the ability to limit the number &f people that can grant or change ’ OnBase Administration provides the ability to limit the number of peaple that can grant or change
authorizations authorizations. The configuration of OnBase is accessible within the OnBase Configuration Client,
A28 Y.es Standard |y Lo suthorized users that has the dient installed. in addition, Granular Rights Management
allows administrators 10 control access to every part of their environment down to an extremety
granular level, preventing users, including administrators, from having more access than they
shoutd
Establish ability to enforce session timeouts during periods of inactivity. Session timeoets can be configured ar the user group level. Depending on the dient used, the client
will either simply end its HTTP session with the server after the allotted time has passed or will close
A29 Yes Standard  |the client entirely. With both methods, the license is redeised on timeowt, and the user will have 16
re-authenticate and consume an available license to resume working within the system.
A2.10 T;-e:::licatim shall not store authentication credentials or sensitive data in Yes Standard Passwords for aulhsnliczlion or sensitive data is never stored is stored in code.
its ¢
Log all attempted accesses that fail identification, authem:catlon and Attemnpted access that fails identification is logged in the OnBase transaction log reports and is
authorization rcquarements restricted to authorized users only, Error messages that disclose the reason for a login faiture (i.e.
. s the username is incorrect, the account is locked, the password is incorrect, etc ) make it easier for
A2.11 Yes Standard  |artackers to successfully login using stolen credentials. For this reason, the only error message that
is displayed 10,2 user following a failed Iogm is "Login failed. Either the credentials were incorrect or
the account is locked
The application shall log all activities to a central server 1o prevent parties to OnBase audits_all use of the system as weill as any user access modification. The log reports are
application transactions from denying that they have taken place, available in the OnBase system that is protected and available to only authorized users by allowing
AZ12 ' . Yes Standard |users with the appropriate rights 1o view transaction log reports. The [ist of items tracked is
immense, but includes all access to the system by logging on or off, failed login attempts, opening
documents, changing documents, changing any user account information, and more.
T Az13 All logs must be kept for one year, Yes $tandard togs in OnBase are kept for the desired fength of time and is only accessible for defetion by
- authorized users, such as a Systems Administrator,
The application must allow a human user to explicitly terminate a sessnon No Administrators have the ability to manually lock accounts, whlch will prevent Iogm. Accounts
AZ.14 |remnants of the prior session should then remain, Yes .Stan dard manualty locked by an administrator must also be manuaily unlocked by an administrator.
. Additionally, administrators may simply delete accounts that are no longer needed.
AL1S Da n_-\ot use Scftware and System Services for anything other than they are Yes Standard ImageSoft will comply
designed for.
The application Data shall be protected from unauthorized use when at rest The Encrypted Disk Groups module allows for all data stored in the OnBase file system to be
A2L16 ' ’ ’ Yes Standard encrypted using the AES-256 or AES-128 algarithm when it is not in use. The Encrypted
Alphanumeric Keywords madule allows for keyword values in the database 1o be encrypted using
the AFS-256 or AFS-128 ateayithm
The application shall keep any sensitive Data or communications private from The assignment of user rights, privileges, and User Group membership in OnBase should follow the
unauthorized individuals and programs. ) principle of {east privilege. Least privilege means that users have no more permissions, rights, or
A21T . Yes Standard privileges than they require to complete their tasks in the system. For example, users who only use
’ OnBase to retrieve and index documents shoutd not be assigned any user administration privileges,
. . just as vsers who are ncn authorized 1o view sensitive documents should not be given access to
- ' - : . theca dorumante
’ A2.18 Subsequent application enhancemients or upgrades shall not remove or Yes i St.an dér d Application enhancements and upgrades do not remove or degrade security requirements.
degrade security requirements

2. APPUCATION -SOFTWARE
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SRR :
Unhze change managemem documentation and procedures

Standard

Image.SoFt follows change management documentation and p(ocedurs Addmonally, for OnBase
solutions in the Hyland Cloud, Hyland follows internal change management procedures when

interface with the State’s data in near reat time when possible.

A2.19 Yes changes are initiated by Hyland, or when a customer requests to make a change on their behaif to
existing systems, or when new systems are deployed to the Hyland Cloud.
The Unity APl is an object-oriented programming model that communicates via a .NET Web Service
A2.20 - . Yes Standard that can be used to integrate with applications across the internet. Web Services is the preferred
- Web Services : The service provider shall use Web services exclusively to |

integration method to interface with the NH DOL state's data, and in most instances, can integrite
in real-time.

2. APPHICATION -SOFTWARE
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' : As part of the implementation, lmageSoft will review and test the solittion to ensure the NH
T1.1 JAll components of the 5""""" shall be reviewed and tested to ensure thev Yes Standard  |DOL data is protected. Also, please reference the response to requirement H3.1 for further
- jprotect the State’s web sité and its related Data assets. - details on how data is protected in the Hyland Cloud,
The Hyland Cloud Services SQC 3 report is available without an NDA and s available upon
‘|The Vendor shall be responsible for providing documentation of security . - request. The report is relevafxt to Secu?zy, Availability and Conﬁdentlalln.v.
T1.2 [testing a5 appropriate. Tests shall focus on the technical, administrative and Yes " Standard |in addition, Hyland GCS completes network vulnerability scans on a weekly basis. A third party
|phsical security controls that have been designed inta the System completes an annuat penetration test against OnBase to assess security. A report is provided on |
ar:l:rt::::’e in order to provide the necessary confidentiafity, integrity and the:r findings, and Hyland provides a docurnemed response to the OnBase penetration test thal
datailc tha razmbati for anch Gndi
Provide evidence that supports the fact that Identification and As part of the SOC 3 Report conducted by a third-party security reviews, the results conclude
Authentication testing has been recently accomplished; supports obtaining that "We have examined management's assertion that Hyland's Software, Inc. maintained
information about those parties attempling to log onto a system or effective controls 1o provide reasonable assurance that:
T13 application for security purposes and the validation of users Yes Standard .
“the Hyland Cloud Ptatform was protected against unauthorized access, use, or modification to
achieve Hyland's Software, Inc.'s commitments and system requirements.”
‘| Test for Access Control; suppons the management of perm:ssuons for loggmg . T
onto a computer oF netwark As pant of the implementation services, ImageSoft will review and test for access control,
1.4 Yes Standard in combination with the NH DOL resources during the Users Acceplance Tesung {UAT)
- 7. process, to support that the appropriate access controls are.in place
Test for encryption; supports the encoding of data for security purposes, and As part of the implementation services, ImagesSoft will review and test for encryption, in’
T15° for the ability to access the data in a decrypted format from required tools. Yes Standard combination with the NH DOL resources during the Users Acceptance Testing {UAT) process; to
support the encoding of data for security purposes, and for the ability o access the datain a
- derrvnied format fram the reguired toals
Test the Intrysion Detection; supports the detection of illegal entrance into a Because the Hyland Cloud provides network access, security, and monitoring services to its.
‘T1.5 computer systemn ' Yeos S.ta ndard " |customers, each service is monitored and tested to assure performance and recoverabllrty that
does include Network Secu_mty Services (e.g., firewalls, data encryptlo:}, intrusion detection, anti-
wirus/anti-matware) :
Test the Verification feature; supports the confirmation of authority to enter| As part of the implementation services, ImageSoft will review and test the verification
a computer systern, application or network feature, in combination with the NH DOL resources during the Users Acceptance
: : Testing (UAT) process, to support the confirmation of authority 1o enter a computer-
T1.7 Yes Standard sy'stenn?.(applic)ap:;on. of network, - ty : puler:
Test the User Management feature; supports the administration of| . |As part of the implementation services, ImageSoft will review and test the user.
computer, application and network accounts within an organization. managemenl feature, in combination with the NH DOL resources during the Users
T18 Yes Stan dér d Acceptance Tesling {UAT) process, 1o support the admamstrabon of computer,
§ ) application and network’ accounts within the organization.

3. TESTING
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Tut RolelPrmlege Management; supports the granting of abiliies to users

or groups of users of a computer, application or network

Yes

Standard

] Mpanoflheunpiememabonm ImageSohmllrewewandt&slmelas:ruleam

privilege management, in combination with the NH DOL resources during the Users
Acceplance Testing (UAT) process, 1o support the granting of abilities to user or groups
of users of a computer, application or network.

T1.10

Test Audit Trail Capture and Anahesis; supports the odentuﬁcauon and
monitoring of activities within an application or system

Yes

S.tandard

As part of the implementation services; ImageSoft will review and test the audit trail capture
and analysis, in combination with the NH DOL resources during the Users Acceptance Testing
[UAT) process, to support the sdent:ﬁcauon and monitoring of activates within the OnBase
amlx;a.ntm ar svstem

Ti-11

Test nput Validation; ensures the application is protected from ‘buffer
overflow, cross-site scripting,'SQL injection, and unauthorized access of files
and/or directories on the server.

T.1.12

Yes

Standard

Hyland Global Cloud Services monitors for and protects against common web appﬁcmron
security vulnerabilities (e.g. SOL Injection, XS5, XSRF, e1c.), by wtilizing many security controls,
such as Rrewalls, 105, and vulnerability management to ensure that custormer data is secure,
Additionally, Goud Services uses a combination of enterprise and custom tools to monitor the
Hyland Cloud platform. in addition to this, we contract with Accuvant Labs, Inc. to perform third
party penetration testing against the software as part of the finalization process for release.

FOT web apphications, ensure Ihe apphicalion hias been tested and hardened
to prevent critical application security flaws. { At a minimum, the application
shall be tested against all flaws outlined in the Open Web Application
Security Project [OWASP) Top Ten
{hitp:/fwww.owasp.org/index.php/OWASP_Top_Ten_Project})

- I

The Hyland Internal R&D and Hyland Global Cloud Services {GCS) teams are well-versed in
cammon vulnerabilities and explu:ts including those outlined in the OWASP Top 10. Umnznng
secure devalopment practices, automated security scanning, and manual penetration testing
{internal and extemal) OnBase i is contmually tested against a wide range of attack vectors and

TLI3

Provide the 5tate with validation of 3rd party security reviews performed on
the application and system environment The review may indude a2
combination of vulnerability scanning, penetration testing, static analysis of|
the source code, and expert code review [please specify proposed
methodology in the comrnenis_ field). - .

The Hytand Ooud Services SOC 3 report is avadable without an NDA and is available upon
request. The report is relevant to Security, Avaitability and Confidentiafity.-

As part of the SOC 3 Report conducted by a third-party security reviews, the results conclude
that "We have examined management’s assertion that Hyland's Software, Inc. maintained
effective controls to provide reasonable assurance that:

* “the Hyland Cloud Platform was protected against unauthorized access, use, or modification
to achieve Hyland's Software Inc.'s commitments and system requirements.”

+ “"the Hyland Cloud Piatform was available for operation and use to adueve Hyland's Software;
InC's comrnctrnents and svstem reqwrements.

. "l:he Hyland Cloud Platform information is colleczed, used, disclosed and-relained 0 achieve
Hyland's Software, tnc.'s commitments and system requirements.”

TL.14

Prior 10 the System being moved into production, the Vendor shall provide
results of all security testing to the Department of Information Technology -
for review and acceptance. ! .

Yes

Standard

. Depamm_ent of Information Technqbgy‘for review and acceplance.

Aspmdu{eimplemtaﬁonsevices. ImageSoft will provide the results of aff security
testing to the dedicated NH I_T)OL project resource so that the information, in combination
with the Users Acceplance Testing (UAT) results, 1o support that the NH DOL :

3. TESTING
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As part of the mplememauon services, ImageSoft will pmnded doamemecl procedures
. . for migrating application modifications from the User Aoceptame Test Ermvironment
T1.15 [Vendor shall provide documented procedure for migrating application Yes standard (UAT) {0 the Production Environment.
rodifications from the User Acceptance Test Emnronmem to the Production
Enwrdnment. : . )
. {The Vendor must test lhc saftware and the system using an mduslry . IeSoh comply T . N
T2.1 [standard and State approved testing methodology as more fully described in Yes Standard : ’
Appendix G-2.
2.2 The Vendor must perform application stress testing and tumng as more fully Yes Standard ImageSoft witl comply
- described in Appendix G-2. -
OnBase provides a tool to help with OnBase conﬁgurauon change management — Test Synem
Creation. This allows administrators to easily create copies of OnBase environments that are
suitable for test and development purposes. A technical documented procedure is available in
the Systems Administration Module Reference Guide ([MRG) under the Change Management
section. In addition, documented procedures are available on how to sync production with a
test environment uulmng the Change Management import/export utility as well as lﬂdttlonat
) methods that mclude database backup and restore.
The Vendor must provide documented procedure for how to sync - )
T23 Production with a specific 1esting environment. YES' Standard  {ror solutions hosted i in the Hyland Cloud, test systems are available, however the environment
and synchronization is conducted by the Hyland Global Cloud Services team.
Hyland Global Cloud Services does have a deﬁned DR plan and regularly tests its abslaty w
recover the Hyland Cloud services.
T2.4 |The vendor must define and test disaster recovery procedures. Yes Standard |Customers who select the Hyland Cloud Platinum or Double Platinum dhass of service have the
ability to request joint data center failgver testing on an annual schedule.
Additional information regardmg the Hyland Ocud Dmer Recovery plan rnay be provided

| 3.TESTING



Vendot shait prowde an msam.n-s«tz Tier3 D:ta Center or equivalent. A tier 3
data center require’s 1) Multipte independent distribution paths serving the IT
equipment, 2} Al IT equipment must be dual-powered and fully compatible with
the topology of a site’s architecturs and 3)Concurnently maintainable site
infrastructure with expected availability of 99.982%

Standard

T e o er—

The data centers curently in use for the Hyland Cloud are TIA Tier 3 or 4 Eacilities, Hyland's hosting
faciities are co-located data centers, with the data center providing ail of the environmental safeguards
such as air cooling. fire suppression, and power redundancy. However. Hyland owns and maintains all of
Lthe equipment supporting the hostad application of OnBasa. Hyland Sotware offers multiple service
classes for the Hytand Cloud that commit to uplime ranging from 99% to 99.9% uptime.

Vendor shall maintain a secure hosting environment providing all necessary
hardware, software. and internet bandwidth to manage the application and ’
support users with permission based logins.

Yes

Standard

Hytand Software owns and operates a¥ of the equipimant comprising the Hytand Cloud platform, and the
Hytand Cloud architechure is both specialized and optimized for hosted Hyland products, Hhyland
determines thd best configuration, and Hyland engineers manage the ervirorvnent trarsparently (o the
Hyland Cloud customer. Specific hardware information is maintained as proprietary lo Hytand.

wwwmmmmmmwnmmmmmm
accurate usage and quality measurements. Bandwidth is also provisionad mbustable connpctions to
ensure tamporary spikas in activity do not result in a3 degradation of sarvice.

H1.3

The Data Center must be physically secured - restricted access to the site 10
personnel with controls such as biometric, badge. and others security solutions.
Policies for granting access must be in place and followed. Access shall only be
granted to those with a need 19 perform tasks in the Data Center.

Yes

Standard

The physical security measures at the data center are consistent with those of a TIA Tier 3 of 4,150 27001-
certified data center.

All Hyland Cloud data centers are staffed by security personnel and covered by surveillance cameras, Hyland limits
physical access to pre-authorized staff and visitors, who are provided with access via multi-factor auth:nnc:llon
that limits thern to authorized areas only.
* Hardware is physically separated from any other hosting provided in the data center.
= Hardware is physically secured using separate cages and locking cabinets. .
= Man traps, air kocks, multiple access doors and other security measures pr:vent unauthorized access.
= Biometric controls and other cumng-edge technologies are utilized.,
= Access to hardware is via multi-factor authentication, .
+ Network infrastnuicture components and services such as routing, switching and bandwidth are monitored
2417, . .
« Certified engineers are av-ailable 1o resolve any issues as per the customer's chosen service dass.
+ Automated network intrusion monitoring procedures aperate 24/7.

HL4

Vendor shall install'and update all server patches, updates, and other utilities
within 60 days of release from the manufacturer.

Not Available/Not Proposing

Patches are apolied within 50 days of release, but only after they have been tested in a non-production
environment. Hyland Sofrware evaluates each patch released for the Microsoft Windows operating system in
order to ensure compatibility. Our partnership with Microsoft enhances Hyland"s ability to identify and resolve
mpaubllstv issues more effectivety, HytardGCSrmk:s every effort to have patches appl-ed within 30da\rs

£l

H1.5

Vendor shall monitor System, security, and application logs.

Yes

Standard

The Hyland Cloud has numerous security contmls and monitoing réchanisms in place, whwh includes firewalls
at the Web and App server level, IDS, and vulnerability management. Logs are captured from thete and other
critical servers ancd rk hosts and d in a centralized log repasitory. These logs are kept in nan-
repudiation format and kept for one year. Atcess to the central log repository ks limited 1o a small team based on
job role, Monitoring of these systems is active and alerts are coafigured to notify appropriate personnel within
t:he departnlent of potenthl security of availability inddents. Staff is mdahlefon call 2447 10 respond o alects

HL6

Vendor shall manage the sharing of data resources,

Yes

IStandard,

Thg Hvland Coud is a private, managed, multi-instance doud. Each Hytand Cloud customer is provided its own
instance of OnBate so each o has its own database and disk groups. However, the hardware and some
servers are shared for the individual Hyland Ooud customers. As a result, there is né co-mingling of data in the -
clowdt, Custorners are assigned 2 unique encryption key that effectively r:nders the documents unreadable
outside of the customer's deditated instance of OnBase.

HL7

Vendor shall manage daily backups, off-site data storage. and restore dperations.

Yes

Standard

The Hyland Cloud is N+ 1 reédundant. End users are provided three copies of data. Two are stored in the primary
data cknier on separate hardware, and a third copy is focated In a different data center in a different geographic .
location. These copies are stored 1o online storage 3o there is no offline storage to be destroyed. Hard copy

documents are not created. Data sanitization techniques are used to overwrite data on the servers in use for the

Madand o
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The Vendu shall monitor phrslal hardm

Because the Hytand Uood ‘provides network access, security, and monitoring services 1o its customers, each
service, including hardware, is monitored and tested to assure performance and recoverability. This includes:
= Data center availability and environment services (e.g.. power, cooling, fire de:ectmfsuppressionl

+ Network connectivity and support services (e.g., HTTPS, DNS, SFTP)

~ Network securily services [e.g., firewails, data encryption, intrusion detection, anti-virus/anti-matware}

* OnBase processing services {e.f., document retrieval and business process workflow}

HL9

Remote access shail be customized 10 the State’s business appliation. In
instances where the State requires access to the application or server resources
not in the DMZ, the Yendor shall provide remote deskiop connection to the

* |server through secure protocols such as a vinwal Private Network {VPN].

The Vendor shall report any breach in security in conformance with State of NH

Yes

Standard

Customers who hast their OnBase solution within the Hyland Cloud are not pemm:d 1o examine shared systemns
or connect directly 1o dpplication servers over a VPN network,

However, Hyland Cloud Services offers a Cloud Portal with access for the management of some of the
nnmponentsoftheﬂﬁandcomlm I-!vlanddm:dcunmnmemmmdwmmelhwsdumnu
thery see it As such, svslemadmhlstntorshzveme:no\heirsdutmsmalhelmemetk!heﬂ'ﬂandﬂoudu
3 hosted offering. the expectation is that end-user access is over 443, A VPN is 2 non-standard component with a
Hytand Cloud offering. 1f there is a technical requirement for 3 VPN, it can be provisioned as a fee-based

HL10

RSA 359-C:20. Any person engaged in trade or commerce that it subject to RSA
358-A:3, | shall also notify the reguiator which has prienary regulatory authority
over such trade or commerce, All other persons shall notify the New Hampshire
antorney general's office.

H2.1

Vendor shall have doc d disaster y plans that add; the recovery
of lost $1ate data as well a5 their own. Sys:erns shall be architected to meet the
defined recovery needs.

Yes

Yes

Standard

Standard

|+ Resume normal service operations

The Hyland GCS Incident Response Plan is documented as a part of the GCS 15 Policy Suite. Procedures are in

place for the escalation and notification in the event of a qualified security incident. This information is

documented in the Hyland Global Cloud Services Security Incident Management Policy, The Incident Respanse

Plan mandaies that all Security Incid are to be i igated promptly and thoroughly by gualified team

members. Every Security Incident is treated as a Security Breach until determined othenmu Availability and
privacy incidents follow a general incident response.

Global Cloud Services will prowide a Roct Cause Analysis (RCA) report ta eustamens impacted by a quatified
Information Security incident {j.e. Security, Availability, ec.), The RCA inchudes the duration of the event, business
impact, resohution, technical summary®, outstanding sues, and any follow-up that may indude sTeps cutiormen
need 1o take in order to prevent further issues. This report sent to S g By has enough details for
cLsTomers Lo in turn Communicate issues G their end ugers, ’ '

security measures [including that of other customers impacted in the event) will not be publicly disclosed. If
Hyland Cloud customers need additional detalls of an incident, a request to the GCS Support team must be
submitted and handled on 3 case by case basis. This Release of information process may fequire an on-site review
10 protect the confidentiality and security of the requested information, Hyland will not unreasonably detay this
natice, but it will only occur atter initlal comective actions have beennkenmoonumwesecu.—iwmun or
stabilize the Hytand Cloud platform.

*Note that splution information including sensitive data elements which ire additional confidentiality and

The Hytand Cloud DR Plan establishes procedures to provide disatter recovery for all customers following a
disruption of service, This plan focuses on disaster recovery for customer data and solutions housed in Hyland
Gloud data centers. Services are grouped according Lo the service class levels dedcribed in the Service Clags
Manual. Those classifications are Silver, Gold, Platinum, and Double Platinum, '

The following objectives are contained within thls plan:
« Accounting of services and data sources
* Prioritize services and data sources based on their relative business value
= Prevent service disruptions from occurming

+ Avoid the loss of data through backup routines

+ Kentify service disruptions when they occur

.+ Recover disrupted services and data in a prioritized fashion

« Identify recovery limitations

= Validate ongoing accuracy and operability of the Hyland Clowd Disaster Recovery Plan



OSTING-CLOUD REQUIREMENTS
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The disaster recovery ptan shafl identify appropriate methods for procuring The Hyland Coud ks N+1 redundan: and every Hyland Cloud salution is replicated 1o » tecondary data center. AII
additional hardware ithe event of 3 component failure. In mast instances, data files are r , d, and the datab is log shipped 10 this dary location where the logs are atso
systems shall offer a level of redundancy so the loss of a drive or power supply applied. ' "
will not be sufficient to terminate services however, these failed components will
have to be replaced. The Hyland Cloud DR plan does identify appropriate methods for procuring additional hardware in the event of a
il s
H2.3 Vendor shalt adhere to a defined and documented back-up schedule and Yes Standard The Hytand Cloud Disaster Recovery (DR) Plan was deveioped to astist the Hyland Globat Cloud Services
procedure. departmient to minkmize disruptions and meet customer expected service levels in the event of a disaster at one
- of the Hyland Cloud data centers. This plan helps advance that directive by identifylng services and data sources
that the Hyland Goud customers use and prioritizing those according to business need. These classifications are
then incorporated into the procedure for recovering disnupied sevvices, with higher priority services being
restored first. The Hytand Goud DA Plan also outlines methods used to mitigate potential disaster situations,
' including disaster prevention, avoidance of data lass, and continual monitoring of system components
H2.4 Back-up copies of data are made foc the purpose of facilitating 2 restore of the Yes Standard Hyland Clowd customers sre provided tuee copies of the data, two within the primary data center and one in a
data in the event of data lpss or System failure. second data center in a different geographic location. These capigs sre stored to online storage so there it no
. offline storage to be destroyed. Hard copy docurments are not created. Data sanitization technigues are used to
oxerarite data oo the sareers in o fror the Hytand Clos:d,
H1.5 Schechuled b:d:ups of all servers musst be completed regutarly. The minimum Yes Standard Redundant storage fadilities, data backup, 3nd replication are monitored daily and tested quartedy.
b is dfiff I backup daily. and complete baclzup weekly.
H16 Tapes or other back-up media tapes must be securely transferred from the site o NA NA Customer data {database and images) in the Hyland Cloud is replicated within the primary hosting Facility (Two
- another secure location to avald complete data kass with-the loss of a Fadlity. are stored in the primary data center on separate hardware) and 10 a secondary data center in a differant
geographical location.
Mdmmmmmhmwnmdmmr&ummmﬂm Allcnpuesrtman
} ononlnemedu andHﬂmddm:dmnwmmmdmmmgerhemtentbnmeddudhmnmt
H2.7 Data recovery - In the event that recovery back to the last backup is not sufficient Yes Standard meHyhmICbudlsHu fedundantandevervﬂviandaoodsoluthn is replicated to a secondary data center. Al
to recover State Data, the Vendor shall employ the use of database logs in data files are replicated, and the database is log shipped to this secondary location where the logs are also
_|addition to backup media in the restoration of the database{s) to afford a much tapplied, . . o .
closer to real-time recovery. To do this, kogs must be moved off the volume :
| containing the database with a frequency to match the business needs.




* {The Vendor shau emplav secumy MESUNes ensure l:hat the State’s application

and data is protected.

Standard

:[these files are mcuslble only to pemussaoned users, further decmasnng risk of expasure.

The foliowing outlines the efions Hyland takes to secure the Hyland Qoud platform and our customers” hosted
data:

» The Hyland Gloud has numeraus security controls and monitoring mechanisms in place, which includes firewalls
at the Web and App server level, IDS, and vuinerability management. Logs are captured from these and other
critical servers and network hosts and maintaingd in a centralized log repository, These logs are kept in non-
repugdiation format and kept for one year. :Ac:ess' to the central log repasitory is limited to a small team based on
job role. Monitoring of these sy3tems is active and alerts are configured 10 notify appropriate personned within
the department of potential security or availability incidents. Stalf is available/on call 24/7 to respond 10 alerts
from these systems. . .

« Hyland uses commercially avaitable safeguards to protect the Hyland Cloud platform and hosted data from
intrusion, attack, or virus infection. The hosts on the Hytand Cloud platform employ anti-virus software, and the
anti-virus signatures are updated daily by an automated signature repository, Anti-malware is installed and
updated regutarly within the Hyland Cloud platform. Software vendor information is not shared externally for
secunity consldentlnns

* In the Hyland Clowd, all data transfer is encrypted. By default, the Hyland Cloud uses AES - 256 bit TLS 1.2 and
S5H2 transport encryption. When using 256 bit SS{, data is encrypted both from the workstation to the OnBase
infrastructure and vice versa. Data transfers that utilize SFTP (S5H2 protocol) also encrypt traffic in both
directions. .

« The OnBase modules Encrypted Alpha Keywords and Encrypted Disk Groups are inchuded in standard Hyland
Cloud solutions., These'modules provide an additional layer of security for content stored In OnBase using AES ~
256 encryption. Sensitive alphanumeric keywords are stored in the database in an encrypted format, with access
tq view full or partial values granted to authorized users. Documents are automatically encrypted 2s they are
imported into OnBase, becoming mdecaphenble when retrieved outside of the svst:m Even within OnBase,

« When customer data is replicated from the primary data éent:r 10 the secondary data center, it remains

It State data is hosted on multiple servers, data exchanges between and among
servers must be encrypted.

Yes

Standard

In the Hyland Cloud, all data transfer is encrypted. By default, the Hytand Cloud uses AES - 256 bit TES 1.2 and
SSH2 transport encryption. When using 256 bit 551, data is encrypted both from the workstation to the OnBase

infrastructure and vice versa. Data lnnsfers that ut:llze SFTP {85H2 protocol) also encrypt traffic in both
direcrines

H1.3

All servers and devices must have currently-supported and hardened operating
systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-
rakware utilities. The environment, as a whole, shall have aggressive intrusion-
dererting and firmual prorsrsion

Yes

Standard

Hyland uses commercially available safeguands to protect the Hyland Cloud platform and hosted data from
intrusion, attack, or virus infection. The hasts on the Hyland Cloud platform employ anti-virus software, and the
anti-virus signatures are updated daily by an signature repasitory, Anth tware is i ted and
undated regutarty within the Mtand Chid niatfnrm :

M3.4

All components of the infrastructure shall be reviewed and tested to ensure they
protect the State’s hardware, software, and its related data assets. Tests shall

* |focus on the technical, administrative and physical security controls that have

been designed into the System 3rchitecture in order to prumde confidentiality,
integrity and availability.

Yes

Standard

Hyland Global Cloud Services utillzés many security controls, such as firewalls, 105, and vulnerability management
to ensure that customer data is secure. Additionally, Cloud Services uses a combination of enterprise and custom
tooks to monitor the Hyland Cloud platfiorm. In addition to this, we contract with Actuvant Labs, Inc. to parform
third-party penetration testing against the software as pant ol the finalization process for release,

Because the Hvl:nd Clowd prowides network access, , security, and monitaring services to its mstorners each
service is' monitored and tested to assure pedormance arid recoverability. This includes:

Data tenter availability and ent services [eg., power, cooling, fire deleﬂlonlsuppr:ssml
Netwark connectivity and support services.{e.g., HTTPS, DNS, SFTP)

Network security services (e.g., firewalls, data encryption, intrusion detection, antl-mruslann-mal\nrtl
OnBase processing services {e.g., document retrieval and business process workfiow)




The Vendor shall ensure its complc:e cooper:ﬁon unl:h the State’s Chief '

Information Officer in the detection of any security vulnerability of the hasting
Infrastructure.

L, :

Standard

The Hyland Coud has numerous security controls and mmrin; med\amsnu in place, which includes firewalls
at the Web and App server level, IDS. and vulnerability management. '

Hytand Global Cloud Services will comply with and cooperate to the best of their ability in the detection of any

Sarirring s dy hility of tha b i iafra actairm i raato

H3.6

The Vendor shall 3utherize the State 1o perform scheduled and random security
audits, induding welnerability assessments, of the Vendor' hosting infrastructure

land/or tha application upon reguest.

Yes

. AWWcumrmmdmmMumthmWNtumMmmw

Hytand GCS policies and procedures align with 150 27001 controls. Hytand GCS is SOC 2 audited on an annual basis
t0 ensure adherence o the documented policies and procedures.

Customers who host their OnBase solution within the Hyland Cloud are not permitted to examine shared
systerns, Customers who select the Gold, Platinum,_ or Double Platinumn classes of service are provided
operstional/risk audit rights, However, the scope of those audits Is restricted 1o the cuttomer's own data and
configurations. Upon request, employees of Hyland Global Goud Services will facilitate customer audits by
coliecting this type of evidence in a manner that has been deemed acceptable by the custamer on a billable basis.
DnBase furctionalities are subjected to a Penetration test or 3 valnerabllity assessment by a third party, Thisis
done in addition w0 the continuous penetration testing done by Internal security testers. The results of the third-

party tests are reviewed by the security team and prioritized for remediation. A summary report can be provided
under an NDA_

An independent third party conducts penetration testing on the Hyland Cloud network infrastnacture within each
of the Hytand Clouwd datacenters at least once a year, and after any significant infrastructure or application
upgrade o modification. Any vulnerabilicy that has a risk of "Critical or “High' [or equivatent based on the
classifications of the vendors in use by GCS) will be remediated or mitigated, Documentation will be provided
under an NDA,

hested OnBase solution. Thubmungemupmalcnt ninety (90] days” pﬂorurritlennouc:and the mutual
agreernent on the timing, scope and criteria of the testing. This tasting is offered at the customer’s cost and
eupense to Hyland for the Professional Services raquwed for the penetration test, An NDA will be requnred w

n27

All servers and devices must have event kgging enabled. Logs must be
protected with aciess Amited to only authorized administrators. Logs shall
indude System, Application, Web and Database logs.

Yes

Standard

-a-‘rtinimnardnemodMsuwmhwha'mmﬁledh;mruy.mmmm:iﬁm

Thewhndcwdhasnummusmunwcmuolsmdnmmdumd\mmmmplm which inchudes firewalls
alrheWebandA.opsenerlw:l.iDS.:ndvdneubaﬁtymanageanLapmaptumdhmm&aMumer

repudiation format and kept for one year. Access to the central log repasitory is limited to a smaMl team based on
job role. Monitoring of these systems is active and alerts are configured to notify appropriate pertannel within
the department of potentiat security or availabllity incidents, Staft is available/on call 24/7 to respond 1o alerts

fmmsa il

Operating Systems {O5) and Databases {DB) shall be built and hardend in
ol with guidefinés set forth by 15, NIST or NSA

Yes

IStandard °

. Mkmnmand!uﬁncphmmdﬂebpadbmdonhdumb&pmﬁceundsundards induding 15O .

- Mm:umkumwmudmmmmmm,wmmuummwmma

27001, AJCPA Trust Services Criteria, NIST, FAEC. Auditing plans are established annually and approved by the
mmmxdcwmm Aodadmphmindudm 4 d Is, testing fr Y,
and scope. -

Additionat standards are also followed for various functions as well.

For instance, data destruction: HyhndGlobalOo\dServmum L:dlmquesmndedbymemm\al
Institute for Standands and Technology (NIST) 1o destroy data as part of the decommissioning process. H'a

physically desticrped in acoordance with industry standard practices. Devices used in the administration of the

customer's hosted solition that have been decommissioned will be subjected to these or equally effective
standards. .

Poﬂdesand?mcedum:ﬁhh:lﬂo«!&wicuudﬂzuavadﬂvdhduswMasﬂmhﬁsfww

H3.5

The Vendor shall notify the State’s Project Manager of any security breaches
within two {2) hous's of the time that the Vendor leams. of thelr occurrence.

No

Not Available/Not Proposing

poficies, procedures, and standards including NIST SP 800-53 150 27001 {data centers} and SOC2.
If Hyland has demrrningd the customer's Hosted Solution has been neqtively impacted by 3 secufity of
avaltability incident, Hyland will deliver a root cause analysis summary, Although the notice will not be

unreasonably delayed, ltwﬂlmhwcura&«wmlmmhawbmnakenmmmmemw
rhmhﬁ:nheummm:!mm -
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Hi.10 TheVendcu-hailbe:olelvﬂableiwmulm!cdudthambr!&hd&atedau Yes Hﬂandcarriesuwﬂtvandprh‘acvﬂabmty whk:h lates age In the event of 3 covered
housed at their location(s) induding but not limited to notification and any security failure or privacy event. This is a third party coverage [meaning it is coverage in the event a covered
darmages assessed by the courts. . secueity fallure of privacy event causes damage to a customer or other 3rd party], however, it does not provide
. coverage to a customer directly or atherwise. Indhvidual limits of lability are documented in the agreements from
The: Vendor's System support and maintenance shall cormwnerce upgn the Yes Standard, . .
Effective Date and extend through the end of the Contract term, and any ’ ImageSoft complies with this requirement,
extensions theeeaf
He.2 The vendor shall maintain the hardware and Software in accordance with the Yes Standard - ofty Support: . X
specifications, terms, and requirements of the Contract, inchuding providing, The sblution includes imageSoft Standard and Custorier Care Support. With Standard Suppart, ImageSoft will
upgrades and fixes as required. pravide support for bug foxes and errors in the provided software, ImageSoft will Faise with Hyland Softwars
support personnel to coordinate the resolution of the bug or software product ermor,  With Customer Care
Support, kmageSoft will assist NHDOL with upgrades to the soluzion, which includes Customer System Review,
Establishing Upgrade \ﬁslonﬁpedﬁauon Upgrade Planning and Upgrade Execution Assistance for both the
server and :llent software, and remate technlal services. RHDOL is respansible for t:sting and backup prior o
an upgrade. ‘With Imagesoft Customer Care suppon we will work hand-in-hand with your Svs!ems
Administrators.
Hardware Support:
lmageSoft provides hardware mai e support for equipment [e.g., scanners) purchased through ImageSaft:
For the on-premise deplowmntom.m NHDOL is responsible for hardware and hardware maintenance through
their hasdy vendor ag . For a Hytand Ooud deployment option, Hyhndumponslblelorlhehmtm;
. - . . . hardware and hardmr: maintenance, and ImageSaft Customer Care engages Hytand as necessary. -
144.3 The vender shall repair or replace the hardware or software, or any portion Yes Standard
thereof, so that the System operates In accordance with the Spedfications, terms, - brageSoft complies with this requirement.
and reouirements of the Conteacy : .
Ha.4 All hardware dnd software components of the Vendor hos!m: infrastructure shall No Not Avallable/Not Proposing |Patches are applied within 90 days of release, but only after they have been tested in 2 non-production
be fully supported by their respective manfacturers 21 all times. All eritical environment. Hyland Software evaluates each paich released for the Microsoft Windows operating system in
patches for operating systerns, databases, web services. etc., shall be applied order to ensure compatibility. Our partnership with Microsoft enham Hyland"s abu.:w to identify and resolve
within sixty (60) days of refeasé by their respective manufacturers. ’ compatibility issues more effectively.
Ha.5 The State shall have unlimited access, via phone or Email, 1o the Yendor technical Included in ImageSoft Customer Care Support, See response to TOPIC 47 - SUPPORT AND MAINTENANCE.
support staff between the hours of 8:30am to 5:00pm- Monday through Friday . . . :
EST-
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Thedearshallcmbrrn to the specﬁc deﬂdenr.vdauas described: 0 Olass
A Deficiency - Software - Critical, does not allow System to operate, no work
around, demands immediate action; Written Documentation - missing significant
portlons of infoemation or unlintelligible to State; Non Soitware - Services were
inadequate and require re-performance of the Service. ‘

o (Class B Deficiency - Software - important, does not stop operation and/or
there is 3 work around and user can perform tasks: Written Docurnentation -
portions of information are missing but not enough to make the document

- |uninteiligible: Non Software - Services were deflcient, require reworking, but do

NGt require re-performance of the Service.

0 Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System; Written Documentation -
minimal changes required and of minor editing nature; Noa Software - Services
require only minor reworking and do not requive re-performance of the Service.

Standard

Owner {assigned by project manager, if pmﬂbfe)

Senll:uflmplemmzdon

From a Services/implementaticin perspective, project implementation challenges/deficiencies arise from many
factors, some of which can be controlled, and some of which are more difficult to control, in general, istues
jshould be resolved az the lowest levet passible without escatation, When an individual recognizes an lasue, they
should first and foremost try to resolve the ifsue with informal conversation within the team. Those issues that
cannot be resoived by the originator within the team should be ratsed to the Project manager.

| The: project manager will log the issue into the istue kog along with the following information:

Issue Number {sequentialty assigned)

Who ralsed the issue (ariginator)

Date Raised

Pricwity from High, Medium and Low [set by originator or project manager)

The Hytand team reviews all issues during the internat status meeting. if possible, the issue will be assigned (o 3
rermber of the team for resolution, In the svent that Hyland and dient project managers canpot resobve the
issue, the issue will be escalated to the executive sponsors,

Addditionally, during the discovery phase, Hyland will document the requirerments bated off meetings with the
feustomer. It is' expected that the customer will base their use cases for testing off of this document and the
business process that the soluﬁon supports, The Solution Requirements Document will be signed by the customer,
prior to implementation, and H'viand will configure the solution acconding to these specifications. Initial testing by |-
Hyland will ensure that all requirements have been imet, and the wmer is also ible for verifying this
during their test process.,

Software Developmént: .. .

From a software development perspective, any software related deficiencies that are uncovered which are
deemed to be caused by possible lssues encountered within the software itseif are handled via our internal
Software Change Request {SCR) process. This procass incorporates both softwark issues as well as software .
enhmnnntsﬂmnremrd:dmmmescamtemrher:ummamummwodmthm R&D when a
defect is identified in a praduction release of the software. Hvbrdpddnhscﬁmbeu‘hghwresponmm

As part ol the maintenance agreement, ongoing support issues shall be
responded 1o acededing to the following:

2. Class A Deficiencies - The Vendor shall have available to the State on-call
telephone assistance, with issue tracking available to the State, eight {8) hours per
day and five {S] days a2 week with an emait / telephone response within two (2)
hours of request; or the Vendor shall provide support on-tite or with remote
dlagnastic Services, within four [4) business hours of a request;

- b.o.-ma&cmw-mm&:mnwﬁmvm«ammﬂdem

during reguiar business hours and the Vendor shall respond back within four [4)
hours of notification of planned corrective action; The Vendor shall repair or
replace Software, and provide maint of the Softy in dance with
the Specifications, Terms and Requirements of the Contract; -

- [required,

Support Issue Prioritization and Escatation

Support issues that materially impact production uie of the rystem are addressed imemediately. Hyland will
attempt to identify a workaround whencvera perrnanent solution to a software error cannot be prcmded within
a reasonable lirnvefm-ne .

TheTechnicalSuppmandystasslgmdma PPOIT issue is emp d to det i3 impact on an end-
customer’s solution per the Severity Levels defined below, and 1o obtaip immediate artenton ta'the issue as

Hyland partners who befieve that the resolution process is not pro:eedlng n a satisfactory manner are
encouraged to contact Technical Support management.

memmwumwmwm%rmwwmmu& .

The hasting server for the State shall be available twenty-four (24) hours a day, 7

Yes

Standard

Hyland commits to dystem availability ranging from 99% to 99.9% uptime, depending on the Service Class

d3v; 3 wegk except for dyring scheduled maintenance,

selected by the customer,
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mainunance wmdow :hall be idennﬁed {such 3s weekly,
menthly, or quarterly) at which time all relevant server patches and application
upgr,des shall be applied.

Standard

Hyland has no regutarly scheduled downtime, When patching is required, Hyland prmride: two types of
maintenance windows: scheduled malntenance and unscheduled maintenance.

Hyland will natify customers of scheduled maintenance that is expected to impact or potentially impact system
availability or functionatity. The notification will typically be sent 3t least coe week in advance, but not kess than
24 hours prior Lo the specified start time.

Hyland will notify customers of uner\edl:lIed maintenance that is expected 1o impact or potentially impact system
availabllity er functionality, The natification will typically be sent at least 24 hours in advance but not less than 2
hours prior to the specified start time.

Bath scheduled and unscheduled maintenance will be restricted to the hours of 10:00 p.m. to 8:00 a.m., based on
the time zone of the impacted data center.

Limitations on the aggregate number of hours of maintenance are determined based on the customer's selected

maintenance acthvities performed for the State and shall report quarterty on the
following: Server up-time: All change requests ifmplemented, induding operating
systemn patches; All critical outages reported including actual issue and resolution:
Number of deficiencies reported by class with initia) response time as well as time
to dase, .

H4.10 [ The Vender is unable to meet the uptime requirement, The Vendor shall credit
State’s account in an amount based upan the following formula: {Total Contract :
Itern Price/365) x Number of Oays Contract itemn Not Provided. The State must Financial remedies are in place and are based on the customer's chosen service dass level.
this rrediy in writing
Ha.11 The Vender shall use a change management policy for notification and tracking of Yes Standard Hyland foflows internal change management procedures when changes are initiated by Hyland, or when a
change requests as well as critical outages. customer requests to make a change on their behalf 1o existing systems, of when new systems are deployed (o
the Hyland Cloud, Generally speaking, change requests ane submitted via a change management system and are
then evahuated by subject matter experts. Upon approval by such subject matier experts changes are
implemented, documented, and tested. In the event an issue occurs with the approved change, roffback
loroctdures, documented as part of the change request. are performed in order to neturn the system to ks original
state.
H4.12 A critical outage will be designated when 3 business function cannot be met by a - Yes Standard Hyland Cloud Services Definition of system avaitability:
nonperforming application and there is no work around to the probierm, : ’ :

. Hyland comimits to system availability ranging from 99% to 99.9% uptime, depending on the Service Class
selected by the customer. “Downtime” means the aggregate time {in minutes) each calendar month, as confi -]
by Hytand foliowing written natice from the customer, that the cusiomer has experienced Network Unavailability,
no documents stored in the Software can be retrieved from the Hosted Solution, or no documents can be input
inta the Software, The length of downtime is measured from the time the customer first reports the covered i
fallure condition{s] to Hyland in writing until the time when Hyland's testing confirms that the failure condition{s)
reported are no longer present.

H4.13 The Vendor shall maintain a revord of the activities related to repair or Yes Standard | Fox Hytand Cloud customers, Hyland Global Qowd Services {GCS) maintains documented incident reporting

procedures. Incident reports are recorded and tracked to completion within Hyland's decument management
sysiem. Customer notiflication is provided when applicable. GCS maintains a Customer Process Manual which
describes the Hytand Goud platfor, its boundaries, the obligations/commitments of each party #s i concemns

rity and availabifity, ification of related incidents, and also the procedure for customers 10
report security and/or availahility issues. The Customer Process Manual is updated and released aonually by GCS
directly 1o registered customers thmugh email. GCS mamulns anintermal audit program that focuses on
developing, implementing, g and ing security controls to support risk mitigation strategies.
The areas of focus include, but are not limited to, policy and procediere, kogical and physical access, and business
continuity. Quarterty internal audit resufu are compiled by the Governance, Risk and Camphm team and sent
10 the Vice President of GCS.




me\fendorwillpvemo-bushess dawpﬁwnmiﬂanonmhmtnmjen
Manager of all changes/updates and provide the State with training due to the
upgrades and changes.

Standard

Upgrades are performed as r.hey are available and typically upon

'equest_ They are scheduled mth each Hyland
Coud customer: :

All configuration and software release changes made by Ooud Services on the customer’s behalf will be

imp d in a non-productk ironment before they are implemnentad on 3 production system, This non-
production environment is designed to desely ratch the production hosting retwork configuration, inchuding
firewalt policies. The customer must test the changes in this enviroament and provide a form of written
acknowledgerment before they can be applied o Systems withln our production hasting tacility (e.g., an email
stating that the changes are functicning as they are intended to).} o




Attachment 1: Project Requirements

The Vendon’s System support and rnalmenance shall commence upon.the
511 |Effective Date and extend through the end ul the Contract term, and any, M Yes Standard |imageSoft complies with this requirement.
extensions thereof, . - - )
.[Maintain the bardware and Software in a::Ordance with the Specifications,| .
terms, and requirements of the Contract, mdudmg providing, upgrades and, Software Support: )
* [fixes as requnred The sclution includes ImageSoft Standard and Customer Care Support. With Standard Suppon,
ImageSoft will provide support for bug fixes and errors in the pravided software. ImageSoft will
- |lisise with Hyland Software’ support personned to coordinate the resolution of the bug or software
product error. With Customer Care Support, ImageSoft will assist NHDOL with upgrades to the
solution, which includes Customer System Review, Establishing Upgrade Vision/Specification,
Upgrade Planning and Upgrade Execution Assistance for both the server and client saftware, and
51.2. VM : Yes vStandard remaote technical services. l_\IHDOL is responsible for testing and backup piior to an upgrade. With
ImageSoft Customer Care support, we will work hand-in-hand with your Systems Administrators.
Hardware Support:
ImageSoft provides hardware maintenance support for equipment {e.g., scanners) purchased
through ImageSoft. For the on-premise deployment aption, NHDOL is responsible for hardware and
hardware maintenance through their hardware vendor agreements. For a Hyland Cloud
deployment optian, Hyland is responsub|e for the hosting hardware and hardware maintenance, and
ImageSoft Customer Care engages Hyland as necessary.
Repair .Software, or any portion thereof, so that the System operates in . . N . E .
513 Jaccordance with the Specifications, terms, and requirements of the Contract, M Yes Standard  |Included in Standgrd Support. See response to TOPIC 47 - SUI_’PORT AND MAINTENANCE.
The State shall Have unlimited access, via phone or Email, ta the Vendor
514 ltechnical support staff between the hours of 8:30am to 5:00pm- Monday| M Yes Standard - |incuded in Standard Support. See response to TOPIC 47 - SUPPORT AND MAINTEMANCE,
through Friday EST: : ) ) :

5._ SUPPORT & MAINTENANCE




Attachment 1: Project Requirements

rm
bR

. jminimal changes required and of minor editing nature; Non Software -

The Vendor response time for support shall conform o the specific deficiency
class as described below or as agreed to by the parties: o Cass A
JOeficiency - Software - Critical, does not allow Systern to operate, no work
around, demands immediate action; Written Docurnentation - missing
significant partions of information or unintelligible to State; Non Software -
Services were inadequate and require re-performance of the Service,

L] Class B Deficiency - Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough to make
the document unintefligible; Non Software - Services wese deficient, require
reworking. but do not require re-performance of the Service.

© (ass C Deficiency - Software - minimal, cosmem:n nature, minimal effect
on Systém, low priarity andfor user can use System; Written Documentation -

Services require only minor reworking and do aot require re-performance of
the Service.

VT e e,

iai:«‘.i i

The deficiency classes alugn well to ImageSoft s issue pricrity levels. See the lssue Resulunon
section in the response to TOPIC 47.- SUPPORT AND MAINTENANCE.

51.6

The Vendar shall make available to the State the latest program updates,
general maintenance releases, selected. funcnonalnty« releases, patches, and
Documentation that are generally offered to its customers, at no additional
cost.

OnBase provides one main software release annually, typicatly between luly and August.
Subsequent build versions or service packs are released at various times throughiout the year.

Customers automatically receive access Lo new version upgrades when they are available.

‘|However, no upgrade is performed without customer knowledge nor are upgrades forced. £nd

users elect when they prefer to upgrade to a more recent irersi_on.

517,

information will be collected and maintained: 1) nature of the Deficency; 2
current status of the Deficiency; 3) action plans, dates, and times; 4) expected]
2nd actual completion time; 5] Defidency resolution information, 6) Resolved
by, 7) identifying number i.e. work order number, 8} Issue identified by;

For all maintenance Services calls, The Vendor shall ensure the followingl
)

Customer Care Support calls collect and store the following information in our Case Management
System: 1) nature of the Deficiency stored as Case Subject and Notes; 2) current status of the
Deficiency stored as Status; 3} action plans, dates, and times stored as Tasks in the case. Each Task
has an end time, duration, sumimary dnd notes; -i] expected and actual completion time s,toréd as
Resolution Date; 5) Deficiency resolution information stored as Resotution and Resolution Notes, 6)
Resolved by stored as Case Owner, 7} Identifying number L.e. work order number stored as Case
number, 8} Issue identified by stored as Contacy;

s1.8

The Vendor must work with the State to identify and troubleshoot potentially
large-scale System fallures or Deficiencies by collecting the followingr
information: 1) mean time between reported Deficiencies with the Software:
2} diagnosis of the root cause of the problem; and 3} identification of repeat!
calls or repeat Software problems. - ’

»T

4:- & g-:f(i!-wsu-ﬂ._d- s
1l Evenor P tonier
B e | N i
Yes Standard
Yes Standard
Yes Standard
Yes " Standard

A large-scale System failure or Beficiency would be defined as a ﬁﬁtical Error,
Resolution section in the response to TOPIC 47 - SUPPORT AND MAINTENANCE

See the (ssue
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Attachment 1: Project Requirements

As part of the Software maintenance _a-greernent, ongoing software
maintenance and support issues, shall be responded w0 according to the)
rfonowing or 25 asgreed to by the parties:
a. OJass A Defidiencies - The Vendor shall have available to the State on-call|
telephone assistance, with issue tracking available to the State, eight (8) hours|
per day and five {5} days a week with an email / telephone response within)
519 :::‘:'2: :;t:o::i:e;ﬁ;smv:ihl:i:::::’{451lful:\:t::::?::::;:-or with The deficiency classes align well 1o ImageSoft's issue priority levels. See the Issue Resolution
’ ‘ : section in the response to TOPIC 47 - SUPPORT AND MAINTENANCE.
"b. Class B & C Deficiencies — The State’ shalf notify the ‘Vendor of such '
|Deficiencies during regular business hours and the Vendar shall respond back]
within four (4] ‘hours of notification of planhed corrective action; The Vendor
shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications, Terms and Requirements of the Contract;
of as agreed between the parties
0 :;Zk:\eén:::h:::: '::;t;::'f:“ ::T;f;:::a:::'q for notification -and Yes Sta;'\ dard ImageSoft complies with this requirement..Intemal change management procédures are followed
v . . . N ) ' . when changes are initiated by ImageSoft or Customer requests to make a change. .
. A eritical outage-wltl be .desfgnated wh en_a business function cannot be met - |'mageSoft complies with this requirement. A Critical Qutage is designated when the Error has been
S1.11 bya nonpeﬁom ing application a.nd there is no work around to the prnhlem.. Yes Standard  |confirmed and Error Tracking Number has been assigne&. ‘The Error is either causing a significant
o B portion of the system to be unusable, or is significantly affecting Customer productivity.
The Vendor shall maintain a record of the activities related to repair or ) ’
rnaintenan-ce activitles performed f.or the State and Sh_a!l report quarterly onJ- ImageSoft is able 1o co'mply with this requirement. The foliowing répons may be requested, 1)
s11z |ihe following: All change requests implemented; AR critical outages reported Yes Standard  Service Avaiiabiity, 2) Technical Support Activity, 3) Service Configuration, 4} Service Consumptlon
including actual issue and resohution; Number of deficiencies reported bv class and 5) Datacenter Audit.
with initial response time as well as time to close.
The hostlng server for the. State shall be available twenty-four (24} hours a . -
'S113 [day, 7 days aweek except for dunng scheduled maintenance. Yes Standard
- |inageSaft complies with this requirement. i
c11e JThE Vendor will guide the State with possible solulions to resolve issues 1o Yes standard Included in ImageSoft Customer Care Support. See response o TOPIC 47 - SUFRJEI KN['S
maintain a fully functioning, hosted System. MAINTENANCE,
A regularty scheduled maintenance window shall be identified {such as Customer will be notified of scheduled maintenance at Ieasl one week in advance, but in no event
weekly, monthly, or quarterly} at which time all relevant server patches and | | | . )
application upgrades shall be appli'e d. _ ] will such notice be sent less :ha-n_24 haurs prior to the spedific start time. In yhe event of a need for
“s11s . Yes Standard  funscheduted maintenance, notification will be sent at 24 hours in advance, but in no event wili such
notice be less than 2 howrs prior, Both scheduled and unscheduled maintenance will be restricted
to the hours of 10 PM 10 8 AM, based on the time zone of the impacted datacenter, unless other
. arrangements are mutualty agreed to. - .
The Vendor will give two-business days prior notification to the State Project Changes, updates and upgrades 1o the solution are al the request of and coordinated with the
5116 |Manager of all changesfupdates and provide the State with ira:mng ‘due 1o Yes Standard [Customer. The Customer may ImageSoft Professional Services can be engaged to develop specific
the upgrades and changes. training for their solution.

5. SUPPORT & MAINTENANCE




Attachment 1: Project Requirements

§ i

e -«A\x—- _.Aay

All hardware and software components of the Vendor hosting mfrastrucmre
shall be fully supported by their respective manufacturers at all times, Al

g %Commems e

T T T B | 0

5117 |eriticat patches for operating systems, databasas, web services, ete, shall be Yes Standard :'":"""f: "'05:“’ '":meg in :Of:_r*":_me(;'g; ;;';0 olf r:eor::cof t;he fc:!lot\:s:scsm:::t:s:
{ ni SOC|
applied within sixty {60) days of release by their respective manufacturers, nternational Organiza " Mtandardization . ¢ Urganization Con .
. and/for SysTrust,
|The Vendor shall provide the State with a personal secure FTP site to be used - ’
S1.18 |by the State for uploading and dowrdoading files if applicable. Yes Standard

ImageSoft complies with this requirement

5. SUPPORT & MAINTENANCE
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RO a ' <
Vendor shall participate in an initial kick-off meeting to initiate the Project. Conducting a kick-off meeting is a standard part of the Plan and Define phase of the project. See
PL1 Yes Standard |imageSoft's response 1o TOPIC 39 — STATUS MEETINGS AND REPORYS for a description of lmageSoh H
) aggroach to conducting 3 prog_ect kick-off meeting.
[Vendor shall provide Project Staff s specified in the RFP. . {The ImageSoft project team consists of highly trained spedialists to support aﬂ phases of soluuon
PL2 Yes Standard |develop Each member plays a pivotal role in the success of a project. See ImageSoﬂ's response to
+ - [section VI: Quatifications of Key Vendor Staff in the RFP response document,
Vendor shall submit a finalized Work Plan within ten {10} days after Contract
award and approval by Governor and Council. The Work Plan shall include,
p13 {without limitation, 3 detailed description of the Schedule, tasks, Defiverables, Yes Standard  [See ImageSoft's response 1o TOPIC 43 - WORK PLAN,
eritical events, task dependendcies, and payment Schedule. The plan shall be
updated no less than every two weeks. ' )
Vendor shall provide detailed bi-weekly status reports on the progress of the -weekly status meetings are recommended and allow both the Imag an project teams ta
Project, which will include expenses incurred year to date. work cooperativety on project planning, resource planning, communications and contractual activity.
. ImageSoft will prepare and distribute meeting minutes to all NHDOL Project Team members to ensure that
pLa Yes Standard both teams are aligned and informed on the current project status. See Image5oft’s response to TOPIC 39
- STATUS MEETINGS AND REPORTS,
For fixed priced projects, ImageSoft does nat typically include expenses incurred year to date in the bi-
kv status renort
All user, technical, and System Documentation as well as Project Schedules, lmagﬁoﬁ creates all project document deliverables in the Microsoft Office suite of tools and stores them
plans, status reports, and correspondence must be maintained as projeét on our BaseCamp project management collaboration tool website. Issues, risks, ‘and decisions are
PLS  ldocumentation, {Define haw- WORD format- on-Line; in a common fibrary or Yes Standard |maintained in the JIRA online repository. JIRA, by Atlassian, is ImageSoft's issue and project tracking
on paper) ’ software, which is used by our agile software development and implementation teams. See ImageSoft's

response 1p TOPIC 43 - WORK PLAN

6. PROJECT MANAGEMENT
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Introduction

The Hyland Cloud Customer Process Manual (“Process Manual”) provides Customers a description of the
services provided within the Hyland Cloud Platform ("Platform”) by Hyland Software, Inc. ("Hytand"). Capitalized
terms not defined in this Process Manual have the meanings as set forth in Hyland's Master Agreement, Terms of
Use, Hosting Schedule, SaaS Schedule or other contractual agreement between Hyland and the Customer which
incorporates the Process-Manual by specifi caIIy referencmg the Process Manual in such underlylng agreement.

An electronic copy of the latest Process Manual Is available to customers through the Hyland Com'munity site in
the Secure Downloads area at: https.//www.hyland.com/community and through the Cloud Portal at https:/
hitps://mycloud.onbaseonline.com/. The Process Manual is reviewed by Hyland, periodically, and medifications or
the revised Process Manual is posted on the listed web locations. Authorized Customer Representatives will
receive notice when modification to the Process Manual are released.

System Descnphon

This system description delineates the boundaries of the various components of a functioning Platform including:
the products and services provided by Hyland and its vendors; the products and services provided by Hyland's
authorized solution providers, and the services and obligalions fulfilled by the Customer and its partners or '
vendors.

Background

The Platform is a multi-instance hosting pfatform for Hyland's cloud-based products and services. Customers
utilize these products and services to fulfil their unique business needs. The Global Cloud Services (“GCS }
department within Hyland is responsible for the administration of the Platform.

Infrastructure

The Platform offers hosting services for products and services developed and owned by Hyland.

Hyland _rhay from time to time choose additional products or services to have a hostiﬁg option. Hyland provides
hosting services through co-location, internet-enabled network infrastructure that is owned and operated by
Hyland and ISP providers {"Co-location Services"), or through déployment with a third-party cloud prowder for
solutions in the Platform. However, deployment options are product dependent.-

When applicable, Hyland deploys servers within each data center on an as-needed basis which may include, but
is not limited to, web, application, file and database servers. A variety of peripheral devices are also used. This
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may include, but is not limited to, network appliances, disk drives, and keyboard video monitor switches. This
includes industry-leading technology designed to.provide a load balanced, redundant, and highly available Hosted
Solution. An N-tiered architecture is used to support p'resentation. application, processing, and data services. For
enhanced security in the Platform, technologies such as, but not limited to, firewalls, intrusion detection and
prevention, and vulnerability management are used. '

Co-location Services

The hardware - components associated with the Platform’s Co-location Services are physically located within data
centers that provide the availability and resiliency necessary to operate the Platform. These data centers are
owned-and operated by Internet Service Providers (ISPs) who have demonstrated compliance with one or more of
the following standards (or a reasonable equivalent): International Organization for Standardization (“ISQ") 27001
and/or American Institute.of Certified Public Accountants (* AICPA") Service Organization Controls (“SOC™)
Reports for Services Organizations. These ISPs provide Internet connectivity, physncal security, power and

- environmental systems and services for the Hyland Cloud Platform.

Third-Party Cloud Provider

Hosting services may be provided to customers through an internet-enabled network and infrastructure that is
owned by a third-party cloud provider. Hyland deploys and manages the servers, OS services, storage, and .
network access and is ultimately responsible for the architecture and deployment of the cloud environment used to
deploy the Platform. Solutions can be deployed in domestic and internaticnal regions within the third-party cloud
environment. Hyland has no direct access to the physical infrastructure of the third-party cloud prowder and
enforces these requu'ements via contractual agreements with the third- party

Data

Customer maintains ownership of all Customer Data uploaded to their Hosted Solution through the full Ilfecycle
period. Customer Data is uploaded via TLS/SSL or through a services API overa TLS/SSL connection to the
Platform. Customer Data that resides in the Platform is encrypted at rest. Strict access control is.in place for
Customer Data within the Platform. Customer administrators control user access, user permissions, and data
retention with respect to the Hosted Solution. Hyland treats Customer Data with the most restrictive data
classification and applies technical controls as described in this Process Manual to comply with all applicable
privacy and confidentiality laws, rules, and regulations {e.g. data encryption at rest and in transit, strict access
controls). The Customer is responsible for ensuring that the Hosted Solution mests the Customer’s legal andfor
compliance obligations. -
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Data Access Controls in the Hyland Cloud-Platform

As a multi- mstance hosting platform, the Platform provides Ioglcally separated storage for each customer, which
prevents the documents and metadata belonglng to multipte tenants from being comingled. Access to documents,
meta-data, output command, configuration commands, and processing commands may be controlied via
permissions. Customers manage the user group membership and authentication records for their users. Multi-
factor authentication is required before any Hyland employee is permitted administrative access to the Platform.
Hyland employee access is provisioned using the least privilege methodology.

Device Decommnssmmng N

Hyland procedures include a decommissioning process that is desugned to prevent Customer Data from being
exposed to unauthorized individuals. Hyland uses the techniques recommended by NIST to destroy data as part of
the decommissioning process. If a hardware device is unable to be decommissioned using these procedures, the
device will be virtually shredded, degaussed purgedlmped or physically destroyed in accordance with industry-
standard practices.

People

Hyland employees must undergo comprehensive screening during the hiring process. Background checks and
reference validation are performeéd to determine whether candidate qualifications are appropriate for the proposed
posmon Subject to any restrictions imposed by applicable law, these background checks include federal, state
and county criminal background checks, employment validation, and education verification.

Candidates fot’ employment within GCS, including internal transfers, must be approved by the Vice President of
Global Cloud Services and Hyland HRuman Resocurces before the employment positions are offered. This approval
may be contingent upon the successful completion of additional security screening and training.

Hyland personnel are granted only the specific privileges required for them to carry out their normal duties in
supportihg the Platform. Hyland uses a variety of preventive, detsctive, and reactive controls. These include strict
data access controls for Customer Data and confideritial information, multiple levels of monitoring, logging,
reporting, and combinations of controls that provide for the independent detection of unauthorized activity or
access to customer solutions and data.

System Boundanes

The systems that compose a functioning Platform are limited to shared components such as network devices,
servers,.and software that are deployed and operatang wlthln the Platform.. This system boundary atso includes the
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network connectivity, power, physical security, aﬁd environmental services p_rbvided by the third-party ISP that

owns and operates the data centers in which this network infrastructure is collocated (when applicable).

Hyland is not responsible for any system components that are not within this system boundary, including network
devices, network connectivity, workstations, servers, and software owned and operated by the Customer or other

third parties. Hyland may provide support for these components at its reasonable discretion.

Enduser
—

- T T
R Primary Data Center RERE
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FIGURE 1~ GENERAL DIAGRAM OF HYLAND CLOUD PLATFORM ARCHITECTURE. ARCHITECTURE MAY YARY BASED ON PRODUCT SELECTED.
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Process Boundaries

The processes executed within the Platform are limited to those that are executed by a Hyland employee (or
authorized third party) or processes that are executed within our established system boundaries, in whole. This
includes, but is not limited to, hardware installation, software installation, data replication, data security, and
authentication processes.

Certain business processes may cross these boundaries, meaning one or more tasks are exscutéd outside of the
system boundaries that have been established for the Platform, one or more tasks are executed by individuals -
who are not Hyland employees {(or authorized third-parties), or one or more tasks are executed based on written
requests placed by a Customer. In'such event, Hyland will provide support for such processes to the extent they
occur within Hyland's established system boundaries, but Hyland is hot responsible for providing support for such
processes to the extent they occur outside of such established system boundaries. At its reasonable discretion,
Hyland may provide limited support for processes that occur outside such established system boundaries.
Examples of business processes that cross these boundaries include, but are not limited to, Hosted Solution
conﬁgurétion changes, processing that occurs within the Hosted Solution, user authorization, and file transfers.

Special Considerations -

This section applles to Hosted Heaithcare customers who are receiving d95|gnated administration services from
the Hyland Hosted Healthcare Services Team.

If the Hosted Solution includes hardware and/or software interfaces to be used for data integration and those
resources will be remotely managed and supported by Hyland, Customer must provide access and administrative
permissi'ons to hardware and software interfaces.located on the Customer's network to the appropriate Hyland
personnel. Local technical and systems support for these data commumcatlon mterfaces and systems at the
Customer's location may also be required.

The Customer is responsible for maintaining all clinical and diagnostic activity, and for implementation and
operation of all accounting, management and reporting systems, and audit functions.

If the Hosted Solution includes Master Patient Index feeds (MPI), Customer must provide such data and the
related specifications in a tlmely manner.

Responsibilities
Responsibilities are applicable to all Hyland Cloud products unless otherwise noted.
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Hyland Responsibilities
Hyland will;

1.

Lo~N>

_Prowde access to the Hosted Solution for use by the Customer by deploying and managing system

components within the Platform system boundaries, as defined within this document. This hosting service

-will be delivered in a manner that is consistent with the underlying agreément.

Upon request and the payment of applicable fees by Customer, deploy the Hosted Solution for use by
Customer.

‘Manage Hosted Solution configuration changes performed on behalf of Customer based on written

requests from authorized Customer employees or authorized third parties, when applicable.

Report and respond to quallf ed security incidents. If Hyland has determined the Customer’s Hosted
Solution has been negatively impacted by a security incident, Hyland will deliver a root-cause analysis
eummary to the Authorizéd Customer Representative. Such notice will not be unreasonably delayed, but
will only occur after initial corrective actions have been taken to contain the threat and stabilization of the

.Platform has been completed. Assistance from the Customer may be required.

Respond to reported availability incidents. This may include, but is not limited to, activities reqwred to
restore access to the Customer's Hosted Solution. If Customer has reported an availability incident to

Hyland Technical Support, Hyland will deliver a root-cause analysis'summary to the Authorized Customer

Representative. Such notice will not be unreasonably delayed, but will only occur after initial corrective
actions have been taken to contain the threat-and stabilization of the Platform has been completed.
Assistance from Customer may be required. '

Maintain disaster recovery preparations, including data replication and periodic reviews.

Use reasonable efforts to test work performed by Hyland employees and Hyland vendors.
.Use reasonable efforts to monitor the overall security and availability of the Platform.

Upon request of Customer, provide information on available featuras and functionality of Customer s
Hosted Solution that could assist Customer in stonng confidential or personal identifying information. .

Customer Responsibilities

Customer will: .

1.

Designate to Hyland Adthorized Customer Representatives, such as: .

a. Customer Security Administrator (“CSA") personne! who are a_utl'iorized to communicate
Customer's policies, submit Hosted Solution configuration requests to Hyland, or speak
authoritatively on behalf of Customer and shall receive and provide, as applicable, all notifications

‘related to maintenance, security, service failures and the like.

b. Failure Notification Contact (“FNC") personnel who are to be notified of circumstances affecting
access to the Hosted Solution, such notifications related to maintenance, security, service failures
and the like. :
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¢. Or other personnel as réquired by Hyland dunng the deployment of the Hosted Solutlon and
associated products. :

2. Be responsible for revocation of access to the environment |mmed|ately for unauthorized users and
reporting changes to the Authorized Customer Representatlve as soon as possible to prevent inappropriate
access and privileges.

3. Access the Hosted Solution remotely. .

4. "Provide web browser software, other compatible client software, and necessary co'mm,unications
equipment to access the Hosted Solution.

5. Install and manage system components outside of the Platform system boundaries, as described in this
document.

6. ‘Provide workstatlons that meet or exceed Hyland 8 minimum reqmrements for each software medule

linstalled.

7. Execute processes that are outside of the process boundaries as descrubed in this document.

8. Identify and make use of Hosted Solution features to properly store confidential information and personal
identifying information.

9. ‘Be responsible for ensuring the Hosted Solution meets Customer's Iegal and/or compliance obligations.

10. Be responsible for all testing of the Hosted Solution upon installation prior to any production use, except as
otherwise set forth in a Hyland Services Proposal, when applicable.

. 11. Be responsible for all testing of any configuration changes to the Hcsted Solution software, except as
-otherwise set forth in a Hyland Services Proposal

12. Perform Hosted Solution user authorization.

13. Control user group membership and the related permissions within the Hosted Solution.

14. Transfer files to the Platform using supported protocols and standards, when applicable.

15. Use reasonable efforts to monitor business processes and quality controls that are unique to the
Customer's Hosted Solution. This includes batch processing of documents uploaded to the Platform.

16. Report and respond to security and availability incidents of which Customer becomes aware. Customer
should report all such incidents to Hyland’s Technical Support Department. The Hyland Technical Support
representative will serve as the primary point of contact for the duration of the support issue unless
Customer is advised differently by Hyland.

17. Work collaboratively with Hyland to-respond to mmdents including security and availability mmdents

Standards and Procedures

Security
1. .lf Customer administrators b_elieve they have experienced a securlfy incident, they should contact their
appropriate Technical Support contact as soon as possible after discovering the incident. The Hyland
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‘Technical Support representative will serve as the primary point of contact for the duration of the support
issue unless Customer is otherwise advised by Hyland.

2. Employees of Customer are not permitted to share their Hosted Solutlon login credentlals (8.9. passwords,
tokens, personal certificates, etc.) with other users,

3. Customer.must remove all inactive Hosted Solution accounts ina tlmely manner {e. g when an employee is
terminated).

4, Customeris responsnble for all distribution of output under their control within the Hosted Solution.

5. Hyland utilizes virus protectlon software programs and definitions, which are configured to meet common
industry standards in an attempt to protect the data and equipment located within the Hyland Cloud
Platform from virus infactions or similar malicious payloads. ' - Lo

" 6. If technically feasible, Customer may conduct penetration testing against the public URL used to access

the Hosted solution on an annual basis; provided, that, (a) Customer provides Hyland with at least ninety
.(90) days' prior written notice of its desire to conduct such testing, (b) Hyland and Customer mutually agree
upon the timing, scope, and criteria of such testing, which may include common social engineering,
application, and network testing techniques used to identify or exploit common vulnerabilities including
buffer overflows, cross site scripting, SQL injection, and man in the middle attacks, and (c) such testing is
at Customer’s cost and ekpe_nse and Customer pays to Hyland fees (at Hyland's standard rétes) for the
Professional Services that are required or requested of Hyland in connection with such testing. Prior to
-any such testing, any third party engaged by Customer to assist with such testing, must enter into a Non-
Disclosure Agreement directly with Hyland. Customer-acknowledges and agrees that any such testing
performed without mutual agreement regarding timing, scope, and criteria may be considered a hostile
attack, which may trigger automated and manual responses, including reporting the activity to local and
federal law enforcement agencies as well as immediate suspension of Customer's access to or use of the
Hosted. Solution. Customer is prohibited from distributing or publishing the results of such penetration
testing to any third party without Hyland's prior written approval.

Incident Response

Hyland smploys incident response standards that are based upon applicable ISO/IEC 27001:2013 and National
Institute for Standards and Technology (“NIST") standards to maintain the information security components of the
environment by protecting and preserving the security, availability, confidentiality, and integrity of information.

Main categories of incidents that are considered in the Platform include:

. Avai'labllity - These are issues, related to the ability to access any component of the solution and/for
environment. Availability issues can be a-result of a security incident and/or include sub types such as data
loss or integrity. '
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= Security — Any action or event that may have resulted in one or more individuals obtaining access to
additional resources beyond those allocated or circumvention of information security measures will be treated
as a Security Incident. Security incident.may also be qualified as Confidential or Privacy-to identify incidents
related to unauthorized access, disclosure, and/or the usage confidential, protected, or personal information.

Responses to these incidents follow the Hyland documented mc:dent response sequence. This sequence
includes the following phases:

. Preparation Phase - All work done to prevent incidents and prepare team in the event of an incident.

» Detection & Analysis Phase - Initial report and review of the potential issue to determine if issue is qualified
as an incident. .

« Containment, Eradication & Recovery Phase - Activities involved in respondlng to the incident including
stabilizing impact environment components to normal operations.

» Post-Incident Activity Phase — Activities involved in the closure of the incident, including final housekeeping
with the customers and any follow-up.

= Any other activities involved in the incident documentation, continuous analysis of risk and impact, and
communication to involved parties and stakeholders.

If Hyland has determined the Customer's Hosted.Solution has been negati\)ely impacted by a security or
availability incident, Hyland will deliver a root cause analysis summary. Such notice will not be unreasonably
delayed, but will only occur after initial corrective actions have been taken to contain the security threat or stabilize
the Platform

L

Change Management

Customer is responsible for testing all configuration changes, authentication changes, and upgrades to their -
Hosted Solution. In cases where the Customer relies upon Hyland to implement changes on its behalf, a written
request describing the change must be submitted to technical support by an Authorized Customer Representative.
Hyland will make scheduled configuration changes that are expected to impact Customer access to their Hosted
Solution during a planned maintenance window. Hyland may make configuration changes that are not expected to
|mpact Customer during normal busmess hours.

Hyland follows internal change management procedures. Generally, change requests are submitted via a change
management system and are then evaluated by subjecl matter experts. Upon approval by such subject matter
experts, changes are implemented, documented, and tested. In the event an issue occurs with the approved
change, rollback procedures, documented as part of thé change request are performed in order to return the
system to its original state. '
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Implementatlon Acknowledgement

When the Customer's Hosted Solution is first deployed on the Platform, or an existing Hosted Solution is upgraded
to a newer release of the softwars, Hyland may ask the Customer to submit written acknowledgement affirming
that the Hosted Solution has been successfully tested to the Customer's satisfaction. Hyland may delay the
implementation of certain data protection or support services until Customer has submitted this written
acknowledgement. This acknowledgement does not prevent Customer from making independent changes to the
Hosted Solution. Rather, the intent is to facilitate effective change management by helping to ensure all parties
work from a common point that is known to be fully functional and confirming that no loss of functlonallty has
occurred as a result of hosting the solution on the Platform,

Maintenance Communications and Restrictions

Hyland will notify Customer of scheduled maintenance that is expected to impact or potentially impact system
availability or functionality. Hyland will use reasonable efforts to notify Customer of unscheduled maintenance that
is expected to impact or potentially impact system availability or functionality. Notification will typically be sent at
least one week in advance, but in no event will such notice be sent less than 24 hours prior to the specified start
time. These notifications will be delivered electronically via e-mail or website notification to the Customer’s
Authorized Customer Representative. ‘ ' '

Both scheduled and unscheduled maintenance will be restricted to within the hours of 10 PM to 8 AM, based on
the time zone of the impacted data center, unless other arrangements have been mutually agreed to by Customer
and Hyland. Scheduled hours for maintenance may be decreased by Hyland at Hyland’s discretion, based on
Customer’s selected class of service. The scheduled hours of maintenance will be commdniceted to each
Customer via e-mail in accordance with above notice provisions. For Customers that have purchased a Service
Class, limitations on the aggregate number of hours of maintenance are set forth in the Serwce Class Manual,
based on the Customer’s selected class of service. :

Audits
Hyland Cloud Data Centers

All third-party Internet Service and Cloud Providers used by Hyland have demonstrated compllance with the
AICPA Service Organization Controls ("SOC") Reports for Service Organlzatlons and/or 1SO 27001 attestation
standards (or a reasonable equivalent), Hyland validates the audit status of each third- party Internet Service
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Provrder on an annual basis. A copy of the most recent audit repor1 is avallable to Customers in accordance wrth
the third-party's audit report distribution policies. .

Hyland Cloud Solutions

Hyland maintains a periodic external audit program for the Platmum and Double Platinum Service Class
Customers as identified in their underlying agreement and for the OnBase Accelerated Finahcial Reporting
Management (AFRM), ShareBase, and Perceptive hosted products. Attestations are typically completed on an
annual schedule and currently utilize the SOC 2 standard. Platinum and Double' Platinum Customer Hosted
Solutions are expressly included in the SOC 2 sample size for testing. A copy of Hyland’s most recent SOC 2
report is available to all customers upon written request. Hyland's SOC 3 report is available at Hyland.com.

Vulnerability assessments

Upon written request and no more than once per year “Hyland will perform a vulnerablllty assessment of the public
URL used to access the Hosted Solution, for the purpose of identifying potential security weaknesses which may
include (but is not limited to) inadequate input validation, sensitive data exposure, privilege escalation, cross site
scripting, and broken session management. Hyland will create a report listing the number and severity of any
weaknesses identified. Hyland will also provide a copy of such report to Customer. If the report contains -
vulnerabilities with a severity rating of "High” or “Critical”, Hyland will coordinate with the Customer to perform
additional analysis andfor document a remediation plan intended to raduce the associated risks. Customer is
prohibited from distributing or publishing the results of such report to any thlrd party wathout Hyland s prior written
approval. :

Customer Audits

Customer may conduct audits of Hyland’s operations that participate in the ongoing delivery and support of the
hosting services purchased by Customer on an annual basis; provided all the following criteria are met, (a)
Customer provides Hyland with at least ninety (90) days prior written notice of its desire to conduct such audit, (b)
Hyland and Customer mutually agree upon the timing, scope, and criteria of such audit, which may include the
completion of questionnaires supplied by Customer and guided review of policies, practices, procedures, Hosted
Solution configurations, invoices, or application logs, and (¢} such audit is at Customer's cost and expense and
Customer pays to Hyland fees (at Hyland’s standard rates) for the Professional Services that are required or
requested of Hyland in connection with such audit. Prior to any such audit, any third party engagéd by Customer to
assist with such audit, must enter into a Non-Disclosure Agreement directly with Hyland. If any documentation
requested by Customer cannot be removed from'Hyland's facilities as a result of physical limitations or policy
restrictions, Hyland will allow Customer’s auditors access to such documentation at Hyland's corporate
headquarters in Ohio and may prohibit any type of copying or the taking of screen shots. Where necessary,
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Hyland will prbvide private and reasonable accommodation at Hyland’s corporate headquarters in Ohio for data
analysis and meetings. Upon reasonable notice, Hyland and Customer mutually agree.to make necessary
employees or contractors available for interviews in person or on the phone during such audit at Customer's cost
and expense. -Customer is prohibited from distributing-or ‘publishing the results of such audit to any third party
without Hyland's prior written approval.

Business Continuity

The GCS Business Continuity Management program establishes the standards and procedures that support the
avaitability and resiliency of the Platform. GCS Business Continuity plans are reviewed annually with ’
representatives in all applicable Hyland business.and functaonal areas to ensure appropriate coverage and
consideration of business objectives.

When technically feasible, Customers who purchase the Platinum or the Double Platinum Service Class, as
described in the Service Class Manual, may participate in a data center failover test of Customer’s Hosted
Solution in order to determine each party's preparedness for a disaster or service failure; provided, that, (a)
Customer provides Hyland with at least ninety (80) days’ prior written notice of its desire to conduct failover
testing, and (b) Hyland and Customer mutually agree upon the timing, scope, and criteria of such test, which may
include document retrieval, document processing, and name resclution capabilities and (c) such failover testing is
at Customer's cost and expense and Customer pays to Hyland fees (at Hyland's standard rates) for the
Professional Services that are required or requested of Hyland in connection with such testing. Customer is
prohibited from distributing or publishing the results of such testmg to any third party without Hyland s prior written
approval

Reporting
Customer may request the following reports for all of their Hosted Solutions in the Hyland Cloud Platform

.Service availability report containing a list.of service level availability ("SLA") in¢idents that have been
reported by Customer. The report will reflect edch incident's confirmation or rejection by Hyland.

2. Technical Support Activity report containing a list of issues that have been reported by Customer. The
listing of each issue will reflect the current status (Open, Closed, etc.).

3. Data center audit report containing the most recent attestation demonstrating that the third party data
center provider used by Hyland in support of the Customer's Hosted Solution is compliant with the AICPA
SOC Reports for Service Organizations, and/or 1SO 27001 audit standards (or a reasonable equivalent).

The following reports are available to Customers that purchase the OnBase product option in the Hyland Cloud
Platform:
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1. Service Configuration report for the Customer’_s Hosted Solution. These reports will contain an accounting
of the services that are currently configured in support of the Customer's Hosted Solution. For each
service, the report will indicate the version of the OnBase software used, the number of servers on which it
is hosted, and the varsion of the operating system in use on these servers.

2. Service Consumption Report containing a detailed accounting of the measurements used to generate the
.most recent invoice for the Customer's Hosted Sclution. Totals are generated in multiple categories
including disk group storage, database storage, and SFTP Archive storage.
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Introduction

This Service Class Manual provides Customers a detailed description of the Service Level Commitments
available for purchase by Customer as part of Standard Hosting Services. Capitalized terms not defined in
this Service Class Manual have the meanings set forth in the Hosting Agreement.

‘Definitions
“Monthly Hosting Fee” means the Hostlng Fees allocable to the month .in whlch the apphcable service
failure occurred. '

"Dou;ntime" means the aggregate tirﬁe {in mihu-tes) each calendar month, as confirmed by Hyland
following written notice from Customer, that: (1) Customer has experienced Network Unavailability; (2)
~ no documents stored in the Software can be retrieved from the Hosted Solution; or {3) no documents can
be input into the Software. The length of Downtime will be measured from the time Custorner first reports
_the covered failure condition(s) to Hyland in writing until the time when Hytand's testing confirms that
the failure condition{s) reported are no'longer present. Downtime does not include any failure
condition{s) described above which occur due to an Exclusion Event. -HVIand agrees that following the
occurrence of a Downtime event, Hyland shall provide to Customer a report which will include, as
applicable, a detailed description of the incident, start and end times of the incident, duration of the
~ incident, business/functional impact of the incident, description of remediation efforts taken, and a
description of outstanding issues or tasks relating to the incident.

“Eligible Customer Data” means all Customer Data that Hyland confirms has been stored within the
Software included in the-Hqsted Solution for a number of hours (prior to the time Hyland prO\)ides a
Failover Notice) that exceeds the applicable recovery point objective set forth in table 2 under “Service
Level Commitments” below. '

“Exclusion Event” means any of the following occurrences:

(1) System Maintenance that is within the S‘yistem Maintenance hours limit of the appli.cable Service
Class (see “System Maintenance” below); '

(2) failure of Customer’s equipment or facilities;

(3) acts or omissions of Customer, including but not limited to (a) performance or non- performance
of any services by a third party (other than Hyland) contracted by Customer to provide services
to Customer related to the Hosted Solution, {b} any failure that Customer mutually agrees is not
due to fault of Hylénd or Hyland’s contracted third party hosting company, (¢) changes in
Customer's business requirements that are not reported in advance.to Hyland and addressed by
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the parties through a change order {as described in the Hosting Agreement), or (d) failure of any

code or configurations managed or written by Customer or any third party vendor to Customer;

{4) the occurrence of a force majeure event {as described in the Hosting Agreement)

(S) Internet failure or congestion; ' '

(6) any defect or failure of any Third Party Software or hardware that is part of the Hosted Solution,
where the manufacturer has discontinued maintenance and supp_ort'of such Third Party Sdftwa&e
or hardware, Hyland has notified Customer of such discontinuance and the need to upgrade, and
Customer has not notified Hyland {within thirty {30) days after receipt of Hyland’s notice) that
Customer agrees to permit Hyland to upérade such Third Party Software or hardware to a
supported version; or A '

(7) provided that Hyland has fulfilled its obligations under the Process Manual with respect:to virus
protection, Hosted Solution failures or other failures caused directly or indirectly by known or
unknown computer viruses, worms or other malicious programs.

“Failover Notice” means a written notice provided by Hyland to Customer {which notification may be
made by electronic communication, including e-mail) indicating that Hyland is initiating a data center
failover for the Hosted Solution. :

" "Monthly Uptime Percentage" means the total number of minutes in a calendar mbnt_h, minus the
- number of minutes of Downtime in such month, divided by the total number of minutes in such month.

" “Network Unavailability” means: {a) a loss of more than 1% of network traffic between the Network and
" data center provider's Internet backbone network; or (b) a latency of more than 100 milliseconds between
the Network and the data center prdvider's Internet backbone netwark, in each case which is confirmed,
by Hyland over a perlod of at least five (S) minutes. The length of the Network Unavailability will be
measured from the time Customer first notifies Hyland in writing of the failure condition{s) to the time
when Hyland’s measurements indicate that the failure condition(s) described are no longer present.

“System Maintenance” means the maintenance of the Hosted Solution, whether such maintenance is

. scheduled (e.g., for upgrading of the Software or any other Hosted Solution components or for any other
scheduled purpose) or unscheduled {due to emergency), and which results in the Hosted Solution being
unavailable or inaccessible to Customer. '

“Recovery Point” means the minimum number of hours (prior to the time Hyland provides a Failover
Notice) that Customer Data shall be stored within the Software included in the Hosted Solution to qualify
as Eligible Customer Data. ‘ '
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- “Recovery Time” means the number of hours from the time a Failover Notice is delivered to the time the
Hosted Solution has been Restored, exciuding all time during that period when an Exclusion Event affects
"both the current primary and secondary data centers. ’

" “Restore” or “Restored” means that, except to the extent prevented by an Exclusion Event: (1) Eligible
Customer Data can be stored in the Software and retrieved from the Hosted Solution; and (2) new
Customer Data can be input into the Software.

-Service Level Commitments

‘Table 1: Monthly Uptime Percentage

Service Classes Silver Platinum Double Platinum
T s UL LT Monthly Uptime Percentage, < T i
Monthly Uptime 99% 99.50% 99.80% 99.90%
Percentage

1 " Monthlv Uptlme Percentage Service téﬁel Credit

99.85-95%

Monthly Uptime | Less than 99% 99.45-99% 99.79-99%
Percentage '
Service Credit

ervice Lre 25% of the 25% of the 25% of the 25% of the

Ranges and

Monthly Hosting
Applicable Credit

Monthly Hosting Monthly Hosting | Monthly Hosting

Monthly Hosting
Fee

Monthly Hosting
Fee

Fee Fee Fee Fee
Determinations . -
Less than 99% Less than 99% Less than 99%
50% of the 50% of the 50% of the

Monthly Hosting
Fee
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Platinum: Double Platinum

R . - . : P

i s . 'Business Continuity. 5. . - B I

Recovery Point 8 hours ' - 4hours 2 hours - 1 hour
Objective o '
Recovery Time - 168 consecutive .| 48 consecutive 24 consecutive 4 consecutive
Objective " hours hours hours hours

: . N T Ny T ST TP ILal UE A .
oty S e TBusiness’Contlnulty Service Level Credits

Business Continuity | 50% of the 50%.of the 50% of the 50% of the
Service Level Credit | Monthly Hosting .| Monthly Hosting: | Monthly Hosting' Mor_\thly Hosting
Fee _ Fee - Fee Fee

‘Service Level Commitment Terms

Monthly Uptime Percentage. Hyland will meet the Monthly Uptime Percentage corresponding to the

applicable Service Class purchased by Customer, as identified in table 1 above, during each calendar
month,. ' ; '

" .Business Continuity. Hyland shall provide a Failover Notice prior to commencing a failover of the Hosted

- Solution from the current production data center to any backup data center. In the event Hyland delivers

a -Failbver Notice to Customer, Hyland shall restore the Hosted Solution within the applicable Recovery
‘Time objective set forth in the table 2 above. ' )

Exclusive Remedies Terms

Monthly Uptime Percentage:. In the event the Monthly Uptime Percentage during any calendar month is
less than the applicable Monthly Uptime Percentage set forth in the Table 1, Hyland shall provide to
Customer the applicable credit against Hosting Fees specified in Table 1 above.

For example, purposes only, assume Customer purchased the gold Service Class. In such event:

{i} if Monthly Uptime Pércentage is equal to or greater than 99%, but-less than 99.5%, Customer shall
receive a one-time credit against Hosting Fees in an amount equal to twenty-five percent (25%)
of the Monthly Hosting Fee; or
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e corpar

possibili

(i) if the Monthly Uptime Percentage is less than 99%, Customer shall receive a one-time credit
against Hosting Fees in an amount equal to fifty percent (50%) of the Monthly Hosting Fee.

Business Continuity. If, following delivery of a Failover Notice, the Hosted Solution is not restored within
the applicable Recovery Time objective set forth in Table 2, Hyland shall provide to Customer the

. applicable credit against Hosting Fees specified in Table 2 above.

Maximum Service Level Credit. Notwithstanding anything to the contrary herein, Customer acknowledges

and agrees that Customer is only entitled to a maximum of one (1} service level credit for all events
occurring in a particular calendar month. Customershall be entitled to only the largest service level credit
which may be payable for one or more of the service level failures occurring in such calendar month.

~ Application of Service Level Credits. Service level-credits will be applied first to any outstanding amounts
which are due and owing from Customer, and then to future Hosting Fees.

Termination Remedy. If Customer earns a service level credit either: {i) in two (2) consecutive calendar
months, or (i) in three (3) calendar months during any six (6) consecutive month period; then Customer.
may, by written notice to Hyland delivered within thirty (30) days after the last credit described in either
clause or (i) or (i) above is earned, terminate the Hosting Agreement.

Exclusivity. The remedies set forth above constitute the sole and exclusive remedies available to
Customer for any failure to meet the service level commitments set forth in this Service Class Manual,

System Maintenance

Table 3: System Maintenance

Service Classes Silver:

lF . w7 T L v systemMaintenance < - L L T TR T
I Co L B P N . . L [

Monthly System | . 16 hours | 16 hours 6 hours 6 hours
Maintenance Hours Limit - '

Except as otherwise agreed by Customer and Hyland, for the purposes of an Exclusion Event, System
Maintenance shall not exceed the number of hours specified in the table above in any calendar month.
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner. Secretary of State of the Statc of New Hampshire, do hereby certify that HYLAND SOFTWARE, INC. is
a Ohio Profit Corporation registered 10 transact business in New Hampshire on June 26, 2009, I further certify that all fees and

documents required by the Secretary of State’s office have been reecived and is in good standing as far as this office is concerned.

Business 1D: 615852
Certificate Number: 0004896021

IN TESTIMONY WHEREOF,

I héfreto set my hand and cause to be affixed
the Seal of the State of New Hampshire.
this 18th day of April’'A.D. 2020.

Dok

William M. Gardner
Secretary of State
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I, the undersigned, the duly elected and acting Secretary of Hyland Software, Inc. a
corporation organized and existing under the laws of the State of Ohio (the "Corporation™), do
hereby certify that Noreen Kilbane, Executive Vice President & Chief Administrative Officer, is a
duly elected Officer of the Corporation and is authorized to enter into, execute, acknowledge and
attest to any agreements, instruments or documents on behalf of the Corporation.

IN WITNESS. WHEREQF, ] have hereunto set my hand on behalf of the Corporation
as of the date first written above.

HYLAND SOFTWARE, INC.
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Date:

Name: Abby Maskovitz

Title:  Corporate Secretary



ACORD’ CERTIFICATE OF LIABILITY INSURANCE CATE (B
‘ - 031572020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If tho certificate holdor is an ADDITIONAL INSURED, the policy{les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the tarms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in liou of such endorsement(s).

PROGUCER CONTAET  Karen Omision

The James B. Oswald Company [PHONE "~ (21g) 367-8787 | (A poy, (218) 241-4520

1100 Superior Avenue East EMees. KOmistongoswaldcompanies.com

Suite 1500 INSURER(S) AFFORDING COVERAGE NAIC #

Cleveland OH 44114 INSURER A : Federal Insurance Company 20281

INSURED wsurer g Oreat Northem Insurance Co. 20303
HSI Holdings 1. Inc. ' wsurerc: Pacific indemnity Company 20348
Hyland Software, Inc wsurer p: Natl Union Fire Ins Co of Pittsburgh PA 18445
28500 Clemens Road INSURER E -
Westlake OH 44145 INSURERF :

COVERAGES CERTIFICATE NUMBER:  19/20 GLIAUTONORK/ REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NCTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ROULSUER] - POLICY EFF
| TYPE OF INSURANCE INSD | WD POLICY NUMBER ;unmorwwl gm LmTs
€| COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE ¢ 1,000,000
[TAMAGE TO RENTED
| cuamsamoe [ ocoun | PREMISES (Ea ccourences | s 1:000.000
: | MED EXP {Aryy one pavson) 3 10,000
Al ] 35783325 120312019 | 123172020 | oprsomaLaaovinuury | s 1,000,000
' | GEN, AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE s 2,000,000
|| Pouey s Loc | PRODUCTS . cOMPIOP AGG | 3 2.000,000
OTHER: Empioyee Benefit Liab s 1,000,000
SOMBINED SINGLE LBMIT
| AUTOMOBILE LIABILITY e $ 1,000,000
& ANY AUTO : BODILY INJURY (Perparson) | §
| ED SCHEDULED X
B || AUTos onwy Sros 7352-28-83 12/3172019 | 12/31/2020 | BODILY INJURY (Per accident) | $
HIRED NON-CPWNED PROPERTY DAMAGE s
| AuTOs onLy AUTOS ONLY | (Per pocidont}
s
| K] umererLaLae | X occur EACH OCCURRENCE 3 25,000,000
A EXCESS LIAB CLAMESMADE 7988-20-68 12/3172019 | 1273172020 | \oaneqate s 25,000,000
DED | | RETENTION § s
WORKERS COMPENSATION PER o
AND EMPLOYERS" LLABILITY YIN 1.000.000
C | e Dy CCUTIVE NiA (20) 7171-39-93 12/31/2019 | 12/3172020 | 5L EACHACCIOENT $ 350000
{Mandatory In NH) EL DISEASE - EAEMPLOYEE | 8 1959,
DESCRIPTION OF GPERATIONS below EL oiseasE - poucyuwr_| s 1.000,000
Errors & Omissions Liabil
D y 03-981-67-58 12/3172019 | 12/31/2020 | Retention:$500,000 Limit: $10M
DESCHIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 101, Additionsl Remaerks Scheduse, may be sttachad f mars space is required}
CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN

State of NH, Department of Information Technology ACCORDANCE WITH THE POLICY PROVISIONS.

ATTN;Chief Information Officer

AUTHORIZED REPRESENTATIVE

27 Hazen Drive -
Concord NH 03301 ‘J ] fn@
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