
/I
u

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNQLOpY

27 Hazen Dr., Concord, NH 03301 'VO
Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

May 28. 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT) to amend an existing sole source
agreement with Legal Files Software, Inc. Vendor #168989, 801 S. Durkin Dr., Springfield, IL 62704 for
the provision of continued data conversion, implementation and training services to the Department of
Health and Human Services (DHHS) for their existing Legal Files case tracking software by increasing
the price limitation by $248,138 from $154,738 to $402,876 and by extending the Contract completion
date from June 30, 2020 to June 30, 2025, effective upon approval by the Governor and Executive
Council. The original agreement was approved by the Governor and Executive Council on August 22™*,
2012 (Item #11) and subsequently amended on June 20, 2018 (Item #062A).

Source of Funds: 100% Other (Agency Class 027) funds: The Agency Class 027 used by DHHS
to reimburse DolT will be 49.82% Federal funds and 50.18% General funds.

Funds are available in the following account for Fiscal Year 2021, and are anticipated to be
available in Fiscal Years 2022, 2023, 2024 and 2025, upon the availability and continued appropriation
of funds in the future operating budget, with authority to adjust encumbrances between fiscal years
through the Budget Office, if needed and justified.

CAT#-DEPT#-AGENCY#- FY FY FY FY FY

ACTIVITY#-ACCOUNTING UNIT

#- DEPT NAME- AGENCY NAME

-ACCOUNTING UNIT NAME

ACTIVITY

CODE 21 22 23 24 25

Total

Amount

CLASS- OBJECT - DESC

01-03-03-030010-76950000 - DoIT-

IT for DHHS 038-509038 Agency 03950174 $110,426 $54,209 $27,210 $27,828 $28,465 $248,138
Application Software

EXPLANATION

The original agreement is sole source due to the proprietary nature of this software. There is
no other vendor that can access the underlying code, or provide ongoing support and maintenance.

The purpose for this request is to allow the Contractor to continue to provide support and
maintenance for the Legal Files software database, which is used by the Estate Recovery Unit as a case
management system. Extending the contract will allow the DHHS Bureau of General Counsel to
complete the design and build process so that the Legal Files software can be used as the case
management system for DHHS Bureau of General Counsel to manage its caseload, including 91-A
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requests. This will provide the capability to track each request and response, and ensure that critical
deadlines are being met. The DHHS Bureau of General Counsel currently does not have a case
rrianagement system.

Extending the Contract Compleb'on Date will also allow DHHS to explore the potential of the
Legal Files software as a possible solution to best manage DHHS appeals at the Administrative Appeals
Unit (AAU). The current AAU docket management system is built on a Microsoft Access ® database
that Is limited in function, and may be failing due to size.

Legal Files case management software provides a benefrt to the State with improvements to
invoice tracking, payment, and recovery of Medlcaid funds by the Estates Recovery Unit. The software
replaces manual data entry, and greatly reduces duplication of work, which allows for more resources
to be applied to the recovery of Medicaid funds that are owed to the State.

The DHHS Bureau of General Counsel provides legal support to all Divisions of DHHS. By
Implementing the Legal Files software as its case management system, The Bureau will improve its
ability to manage its caseload, and ensure that critical deadlines are met when responding to 91-A
requests.

The following performance measures/objectives will be used to measure the effectiveness of
the agreement:

• Ability to track 91-A requests will be assessed when design process Is complete.
•  Asseissment of improved efficiency of legal services will be conducted
•  Reporting functions will be tested
•  Feasibility as AAU docket management system will be assessed

Should the Governor and Executive Council not authorize this request, the Estates Recovery
Unit may hot have access to timely support for maintenance issues that may arise with the Legal Files
system. The DHHS Bureau of General Counsel may not be able to develop a case management system
for tracking and responding to 91-A requests, and AAU may not be able to implement a docket
management system for DHHS appeals.

In the event that the Other Funds become no longer available. General Funds will not be
requested to support this program.

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted,

Denis Goulet

Commissioner

Approved by:
Lori A. Shiblnette

Commissioner

DolT#2012-085B

RID: 61446



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

June 2, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services

State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of information Technology (DolT)
has approved your agency's request to amend an existing Sole Source contract agreement with Legal Files
Software, Inc., as described below and referenced as DolT No. 2012-085B

This is a request for approval to enter into a contract amendment to provide continued
technical support and maintenance for Legal Files software by providing additional
configuration services, training, and project management for an expanded production
deployment of Legal Files Software.

The contract amendment includes funding for $248,138 increasing the total amount from
$ 154,738 to $402,876, and extending the completion date from June 30, 2020 to June 30,
2025, effective upon the date of Governor and Executive Council approval through June
30, 2025.

A copy of this letter should accompany your Agency's submission to Governor and Executive
Council for approval.

Sincerely,

Denis Goulet

DG/kaf/ck

RID #51446

DolT #2012-0858

cc: Michael Williams, DolT - IT Lead

"Innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Information Technology
DHHS Legal Files
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State of New Hampshire
Department of Health and Human Services

Amendment #2 to the DHHS Legal Files

This 2nd Amendment to the DHHS Legal Files contract (hereinafter referred to as "Amendment #2") Is by
and between the State of New Hampshire, Department of information Technology (DolT) on behalf of the
Department of Health and Human Services (DHHS). (hereinafter referred to as the "State" or
"Department") and Legal Files Software, Inc., (hereinafter referred to as "the Contractor"), a corporation
with a place of business at 801 S. Durkin Dr., Springfield, IL 62704.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on August 22. 2012, (Item #11), as amended on June 20, 2018, (Item #62A), the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions. Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify,
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parlies hereto agree to amend as follows;

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

June 30, 2025.

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$402,876.

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

Denis Goulet, Chief Information Officer DolT and Nathan D. White, Director DHHS Contracting
Unit.

4. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:

Denis Goulet 603-223-5703, and Nathan D. White 603-271-9631.

5. Add Exhibit A-1, Additional Scope of Services, Amendment #2, which is attached hereto and
incorporated by reference herein.

6. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule, Table 1: Payment
Schedule: Paragraph A. to read:

Traihing and Project-lmplehientatioh Services: Legal Files will provide training, configuration
services and project management for an expanded production deployment of Legal Files Software
to the Department of Health and Human Services, Office of Operations Support, General Counsel
Bureau, Administrative Rules, and Administrative Appeals Unit (AAU).

A.1. Onsite Legal Files Administration Training,
Configuration, Assistance and Data Mapping 8 days @ $2.100/day $16,800.00

A.2. Onsite End User Training 10 days @ $2,100/day $21,00.0.00

A.3. Remote/Offsite General Project Management,
Project Sessions, Kick-off call and
Data Mapping 80 hours @ $200/hour $16.000.00
Total Training and Project Implementation Services $53,800.00

Legal Files Software, Inc. Amendment #2 Contractor Initials

SS:2012-OCOM-85-LEGAL-A02 Page 1 of6 Bale



New Hampshire Department of Information Technology
DHHS Legal Files

7. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule, Paragraph 8, Data
Conversion Services, to read:

B.1. Custom Programming Services for Custom Data Conversion
from Access database into new Site for AAU.

58 hours @ $200/hour $11,600.00
Deliverables include:

B.I .1. Database will be sent to Department via FTP upload (no tangible media);

B.I .2. Source Data will be provided in Microsoft Access database;

B.1.3. Pricing includes converting appropriate source data into the following data screens
and fields in the Legal Files application:

B, 1.3.1. File Setup data fields;

B.I .3.2. Users, File Managers and Status;

8,1.3.3. Name Care including Address, Phone Numbers, Email, and File Related
Person Records;

B.I.3.4. Notes;

B.I.3.5. Calendars; and

B.I.3.6. One (1) File Level Custom Window.

B.2. Custom Programming Services for Data Conversion
from CSV File into new site for Rules.

68 hours @ $200/hour $13.600.00 '
Deliverables include:

B.2.1. Data will be sent to Department via FTP upload, (no tangible media);

B.2.2. Source Data will be provided in CSV file format;

B.2.3. Pricing includes converting appropriate source data into the following data screens
and fields in the Legal Files application:

B.2.3.1. File Setup data fields;

B.2.3.2. Users, File Managers and Status;

B.2.3.3. Name Care including Address, Phone Numbers, Email and File Related
Person Records;

B.2.3.4. Notes;

B.2.3.5. Calendars; and

B.2.3.6. One (1) File Level Custom Window.

Total Data Conversion Services $25,200.00

8. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule, Paragraph C,
Maintenance and Support services to read:

Maintenance and Support Services includes up to 62 user licenses, which are the standard end
user application licenses, with 7 desktop licenses, which is the client/server application where
some administrative features exist and included with any client using the Enterprise configuration,
and server license for production and test environment using the Enterprise corifigyration.

Legal Files Software, Inc. Amendment #2 Contractor Initials
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New Hampshire Department of Information Technology
DHHS Legal Files
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2024 and 2025. Costs for each stale fiscal year are defined as follows;

SPY 2021 - Annual Maintenance and Support $ 19,426.00

SPY 2022 - Annual Maintenance and Support $ 26,609.00

SPY 2023-Annual Maintenance and Support $ 27,210.00

SPY 2024 - Annual Maintenance and Support $ 27,828.00

SPY 2025 - Annual Maintenance and Support $ 28.465.00
Total Annual Maintenance and Support Services $129,538.00

9. Add Exhibit B, Payment Schedule, Section 2, Paragraph D, Custom Development-Integration
Services, Custom Data Importer to read:

0.1. Custom Data Importer 165 hours @ $200/hour $33,000.00

D.2. Annual Maintenance and Support
(Maintenance and Support amount will be prorated to
be the anniversary date after delivered and accepted.) $ 6.600.00

Total Custom Integration Services $39,600.00

10. Add Exhibit 8, Payment Schedule, Section 2, Paragraph E, Deliverable Payment Schedule, to
read:

E.I. This Contract will allow Legal Files Software, Inc. to invoice the Department for the following
Deliverables appearing in the price and payment tables below;

Legal Files Software. Inc. Amendment #2 Contractor Initials K
SS-2012-OCOr«/-85-LeGAL-A02 Page 3 of 6 Date
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DHHS Legal Files
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a. For all custom integrations-imports. Ten (10) days after
approval of Contract by
the State of New
Hampshire, Governor
and Executive Council.

20% will be
invoiced upon,
approval of the
Statement of

Work.
b. Custom integrations-imports Thirty (30) days after

completion of
integrations-imports

Balance of State
accepted cost

c. Training Services No less than thirty (30)
days prior to beginning
of user training

50% of State
accepted cost

d. Training Services. Thirty (30) days after
completion ofTraining
Services

Balance of Stale
accepted cost

e. Data Conversion Ten (10) days after
State Acceptance of the
Requirements
Document

20% of State
accepted price

f. Data Conversion Thirty (30) days after
completion of Data
Conversion

Balance of State
accepted price.

g. Annual Maintenance and Support fees As approved by the
State Project Manager

Paid annually,
upon receipt of
invoice from
Contractor July 1.

11. Modify Exhibit K. DHHS Information Security Requirements V4. Last update 04.04.2018 by
replacing in its entirety with Exhibit K, DHHS Information Security Requirements V5 10.09.18,
which is incorporated by reference and attached herein.

Legal Files Software. Inc.

SS-2012-OCOM-85-LEGAL-A02

Amendment #2
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New Hampshire Department of Information Technology
DNHS Legal Files

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #2
remain in full force and effect. This amendment shall tje effective July 1, 2020, upon the date of Governor
and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

Slate of New Hampshire
Department of Information Technology

June 2.2020

Date

for

Denis Goulet

Commissioner

Date

State of New Hampshire
Department of Health and Human Services

Shibinette

ommissioner

Date

Legal Files Software. Inc.

Name:

Title:

L- \<CrJ^

Legal Files Software. Inc

SS.2012-OCOM-a5-LEGAL-A02

Amendment »2
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New Hampshire Department of Information Technology
DHHS Legal Files

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

e/11/2020

Date Name: Eriksai

Title: Assistant Attorney General

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

pate Name:
Title:

Legal Files Software, Inc. Amendment #2

38-2012-OCOM-85-LeGAL.A02 Page 6 of 6



New Hampshire Department of Information Technology
DHHS Legal Files

Exhibit A-1 Amendment #2

Additionai Scope of Services

1. Provisions Applicable to All Services
1.1. The Contractor agrees that, to the extent future legislative action by the New

Hampshire General Court or federal or state court orders may have an impact on the

Services described herein, the State Agency has the right to modify Service priorities

and expenditure requirements under this Agreement so as to achieve compliance
therewith.

1.2. Notwithstanding any other provision of the Contract to the contrary, no services shall

continue after June 30, 2021, and the Department shall not be liable for any payments

for services provided after June 30, 2021, unless and until an appropriation for these

services has been received from the state legislature and funds encumbered for the

SFY 2022-2023 and SFY 2024-2025 biennia.

2. Scope of Services
2.1. Training and Project Implementation Services

2.1.1. The Contractor shall provide on-site Legal Files training, configuration services

and Data Mapping.

2.1.2. The Contractor shall provide on^site End User Training.

2.1.3. The Contractor shall provide on-site and remote general project management,

kick-off call and Data Mapping for a production deployment of Legal Files

Software to the Department of Health and Human Services, Office of Operations

Support (Department).

2.2. Administration Training

2.2.1. The Contractor shall include eight (8) days for on-site System Administration

Training, Configuration Assistance and Data Mapping. The System

Administration Training is designed to teach administrators how to establish the

system options and preferences. The System Administration training covers the

following topics:

2.2.1.1. Set up file/case menus;

2.2.1.2. Create custom windows;

2.2.1.3. Create custom pick list entries;

2.2.1.4. Establish appropriate user workgroup;

2.2.1.5. Decide and establish system security; and

2.2.1.6. Create workflow wizards.

Legal Files Software, inc. Exhibit A-i Additional Scope of Services Contractor Initials
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New Hampshire Department of Information Technology
OHMS Legal Files

Exhibit A-1 Amendment

2.3. Description of End User Training

2.3.1. The second phase of training involves training all end users just prior to going
live with the application. This training shall take place at the Department and will
provide instruction on the case management, collaboration and communication

features of the application. The Contractor recommends keeping class sizes to
no more than 10-12 employees per class, ensuring a "hands-on" training
experience. This training will take place with the system configured for the
Department's use, maximizing the effectiveness of the training program.

2.3.2. The Contractor recommends and shall provide that each end user receive the

equivalent of one (1) to two (2) days of training prior to using the application

based on their role.

2.3.3. The Contractor shall include in the end user training "walk around" or one-on-

one training. The Contractor shall provide one trainer to be on-site at the

Department to walk around and assist employees as they begin using the
program, answering questions and reinforcing training. Training manuals shall

be available for reference upon completion of the training.

2.4. Project Sessions, Management and Data Mapping

2.4.1. The Contractor shall schedule and conduct on-site sessions to work with the

Department's team to define business requirements and detailed design
information for the custom integrations. The Contractor's project manager shall
also learn from the Department's project team members or selected personnel
how the current systems are utilized. The education process on both sides is

the basis for the custom integration requirements and data mapping.

2.5. Data Conversion Services

2.5.1. The Contractor shall provide data conversion services in accordance with its

standard electronic data conversion procedures. Where the order specifies a

number of hours for the data conversion, such number is an estimate only, and

subject to adjustment based on final review of the database and file format,

quality and quantity of Custorrier data, timeliness of Customer cooperation and

other factors outside of Licensor's reasonable control, Provided further that any

adjustment to the estimate must be within the Contract price limitation as set

forth in Form P-37. General Provisions, Block 1.8. The general progression and

allocation of responsibility for data conversion services includes:

2.5.1.1. Data conversion programs will be created at Licensor's facilities. In
order to prepare the conversion program, all source data must be
provided by the Department to Licensor in an acceptable, machine-
readable format and must be corruption free.

Legal Files Software, Inc. Exhibit A-i Additional Scope ol Services Contractor initials
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New Hampshire Department of Information Technology
OHMS Legal Files

Exhibit A-1 Amendment #2

2.5.1.2. Should in-house expertise or local consultants not be available, the
Contractor shall visit the Department's site to obtain the source data
and documentation required to create the conversion program. Such
on-site services will be charged at the Contractor's daily rate.

2.5.1.3. Data scrubbing is the process of fixing or eliminating individual pieces
of data that are incorrect, incomplete or duplicated in the source
database when the data is passed to the target database. Unless
specifically noted In the Statement of Work, the Contractors' conversion
estimate does not include data scrubbing.

2.5.1.4. The Legal Files business analyst and the appropriate parties from the
Department shall create a data mapping document that defines where
the source data currently resides in the source database and where
that data is intended to go in the target Legal Files database. Once
complete, the data mapping document must be approved by the
Department via email or signed document before the conversion
program can be created.

2.5.1.5. The Contractor shall perform a test data conversion to provide the
Department with the ability to review the source data as it was mapped
and will appear in the Software application. The test data conversion
must be approved by the Department via email or signed document
before the final data conversion can be performed.

2.5.1.6. If changes to the data mapping document or test data conversion are
requested by the Department after they have been approved, the
Contractor reserves the right to charge an additional fee for time
worked, and to delay any previously estimated completion dates.

2.6. Custom Development Integration Services

2.6.1. Custom Data Importer Project includes;

2.6.1.1. Assumptions - data to be imported will be in a series of staging tables
residing within the Legal Files database schema - process will be a
scheduled Windows service, reading the staging tables and inserting
data into Legal Files

2.6.1.2. No file creation - service will find an existing file in Legal Files (by a key
passed that will match a field in File Setup) and will insert a file level
Custom Window, a note field and a Name Card with a Custom Window

attached to it, referencing the Name Card to the existing file as a File
Related Person.

,  2.6.1.3. No update of existing data, insert only against an existing file.

2.7. Roles and Responsibilities

2.7.1. The Department will perform user acceptance testing on the configuration

requirements that are established during the business analysis. ^

Legal Files Software, Inc. Exhioii A-i ACdiiionai Scope of Services Contractor Irtitials
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New Hampshire Department of Information Technology
DHHS Legal Files

Exhibit A-1 Amendment U2

2.7.2. Should a change be requested to the scope of the project, the Contractor and

the Department shall jointly assess the impact of that change to the project

schedule and update the project plan accordingly. Provided further that any

change must be within the Contract price limitation as set forth in Form P-37,

General Provisions, Block 1,8.

2.7.2.1. The Contractor shall provide a reasonable bid or estimate of any
increased or decreased costs that would be incurred as a result of the

change. The Contractor shall not proceed with the change until the
parties agree to the change in writing. All Services provided by the
Contractor are subject to the terms and conditions of the Agreement.

2.7.2.2. Once sign-off on data mapping/requirements document occurs the
project is submitted to the Contractor's development staff.

2.7.2.3. Should changes be necessary to the data mapping or specifications
after the sign off. the Contractor shall provide a reasonable estimate of
any increased or decreased costs that would be incurred as a result of
the changes. The Contractor shall not proceed with the changes until
the parties agree to the changes in writing.

2.7.3. The Department will perform user acceptance testing on the configuration

requirements that are established during-the business analysis

2.7.4. All Software and Maintenance is provided electronically or via telephone by the

Contractor to the Department.

3. Staffing

3.1. The Contractor shall supply a project manager.

3.1.1. The Project Manager shall plan work in collaboration with the Department and

monitor progress against target milestones,

3.1.2, The Project Manager and the Department's Project Manager shall supply the

communication and coordination between the entities, including the planning

and coordination of project status meetings.

4. Reporting

4.1. The Contractor's project manager shall produce a Requirements and Data Mapping

Report that will map existing data to Legal Files field by field and define the

requirements.

cXiv
Legal Files Software. Inc. Exhibit A-1 Additional Scope of Services Contractor Inilials, ^
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users, and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information," Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and

Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition Is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFl), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or •
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

litials

ifily Requifemenls ^
Page 1 of 9 Date /

VS. Last update 10/09/18 Exhibit K Contractor Initials
DHHS Information

Security Requirements

-3^



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI.- PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, sociaj security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc..
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subparl C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or Indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further. Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use. disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V5. Last update 10/09/18 Exhibit K Coniraclor Inilial5^3^^^
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4.. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is enervated and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certifted ground,
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
Installed on the End User's mobile d.evice(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate- disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
iDe coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all,
data must be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the-data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

V5. Last updaie 10/09/18 Exhibit K Coniractor Initials ^ ^
DHHS Informationunna iiitmmBiiur) - < .

Security Requirements 'C * /-^
Page 4 of 9 Date ^ l -C V



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
Infrastructure.

8. Disposition '

1. If the Contractor will rnaintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or. contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows;

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (frorn
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e.. tape, disk, paper, etc.).

itiais Ike
Secufiiy Requiremenis
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3. The Contractor will maintain appropriate authentication and. access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are In place to
detect potential security events that can impact State of NH systems' and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access, to any Department system{s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States' unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, prornptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary .due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in ail other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a). OHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State (aw.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards' to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
.established by the State of New Hampshire. Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons' authorized to
receive such information.

V5. Last updale 10/09/18 Exhibit K Conlractorlnitiais,
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Us^rs may transmit the Confidential Data, including any
derivative "files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section Vl.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliarice with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is Involved In Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and.

lit-
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5. Determine whether Breach notification is required, and. if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that Implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformatlonSecurityOffice@dhhs.nh.gov
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that LEGAL FILES SOFTWARE,

INC. is a Illinois Profit Corporation registaed to transact business in New Hampshire on September 06, 2002. I further certify that

all fees and documents required by the Secretary of State's office have been received and is in good standing as far as this olTice is

concerned.

Business ID: 413163

Certificate Number: 0004919498

la.

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 22nd day of May A.D. 2020.

William M. Gardner

Secretary of State



CERTIFICATE OF AUTHORITY

1, Ronald J. Kanoski. hereby certify that:

1. 1 am a duly elected Clerk/Secretary/Officer of Legal Files Software. Inc.

2. The following Is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on May 26, 2020, at which a quorum of the Directors/shareholders were present and voting.

VOTED: That John A Kanoski, Chief Executive Officer, (may list more than one person)

is duly authorized on behalf of Legal Files Software, Inc. to enter into contracts or agreements with the State

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modiftcations thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. 1 hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(8) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
aii such limitations are expressly stated herein.

Dated:_
Sigriature of Eleg^d OfficSr
Name: Ronald J. Kanoski

Title: President & Corporate Secretary

Rev. 03/24/20



CERTIFICATE OF LIABILITY INSURANCE
OATE (MM/DO/YYYY)

06/01/2020

THIS CERTIFICATE IS ISSUEO AS A MATTER OF INFORMATION ONLY ANO CONFERS NO RIGHTS UPON THE CERTIFICATE HOLOER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy(le8) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsemont(8).

PRODUCER

TROXELL

214 South GrarxlAve West

P.O. Box 3757

Springfield IL 62704

contact Heidi Gibson

(2") 528-7533 f" (217)528-104,

ADDRESS- l^aibsonigtroxeiiins-com
INSURER(S) AFFORDING COVERAGE NAIC «

INSURER A: Hartford Casualty ins Co 29424

INSURED

Legal Files Software. Inc.

601 S. Ourkin Drive

Springfield iL 62704

INSURER B: Artisan and Truckers Casualty 10194

INSURER C: Hartford Fire insurance Co 19682

INSURER 0;

INSURER E:

INSURER F :

COVERAGES CERTIFICATE NUMBER: CL205732736 REVISION NUMBER:

THIS IS TO CERTlPr THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED- NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

LTR TYPE OF INSURANCE
ADOL

J2i2&
SUBR

POLICY NUMBER
POLICY EFF

(MM/DD/YYYYI
POLICY EXP

(MMIDD/YYYY) LIMITS

X COMMERCIAL GENERAL LIABILITY

CLAIMS-MAOE X OCCUR

EACH OCCURRENCE

DAMAGE TO RENTED
PREMISES (Ea occufrencel

MEO EXP (Any ona panon)

83SBARX3785 02/18/2020 02/18/2021
PERSONAL S ADV INJURY

GENT. AGGREGATE LIMIT APPLIES PER;

X POLICY□ JI§f □
OTHER:

GENERAL AGGREGATE

PRODUCTS - COMP/OP AGG

COMBINED SINGLE LIMIT
(Eaixltfann

2.000,000

300.000

10.000

2.000,000

4,000,000

4,000.000

AUTOMOBILE LIABILITY

ANY AUTO

$ 1.000.000

X

BODILY INJURY (Par parson)
OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

X
X

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

07521148 04/15/2020 04/15/2021 BODILY INJURY (Par accidani)

PMPEATy damage
IPar acddwO i 1.000.000

Medical payments S 5.000

UMBRELLA LIAB

EXCESS LIAB

OED

OCCUR

CLAIMS-MAOE

EACH OCCURRENCE

AGGREGATE

RETENTION $
OTH-
ER

WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFRCERMEMBER EXCLUDED?
(Martdatory In NH)
11 yas, daacrlba undar
DESCRIPTION OF OPERATIONS balow

STATUTE

□ 83WBCNX8133 06A)6/2020 06/06/2021 E.L. EACH ACCIDENT 1.000,000

E.L. DISEASE - EA EMPLOYEE 1.000.000

E.L. DISEASE - POLCY LIMIT 1.000,000

Technology Errors 8 Omissions
Cyber Privacy/Security 83TE0225091-20 06/23/2020 06/23/2021

Each Glitch

Aggregate

S2.000.000

$2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS I VEHICLES (ACORO 101. Additional Ramaritt Schadula. may ba atuchad 11 mora apaca la raeulrad)

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire - Department of
information Technoiogy
27 Hazen Drive

Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED tN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORO 25.(2016/03)
01988-2015 ACORO CORPORATION. Alt rights reserved.

The ACORO name and logo are registered marks of ACORO



CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DO/YYYY)

06/01/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE ODES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsementis).

PROOUCEtl

TROXELL

214 South GrandAve West

P.O. Box 3757

Sprlngneld IL 62704

name"^ Heidi Gibson
(2") 528-7533 (217)528-1041

ADDRESS- ^>9ib8on@troxellins.com
INSURERIS) AFFORDING COVERAGE NAICl)

INSURER A: Hartford Casualty Ins Co 29424

INSURED

Legal Files So/tware, Inc.

601 S. Durkin Drive

Sprlngneld IL 62704

INSURER D: Artisan and Truckers Casualty 10194

INSURER C: Hartford Fire Insurance Co 19682

INSURER 0:

INSURER E:

INSURER F:

COVERAGES CERTIFICATE NUMBER: CL2041532579 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED, NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID ClAIMS.

IRSm
TYPE OF INSURANCE PO

POLieVEPP POLliVEXP
LTR

X

LICY NUMBER

COMMERCIAL GENERAL LIABILITY

CLAIMS-MAOE OCCUR

GENV AGGREGATE LIMIT APPLIES PER:

POLICY

OTHER;

LOC

83SBARX3785

IMM/PDWYYY)

02/18/2020

IMM/OO/YYYY)

02/18/2021

LIMITS

EACH OCCURRENCE

DAMAGE TO RENTED
PREMISES IEa oceufrwtcel

MED EXP (Any on« p»»on)

PERSONAL S AOV INJURY

GENERALAGGREGATE

PRODUCTS - COMP/OP AGG

2,000.000

300,000

10.000

2.000.000

4.000.000

4.000.000

AUTOMOBILE LIABILITY

ANYAUTO

X

COMBINED SINGLE LIMIT
lEt <ecld>fH> $ 1.000,000

BODILY INJURY (Per p«rMn)

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

07521148 04/15/2020 04/15/2021 BODILY INJURY (P«r •ccWant)

property Damage
(Pef ■ecMentl $ 1.000,000

Medical payments S 5,000

UMBRELLA LlAB

EXCESS LIAB

DEO

OCCUR

CLAIMS-MAOE

EACH OCCURRENCE

RETENTION S
OTH-
ER

WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY
ANY PRDPRIETOR/PARTNER/EXECUnVE
OFFICER/MEMBER EXCLUDED?
(Mindatory In NH)
If VM. 4«sa1be under
DESCRIPTION OF OPERATIONS below

STATUTE

□ 83VVBCNX8133 06A)6/2019 06A)6/2020 E.L. EACH ACCIDENT 1.000.000

E.L. DISEASE • EA EMPLOYEE 1.000.000

E.L. DISEASE • POLICY LIMIT 1.000.000

Technology Erros & Omissions
Cyber Privacy/Security 83TE0225091-19 06/23/2019 06/23/2020

Each Glitch

Aggregate

52.000.000

$2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD lOt. Additional Remarkt Schedule, may be attKhed If more aoaee la required)

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire - Department of

Information Tehrwiogy
27 Hazen Drive

Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)
G 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

Junes, 2018

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT) to amend an" existing sole
source agreement with Legal Files Software, Inc. Vendor #168989, 801 S. Durkin Dr.,
Springfield, IL 62704, by increasing the Price Limitation by $37,174 from $117,564 to
$154,738, for the provision of data conversion, implementation and training services to the
Department of Health and Human Services (DHHS) for their existing Legal Files case tracking
so^are and by extending the contract Completion Date from June 30. 2018 to June 30, 2020,
effective upon approval by the Govemor and Executive Council. The original agreement was
approved by the Govemor and Executive Council on August 22"^, 2012 (Item #11).

Source of Funds: 100% Other (Agency Class 027) funds: The Agency Class 027 used
by DHHS to reimburse DolT for this work will be 63.51% Federal funds and 36.49% General
funds.

Funds are available in the following account for SFY 2019, and are anticipated to be
available in SFY 2020, upon the availability and continued appropriation of furids in the future
operating budget, with authority to adjust encurribrances between State Fiscal Years through
the Budget Office without further approval from the Govemor and Executive Council, if needed
and justified. ;

CAT#-DEPT#-AGENCY#-ACnVITY#-ACaG i

UNIT#- DEPT NAME -ACCTG UNIT NAME

CLASS -OBJECT -ACCOUNT DESC

FY2019 FY2020
TOTAL

AMOUNT

01-03-03-030010-76950000-DolT-IT for DHHS;
038-509038 Agency Application Software

Job Number-03950174

$18,313 $18,861 $37,174



His Excellency, Governor Christopher T. Sununu
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EXPLANATION

The original agreement and this amendment are sole source due to the proprietary
nature of this software. There is no other vendor that can access the underlying code, or
provide ongoing support and maintenance.

The purpose for this request is to allow the Contractor to continue to provide support
and maintenance for the Legal Files software database, which is used by the Estate Recovery
Unit as a case management system. Extending the contract will allow the DHHS Bureau of
General Counsel to complete the design and build process so that the Legal Files software can
be used as the case management system for DHHS Bureau of General Counsel to manage its
caseload, including 91-A requests. This will provide the capability to track each request and
response, and ensure that critical deadlines are being met. The DHHS Bureau of General
Counsel currently does not have a case management system.

Extending the Contract Completion Date will also allow DHHS to explore the potential of
the Legal Files software as a possible solution to best manage DHHS appeals , at the
Administrative Appeals Unit (AAU). The current AAU docket management system is built on a
Microsoft Access ® database that is limited in function, and may be failing due to size.

Legal Files case management software provides a benefit to the State with
improvements to invoice tracking, payment, and recovery of Medicaid funds by the Estates
Recovery Unit. The software replaces manual data entry, and greatly reduces duplication of
work, which allows for more resources to be applied to the recovery of Medicaid funds that are
owed to the State.

The DHHS Bureau of General Counsel provides legal support to all Divisions of DHHS.
By implementing the Legal Files software as its case management system, The Bureau will
improve its ability to manage its caseload, and ensure that critical deadlines are met when
responding to 91-A requests.

Should the Governor and Executive Council not authorize this request, the Estates
Recovery Unit may not have access to timely support for maintenance issues that may arise
with the Legal Files system. The DHHS Bureau of General Counsel may not be able to
develop a case management system for tracking and responding to 91-A requests, and AAU
may not be able to implement a docket management system for DHHS appeals.

The following performance measures/objectives will be used to measure the
effectiveness of the agreement:

• Ability to track 91-A requests will be assessed when design process is complete.
• Assessment of improved efficiency of legal services will be conducted
• Reporting functions will be tested •
•  Feasibility as AAU docket management system will be assessed

Area served: Statewide.
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In the event that the Other Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully Submitted,

Denis Goulet

Commissioner

Approved by:

Jeffrey A. Meyers
Commissioner

DG/ik

DolT#2012-085A

RID:36141

"Innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Information Technology
DHHS Legal Files

State of New Hampshire
Department of Information Technology

Amendment #1 to the DHHS Legal Files Contract

This 1 Amendment to the DHHS Legal Files contract (hereinafter referred to as 'Amendment #1") dated
this 24*^ day of May, 2018, is by and between the State of New Hampshire, Department of Information
Technology, (hereinafter referred to as the "State" or "Department or DolT') and Legal Files Software,
Inc.,'(hereinafter referred to as "the Contractor"), a corporation with a place of business at 801 S. Durkin
Dr. Springfield, IL 62704.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Coundl
on August 22"^, 2012 (Item #11), the Contractor agreed to perform certain services based upon the tenns
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the State may modify the scope
of work and the payment schedule of the contract upon written agreement of the parties and approval
from the Govemor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement. Increase the price limitation, and
modify the scope of services to support continued delivery of these sen/ices; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.1, State Agency Name, add: New Hampshire Department
of Health and Human Services.

2. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

June 20, 2020.

3. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$154,738.

4. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

E. Maria Reinemann, Esq., Director of Contrarfts and Procurement. •

5. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:

603-271-9330.

-  6. Exhibit A, Statement of Work, Section 5, Contiact Administration, Subsection 5.2, State Contract
Manager, to read:

Frank D. Nachman

Department of Health and Human Services

Office of Medlcald and Business Policy

129 Pleasant Street

Concord, NH 03301

Tel: 603-271-9228

Email: frank.nachman@dhhs.nh.gov

Legal FRas Software, Inc. Amendment #i;
SS-2012-OCOM-S5-LEGAL Page 1 of 4 ;



New Hampshire Department of Information Technology
DHHS Legal FDes

7. Exhibit A, Statement of Work, Section 6, Statement of Work/Timeframe/Support and
Maintenance, Subsection 6.1, Statement of Work, Paragraph 6.1.2 Total Data Conversion
Services, Subparagraph 7, Project Managers, The Project Manager(s) for NH DHHS Is:, to read:

Frank D. Nachman

Department of Health and Human Services

Office of Medicald and Busress Policy

129 Pleasant Street

Concord, NH 03301

Tel: 603-271-9228

Email: frank.nachman@dhhs.nh.gov

8. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule Total Data Conversion
Services, Paragraph C, to read:

Maintenance and support services, based on sixty-two (62) application licenses, seven
(7) client server licenses, and two (2) server licenses, annual total maintenance and
support services are defined as follows:

SPY 2014 - Support and Maintenance $15,796.00

SFY 2015 - Support and Maintenance $16,270.00

SFY 2016 - Support and Mamtenanoe $16,758.00

SFY 2017- Support and Maintenance $17,261.00

SFY 2018- Support and Maintenance $17,779.00

. SFY 2019 - Support and Maintenarice $18,313.00

SFY 2020 - Support and Maintenance $18,861.00

TOTAL MAINTENANCE AND SUPPORT SERVICES $121,038.00

9. Exhibit B, Payment Schedule, Section 3, Payments, Subsection 2, to read:

2. Send ail invoices to:

Frank D. Nachman

Department of Health and Human Services

Office of Medicald and Busress Policy

129 Pleasant Street

Concord, NH 03301

Tel; 60S-271-9228

Email: frank.nachman@dhhs.nh.gov

10. Delete Exhibit I Version 8/6/2012, HIPAA Agreement, in its entirety and replace with: Exhibit I
Amendment #1 Version 3/2014, Health insurance Portability Act Business Associate Agreement

11. Add Exhibit K, DHHS Information Security Requirements.

Legal FUes Software, Inc. Amendment #1
SS-2012-OCOM-&5-LEGAL Page 2 of 4



New Hampshire Department of Health and Human Services
DHHS Legal Files

•r>

This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

State of New Hampshire
Department of Information Technology

Date Denis Goulet

Commissioner

State of New Hampshire
Deparihrient of Health and Human Services

(.Isli!:
Date Jeitmy A. Meyers

Commissioner

Legal Files Software, Inc.

/ If
Date Name:

Title:

i u—-

Acknowledgement of Contractor's signature:

State ■ County of ̂ on JAjL
llredtly ab6ve,

before the

undersigned officer, personally appeared the pq^n identified diredtly abbve, or satisfactorily proven to
be the person whose name is signed above, an^cknowledged that s/he executed this document in the
capacity indicated above.

S na re of Notary Public or Justice of the Peace

Nanne and Title of Notary or Justice of the Peace

My Commission Expires: ^ |^0) ̂

' " ̂ ^ T ft < ■ ■

,;OFFICIALSEAL-
JEAN RICHARDS

NOTWPUflUC. STATE OF ILUN0I8
My Commission EJ^rss 8/11^018
" « » V u II » ipi pi p ̂  ̂

Legal FDes Software, Inc.
SS-2012-OCOM-85-LEGAL

Amendment #1

Page 3 of 4



New Hampshire Department of Information Technology
DHHS Legal Files

The preceding Amendment^ having been reviewed by this office, Is approved as to form,, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

mhK
Date W Name: K£>Name: et . /)

Title:

I hereby certify that the foregoing Amendment was approved by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Legal FUes Software, Inc. Amendment #1
SS-2012-OCOM-85-LEGAL Page 4 of 4



New Hampshire Department of Health and Human Services

Exhibit I • Amendment #1

HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor Identified In Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability arid Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Infomriatlon, 45
CFR Parts 160 and 164 applicable to business associates. As delink herein, 'Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire. Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45.
Code of Federal Regulations.

b. 'Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set" shall have the same meaning as. the term "designated record sef
in 45 CFR Section 164.501.

e. "Data Aaareaation" shall have the same meaning as the term "data aggregation" In 45 CFR
Section 164.501.

f. 'Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Acf means the Health Information Technology for Economic and Clinical Health
Act, TftleXIII, Subtitle D. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160,162 and 164 and amendments thereto.

I. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. 'Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable HeaKh
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. 'Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

3/2014 Exhibit I Amendment #1 Contractor Inltialy-^^/
Health Insurance Portability Act
Business Associate Agreement /o/^ LQ
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New Hampshire Department of Health and Human Services

Exhibit I Amendment #1

I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretarv" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. 'Security Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. 'Unsecured Protected Health Information" means protected health Information that Is not
secured by a technology standard that renders protected health Information unusable,
unreadable, or indecipherable to unauthorized Individuals and is developed or endorsed by
a standards developing organization that Is accredited by the American National Standards
Institute.

\

p. Other Definitions - Ail terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, di^lose, maintain or transmit Protected Health
Information (PHI) except as reasonably npcessary to provide the services outlined under
Exhibit A of the Agreement Further, Business Associate, Including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI In any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
ill. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate Is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (I)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach fsJotification
Rules of any breaches of the confidentiality of the PHI, to the extent It has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a ,
request for disclosure on the basis that it Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/2014 ExWWll Amendment#! Contractor wmfpy
Health Insurance PortaWDty Act !
Business Associate Agreement <-/ Td/yl?
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New Hampshire Department of Health and Human Services

Exhibit I Amendment #1

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted ail
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additionai restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additionai restrictions and shall abide by any additional security safeguards.

(3) ObllQatlons and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediatety
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediatety perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

0 The nature and extent of the protected health information involved, Including the
types of identifiers and the likelihood of re-Identification;

o The unauthorized person used the protected health Information or to whom the
disclosure was made;

o Whether the protected health Information was actually acquired or viewed
0 The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its Internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business assoclf(t6
agreements with Contractor's intend^ business associates, who will be receiving PI

3/2014 ExNM I Amendment #1 Contractor (ni
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New Hampshire Department of Health and Human Services

Exhibit I Amendment #1

pursuant to this Agreement, with rights of enforcement and indemnlficatipn from such
business associates who shall be govemed by standard Paragraph #13 of the standard
contract provisions {P-37) of this Agreement for the purpose of use and disclosure of
protected health Information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance wi^ the terms of the Agreement

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI In a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 46 CFR Section 164.524.

h. Within ten (10) business days of receiving a vmtten request from Covered Entity for an
amendment of PHI or a record about an individual contained In a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
Individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

J. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if fbnvarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall Instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to In
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business

3/2014 ExMbIt I Amendment #1 Contractor initial:
Health Insurance PortabilltyAct
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New Hampshire Department of Health and Human Services

Exhibit I Amendment #1

Associate maintains such PHI. If Covered Entity, In its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(8) in Its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

0. Covered entity shali promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covert Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure Is feasible. Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not othenwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference In the Agreement, as amended to include this Exhibit 1, to
a Section in the Privacy and Security Rule means the Section as In effect or as
amended.

b. Amendment Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes In the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that It has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resol
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3/2014 Exhibit I Amendment tth Contractor In!
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Exhibit I Amendment #1

Segregation. If any term or condition of this Exhibit i or the application thereof to any
person(s) or circumstance is held Invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the Invalid term or condition; to this end the
terms and conditions of this Exhibit i are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, retum or
destruction of PHI, extensions of the protections of the Agreement In section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit 1.

.State fi if Name^of the Contractor

yature'of Authorized Representative Signature of Authorized Representative

Name of Autl^rized Representative

Title of Au^o;^ed Representativeot Aut lodz

m
Date

Name of Authorized Representative

C/.Q
Title of Authorized Representative

Date

3/2014 Exhibit I Amendment #1
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning In this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, NArhether .physical or electronic. With regard to Protected Health
Information," Breach" shall have the same meaning as the term 'Breach' in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incidenf in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all Information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTl), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incidenf means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or.
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V4. Last update 04.04.2018 ExhibftK Contractor Inftlats
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DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI. PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means Information which can be used to distinguish
or trace an indrvidual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9.. "Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided In the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information' means Protected Health Infomiation that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized Individuals and is
developed or endorsed by a standards developing organization-that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI In any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V4. Lest update 04.04.2016 Exhibit K Contractor Irdtiab
DMHS Information

Security Requtraments
Page 2 of 9 Date



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

request for disclosure on the basis that It Is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been .evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the Internet

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as RIe Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mali Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices-must be encrypted and password-protected.

6. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
Installed on the End User's mobile devlce(s) or laptop from which infbrmatlon will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol, if
End User Is employing an SFTP to transhiit Confidential Data. End User will
structure the Folder and access privileges to prevent Inappropriate disclosure of
Irifdrtnation. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletlon cycle (I.e. Confidential Data will be deleted every 24
hours).

'11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

Ill, RETENTION AND DISPOSITiGN OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days, to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

' 1. The Contractor agrees It will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the Implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can Impact State of NH systems
and/or Department confidential Information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users In support of protecting Department confidential Information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified In section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be In a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-virai, anti-
hacker, anti-spam, antl-spyware, and antl-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer In the detection of any security vulnerability of the hosting

>  infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on Its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NISI Special Publication 800-88, Rev 1. Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include ail details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will t>e jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless othenMse specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows;

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are In place to
detect potential security events that can Impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for Its End
Users in support of protecting Department confidential Information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, Including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and. Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any [Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

V

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at Its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agr^ment by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knoviringly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less

.  than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5. U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.P.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resource^Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the Staite's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor rriust restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is fumlshed by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PR are encrypted and password-protected.

d. send emails containing Confidential information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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6. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that Is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required In section IV above.

h. In all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, Including the privacy and security requirements provided in herein, HiPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
Is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI In
accordance with the agency's documented Incident Handling and Breach Notification
procedures and In accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally Identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required In this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and d^ermine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:

DHHSPrivacyOfficer@dhhs.nh.gov

C. DHHS contact for Information Security Issues:

DHHSlnformatlonSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:

DHHSInformationSecurityOffice@dhhs.nh.gov

DHHSPrivacy.Officer@dhhs.nh.gov
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state of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State ofNew Hampshire, do hereby certify that LEGAL FILK SOFTWARE,.,.

INC. is a Illinois Profit Corporation registered to transact business in New Hampshire on September (^,-2002.1 furthn certify that-

all fees and documents required by the Secretary of State's o^ce have been received and is in good standing as ftr as this office is

concerned.

Business 10:413163

Certificate Number 0004102073

4^

Bo.

A
N

Hit

IN TESTIMONY WHEREOF, •

I hereto set my- hand and cause to be affixed

the Seal of the State of New Hampshire,

this 29th day of MafA.D. 2018:

William Mi Gardner

Secretary of State'



CERTIFICATE OF VOTE/AUTHORITY

I  Ronald KanoskI of the Legal Files Software, Inc. , do hereby

certify that

1. I am the duly elected President of the Legal Files Software. Inc. ;

This company my enter into any and all contracts, amendments, renewals, revisions or
modifications thereto, with the State of New Hampshire, acting through its Department of Health
and Human Services.

RESOLVED: That the Chief Executive Officer js hereby authorized on behalf of this
company to enter into said contracts with the State, and to execute any and all documents,

agreements, and other Instruments, and any amendments, revisions, or modifications thereto,
as he/she may deem necessary, desirable or appropriate, and John KanoskI
is the duly elected Chief Executive Officer of company.

2. The foregoing resolutions have not been amended or revoked and remain in full force and effect
as of this 29th day of 2018.

IN WITNESS WHEREOF. I have hereunto set my hand as the President of the
company this 29th day of 2016.

Name Ronald KanoskI
Title President
Company Name Legal Files Software, inc.

STATE OF IL

COUNTY OF Sangamon

On ' 5/29/18 , before the undersigned officer, personally appeared the person identified
directly above, or sati^actority proven to be the person whose name is signed above, and

acknowledged that s/he executed this document in the capacity indicated above.

No

•OFRCIALSEAL'

NOTARYPUBUC.STATEOFILUNOIS
MyCorntnis^oi|. ^ ^n^ture of Notary or Justice of the Peace

ary Seal

JEAN RICHARDS I ^ f) n }
IRYPUBUC.STATHOFILUNOI8 f ^

ure of Notary or Justice of the P

,/> '?\iV\Aa-r(L^Ai»k'-y
Trtle of Notary or Justice of Peace /

Commission Expires: aj\3jAo]^



Aconif CERTIFICATE OF LIABILITY INSURANCE
OATefMMAXVWYY)

08/11/2016

THIS CERTinCATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIRCATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIRCATE HOLDER.

IMPORTAN'P If the certificate holder la an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provlalona or be endoraed.
If SUBROGATION IS WAIVED, aubject to the terma end conditlona of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In Hsu of such endersement(a).

PROOUCER

TROXELL

214 South Grand Ave West

P.O. Box 3757

Springfield IL 62704

LorlRuppd Williams

(2")321-31« ™ (2,7)32M1«
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tKSURED

Legal Fnei Software, Inc.
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MSURER B: Hartford Fire Insurance Co 19682

INSURER c:

INSURER 0;

INSURER B:

INSURER F:

COVERAGES CERTIFICATE NUMBER; Ct.1861124932 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE USTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERtOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THtS
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access; 1-800-735-2964

www.nh.ftov/doil

S. William Ro^jers
Commissioner

Augusts, 20)2 •

His Excellency, Governor John Lynch
and the Honorable Execuiivc Council

State House

Concord, New Hampshire 03301

REQUESTED ACT] ON

Authorize the Department of Information Technology (DoIT) to enter into a SOLE
SOURCE contract with Legal Files Software, Inc. ("Legal Files"), of Springfield, IL (Vendor #
168989} in the amount of $117,564.00 to provide data conversion, implementation, and training
services to the Depamnent of Health and Human Services* for their existing Legal Files case
tracidng software effective upon Governor and Executive Council £4>proval through June 30,
2018.

100% Other (Agency Class 027) funds: the Agency Class 027 used by the
Department of Health and Human Services to reimburse DolT for this work will be 58%
General and 42% FcderaL Funding is anticipated, to be available in SFY 2014 through SPY
2018 upon the availability and continued appropriation of funds in future operating budgets with
authority to adjust encumbrances in each of the Slate fiscal years tlirough the Budget Office if
needed and justified.

FY

CAT#-DEPT#-AGENCY#-ACTrVITY#-ACCTG UNITiL

DEPT NAME-AGENCY NAME-ACCTG UNIT NAME

GLASS CODE-ACCOXJNT CODE -CLASS TITLE
JOB# AMOUNT

2013 01-03-03-030010-76950000.- DoIT- IT for DHHS

046-500465 - Consultants

03950)54 533,700

2013 01-03-03-030010-76950000 - DoIT- IT for DHHS

038-509038 -r TechnolPfty - Software

03950154 515,796

2014 01-03-03-030010-76950000 - DoIT- IT for DHHS

038-509038 - Tcchnolojry - Software

03950154 516.270

2015 01-03-03-030010-76950000 - DoIT- IT for DHHS

038-509038 — TcclipoloRy - Software

03950154 $16,758

2016 01-03-03-030010-76950000 - DoIT- IT for DHHS

038-509038 - Technolofty- Software

03950154 $17,261

2037 01-03-03-030010-76950000 - DoIT- IT for DHHS

038-509038 - Technolosy - Software

03950134 $17,779

CONtRAGt AMOUNT $117,564



His Excellency, Governor John Lynch
and Honorable Executive Council

August 8,2012
Page 2

EXPLANATION

This contract is SOLE SOURCE due to the proprietai7 nature of this software. There is
no other vendor that can access the underlying code or provide ongoing support and
maintenance.

The Legal Files ease management software was purchased in 2007 by the Department of
Health and Human Services ("DHKS") under a statewide contract 2003-002 Legal Case
Management System for use in the Estates Recovery Unit of the Office of Operations Support.
The software was installed and the project has been in the testing and training phase. Legal Files
implementation services arc now required to move this application into the production phase of
tlie project so that it may be used by the attorneys in the Unit. The statewide contract (2003-002)
has since expired so a new contract has been negotiated to provide these necessary services.

Under this contract. Legal Files will perform data mapping and conversion of the Estates
Recovery Units ("ERU**) access database, in order to move the Legal Files software into
production and use by the ERU. Additionally, Legal Files Software Inc. will provide consultation
services and possibly custom software development to allow the ERU to import both contact and
other case information from seve^ sources into the Legal Files software database. DHHS will
also require training from Legal Files on both the web based and client server based versions of
its software.

Without the data conversion and information imports, the Legal files software will be

useless'to the Estates Recovery Unit. Without training, DFIHS staff would have great difficulty
in utilizing the Legal Files software and would continue using its existing access database, which
is approaching the end of its useful life. As a result, the funds already invested in the Legal Files
software would be wasted. Once the ERU is in production mode, it is anticipated that other units
within the Office of Operations Support will make use of the software.

Benefits to DHHS include improved case management functions for the ERU, enhanced
tracking of invoices, payments, and recoveries, and the reduction of duplication of work. These
efficiencies will reduce staff time previously used for manual data entry and allow more time to
be spent on recoveries of Mcdicaid funds owed to the state. It will also allow more detailed
reporting of those recoveries for budgeting and other purposes

100% Other (Agency Class 027) funds: the Agency Class 027 used by the
Department of Health and Human Services to reimburse DoIT for this work will be 58%
General and 42% Federal.

1 respectfully request your approval of this contract

Respectfully submitted,

c
y .

S. William Rogers

SWR/ltm

RIDS 12697

2012-085



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord. NH 03307

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doil

S. Wi!Ii«m Rogers
Commissioner

Aujiust 8, 2012

Nicholas Toumpas, Commissioner
Stale ofNcw Hampshire
Department of Health and Human Services
129 Pleasant Street

Concord, NH 0330,1-3857

Dear Commissioner Toumpas:

This letter represents forma) notification that the Department of Information Technology
(DolT.) has approved your agency's request to enter into a contract with Legal Files. Inc. of
Springfield, (L, for the provision of implementation and data conversion services for the Legal
Files case management application, as described below and referenced as DolT No. 2012-085.

This contract authorizes Legal Files to provide data convenion, software
implementation, training, and support and maintenance services for the Legal Files
case management application owned by tlie Department of Health and Human
Services, Office of Operations Support, Estates Recovery Units (ERU) access
database, in order to move the Legal Files software into production. The amount of
the contract is $1 17,564.00, and it shall be efTcctlve upon Governor and E.\ecutive
Council approval tlirough June 30, 2018.

A copy of this letter should accompany the Department of Health and Human Services"
submission to Governor and Executive Council.

Sincerely

S. William Rogers

.SWIt/Ilm

RPP 2012-08.^

AAFRIDtfnetJ?

cc: Jonathan Gallo. DHHS

Leslie Mason. DolT
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Managing what matters to you.

April iO. 2012

Mr. Jonathan Gallo

Office of Information Services

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Mr. Gallo;

This is in response to your request-on April 10^, 2012 regarding a sole source letter for any
service relating to Legal Files Software. Legal Files Software, Inc. is the sole source for both our
maintenance and support services and any custom service such as data conversion or training for
our case and matter management software program called Legal Files.

If you have any questions or need additional information, just give me a call or email me at (800)
500-0537 Ext. 247 or Gordon.Hack@LegalFiles.coni.

Gordon Hack

Director of Sales

Legal Files Software lnc.4801 S. DurWn Drive SpringfieW. IL 62704*217.726.6000»Fax 2l7.726.7777*wwvif.Lega!Fifes.com



Subjcci: DHHS l.eiiiil FilesComraci
FORM NUMRISR P-37 ( version r/OO)

AGUEIiMENT

'Die SUilc ofNcw Hiimpshirc nnd (he CoiUniclur hereby miilimlly n^rce as Ibllows;

GENERAL PROVISIONS

1. . IDENTIFICATION.

1.1 Slate Ayciicy Name

Depnrtmciil of Information Tcclinoin<^y
1.2 State Agency Address'

27 Hazcii Drive

Concord, NM 03301

I..") Conlroclor Name

Legal Files Soffware, inc.
1.4 Contniclor Addrc.ss

801 S. Durkiii Drive

Springrtcld, lIlinoLs 6270<
1..^ Conlractoi Phone

Number

(800) 500-0537

1.6 Accoiinl Number

010.003-7695-0300-046-0465

010-003-7695-0300-038-9038

1.7 Completion Dale

.hiuc 30, 2018

1.8 Price Lituitaiion

$117,564.00

1.9 Cotiiraciing OfTiccr Ibr Stale Agtaicy

S..William Rogers, Commissioner

1. 10 Siaic Agency Telephone Number

603-271-2843 ■

itmctor Signature 1.12 Ntimc and Title orContrnctor Signaiory

1.13 fxckyowledgenient; Slated

On before the undersigned ofTicer. personally appeared the person identified ih block 1.12. or satisfactorily*
proveiVlo ̂ (he person whose name is signed (n block Ml. and acknowledged that s/lie executed this documcrii in the capacity
indicated in block 1.12.

1.13.) Signature orNpianJ^ublic or Jusiiccoflhe Peace JEAN RICHARDS
OFFICIAL SEAL

\ Noioty PuWic. Siatd ol Illinois
My Commission Expifes

SuniBmlint in 7rii/

1.13.2^amc and Title of Notnr)' or Justice ol'the Peace

,14 Stale Agency .^.ignaiiirc

/ /

.1 "

1.15 Nametind Title ofStnte Agency Signatory

1.16 Approvafby thc'N.H. Department of Administration, Division of Personnel (ifappHcaMe)

By; Director, On:

7
.17 Approval by thc^tirncy Gdncrhl (Fonn. Substance and E.xeculion)

By; On; S / '^ / /

1.18 Approvjff by the Oi^crnor nnd Executive Council

By: On:



2. (ilMrLOVMlCNT OK CONTriACPOrt/SERVICES TO

BE PERKOKMEI). The Stale orNcW Hampshire, acting
lluotigl) the agency identified in block 1.1 ("Slate"), engages
contractor identified in block 1.3 ("Contrnclor") to pcrrorm,
and iJic Contractor shall pcrrorm, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A whicli is incorporated herein hy reference
("Services").

3. EFFECTIVE DATE/COMl'LETION OF SERVICES.

3.1 Notwithstanding any provision ofthis Agreement to the
contrary, and subject to the approvnl of (he Governor and
Executive Council of the State of New Hampshire, this
Agreement, and all obligations of the partias heretindcr, shall
not become cffeciivc until the date the Governor and
Executive Council approve this Agreement ("Effective Date").
3.2 if Chc Contniclor commences the Services prior to the
Effective Dole,"all Services performed by the (Contractor prior
to (he Effective Oaic shall be performed at the sole risk of the
Contractor, and in the event tiiat this Agreement does not
become eHeciivc, the State shall have no liability to the
Contrnclor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwitlistanding any provision of this Agreement to the
contrary, all obligations of tlic Stale hereunder, including,
witiioui limitation, tlie continuance of payments hereunder, are
contingent iipoH; t.hc iivaflnbility.flnd continued appropriation
pf ruiVjils. mi'd in no event shall the State be liable for any
p(iy|]>Cnis hereunder in.cxcessiof'^ucb available appropriated
funtLs. ln"tlic cveul,oF-.i rcduclion or termination of
appropriated fiinVl.s,-,iJ»e Slaic.shnl.fbnvc die riglii.io withhold
payr'n.ent (!rilil..siici> funds tecttmcayBllable. if ever,and shiill
hoye llic.righl to terminate this Agrcancnl immediately up'ofi
givihgthcConirncinrTioticcofsuch termination. "Hie Stale
sinill not Ijc rcquirtfil to iransfur fiincLs fipin any Other account
urihc.Accoimi idcnlificd'in blot^ l.b In'.llic event funds in>l}tal
Account arc reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATiON/

PAVMENT.

5.) "hic contract price, niethod prpaynjcni,. and terms of
payment pre idop.Ufi.cd and .ibprc particuhiriy described in
EXHIBIT \Vhich .is incorporated hcrcitj by referciicc.
5:2 Tlic payirt.cm by the ̂ intc of ilic contraci price .shall .be the
nnly and llic complctc reimburscmenl lo. tbc GonttTJClor for hll
expenses, of whatever nature incurred by llie Contractor In, the
perfofmnnce hcrcofi nnd shaJI be lli): only and thCJcomplctc
com'pcnsellon.lo ih&Cpritfacl.ur for ilicSeryiccs. Tlic State
slinll.have no.linhijliy in the Contractor other than Uie contract
price.
5-3 Tlie Slate reserves the right to ofTscl from any amounts
otherwise payable to Ihe (3onlraclor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80;7-c or any other provision of law.

5.<l Notwithstanding any provision in lliis Agreement to the
contrary, and notwithstanding unexpected circunistnnctt, in
no event shall the total of ail payments authorized^ or actually
made hereunder, exceed tlic Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQVAl. EMPLOYMENT
OPPORTUNITY.

6. I ln connection with the performance of the Services, Uic
Contractor sliall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
wliich impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. In addition, (he Conlrucior shall comply with all
applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prcvait such discrimination.
6.3 If this Agreement Is funded in any part by monies of the
United States, titc Contractor shall comply with all the
provisions ofExccuiive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by Die
regulations of the United States Department of Labor (4]
C.F.R. Part 60), and with any rules, regulations and guidelines
as the Slate of New Hampshire or the United Stales issue to
implement these regulations. The C:oniraclor further agrees to
pem-iit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, tcmis and conditions of this Agreement.

7. PERSONNEL.

7.1 Tlie Contractor shall at Its own cxpcitsc provide all
personnel necessary to perform the Services. The Contractor
warrants that ail personnel engaged in (he Services shall be ■
qualified to perform the Services, and shall be properly
licensed and otherwise autliorizcd to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreemcjii, and for a period of six (6) months after the
Completion Date in block 1.7. the Contractor shall not hire,
and shall not pcnnit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, wito is materially involved in the
procurement, administration or peiformancc of this
Agi eemeni. Thi.s provision shall survive termination of tills
Agreement.

7.3 The Contructing OfTccr specified in block 1.9, or his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's deci.sion shall be final for the State.

Page 2
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8. EVENT OF DEFAULT/UEMEDIES.

8.1 Any one or more nfliie following acts or omissions ol'liie
Conimclor shall consiituic an cvciM ordcliuili horeundcr

("Event of Ocrnull"):
8.1.1 ruilure in iwrfonn Ihc Services snlisfnclortly or on
schedule;

8.1.2 failure In submit tuiy report required hcrcuiulcr; mid/or
K.L.I failure to iwfoni) any other covciutnt, icrni or cuudiilon
of this Agreement.
8.2 Upoti the occurrence ornfty..l2vcju of DuTiiOli. the State
may lahc any one. or more, or all, nTllit fojiowiiJ!; actions:
8.2.1 give the Contractor a wrilicn .notice sjjcclfyiny the Event
orDcfmill and rc(|uirinii it to he rcmctljcd within, in the
absence of a greater or l«.scr specincBiion of time, tlurty (.10)
days from the dale of (he notice; and if die Event of Default is
not limcly remedied, icrminnle liiis AgrccmciU, crfeclivc two
(2) days nficr giving die C-oninictor notice ortcrniinalion;
8.2.2 give the Coiilraclor a written notice .specifying iJic Event
of Oernull and .su.<:]>ciuiing nil payments to be made under this
Agreement and ordering ihni Ihe portion of the contnict price
vvhich would otherwise sccme to (be Contrnctor during the
period from the date of.sue)) notice until such time as (he Slate
determines that the Contrucior has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set 0^against any oilier obligations the State may owe to
the Contractor any damages the Stale suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agrcemenl as brcnclicd and punsiie any of its
remedies at law or in equity, or both.

9. DATAyACCESS/CONFlDENTIALI'n'/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
informution and things developed or obtained during the
performunec of. or acquired or developed by reason of, this
Agreoneni, including, but not limited to. all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, annlyses,
graphic reprc.seniations, computer programs, computer
printouts, notes, letters, mcmorandu. papers, and documents,
all whether nnishcd or unfinished.

9.2 All data and any pro)K:r(y whicii has been recelverl from
the State or purchased with funds provided for that purpo.se
under liiis Agreement, shall be the properly of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any. reason.
0.3 Confidemialily of data shall be governed by N.H. RSA
cliapter 91-A or other e.sisiing law. DLselosurc ofclaia
requires prior wrirtcn njipixival ofthe State.

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than tiie cnmplclion of the
Services, the CuntnicLor shall deliver to the Contihcting
Officer, not later than fiflcen (15) days after the date of
icrminatioii. a itpon ('Termination Kcport") describing in
detail all Scrx'icM performed, and the eoiuracl price earned, to
and including the date of icniiinalion. The form, suiyecl
matter, content, nnd number of copies of the 'lermination

Report .shall be identical to those ofany Final Report
described In the atiacliecl EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the pcribrniuncc ofthLs- Agreement the Coniraaor is in all
rcspecLs an lnde|>cndciil contractor, and is neither an Jigcnl nor
nil employee of the State. Ncillicr the Contractor nur any of its
olliccrs. employees, agents or members shall have Hullioriiy to
hind the Stale or receive any bcncnts, woi-kers' compensation
or other emoluments providtxl by the .State to i(.s einployec.s-.

12. ASSICNMENT/DELECATlON/SNRCONTRACrrS.

The Contractor shall not nssign, or otherwise iriuisfer any
interest in this Agreement without the prior written eonsciil of
the N.H. Department of Adminisinilive .Services. None ofthe
Services shall be subcontracted by the Contrnctor without the
prior written consent ofilic Slate.

13. INHEMN/FICaTION. 'Hic Conlmcior shall defend,
indemnify nnd hold harmless the State, its otfieers niul
employees, from and against any nnd all losses sufTered by the
Stute, its officers and employees, and any nnd all claim!;,
liabilities or penalties usscrlecl against the Slate, its officers
and employees, by or on behalf of any person, on account of,
btised or resulting from, arising out of (or whicli may be
claimed to arise out of) the acts or omissions ofthe
Contniclor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign imnnmity of the State, which immunity is hereby
reserved to the Slate. This covenant in paragmpli 13 shall
suivivcthc termination of this Agreement.

14. rNSlIRANCE.

M.l The Contractor shall, at its sole cxjKnse. obtain and
maintain in force, and sliall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against nil
claims of bodily injury, death or property damage. In amounts
of not less titan S2.'i0,000 per claim and S2,U00.000 pei
occurrence; and

14.1.2 fire and extended coverage in,surniicc covering all
property subject to subparagraph 9.2 lici cin, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subpuragraph (4.1 herein shall
be on policy forms and endorscincnu: approved for u.sc in the
State of New Hampshire by the N.H. Department of
fn.sitrance. and i.ssued by insurers liccii.sed in the Stale of New
Hiinipshlrc.
14.3 The (Contractor shall furnish to the Contracting Officer
identified in block 1.9. or his or her succe.ssor. u certificntcfs)
oriiisurnnce for all insurance required under this Agreement.
Contractor shall also furnisli'to the Contracting Officer
identified in block 1.9. or his or her .successor, certifictilcls) of
insurance for nil rciiewal(s) of insurance required undcJ' thi.s
Agrcemciil no later than fifteen (15) days prior Ri the
cxpirntion dale of each ofthe insurance policies. The
ccrtiricaie(s) of insurance and any rencwnl.s therunrsliall be

Pane

Contractor Inilial.s J/(C



atlached and arc iiicorporaicd herein by reference. Each
ecilif(caie(s) of iii.?urDiicc shall conlaiii a clause rc({uinnji Ihc
Insurer lo endeavor lo provide ihe ContrncUnj; Officer
identified in block I .V, or his <»r her .successor, no lcu>.s than icn
(10) days prior wriUen notice of canccJlntion or niodlficniion
of Ihc policy.

15. WORKERS' COMI'ENSATION.

15.1 By signing thus agrecnicni, the Contractor agi-ces,
ccriifics and waminLs that the Contractor Is in compliance with
or exempt from, the requirements ofN.H. RSA chapter 281-A
("Workers' Compcnxalion").
15.2 To the extent the Contractor is subject to llie
requiremcni.s of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
conncciioiv.wiih activities which the person proposes to
undcrlnke pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block i .9, or his
or her successor, proof of Workers' Compensatton in the
manner described In N.H. RSA chapter 281-A at»d any
appllctibic rciiewaJ(s) ll»creor,;<vyhich:shall l:ic altacjted and nrc-
incorporated hcrcin-by reference. Tlic.Sln'lc Shall not be
responsible for payment .Q.r any Workers' CompcriMllon
prhrriiunis-orfor any-ptiibr claim .or benefit for Coniracior. or
any siiljcbhifacloror cinployec-crf Coniroctor, wdiidi/niight
arise .under applicable State ofNew Hhmpslilrc'Wbrkcfs'
Coinpettsotion hiws in conncclibn with the pcrfbrmahcc pf tlje
Services ihidcr this Agreement.

16. WAIVER OF RREACH. No failure by the State to
enforce any provi.sions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to thai Event of
Default, or any subsequent Event ofOefiiuli. No express
failure lo enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and ail of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to Ihe other parly
shall be deemed to have bceji duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the partias at the addresses
given in bloclcs 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by Ihe Cnvcrnor and
Executive Council of the State of New Hampshire.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the Stale of New Hampshire, and is binding upon and
inures to the benefit of Ihc parlies and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual

intent, and no rule of construction shall bcapplied iigainsi or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
conslnicd to confer any such bcncfiL

21. HEADINGS. TIic hciidings liirnughoul the Agreement
are for reference purpo.ses only, and the words contained
iJicrcin shall in no way be held to explain, modify, mnpiify or
aid in (he interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

I
23. SEVERABILITV. In the event any of die provisions of
this Agreement are held by a court of competent jurisdiction lo
be contrary to any state or federal law. the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, wliicli may
be executed in a number of counterparts, ciich of which shall
be deemed an original, constitutes the endrc Agreement and
understanding between the parlies, and supersedes all prior
Agreements and understandings relating hereto.

Page 4
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT OF WORK

INTRODUCriON

The Slalu ofNcw liampshirc ("Siale") desires to Coiunici with Lcgtil Files Softwjirc, )ne. an Illinois
wirporalion ("Legal Files"), for Services to create a data conversion program that will convert legacy
data into the Legal Files SQL database for NH Department ofHealth and Human Services (DHHS) and
provide training Services as outlined in Ihe Statement of Work. Future plucses may be planned
regaixling interfaces (i.e. with Stale email ius the agency migraies tiwny from Lotas Notes to Microson
Exchange, and possibly with the Stale's eligibility System) per ihe Change Order piocc.ss.

TERMS AND DEFINITIONS
Capilalizcd terms used in the Contract will have the meanings given below.

AcceplHficc "Notice i'rom the Slate thai a Deliverable has satisfied Acceptance
Test or Review.

DHHS NH Department ofHealtli and Human Services

Change Order A document issued by the State of New Hampshire to alter a project
request

Contract This binding agreement between the Stale ofNew Hampshire and
Legal Files.

Contracl Administrator The State cm.plo.ycc responsible for Contracl execution

Contract Documents Documents that comprise this Contract (See Statement of Work
Section 2.)

Deficiencies • Software fijnction.s not performing properly as defined in
Documentation

Deliverables Any written, software, or non-soltware Deliverable (letter, report,
manual, book, otlicr). provided by Legal Files to the State under the
terms of the Contracl.

Documentation All information that describes the installation, operation, and use of

the Software, either in printed or electronic format.

DoIT Depniiment of Information Technology, an agency of the Stale of
New Hampshire

EfTectivc Date The commencement date of the Contract as approved by Governor
and Council.

Enhancement An Ujjclatc lo the Software or the envlronmeni.jn which It riin.<!

Governor and Executive

Council

The Governor For Ihc Staie'of New Hampshire and the Governor s
Council, riiis body has the authority and res[>onsibiliiy over tlie
administration of the affairs of the Slate a.s defined in the New

Flampshirc Constitution and the New Flamf'shire stniulcs.

Licen.see State of New Hninpshire

Licerusor Lcual Files Software, Inc. ofSprihgllcld. Illinois.

Notice of DclauIt A formal notice declaring (hat o failure lo comply with the Contact
ha.s occurred.

Purchaser State ofNew Hampshire

Sellei- Legal Files Softwaie. Inc. of SnrinuTieid. Illinois.

Services The work to be performed by Legal Files and Subconlraciors a.s
dc.scribed in the Contract.

Exhibit A

Iniliril all pages: .
Legal Files initials ^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT OF WORK

Soli ware "Software" shall mean the object code programs, as modified Irom
time to lime, in machine readable fonn, liceivsed by licensor to
Licensee under this Agreement, Including but not limited to, lite l.cguJ
Files database View, as specified under the Contract. •

Stale State ofNew Hampshire

Subcontractor A person, partnership, or company contracted by Legal Files to
b'crform under the Contract.

Term The durnllon of the Contract from Effective Date to the expiration

date-.

Updates Anychanges (including upgrtfclw or Enhancements.) to the Software

Vendor Lcgal Flics Software. Inc. of Springfield. Illinois^

2. coiytractdocuments

2.1 TIlis Contrnct consists of the following documents ("Contract Documents") in order of
precedence:

n.

b.

c.

d.

c.

f.

g-
h.

k.

Stale of New Hampshire Terms and Conditions, General Provisions (Form P-37)
ExIiibilA Statement of Work

Exhibit B Payment Schedule -Fixed Price
Exhibit C Special Provisions
ExhibitD Not Used

Exhibit D-1 Services Description
Exhibit E Certification Regarding Lobbying
Exhibit F . Certification Regardiug Debarment, Suspension
Exhibit G Certification Regarding ADA
Exhibit H Not Used

Exhibit I HIPAA Business Associates Agreement
Exhibit J Certification FFATA

2.2 Order of Precedence

In the event of a conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. Tlic State of New Hampshire Terms and Conditions, Form P-37 Contract Agreement Part
1; '

b. State of New Hampshire , Department of Health and Human Services* Contract 2012-085
which includes all exhibits outlined above including standard Healdi and Human Services
Exhibits.

c. The Legal Files Proposal

3. SCOPE OF SERVICES
Legal Files shall provide the Slate the Services and Deliverables required under this Contract, as set
for\\\ \r\Bxh\b\{B,Paymenl Schedule-Fixed Price.

Exhibit A

Inilial all page<:: ^
Leaal File.s initials J ̂  IL
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT OF WORK

4. TERM

4.1 Period of Performance

Tile Conlracl sIihII lake cflccl after full execution by tlic parlie.s. and receipt of required gtwcrnmcnial
approvals, incliiding, but nol limited to, llie New Hampshire Oovernur and Bxccuiive Council
approval. II shall mmaiii in effecl through June 30, 2018, un!cs.s o!hcrwi.sc icrminaicd in accoitljuicc
with this ConlrdCl.

5. CONTRACT ADMINISTRATION

5.1 Lejial FIIc.s C<)ntrac( Manager
Legal File.s shall designate n Contmct Manager who shall be responsiljle for all conimciital
authorization and admimstratlon under the Conlracl. Thi.s |x;rson is:

Legal Flics Software, Inc.
ATTN: Gordon Hack

801 S. Durkin Drive

Springfield. IL 62704
Tel: 217-726-6000
Fax; 217-726-7777

Email: sales@legalfiles.com

5.2 State Contract Manager

The Slate shall designate a Contract Manager who shall function as the State's representative with
regard to Connect adininisiraiion. This person is-

Steven Kelleher

Department of Infonnation Technology
64 South Street

Concoid. NH 03301

Tel: (603) 230-3459
Email: sieven.kclleher@doil.nh.gov

6. STATEMENT OF WORIOTIMEFRAMEySUTPORT AND MAINTENANCE

6.1 Statement of Work

Legal Files will provide implementation and configuration, training, project management, and dain
convei-sion Service.s per the terms of Exhibit D - Service.s Description and fis defined below;

6.1.1 TOTAL IMPLEMENTATION & TRAINING SERVICES; Implcmenliilion Services
refer to Vendor project inaiiagcment, orusite assistance with .sohiJioii sel up and
configuralion. «.<> well as to the various levefs of onsitc end u.scr iraiiiing outlined
below. Implementation and training Services listed below are cstiinate.s. NH DI IHS
will pay only for llic hours, training, and Services actually used.

Exhibit A {l/b-aoi:

Initial all pages:
Legal File.*: initialsT/-



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT OF WORK

13S

Onsite Adininistralivc» End User Training and Implementation5 days
Assistance

8 hours

TBD

■Qnsile Admimstralive Trainint?-lmDiemenraiion Assistance CDatn
MaoDinQ')
Legal Files shall provide the System Administrative Training class to
the key employee or employees to be identified by DHHS who will be
responsible for the ongoing administration of the Legal Files solution.

The System Administration Training will enable the employees to
establish the system options and preferences. After training, the
WTiployees will be able to:

•  Set up file/case menus
•  Create custom pick list entries
•  Establish appropriate user workgroup
•  Decide and establish system security
•  Create workflow wizards
•  Create document assembly templates

Legal Files shall provide three days of administrative training and
implementation setup to assist with the initial configuration and rollout
of the system. During this time, a Legal Files consultant will work
closely with the State's administraicr(s) to facilitate an additional level
ofknowledgc transfer between the parties.

OnsiteEnd UserTraininc
Legal Files shall provide the equivalent of) to 2 days of end user .
training prior to using the Legal Files solution.

The Legal Files end-user training will instruct users on the use of the
case management features of the application. An end-user training
manual shall be utilized and all docurnentation shall be provided
electronically through the Client Resource Center on the Legal Files
website.
Remote Project Management

Future interfaces (i.e. Integration w/cmail system and the State's
Eligibility System)

6.1.2 TOTAL DATA CONVERSION SERVICES: Data Conversion Services, outlined
below, defined as follows:
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S2Z

hours Cuslom Programming Tor tJusioni uaui ̂ ^uiivcitjioh vaivumv/u. >
Conversion from cxisiing diiiabasc. "Bcsi Guess EsUmatc"

The Conirucl includes converting daia Inlo;
• File ScUip data fields and File Menu

» Name Card (Address/Phone
Niinibers/Email/Calcgorics/Rclalionships) and File Related Person
records

• Assigned Users
• File Notes

• 14 Custom Windows

Roles & Responsibilities

1. Legal Filesv/ill supply, projccl managciitent of their staff, whether ai their site or NH
D>IHS siiu, to plan work and mbnlior progrcss against target milestones.' NPI DHHS will
supply preyed matuvgemcnt of its slafi".. Leuyl Files and NH DHHS project hitinagcmenl
Will supply the coinmimicolion and coordiir.uion between the entities.

2. If a change Ls feque.stet) to ili'e-.scope of tlic projccl. Legal File.s and NH DHHS will jointlv
a.sscis.lite impact oriliat chartgl- Id ihc.pj'oject. Lego! Flics will also provide a quote or
estimate, of any increased cosLs.thd- would iircurred as a result of the change. Legal
Files will not proceed wilh lhe .ch.gp'gc until NH DHHS approves the ijrcrease cosl quote or
estimate.

3. Legal Flics will perform business analysis of requirements for Sofhvarc configuration wiili
input from NH DHHS.
a. Administrative Training will be provided by Legal Files to teach the NH DHHS admin

staffhow the Legal Files application functions and how it can be configured.
b. implementation Assistance/Admin-Sctup consulting will be provided tx> work with the

NH DHHS admin staff to determine business requirements. Legal Files and NH
DHHS will configure the Software within the confines of the configuration tools to
match business requirements. Any custom prograijnming completed to satisfy bu.sine.s.s
requirements would be at $200 per hour. Aity cu.stom programming projecl to .sutisfy a
business requirement will require signoff by NH DHHS.

c. NH DHHS will perforn^ user Accepiance testing on the configuration rcquircmenl.s
that are established during the business amilysis.

4. Legal Files will provide cuslom programming Services to convert Icgncy data into Legal
Files.

a. NH DHHS will provide Legal Files the source daiaba.se to be converted in an

acceptubie readable format (Mlcro.sofi Access or SOL).
b. Legtil File.s will provide a prepared ficld-by-fieid dnta-mappiiig document lo NH
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DHHS for sign off.
c. Once sign-on" on data mapping occurs, the project is submitted to Legal Flics

development staff
d. Legal Files will develop u data conversion program following the rules of the data-

mapping document
c. Legal Files will provide NH DHHS with a test data conversion of data in Legal Files

for validation.

f. If changes are made to the data mapping or the source data after the sign off, Legal
Files reserves the right to charge an additional fee for lime worked.

g. Scope is a best guess estimate. The data will be mapped to File Setup; Name Cards,
File Related People, Users, Notes and up to fourteen ciLstoni window(s).

5. Legal Files will deliver the SofT\vare for iinpleinentation, including web-based and
workstation-based components.

6. Legal Files will provide end user training ofNH DHHS staff (ERU stuff as well as DolT •
staff member and project manager).

7. In a future phase Legal Files will integrate the application with the Stales email system and
possibly die State eligibility system as specified in a Change Order.

Out of Scope;
The following is a list of Deliverables that ai-cout of the scope of work that will be
provided by Legal Files for this project:

1. , Risk Assessment Plans

.2. Quality A.«>surance Audits
3. Detailed UAT Plans

A. Any other task not specifically mentioned in this Statement of Work
Agreement

Project Managers:

The Project Manager(s) forNH DHHS is;
Jonathan V. Gallo

Department of Health and Human Sei-vices
Office of information Services

129 Pleasant Street

Concord, NH 03301
Tel: (603) 271-9246
Fax:(603)271-7100
Email: JGnathan.V.Callo@dhhs.state.nh.us

The Project Manager for Legal Files is:
Dale Lowrance or Sara Morton
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6.2 Timefr»nic.

AfteriipprovuJ by Gnvernor niul C>)uncil. llic Slalc will noliCy Lcgn) Files oCthc Lneclivf Dale and
work will eoinmcnce. Upon Accepiancc of llie work product by Ihe Slaie, liie 3{N(iay wtirrjijly
jKriud will comtncncc.

6.3 Support Maintcnsince

Legal Files will provide Software inuinienance and support Services as desei-ibcd in Exhibil D-
Sen'ices De.scriplion.

7. TJTLE

Tille,.i ighl and intcrcsl in ihc L/Cgal Files- pt'oprieUiry Suftvvarc .shall remain with Legal Files.

8. GRANTOFLICENStIRE

Legal Files shall incorporate this Software under the existing Legal Files license procured by [)I-1HS
itndcr State ofNew Hampshire Contract 2003-002 Lcacil Cose Management System.

9. SOFTWARE INSTALLATION (RE-INSTALLATJON) I^CONFJGURATION AND
DATA CONATi:RSION

As a part of this agreement the Licensor shall provide Software for installation or reinstallation or rc-
configumtion al Licensee's site. Licensor will provide installation instruciions thai must be followed by
Licensee. For web application installation. Licensor shall provide technical telephone support to
Licensee's personnel to os.sist in (he inscallation of the Software for up to eight hours at no chatge.

10. INTERNAL ESCALATION PROCEDURE FOR DISPUTES

Prior to, the (ilijtg of any fonnal proceedings with respect tp a dispute (other than an action seeking
injunGii^'e relief with respect to intellectual properly righ'ft)-, tli.e parry believing itself aggrieved (the
''Invoking Btirty") shall call for progressive management involvement in the dispute negotiation by
written notice to the other party. Such notice shall be wiihbul prejudice to the Invoking Pnriyts right to
any other remedy permitied by this .Agi-cemcnt.

Tlic parties shall use all reasonable efforts to arrange personal meetings aj^d/or iclephone confcrcncc.s as
needed, at mutually convenient times and places. berv.'cen negotiaiors for the parties at the following
successive management levels, each of which shall have a period of allotted time n.s specified below in
which to attempt to resolve the dispute:

Dispute Rc.solul-iun Responsibility iind Schedule Table

Level Lcgtil Files TheStt)tc Cumulative Allotted

Time

Fir.sl Dale Lxtwrance or Sam

Morton

Slate Project Manager ft Busines.s Day.s

Second Cordon Hack State Project Managcnieni
Team

10 f-iu.siness Days

Third .lohn Kanoski DHHS Commissioner I.S Busines.s fJjiy.';

Exhibit A

Initial all pages: .
Legal Files initials^X^ C

S/fi/2012



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT-OF WORK

The nllottecl lime for the first level negotiations shall begin on (he date the invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Partys notice is received by the other paity.
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1. DELIVKIUMLK PAYMENT SCHEDULE.

All charges by Legal Files under this Conlracl shall be al a Nol-To-Excecd price in uceurdance with
the schedules set Torih in 'Cable 1 below.

2. FIXED PklCE PAYMENT SCHEDULE

Ttibic k Payment Schedule;
;A. linp.lembntinion Scrviccirixfer ii) LegJil .Fjlcs project mnnagcmeni, nnsilc assi.stancc with
soiiitioa set tip alid connguriiuon. av well as lb the various levels of onsile end user training outlined
below. TOTAl.IiyJPLEMENtATrON &. TRAINING SERVICES, (J9.100). Implementation and
Iraining Scrvjccs H.si^cJ below arc eslim.aics. NH DHHS will pay only for the hours, trnining. and
Services aclually used.

m

.ia.i2niecti

Onsitc Administrotive, c.na user i raining anu inipiciiietiutuvo
Assistance ($ 1,500/day)

8  Remote Project Management ($200/liour) $1,600.00

TBD Future interfaces and/or training (i.e. Integration w/email System and $10,000.00
the Slate's Eligibility system)

,1 Travel Expenses $3,000.00

TOTAL IMPLEMENTATION & TRAINING SERVICES $22,100.00

B. Data Conversion Services, outlined below, TOTAL DATA CONVERSION SERVICES,
($ 1 1.600). defined as follows:

aS
tiicoflm

Custom Progminming ror uu,sioni uaia <.^uiivci»is/i. vm-w..

Converaion from existing database. "Best Gues.s E.stimate"
Coiitraci includes converting data into:

• File Setup data fields and File Menu

• Name Card (Addrcss/Phonc
Numbcrs/Email/Calcgorics/Rclalionships) and File Related Person
records

• A.ssigiicd LJ.sci-s

• File Nolc.s

• I'l Custom Windows
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Assumplions: The tlarabase is a Microsoft Access or SQL database tuicl a
copy of the database will be provided once project is approved.

TOTAL DATA CONVEKSION SERVICES SI J,600.00

C. Maintenance and Support Services, based on 62 application licenses, 7 clicnl-servcr licenses
and 2 server licenses, ANNUAL TOTAL MAINTENANCE AND SUPPORT SERVI CBS are

defined as follows:

FYH - Support and Maintenance 6-22-13-6-21-14 $15,796.00

I  FY15-Support and Maintenance 6-22-14-6-21-15

I  FYI6 - Support and Maintenance 6-22-15-6-21-16

1  FYI7 - Support and Maintenance 6-22-16-6-21-17

I  FYI 8 - Support and Maintenance 6^22-17-6-21-18

$16,270.00

$16,758.00

$l7;261.a0

$17,779.00

TOTAL MAINTENANCE AND SUPPORT SERVICES $83,864.00

3. PAYMENTS

The State shall pay Legal Files within thirty (30) calendar days of the Stale's receipt of a correct and
undisputed invoice. Terms for section A and B above shall be half the total due at signing and the
second half due after end user training. Terms for section C shall be full amount payable prior to
anniversary date.

1. Invoices submitted by Legal Flies must contain the following information;
Legal Files name and remit-to address
Price per line item and extended totals
NH DHHS contract number

2. Send all invoices to ;

Jonathan V. Galio

Dcpartinerii of Health and Human Services
Office of Information Services

129 Pleasant Street

Concoitl.NH 03301

Tel: (60.3)271-9246
Fax: (60.3) 271-7100

Email: Jonathan.V.Gallo(aldhhs.st&te.nh.us
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1. INSURANCE AND BOND

Section 14 of the Gciicnil ('i'Ovi.s'i()n.s Fui'in P-37 rcliitin^; to iii.vursiocc oiid bond
rciinircincnls, part 14.1.1 rcsxR-:

Comprehensive general liability insurance against ail cjaim.s ol" bodily injury, death or
properly damage, in nmounls of not less ihun 5i250.0()(} per claim and 52,000,000 per
incident; ^

is Itcrchy amended to read:

Comprehensive general liability insurance against all claims of bodily injury, death or
property damage, in amounts of not less than 5250,000 per claim and 51,000.1)00 per
incident;

2. COPYRIGHT

The Stale acknowledges aMd.agrecs that the Documentation and the Software and all copies ihereof arc
Legal Fiie.s' exclusive property, constitute valuable '"trade secrets", as that term is defined pursuant
Section 2(d) of the Illinois Trade Secrets Act (765 ILCS l065/2(d)), and are protected by federal and
international copyrigiu l.aws and treaties. The Slate may not disclose or make available to third pailiw
the Software. Documeniaiion or any portion thereof without the prior written permission of the Legal
Files. The State shall have the limited right to reproduce Legal Files written manuals or training
materials for internal use with the State's employees. Tliis agreement is a limited one and in no way
shall be construed to provide an express or implied license to any of Legal Files Software's intellectual
property rights oilier than as expressly set forth licrein. The provisions of this section ."Jlifill .survive the
termination ofthi.s agreement.

3. LIMITATION OF LIABILITY

Subject to applicable laws and regulations, in no event .shall Legal Flies Ix: liable for any
cbnsequcnlial, special, indirect, incidental, punitive or exemplary damages and Legal Files' liability to
the Stale shall nol exceed two limes (2X) the total Contract price .set forth in Exhibit B Section 2;
FIXED PJUCE PAYMENT SCHEDULE. Notwithstanding the foregoing, the- limitaiion of liability in
this SOW Section 13.12.2 shall not apply to Legal Files' indemnification obligations .set forth in P-37
Section 13: INOEMNIFlCATiON ajid confidentiality obligations in P-37 Section 9:
DATA/ACCESSJCONFIDENTIALrPY/ PRESERVATION, which shall be unlimited. The provisions of
tills .section shall survive the termination of this agreement.

4. FORCE MAJEURE

Neither Legal Files nor the State shall be responsible for delays or failures in performance resulting
from event.s beyond the control of such party and withoul fault or negligence of such party. Such
events shall include, but nol be limited to, acts of God. strikes, block ouls, riots, acts of War.

epidemics, acts of Government, fire, power failures, nuclear accidents. enrthquake.s. and unusunllY
severe weather.
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5. WARRANTY

5.1 Noii-liifriii{>cnicii(

Legal Files wamints ihal the Services and Deliverables furnished under this Contriaci do noi infrii^gc nny
patent, copyright, trade secret or other intellectual property rights. Legal Files agrees to defend and
indemnify and hold harmless the Slate in the event of any such infringement claim against the Staie. Tlic
warranty of non-infringement shall be an on-going and perpetual obligation that^shall survive
termination of the Contract. State's counsel may participate in any claim to the extent the State seeks
to assert any immunities or defenses applicable to the Stale.

If Legal Files believes or it is determined that any of the Material may have' violated someone else's
iniellecliial properly rights. Legal Files may choose to either modify the Material tp be non-infringing
or obtain a license to allow for continued use, or if these alternatives are not commercially reasonable.
Legal Files may end the license (if any), and require return of the applicable Material andTcfund all
fees the Slate has paid Legal Files under the Conimcl.

5.2 Performance of Deliverables

Legal Files warrants that the Contract Deliverables, as delivered to the State, will function in accordance
with the Documentation and terms of the Contract for thirty (30) days after the State has issued a Lcttei- of
Acceptance to Legal Files. Except for the express limited warranted outlined herein. Legal Files makes no
warranty, express or implied, or any warranty of merchamabiliTy or fitness for a particular pui-pose.

Legal Files warrants that it shall maintain the Deliverables to perform in accordance with its specifications
and the tcrm.s of the Contract during the period of warranty. If the Slate finds any Deiivei-ablc defective,
in any way, for any reason, Legal Files shall repair or replace within forty eight (48) hours of receiving
notice from the Slate, excluding Saturdays, Sundays and Holidays, at no additional expense to the State,
the Software Deliverable or any portion thereof that the State has identified as defective.

For any breach of the above warranty support, tlie Slate's remedy, and Legal Files' entire liability,
shall be: (a) the correction of program errors that cause breach of the warranty, or (b) if Legal Files
cannot substantially coitccI a breach in a commei-cially reasonable manner, the State may end the
relevant Services and recover the fees paid to Legal Files for lite deficient Services.

5.3 Viru.ses; Destructive Programming
Legal Files warrants that tlie Software shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

5.4 Compatibility
Legal Files warrants that all Contract Deliverables, including but not limited to the components
provided, including any replacement- or upgraded Software componcnLs provided by Legal Files to
correct Deficiencies or as an Enhancement, shall operate with the rest of the Legal Files' Software
wiihoiit loss of any functionality.
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6. TERMINATION

(i.l Tcrniiriiition Tot*

Either party may icrminnlc llii.s CoiUnicI at any time if the oilier party is in defuull oCiis ohiigulionj!
iiiulcr this Cuiitrcict and such ticraiill remains uiiremedicd for a pcriiKl of ?>() clays from the date of
receipt ofiiolicc orde/iaill by the iion-clerauJlin^ parly. Such righl of termination shall be in addition
to all other riyhls and remedies lo which the panic.s are entitled. Events of derniilt shall include,
without limitation: Legal Files broach of or failure to perform any warranty or other obligation
contained in the Coninicl.

6.2 Termination for Convenience

Norwillislanding the foregoing, the Slate may terminate Ihi.s Contract, at its sole discretion, for any reason
u)xin thirty (30) days written notice Lo Legal Files. Upon lermination for convenience. Legal Files .shall
refund any unused portion of the Contrdctio the Stale.

7. CHANCE ORDERS

The Stale may make changes or revisions at any time by written Change Order. The State
originated changes or revision.s' shall be approved by tlic Dcparimenl of Information
Technology. Within five (5) business days of L.egal Files' rtccipl of a Change Order. Legal
Files shall advise the Slate. In detuil., of any inipaci on cost (e.g., increase or decrcflse), tlie
Schedule, or,Die Work Plan.

Legal Files may request a change within the scope of" the Contract by written Change Order,

identifyinfi any ''"pact on cost, the Schedule, or the Woi-k Plan. Tlie Stale shall atlempl to
respond to Legal Files' requested' Change Order wilhin five (3) business days. Tlie Slate
Agency, a.s well as the Dcpaitmcr.i of Information Technology, must approve all Change Orders
In writing. The State shall be deemed to have rejected the Change Order if the parlies arc unable
to reach an Agreemenl in writing.

All Change Order requests from Legal Files lo the State, and the State acceptance of Legal Files'
estimate for a State requested change, will be acknowledged and responded to, either acceptance
or rejection, in writing, if accepted, the Change Ordcrfs) shall be subject to the Contract
aniendincnl process, jus determined to apply by the Stale.

8. SOrrWARE SERVICES

Section A, Exhibit D - Overview of tlie Legal Files Servicc.s Description reads:

Support will renew ainonioticnily on an annual basis unless either pany provides the oilier
party withal least sixty (60) days prior written notice of non-renewal.

is licrcby Jimciulcd tu read:

Support will renew per wriilen aulliori*4ialion by the Stale at the linie ofinvoice.
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Lcgnl Flliyi Sorhviiri: Services Dcscripfion

This Fxhibil describes Ihe imining, dala conversion, mainlcmincc tind .supporl and other Sci viccs made
available by L.C{;a) Files lo eligible Licensees ofllic Sollware, and deuiiis L-cgnl Files' and Ol-IMS'
rcsponsibililies in connection vviih nny order I'or such Services,

A. Ovcrvieu'

L.cgal Files will n-iake available for jHirchasc by DIIMS the installation, training, data conversion, .Support
and other Services that Legal Files makes generally available to Licensees of the Software in accordance
with the provisions of the Contract Documents and thi.s Service Description. Legal Files reserves the rigiit
lo suspend perrormanee of Support and other Services if DHHS is delin(|ucnt in payment or otherwise in
material brcacli of its obligations hereunder. Support will renew on an annual ba.sis upon wriiien
authori7unlion of the Slate, which will not be unreasonably withheld. Non-renewal of Support will not rcsull
in icmiinalion of DHHS' license to the Software; however, DHHS will not be entitled lo further Updates or
support after the date of non-renewal. In the event DHHS requests to reinstate support after a lapse in
coverage. Legal Flies reserves the right to condition reinsralcnieni on payment of back-mainienanee and
support fees.

B. Training

Legal Files will provide any training ordered by DHHS in accordance with Legal Files' standard training
methods and ii.sing its .standard training n'lntcrinis. Training is provided onsite at Legal Files' then-eurrcnl
daily rate plus reimbursement of travel and expenses. Additionally, if required, there is a $.10 per computer
and $100 per projector surcharge (plus shipping) for training conducted at DHHS' office ii.sing Legal Files'
equipment. IfoLiisidc training facilities and equipment arc utilized, such outside cosis.are DHHS'
responsibilily.

C- Electronic Data Convcr.sion

Legal Files will provide data conversion Service.^ ordered by DHHS at its tben-cuncni rates and in
accordance with its standard electronic data conversion procedures. Where the order specifies a number of
hours for the data conversion, such number is an estimate only, and subject to adjustment based on formnU
qualit)'and quantity of DHHS data, timeliness of DHHS cooperation and other factors outside of Legal
Files' retisonablc control. The genera) progression and allocation of rcsponsibilit)' for data conversion
Services is as follows:

•  Data conversion programs will be created at Legal Files' facilities. In order to prepare the
conversion program, all source data must be provided by DHHS lo Legal Files in an acceptable,
machine-readable fonnal and must be corruption free.

•  If necessary, including where in-house expertise or local comsultanls arc not available. Legal Files
wit! visit DHHS site lo obtain the source (lain and Documentation required Ki create tlic conversion
program. Such ensile Services will be charged at Legal Files' daily consulllny rate plus
rcimburscmenl of travel and expenses.

•  Data scrubbing is the process of fixing or eliminating individual pieces of data thai are incorrect,
incomplete or duplicated in the soiiice database when the data i.s passed to the iai*gct database.
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Unless spccificnily noied in the order, Leyul Flics' conversion esltmale docs not include data
■scrubbing. ICclesired or lequircd, sucli Services will be made avoilnble at an iiddilional chorgc.

•  Legal Fiic-s will create a data mapping document that defines where the .source dnla will reside in the
target Software database. Once complete, the data mapping document must be approved by 'DMHS
via email or other writing before the conversion program can be created.

•  Legal Files will perform a test data conversion to provide DHHS with the ability to review the
.source data as il was mapped and will appear in the Software application. The test data conversion

'  must be approved by DHHS via email or other writing licfore the final data conversion can be
performed.

•' If changes to the data mapping document or test data conversion are requested by DHHS after they
have been approved. Legal Files reserves the right to charge an additional fee for lime worked, and
to delay any previously estimated completion dates.

D. Maiiiteiuince und Suppurt

Maintenance and support is priced as a percentage of the total License Fees paid by DHHS. Maintenance
and support pricing will be adjusted automatieally based on any additional modules and licenses purchased
by DHHS, with prorated payment due for any adjustment made mid-term. Additionally, Legal Files
reserves the right to increase maintenance and support pricing by an amount not to exceed three percent
(3%) per year over DHHS then-current pricing, assuming the same number of licenses and users. .

During the initial Support term and each renewal of Support, I..egal Files will provide Support to DHHS in
its use and operation of the Software comprised of the following:

(a) General. DHHS may contact.Legal Files with question.^ and troubleshooting related to use and operation
of the Software, as well as for remote diagnosis and priority resolution of material bugs, errors or other
malfunctions encountered using lite Software. A bug. error or malfunction is deemed "material" if it
represents a nonconformity of the Software with Legal Files' then-current published specifications and
materially interferes with or degrades usability of the Software.

(b) Contacting Technical Support. Support queries may be submitted by email at support@legalfiles.coiTi or
by phone at (217) 726-6400 during Legal Files' normal business hours: Monday through Friday from 8:00
a.m. to 5:00 p.m. U.S. Central Time (excluding holidays). DHHS must appoint one primary contact person
and one alternate contact peraon who have been trained and are competent in use and operation of the
Software to place technical support queries,

(c) Cla-isification of Issues. When contacting Legal Files for Support, DHHS should assign an inftial
severity based on the severity level classifications listed below, and should provide a detailed description of
the issue or support request. The initial assignment of severity may be raised or lowered by Legal Files, in
its reasonable disciction, based on the infoimation provided by DHHS and/or subsequent diagnosis or
remediation cITorts, including the availability of a work-around.

iLevin. <Descrjl)tiou..

A problem with the Software, which renders the Software inoperal ivc or causes a
significant and ongoing interruption lo DHHS business activities.

Exhibit D-] 8/6/2012
Initial all pages;
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-D85 DHHS LEGAL FILES CONTRACT
EXHIBIT D-1 - SERVICES DESCRIPTION

2
A pi-oblcm with the Software, wliich degrades or disrupts openition. but docs not
cause a .sigiiincanl and otigoing interruption to DHHS husincs.*: activities.

.1
A problem with the Software, which has only a minor Impact on DHHS bu.sine.s.s
activities, or for whicli an acceptable work-around i.s readily available.

4
Cieneral quc.stions. .suggestions, and feedback pertaining lo use and operation of
the Software.

(d) hutia! Rc.sptmsc: Status Updutcs. Legal Fllas will use commercially reasonable efTorls lo provide an
itiiiial resfX)nse and ongoing slaius Llpclalcs for suppori j-et|ucsis wilhin the targcl limcframcs listed below.
AM limefnunes arc during Legal Files' iwnnul husinuss htwrx t?n/y, and are further subject to DHHS
providing all information and fissistance rcaxonjibly rei|iie.siccl in connection tbercwjih. Legal Files will
escalate support requests through its icchnicnl sup|X)rl channels as necessary to address covered support
issues.

Level Initial ̂ Response Stotu.sUpdntc

I 2 hours Daily until workaround or correction available.

2 4 hours Every 2 days until workaround or correction available,

j i day As nccessar)' or upon reque.st.

4 3 days As necessar)' or upon request.

(c) Remote /ccess. Upon request. DHHS will provide Legal Files remote access to DHHS computer system
for the purpose of remote diagnostics. Any such remote access will be subject to DHHS reinote access
security policies and procedures as communicated to Legal Files at the time.

(0 On-Siic Visits. If in the reasonable Judgment of the parties, an onsiic visit to DHHS facility is necessary
to resolve a critical problem. Legal Files will make an onsile visit. If the critical problem was not caused by
a defect in the current or immediately preceding release of the Software or is otherwise outside of warranty
and Support coverage. DHHS will reimburse Legal Flies fur the onsite visit at Legal Files' thcn-ciirrcnt daily
consulting rate plus reimbursement of travel and expenses via Change Order process or a Conlnicl
amendment process if necessary.

E. DHHS Responsibilities

In connection with Support and all other Scrvice.s provided hy Legal Files. DHHS is responsible for: (i)
assigning qunliftcci personnel lo coordinate with Legal Flics regarding Services; (ii) .selecting and
maintaining all third party hardware, software, peripherals and connectivity necessary lo meet the .system
requircment.s for the Software; (til; creating a rc.srorc point for'its .sysiem.s and backing up and verifying ull
data; and (iv) adopting i-casonublc measures to ensure the safety, security, accuracy and integrity of DHHS
facilities, sy.slems and network. Legal File.s will have no responsibility or liability ari.sing out of or rc.suliing
in whole or in part from DHHS failure or delay to perform any such rc.sponsibilities, or for acts or omissioas
of third parties, internet or telecommunications failiii-e.s. or force majcurc or other cvcnLs beyond Legal
Files" reasonable control.

Exhilxl D-l
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NH Department of Health and Human Services

STANDARD EXHIBIT E

CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of Section
319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and 31 U.S.C, 1352,
and further agrees to have the Contractor's represenlalive, as identified in Sections 1.11 and 1.12 of the General
Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS '
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE ■ CONTRACTORS

Programs ftndicate applicat>le program covered):
Temporary Assistance lo Needy PemDcs under Tiile IV-A.

Support Enforcement Program urxJer Tllle IV-D
'Sodal Services Biock Grant Program under TlUe XX
'Mediceid Program urxier Tilie XIX
•Community Services Biock Gran! under Title VI
'CNtd Core Development Block Granl urtder Title IV

Contract Period: through

The undersigned certifies, to the best of his or her knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to any
person for influencing or attempting to influence an officer or employee of any agency, a fvlember of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with
the awarding of any Federal contract, continuation, renewal, amendment, or modlficalion of any Federal
contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-contractor).

(2) if any funds other than Federal appropriated funds have been paid or wilt be paid to any person for influencing
or attempting lo Influence an officer or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in conneclion with this Federal contract,
grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-contractor), the
undersigned shall complete and submit Standard Form LLL, (Disclosure Form lo Report Lobbying, in
accordance with Its instructions, attached and identified as Standard Exhibit E-l.)

(3) The undersigned shall require that the language of this certification be Included In the award document for
sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants, loans, and cooperative
agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction was
made or entered into. Submission of this certification is a prerequisite for making or entering into this transaction
imposed by Sedlon 1352, Title 31, U.S. Code. Any person who fails to file the required certification shall be subject
to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.

^ )^a f p r Jo y ̂  h
or Representative Signature) (Authorized Contractor Representative Name & Title)

.1 F/ iJ\^
"(Contracli^Name) (Date)

NH DHHS, Office ol Business Operattens Contraclor Inlilals: T^A-
Standard ExhIbU E - Certlficalion Regarding Lobbying j / r*-
January 2009 Dale: ^ •/
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NH Department of Health and Human Services

STANDARD EXHIBIT F

CEF^TIFICATION REGARDING D'EBARfVlENT. SUSPENSION

AND OTHER RBSPONSiBILITY IViATtERS

The Contractor identiffedin Saclldn 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of tf)e President; Executive Order 12549 and 45 CFR Part 76 regarding Debarment.
Suspension, and Other RRS^ppnsibility Matters, and further agrees to have the Contractor's
representative, as-ldfentifierl in-Actions 1.11 and 1.12 of the General Provisions execute the following
Cerlification:

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is
providing the certification set out below.

2. The Inability of a. person to provide (he certification required below ,will not hebessanly resull
in denial of pafticipation in this covered transaclipn. If necess'aiy', ihe prosp.e.Giiye parliglpanl
shall submit an explanation of why It cannbl- pfbvide ^Cle'^G■e'^ti'Rcbtipn. .TTte cerllfic'alioh 6r
explanation will be considered in connection ;vwlh"' Ihe NH. D^epartirjent of He.atth and HUnian
Services' (DHHS) determination whether tp/enter intP this tFansadiop'. HbW'ever. .(allPrfe of
the prospective primary participant to furnish ;a c.ertificaUon or en explahalion'.shall, dis.qualify
such person from participation in this transaction.

3. Ttie certification in [his clause Is a material representation of fact upon which rejlanGe -vvas
placed, when DHHS determined to enter into this transaction. If it is later determined thai the
prospeelive primary participant knowingly rendered an erroneous certiricatlon; in addillon to
o^er remedies available to the Federal Government, DHHS may terminate this transaction
for cause or default.

4. The prospective primary parlidpani shall provide immediate written notice to the DHHS
agency to whom this proposal (contract) is submitted If at any time the prospective primary
participant learns that Its c.ertificaljoh was erroneous when submitted or has become
erroneous by reason of changed draj'rhstances.

5. The terms "covered transaction,' "debarred,' , "suspended." "ineligible,' "lov/er tier covered
transaction','•'panlidpant.'.'person." "primary covered transaction," "principal," "proposal," and
"volunladly excluded," as used In this clause, have the meanings set out in the Definitions
and Coverage secliohs of the rules implementing Executive Order 12549; 45 CFR Part 76.
See the attached definitions.

6. The prospective primary partldpant agrees by submitting this proposal (contract) that, should
the proposed covered transaction be entered into, it shall not knowingly enter into any lower
tier covered transaction with a person who is debarred, suspended, declared ineligible, or
voluntarily excluded from particlpalion in this covered transaction, unless authorized by
DHHS.

A- \NH (XHS. OHice 0l Quiinsss Operaliorts Conlraclor {niliste
Slsndard Exhibit F -
Certiiication Regarding Oebarmenl. Suspension 31x1 Other Responslbilily Maliera ^ / /f
J8nii8fy2009 Dale: (V /
F'SfJB 1 ol 3
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7. The prospective primary participant further agrees by submitting this proposat that it will
include the dause titled "Certification Regarding Deliarment, Suspension, Ineligibility and
Voluntary E>clusion - Lower Tier Covered Transactions," provided by DHHS, without

. modification. In all lower tier covered transactions and in all solicitations for lower tier covered
transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transaction that^t is not debarred, suspended, ineligible, or
involuntan'ly excluded from the covered transaction, unless it knows that the certification is
erroneous. A participant may dedde the method and frequency by which It determines the
eligibility of its principals. Each participant may, but is not required to. check the
Nonprocurement List (of excluded parties).

9. Nothing contained In the foregoing shall be construed lo'require establishment of a system of
records in order to render in good faith the certificalion required by this clause. The
knowledge and Information of a participant is not required to exceed that which is normally
possessed by a prudent person In the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in
a covered transaction knowingly enters into a lower tier covered transaction vi^th a person
who is suspended, debarred, ineligible, or voluntarily excluded from participation In this
transaction, in addition to other remedies available to the Federal government. DHHS may
terminate this transaction for cause or default.

PRIMARY COVERED TRANSACTIONS

(1) The prospective primary participant certifies to the best of Its knowledge and belief, that it and
Its principals:

(a) are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency:

(b) have not within a three-year period preceding this proposal (contract) been convicted of
or had a civil judgment rendered against them for commission of fraud or a criminal
offense in connection with obtaining, attempting to obtain, or performing a public
(Federal, State or local) transaction or a contract under a public transaction; violation of
Federal or State antitrust statutes or commission of embezzlement. thefL forgery, bribery,
falsification or destmction of records, making false statements, or receiving stolen
property;

(c) are not presently Indicted for otherwise criminally or civilly charged by a governmental
entity (Federal. State or tocal) with commission of any of the offenses enumerated in
paragraph ([)(b) of this certification; and

(d) have not within a three-year period preceding this application/proposal had one or more
public transactions (Federal. State or local) terminated for cause or default,

(2) Where the prospective primary participant is unable to certify to any of the statements in this
certificalion. such prospective participant shall attach an explanation to this proposal
(contract).

NH DHHS. OIOcc oI Business Optralions Conlraclor tnllials;.
Standard Exhibit F -

Cerlilication Regarding Debarment. Suspension end Other Responsibility Mailers
January 2000 Dale:.
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LOWER TIER COVERED TRANSACTIONS

By signing and submitling this lower tier proposal (contract), the prospective lower tier participant,
as defined In 45 CFR Part 76, certifies to the best of its knowledge and belief that II and its
prindpals:

(a) are not presently debarred, suspended, proposed for debarment, declared ineligible,
or voluntarily excluded from participation In this transaction by any federal
department or agency,

(b) ̂where the prospective lower tier participant Is unable to certify to any of the above,
such prospective participant shall attach an explanation to this proposal (contract).

The prospective lower tier participant further agrees by submitting this proposal (contract) that it
will Include this clause entitled "Certification Regarding Debarment, Suspension. Ineligibillty. and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier
covered transactions and in all solicitations for lower tier covered transactions.

^
(Authorized Contractor Represenlaiive Narhe & Title)Representative Signature)(Conlfac

f?n /II
(Contractor^Mame) (Dale)

NH DHKS. Olficts o( Business Operations Conliaclor InillatsiC^"
Standard Exhibit F -
Certi/lcaiion Regardino Dabarmsni, Suspension and Other Responstbilily Mailers tpi //c
January 2009 Dale. ft /'<F//Z
Page 3 of 3
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NH Department of Health and Human Services

STANDARD EXHIBIT G

CERTIFICATION REGARDING

THE AMERICANS WITH DISABILITIES ACT COMPLIANCE

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the foilovring
certification;

1. By signing and submitting this proposal (contract) the Contractor agrees to make reasonable
efforts to comply with all applicable provisions of the Americans with Disabilities Act of 1990.

rador Representative Signature) (Authorized Contractor ReprBsenlatiCB Name & Title)

'  ' •' /rinlAt '(Conlradpf Name) (Date)

NH DHHS. Office of Business Operaiions CoNractor Inillals.O^.//
StarKJerd Exhibit G - Ccrtiticolion Reaarcling the Americans With DisabiDliec Act ^ /. /.•
January 200B Bats: X ' ̂



NH Department of Health and Human Services
STANDARD EXHIBIT H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

JNTENTIONALL Y LEFT BLANK

Exhibii l-l 8/6/20)2
Initial ill! priyes:

Lcpal riles initials J /y I



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT I-HIPAA AGREEMENT .

The Contractor identified in Seciton 1.3 of the General Provisions of the Agreement ayrees to
comply willi the HeaUh liisiinince Porlubiiily and Accountability Act. Public Law 10^-1') I and willi [lie
Sumdurds for iVivncy and Security oriiidividiially klcntifinble Health Inrorinalion, d5 CFR Paris I fiO and
[fi'l and those parts of the HITECH Act applicable to business associates. As defuiccl herein. "Business
Associate" shall mean the Contractor and Subcontractors and a[jents of the Contractor that receive, use or
have access to proiecled health information under this Agreement and "Covered Entity" shall mean the State
ofNcw Hampshire, Department of Health and Human Services.

BUSINESS ASSOCIATE AGREEMENT

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in Title XXX, Subtitle D. Sec.
13400.

b. "Bu-Vmcss Associate" has the meaning given .such term in section 160.103 ofTitlc 45, Code of
Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title 45, Code of
Federal Regulations.

d. "Desienated Record Set" shall have the same meaning as the term "designated record set" in 45
CFR Section 164.501.

c. "Data Aogregation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Onei-ations" shall have the same meaning as the term "health care operations" in

45 CFR Section 164.501.

ft. "HITECH Act" means the Health Information Technology for Economic and Ciinica! Health

Aci, TitleXIIl, Subtitle D, Pan I & 2 of the American Recovery and Reinve.stment Act of 2009.

h, "HIPAA" mcan.s the Health ln."5urance PorlabillTy and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health Information,
45 CFR Parts 160, 162 and 164.

•i. "individual" shall have the .same meaning as the term "individual" in 45 CFR Section 164.501
and shall include a person who qualific.s as a personal representative In accordance with 45 CFR
Section 164.501(g).

.j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
information at 45 CFR Pails 160 and 164, promulgnted under HIPAA by the United States
Dcpartinent of Heallh and Human Services.

k. "Protected Heaitli Information" shall have the same meaning as the lerm "protected health
information" in 4.5 CFR Section 164.501, limited to the information created or received by Busine.s.s
.Associate from or on bcluilf of Covered Entity.

Exhibii l . 8/6/2012
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

'2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT! - HIPAA AGREEMENT

I. "Kcatiifccl l>v Law" slijiil Iihvc Die same meaning as ihe Icrm *'rec|uiied by lavs'" in 'l.'i CI-'R
Seclion 164.501.

HI. "SucreUirv" .shall mean Ihc vSccrclnry of Ihc DeparimcnJ oC Meallh and Human Services or
hi.s/lier clcsignee.

h. "Sccurilv Rule" shall mean rhe Seciirily Slaiidard.s for ihc Proieclion of Eleclronic I'roleclcd
Hcallli Inrormnlioti al 45 CFR Pan 164. Subpail C. and aincndmcnis Ihcrelo.

ti. "lliusccure'd Prblceied Itea'lth (iirormalion'' means proleeied health inl"brmaiion lhal Is not
secured by a technology standard that renders protected health iiil'ornialion unusable, unreadable, or
iiKleciphcrablc to unauthorized intiividual.s and is developed or endorsed by a standards developing
organization that i.s accredited by the American National Standards Insliluie.

p. Olhcr Definition.^ - All terms not otherwise defined herein shall have the meaning established
under 45 C.F.R. Pans 160, 162 and 164, as amended from time to time, and the HITECH
Act,

(2) U.se and Di.scln.s>irc of Prnlected Hcnltli Information.

a. Business Associate shall not use, disclose, maintain oi' transmit Protected Health Information
(PHI) e.xccpl as reasonably necessary to provide the Services outlined under Exhibit A of the

Agreement. Further, the Business Associate shall not, and shall ensure that its directors,
officers, employees and agents, do not use, disclose, maintain or transmit PHI in any manner
lhal would con.slitule a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
J. For the proper management and administration of the Business Associate;
[]. As required by law, pursuant to the terms set forth in paragraph d. below; or
111. For data aggregation purposes for the health care operations of Covered Entity.

c. To the oaent Business Associate is permitted under the .Agreement to disclose PHI to a third party.
Biusiness Associate must obtain, prior to making any such disclosuie. (I) reasonable assurances
from the third paily that such PHI will be held confidentially and used or furtlrer disclosed only as
required by law or for the purpose for which it was disclosed to the third party; and (ii) an
agreement from such third paily to notify Business Associate, in accordance with the HITECH
Act, Subtitle D. Part I. See. 13402 of any breaches of the confidentiality of the PHI, to die extent it
his obtained knowledge of such breach.

d. The Business Associate shall not, unless such disclosure i.<: rejt.soiiably necessary to provide
Services under Exhibit A of Ihc Agreement, disclose any PHI in response to a request for
disclosure on the basis lhal it i.s required by law. without llrsi notifying Ccwered Entity so lhal
Covered Entity lia.s an opportunity to object to the disclosure and to seek appropriate relief. If
Covered Entity objects to such disclosuit:, the Busincs.s Associate shall refrain from disclo.sing the
PHI until Covered Entity htus exhausted all remedies.

Exhibit I y6/'20l2
Initial all pages: _
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

■2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT I - HIPAA AGREEMENT

i

c. ir the Covered Entity notiFics the Business Associate that Covered Entity has agreed to be
l)oiind by additional rcstriclioiis over and above those uses or disclosures or security safeguards
of PHI pursuant to the Privacy and Security Ituie, the BusIjicss Assuciiile shall be bound by
such additional restrictions and shall not disclose PHI in violation of such additional restrictions
and shall abide by any addiliunal security safeguards.

(3) Obligntions and Acfivltie.s of Business A.s.sociate.
i

a. Business Associate shall report to the designated Privacy Officer of Covered Entity, in writing,
any use or disclosure of PHI in violation of the Agreement, including any security incident
involving Covered Entity data, in accordance with the HITECH Act, Subtitle D. Part I, Sec.
)3'102.

' b. Titc Business Associate shall comply with all sections of the Privacy and Security Rule as set
forth ill, the HJTECH Act, Subtitle D, Pail 1, Sec. 13401 and Scc.13404.

c. Business Associate .shall make available all of its internal policies and procedures, books and
records relating to the use and disclosure of PHI received from, or created or received by the
Business Associate on behalf of Covered Entity to the Secretary for purposes of determining
Covered Entity's compliance with HIPAA and the Privacy arid Security Rule.

d. Business Associate shall require all of its business associates that receive, use or have access to
PHI under the Agreement, to agree in writing to adhere to the same restrictions and conditions
on the use and disclosure of PHI contained herein, including the duty to return or destroy tiie
I'H) as provided under Section (3)b and (3)k herein. The Covered Entity shall be considered a
direct third part)' beneficiary of the Contractor's business associate agreements with
CoiUmcior's intended business a.s.sociates, who will be receiving PHI pursuant to this
Agreement, with rights of cnforocmenl and indemnification from such business associates who
shall be governed by standard provision of this Agreement for the purpose of use and
disclosure of protected health information.

c. Within five (5) business day.s of receipt of a written request from Covered Entity, Business
Associate shall make available during noimai business hours at its offices all records, books,
agreements, policies and procedurc.s relating to the use and disclosure of PHI to the Covered
Entity, for purposes of enabling Covered Entity to determine Business Associate's compliance
with the terms of the Agreement.

f. Within ten (10) business days of receiving a. written request from Covcied Entity, Business
Associate shall provide access to PHJ in a Designated Record Set to the Covered Entity, or as
directed by Covered Entity, to an individual in order to meet the requirements under 45 CFR
Section 164.524.

g. Within ton (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record Set, the
Business A.ssociale shall niakc such PHI available to Covered Entity for amendment and
incorporate any such amendment to enable Covered Entity to fulfill its obligations under 45
CFR Section 164.526.

Exhibit I ^ ^ 8/6/2013
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT I - HIPAA AGREEMENT

h. Business Associnte slnill tlocumenl such disclosures of l-'HI and inrornialion related lo sucli

disclosures as would be required for Ctwered Enliiy lo respond lo a rcqiiesi by an individunl for
an accounlioii oTdisclosures oPPHl in accnrdancc with d5 CFR Scclion 16'!.538.

i. Wilhiii len (10) bu.sincss days of receiving a wriricn rcquc.sl froin Covered Eiitiiy for u rcqucsl
for an aecoiiniing of disclo.surc.s of I'HI. Business Associalc shall make Hvuilabic lo Covered
Enliiy such inrormaiion as Covered-Emily may require to fuinil it.s obligations lo provide an
accounling of di.sclosurcs with respccl lo PMl in accordance with 45 CFR Section 164.528.

j. In (he event any individual requests access lo. amcndincnl of, or accounling of PHI dircclly
from the Bu.siiics.s Associate, the Business Associalc shall within two (2) business days CorwHrd
such rec]ue.si lo Covered Entity. Covered Entity shall inive Ihc responsihility of i-esp-unding lo
forwarded requests. However, if forwarding tlic individunl'.s request to Covered Eiifliy would
cause Covered Entity or the Business Associate to violate HIPAA and tlic P-riyiicy tihtl Security
Rule, the Rusiiics.s Associate shall instead respond to the individual's i*cquc.sl ns rcquired by
such law and notify Covered Entity of .such response as soon as practicable.

k. Within ten (10) business days of termination of the Agreement, for any reason, the Busines.s
Associate shall return or destroy, as specified by Covered Entity, all PHI received from, or
created or received by the Business Associate in connection with the Agreement, and shall not
retain any copies or back-up tapes of such PHI. If return or destinction is not feasible, or the-
disposition of the PHI has been othei-wise agreed to in the Agrcemcni. Busjne.ss Associate shall
continue to extend the protections of the Agreement, to such PHI and limit further uses and
disclo.surcs of such PHI to those purposes that make tlie reiurn or destruciion infcasible. for so
long as Busine.ss Associate maintains such PHI. If Covered Entity, in its sole discretion.
requirc,s that the Business-Associate destroy any or all PHI, tlie Business Associate shall certify
to Covered Entity that ihe PHI has been destroyed.

(4) Obligations of Covered Entifv

a. Covered Entity sball notify Business Associate of any changes or limitation(.s) in its Noiicc of
Privacy PrKcllce.s provided lo individuals in accordaucc with 4.5 CFR Section IC4.530. lo ihc
extent that such change or limitation may affect Business As.sociale'.s use or disclosure of PM).

b. Covered Entity shall promptly notify Business Associate of any changes in. or revocation of
permission provided to Covered Entity by individuals whose PHI may be used or disclosed by
Business Associalc under this Agreement, pursuant to 45 CFR Scclion 164.506 or 45 CFR
Section 164.508. '

c. Covered entity shall promptly notify Business As.sociatc of any restriclioius on the use or
disclosure of PHI that Covered Entity has agreed lo in accordance wiUi 45 CFR 164.532. lo the
extern thai such restriction may atTeci Business Associalc "s use or disclo.surc of PHI.

(5) Terniinnlion for Cause

Exhibit I • 8/6/2012
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT I - HIPAA AGREEMENT

In acldiiion lo slandurd provision //lO of Ihis Agreement the Covered Entity may immediately
tenninate the Agreement upon Covered Entity's knowledge of a breach by Business Associate of the
IJosincss Associate Agreement set forth herein as Exhibit 1. Tlic Covered Entity may cither
immediately temiinalc the Agreement or provide an oppoitiinit)' for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity determines that
neither termination nor cure Is feasible, Covered Entity shall report the violation to the Secretary.

(C) IVIi.scellaneous

a. Definitions and Reiiulatorv References. All terms used, but not otherwise defined herein, shall have
the same mcajiing as those terms in the Privacy and Security Rule, and the HITECH Act as amended
from time to time. A reference in the Agreement, as amended to include this Exhibit E, to a Section
in the Privacy and Security Rule means the Section as in effect or as amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as i.s necessary to
amend the Agreement, from time to time as is necessary for Covered Entity to comply with the
changes in the requirements of HIPAA, the Privacy and Security Rule, and applicable federal and
stale law.

c. Data Ownershin. The Business Associate acknowledges that it has no ownership rights with respect
to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved to permit
Covered Entity to comply with HIPAA, die Privacy ancT Security Rule and the HITECH Act.

e. Segrcuation. If any term or condition of this Exhibit 1 or the application thereof to any pcrson(s) or
circum-stance is held invalid, such invalidity shall not affect other terms or conditions which can be
given effect without the invalid term or condition; to this end tJie terms and conditions of this
Exhibit I are declared .severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or destruction
of PHI, extensions of the pfolections of the Agreement in section 3 k, the defense and
indemnification provisions of section 3 d and standard Contract provision #13. shall survive the
tcrnjinalion of the Agreement.

IN Wn>IESS WHEREOF, the parties hereto have duly executed this Exhibit I.

■AJ
The State

/ee

Signature of AuthdfiMd Representative

/TO >''S.
Name of Authorized RepreScnialive

Name of the Conlraclor

Sigpiu/c of Authorized Repre.sentaiive

Name of Authorized Reprc.scntative

2 ,

6/y}/nn/^<- r A-y^ p ir_ sz.
Title of Aulliorized Representative Title of Authorized Representative

Exhibit I
Initial ull pages:
Legal Files initials v*//
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NH Department of Health and Human Services

STANDARD EXHIBIT J

Ce:H'nriCATION kECrAKDiNCi THI: REDEK-AL l-UNniNC: AC:C:.CHJNrAlllLITY and

TRANKPAkENrY AC"Tm-A-.rA)C:(')MhDlANCr-:

The l-'edcnil Funding Accouninbilily and Transparency Act (FFATA) rc(|iiirc.s prime awardccs of
intlividuul Federal gnnils ecinai lo or grealcr lhan $25,000 and awarded on or aflcr October (. 2010. (<t
rejron on daUi rchued lo executive compcji.snlion and associuled rn-sl-licr sub-granls of $25,000 or more.
Ifilic inilial award is below $25,000 but subsequent grant modiflculions re.suli in a lota! award equal In or
over $25,000. the award is subject to the FFATA rc|x>rling requirements, as of the dale of the award.

In necordancc with 2 CFR Part 170 {Reporting itubawcird and Executive Compensation Information), the
Department ofHeallli and Hii mun Sci-vices (DHHS) must report the rollowing informaiion for any
subawnrd orcontracl awarrl subject lo the FFA'I'A reporting requircmcnis:

1) Name of entity
2) Amoiini ofaward
3) Funding agency
4) NAlCS code for contracts / CFDA program miinbcr for grants
5) Program source

6) Award title descriptive of the purpose of the funding.aciion
7) Location of the entity

8) Principle place ofpcrfortnancc
9) Unique identifier of the entity (DUNS #)
10) Total compensation and .names of the lop five executives if;

a. More lhan 80% of annual gross revenues are from the Federal governrnent. and those
revenues are greater, than S25M annually and

b. Compen.safion informaiion i.s not already available through reporting lo the SEC.

Prime grant recipicnt.s must submit FFATA required data by the end of the nionth. plus 30 days, in which
the award or award amendment is made.

The Contractor idcmiflcd in Section 1.3 of the General Provisions agrees to comply with the provisions of

The Federal Funding Accountability and Traii.sparency Act, Public Law 109-282 'and Public Law 110-

252, and 2 CFR Part 170 {Reporting Subaward and Executive Compensation Information), and further

agrees lo have the Contractor's representative, as identified in Sections I.II and (.12 of (he General
Provisions execute the /'ollawlng Cerlincation:

The below named Contractor agrees to provide needed informniion its outlined above to the NH
Dcpartmcnl ofHcalth and Human Services and lo comply with all applicable provisions of the Fcderdl
Financjal Accountability and Transparency Act,

\V ^  k' ^
Yl '

(ConlVacior Representative Signature) (Auihoriied Coniraclor Rcpresenlutivc Name &. fillc)

(Contractor Name) (Date)

ContraGtoi initials:, ITTV 'Z,
Date: I ̂
Page fi of Page tl



NH Department of Health and Human Services

STANDARD EXHIBIT J

FORM A

As Ihc Cnniraclor idcnliFied in Section 1.3 of Ihc General Provisions, 1 certify that the responses to the
below listed questions arc true and accurate.

I. Tlic DUNS number for your entity is;

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (I) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts, loans,
grunt.s, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual gross revenues
from U.S. federahjolhracts, subcontracts, loans, grants, subgrants, and/or cooperative agreements?

/

YES

if the answer to #2 above is NO, stop here

If (he answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your business
or organization through periodic reports fled under section 13(a) or 15(d) of the Securities Exchange Act
of 1934 (15 U.S.C.78m(n), 78o(d)) or section 6104 of the Internal Revenue Code of 1986?

NO ^^YES

If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following;

4. The names and compensation of the f ve most highly compensated offcers in your business or
organization are as follows:

Name; Amount:

Name: Amount;

Name: Amount:

Name: Amount:

Name: Amount:

Contractor initials; \ j i-

Pageff_,; or Page#!


