STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 JHFNI1720 & 2:90 1o

Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 28, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House
. Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT) to amend an existing sole source
agreement with Legal Files Software, Inc. Vendor #168989, 801 S. Durkin Dr., Springfield, IL 62704 for
the provision of continued data conversion, implementation and training services to the Department of
Health and Human Services (DHHS) for their existing Legal Files case tracking software by increasing
the price limitation by $248,138 from $154,738 to $402,876 and by extending the contract completion
date from June 30, 2020 to June 30, 2025, effective upon approval by the Governor and Executive
Council. The original agreement was approved by the Governor and Executive Council on August 22,
2012 (Item #11) anq subsequently amended on June 20, 2018 (ltem #062A).

Source of Funds: 100% Other (Agency Class 027) funds: The Agency Class 027 used by DHHS
to reimburse DolT will be 49.82% Federal funds and 50.18% General funds.

Funds are available in the following account for Fiscal Year 2021, and are anticipated to be
available in Fiscal Years 2022, 2023, 2024 and 2025, upon the availability and continued appropriation
of funds in the future operating budget, with authority to adjust encumbrances between fiscal years
through the Budget Office, if needed and justified.
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Application Software :

EXPLANATION

The original agreement is sole source due to the proprietary nature of this software. There is
no other vendor that can access the underlying code, or provide ongoing support and maintenance.
| .

The purpose for this request is to allow the Contractor to continue to provide support and
maintenance for the Legal Files software database, which is used by the Estate Recovery Unit as a case
management system. Extending the contract will allow the DHHS Bureau of General Counsel to
"~ complete the design and build process so that the Legal Files software can be used as the case
management system for DHHS Bureau of General Counsel to manage its caseload, including 91-A
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requests. This will provide the capability to track each request and response, and ensure that critical
deadlines are being met. The DHHS Bureau of General Counsel currently does not have a case
management system.

Extending the Contract Completion Date will also allow DHHS to explore the potential of the
Legal Files software as a possible solution to best manage DHHS appeals at the Administrative Appeals
Unit (AAU). The current AAU docket management system is built on a Microsoft Access ® database
that is limited in function, and may be failing due to size.

Legal Files case management software provides a benefit to the State with improvements to
invoice tracking, payment, and recovery of Medicaid funds by the Estates Recovery Unit. The software
replaces manual data entry, and greatly reduces duplication of work, which allows for more resources
to be applied to the recovery of Medicaid funds that are owed to the State.

The DHHS Bureau of General Counsel provides legal support to all Divisions of DHHS. By
implementing the Legal Files software as its case management system, The Bureau will improve its
ability to manage its caseload, and ensure that critical deadlines are met when responding to 91-A
requests. -

The following performance measures/objectives will be used to measure the effectiveness of
the agreement: '
Ability to track 91-A requests will be assessed when design process is complete.
Assessment of improved efficiency of legal services wili be conducted
Reporting functions will be tested
Feasibility as AAU docket management system will be assessed

Should the Governor and Executive Council not authorize this request, the Estates Recovery
Unit may riot have access to timely suppert for maintenance issues that may arise with the Legal Files
system. The DHHS Bureau of General Counsel may not be able to develop a case management system
for tracking and responding to 91-A requests, and AAU may not be able to implement a docket
management system for DHHS appeals. .

In the event that the Other Funds become no longer available, General Funds will not be
requested to support this program. ' '

The Department of Information Technology respectfully requests approval of this contract
amendment. :

Respectfully Submitted,

Denis Goulet
Commissioner

Approved by: WW@""

Lori A. Shibinette
Commissioner

DolT #2012-085B
RID: 561448



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 2, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services

State of New Hampshire
129 Pleasant Street
Concord, NH 03301

Dear Commissioner Shibinette:

_ This letter represents formal notification that the Department of Information Technology (DoiT)
has approved your agency’s request to amend an existing Sole Source contract agreement with Legal Files
Software, Inc., as described below and referenced as Dol T No. 2012-085B

This is a request for approval to enter into a contract amendment to provide continued
technical support and maintenance for Legal Files software by providing additional
configuration services, training, and project management for an expanded production
deployment of Legal Files Software.

The contract amendment includes funding for $248,138 increasing the total amount from
$154,738 to $402,876, and extending the completion date from June 30, 2020 to June 30, -
2025, effective upon the date of Governor and Executive Council approval through June
30, 2025.

. A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval.

Sincerely,
W /[ . J“r""‘-"_for
Denis Goulet
DGf/kafick
RID # 51446

DolT #2012-085B

cc: Michael Williams, Dol T - IT Lead

“Innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Information Technology
DHHS Legal Files

State of New Hampshire
Department of Health and Human Services
Amendment #2 to the DHHS Legal Files

This 2nd Amendment to the OHHS Legal Files contract {hereinafter referred to as "Amendment #2") is by
and between the State of New Hampshire, Department of Information Technology (DolT) on behalf of the
Department of Health and Human Services {DHHS), (hereinafter referred to as the "State" or
"Department”) and Legal Files Software, inc., (hereinafter referred to as "the Contractor"), a corporation
with a place of business at 801 S. Durkin DOr., Springfield, IL. 62704,

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on August 22, 2012, (item #11), as amended on June 20, 2018, (ltem #62A), the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specmed and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended.
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modlfy
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
June 30, 2025,
2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$402,876.
3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

Denis Goulet, Chief information Officer DoIT and Nathan D. White, Director DHHS Contracting
Unit.

4. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:
Denis Goulet 603-223-5703, and Nathan D. White 603-271-9631.

5. Add Exhibit A-1, Additional Scope of Services, Amendment #2, which is attached hereto and
incorporated by reference herein.

6. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule, Table 1: Payment
Schedule: Paragraph A. to read:

Training and Project-implementation Services: Legal Files wiII provide fraining, configuration
services and project management for an expanded production deployment of Legal Files Software
to the Department of Health and Human Services, Office of Operations Support, General Counsel’
Bureau, Administrative Rules, and Administrative Appeals Unit (AAU).

A.1. Onsite Legal Files Administration Training,
Configuration, Assistance and Data Mapping 8 days @ $2,100/day ' $16,800.00

A2 Onsite End User Training 10 days @ $2,100/day $21,000.00

A_ 3. Remote/Offsite General Project Management,
Project Sessions, Kick-off call and i '
Data Mapping 80 hours @ $200/hour $16,000.00 -

Total Training and Project Implementation Services $53,800.00
Legal File§ Software, Inc. Amendment #2 Contractor Initials j‘/_) ‘Q
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New Hampshire Department of Information Technology
DHHS Legal Files

7. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule, Paragrapﬁ B, Data
Conversion Services, to read:

B.1. Custom Programming Services for Custom Data Conversion
from Access database into new Site for AAU.

58 hours @ $200/hour $11,600.00
Deliverables include:

B.1.1. Database will be sent to Department via FTP upload (no tangible media),
B.1.2. Source Data will be provided in Microsoft Access database;

B.1.3. Pricing includes converting appropriate source data into the following data screens
and fields in the Legal Files application:

B.1.3.1. File Setup data fields;
B.1.3.2. Users, File Managers and Status;

B.1.3.3. Name Care including Address, Phone Numbers, Email, and File Related
Person Records; .

B.1.3.4. Notes;
B.1.3.5. Calendars; and
B.1.3.6. One (1) File Level Custom Window.

B.2. Custom Programming Services for Data Conversion

from CSV File into new site for Rules. :
68 hours @ $200/hour $13,600.00
Deliverables include; '

B.2.1. Data will be sent to Department via FTP upload, {no tangible media),
B.2.2. Source Data will be provided in CSV file format;

B.2.3. Pricing includes converting apﬁropriate source data into the following data screens
and fields in the Legal Files application:

B.2.3.1. File Setup data fields;
B.2.3.2. Users, File Managers and Status;

B.2.3.3. Name Care including Address, Phone Numbers, Email and File Related
Person Records;

B.2.3.4. Notes;
B.2.3.5. Calendars; and
B.2.3.6. One (1) File Level Custom Window.
Total Data Conversion Services $25.200.90

8. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule, Paragraph C,
Maintenance and Support services to read:

‘Maintenance and Support Services includes up to 62 user licenses, which are the standard end
user application licenses, with 7 desktop licenses, which is the client/server application where
some administrative features exist and included with any client using the Enterprise configuration,
and server license for production and test environment using the Enterprise configuration.
Legal Files Software, Inc. © Amendment #2 Contractor Initiais R ,
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New Hampshire Department of Information Technology
DHHS Legal Files

Mamlen.a.nn&andsupport tor the custom Integration Is ncluded 1n Slate Fiscal Years 2022, 2023,
2024 and 2025. Costs for each state fiscal year are defined as follows:

SFY 2021 — Annual Maintenance and Support $ 19,426.00
SFY 2022 - Annual Maintenance and Support - % 26,608.00
SFY 2023 — Annual Maintenance and Support $ 27.210.00
SFY 2024 — Annual Maintenance and Support $ 27.828.00
SFY 2025 — Annual Maintenance and Support $ 2846500 -
Total Annual Maintenance and Support Services $129,538.00

9. Add Exhibit B, Payment Schedule, Section 2, Paragraph D, Custom Development-Integration
Services, Custom Data Importer to read: -

D.1. Custom Data Importer 165 hours @ $200/hour $33,000.00

0.2. Annual Maintenance and Support
{Maintenance and Suppdrt amount will be prorated to

be the anniversary date after delivered and accepted.) $ 6,600.00,
Total Custom Integration Services $39,600.00

10. Add Exhibit B, Payment Schedule, Section 2, Paragraph E, Deliverable Payment Schedule, to
read:

E.1. This Contract will allow Legal Files Software, Inc. to invoice the Department for the following’
Deliverables appearing in the price and payment tables below:

Legal Files Software, Inc. Amendment #2 ) Contractor Iriitials g ] _5_‘ l(
© 55-2012-0C0OM-85-LEGAL-AD2 Page 3 of & Date 5 [ 2 b [2o



New Hampshire Department of Information Technology

DHHS Legal Files

ey

ST .

T DUEDAE s
in YN L D R :_.'4‘
.o(Business!Days)

s Payment T
- :Sehedule . |

a. For all custom integratio

ns-imports.

Ten (10) days after
approval of Contract by
the State of New
Hampshire, Governor
and Executive Council.

20% wiil be
invoiced upon
approval of the

Statement of

Work.

b. Custom integrations-imports

Thirty (30) days aficr
completion of

| integrations-imports

Balance of State
accepted cost

¢.  Training Services

No less than thirty (30}
days prior-to beginning
of user training

50% of State
accepled cost

d. Training Services.

Thirty (30) days after
completion of Training
Services ‘

Balance of Siate
accepted cost

e. Data Conversion

Ten {10} days after
State Acceptance of the
Requirements

20% of State
accepted price

Document

f.  Data Conversion Thirty (30) days after Balance of State
completion of Data accepted price.
Conversion

g Annual Maintenance and Support fees

As approved by the
State Project Manager

Paid annually,
upon receipt of
invoice from

Contractor July 1.

11. Modify Exhibit K, DHHS Information Security Requirements V4, Last update 04.04.2018 by

replacing in its entirety with Exhibit K, DHHS information Security Requirements V5 10.09.18,
which is incorporated by reference and attached herein.

Legal Files Software, Inc.

. 58-2012-OCOM-85-LEGAL-AQ2

Amendment #2
Page 4 of 6
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New Hampshire Department of Information Technology
DHHS Legal Files

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #2
remain in full force and effect. This amendment shall be effective July 1, 2020, upon the date of Governor.
and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date writlen below,

State of New Hampshire
Department of Informalion Technology

Fr J¢
June 2, 2020 4 - '\ﬂ ar— for

Date Denis Goulet
Commissioner

State of New Hampshire
Department of Health and Human Services

 A.27.20 QoM

Date Loxj A. Shibinette
. ommissioner

Legal Files Sofiware, Inc.

S /20 ke bl

Date ?i:‘;e: \J j--.-:; Wy Ka " ork\.
£ Eo

Legal Files Software, Inc. Amendment #2
$8-2012-0C0OM-85-LEGAL-AD2 Page 50f8



New Hampshire Department of Information Technology
DHHS Legal Files

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

6/i1/2020 C‘-&é gd

Date Name: EdkBal
Title: Assistant Atiorney General

i hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
Nl
Legal Files Software, Inc. Amendment #2
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New Hampshire Department of Information Technology
DHHS Legal Files
Exhibit A-1 Amendment #2

Additional Scope of Services

1. Provisions Applicable to All Services
1.1, The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an impact on the
Services described herein, the State Agency has the right to modify Service priorities -
and expenditure requirements under this Agreement so as to achieve compliance
therewith.

1.2.  Notwithstanding any other provision of the Contract to the contrary; no services shall
continue after June 30, 2021, and the Department shall not be liable for any payments
for services provided after June 30, 2021, unless and until an appr‘opriat'ion for these
services has been received from the state legislature and funds encumbered for the
SFY 2022-2023 and SFY 2024-2025 biennia.

2. Scope of Services
2.1, Training and Project Implementation Services

2.1.1. The Contractor shall provide on-site Legal Files training, configuration services
and Data Mapping.

2.1.2. The Contractor shall provide on-site End User Training.

2.1.3. The Contractor shall provide on-site and remote general project management,
kick-off call and Data Mapping for a production deployment of Legal Files
Software to the Department of Health and Human Services, Office of Operations
Support (Department). :

2.2. Administration Training

2.2.1. The Contractor shall include eight (8) days for on-site System Admiristration
Training, Configuration Assistance and Data Mapping. The System
Administration Training is designed to teach administrators how to establish the
system options and preferences. The System Administration training covers the
following topics:

2.2.1.1. Set up file/case menus,

2.2.1.2. Create custom windows;

2.2.1.3. Create custom pick list entries;

2.2.1.4. Establish appropriate user workgroup,
2.2.1.5. Decide and establish system security; and

2.2.1.6. Create workflow wizards.

Legal Fites Software, Inc. Exhibit A-1 Additional Scope of Services : Contractor Inilials ﬂ K
—_—
55-2012-OCOM-85-LEGAL-A-02 Page 10f 4 Dale b) /26 / Zo



New Hampshire Department of Information Technology
DHHS Legal Files ’

Exhibit A-1 Amendment #2

2.3. Description of End User Training

2.3.1. The second phase of training involves training all end users just prior to going -
live with the application. This training shall take place at the Department and will
provide instruction on the case management, collaboration and communication
features of the application. The Contractor recommends keeping class sizes to
no more than 10-12 employees per class, ensuring a “hands-on" training
experience. This training will take place with the system configured for the
Department’s use, maximizing the effectiveness of the training program.

2.3.2. The Contractor recommends and shall provide that each end user receive the
equivalent of one (1) to two (2) days of training prior to using the application
based on their role. '

2.3.3. The Contractor shall include in the end user training “walk around” or one-on-
one training. The Contractor shall provide one trainer to be on-site at the
Department to walk around and assist employees as they begin using the
program, answering questions and reinforcing training. Training manuals shall
be available for reference upon completion of the training.

2.4, Project Sessions, Management and Data Mapping

2.4.1. The Contractor shall schedule and conduct on-site sessions to work with the
Department's team to define business requirements and detailed design -
information for the custom integrations. The Contractor's project manager shall
also learn from the Department's project team members or selected personnel
how the current systems are utilized. The education process on both sides is
the basis for the custom integration requirements and data mapping.

2.5. Data Conversion Serviceé

2.5.1. The Contractor shall provide data conversion services in accordance with its
standard electronic data conversion procedures. Where the order specifies a
number of hours for the data conversion, such number is an estimate only, and
subject to adjustment based on final review of the database and file format,
quality and guantity of Customer data, timeliness of Customer cooperation and
other factors outside of Licensor's reasonable control. Provided further that any
adjustment to the estimate must be within the Contract price limitation as set
forth in Form P-37, General Provisions, Block 1.8. The general progression and
allocation of responsibility for data conversion services includes:

2.5.1.1. Data conversion programs will be created at Licensor's facilities. In
order to prepare the conversion program, all source data must be
provided by the Department to Licensor in an acceptable, machine-
readable format and must be corruption free.

Legai Files Software, Inc. Exhibit A-1 Additional Scope of Services Contraclor Initials _m,_

5
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New Hampshire Department of Information Technology
DHHS Legal Files
Exhibit A-1 Amendment #2

2.5.1.2. Should in-house expertise or local consultants not be available, the
Contractor shall visit the Department's site to obtain the source data
and documentation required to create the conversion program. Such
on-site services will be charged at the Contractor's daily rate.

2.5.1.3. Data scrubbing is the process of fixing or eliminating individual pieces
of data that are incorrect, incomplete or duplicated in the source
database when the data is passed to the target database. Unless
specifically noted in the Statement of Work, the Contractors' conversion
estimate does not include data scrubbing.

2.5.1.4. The Legal Files business analyst and the appropriate parties from the
Oepartment shall create a data mapping document that defines where
the source data currently resides in the source database and where
that data is intended to go in the target Legal Files: database. Once
complete, the data mapping document must be approved by the
Department via email or signed document before the conversion
program can be created.

2.5.1.5. The Contractor shall perform a test data conversion to provide the
Department with the ability to review the source data as it was mapped
and will appear in the Software application. The test data conversion
must be approved by the Department via email or signed document
before the final data conversion can be performed.

2.5.1.8. If changes to the data mapping document or test data conversion are
requested by the Department after they have been approved, the
Contractor reserves the right to charge an additional fee for time
worked, and to delay any previcusly estimated completion dates.

2.6. Custom Development Integration Services

2.6.1. Custom Data Importer Project includes:

2.6.1.1. Assumptions — data to be imported will be in a series of staging tables
residing within the Legal Files database schema — process will be a
scheduled Windows service, reading the staging tables and inserting
data into Legal Files :

2.6.1.2. No file creation — service will find an.existing file in Legal Files (by a key
passed that will match a field in File Setup) and wiil insert a file level
Custom Window, a note field and 2 Name Card with a Custom Window
attached to it, referencing the Name Card to the existing file as a File
Related Person.

| 2.6.1.3. No update of existing data, insert only against an existing file.
2.7. Roles and Responsibilities :

2.7.1. The Department will perform user acceptance testing on the configuration
requirements that are established during the business analysis.

Legal Files Software, Inc. Exhibil A-1 Addilional Scope of Services Conitractor Initials, j\b
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New Hampshire Department of Information Technology
DHHS Legal Files .
Exhibit A-1 Amendment #2

'2.7.2. Should a change be requested to the scope of the project, the Contractor and
the Department shall jointly assess the impact of that change to the project
schedule and update the project plan accordingly. Provided further that any
change must be within the Contract price limitation as set forth in Form P-37,
General Provisions, Block 1.8.

2,7.2.1, The Contractor shall provide a reasonable bid or estimate of any .
increased or decreased costs that would be incurred as a result of the
change. The Contractor shail not proceed with the change until the
parties agree to the change in writing. All Services provided by the
Contractor are subject to the terms and conditions of the Agreement.

2.7.2.2. Once sign-off on data mappingfrequirements document occurs the
project is submitted to the Contractor's development staff.

2.7.2.3. Should changes be necessary to the data mapping or specifications
after the sign off, the Contractor shall provide a reasonable estimate of
any increased or decreased costs that would be incurred as a result of
the changes. The Contractor shall not proceed with the changes until
the parties agree to the changes in writing.

2.7.3. The Department will perform user acceptance testing on the configuration
requirements that are established during-the business analysis

2.7.4. All Software and Maintenance is provided electronically or via telephone by the
Contractor to the Department.

3. Staffing

3.1. The Contractor shall supply a project manager.

3.1.1. The Project Manager shall plan work in collaboration with the Department and
monitor progress against target milestones.

3.1.2. The Project Manager and the Department's Project Manager shall supply the
communication and coordination between the entities, including the planning
and coordination of project status meetings.

4. Reporting

4.1. The Contractor's project manager shall produce a Requirements and Data Mapping
Report that will map existing data to Legal Files field by field and define the
requirements.

<

Legal Files Software, Inc. Exhibit A-1 Addilional Scope of Services Conlractor Initials j A K
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
auvthorized purpose have access or potential access to personally -identifiable
information, whether physical or ‘electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term-“Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “"Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two {2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. :

3. “"Confidential Information” or "Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. :

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFl), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. “End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, ¢ther downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1986 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent, Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misfouting of physical or electronic

V5. Last update 10/09/18 Exnibil K Contractor initials, Q A |<
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized'
access, use, disclosure, modification or destruction.

7. "Open Wireless Network®™ means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, -tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl PFI,
PHI or confidential DHHS data.

8. "Personal Information” (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, eltc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the tUnited
States Department of Health and Human Services.

10. “Protected Health Information” (or "PHI) has the sarﬁe meaning as provided in the
definition of "Protected Health Information” in the HIPAA Privacy Rule at 45 CF.R. §
160.103.

11. *Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. ’

12. "Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Confractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner-that would constitute a violation
of the Privacy and Security Rule, '

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that OHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. )

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting OHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the. internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if.
email is encrypled and beung sent to and being received by email addresses of
persons authorized to receive such information.

4, Encrypted Web Site. If ‘End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

8. Ground Mail Service. End User may only transmit Confidential Data via certified ground.
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

971 ¢
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

8. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocel (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate- disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is-transmitting Confidential Data via wireless devices, all,
data must be encrypted to prevent inappropriate disclosure of information.

ill. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the-data and any
derivative in whatever form it may exist, unless, otherwise required by law or permltted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United .
States. This physical location reguirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations. '

2. The Contractor a_cjrees to ensure proper security monitoring capébilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain -all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the l|atest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware ulilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

8. Disposition -

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or. contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for sécure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory .and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confldentlal Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty {30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Cenfidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under th:s Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, {from
creation, transformation, 'use, storage and secure destruction) regardless of the
media used to store the data (i.e., {ape, disk, paper, etc.).

V5. Last update 10/09/18 Exhibit K Contraclor [nitials ;5; i l‘

DHHS Information

Securily Requiremenis : . /
Dale, 5\ 26 / 20

Page 5 of 9



New Hampshire DeApartment of Health and Human Services
Exhibit K
DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and_access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable. :

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems " andfor
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-conlracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access, to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to -
system access being authorized.

8. If the Departrment determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. )

8. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed -
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, méiiing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the leve! and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), OHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the leveél and scope of security requirements
.established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. '

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented te protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.,

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, Pi, or
FFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons' authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours {e.g., door locks, card keys,
biometric identifiers, etc.). .

g on|y authorized End Usérs may transmit the Confidential Data, including any

" derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section |V above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or mdirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privaty and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. .

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification.
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor’s procedures must also address how the Contractor will;

1. ldentify Incidents;

2. Determine if personally identifiable information is inveolved in Incidents; -

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

ldentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification metheds, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. -

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in-accordance with NH RSA 358-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: .
DHHSInformationSecurityOffice@dhhs.nh.gov
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State of New Hampshire
Department of State

CERTIFICATE

[, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that LEGAL FILES SOFTWARE,
INC. is a lllinois Profit Corporation registered to transact business in New Hampshire on Seplember 06, 2002. 1 further certify that
all fees and documents required by the Secretary of Siate’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 413163
Certificate Number: 0004919498

IN TESTIMONY WHEREOF,

| hercto set my hand and causc to be affixed
the Seal of the State of New Hampshire,
this 22nd day of May A.D. 2020.

Dor o

William M. Gardner

Sccretary of State




CERTIFICATE OF AUTHORITY
I, Ronald J. Kanoski, hereby certify that:
1. 1 am a duly elected Clerk/Secretary/Officer of Legal Files Software, Inc.

2. The following Is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on May 26, 2020, at which a quorum of the Directors/shareholders were present and voting.

VOTED: That John A Kanoski, Chief Executive Officer, (may list more than one person)
is duly authorized on behalf of Legal Files Software, Inc. to enter into contracts or agreements with the State

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this. certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full autharity to bind the cerporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated:__ 5 /20]/20 P onald // Gnprt
Signature of Elegfdd Officar

Name: Ronald J. Kanoski
Title: President & Corporate Secretary

Rev. 03/24/20
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THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPCN THE CERTIFICATE HOLDER. THIS .
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF iNSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISS5UING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDDYYYY)
08/01/2020

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of tha policy, certaln policies may require an endorsement. A statement on
this certificate doas not confer rights to the certificate holder in lieu of such andorsement(s).

PRODUCER ﬁgﬂ;“” Haidt Gibson
"PHONE FAX
TROXELL oM ey (217)528-7533 Tk, Noj 1217} 528-1041
214 South Grand Ave West N oohcss: hgibson@troxellins.com
P.O. Box 3757 INSURER(S) AFFORDING COVERAGE NAIE
Springfield IL 62704 wsurer 4 ; Hartford Casualty Ins Co 29424
INSURED Nsurer B; Arlisan and Truckers Casualty 10194
Legal Files Software, Inc. wsurer ¢ ; Hartford Fire Insurance Co 19682
801 S, Durkin Drive INSURER D :
INSURERE :
Springflald IL 62704 INSURER F :
COVERAGES CERTIFICATE NUMBER: CL205732738 REVISION NUMBER:
THIS 15 TO CERTIFY THAT THE PCOUICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED AROVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN |S SUBJECT TQ ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
T}; TYPE OF INSURANCE f,?;% "..?..'23‘ POLICY NUMBER {MMBDYYYY) [MMHD%WY:’) LT3
D] COMMERCIAL GEMERAL LLABILITY EACH OCCURRENCE ¢ 2,000,000
[[CAMAGE TO RENTED
| CLAIMS-MADE OCCUR PREMISES {Ea occurrence) $ 300.000
| MED EXP (Any one person) $ 10,000
A 83SBARX3785 02/18/2020 | 0211812021 | pepeomaL g aoy mpury | ¢ 2-000.000
GEN1 AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 4.000,000
X pouicy et Loc PRODUCTS - comprop ace | ¢ 9000.000
c
QTHER: 5
| AUTOMOBILE LIABILITY C[E SMBIED nED“S'"GLE LT s 1,000,000
ANY AUTO BODILY INJURY (Per porson) $
| ED SCHEDULED
B[ | reromy SCreD 07521148 04/15/2020 | 04/15/2021 | BODLY INJURY (Par sccident) | §
S¢] Himeo NON-OWNED [PROPERTY DAMAGE s 1,000,000
| A auTOS oMLY AUTOS ONLY | {Per sccident)
Madical payments s 5.000
| [vmereLLALIA OCCUR EACH GCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE L]
DED | l RETENTION § 5 - L]
WORKERS COMPENSATION ER TH-
AND EMPLOYERS' LIABILITY YIN xl STATUTE | ER__- Ty
C | T EIEXECUTIVE NIA B3WBCNX8123 06/06/2020 | 06/08/2021 B EACHAGCIDENT Mt
I"lﬂﬂ"ﬂv'ﬂ“ l E.L. DISEASE - EA EmPLOvEE | s 1000000
I yge, descrbeu 1,000,000
DESCRIPTION OF ‘GPERATIONS below EL. DISEASE - POUICY LT _[§ 'VUY
Technal £ & Omissi Each Glitch $2.000,000
echnology Errors missions
€ | Cyber Privacy/Security 83TE0225091-20 06/23/2020 | 06/23/2021 | Aggregate $2.000,000

DESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES [ACCRD 101, Additions! Remarks Schedule, may be attached if more space Is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire - Department of
Information Technology

27 Hazen Drive
Concord

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN -
ACCORDANCE WITH THE POLICY PROVISIONS

NH 03301

AUTHORIZED REFRESENTATIVE

/%W P e

ACORD 25 {2016/03)
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) &
ACORD
\...—/

CERTIFICATE OF LIABILITY INSURANCE ‘ o orrg

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. TH!IS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

IMPORTANT: If tha cartificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsad.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statament on
this certificate does not confer rights to the certificate holder in lleu of such endorsement(s).

PRODUCER LIRECT Heidl Glbsan
TROXELL [PHONE " (217)528-7533 [T, oy, _(217)526-1041
214 South Grand Ave West ACDREss: hoibson@troxellins.com
F.O. Box 3757 INSURER(S) AFFORDING COVERAGE NAIC ¥
Springfield fIL 62704 INSURER A : Hartford Casuslty Ins Co 20424
INSURED NsuRer B : Artisan and Truckers Casualty . : 10194
Legal Flles Software, Inc. nsuReR ¢ . Hartford Fire Insurance Co 19632
801 S. Durkin Drive INSURER D : ‘
INSURER E :
Springfield L 62704 INSURERF ;
COVERAGES CERTIFICATE NUMBER: _ CL2041532579 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABQOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

ey TYPE OF INSURANCE f,,?[} WY POLICY NUMBER mm:t 3 mrmE mm:u%% - LINITS
D] COMMERCIAL QENERAL LIABILITY EACH OCCURRENCE s 2,000,000
BAGAGE TO RENTED
} cLams-aaoe OCCUR PREMISES (Ea pecumence) | $ 200000
| MED EXP (Any one person) s 10.000
A 83SBARX3785 021872020 | 02182021 [ pgasona sADVINIURY |3 2000000
GENY, AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE s 4/000,000
> pouicy D_'fggf Loe PRODUCTS - coupiopace | s 4-000.000
OTHER: $ .
| AutomoBILE LABiLITY c[E czmgézeagl?mcl.e LIMIT s 1,000,000
ANY AUTO BODILY INJURY (Per person) s
[~ | owNED SCHEDULED
8 [ | Eﬂﬁs oLy Agoe " 07521148 04/15/2020 | 04/15/2021 BOD!L; ;::u;:.::g;mum) s
__>_<_ AUTOS ONLY AUTOS ONLY .t___...'Pe' R"Ewmu $ 1.000.000
Medical payments $ 5.000
| [umereLauas | oceur EACH OCCURRENCE 3
EXCESS LIAB CLAIMS-MADE AGGREGATE 3
oeo | | Rerenmow s - 3
WORKERS COMPENSATION FER - .
AND EMPLOYERS' LIABILITY X] STATUTE I R 300000
C | T WEIUCXECUTIVE NIA B3WBCNX8133 06/06/2019 | 06/08/2020 |-E:t: EACHACCIDENT s
(Mandatory in KH) E.L, DISEASE - EA EMPLOYEE | 5 1-000-000
it 1,000,000
BESCRETION OF OPERATIONS beiow EL OISEASE - POLICY Ly | 3 1000
Tochnoloay Erros & Omissi Each Glitch $2,000,000
acnnology rros missSns
C | cyber PrivecyiSecurity 83TE0225091-10 06/23/2019 | 08/23/2020 | Aggregate $2.000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule,

may be attached I more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire - Depariment of

Informaltlon Tehnology

27 Hazen Drive
Concord

NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE
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© 1988-2015 ACORD CORPORATION. All rights reserved.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 5, 2018

His Excellency, Govemor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Depariment of Information Technology (DolT) to amend an existing sole
source agreement with Legal Files Software, Inc. Vendor #168989, 801 S. Durkin Dr.,
Springfield, IL 62704, by increasing the Price Limitation by $37,174 from $117,564 to
$154,738, for the provision of data conversion, implementation and training services to the
Department of Health and Human Services (DHHS) for their existing Legal Files case tracking
software and by extending the contract Completion Date from June 30, 2018 to June 30, 2020,
effective upon approval by the Govemor and Executive Council. The original agreement was
approved by the Governor and Executive Council on August 22™, 2012 (item #11).

Source of Funds: 100% Other (Agency Class 027) funds: The Agency Class 027 used
by DHHS to reimburse DolT for this work will be 63 51% Federal funds and 36.49% General

funds.

Funds are available in the following account for SFY 2019, and are anticipated to be
_available in SFY 2020, upon the availability and ‘continued appropriation of funds in the future
operating budget, with authority to adjust encunjbrances between State Fiscal Years through
the Budget Office without further approval from the Govemnor and Executive Council, if needed

and justified. . ,
| |
CATH-DEPT#-AGENCY#-ACTIVITY#-ACCTG | TOTAL
UNIT#- DEPT NAME -ACCTG UNIT NAME FY2019 | FY 2020 AMOUNT
CLASS —OBJECT —ACCOUNT DESC '
01-03-03-030010-76950000-DolT-IT for DHHS

(38-509038 Agency Appllcatlon Software $18,313 518,861 $37,174
Job Number - 03950174 :

-
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EXPLANATION

The original agreement and this amendment are sole source due to the proprietary
nature of this software. There is no other vendor that can access the underlying code, or
provide ongoing support and maintenance.

The purpose for this request is to allow the Contractor to continue to provide support
and maintenance for the Legal Files software database, which is used by the Estate Recovery
Unit as a case management system. Extending the contract will allow the DHHS Bureau of
General Counsel to complete the design and build process so that the Legal Files software can
be used as the case management system for DHHS Bureau of General Counsel to manage its
caseload, including 91-A requests. This will provide the capability to track each request and
response, and ensure that critical deadlines are being met. The DHHS Bureau of General
Counsel currently does not have a case management system.

Extending the Contract Completion Date will also aliow DHHS to explore the potential of
the Legal Files software as a possible solution to best manage DHHS appeals .at the
Administrative Appeals Unit (AAU). The current AAU docket management system is built on a
Microsoft Access ® database that is limited in function, and may be failing due to size.

Legal Files case management software provides a benefit to the State with
improvements to invoice tracking, payment, and recovery of Medicaid funds by the Estates
Recovery Unit. The software replaces manual data entry, and greatly reduces duplication of
work, which allows for more resources to be applied to the recovery of Medicaid funds that are
owed to the State.

_The DHHS Bureau of General Counsel provides legal support to all Divisions of DHHS.
By implementing the Legal Files software as its case management system, The Bureau will
improve its ability to manage its caseload, and ensure that critical deadlines are met when
responding to 91-A requests.

Should the Governor and Executive Council not authorize this request, the Estates
Recovery Unit may not have access to timely support for maintenance issues that may arise
with the Legal Files system. The DHHS Bureau of General Counsel may not be able to
develop a case management system for tracking and responding to 91-A requests, and AAU
may not be able to implement a docket management system for DHHS appeals.

The following performance measures/objectives will be used to measure the
effectiveness of the agreement:

Ability to track 91-A requests will be assessed when design process is complete.
Assessment of improved efficiency of legal services will be conducted

Reporting functions will be tested

Feasibility as AAU docket management system will be assessed

Area served: Statewide.
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In the event that the Other Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully Submitted,
Denis Goulet
Commissioner

Approved by: Wf

Jefffey A. Meyers
Commissioner

DGfik
DolT#2012-085A
RID: 36141

"fnnovatfve Technologles Today for New Hompshire's Tomorrow”



New Hampshire Department of Information Technology
DHHS Legal Files

State of New Hampshire
Department of Information Technology
Amendment #1 to the DHHS Legal Files Contract

This 1% Amendment to the DHHS Legal Files contract (hereinafter referred to as “Amendment #1") dated
this 24™ day of May, 2018, is by and between the State of New Hampshire, Department of Information
Technology, (hereinafter referred to as the "State” or "Department or DolT") and Legal Files Software,
Inc.,"(hereinafter referred to as "the Contractor”), a corporation with a place of business at 801 S. Durkin
Dr, Springfield, IL 62704,

WHEREAS, pursuart to an agreement (the "Contract™) approved by the Govemor and Executive Coundl
on August 22™, 2012 (item #11), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms andl conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the State may modify the scope
of work and the payment schedule of the contract upon written agreement of the parties and approval
from the Govemor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, and
modify the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.1, State Agency Name, add: New Hampshire Department
of Health and Human Services. .

2. Form P-37 General Provisions, Block 1.7, Coﬁwpletion Date, to read:
June 20, 2020,

3. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$154,738. .

4. Form P-37, General Provisions, Block 1.9, Coptractjng Officer for State Agency, to read:
E. Maria Reinemann, Esq., Director of Contracts and Procurement.

5. Form P-37, General Provisions, Block 1.10, St!ate Agency Telephone Number, to read:
603-271-9330. '

6. Exhibit A, Statement of Work, Section 5, Gonﬁ'act Administration, Subsection 5.2, State Contract
Manager, to read:

Frank D. Nachman

Department of Health and Human Services
Office of Medicaid and Business Policy
129 Pleasant Street

Concord, NH 03301 .
Tei: 603-271-9228 .
Email: frank.nachman@dhhs.nh.gov

Legal Files Software, Inc. Amandment #1,
§8-2012-0COM-85-LEGAL Page 10f4 ;
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DHHS Legal Files

7. Exhibit A, Statement of Work, Section 6, Statement of Work/Timeframe/Support and
Maintenance, Subsection 6.1, Statement of Work, Paragraph 6.1.2 Total Data Conversion
Services, Subparagraph 7, Project Managers, The Project Manager(s) for NH DHHS is:, to read:

Frank D. Nachman

Department of Health and Human Services
Office of Medicaid and Business Policy
129 Pleasant Street

Concord, NH 03301

Tel: 603-271-9228

Emait: frank. nachrnan@dhhs nh.gov

8. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule Total Data Conversion
Services, Paragraph C, to read:

Maintenance and support services, based on sixty-two (62) application licenses, seven
(7) client server licenses, and two (2} server licenses, annual total maintenance and
support services are deﬁned as follows:

SFY 2014 - Support and Maintenance $1 5,796.00
SFY 2015 = Support and Maintenance $16,270.00
SFY 2016 — Support and Maintenance $16,758.00
SFY 2017 - Support and Maintenance $17,261.00
SFY 2018 - Support and Maintenance $17,778.00
. SFY 2019 — Support and Maintenance $18,313.00
SFY 2020 — Support and Maintenance $18.861.00
TOTAL MAINTENANCE AND SUPPORT SERVICES ‘ $121,038.00

9. Exhibit B, Payment Schedule, Section 3, Payments, Subsection 2, to read:
2. Send all invoices to: .

Frank D. Nachman
Department of Health and Human Services
Office of Medicaid and Business Policy
129 Pieasant Street
Concord, NH 03301
Tel: 603-271-9228
Email: frank.nachman@dhhs.nh.gov

10. Delete Exhibit | Version 8/6/2012, HIPAA Agreement, in its entirety and replace with: Exhibit |
Amendment #1 Version 3/2014, Health insurance Portabiltty Act Business Associate Agreement

11. Add Exhibit K, DHHS Information Security Requirements.

Legal Fllgs Software, Inc. Amendment #1
§5-2012-OCOM-85-LEGAL Page 2 of 4
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DHHS Legal Files

This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands. as of the date written below.

kS

State of New Hampshire -

Department of Information Technology
4 /7 / 201Y) (QHM/Q QS
Date N

Denis Goulat
Commissioner

State of New Hampshire

g ?@%W |

Date JeKrey A. Meyers
: Commissioner

Legal Files Software, Inc.,

Shale  _fmill—

Name:\j: Do l(Qni.fl(‘:

Title:

e Fo

Acknowledgement of Contractor’s signature:

State ofd%&, County of on_ & /A’ 9 XQOI & before the

undersigned officer, personally appeared the n identified diredtly abbve, or satisfactorily proven to
be the person whose name is signed above, and acknowledged that s/he executed this document in the
capacity indicated above. :

~co [t da

Sighature of Notary Public or Justice of the Peace

OF FICAL SEAl -
! 'y ATE

ssion Bxphras 8132018 §

A O
Name and Title of Notary or Justice of the Pea

My Commission Expires: < El? ?3—0? &

Legal Fiies Software, Inc. " Amendment #1
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

@/////K ‘ //////é/

Date ! Name: g ferra i) Ko

Title: Sopivyr /fsscrbm‘-ﬁ%”gé‘/“"’e

| hereby certify that the foregoing Amendment was approved by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
Legal Files Software, Inc. Amendment #1
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New Hampshlire Department of Health and Human Services

Exhibit ] - Amendment #1

HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountablility Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected heailth information under this Agreement and "Covered
Entity” shall mean the State of New Hampshire, Department of Heaith and Human Services.

1 efinjti
a. ‘Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Business Assoclate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. “Covered Entity" has the meaning given such term in section 160.103 of Titie 45,
Code of Federal Regulations.

d. "Desianated Record Set” shall have the same rneamng as the term “designated record set’
in 45 CFR Section 164.501.

e. “Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
- Section 164.501.

f. "Health Care Operations” shall have the same meaning as the term “health care operations®
in 45 CFR Section 164.501. .

9. “HITECH Act’ means the Health Informatien Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. *HIPAA" means the Health Insurance Portability and Acéountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meaning as the term “individual” in 45 CFR Section 160.103
- and shall include a person whe qualifies as a personal representative in accordance with 45

CFR Section 164.501(g).

j. “Privacy Rule" shall mean the Standards for Privacy of Individually |dentifiable Health
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Cepartment of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

V2014 Exhibit | Amendment #1 Contractor Initial
Heatth Insurance Portability Act

Business Associate Agreement ‘2
Page 1 of 6 - Date



New Hampshire Department of Health and Human Services

Exhibit | Amendment #1

l. “Required by | aw” shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103. '

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. “Unsecu ote e nformation” means protected health Information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute. . '

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

(2) Buslness Assoclate Use and Disclosure of Protected Heaith Information.

a, Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PH! in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHL:
l. For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d, below; or
. Far data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Assoctate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
‘ provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business /

32014 Exhibil | Amendment #1 Contracior In
Health Insurance Portability Act
Business Associate Agreement 3
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Exhibit] Amendment #

3)

2014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity nofifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligatiops and Activities of Business Associate.

The Business Associate shall notify the Covered Entity’s Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Busi\ness Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shali include, but not be
limited to: -

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected heatlth information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including

the duty to retum or destroy the PHI as provided under Section 3 (l). The Covered Entity .

shall be considered a direct third party beneficiary of the Contractor's business associgte
agreements with Contractor’s intended business associates, who will be receiving PHY,

Exhibit | Amendment #1 Contracior Ini
Health Insurance Partabilify Act
Business Associate Agreement
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New Hampshire Department of Health and Human Services

Exhibit ) Amendment #1

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f Within five {5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purpéses of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Desighated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

'i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528,

IR Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered-Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528,

k. In the event any individual requests access to, amendment of, or accounting of PHi
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the ’
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

L Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, "all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If retum or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the

Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business éz

2014 Exhiblt | Amendment #1 Contractor Initial
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Associate maintains such PHL. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

{4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508,

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHL.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37} of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Defipitions and Regulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. .

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or ¢reated on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resol
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

32014 Exhibit | Amendment #1 Contractor Ini
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e. Segregation. if any term or condition of this Exhibit | or the application thereof to any
person(s} or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, retum or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

Deptwims 4, Beadh € v, e _Zé‘cp.:./;u: S-SOFT«-JME, Jr>xc

State g Nameyof the Contractor

Kwﬂ - W N

'o‘i\gjaturelof Authorizemntative Sign@'re of Authorized Representative
Qelbey, W Tous N. Yorosy

Name of Authorized Represéntative Name of Authorized Representative
Vs Lommissony CEO
Title of AéTc?zed Representative Title of Authorized Representative
o
bolls 5 /25 JIf
Date Date

2014 Exhibit | Amendment #1
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Securlty Requirements

. A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term "Breach” in section
164.402 of Title 45, Code of Federal Regulations. '

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Pubiication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information” or "Confidential Data® means all confidential information
disclosed by one party to the other such as all medical, health, financiai, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information,

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User” means any person or entity (e.g.. contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA® means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explict or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or.
consent. Incldents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V4. Last update 04.04.2018 : Exhibit K Contractor Initiats _&
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction. .

7. “Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire’'s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit} will be considered an open
network and not adequately secure for the transmission of unencrypted Pi, PFI,
PH) or confidential DHHS data.

- 8. *Personal Information” (or “PI”) means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9.. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information® means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information -
unusable, unreadable, or mdecnpherable fo unauthorized individuals and is
developed or endorsed by a standards developing organization-that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND ‘[‘HE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI| in any manner that weould constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etfc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Confractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or denvatlve there from disclosed to an End
" User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contfract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been .evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persens authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

8. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices-must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol {SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Cenfidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours). :

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

Il. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this

Contract. After such time, the Contractor will have 30 days.to destroy the data and any

derivative in whatever form it may exist, unless, otherwise required by law or permitted
. under this Contract. To this end, the parties must:

A. Retention

*1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shali also apply in the implementation of
cioud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring cépabilities are in
place to"detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section V. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have .
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilitles. The environment, as &
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
. infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify In writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding. '

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information fifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidentia! information
where applicable.

4. The Contractor will ensure proper ‘security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
) Users in support of protecting Department confidential information. .

8. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and.Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to.any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

N

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 180.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Depariment at its reguest to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingily, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to-
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential [nformation, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5. U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 184) that govemn protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it.” The safeguards must provide a level and
scope of security that is not less than the leve! and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/Awww.nh.gov/doit/vendor/index.htm
for the Department of information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agress to maintain a documented breach nofification and incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor leamns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire natwork.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. abovse,
implemented to protect Confidential Information that is fumished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that Is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
blometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any

" derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required In section |V above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application. :

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer, Information Security Office and
Program Manager of any Security incidents and Breaches within two (2) hours of the
time that the Contractor leamns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and In accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor’'s compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. ldentify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed [ncidents as required in this Exhibit or P-37;
4

. Identify and convene a core response group to determine the risk ievel of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as weli as any mitigation
measures.

Incidents and/or Breaches that implicate P! must be addressed and reported, as
applicabie, in accordance with NH RSA 359-C:20.

Vl. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov

C. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:
DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy. Officer@dhhs.nh.gov
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State of New Hampshire. - . - .. i

‘Department of State |

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that LEGAL FlLESSOFI'WARF,
" INC. is  Illinois Profit Corporation registered to transact business in New Hampshirc on Sepiember 06, 2002. 1 further certify ihat..

concerned.

Business {D: 413163
‘Certificate Number: 0004102073

IN TESTIMONY WHEREOF, - -
I hereto set my- hand and cause to be affixed
the Seal of the State of New Hampshire, . .

- this 2th'day of ‘May-A.D. 2018

William M. Gardner
Secretary of State °




CERTIFICATE OF VOTE/AUTHORITY

|, Ronald Kanoski of the Legal Files Software, Inc. , do hereby
certify that:
1. 1 am the duly elected President of the Legal Files Software, Inc.

This company my enter into any and all contracts, amendments, renewals, revisions or
modifications thereto, with the State of New Hampshire, acting through its Department of Health
and Human Services.

RESOLVED: That the Chief Executive Officer is hereby authorized on behalf of this
company to enter into said contracts with the State, and to execute any and all documents,
agreements, and other instruments, and any amendments, revisions, or modifications thereto,
as he/she may deem necessary, desirable or appropriate, and _John Kanoski

is the duly elected __ Chlef Executive Officer of the company.
2. The foregoing resolutions have not been amended or revoked and remain in full force and effect
as of this 28th day of _May 2018,
IN WITNESS WHEREOF, | have hereunto set my hand as the President of the
company this 28th_day of M8y 2018,
Name Ronald Kanosk!
Title President
Company Name  Legal Files Software, [nc.
STATE OF L

COUNTY OF _ Sangamon

On

- 529118 , before the undersigned officer, personally appeared the person identified

directly above, or satisfactorily proven to be the person whose name is signed above, and
acknowledged that s/he executed this document in the capacity indicated above.

My Commission Expires 9/13/2018

“OFFICIAL SEAL® ) .
JEAN RICHARDS | l( ) ! CL:?
NOTARY PUBLIC, STATE OF ILLINOIS

Namé/Ti rtle of Notary or Justlce of Peacs

My Commission Expires: _Q ’ 13 ’ aol¥k
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMIDDVYYYY)
08/11/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

IMPORTANT: H the certificate holder ls an ADDITIONAL INSURED, the policy{les) must have ADDITIONAL INSURED provisions or be sndorsed.
If SUBROGATION IS WAIVED, subjoct to the terms and conditions of the policy, certaln policles mey require &n endorsement. A statoment on
this certificate doss not confar rights to the certificats holder In lleu of such sndorsement(s).

PRODUCER WT Lori Ruppel Witllams
TROXELL "PHONE {217)321-3145 | fg‘ Mol (217) 3214145
214 South Grand Ava West ADDREss: Tuppel@troxelline.com
PO. Box 3757 INSURER(#) AFFORDING COVERAGE NASC #
Springfie!d L 82704 {NSURER 4; Hartford Cazuafty Ins Co 29424
INBURED : INsURER 6; Hartford Fire Insurance Co 19582

Legal Flles Software, Inc. INSURER € :

801 5. Duridn Drive NSUNER D :

INSURERE :

Springfleid . . 62704 INSURER F :

COVERAGES CERTIFICATE NUMBER: _ CL1861124332 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

PO ULILY BEXP

i) TYPE OF INSURANCE POLICY NUMDER PAURDANYYY) | (M LTS
| COMMEREIAL GENERAL LABILITY EACH OCCURRENGE s 2.000,000
) cnsssane [ acoun | PREMISES (Ea ogcoruecey | 8 300.000
B : | MED EXP (Any one person) | 3 10,000
A ] B3SBARXITES 021872018 | 0211872019 | pengona s Abv iy | s 2.000.000
GENY AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 4,000,000
q POLCY D asie Loc PRODUCTS - COMPIOP AGG | 5 4/000,000
gTHER: s
AUYOMOBILE LIABLLITY m””, MY $ 2,000,000
ANY AUTO BODLY BLJURY (Par persn] | §
CWNED SCHEDULED -
A )_ MTosony || Advos B83SBARX3T8S 021872018 | 021872019 | BODILY NJURY (Per sccident) |
HIRED | NON.OWNED [ FROPERTY DAMAGE s
| 7 autos | 2\ AUTOS ONLY | (Pey pocident)
s
| | UMBRELLALIAS OCCUR EACH OCCURRENCE 1]
EXCESS LiAB CLAIMS-MADE AGGREGATE s
oep | | rerENmon s s
WORKERS COMPENSATION PﬂA O;{N-
Amfnommmmcm A E£1_ EACH ACGIDENT s 1.000,000
ANY 1 ¥
B [ OFFICERMEMBER EXCLUDED' MNIA 83IWBCNX8133 DEXES2018 | 0B/08/2010
Dhardaaory In o 7 EL DISEASE . gAEMPLOVEE | § 1:000.000
EEE S TION OF GPERATIONS below £L Digpase-poucvuwr_| s 1,000,000
Each Glltch 32,000,000
p | Tecnnotoay Ermors & Omissions B3TED225081.17 062372018 | 082312019 | Aggregate $2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Bcheduly, may be sttached if mare spaca la requlrd)

CERTIFICATE HOLDER

CANCELLATION

[

Department of Health and Human Services
Offica of Mediceid & Businsss

Policy, 129 Plaasant Street

Concord

}
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

NH 03301

AUTHORIZED REPRESENTATIVE

%&/f’@

ACORD 25 (2016/03)

The ACORD name and logo are registered marks

© 19838-2015 ACORD CORPORATION, All rights resecved.
of ACORD




STATE OF NEW HAMPSHIRE o
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

S. William Rogers
Commissioner

August 8, 2012 -

His Excellency, Governor John Lynch
and the Honorable Executive Council
State House e
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT) to enter into 2 SOLE
SOURCE contract with Lagal Files Software, Inc. (“Legal Files”), of Springfield, IL (Vendor #
168989) in the amount of $117,564.00 to provide data conversion, implementation, and training
services to the Departinent of Health and Human Services® for their existing Legal Files case
tracking software effective upon Governor and Executive Council approval through June 30,
2018.

100% Other (Agency Class 027) funds: the Ageney Class 027 used by the
Department of Health and Human Services to reimburse DolT for this wark will be 58%
General and 42% Federal Funding is anticipated.to be available in SFY 2014 through SFY
2018 upon the availability and continued appropriation of funds in future operating budgets with
authority to adjust encumbrances in each of the State fiscal years through the Budget Office if
needed and justified. '

CATH-DEPT#-AGENCY#-ACTIVITY#-ACCTG UNITA
DEPT NAME-AGENCY NAME-ACCTG UNIT NAME
FY ‘ _ JOB # AMOUNT
JCLASS-CODE-ACCOUNT CODE -CLASS TITLE
2013 | 01-03-03-030010-76950000.- DofT- IT for DHHS 03950154 $33,700
046-500465 — Consuitants )
2013 | 01-03-03-030010-76950000 - DolT- IT for DHHS 03950154 $15,796
038-509038 - Technoloagy - Software . _
2014 | 01-03-03-030010-76950000 - DolT- IT for DHHS 03950154 $16.270
038-509038 — Technology - Software _ .
2015 | 01-03-02-030010-76950000 - DolIT- IT for DHHS 03950154 $16,758
038-509038 — Techpolopy - Software .
2016 | 01-03-03-030010-76950000 - DoIT- IT for DHHS 03950154 - $17.261
038-509038 — Technology-- Software
20217 | 01-03-03-030010-769350000 - DolT- IT for DHHS 03950154 $17,779 |.
038-509038 — Technology - Software .
) GONTRACT AMOUNT |, $117,564

Fl



_His Excellency, Govemor John Lynch
and Honorable Executive Council
August 8, 2012

Page 2

EXPLANATION

“This contract is SOLE SOURCE due to the proprietary nature of this software, There is
no other vendor that can access the underlying code or provide ongoing supporl and
maintenance.

The Legal Files casc management software was purchased in 2007 by the Department of
Health and Human Services (“DFFS™) under a statewide contruct 2003-002 Legal Cage
Management System for use in the Estates Recovery Unit of the Office of Operations Support.
The software was installed and the project has been in the testing and traiing phase. Legal Files
implementation services are now required to move this application into the production phasc of
the project so that it may be used by the attorneys in the Unit. The statewide contract (2003-002)
has since expired so a2 new contract has been negotiated to provide these necessary services.

Under this contract, Legal Files will perform data mapping and conversion of the Estates
Recovery Units (“ERU™} access database, in order fo move the Legal Files software into
production and use by the ERU. Additionally, Lega! Files Software Inc. will provide consultation
services and possibly custom software development to allow the ERU to import both contact and
other case information from several sources into the Legal Files soltware database. DHHS will
also require training from Legal Files on both the web based and client server based versions of

its software. -

Without the data conversion and information imports, the Legal files software will be
useless: to the Estates Recovery Unit. 'Without training, DHHS staff would have great difficulty
in utilizing the Legal Files software and would continue using its existing access database, which
is approaching the end of its useful life. As a result, the funds already invested in the Legal Files
software would be wasted. Once the ERU is in production mode, it is anticipated that other units
within the Office of Operations Support will make use of the software.

Benefits to DHHS include improved case management functions for the ERU, enhanced
tracking of invoices, payments, and recoveries, and the reduction of duplication of work. These
efficiencies will reduce staff time previously used for manual data entry and allow more time to
be spent on recoveries of Medicaid funds owed to the state. It will also allow more detailed.
reporting of those recoveries for budgeting and other purposes

100% Other (Agency Class 027) funds: the Agency Class 027 used by the
Department of Health and Human Services to reimburse DolIT for this work wilt be 58%

General and 42% Federal.
I respectfully request your approval of this contract.
Respectfully submitted,
B
Yo
S. William Rogers

SWR/ltm
RID # 12697
2012-085



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

S. William Rogers
Commissioner

August 8, 2012

Nicholas Toumpas, Commissioner

Stale of New Hampshire

Department of Health and Human Services
129 Pleasant Streel

Caoncord, NI 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of lnformation Technology
{DolT) has approved your agency’s request to enter into a contract with Legal Files, Inc. of
Springfield, [L, for the provision of implementation and data conversion services for the Legal
Files case management application, as described below and referenced as DolT No. 2012-085.

This contract authorizes Legal Files to provide data conversion, sofiware
implementation, training, and support and maintenance services for the Legal Files
case management application owned by the Department of Health and Human
Services, Office of Operations Support, Estates Recovery Units (ERU) access -
database, in order to move the Legal Files software into production. The emount of
the contract is $117,564.00, and it shall be effective upon Governor and Executive
Council approval thirough June 30, 2018.

A copy of this letter should accompany the Department of Health and Human Services

submission to Governor and Executive Council.
Sincerely,
/é{w o

S. Wllllam Rogers

SWIVIm
RFP 2012-085
ARE RID #12697 /

ce: Jonathan Galto, DHHS
Leslie Mason, Dol T



April 10,2012

Mer. Jonathan Gallo

Office of Information Services

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Me¢. Gallo:

This is in response to your request.on April 10™, 2012 regarding a sole source letter for any
service relating to Legal Files Software. Legal Files Software, Inc. is the sole source for both our
maintenance and support services and any custom service such as data conversion or training for
our case and matter management software program called Legal Files.

If you have any questions or need additional information, just give me a call or enail me at (800)
500-0537 Ext. 247 or Gordon.Hack@LegalFiles.com.

Vi

Gordon Hack
Director of Sales

Legal Files Software Inc.+801 S. Durkin Diive Springfield, IL 627044217.726.6000¢Fax 217.726.7777+www LegalF iles.com



FORM NUMBER P37 { version 1/09)

Subject: DHHS Lexal Files Contracl

\
AGREEMENT
The Statg ol New Hampshire and the Contraclor herehy mulually agree as lollows:

CENERAL PROVISIONS

I. ., IDENTIFICATION,

1.1 Swle Agency Name ' 1.2 Swnte Agency Address:
Department of Information Technology 27 Hazen Drive

Concord, NF 03301
1.3 Contractor Name ‘ ’ 1.4 Contracior Address
Legal Files Software, Ine. - | 801 8. Durkin Drive

Springficld, Ninois 62704
1.5 Contracior Phone 1 1.6 Accaunt Number 1.7 Campleiion Date 1.8 Price Limiation

Number
(8003 500-0537 010-003-7695-0300-046-04G65 B 30, 2018 $117.564.
010-003-7695-0300-035-9038 | L _ $117,564.00
1.9 Comracljh;;, OfTicer lor Swale Agency 1.10 Siale Agency Telephone Number
S. William Rogers, Coinmissioner 603-271-2843 .
1.1l Captracior Signature 1.12 Name and Title of Contractor Signatory
¥ ~—
Dot AlCenwsics 1%
Z

On
prover’ (o
indicated in black 1.12,

Cininty of _‘dé_‘,?j PR

’ & 3-0/ 9’ before the undcrs:;,ned officer, personally appeared the person identified in block 1,12, or satisfrctorily”
‘the person ‘whose namc is signed [n block 1.11. and acknowledged that s/Mie executed this documeril in the capacity

1131

Signaturc of Noiz‘iblic or Justice-of Lhe Peace

JEAN RICHARDS
OFFICIAL SEAL
| Notary Pybiic. Siate of itinois
My Commlsslon Expires |
Symismiier 19 'NIIA

1A3E ‘Namc and Title of Notary or Justice of the Peace

Jean ?c}larcis /\/d%m—y %D bl ¢

i.14 Siate Ane.'n::)' ‘§ny1alun 115 Name and Tille of State Agency Signatory
oo - g ;
‘7@) /Qh/_ ks b\./f”f(i-!')'Lﬁ(Ungr’_'{' (,tc,"m/)‘lzs_ftcl)-t{’(
1,16 Approvil by the N.H, Department of Administration, Division of Personnel {if appficuble) '

By: Director, On:

117

Approval by the Mibrey Ceiicthl {Form. Substance and Execution)
By: “ K‘L / ' On: 8/’ /5-’

118

Appmvf b) the (:G'vtrnor and Exccutive Council

By: O
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2. EMPLOYMUENT OF CONTRACFOR/SERYICES TO
BE PERFORMUE). The Stale of New Hunpshire, acting
theoueh the agency identified in block 1.1 (“State™), engages
contractor identificd in block 1.3 (“Contrucior”) W petform,
»nd the Contractor shall perform, the work ur sale of goads, or
boih, identified and more particularly described in the atiached
EXHIBIT A which is incorporated herein hy reference
{"Services™),

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding nny provision of this Agreement (o the
contrary, and subject to the appraval of the Governor and
Executive Council ol the Siate of New Hampshire, this
Agrecment, and all obligntions of the partics hereunder, shall
not become effective until the date the Governor and
Executive Council approve this Agreement (“Effective Daie”).
3.2 If the-Contraclor commences the Services prior to lhe
Effective Dale, all Services performed by the Coniractor prior
10 the Effective Datc shall be performed at the sole risk of the
Contraclor, and in the cvent that this Agrecment does hol
become effeclive, the Sinle shall have no liability to the
Contractor, including without limitation, any aobligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of tis Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
confingent opon: thé-dvillnbility.and continued appropriation
of fuisgs. and in no event shall the Siate be liable for any
pmypents hereunder in.cxcess:of uth available appropriated
fiunds. In-the:event of 3 réduciion’or lermination of
appropriaied foidts, e SlatcshalFhave the rightao witlhold
payment urililsuch Fuhds becrime-available, il ever,-and shull
havie th right 1o 1efminate this Agreement’ immedintély upoh
piving the C onlrgctormotice of such termvination. Thg Stale’
shiil) riol berequired to wansfior fntls fenfs any olhier account
wrthe.Account identifist in biock |6 i thé cvent funds inthat
Atcount are reduced or unavailable.

5. CONTRACT PRICE/TRICE LIMITATION/
PAYMENT.

5.} ‘The contact pirice, mcthod af paynient, and terns of
pryient prg idontificd nnd anore particulnrly deseribed in
EXHIBIT B which fs mcorpom:ed herein by referirice,

- 5:2 Thic payiicin by-the State of the contic! pfice shinl) hirthe
ity and the-camplete reimbuirsement 10 1he Gontrrctor Tar b
expenses, of whatever nawre incurked: by-the Cantracior in the
pcrfqrmzmce Rereof, s shal) be iz only and tllc!complctc
comipensafion ke the Comiactur for the Services. The State
shall havé fo Hability 1o the Contraciorother than the contmct
price.

5.3 The State reserves the right to offset from any amounts
otherwise payable Lo the Contraclor under this Agreement
those Jiquidated amounts required or permitted by N.H. RSA
80:7 thraugh RSA 80:7-c or any other provision of law.

Page 2

5.4 Notwithstanding any provision in this Agreement 1o the
conirary, and notwithstandiog unexpecied circumstanees, in
po event shall the total of all payments avthorized, or actually
made hereunder, exceed the Price Limilation sct forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS! EQUAL EMPLOYMENT
OPPORTURNITY.

6.1 In cottieetion with the pr.rl'ormuncc of the Services, Lhe
Contractor shall comply with all statutes, Inws, regulations,
ang orders of federnl, sinte, county or municipal authoritics
which imposc any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws, In addition, the Comtructor shall comply with all
applicable copyright laws.

6.2 During the tesm of this Agreement, the Contractor shall
not discriminate against cmployees or spplicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreemnent is funded in any part by monies of the
United States, the Contractar shall comply with all the
provisions of Executive Order No. 11246 (*Equal
Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, reguiations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
aseertaining complinnce with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

1. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnet necessary to perform the Services. The Contracior
warrants that all personne! engaged in the Services shall be .
qualified to perform the Services, and shall be properly
ticensed and otherwise authorized to do so under al? applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six {6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permiit any subconiractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is 2 State
employee or official, who is materially involved in the
procurement, administration or performance of this
Agreement, This provision shall survive termination of this
Agreement,

7.3 The Comructmz, Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. [n the event
of any dispute conc'cming the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the Slate.

Contractor Initials _ J A’E
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8. EVENT OF DEFAULT/REMEIHES.

£.1 Any one or more of the following acts or omissions of the
Contraclar shall canstitule in event of delault hereunder
(“Event of Default™):

8.1.1 filure o perfonn the Services satisfactorily or on
schedule;

8.1.2 Milure io submil any repont required lrereunder; sndfor
k.1.3 failure to perform nny other covenant, erm or condition
of Uns Agreement,

may take any one, or more, or all, olhe 'I'(':_I‘l:hwi'm_; aclions:
B.2.1 give the Contractor » writien notice speeifying the Event
of Defanll and requiring it o be remedied within, n the
absence of o greater or lesser specification of time, thirty (30)
days front the dute of the nolice; and if the Event of Defiult is
not timely remedied, terminale this Agreement, cflective (wo
{2) days afier giving the Contmetor notice of termination;
§.2.2 give the Comraelor a writien nolice specifying the Gvent
of Defnull and suspending all payments to be made under this
Agreement and ordering that the portion of the contenct price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines thal the Contractor has cured the Event of Delaull
shall never be patd to the Contractor;

8.2.3 set off against any other obligations the Siate may owe 10
the Contraclor ary damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreemeni as breached ad pursue any of its
remedies at law or in equity, or both,

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

" 9.1 As used in this Agreement, the word “data™ shall mean alt
information and things developed or obtnined during the
performunce of. or acquired or developed by reason of, this
Agreement, including, but not limited 10, all studies, reports,
files, formulac, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, onalyses,
graphic representations, computer programs, compuler
printouts, noles, letiers. memoranda, papers, and documents,
al! whether Nnished or unfinished,

9.2 All daa and sny property which has been received from
the Statc or purchased with funds ‘provided for that purpose
under this Agreemen, shall be the properly of the State, and
shal) be returned 1o the State upon demand or vpon
termination of this Agreement for any reason.

9.3 Confidentiality ol datn shall be governed by N.H. RSA
chapter 91-A or other existing faw. Disclosure of daln
requires prior writien appraval of the Statc.

10. TERMINATION. 1n the event of an carly lermination off
this Agreemenl {or any rcason other than the completion of the
Services, lhe Contraclor shall deliver 1o the Contracting
Officer, nat later than fifleen {13) days after the dale of
termination, # repon {*Termination Report™) describing in
detail all Services performed, and the contrac! price carmed, Lo
and including the dalc ol termination. The form. subject
matier, content, and number of copies of the Termination

'age

-

3

Report shall be identical o those of any Final Report
described in the atached EXHIBIT A,

HCONTRACTORS RELATION TO THE STATE. In
the perlornunce ol this Agreement the Contractor is in al)
respects on independent contractor, and is neither an agent nor
an employee of the State. Neither the Conteactor nor uny of its
olliccry, employces, agents or members shall have authority 1o
hind the State o reccive any benelits, warkers' compensation
or other emoluments pravided by (he State to its employees,

12. ASSICNMUENT/DELECATION/SUBCONTRACTS,
The Coniraclor shall not nssign, or otherwise trunsfer any
inlerest in this Agreement wilhout the firior written consent of”
the NJH. Department of Administralive Services. None of the
Services shall be subcontracted by Lhe Contrsclor withoul the
prior wrilten consent of the Sute,

13, INDEMNIFICATION. The Contrucior shall defend,
indemnify and hold harmless the Stale, its ofTicers aned
employees, from und against any and all losses suffered by the
State, its officers and employees, end any and all claims,
liabilities or pennlties nsscried againsi the Slate, its officers
and emplayees, by or on behalf of any person, on account of,
bused or resulting from, arising out of {or which may be
claimed to arise oul of} the ncts or omissions of the
Contraclor. Nolwithstunding the foregoing, nothing herein
contained shall be deemed to canstitule a waiver of tie
sovergizn immunity of the Stite, which immunity is hereby
reserved to the Siate. This covenant in paragraph {3 shall
survive the termination of this Agreement.

id. INSURANCE.

14.1 The Contracior shall, al its sole eapense, obtain and
maintain in foree, und shall require any subcontructor or
assignee Lo obmin and maintain in force, the following
insurance:

14.1.1 comprehensive weneral liability insurance agsinst ali
claims of bodily injury, death or property damage, in amounts
of not less than $250,000 per claim and 52,000,000 per
occurrence; and

14.1.2 fire and cxtended covernge insurance covering all
property subject 10 subparagraph 9.2 herein, in an amount noi
leas than 80% of the whole replacemaont value of the property,
14.2 The policies described in subparagraph 14,1 herein shall
be un policy forms and endorsements approved for use in the
Stale of New Hampshire by the N.H, Departmeni of
Insurance, and issved by insurers licensed in the Stale of New
Hampshire.

14.3 The Contractor shali furnish to the Contracting Officer
identified in block 1.9, or his or her successor, u certilicates)
ol insurance for all insurance required under this Agreement,
Contractor shalf-alsa furnish'to the Contracting (HTieer
identificd in block 1.9, or his or her successor, certificale(s) of
insurance for all reaewalts) of insurance required under ihis
Agreement no hater than fifieen { £5) days prior to the
expiration date of each of the insurance palicies, The
certificate(s) of insurance and any renewals thereol shall be

Contractor Initials _J RS
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attached and are incorperated herein by reference. Each
certificate(s) of insurance shall contain 2 clause requiring Uhe
insurer to endeavor o provide the Contracting Officer
identified in block LY, or his or her succcssor, ne less than ton
(10) days prior wrillen notice of cancellation ar medification
of the policy.

15, WORKERS™ COMPENSATION.

15.1 By signing this agrecmient, the Contractor agrees,
certifies and warrants that the Contractor is in compliance wilh
or cxempt from, the requirements of NLEL. RSA chapter 281-A
(" Workers' Compensation”].

/3.2 To the extent the Cantractor is subject to the
requircments of N.H. RSA chapier 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
conneclion.with aclivities which the person proposes to
undertnke pursuant 1o this Agreement. Contractor shall
furnish the Contracling Officer identified in block 1.9, or his
or her successor, proof of Warkers' Compensation in the
manner described in N.H. RSA chapier 281-A and any
applicable renewal{sy thereol,which: shall Ui altached and-pre.
incorporated herein by reference. The,Stite shmli nol be
responsitile for paymeiil gf avy Workers® C.ompcnsauon
prcmmm'; or Tur any pllicr elaim.or benefit for Contracior, of
any subgontractor or: mnptoyc:ﬁf Contractor, which.niight
arise under '1pp[lcnb|r. Sinte of New Hamnpshire Wrkerd”
Compensation laws in conaection with h pérfornhics of tiie
Services under this Agreement,

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereol after any Event of Defrull shali
be deemed a waiver of its rights with regard to that Eventof
Default, or any subsequent Event of Defaull. No express
failure to enforce any Event of Default shall be deemed 2
waiver of the right of the State o enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE, Any nolice by a party herelo w the other parly
shall be deemed 1o have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in 2 United
States Post Office addressed 1o the parties at the addresses
given in blacks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discherged only by an instrument in writing signed
by the parties hereto and only after opproval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire,

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agrecment shall be construed in accordance with the
taws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreemeni
is the wording chosen by the parties to express their mutual

intent, and no rule of construction shall be-applied ngainst or
in favor of any party.

20. THIRD PARTIES, The parties herelo do net intend Lo
bencfit any third partics and this Agreement shall nol be
construed te confer any such benefliL

21, HEADINGS, The beadings throughout the Agrecment
are fur reference purpases only, and the words contained
therein shall in no way be held to expluin, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreemént.

22. SPECIAL PROYISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

{
23. SEVERABILITY. In the event any of the provisions ol
this Agreement are held by a court of competent jurisdiction to
be conirary to any state or federal law, the remaining
provigions of this Agreement will remain in full force and
elfect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, euch of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes al prior
Agreements and understandings refating hereto.

Contracior Initials TA’ L
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY
2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT A - STATEMENT OF WORK

1. INTRODLUCTION

\

The Stale of New Hampshire (“State™) desires to Contract with Legal Files Software, Inc. an Hllinois
corporation {*Legal Files™), lor Services 1o create a data conversion program that will converl legacy
duta into the Legal Files SQL database for NH Department ol Health and Human Services (DFIHS) and
provide Lraining Services as outlined in the Statemept of Work. Future phases may be planned
regarding interfaces (i.c. with State email as the agency migrates away from Lotus Notes o Migrosofl
Exchange, and possibly with the State’s eligibility System) per the Change Order process,

TERMS AND DEFINITIONS
Capitalized lerms used in the Contract will have the meanings given below.

Acceplance Notice from the State that a Deliveruble has satishied Acceplance
Test or Revicw, '
DHHS NI Department of Health and Human Services
Change Qrder A document issued by the Siate of New Hampshire to alter a project
: request
Contract This binding agreement berween the State of New Hampshire nnd

Legal Files.

Contract Administrator

The State employee responsible Jor Contract execution

Contract Documents

Documents that comprise this Contraet (See Statement of Work
Section 2.}

Deficiencies

. Software functions not parforming properly as defined in
1 Documentation

Deliverables

Any written, software, or non-software Deliverable (leiter, report.
manual, book. other). provided by Legal Files to the Siate under the
terms of the Contract. '

Documentation

All information that describes the installation, operation. and use of
the Software. either in printed or electronic. format.

DolT

Department of Information Technology, an agency of the Stute of
New Hampshire

Effective Date

The commencement date of the Contract as approved by Govertor
and Council, ]

Enhancemenl An Upélite (o the Software or the environmens in which Il rims

Govemnor und Excculive The Governor for the State ol New Hampshire and the Governor's

Council Council. This body has the authority and responsibility over the
administration of the affairs ofthe State as defined in the New
Hamjshiire Constitution and the New Flanifishire statules,

Licensee | Statc of Ncw Hampshire

Licensor Leual Files Softwane, Inc. of Springfield. illinois.

Notice of Default

A formal notice declaring that o failurc lo comply with the Conlac
has occurred.

Purchaser State of New Hampshire
Seller Lepal Files Software. Inc. of Springfield. [linais.
Services The work to be performed by Legal Files and Subcontruclors as
described in the Cantracl.
Exhibil A 8/612012

Initial afl pages:

Lepgad Files initin!sql‘ i'\




. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT A - STATEMENT OF WORK

“Software™ shall mean the object code programs, as modificd [rom

 Sofiware
time to time, in machine readable form, licensed by licensor 1o
Liccnsee under this Agreement, including but not limited to, the Legal
Files database View, as specified under the Contract.
Staie State of New Huarmpshire

Subcontracior

A person, partnership, or company contracted by Legal Files 1o
perform under the Contract.

Term The duration of the Contract from Effective Date 1o the cxp|rm|on
date:

Updales Anychanpes (includiip ipgiifits or Enhancements) to the Software

Vendor ] Lepal Files Software, Ine. of Spring fiekl, Ulinois.

2. CONTRACT DOCUMENTS

2.1 This Contract consists of the following documents (“Contract Documents™) in order of

precedence:

#.  Stale of New Hampshire Terms and Conditions, General Provisions (Form P-37)

0o

Exhibit A Stalement of Work
Exhibit B Payment Schedule ~Fixed Price

d. Exhibit C  Spccial Provisions

Exhibit D Not Used

T o oe

ExhibitH Not Used

fli o S

2.2 Order of Precedence

Exhibit D-1 Services Description

Exhibit E  Certification Regarding Lobbying

Exhibit F . Certification Regarding Debarment, Suspension
Exhibit G Certification Regarding ADA

Exhibit]  HIPAA Business Associales Agreement
Exhibit ]  Certification FFATA

In the event of a conflict ar ambiguity among any of the text of the Contruct Docunmnls the
following Order of Precedence shall povern: -

o The State of New Hampshire Terms and Conditiens, Form P-37 Contract Agreement Pan
!

b. State of New Hampshire , Department of Healih and Human Scrvices- Contract 2012-085
which includes all exhibits outlined above including standard Health and Human Services

Exhibits.

¢ The Legal Files Proposal

3. SCOPE OF SERVICES

Legal Files shall provide the State the Services and Deliverables required under this Contract, as sel
forth in Exhibit B, Payment Schedule-Fixed Price.

Exhibit A
[ntial all pages:
Legal Files inHials J A il
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT A - STATEMENT OF WORK

4. TERM

4.1 Period of Performance

The Coniract shall take effect after [Ull execution by the parties, and receipt of required governmental
approvals, including, but not limited to, the New Hampshice Governor and Exceutive Council
appraval. ) shall remain in effect through June 30, 2018, unless otherwise lerminated in accordance

with this Contract,

CONTRACT ADMIN]STRATION

h

5.1 Legal Files Contract Manager
Legal Files shai! clésignnle n Contract Manager who shall be responsible fur all contructual

authorization and administeation under the Contract, This person is:

Legal Files Software, Inc.
ATTN: Gordon Hack

801 S. Durkin Drive
Springfield, IL 62704

Tel: 217-726-6000

Fax: 217-726-71777

Email: sales@legalfiles.com

52 Stute Contract Manager )
The Siate shalt designate a Contract Manager who shall funclion as the State’s representative with
regard to Contract administration. This person is:

) Steven Kelleher

Department of Information Technology
64 South Streel

Concord. NH 03301

Tel: (603) 230-3459

Email: steven.kelleher(@ldoil.nh.gov

6. STATEMENT OF WORK/TIMEFRAME/SUTPORT ANb MAINTENANCE

6.1 Statement of Worl

Lepal Files will provide implementation and configuration, training, project management, and daia
conversion Services per the termis of Exhibil D - Services Deseription and s defined helow:

6.1.1  TOTAL IMPLEMENTATION & TRAINING SERVICES: Implcn{emutiuh Serviees
refer lo Vendor project inanagement, onsite assistance with solotion sel up and
configuralion, as well as to the various levels of onsite end uscr iraining outlined
below. Implementation and training Services listed below are cstimates. NH DITHS
will pay only for the hours, training. and Services actually used. -

Exhibit A 8762012

Initial all pages:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT A - STATEMENT OF WORK

Sas Onsm: Admmlstrat:vc. End User Trammg and lmplcmcmatro
Assistance

Onsile A

Mapping)

Legal Files shall provide the Syslem Administrative Training class to

the key employee or employees to be identified by DHHS who will be
responsible for the ongoing administration of the Legal Files solution.

The Systern Administration Training will ennble the employces o
establish the system options and preferences. After training, the
employees will be able to:

» Set up file/case menus

s Create custom pick list entries

» Establish appropriate user workgroup

o Decide and stablish system security
- » Create workflow wizards

o (Create document asseambly templates

Legal Files shall provide three days of administrative training and
implementation setup 10 assist with the initial configuration and roilout
of the system. During this time, a Legel Files consultant will work
closely with the State's administrator(s) to facilitate an additional level
ol knowledge transfer between the parties.

QOnsite End User Training

Legal FFiles shall provide the equivelent of 1 to 2 dz{}'s of end user .
training prior to using the Legal Files solution.

The Legal Files end-user training will instruct users on the use of Lhe
case management features of the application. An end-user training
manual shall be utilized and all documentation shall be provided
electronically through the Client Resource Center on the Lepal Files
website.

8 hours  Remote Project Management

TBD Future interfaces (i.e, Integration w/email system znd the State's
Eligibility System)

612 TOTAL DATA CONVERSION SERVICES: Data Conversion Services, ouilined
below, definud as follows:

Exhibit A 8/6/2012

Initial all pages:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT A - STATEMENT OF WORK

S8 hours  Cuslom Programming for CUsiont Uak Conversuon gz
: Conversion from existing dalabase. “Besl Guess Estimate”

The Contract includes converting data inlo:

» File Sctup data fields and File Menu

» Nume Card (Address/Phone
Numbers/Email/Catlegorics/Relationships) and File Relaed Person
records

» Assigned Users

= File Notes

* 14 Custom Windows

Roles & Responsibilities

I, Legai Files will supply project inanagement of their staff, whether at their site or NH
DHHS site, to plan work and mbnilor-projress against.targel milestones: NH DHHS will
supply projéel management of its stiff.. Legal Files and NH DHHS project management
will supply (e commupication and coordiivtion between the entities.

2. Wl achange is fequesied 0 the seopeof the project, Legal Files and NH DHHS will jointly
assess.the impact of ilidi chatdge 16 the project. Legel Files will also provide a quote or
estimaie of any. intreused costs thai would be incurred as o resull of the change. Legal
Files will not proeeed with the ehdnge until NH DHHS approves the increase cosl quote or
estimale.

3. Lepal Files will perform business analysis of requirements for Software configuration with
input from NH DHHS. .

4, Administrative Training will be provided by Legal Files to teach the NH DHHS admin
stafl how the Legal Files application functions and how it can be configured.

b. Implementation Assistance/Admin-Setup consulting will be provided to work wilh the
NH DHHS admin staff to determine business requirements, Legal Files and N+
DHHS will configure the Software within the cunfines of the configuration tools o
match business requirements. Any custom progrmming compleled 1o satisfy business
reguirements would be al $200 per hour. Any custem programming project Lo satisly a
business requirement will reguire signofl by NH DHHS.

c. NH DHHS will perform user Acceplance testing on the confliguralion requirements
1hat are established during the business analysis.

4. Legal Files will provide custom programming Services o convert legacy datu into Legal
Files.

a, MNH DHHS will provide Legal Files the source dalabase 1o be converled in an
acceptable readable format (Microsoll Access or SQL).

b, Legul Files will provide a prepered field-by-field daa-mapping document w NH
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DHES for sign off.

e. Once sign-off on data mapping occurs, the project is submitted to Lc;,al Files
development stafT.

d. Legal Files will develop a data conversion program following the rules of the data-
mapping document.

e. Legal Files will provide NH DHHS with a 12st data conversion of data in Legal Files

for validation. ~
. 1f chonges are made to the data mapping or the source data after the sign off, Legal

Files reserves the right to charge an additional fee for time worked.
g. Scope is a best guess estimate. The date will be mapped to File Setup, Name Cards,
File Relaled People, Users, Notes and up 1o fourleen custom window(s).
5. Legal Files will deliver the Software for implementation, including web-based and
workstation-based components.
6. Legal Filss will provide end user training of NH DIHHS staff (ERU stufT as well as DolT -
staff member and project manager).
7. 1na fulure phase Legnl Files will integrate the application with the States email system and
possibly the State eligibitity system ag specified in  Change Order.

Oul of Scope:
The following is a list of Deliverables that are out of the scope of werk that will be

provided by Legal Files for this project:

.Risk Assessment Plans

Quality Assurance Audits

Detailed UAT Plans

Any other task not specifically menuoned in this Statement of Work
Apreement

BN

Project Managers:

The Project Manager{s) for NH DHHS is:
lonathan V. Gullo

Depertment of Heallh and Fluman Services
Office of Information Services

129 Pleasant Street

Concord, NH 03301

Tei: (603) 271-9246

Fax: (603)271-7100

Email: Jonathan.V.Gallo@dhhs.state.nh.us

The Project Manager for Legal Files is:
Dale Lowrance or Sara Morton

Exhibit A . 8/6/2012
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6.2 Timelrnme.

After approva) by Governor and Council, the State will notily Legal Files of the Tiflective Dale and
work will commence. Upon Acceptance of the work product by the State, the 30-day warranty
perivd will commence.

3 Support and Maintennnee

Legal Files will provide Software muintenance mul support Services as deseribed in Exhibil 13 -
Services Description.

7. TITLE
Fille, right and interest in the Legal F lic.s proprielary Suftware shall remain with LG”:I' Files.
8. GRANT OF LICENSURE

Legal Files shall incorporate this Software under the existing Legal Files license procured by DHHS
under State of New Hampshire Coniract 2003-002 Legal Case Management Systent.

SOFTWARE INSTALLATION (RE-INSTALLATION) RECONFIGURATION AND
DATA CONVERSION

As a part of this apreement the Licensor shall provide Software for installation or ncmslal!ahon or re-
configuration al Licensee’s site. Licensor will provide installation instructions that must be followed by
f.icensce. For web application instllation, Licensor shall provide technical telephonc suppor to
Licensee’s personnel to assist in the instaliation of the Sofiware for up to eight hours at no charge.

INTERNAL ESCALATION PROCEDURE FOR DISPUTES

Prigr {d the filing of any formal proceedings with respect 5 3 digpite (other than an action .séeking

injinélive reliel with respect to intellectual property rights) the parry believing isell apericved (the

YInvoking Hrty”) shall call for progressive nmnagcment involventenl in the dispute negotiation by
written notice 1o the other party. Such notice shall be wilhout prgjodics to the Invoking Party's right 1o

any olher remedy permitted by this Agreement.

The parties shall use ali reasonabie efforts to arrmnge personal meetings and/or iclephont conferences as
needed, at mutunHy convenient times and places, between negotiators for the partics at the following
successive management levels, each of which shall have a period of aliotted time ag specified below in
which 10 stlempt 10 resolve the dispulte:

Dispute Resolution Responsibility und Schedule Tuble

Level Legnl Fiies The Stte Cumulative Allotied
. Time
First Dale Lowrance or Sarz State Project Manager 5 Business Days
- Morion
Second Gordan Hack State Project Management {0 Business Days
' Team
Third John Kanaski DHIS Commissioner ‘| 15 Business Days
Exhibit A $/6/2012
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The naliotted time for the first level negotiations shall beg,m on the date the [nvoking Pacty's notice is
received by the other party. Subsequent allotted time is days [rom the date thar the original Invoking
Parly's notice is received by the other party.
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L. DELIVERABLE PAYMENT SCHEDULE.
Ail charges by Legal Files under this Contract shall be al # Not-To-Exceed price in accordance with
the schedules set forth in “Table | below,

2. FIXED PRICE PAYMENT SCHEDULE
Table b Payment Sehedule:
A lmplenyentation Services iclér w Legal Filés praject management, vnsile assistance with
sauitioir se1 op whd gonfigurdtion, as well as Lo the various levels of onsite end user trtining outlined
below, TOTAL IMPLEMENTATION & TRAINING SERVICES, ($9,100). Iniplementation and
training Scrvices lisiédl below are estimaies.  NH DHHS wilt pay only for the hours, lmmlng and
Services ucluaily med

R Ty AT ?‘“‘ i ol 'v;.
5;3&.“‘%\‘} ﬁ{}ig{ Rl ;ifclgy? ;,.na*ﬁ Hﬁ'!;a} e i!'
P Y i A " " “l“"ﬂm
5 Onsite Administrative, £EN0 USEr | IRINIE WU LHILPISIHS nav - g
Assistance ($1,500/day)
8 Remote Project Management ($200/liour) $1.600.00
TBD Future interfaces andfor training (i.e. Integration w/email System nnd $£10,000.00
the State’s Eligibility system)
1 Travel Expenses 53.000.06
TOTAL IMPLEMENTATION & TRAINING SERVICES $212,100.00

B. Data Conversion Services, outlined below, TOTAL DATA CONVERSION SERVICES,
{311.600), defined s follows:

YN i A
hT N _f—mr{.{w L j:mq h’&}f} mt— :gvz TR Eh g £
b11* ‘@a _g‘“? A —ngh\pu»f“»%‘ ‘"“ i-“ir 3.,

[N A

-""_ _— - - e o W . 2 N ™ t‘i m
58 . Custom Programmnng TOr LUSLOMI /SR LUIYCI v \ e v i v
Conversion from existing database. “Best Guess Estimute™ .

Contract includes converting data into:
e Filc Setup data hicids and File Menu
s Name Card (Address/Phone
Numbers/Email/Categpories/Relationships) and File Related Person
records
= Assigned Users
» File Noles
e 14 Custoim Windows
\
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Assumptions: The darabase is a Microsoft Access or SQL database m1d a
‘ c.opv of the database will be provided once project is approved.

TOTAL DATA CONVERSION SERVICES St,606.00

C. Majntenance and Support Services, based on 62 application licenses, 7 client-server licenses
and 2 server licenses, ANNUAL TOTAL MAINTENANCE AND SUPPORT SERVICES are

defined as follows:

.l I"YM Support and antcnancc 6- 22 13 6 ’?l }4 $]5,796.0D

i .. FYI15-Support and Maintenance 6-22-14 — 6-21-15 ) $16,270.00

1 FY16 — Support and Maintenence 6-22-15-6-21-16 316,758.00

| ] FY17 - Support and Maintenance  6-22-16 ~ 6-21-17 $17,261.00

) FY I8 - Support and Maintenance  6-22-17 - 6-21-18 $17,779.00
TOTAL MAINTENANCE AND SUPPORT SERVICES 583,864.00

3. PAYMENTS

The State shall pay Lega! Files within thirty (30) calendar days of the State’s receipt of a correct and
undisputed invaice. Terms for section A end B above shall be helf the total due at signing and the
second half due afier end user training. Terms for section C shall be full amount payable prior to
anniversary date.

I. Invoices subminied by Legal Files must contain the following information:
Legal Files name and remii-to address
Price per line item and extended totals
NH DHHS contract number

2. Send all invoicesto:
Jonathan V. Gallo .
Departmerit of Health and Human Services
Office of Information Services
129 Pleasant Sireet
Concord, NH 03301
Tel: (603) 271-9246
Fax: (603)271-7100
Cmail: Jonathan.V.Galle(@dhbs.state.nk,us
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" STATE OF NEW HAMPSHIRE
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EXHIBIT C - SPECIAL PROVISIONS

1. INSURANCE AND BOND
Section 14 of the General Provivions Form P-37 relating to insurance aod bond

requirements, pact 14,11 reads:

Comprehensive general liability insurance ngainst all claims of bodily injury. death or
properly damage, ‘in amounts of not less than 5250.000 per claim and $2,000,000 per

incident; -
is hereby amendet to read:

Comprehensive generul fiability insurance against all claims of bodily injury. denth or
property dumage, in amounts of not less than $250,000 per cinim and $i,000,000 per

incident;

COPYRIGHT
The State acknowledges and agrees that the Documentation and the Software and all copies thereof are

Legal Files' exclusive property. constitute valuable “trade secrets”, as that term is defined pursuant
Section 2(d) of the lllinois Trade Secrets Act (765 ILCS 1065/2(d)), and are protecied hy lederal und
inlernational copyright laws and treaties. The State may not disclose or make available to third parties
the Software. Documentation or any portion thereof without the prioi written permission of the Legal
Files. The Stare shall have the limited right to reproduce Lepal Files written manuals or training
materials for internal use with the State’s employees. This agreement is a limited one and i no way
shall he construed 1o provide an express or implied license to any of Lepal Files Sofiware's intetlectual
property rights olher than as expressly set forth herein. The provisions of this section shall survive the

termination of this agreement.

!J

3. LIMITATION OF LIABILITY .

Subject to applicable laws and regulations, in no event shall Legal Files be liable for any
consequentlial, special. indirect, incidental, punitive or exemplary damages and Legal Files' liability to
the State shail not exceed 1wo times (2X) the total Contract price set forth in Exhibit B Section 2;
FIXED PRICE PAYMENT SCHEDULE. Notwithsianding the foregoing, the limitation of liahility in
this SOW Section 13.12.2 sha!l not apply to Legal Files indemnification obligations set forth in P-37
Section 13: INDEMNIFICATION and confidentiality obligations in  P-37  Section o
DATA/ACCESSICONFIDENTIALITY/ PRESERVATION, which shail be unlimited. The provisions of
this section shall survive the termination of this agreement.

4. FORCE MAJEURE .
Neither Legal Files nor the Staie shall be responsible for delays or failures in performance resulting

from events beyond the control af such party and without fault or negligence of such pary. Such
events shall include, but nol be limited 10, acts of God. strikes. block ouls, riots, acis ol War,
epidemics, acts of Government, fire, power failures. nuclear accidents, earthquakes. and unusually
severe weather.
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3. WARRANTY

3.1 Noo-lafritgement

Legal Files warrants that the Services and Deliverables fumished under this Contract do not infringe any
patent, copyright, trade secrel or other intellectual property rights. Legal Files agrees to defend ang
indemnify and hold harmless the State in the event of any such infringement claim against the State. The
warranty of non-infringement shall be an on-going and pcrpetual obligation that~shall survive
termination of the Contract. State’s counsel may participate in any claim to the extent the Statc seeks
1o ssserl any immunities or defenses applicable to the State.

I Legal Files belicves or it is determined that any of the Material may have violated someone else's
intellectual property rights, Legal Files may choose to either modify the Material to be non-infringing
or obtain a license to allow for continued use, or i these alternatives are not commercially reasonable,
Legal Files may end the license (if any), and require retum of the applicable Material and-refund all
fees the State has paid Legal Files under the Contract.

5.2 Performance of Deliverables

" Legal Files warrants that the Contract Deliverables, as delivered to the State, will function in accordance
with the Documentation and terms of the Contract for thirty (30) days afier the State has issued a Letter of
Acceptance 10 Lepal Files. Except for the express limited warranted outlined herein, Legal Files makes no
warranty, express or implied, or any warranty of merchantability or fitness for a particular purpose.

Legal Files warrants that it shal! niaintain the Deliverables to perform in accordance with its specifications
and the terms of the Contract during the period of warranty. I the State finds any Deliverable defective.
in gny way, for any rcason, Legal Files shall repair or replace within forty eight (48) hours of rcccwma
‘notice from the State, excluding Saturdays, Sundays and Holidays, at no additional expense to the 'State,
the Software Deliverable or any portion thercof that the State has identified as defective.

For any breach of the above warranty support, the Swte's remedy, and Legal Files' entire liability,
shall be: {a) the correction of program errors that cause breach of the warranty, or {b) if Legal Files
cannot substantially correct a breach in a commercially reasonable manner, the State may end the
relevant Services and recover the fees paid to Legal Files for the deficient Services.

5.3 Yiruses; Destructive Programming

Legal Files warrants that the Software shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the performence of the Softwarc in accordance with the
Specifications. .

-5.4 Compatibility

Legal Files warrants that all Contract Deliverables, including but not limiled 1o the components
provided, including any replacement or upgraded Software components provided by Lepal Files to
correct Deficiencics or as an Enhancement, shall operate with the rest of the Legal Files' Software
without loss of uny funclionality.
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6. TERMINATION

6.1 ‘Termimition for Default

Either party may terminate this Contract a1 any lime if the other pirty is in default of ik obligations
under Uis Contgel and such defoull remaing wiremiedicd for o period of 30 days from the date of
receipt of notice of default by the non-delavling party. Such right ol termination shal! be in addition
e all other rights and remedies o which Lhe parties are entitled.  Events of defanit shall inchude,
withoul limitation: Legal Files breach of or tailure to perform any warranly or other obligation
contained in the Conteact,

6.2 Termination for Convenience
Notwithslending the foregoing, the State may terminale this Conltract, a1 its sole discretion, for any reason

upon thirly (30) days written nolice lo Legal Files. Upon termination [or convenience, Legal Files shall
refund any unused portion of the Confract to the State.

7. CHANGE ORDERS
The Stale may make chanues or revigions al any time by written Change Order. The State

originated changes or revisions' shall be approved by the Department of information
Technotogy. Within five (5) business days of Legal Files® receipt of a Change Order, Legal
Files shall advise the State, in detail, of any impact on cost (e.g., increase or decrease). the
Schedule, or the Work Plan. ;

Pl

Legal Files mey request a change within the scope of the Contract by written Change Qrder.,
identifying any impact on cost, the Schedule, or the Work Plan. - The State shall atternpt to
respond to Lepal Files' requested Change Order within five (3) business days. The State
Agency, as well as the Department of Information Technology. must upprove all Change Orders
in writing. The State shall be deemed 10 have rejected the Change Order if the parties are unable
to rcach an Agreement in writing. .

\

Al Change Order requests from Legn! Files to the Stale, and Lhe State acceptance of Legal Files
estimate for a State requested change, will be acknowledged and responded Lo, either acueptance
or rejection, in writing. Il accepled, the Change Order(s) shall be subjest to the Contract
amendment process, as deicrmined to apply by the State.

§. SOFFWARE SERVICES
Section A, Exhibit D - Overview of the Legnl Files Services Description reads:

Support will renew automatically on an annual basis unless either party provides the other
party with at least sixty {60) days prior written nolice ol non-rengwal.

is hereby amended tu read:

Support will renew per writlen authorization hy the State ot the time ol invoice.
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EXHIBIT D-1 - SERVICES DESCRIPTION

Legal Files Software Services Deseription

This Exhibil describes the training, data conversion, maintenance and support and other Services madc
available by Legnd Files 1o cligible Licensees ol lhe Soliware, and details Legal Files® and {YHHS?
responsibilities in connection with any order for such Services,

A. Overview

Lepal Files will make available Tor purchase by DHES the installation, training, data conversion, Support
and other Services thal Legal Files makes generally availuble to Licensees of the Sofiware iy accordance
with the provisions of the Contract Documents and this Service Description. Legal Files reserves the right
1o suspend performance of Support and other Services if DHHS is delinquent in payment or otherwise in
material breach of s obligations hereunder.  Support wil renew on an unnual basis uvpon writlen
authorization of (he Slate, which will not be unreasonably withheld. Non-renewal of Support will nol resull
in tlermination of DHHS' license to the Software; however, DHHS will not be entitled lo further Updales or
support after the date of non-renewal. In the event DHHS requests to reinstaie supporl after o lapse in
coverage, Legal Files reserves the right to condition reinstatement on payment of back-mainienance and

suppor fees.
B. Training

Legal Files will provide any training ordered by DHHS in accordance with Lr;gal Files' standard training
methods and using its standard training materials. Treining is provided onsile at Legal Fites® then-current
daily rate plus reimbursement of travel and expenses. Additionaliy. if required, there is a 330 per computer
and $100 per projector surcharge (plus shipping) for training conducted at DHHS' office using Legal Files’
equipmenlt. 17 owside training (acilities and equipment are wtilized. such outside costs.are DHHS®
responsibilily.

C. Electronic Data Conversion

Lezal Files will provide data conversion Services ordered by DHHS al its then-current rates and in
accordance with its standard electronic data conversion procedures. Where the order specifies a number of
haurs for the data conversion, such aumber is an estimate only, and subject to adjustment based on formal,
quality and quantity of DHHS data, 1imeliness of DHHS cooperation and other fuctors autside of Legal
Files' reasonsble control, The general progression and allocation of responsibitity for data conversion
Services is as follows:

» Dala conversion programs will be created at Legal Files” facilities. 1o order to prepare the
conversion program, all source data must be provided by DHHS to Legal Files in an acceplable,
machine-readable formal and must be corruplion free.

e If necessary. including where in-house expertise. or loce! consultuants are not available, Legal Files
will visit DHHS she to obtain the source data and Documentation required 1o creaie the conversion
progrim,  Such ongile Services will be charged at Legal Files' daily consulting rate plus
reimbursement of travel and expenses.

« Data scrubbing is the process of fixing or eliminating individual picces of datx that are incarrect,
incomplete or duplicated in the source database when the data is pasyed to the largel databuse.
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Unless specifienlly noted in the order, Legal Files' conversion estimale does not include data
"scrubbing. 1l desired or required, such Services will be inade available at an additional charge,

s Legal Files will create a data mapping document that defines where Lhe source data will reside in the
targel Sofiware database. Once complete, the data mapping document musi be approved by DHHS
via email or other writing before the conversion program can he created.

»  Lepal Files will perform a test data conversion to provide DHHS with the ability 1o review the
source dala as it was mapped and will appear in the Sofiware application. The test data conversion

*  musl be approved by DHHS via email or other writing before the final data conversion can be
performed.

» If changes to the data mapping document or test data conversion are requested by DHHS after they
have been approved, Legal Files reserves the right to charge an additional fee for time worked, and
to delay any previously estimated completion dates.

D. Fainteunnce and Suppurt

Maintenance and support is priced as b percentage of the total License Fees paid by DHHS. Maintenance
and support pricing will be adjusted automatically based on any additional modules and licenses purchased
by DHHS, with prorated payment due for any adjustment made mid-term. Additionally, Legal Files
reserves the right to increase maintenance and suppert pricing by an amount not to cxceed three percent
{3%) per year aver DHHS then-current pricing, asswming the same number of licenses and users.

During the initial Support term and each renewal of Support, Legal Files will provide Suppon to DHHS in
its use and operation of the Software comprised of the following: '

{8) General. DHHS may contact. Legal Files with questions and troubleshooting related to use and operation’
of the Software, as well as for remote diagnosis and priority resolution of material bugs, errors or other
malfunctions encountered using the Software. A bug, error or malfunction is desmcd “material” if it
represents a nonconformity of the Software with Legal Files' then-current published specifications and
materially interferes with or degrades usability of the Software,

(b) Contacting Technical Support. Support queries may be submitied by email at supporty@legalfiles.com or
by phone at (217) 726-6400 during Legal Files® normal business hours: Monday through Fridsy from 8:00
aum. 10 5:00 p.m. U.S. Central Time (excluding holidays). DHHS must appoint one primary contact person
and ons aliernate contacl person who have been trained and are competent in use ang operation oflhc
Software to place technical suppon queries,

(c) Classification of Issues. When contacting Legal Files for Support, DHHS should assign an inftial
severity based on the severity level classifications listed below, and should provide a detailed description of
the issue or support request. The initial assignment of severity may be raised or lowered by Legal Files, in
its reasonable discretion, based on the information provided by DHHS and/or subsequent diagnosis or
remediation efforts, including the availability of a work-around. '

Levdl, '. . - - <D&icrlptlou -'g-:'.:--m.

A problem wnh thc Soflware which renders the Software inoperative or causes a

] significant and ongoing interruption 1o DHHS business activities.
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. N - - .

o A prohlem with the Software, which degrades or disrupts operation, but does not
- cause a sighificant and ongoing inlerruption 10 DFHS business nclivitics.
- A problem with the Soltware, which has onfy a minor impact on DIHH S business
A .ot . . A .

activitics, or for which an scceptable work-around is readily available,
4 CGieneral questions. suggestions, and feedbuck pertaining o use and operation of

the Software.

(d) Mitia! Response: Status Updures.  Legal Files will use commercially reasonable efforls 1o provide an
initial response and ongoing status Updates lor supporl requests within the target timelrames listed below.
All tmeftames are during Legal Files” normal business hours pnfy, and are further subject 10 DHHS
providing all infermation and assistance reavonnbly requesied in connection therewith.  Legul Files will
escakate supporl requesls through its technical support channels as neccssury 1o address cavered support

issues.

Level Initia) Response . ‘Stotus Update
) 2 hours ljaily until workaround or correction available,
2 4 hours | Every2 dﬁls untj! workarc;und or carrection available, "
3 ! day As necessary ot upon request.

4 2 days As ﬁeccssary or upon request.

{¢) Remotec Access. Upon request, DHHS will provide Legal Files remote access to DHHS computer svstem
for the purposc of remole diagnostics. Any such remate access will be subject to DHHS remotre access
security policies and procedures as communicated to Legal Files at the time.

(f) On-Site Visits. 1f in the reasonable judgment of the parties, an onsite visit to DHHS facility is necessary
to resolve a critical problem, Legal Files will make an onsite visit. 11 the critical problem was not caused by

a defect in the current or immediately preceding release of the Software or is otherwise outside of warranty
znd Support coverage, DHHS will reimburse Legal Files for the onsile visit al Legal Files® then-current daily .
consulting rate plus reimbursement of travel and expenses vis Change Crder process or a Contract

amendmenl process if necessary.

E. DHHS Responsibilities

in conneciion with Support and all other Services provided hy Legal Files, DHHS is responsible for: (i)
assigning qualificd personnel to coardinate with Legal Files regarding Services; (ii) selecting and
maintaining all third party hardware, software, peripherals and connectivity necessary 10 meet the system
requirements for the Sofiware; (ifi) creating a resfore peint forits systems and backing up and verifying ull
data; and (iv) adopting reasonable measures 10 ensure Lhe safety, security, accuracy and inlegrity of DHHS
facilities, systems and network. Legal Files will have no responsibility or liability arising out of or resulting
in whole or in part from DHHS failure or delay o perform any such responsibifities, or for acts or omissicns
of third parties. Internel or lelecommunications failures, or farce majeure or other events beyond Legal

Files™ reasonable control.

Exhibit D-1 8/6/2012
{nitiat all pages:

Legal Files initials‘jél



Page  of
NH Department of Health and Human Services
STANDARD EXHIBIT E
CERTfFICATION REGARDING LOBBYING

The Contraclor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of Section
319 of Public Law 101- 121, Government wide Guidance for New Restricfions on Lobbying, and 31 U.S.C, 1352,
and further agrees to have the Contraclor's represenlalive, as identified in Sections 1,11 and 1.12 of the Generai

Provisions execute the foltowing Certificalion:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTGORS

Programs (indicaie applicable program covered):
“Temporary Assisiance 10 Neady FamBles under Tille IV-A,
“Chid Suppor Enforcemant Program under Tille [V-D
"Social Services Block Grant Program under Tille XX
*Medicald Program under Title X1X

‘Communily Sarvices Block Granl under Tile VI

“Chitd Core Developmen! Block Granl under "I"Illa n

" Contragt Period: through

The undersigned cerlifies, to the best of his or her knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid by ot on behall of the undersigned, to any
person for influencing or attempting to influence an officer or employee of any agency, a Member of
Caongress, an officer or employee of Congress, or an employee of a Member of Congress in connection with
the awarding of any Federal conlract, continuation, renewal, amendment, or modificalion of any Federal
contraclt, grant, loan, or cooperalive agreement {and by specific mentlon sub-grantee or sub-contractor).

(2) f any funds other than Federal appropriated funds have been paid or wiil be paid to any person for influencing
or altempting lo Influence an officer or employee of any agency, a Member of Congress an officer or
employee of Congress, or an employee of a Member of Cangress in conneclion with this Federal contract,
grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-contractor), the
undersigned shall complete and submit Standard Form LLL, {Disclosure Form to Repori Lobbying, in
accordance with Its instroctions, attached and identified as Standard Exhibit E-l.)

(3) The undersigned shall require that the language of this certification be Inciuded in the award document for
sub-awards at all tiers {inckiding subcontracts, sub-grants, and coniracts under grants, loans, and cooperative
agreements) and that all sub-recipients shall certify and disclose ascordingly.

This cerlfication is a material representation of fact upon which reliance was placed when this transaction was

. made or enlered inlo. Submission oi this certification is a prerequisite for making or entering into this transaction
imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required certification shall be subject
io a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.

N /0 — Tobn Do Jo . L

(Cof(j‘or Representalive Sigralure) {Authorized Contractor Repiesenfalive Nama & Tille)
Lagd Floc (o Plune Tu, &/ a’//2
'(Contra..ldt’!dame) ({Date) S
NH OHHS, Office of Businass Oparations Contractor (nltlats: [ A’ g

Standard Exhibll- £ - Centification Regandmg Lobbying 7
January 2009 Date; ?/ ¢ / /:L
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NH Department of Health and Human Services
STANDARD EXHIBIT F

CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATEERS ‘

The Contractor idenlifled in Sactign 1.3 of the General Provisions agrees to comply with the provisions of
Execulive Office of ll}e Prasidert, Execulive Order 12549 and 45 CFR Part 76 regarding Debarment,

Suspensnon

Cerlification:

and Other RPsponsrbmly Matlers, and further agrees to have the Contractors

INSTRUCTIONS FOR CERTIFICATION

1.

By signing and submitting this proposal {contract), the prospeclwe primary paricipan! is
providing the certification set oul below.

The inabllity of a.person to provide the certification reqmred below-will nol rietéssarily resull
in denial of parlicipation in this covered tranzaclipn. i neces.&;a:y. the prospeclive parliqpanl
shall submit an explanation of why It cannot: provide the-certification. The: cerlificalion of
explanation will be considered in conneclion will tFie NH_ Department of Resith dnd Huniah
Services' (DHHS) determination whether tosenter inte- this transaction. However, failure of
the prospective primary particlpani to furfilsh - certification or an explanation.shall d:squahfy
such person from paricipation in this transaction,

The cetifl galion in this clause is a material represeniation of fact upon which' reflancewas
placed-when DHHS determined to enter into this transaction. If it is later détermined thial the
prespeglive primiary participant knowingly rendered an errongous cerificalion; in addilion 1o
other rgmedieés available to the Federal Government, DHHS may terminale lh:s iransaction

for cause or default.

The prospective primary participan! shall provide immediate writlen notice to the DHHS
agency to whom this proposal (comracl) Is submitted if at any time the prospective primary
participant leamns thal its ceriificilofi was erroneous when submitted or has become
erroneous by reason of changed circumstances.

The terrné “covered transaction,’ 'debarred,".'suspended_' "ineiigible,' "ower lier covered
transaclion,” "parﬂclpant " "person,” “primary covered transaction,” “principal,” "proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions
and Coverage seclions of the rules implemaniing Executive Order 12549: 45 CFR Parl 76.

See the attached definitions.

The prospeclive primary parlicipant agrees by submiiting this proposal (contract) that, should
the proposed covered transaction ba entered into, it shall not knowingly enter into any lower
tier covered iransaction with a person who is debarred, suspended, declared ineligibie, or
voluntarily excluded from paricipation in 1his covered transaclion, unless authorized by

OHHS.

NH DHHS, Olfice of Businass Operalions Contractor {nilials, ,) A_’ L

Standard Exhibil F -
Certilication Regarding Debarment, Suspension and Other Responsibilily Maliers =
Dale: ﬁ—/d'?/[ )—

Jenuary 2009

Faya1ol3

’
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The prospective primary participant further agrees by submitting this proposat that it will
include the clause tltied "Cerlification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion - Lower Tier Covered Transactions,” provided by DHHS, without

. modification, in all lower tier covered transactions and in all solicitations for lower tier covered

10.

transactions.

A participant in a covered transaction may rely upon a cerlification of a prospective
participant in a lower tier covered transaction that it is no! debarred, suspended, ineligible, or
involuntarily excluded from the covered transaction, unless it knows that the cerification is
erroneous. A participani may decide the method and frequency by which it determines the
eligibility of its principals. Each participant may, but is not required to, check the
Nonprocurement List (of excluded parties).

Nothing contained in the foregoing shall be construed to require establishment of a sysiem of
records in order to render in good faith the cerification required by this clause. The
knowledge and information of a participant is not required to exceed thal which is normally
possessed by a prudent person in the ordinary course of business dealings.

Except for transactions authorized under paragraph 6 of these instructions, if a parlicipant in
a covered transaction knowingly enters into a lower lier covered transaction with a person
who js suspended, debarred, ineligible, or voluntarily excluded from participation in this
transaction, in addition to other remedies avallable to the Federal government, DHHS may
terminate this transaction for cause or default. ;

PRIMARY COVERED TRANSACTIONS

m

(2)

The prospective primary participant certifies to the best of its knowledge and belief, that it and
lts principals:

{a) are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily exciuded from coverad transactions by any Federal department or agency;

(b) have not within a three-year period preceding this proposal (contract) been convicted of
or had a civil judgment rendered againét them for commission of fraud or 2 criminal
offense in conneclion with obtaining, attempting to obtain, or performing a2 public
(Federal, State or local) transaction or a contract under a public transaction; violation of
Federal or Slate antitrust statutes or commission of embezzlement, theft, forgery, bribery,
falsification or destruction of records, making false statements, or receiving stolen

property;
{c) are not presently indicted for otherwise criminally or civilly charged by a governmental

enlity (Federal, State or local) with commission of any of the offenses enumerated in
paragraph (}(b) of this certification; and

{d) have not within a three-year period preceding this application/proposal had one or maore
public transactions (Federal, State or local) terminated for cause or defaull.

Where the prospective primary participant is unable to certify to any of the stalements in this
certification, such prospeciive parlicipant shall atlach an explanation to this proposal
(contract).

- —~— f
NH OHMS, Olitce of Busingss Operations Canlraclor tnftigls ) A ]g
Standard Exhibil F -

. Cerlificetion Regarding Debarment, Suspension end Other Responsibillly Mallers N é 'y
Dale: % fef l 2

January 2009
Page 203
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LOWER TIER COVERED TRANSACTIONS
By signing and submitting this lower tier proposal {contract), the prospective lower tier parlicipant,
as defined in 45 CFR Part 76, certifies t0 the bes! of its knowledge and belief that il and its

principals:
{a) are nol presently debarred, suspended, proposed for debarment, declared ineligible,
or voluptarily excluded from parlicipation in this {ransaction by any federal
deparimen! or agency.

(b} ‘where the prospective lower lier participant is unable to certify to any of the above,
such prospective participant shall altach an explanation to this proposal {contract).

The prospeclive lower tier participant further agrees by submitting this proposal {contract) thal it
will include this clause entitied “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transaclions,” without madification in all iower tier
covered transactions and in all solicitations for lower tier covered transactions.

B@-{Nhﬂt/ ’TDL‘V'\ /‘q‘j <(Abn“/f.] é""’-’

(Conl%jy Representative Signature) (Authorized Contraclor Representative Mame & Tille)
QJ\(FE<S:AL‘LWIA-_ &/4/’L
(Contraclor.lﬂame) {Dale) !
.
NH DHHS, Office: of Business Operations ‘ Contraclor Iniliats: { ) ) [ﬁ {

Standard Exhibil F -

Cerlification Regarding Debarman!, Suspension and Olher Responsibliity Maliers
January 2000

Pape 30/ 3

Dale. .
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NH Department of Health and Human Services
STANDARD EXHIBIT G

CERTIFICATION REGARDING
THE AMERICANS WITH DISABILITIES ACT COMPLIANCE

The Contracior identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to executs the following
certification:

1. By signing and submitting this proposal (contract) the Cantraclor agrees to make reasonable
afforts to comply with all appiicable provisions of the Americans with Disabllities Act of 1880,

LCon_‘(a‘c?r-Representauve Signalure) {Authorized Contracior Representative Name & Title)

G/4/1C

Lop gl e St Fan

(Conlrac,tg‘:?ﬁan-na) {Date)

NH DHHRS, Offica of Business Operslions Contractor !nltlals.g 2 & fg'

Standard Exhibil G ~ Cedllicalion Regarding |he Americans With Disabililies Act . =t /

January 2008 Tate: g- /ﬁ //’:7_
L I -




NH Department of Health and Human Services
STANDARD EXHIBIT H
CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

INTENTIONALLY LEFT BLANK

Exhibit H §/6/2012
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT | - HIPAA AGREEMENT .

'The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees Lo
comply with the Healll Insurance Portabilily and Accountability Act, Public Law 104-191 i with lhe
Sundards for Privacy and Sceurity of ludividually Identifiable Health Information, 45 CFR Parts 160 and
164 and thuse parts of the FIITECH Act applicable to business associates. As defined herein, “Business
Associnte” shall mean the Conttactor and Subcontractors and agents of the Contractor that receive, use or
have access Lo protected health information under this Agreement and “Covered Entity” shall mean the State
of New Hampshire, Department of Flealth and Human Services.

BUSINESS ASSOCIATE AGREEMENT
(1} Definitions.
. “Breach” shall have the same meaning as the term *Breach” in Title XXX, Subtitle D. Sec,
13400,
b. “Buginess Associale” has the meaning given such lerm in section [60.103 of Title 45, Codc of
Federal Regulations.

C. “Covered Entitv” has the meaning given such term in section 160.103 of Title 45, Code of
Federnl Regulations.

d. “Designated Record Set” shall have the same meaning as the term “designated record set™ in 45
CFR Section 164.501.

e, “Data_Aggregation”™ shall have the same meaning as the term “data aggregation™ in 45 CFR
Section 164.501.

[ “Health Care Qperations" shall have the sume meaning as the wrm “heaith care operations” in
45 CFR Section 164.501.

o “HITECH Acl” means the Health Information Technology for Economic and Ciinical Health
Act, TitleX11], Subtitle D, Part | & 2 of the American Recovery and Reinvestment Act of 2009,

h, “HIPAA™ means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Qu,urlty of Individually Identifiable Health Information,

45 CFR Parts 160, 162 and 164.

i “Individual” shall have the samc meaning as the term “individual® in 45 CFR Section 164.501
and shull include a person who qualifics as a personal representative in accordance with 45 CFR

Section 164.501(g).

“Privacy Rule” shall mcan the Standards for Privacy of Individually ldentifiable Hzalth
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Uniled States
Department of Health and Human Services.

K. “Protceted Health Information™ shall have the same meaning as the lerm “protected health
information” in 45 CFR Section 164.501, limited to the information created or received by Business
Associate from or on behall of Covered Entity. .

Exhibit I 8/6/2012
[nitial all pages:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
'2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT I — HIPAA AGREEMENT

"Reguired by Law™ shall have the same meaning as the term “required by law™ in 45 CIR
Section 164.501;

“Seeretary " shatl mean (the Sceretary of the Department of Health and Muman Services ur
hisfher designec.

" Seeurity Rule” shall mean the Security Standards Tor the Protection of Electronic Protected
Health Information at 45 CFR Pan 164, Subpant C. and amendments thereto,

“tiseceiréd Prategled Hesith Liformation” micans proteeted health information thal is not
sceured by a technology standard that renders prolected health information unusabic. unreadable, or
indecipherable 1o unauthorized individuals and is developed or endorsed by a standards develaping
organization thal is accredited by the American Nalional Standards Institute,

Qther Befinitions - Al terms nol otherwise defined herein shail have the mzaning established
under 43 C.F.R. Parts 160}, 162 and 164, as amended {rom time to time. and the HITECH

Acl,

Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmitl Protected Health Information
(PHI) except gs reasonably necessary to provide the Services outlined under Exhibit A of the
Agreement.  Further, the Business Associate shall not, and shall ensure that its direclors,
ofTicers, employees and agents. do not use, disclose. maintain or transmit PHI in any manner
thal would constitule a vicolation of the Privacy and Security Rule.

Business Associate may use or disclose PHI: _
I For the proper management and adiministration of the Business Associate;
I As required by law, pursuant to the terms sel forth in paragraph d. below; or
L. For data aggregation purposes (or the health care operations of Covered Entity.

To the cxlent Business Assoziate is permitted under the Agreement o disciose PHI 10 a thied party,
Business Associate must obtain, prior to making any such disclosure, (i) reasonable assurances
from the third party that such PHI will be held confidentially and used or further disclosed only as
requiced by law or for the purpose for which it was disclosed to the third party; and (ii) an
agreement from such third party to notify Business Associate, in accordance with the HITECH
Act, Subtitle D, Part 1, Sec. 13402 of any breaches of the conflidentiality of the PHI, 1o the extent it
has obtained knowledge of such breuch.

The Business Associate shall not, unfess such disclosure is reasonably necessary to providu
Services under Exhibit A of the Agreement, disclose any PHI in response to a request for
disclosure on the busis that it is required by law, without lirst notifying Covered Entity so (hal
Covercd Enlity has an apporlunity to object 10 the disclosure and 10 seek appropriate refief, I
Covered Entity objects to such disclosurg, the Busincss Associale shall refrain from disclosing the
PHI until Covered Entity has exhausted all remedies.

Exhibit |

2012
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT | - HIPAA AGREEMENT

{
IT the Covered Entity notifics the Business Associate that Covered Enlity has agreed to be
bound by additional restrictions over aind above those uses or disclosures or security sateguards
ol PHI pursuant to the Privacy and Security Rule, the Business Assuciate shall be bound by
such additional resirictions und shall not disclose PHI in violation of such additional restrictions
andl shall abide by any additional security safeguards.

Oblieations and Activities of Business Associate,

]
Business Associate shall report 1o the designated Privacy Officer of Covered Entity, in writing,
any usc or disclosure of PHI in violation of the Agreement, including any security incident
involving Covered Entity data, in accordance with the HITECH Act, Subtitle D, Part [, Sec.
13402

The Business Associate shall comply with all sections of the Privacy and Sccurity Rnlz as set
forth iz, the HITECH Act, Subtitle D, Part 1, Sec. 13401 and Sec.13404.

Business Associatc shali make available ol of its internal policies and procedures, books and
records relating to the use and disclosure of PHI received from, or created or received by the
Business Associate on behall’ of Covered Entity to the Secretary for purposes of determining
Covered Entity's compliance with HIPAA end the Privacy and Security Rule.

Business Associate shall require all of its business associates that receive, use or have access to
PHI under the Agreement, to agree in writing to adhere to the same restrictions and conditions
on the use and disclosure of PHI contained herein, including the duty to return or destroy the
PH] as provided under Section (3)b and (3)k herein. The Covered Entity shall bc considered a
dircet third party beneficiary of the Contractor’s business associate agreements with
Contractor’s intended business associates, who will be receiving PH) pursuant to this
Agpreement, with rights of enforcement and indemnification from such business associates who
shall be governed by standard provision #)3 of this Agreement for the purpose of use and
disclosure of protected health information.

Within five (5) business days of receipt of a written request from Covered Entity, Business
Associate shall make available during normal business hours at its offices all records, books.,
agrecments, policies and procedures relaling to the use and disclosure of PH! to the Covcered
Entity. for purposes of enabling Covered Entity to determine Business Associnte's compliance
with the terms of the Agreement.

Within ten {10) business days of receiving a, writien request from Covered Entity, Business
Associate shall provide access to PHi in a Designated Record Set to the Covered Entity, or as
directed by Covered Entity, to an individual in order to meet the requirements under 45 CFR
Section 164.524.

_ Within ten {10) business days of receiving a written request from Covered Entity for an

amendment of PHI or a rccord about an individual contained in a Designated Record Set, the
Business Associale shall make such PHI1 available to Covered Entity for amendment and
incorporate any such amendment to enable Covered Entity 1o fulfill its oblipations under 45
CFR Section 104.526.

Exhibit , _ 8672012
Initial all pages: :
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT | - HIPAA AGREEMENT

h. Business Associate shall document such disclosures of PHI and infornmation reluted o such
disclosures as would be required for Covered Entity (o respond Lo a request by an individual for
an accountiog of disclosures of PHI iy ut.mrd.mc.; with 45 CFR Section 164,528,

i Within ten (10) business days of receiving & writtcn request from Covered Entity Jor o requesi
for an aceounting of disclosures ol PEI, Business Associate shall make available 1o Covered
Entity such information as Covered-Enlity may require (o fullil] its obligations v provide an
accounting of disclosures with respect 1o PHE in accordance with 45 CFR Scetion 164,528,

i In the evenl any individual requests access 1o, amendment of. or accounting of PHI dircelly
from the Business Associate, the Business Associale shall within two (2) business days forward
such request o Covered Entity. Covered Entity shall have Lhe responsibility of respiunding to
forwarded requests. Huwever, i farwarding the individual’s request to Covered Enthy would
cause Covered Entity or the Business Associate to violate HIPAA and the Pn.vucy and Security
Rule, the Business Associate shall instead respond 1o the individual’s request as required by
such law and notify Covered Entity of such response as soon as practicable,

k. Within ten (10) business days of termination of the Agreement, for any reason, the Business
Associate shall return or destroy, as specifizsd by Covered Entity. all PHI received from, or
created or received by the Business Associate in connection with the Agreement, and shalf not
relain any copies or back-up tapes of such PHi. If return or destruction is nol feasible, or the-
disposition of the PH1 has been otherwise agreed 10 in the Agreement, Business Associate shall
continue o extend the protections of the Agreement, 1o such PHI and limit further uses and
disclosures of such PHI 1o those purposes that make the return or destruction infeasible, for so
long as Business Associate mainiains such PHI. I Covered Entity. in its sole discretion.
requires that the Business. Associate dastroy any or all PH!, the Business Associate shall certify
to Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a, Covered Entity shall notify Business Associale of any changes or limitation(s) in its Notice of
Privagy Praglices provided lo individuals in accordance with 45 CFR Section 164.520. 10 the
cxlent that such change or limitation may affect Business Associate’s use ar disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation of
permission provided 1o Covered Entity by individuals whose PHI may be used or disclosed by
Business Associate under this Agreement, pursuant to 45 CFR Qccuon 164.506 ur 45 CFR

Seetion 164,508,
c. ‘Covered entity shall promptly nolify Business Associale of any restriclions on ihe use or

disclosure of PHI that Covered Entily has agreed Lo in accordance with 45 CFR 164,522, 1o the
extent thal such resiriction may affect Business Associale’s use or disclosure of PHI.

{3) Terminttion fur Cause

Exhibit | 8/62012
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT | - HIPAA AGREEMENT

in addition (o standurd pravision #10 of this Agreement the Covered Entity may immediately
terminate the Agreement upon Covered Entity’s knowledge of a breach by Business Associale of the
[lusiness Associate Agreement sct forth herein as Exhibit | The Covered Entity may cither
immediately terminale the Agreement or provide an opportunity lor Business Associate 1o cure the
alleged breach within a timeframe specified by Covered Entity. i Covered Entity determines that
neither termination nor cure is feasible, Covered Entity shall report the violation to the Secretary.

Miscelluneous

Definitions and Repuintory Referepges. Al terms used, bul not otherwise defined herein, shall have

the same meaning as those terms in the Privacy and Security Rule, and the HITECH Act as amended
from time to time. A reference in the Agreement, as amended to inchude this Exhibit E, to a Section .
in the Privacy and Sceurity Rule means the Section as in effect or as amended.

Amendment. Covered Entity and Business Associnte agree to take such action os is necessary to
amend the Agreement, from time to time as is nccessary for Covered Entity to comply with the
changes in the requirements of HIPAA, the Privacy and Security Rule, and applicable federal and

state law,

Data Qwyiership. The Business Associate acknowledpes that it has no ownership rights with respect
to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved to permit
Covered Entity to comply with HIPAA, the Privacy and Security Rule and the HITECH Act.

Segregatioy. I any term or condition of this Exhibit ] or the application therzof to any person(s) or
circumstance is held invalid, such invalidity shall not afTect other terms or conditions which ¢an be
given ¢ffect without the invalid terim or condition; to this end the terms and conditions of this
Exhibit } are declared severable.

Survival. Provisions in this Exhibit 1 regarding the use and disclosure of PHI, return or destruction
of PE1I, extensions of the protections of the Agreement in section 3 k, the defense and
indemnification provisions of section 3 d und standard Contract provision #13. shall survive the
termination of the Agreement.

IN WITNESS WHERECF . the parties hereto have duly executed this Exhibit L.

St

Name &7 the Contractor

The State _, ¢ -
Signature of Authofized Representalive Sigpatufe-of Authorized Representative
Jq &)l//!ﬁ 1 ’?ﬂ‘ff’ =y 3 )_? ha /4 ’L(Q_QE,L};_)_
Name of Authorized Reprefentative : Nuine ol Authorized Representative
P . £ = .
Title of Authorized Representalive o Title of Authorized Represcntative
Exhibit 1 8/6/2012
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NH Department of Health and Human Services

STANDARD EXHIBIT |

CERTIFICATION REGARDING THE FEDERAL FLIND] NGA CCOUNTALITY AND
TRANSPARENCY ACT (FFATA) COMPLIANCE

The Federal TFunding Accountability and Transparency Act (FFATA) requires prinic awardees af
individual Federal grants equal 10 or greater than $25.000 and awarded on or afier Qctober 1, 2000, o
report on daty related w executive compensation and associated first-licr sub-granis of $25.000 or more,
If the initial award is below $25.000 but subsequent grant modifications resull in a total award equal to or
over $25,000, the award is subject to the FFATA reporling requirements, s of the date of the award.

In aceordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Informarion), the
Department of Health snd Human Services (DHHS) must report the following information for any
subaward or contracl award subject 10 the FFATA reporting requircments:

1) WName ol entity

2) Amount ol award

3) Funding agency

4) NAICS code for contracts / CFDA program number for grants
5) Program source
6) Award title descriptive of the purpose of the funding action

7) Location of the entity

8) Principle place of performance

9) Unique identifier of the entity (DUNS #) .

10} Total compensation and names of the top five executives if:

a. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater. than $23M annually und
b. Compensation information is not already available through reporting to the SEC.

Prime geant recipients must submit FFATA required duta by the end of the month, pius 30 days. in which
the award or award amendment is made,

\
The Caniractor iderntificd in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282"and Public Law 110-
252, und 2 CFR Parl |70 (Keporting Subaward and Executive Compensation Information), and further
agrees to have the Contructor’s representative, as identified io Sections 1.T1 and (.12 of the General

Provisions execute the following Certineation:

The below named Cantractor agrees lo provide needed information us outlined above Lo the NH
Departmenl of Health and Human Services and 10 comply with all applicable provisians of the Federal
Finnneial Accountability und Transparency Acl.

'(Cbnfm!wr Representative Signature) {Authorized Contractor Representutive Name & Title)
L&ﬂ 's(' R {‘ g S‘: 'f_\T-r-._— L‘ ﬁ a"‘ é I/ / ‘1
J < - 7 -
{Contractor Nume} . {Date)
Contractor mmal L VA
Date: _' / 5
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NH Department of Health and Human Services
STANDARD EXHIBIT )

FORM A

As the Contractor identified in Section 1.3 of ihe General Provisions, | certify that the responses to the
below listed questions are true and accurate,

2. In your business or organization’s preceding compieted fisca) year, did your business ar organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts, loans,
prants, sub-granis, and/or cooperative agreements; and (2) $25,000,000 or more in annual gross revenues

from U.S. Wrir&ﬂs, subcontracts, loans, grants, subgrants, and/or cooperative agreements?
. ° I
\
NO

1. The DUNS number for your entity is:

YES

— . —r——

\
If the answer to #2 abovc is NO, stop here
IT the answer to #2 above is YES, pleasc answer the following:

3. Does the public have access to information about the compensation of the executives in your business
or organization through periodic reports filed under section 13(a) or 15(d} of the Securities Exchange Act
of 1934 (15 U.8.C.78m(a), 780(d)} or section 6104 of the Internal Revenue Code of 19867

NC YES 7

— —

[f the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please onswer the following:
4. The pames and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: __ ) Amount:
Name: _ Amount:
Name: __ Amount:
Name: ; Amount:

Name: Amount:




