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State of Nefe Hampshive

DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER
33 HAZEN DR. CONCORD, NH 03305
603/271-2791

JOHN J. BARTHELMES
COMMISSIONER

February 19, 2016
Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council
State House
Concord, New Hampshire 03301

Requested Action
Pursuant to RSA 21-P:43, authorize the New Hampshire Department of Safety to enter into a grant agreement with the
Department of Information Technology (vendor code 177869, B001) in the amount of $120,000.00 for the State Homeland
Security Program (SHSP) portion of the 2015 Homeland Security Grant Program (HSGP). Effective upon Governor and
Council approval through the August 31, 2018. Funding source: 100% Federal Funds.
Funds are available in the SFY 2016 operating budget as follows with the Federal award scheduled to end August 31, 2018.

02-23-23-231010-11180000 Dept. of Safety  Office of the Commissioner Homeland State Agency Grants
072-500576 23HSI15SHST “Grants to Local (State) Gov’t — Federal” $120,000.00

Explanation

This State Agency award is funded as part of the 2015 Department of Homeland Security Grant Program under the State
Homeland Security Program (SHSP) portion of the allocation. This grant will fund the procurement and delivery of Statewide
Cyber Incident Training and Exercises as part of the State’s all hazard response and recovery framework. The New Hampshire
Department of Safety, Homeland Security and Emergency Management (HSEM), Information and Analysis Center (IAC) and
Security Operations Center consider cyber security as a key priority for state government and part of its critical infrastructure.
This grant award to the Department of Information Technology is for:

= $60,000.00 to procure Response Workshops & Exercise - Phase |
*  $60,000.00 to procure Cyber Incident Response Exercise — Phase 11

Highway Funds or General Funds will not be used should Federal Funds become unavailable.

Respectfully submitted,
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Commissioner of Safety

TDD ACCESS: RELAY NH 1-800-735-2964



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
GRANT AWARD: Subgrantee will comply will all Terms & Conditions attached.

Agency Name: Department of Vendor Code:
Information Technology 177869-B001
Program Name: Amount:
Homeland Security Grant Program $120,000

State Grant Number:
Federal Grant Number:

Grant Start Date: G&C approval

Grant End Date: August 31,2018 EMW-2015-SS-00040-S01

IFS Appropriation No.: 010-023-11180000-500576 Job Number: 23HS15SHST

Head of Agency: Project Director: | Fiscal Officer:
Denis Goulet or successor | / . fie, Nlllam s Ro4e. ery

Commissioner and CIO

Federal Grant Name: 2015 Homeland Security Grant Program

Federal Agency: Department of Homeland Security

Bureau/Office: Preparedness Directorate, Office of Grants and Training
CFDA Number: 97.067

Purpose of Grant: These funds are intended for the purchase of $120,000 in reimbursement of
Cyber Incident Training and Exercises details as specified in the DOIT State Agency grant
application on file at DOS.

Financial Requirements:

All inventory standards for equipment must be maintained per state requirements. Final report
must include disposition of equipment valued at $5,000 or over and/or in accordance with state
and federal requirements.

Match Requirements:
None

Reporting Requirements: Only DHS allowable costs will be reimbursed.

Inventory to DOS of equipment valued at $5,000 or more and/or in accordance with state and
federal guidelines. Copies of invoices for all purchases submitted to DOS in compliance with
federal, state and local audit requirements. Copies of agency payment to validate
reimbursement to DOS.

APPROVAL
Head of Agency Name: Project Director Name: NH Department of Safety:
Denis Goulet or successor Lesfie Wultami 5. | John J. Barthelmes
Title: Title: Chtef TInfprmadior.| Title:
Commissioner and CIO Leawkihy s Commissioner
Signature: Signature: Signatur9 :
(:Q‘D T b2 %@a//&,

Date: , Date: Date:
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Approval by %al (Form, Substance and Execution)
/2 />

Attorp€y Gerferdd, NH Dept. of Justice

Date

AL

All terms of this grant award not valid unless signed by all authorized parties.




SPECIAL CONDITIONS - FFY 2015

SUBGRANTEE: NH Dept. of Information Technology GRANT AWARD AMOUNT: $120,000
GRANT TITLE: Cyber Incident Training And Exercise I & II GRANT AWARD DATE: upon G &C approval
GRANT PROGRAM: HSGP CFDA#: 97.067

ALL SPECIAL CONDITIONS MUST BE RESPONDED TO WITHIN THIRTY (30) DAYS FROM THE AWARD
DATE AND PRIOR TO DISBURSEMENT OF FUNDS UNLESS OTHERWISE SPECIFIED. THESE GRANT
FUNDS EXPIRE ON August 31, 2018. Accordingly per DHS/FEMA- Office of Financial & Grants Management
guide: page 21: The award period is the period of time when Federal funding is available for obligation by the recipient.
The recipient may charge to the grant only allowable costs resulting from the obligations incurred during the funding
period... Any funds not properly obligated by the recipient within the grant award period will lapse and revert back to
DOS or DHS/FEMA...The obligation period is the same as the award period listed on the award document.
BY SIGNING THIS FORM YOU AGREE TO THE CONDITIONS OF THIS GRANT.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
1. Please note the following special conditions for your grant award:
a. Indicate which of the following is true regarding the project funded with these Homeland Security dollars
by circling the correct selection (circle only one).
i. Sustaining or maintaining a capability acquired with federal homeland security funding;
Sustaining or maintaining a capability acquired without federal homeland security funding; or
iii. Developing or acquiring a new core capability.
b. Per2015 Grant Guidance, please provide your DUNS number here: _ 0 4 3 4477/
c. Note: footnotes in award letter and reimbursement instructions must be followed

2. Project Implementation: The subrecipient agrees to implement this project within 60 days following the grant
award effective date or be subject to automatic cancellation of the grant. For projects subject to EHP/NEPA, NO
work can begin until EHP/NEPA approvals are granted. DOS-GMU will advise sub-recipient of the approval
once received. DOS-GMU reserves the right to verify project start date. All projects must be competed at least
30 days prior to end of the grant period as specified on the Grant Special Conditions page. No work may be
completed or be eligible for reimbursement if it occurs after the grant period end date.

3. All sub-grantees must comply with the Grant Terms and Conditions included with this award.

4, All sub-grantees must comply with the National Incident Management System (NIMS) minimum requirements as
specified in the Fiscal Year 2015 Homeland Security Grant Program Guidelines. Additional information about
achieving compliance is available through the training officers at the NH Department of Safety’s Fire Academy
and EMS Bureau and the Division of Homeland Security and Emergency Management.

5. All sub-grantees must comply and be familiar with Homeland Security Presidential Policy Directive-8, the
National Preparedness System* (NPS) and the National Preparedness Goal (NPG). See:
http://www.dhs.gov/presidential-policy-directive-8-national-preparedness .

6. It is recommended that all grant recipients modify their existing incident management and emergency operations
plans in accordance with the National Response Plan’s coordinating structures, processes, and protocols.
http://www.dhs.gov/xlibrary/assets/NRP_Brochure.pdf

7. All SHSP sub-grantees must, when appropriate, engage citizens by expanding plans and task force memberships
to address citizen participation; awareness and outreach to inform and engage the public; include citizens in
training and exercise; and develop or expand programs that integrate citizen/volunteer support for the emergency
responder disciplines. Grantees are encouraged to integrate with the Citizens’ Corp from their local area. Contact
VolunteerNH!
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8. Recurring costs/fees are not allowable for funding under the 2015 Homeland Security Grant Program. Internet
service fees, radio service fees, cellular phone fees, satellite phone fees, etc. paid for with grant funds are for 12
months during the year of equipment purchase only and cannot extend beyond the end date of the grant.
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Signature of Authorized Official Date
T2 LR hafie
Signature of Program Manager/Contact Date
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Fiscal Year 2015: DHS Standard Terms and Conditions

Assurances, Administrative Requirements and Cost Principles
Recipients of DHS federal financial assistance must complete OMB Standard Form 424B Assurances — Non-

Construction Programs. Certain assurances in this document may not be applicable to your program, and the
awarding agency may require applicants to certify additional assurances. Please contact the program awarding office if
you have any questions.

The administrative, cost principles and audit requirements that apply to DHS award recipients originate from:

2 CFR Part 200, Section 3002, Unsform Administrative Requirement, Cost Principles, and Audit Requirements for Federal
Awards.

Acknowledgement of Federal Funding from DHS

All recipients must acknowledge their use of federal funding when issuing statements, press releases, requests for
proposals, bid invitations, and other documents describing projects or programs funded in whole or in part with Federal
funds.

Activities Conducted Abroad
All recipients must ensure that project activities carried on outside the United States are coordinated as necessary with
appropriate government authorities and that appropriate licenses, permits, or approvals are obtained.

Age Discrimination Act of 1975
All recipients must comply with the requitements of the Age Discrimination Act of 1975 (42 U.S.C. § 6101 ef seq.), which

prohibits discrimination on the basis of age in any program or activity receiving Federal financial assistance.

Americans with Disabilities Act of 1990

All recipients must comply with the requirements of Titles I, IL, and 1T of the Americans with Disabilisies Act, which prohibits
recipients from discriminating on the basis of disability in the operation of public entities, public and private transportation
systems, places of public accommodation, and certain testing entities (42 U.S.C. §§ 12101-12213).

Best Practices for Collection and Use of Personally Identifiable Information (PII)

All recipients who collect PII are required to have a publically-available privacy policy that describes what PII they collect,
how they use the PII, whether they share PII with third parties, and how individuals may have their PII corrected where
appropriate.

Award recipients may also find as a useful resource the DHS Privacy Impact Assessments: Privacy Guidance and Privacy
template respectively.

Title VI of the Civil Rights Act of 1964
All recipients must comply with the requirements of Title VI of the Gisr/ Rights Act of 1964 (42 U.S.C. § 2000d ¢f seq.),

codified at 6 CFR Part 21 and 44 CFR Part 7, which provides that no person in the United States will, on the grounds of
race, color, or national origin, be excluded from participation in, be denied the benefits of, or be subjected to discrimination
under any program or activity receiving Federal financial assistance.

Civil Rights Act of 1968
All recipients must comply with Title VIII of the Civil Rights Act of 1968, which prohibits recipients from discriminating in

the sale, rental, financing, and advertising of dwellings, or in the provision of services in connection therewith, on the basis
of race, color, national origin, religion, disability, familial status, and sex (42 U.S.C. § 3601 et seq.), as implemented by the
Department of Housing and Urban Development at 24 CEFR Part 100. The prohibition on disability discrimination
includes the requirement that new multifamily housing with four or more dwelling units—i.e., the public and common use
areas and individual apartment units (all units in buildings with elevators and ground-floor units in buildings without
elevators)—be designed and constructed with certain accessible features (see 24 CFR § 100.201).

Copyright

All recipients must affix the applicable copyright notices of 17 U.S.C. § 401 or 402 and an acknowledgement of
Government sponsorship (including award number) to any work first produced under Federal financial assistance awards,
unless the work includes any information that is otherwise controlled by the Government (e.g., classified information or
other information subject to national security or export control laws or regulations).

Debarment and Suspension
All recipients must comply with Executive Orders 12549 and 12689, which provide protection against waste, fraud and
abuse by debarring or suspending those persons deemed irresponsible in their dealings with the Federal government.
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XIV.

Drug-Free Workplace Regulations

All recipients must comply with the Drug-Free Workplace Act of 1988 (412 U.S.C. § 701 et seq.), which requires that all
organizations receiving grants from any Federal agency agree to maintain a drug-free workplace. These regulations are
codified at 2 CFR 3001.

Duplication of Benefits

State, Local and Tribal Recipients must comply with 2 CFR Part §225 Appendix A, paragraph (C)(3){(c), which provides
that any cost allocable to a particular Federal award or cost objective under the principles provided for in this authority may
not be charged to other Federal awards to overcome fund deficiencies.

Energy Policy and Conservation Act
All recipients must comply with the requirements of 42 U.S.C. §6201 which contain policies relating to energy efficiency

that are defined in the state energy conservation plan issues in compliance with this Act.

Reporting Subawards and Executive Compensation
A. First-tier Subawards.

All recipients, unless exempt as provided in paragraph D, must report each action that obligates $25,000 or more in Federal
funds that does not include Recovery funds (as defined in section 1512(a)(2) of the American Recovery and
Reinvestment Act of 2009, Pub. L. 111-5) for a subaward to an entity. Recipients must report the information about
each obligating action in accordance with the submission instructions posted at http:// www.fsrs.gov specify.

B. Total Compensation of Recipient Executives.
1. All recipients must report total compensation for each of the five most highly compensated executives for the
preceding completed fiscal year, if,
a. the total Federal funding authornized to date under this award is $25,000 or more;
b. in the preceding fiscal year, recipients received —
i Eighty percent or more of the annual gross revenues from Federal procurement contracts (and
subcontracts) and Federal financial assistance subject to the Transparency Act, as defined at 2
CER 170.320 (and subawards); and
ii.  $25,000,000 or more in annual gross revenues from Federal procurement contracts (and
subcontracts) and Federal financial assistance subject to the Transparency Act, as defined at 2
CFR 170.320 (and subawards); and
c. The public does not have access to information about the compensation of the executives through
periodic reports filed the Securities Exchange Act of 1934 and Internal Revenue Code of 1986.
2. Where and when to report. Recipients must report executive total compensation described in paragraph b.1 of
this award term:

a. As part of the registration profile at http: //www.sam.gov.
b. By the end of the month following the month in which this award is made, and annually thereafter.

C. Total Compensation of Subrecipient Executives.

All recipients unless exempt as provided in paragraph d. of this award term, for each first-tier subrecipient.
Recipients must report the names and total compensation of each of the subrecipient's five most highly
compensated executives for the subrecipient's preceding completed fiscal year, if

a. in the subrecipient's preceding fiscal year, the subrecipient received—
1. 80 percent or more of its annual gross revenues from Federal procurement contracts (and
subcontracts) and Federal financial assistance subject to the Transparency Act, as defined at
2 CFR 170.320 (and subawards); and
ii. $25,000,000 or more in annual gross revenues from Federal procurement contracts {and
subcontracts), and Federal financial assistance subject to the Transparency Act (and
subawards); and
b. The public does not have access to information about the compensation of the executives through
periodic reports filed under section 13(a) or 15(d) of the Securities Exchange Act of 1934 (15
U.S.C. 78m(a), 780(d)) or section 6104 of the Internal Revenue Code of 1986.
D. Exemptions

All recipients’ gross income, from all sources of the previous tax year, under $300,000, are exempt from the

requirements to report:
a. Subawards, and
b. The total compensation of the five most highly compensated executives of any subrecipient.

False Claims Act and Program Fraud Civil Remedies
All recipients must comply with the requirements of 31 U.S.C. §3729 which set forth that no recipient of federal payments
shall submit a false claim for payment. See also 38 U.S.C. § 3801-3812 which details the administrative remedies for false
claims and statements made.
Page 2 of 11
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Federal Debt Status

All recipients are required to be non-delinquent in their repayment of any Federal debt. Examples of relevant debt
include delinquent payroll and other taxes, audit disallowances, and benefit overpayments. See OMB Circular A-129 and
form SF-424B, item number 17 for additional information and guidance.

Fly America Act of 1974

All recipients must comply with Preference for U.S. Flag Air Carriers: (air carriers holding certificates under 49 U.S.C. §
41102) for international air transportation of people and property to the extent that such service is available, in accordance
with the International Air Transportation Fair Compelitive Practices Act of 1974 (49 U.S.C. § 40118) and the interpretative
guidelines issued by the Comptroller General of the United States in the March 31, 1981, amendment to Comptroller
General Decision B138942.

Hotel and Motel Fire Safety Act of 1990
In accordance with Section 6 of the Hote/ and Motel Fire Safety Act of 1990, 15 U.S.C. §22254, all recipients must ensure

that all conference, meeting, convention, or training space funded in whole or in part with Federal funds complies
with the fire prevention and control guidelines of the Federal Fire Prevention and Control Act of 1974, 15 U.S.C. §2225.

Limited English Proficiency ( Civil Rights Act of 1964, Title V1
All recipients must comply with the Title VT of the Civil Rights Act of 1964 (Title VI) prohibition against discrimination on the
basis of national origin, which requires that recipients of federal financial assistance take reasonable steps to provide
meaningful access to persons with limited English proficiency (LEP) to their programs and services. Providing meaningful
access for persons with LEP may entail providing language assistance services, including oral interpretation and written
translation. In order to facilitate compliance with Title VI, recipients are encouraged to consider the need for language
services for LEP persons served or encountered in developing program budgets. Executive Order 13166, Inmproving Access 1o
Services for Persons with Limited English Proficiency (August 11, 2000), requires federal agencies to issue guidance to recipients,
assisting such organizations and entities in understanding their language access obligations. DHS published the required
recipient guidance in April 2011, DHS Guidance to Federal Financial Assistance Recipients Regarding Title V1 Probibition Against
National Origin Discrimination Affecting Limited English Proficient Persons, 76 Fed. Reg. 21755-21768, (April 18, 2011). The
Guidance provides helpful information such as how a recipient can determine the extent of its obligation to provide
language services; selecting language services; and elements of an effective plan on language assistance for LEP persons.
For additional assistance and mformatlon regardmg language access obhganons please refer to the DHS Rec1plent

S . l Y

people-limited and addmonal resources on http://www.lep.gov. Stonegarden

Lobhying Prohibitions

All recipients must comply with 31 U.S.C. §1352, which provides that none of the funds provided under an award may be
expended by the recipient to pay any person to influence, or attempt to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of 2 Member of Congress in connection with
any Federal action concerning the award or renewal.

Non-supplanting Requirement

All recipients who receive awards made under programs that prohibit supplanting by law must ensure that Federal
funds do not replace (supplant) funds that have been budgeted for the same purpose through non-Federal sources.
Where federal statues for a particular program prohibits supplanting, applicants or recipients may be required to
demonstrate and document that a reduction in non-Federal resources occurred for reasons other than the receipt
of expected receipt of Federal funds.

Patents and Intellectual Property Rights
Unless otherwise provided by law, recipients are subject to the Bayh-Dole Act, Publ. L. No 96-517, as amended, and

codified in 35 U.S.C. section 200 et seq. All recipients are subject to the specific requirements governing the development,
reporting, and disposition of rights to inventions and patents resulting from financial assistance awards are in 37 CF.R. Part
401 and the standard patent rights clause in 37 C.F.R. section 401.14.

Procurement of Recovered Materials

All recipients must comply with section 6002 of the Solid Waste Disposal act, as amended by the Resource
Conservation and Recovery Act. The requirements of Section 6002 include procuring only items designated in
guidelines of the Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest percentage
of recovered materials practicable, consistent with maintaining a satisfactory level of competition, where the
purchase price of the item exceeds $10,000 or the value of the quantity acquired by the preceding fiscal year
exceeded $10,000; procuring solid waste management services in 2 manner that maximizes energy and resource
recovery; and establishing an affirmative procurement program for procurement of recovered materials identified in
the EPA guidelines.
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XXIV. Contract Provisions for Non-federal Entity Contracts under Federal Awards
a. Contracts for more than the simplified acquisition threshold set at $150,000.
All recipients who have contracts exceeding the acquisition threshold currently set at $150,000, which is
the inflation adjusted amount determined by Civilian Agency Acquisition Council and the Defense
Acquisition Regulation Council as authorized by 41 U.S.C. §1908, must address administrative,
contractual, or legal remedies in instance where contractors violate or breach contract terms and provide
for such sanctions and penalties as appropmate.

b. Contracts in excess of $10,000.
All recipients that have contracts exceeding $10,000 must address termination for cause and for
convenience by the non-Federal entity including the manner by which it will be effected and the basis for
settlement.

XXV.  SAFECOM
All recipients who receive awards made under programs that provide emergency communication equipment and its
related activities must comply with the SAFECOM Guidance for Emergency Communication Grants, including
provisions on technical standards that ensure and enhance interoperable communications.

XXVI. Terrorist Financing E.Q. 13224
All recipients must comply with U.S. Executive Qrder 13224 and U.S. law that prohibit transactions with, and the

provisions of resources and support to, individuals and organizations associated with terrorism. It is the legal responsibility
of recipients to ensure compliance with the E.O. and laws.

XXVIIL. Title IX of the Education Amendments of 1975 (Equal Qpportunity in Education Act)
All recipients must comply with the requirements of Title IX of the Education Amendments of 1972 (20 US.C. § 1681 &

seq.), which provides that no person in the United States will, on the basis of sex, be excluded from participation in, be
denied the benefits of, or be subjected to discrimination under any educational program or activity recetving Federal
financial assistance. These regulations are codified at 6 CFR Part 17 and 44 CFR Part 19

XXVIII. Trafficking Victims Protection Act of 2000
All recipients must comply with the requirements of the government-wide award term which implements Section 106(g) of

the Trafficking Victims Protection Act (TV'PA) of 2000, as amended (22 U.S.C. § 7104), located at 2 CFR Part 175. This is
implemented in accordance with OMB Interim Final Guidance, Federal Register, Volume 72, No. 218, November 13, 2007.
Full text of the award term is provided at 2 CFR § 175.15.

XXIX. Rehabilitation Act of 1973
All recipients of must comply with the requirements of Section 504 of the Rebabifitation Act of 1973,20 US.C. § 794, as
amended, which provides that no otherwise qualified handicapped individual in the United States will, solely by reason of
the handicap, be excluded from participation in, be denied the benefits of, or be subjected to discrimination under any
program or activity receiving Federal financial assistance. These requirements pertain to the provision of benefits or
services as well as to employment.

XXX.  USA Patriot Act of 2001
All recipients must comply with the requirements of the Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act (USA PATRIOT Act), which amends 18 U.S.C. §§ 175-175¢c. Among other
things, the USA PATRIOT Act prescribes criminal penalties for possession of any biological agent, toxin, or delivery
system of a type or in a quantity that is not reasonably justified by a prophylactic, protective, bona fide research, or other
peaceful purpose.

XXXI.  Use of DHS Seal, Logo and Flags
All recipients must obtain DHS’s approval prior to using the DIIS seal(s), logos, crests or reproductions of flags or
likenesses of DHS agency officials, including use of the United States Coast Guard seal, logo, crests or reproductions of
flags or likenesses of Coast Guard officials.

XXXII. Whistleblower Protection Act
All recipients must comply with the statutory requirements for whistleblower protections (if applicable) at 10 U.S.C 2409, 41
U.S.C. 4712, and 10 U.S.C. 2324, 41 U.S.C. 4304 and 4310.

XXXIII. DHS Specific Acknowledgements and Assurances

All recipients must acknowledge and agree—and require any sub-recipients, contractors, successors, transferees, and
assignees acknowledge and agree—to comply with applicable provisions governing DHS access to records, accounts,
documents, information, facilities, and staff.
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1. Recipients must cooperate with any compliance review or complaint investigation conducted by DHS.

2. Recipients must give DHS access to and the right to examine and copy records, accounts, and other documents and
sources of information related to the grant and permit access to facilities, personnel, and other individuals and
information as may be necessary, as required by DHS regulations and other applicable laws or program guidance.

3. Reciptents must submit timely, complete, and accurate reports to the appropriate DHS officials and maintain appropriate
backup documentation to support the reports.

4. Recipients must comply with all other special reporting, data collection, and evaluation requirements, as
prescribed by law or detailed in program guidance.

5. If, during the past three years, the recipient has been accused of discrimination on the grounds of race, color, national
origin (including limited English proficiency), sex, age, disability, religion, or familial status, the recipient must provide a
list of all such proceedings, pending or completed, including outcome and copies of settlement agreements to the DHS

awarding office and the DHS Office of Civil Rights and Civil Liberties.

6. In the event any court or administrative agency makes a finding of discrimination on grounds of race, color, national
origin (including limited English proficiency), sex, age, disability, religion, or familial status against the recipient, or the
recipient settles a case or matter alleging such discrimination, recipients must forward a copy of the complaint and findings
to the DHS Component and/or awarding office.

The United States has the right to seek judicial enforcement of these obligations.
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NH Department of Safety HSGP Special Grant Terms and Conditions 2015
NOTE: The grant terms and conditions must be submitted with the grant application.

Allowable Costs: The allowability of costs incurred under any grant shall be determined in accordance with the general
principles of allowability and standards for selected cost items as set forth in the applicable 2 CFR 200 and the FFY 2015
U.S. Department of Homeland Security, Grant Program Guidance and Application Kit. The applicant assures that it will
comply and all its subrecipients and contractors will comply, with the applicable provisions of the U.S. Department of
Homeland Security, FFY 2015 Homeland Security Grant Program Guidance and Application Kit, and all other applicable
federal laws, orders, circulars or regulations.

Freedom of Information Act (FOIA): FEMA recognizes that much of the information submitted in the course of
applying for funding under this program or provided in the course of its grant management activities may be considered law
enforcement sensitive or otherwise important to national security interests. While this information under Federal control is
subject to requests made pursuant to the Freedom of Information Act (FOIA), 5. U.S.C. §552, all determinations
concerning the release of information of this nature are made on a case-by-case basis by the FEMA FOIA Office, and may
likely fall within one or more of the available exemptions under the Act. The applicant is encouraged to consult its own
State and local laws and regulations regarding the release of information, which should be considered when reporting
sensitive matters in the grant application, needs assessment and strategic planning process. The applicant may also consult
FEMA regarding concems or questions about the release of information under State and local laws. The grantee should be
familiar with the regulations governing Sensitive Security Information (49 CFR Part 1520), as it may provide additional
protection to certain classes of homeland security information.

Availability of Federal Funds: This grant award is contingent upon availability of federal funds approved by Congress.

Bidding Requirements: The subrecipient must comply with proper competitive bidding procedures as 2 CFR 200.310-
316 and 2 CFR 200.317-326. On any items, including those bids in the aggregate, whose total cost is less than $5,000, the
bids do not have to be submitted to the DOS for review and approval; but adequate documentation must be maintained in
the subrecipient’s files. On any items, including those bids in the aggregate, whose total cost is $5,000 or more, bids must be
submitted to DOS, if requested.

a. Buy American Act: In general, grantees are not required to comport with the restrictions of the Buy American
Act (41 U.S.C. 10a) However, grants authorized under the Stafford Act, including EMPG program, must follow
these standards. The Buy American Act requires that all materials purchased be produced in the United States,
unless such materials are not available, or such purchases would not be in the public interest

Bonding: 1t is strongly recommended that all officials identified on this grant who have authority to obligate, expend or
approve expenditures be bonded for an amount no less than the total amount of the grant.

Closed-Captioning of Public Service Announcements: Any television public service announcement that is produced or
funded in whole or in part by any agency or instrumentality of the federal government shall include closed captioning of the
verbal content of such announcement.

Compliance Agreement: The subrecipient agrees to abide by all Terms and Conditions including "Special Conditions"
placed upon the grant award by DOS. Failure to comply could result in a "Stop Payment” being placed on the grant.

Conflict Of Interest: Per 2 CFR 200 Recipients and subrecipients must disclose in writing to FEMA o its pass through
entity, any potential conflict of interest in the Federal award’s lifecycle. Personnel and other officials connected with this
grant shall refer to the advice below but insure that a local policy is in place to comply generalized paraphrased policy
sample herein and given below:

Adyice. No official or employee of a state or unit of local government or of non-government grantees/ subrecipients shall
participate personally through decision, approval, disapproval, recommendation, the rendering of advice, investigation, or
otherwise in any proceeding, application, request for a ruling or other determination, contract, grant, cooperative
agreement, claim, controversy, or other particular matter in which these funds are used, where to his knowledge he or his
immediate family, partners, organization other than a public agency in which he is serving as officer, director, trustee,
partner, or employee or any person or organization with whom he is negotiating or has any arrangement concerning
prospective employment, has a financial interest.

Appearance. In the use of these grant funds, officials or employees of state or local units of government and non-
governmental grantees/ subrecipients shall avoid any action which might result in, or create the appearance of the following:

e Using his or her official position for private gain;
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10.

11.

12.

13.

14.

15.

16.

17.

Giving preferential treatment to any person,

Losing complete independence or impartiality;

Making an official decision outside official channels; and/or

Adversely affecting the confidence of the public in the integrity of the government or the program.

Recipients and subrecipients must disclose, in a timely manner and in writing to FEMA or the pass-through entity, all
violations of Federal criminal law involving fraud, bribery, or gratuity potentially affecting the Federal award.

Consultants: Billings for consultants who are individuals must include at a minimum: a description of services; dates of
services; number of hours for services performed; rate charged for services; and, the total cost of services performed.
Individual consultant costs must be within the prevailing rates, not to exceed the maximum of $650.00 per day.
Permission for costs that exceed $650 per day in total will need to be granted by DOS who must seek approval for
DHS/FEMA for an increased rate.

Continuation: The applicant agrees that if the requested project is funded continuation is not guaranteed.

Contract Requirements: The applicant agrees that no contract or agreement may be entered into by the subrecipient for
execution of project activities or provision for services to a sub grant project (other than the purchase of supplies or
standard commercial or maintenance services) which is not incorporated in the approved application. Any such
arrangements will provide that the subrecipient will retain ultimate control and responsibility for the project and that the
contractor will be bound by these conditions as well as the subrecipient.

Construction Projects: HSGP Program is effectively considered a non-constrcution program. However, subrecipients
using funds for ancillary construction projects/work must comply with the Davis-Bacon Act (40 U.S.C. 3141 et seq.). Grant
recipients must ensure that their contractors or subcontractors for construction projects pay workers employed directly at
the work-site no less than the prevailing wages and fringe benefits paid on projects of a similar character. Additional
information, including Department of Labor (DOL) wage determination, is available from the following website:
http://www.dol.gov/compliance /laws/comp-dbra.htm.

Data Collection: The recipient agrees to cooperate with any assessments, national evaluation efforts, or information or
data collection requests, including, but not limited to, the provision of any information required for the assessment or
evaluation of any activities within this agreement.

Deobligation of Grant Funds: All grants must be deobligated at the end of the end of the grant period. Failure to
deobligate the grant in a timely manner will result in an automatic deobligation of the grant by DOS.

Disclosure of Federal Participation: In compliance with Section 623 of Public Law 102-141, the subrecipient agrees that
no amount of this award shall be used to finance the acquisition of goods and services (including construction services) for
the project unless the subrecipient agrees to the following:
e Specifies in any announcement of the awarding of the contract for the procurement of the goods and services
involved (including construction services) the amount of federal funds that will be used to finance the acquisition and
o Expresses the amount announced pursuant to paragraph (a) as a percentage of the total cost of the planned
acquisition.
The above requirements only apply to a procurement for goods or services (including construction services) that has an
aggregate value of $500,000 or more.

Equipment: The subrecipient agrees that, when practicable, any equipment purchased with grant funding shall be
prominently marked as follows: “Purchased with funds provided by the U.S. Department of Homeland Security and the
NH Department of Safety - Grants Management Unit.” Additionally, when practicable, any equipment purchased with
funding under this agreement shall bear on it the logos of the NH Department of Safety - Grants Management Unit and
U.S. Department of Homeland Security.

Financial Responsibility: The financial responsibility of subrecipients must be such that the subrecipient can properly
discharge the public trust which accompanies the authority to expend public funds. Adequate accounting systems should
meet the following criteria:
® Accounting records should provide information needed to adequately identify the receipt of funds under each grant
awarded and the expenditure of funds for each grant;
o Entries in accounting records should refer to subsidiary records and/or documentation which support the entry and
which can be readily located;
¢ The accounting system should provide accurate and current financial reporting information; and,
o The accounting system should be integrated with an adequate system of internal controls to safeguard the funds and
assets covered, check the accuracy and reliability of accounting data, promote operational efficiency and encourage
adherence to prescribed management policies.
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18.

19.

20.

21

22.

23.

Interest and Other Program Income: The applicant agrees to be accountable for all interest or other income earned by
the subrecipient with respect to sub grant funds or as a result of conduct of the project (sale of publications, registration
fees, service charges, etc.) All program income generated by this grant during the project must be reported to DOS
quarterly and must be put back into the project or be used to reduce the grantor participation in the program. The use or
planned use of all program income must have prior written approval from DOS.

Interoperable Equipment: Grantee is responsible for all license requirements resulting from a potential grant.
Equipment must meet DHS/FEMA recommended P-25 compatible standards

Legal Action: The subrecipient agrees that should the NH Department of Safety - Grants Management Unit determine
that it needs to take legal action against the subrecipient for actions arising out of the grant, the subrecipient will waive
junisdiction and have the case heard in either state or federal court in Concord, New Hampshire.

Obligation of Grant Funds: Grant funds may not be obligated prior to the effective date of the approved grant
application and without advance written approval by DOS. No obligations are allowed after the end of the grant period
and the final request for payment must be submitted no later than 30 calendar days before the end of the grant period.

Performance: This grant may be terminated or fund payments discontinued by DOS where it finds a substantial failure to
comply with the provisions of the legislation governing these funds or regulations promulgated, including those grant
conditions or other obligations established by DOS. In the event the subrecipient fails to perform the services described
herein and has previously received financial assistance from DOS, the subrecipient shall reimburse DOS the full amount of
the payments made. However, if the services described herein are partially performed, and the subrecipient has previously
received financial assistance, the subrecipient shall proportionally reimburse DOS for payments made.

Property Control: Effective control and accountability must be maintained for all personal property. Subrecipients must
adequately safeguard all such property and must assure that it is used solely for authorized purposes. Subrecipients should
exercise caution in the use, maintenance, protection and preservation of such property. Subrecipients agree to follow the
terms of 2 CFR 200.317 — 200.326. In part this includes the following long term obligation (paraphrased here for outline
purposes only but not meant to be a substitute for understanding and applying the 2 CRF 200.310-200.316 ):

Management requirements. Procedures for managing equipment (including replacement equipment), whether acquired in
whole or in part with grant funds, untll disposition takes place will, as 2 minimum, meet the following requirements:

(1) Property records must be maintained that include a description of the property, a serial number or other identification
number, the source of property, who holds title, the acquisition date, and cost of the property, percentage of Federal
participation in the cost of the property, the location, use and condition of the property, and any ultimate disposition data
including the date of disposal and sale price of the property.

2) A physical inventory of the property must be taken and the results reconciled with the property records at least once
every two years.

(3) A control system must be developed to ensure adequate safeguards to prevent loss, damage, or theft of the property.
Any loss, damage, or theft shall be investigated.

(4) Adequate maintenance procedures must be developed to keep the property in good condition.

(5) If the grantee or subrecipient is authorized or required to sell the property, proper sales procedures must be established
to ensure the highest possible return.

Disposition. Must be reported to Grants Management and completed in accordance with 2 CFR 200. In cases where a
grantee or subrecipient fails to take appropriate disposition actions, the awarding agency may direct the grantee or
subrecipient to take excess and disposition actions.

Federal equipment. In the event a grantee or subrecipient is provided federally-owned equipment:
(1) Title will remain vested in the Federal Government.

(2) Grantees or subrecipients will manage the equipment in accordance with Federal agency rules and procedures, and
submit an annual inventory listing.

(3) When the equipment is no longer needed, the grantee or subrecipient will request disposition instructions from the
Federal agency.

Right to transfer title. The Federal awarding agency may reserve the right to transfer title to the Federal Government or a
third part pamed by the awarding agency when such a third party is otherwise eligible under existing statutes. Such transfers
shall be subject to the following standards:
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24.

25.

26.

27.

28.

29.

30.

31

(1) The property shall be identified in the grant or otherwise made known to the grantee in writing.

(2) The Federal awarding agency shall issue disposition instruction within 120 calendar days after the end of the Federal
support of the project for which it was acquired. If the Federal awarding agency fails to issue disposition instructions within
the 120 calendar-day period the grantee shall follow? 2 CFR 200.

(3) When title to equipment is transferred, the grantee shall be paid an amount calculated by applying the percentage of
participation in the purchase to the current fair market value of the property.

Right to transfer title. The Federal awarding agency may reserve the right to transfer title to the Federal Government or a
third part named by the awarding agency when such a third party is otherwise eligible under existing statutes. Such transfers
shall be subject to the following standards:

(1) The property shall be identified in the grant or otherwise made known to the grantee in writing.

(2) The Federal awarding agency shall issue disposition instruction within 120 calendar days after the end of the
Federal support of the project for which it was acquired. If the Federal awarding agency fails to issue disposition
instructions within the 120 calendar-day period the grantee shall follow? 2 CFR 200

(3) When title to equipment is transferred, the grantee shall be paid an amount calculated by applying the
percentage of participation in the purchase to the current fair market value of the property.

Records: The applicant will give the grantor agency or the DHS or the Office of the Inspector General, through any
authorized representative, the access to and the right to examine all records, books, papers or documents related to the

grant.

Recording and Documentation of Receipts and Expenditures: Subrecipient’s accounting procedures must provide for
accurate and timely recording of receipt of funds by source of expenditures made from such funds and unexpended
balances. These records must contain information pertaining to grant awards, obligations, unobligated balances, assets,
liabilities, expenditures and program income. Controls must be established which are adequate to ensure that expenditures
charged to the sub grant activities are for allowable purposes. Additionally, effective control and accountability must be
maintained for all grant cash, real and personal property and other assets. Accounting records must be supported by such
source documentation as cancelled checks, paid bills, payrolls, time and attendance records, contract documents, grant
award documents, etc.

Reports: The subrecipient shall submit, at such times and in such form as may be prescribed, such reports as DOS may
reasonably require, including financial reposts, progress reports, final financial reports and evaluation reports.

Final and fiscal close-out Report: The report is in addition to the cumulative progress reports and is also due 30 days
after the end of the grant period.

Retenvon of Records: Records for non-expendable property purchased totally or partially with grantor funds must be
retained for three years after its final disposition. All other pertinent grant records including financial records, supporting
documents and statistical records shall be retained for a minimum of three years after the final expenditure report.
However, if any litigation, claim or audit is started before the expiration of the three year period, then records must be
retained for three years after the litigation, claim or audit is resolved.

Suspension or Termination of Funding: DOS may suspend, in whole or in part, and/or terminate funding for or
impose another sanction on a subrecipient for any of the following reasons:
¢ Failure to comply substantially with requirements or statutory objectives of the 2003 Omnibus Appropriations Act
issued there under, or other provisions of Federal Law;
e Failure to adhere to the requirements, standard conditions or special conditions;
e Proposing or implementing substantial program changes to the extent that, if originally submitted, the application
would not have been approved for funding;
e Failure to submit reports;
e Filing a false certification in this application or other report or document;
e Other good cause shown.

Udlization and Payment of Grant Funds: Funds awarded are to be expended only for purposes and activities covered
by the subrecipient’s approved project plan and budget. Items must be in the subrecipient’s approved grant budget in order
to be eligible for reimbursement.

Utdlization of Minority Businesses: Subrecipients are encouraged to utlize qualified minority firms where cost and
performance of major contract work will not conflict with funding or time schedules.
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32. Wrtten Approval of Changes: Any mutually agreed upon changes to this sub grant must be approved, in writing, by
DOS prior to implementation or obligation and shall be incorporated in written amendments to this grant. This procedure
for changes to the approved sub grant is not limited to budgetary changes, but also includes changes of substance in project
activities and changes in the project director or key professional personnel identified in the approved application.

Reporting Requirement: Typing of Equipment and Training:

Ongoing HSGP Guidance, FOA, and NOFAs require that all where applicable grantees report equipment purchases and the
typed capability the equipment supports (where such typing guidance exists); the number of people trained in a given capability
to support a reported number of defined resource typed teams (e.g., 63 responders were trained in structural collapse to support
23 Type 2 USAR Teams); and the total number of a defined type of resource and capabilities built utilizing the resources of this
grant. Grantees will specify the number of resources, capability supported, whether it is a NIMS or State/local typed resource,
the cost, and whether the resource sustains current capabilities or adds new capabilities. The resources should be reported only
after equipment is delivered or after training has occurred and the corresponding grant funds have been expended. GMU will
advise further on format for reporting upon grant award.

As a condition of the receipt of these funds:
Funding may be suspended or terminated for filing a false certification in this application or other reports or document as

part of this program.

Tracking of Equipment:
Upkeep, maintenance, and training of and for equipment procured as part of the Homeland Security grant program is a local

and/or grantee responsibility. The inventory of this equipment is a local responsibility and the recipient of such understands
that inspections, auditing, and inventory accounting of this equipment may occur as a condition of this grant either from
Federal, State or other appropriate level agency and agent.

Equipment valued over $5,000:

To comply with OMB 2 CFR 200 equipment valued at this level must inventoried and tracked locally and be reported to the
State Department of Safety (DOS) — Grants Management Unit for 2 years or until the item carries a depreciated value of less
than $250 or in the case of State Agency will follow the policy as well for NH State Agencies. The disposition of the
equipment must be reported. DOS recommends consulting with GMU and the property control managers at your Agency for
compliance and disposition rules governing equipment procured with Federal funds.

Certification by Official Authorized to Sign

I certify that I understand and agree to comply with the general and fiscal provisions of this grant
application including the terms and conditions; to comply with provisions of the regulations
governing these funds and all other federal and state laws; that all information presented is cotrect;
that there has been appropriate coordination with affected agencies; that I am duly authorized by
the Applicant to perform the tasks of the Official Authorized to Sign as they relate to the
requirements of this grant application; that costs incurred prior to Grantee approval may result in the
expenditures being absorbed by the subrecipient; and, that the receipt of these grant funds through

the Grantee will not supplant state or local funds. CERTIFICATION: I CERTIFY THAT I AM DULY
AUTHORIZED UNDER THE STATUTES OF THE STATE OF NH TO APPLY FOR, AUTHORIZE, OR ACCEPT THE
HOMELAND SECURITY GRANT FUNDS / EQUIPMENT HEREIN. ***THE AUTHORIZING OFFICIAL MUST BE
STATUTORILY ALLOWED TO SIGN A CONTRACT FOR THE MUNICIPALITY (i.e. Mayor, City Manager, Town
Manager, Chairperson BOS, etc.) PER RSA 31:95b or RSA 37:6

Non-Supplanting Certification: This certification, which is a required component of the New Hampshire
application, affirms that federal Homeland Security grant funds will be used to supplement (add to) existing
funds, and will not supplant (replace) funds that have been locally appropriated for the same purpose.
Potential supplanting will be addressed in the application review as well as in the pre-award review, post
award monitoring, and the audit. DHS/FEMA 1.B. 379 allows are as well as FP-205-402-125-1 which apply
to maintenance and sustainment of grant or in some cases non- grant acquired capabilities with specific
definitions. Applicants and/or grantees will be/may be required to supply documentation certifying that a
reduction in non-federal resources occurred for reasons OTHER than the receipt or expected receipt of
federal Homeland Security grant funds. Supplanting funds is loosely defined (for these purposes) as using
federal grant money to “replace” or “take the place of” existing local funding for equipment or programs.
The funds are intended to provide local entities with increased or in 2015 sustained capabilities or to build
capacity to address CBRNE/WMD terrorist incidents.
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CERTIFICATION BY COMMISSIONER OR LEGAL AUTHORIZED OFFICIAL

I certify that: (1) I understand and agree to comply with the general and fiscal provisions of this grant
application including the terms and conditions; (2) I understand and agree to comply with provisions of
the regulations goveming these funds and all other federal and state laws; (3) all information presented is
correct; (4) there has been appropriate coordination with affected agencies; (5) I am duly authorized by
the applicant to perform the tasks of Program Manager/Contact as they relate to the requirements of this
grant application; (6) costs incurred prior to Grantee approval may result in the expenditures being
absorbed by the sub-grantee; and, (7) the receipt of these grant funds through the Grantee will not
supplant state or local funds.

Name: berrs  Soufef Title: _ A oirirng 554 a?u/u'/ A1
Agency: ,L f’[y’,‘ an Iﬂuéﬁna//—w;/hﬂah Mailing Address: { T HZ T M/
Phone Number: _ 463 ',fé/5’-57,05 Conacrdl A ¢ 3306/

Fax Number: foJ -A7/- 15/4¢ E-Mail Address: [[/c‘/)/d, /W/QLG‘Q; 10 L% 71/14?0 v

() 7&
Signature: [LUA(A N
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(f) Taking one of the following actions, within 30 calendar days of receiving
notice under subparagraph (d)(2), with respect to any employee who is Place of Performance (Street address, City, County, State, Zip code)

convicted-

27 Hazen Drive

(1) Taking appropriate personnel action against such an employee,
up to and including termination, consistent with the requirements of Concord, NH 03301
the Rehabilitation act of 1973, as amended; or

(2) Requiring such an employee to participate satisfactorily in a
drug abuse assistance or rehabilitation program approved for such
purposes by a Federal, State, or locat heaith, law enforcement, or

other appropriate agency; Section 17.630 of the regulations provide that a grantee that is a
State may elect to make one certification in each Federat fiscal
year. A copy of which should be included with each application for
FEMA funding. States and State agencies may elect touse a
state wide certification.

Check D If there are workplaces on file that are not identified
here.

(g) Making a good faith effort to continue to maintain a drug free workplace
through implementation of paragraphs (a).(b).(c).(d).(e) and (f).

B. The grantee may insert in the space provided below the site(s) for the
performance of work done in connection with the specific grant:

As the duly authorized representative of the applicant, I hereby certify that the applicant will comply with
the above certifications.

. Grantee Name and Address: _NH Department of Information Technology

. Project Name: Homeland Security

. Grantee IRS Number:

. Typed Name and Title of Authorized Representative: Rosanne Curry, Director Bureau of
Finance and Administration

. Signature of Authorized Representative: L/&(/JAM(‘ LW

February 4, 2016

. Date:

FEB 05 2016

GRANTS MGMT. UNIT




