STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHAVIORAL HEALTH
BUREAU OF DRUG AND ALCOHOL SERVICES

Jeffrey A. Meyers

Commissioner 105 PLEASANT STREET, CONCORD, NH 03301
. 603-271-6110 1-800-852-3345 Ext. 6738
Katja S. Fox Fax: 603-271-6105 TDD Access: 1-800-735-2964

_ Director www.dhhs.nh.gov

October 19, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Behavioral Health,
Bureau of Drug and Alcohol Services, to enter into an agreement with Portland Webworks, Inc,
Vendor #282677-B001, 5 Milk St., Portland, ME 04101, for the provision of designing,
developing, implementing, hosting and managing a single, consolidated website for the
purpose of ensuring the general public has access to consistent and accurate information on
services related to Substance Use Disorders (SUD), in an amount not to exceed $200,000,
effective upon date of Governor and Executive Council approval through June 30, 2020. 100%
Federal Funds

Funds are available in the following account for State Fiscal Years 2019 and is
anticipated to be available in State Fiscal Year 2020 upon the availability and continued
appropriation of funds in the future operating budget, with authority to adjust encumbrances
between State Fiscal Years through the Budget Office without further approval from Governor
and Executive Council, if needed and justified.

05-95-92-7040-500731-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG &
ALCOHOL, STATE OPIOID RESPONSE (SOR) GRANT

State Total
Fiscal Class/Account Class Title Job Number Amount
Year .
20189 102-500731 Contracts for Prog Sve | 92057040 $150,000
2020 102-500731 Contracts for Prog Svc 92057040 $50,000
" Total- | $200,000

i NOU27'18 P 2:44 DAS £5/4 \\\pl\f



His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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EXPLANATION

The purpose of this request is to enter into an agreement with Portiand Webworks, Inc.
to provide website design and hosting services in support of the Department’s goal to re-align
the substance use disorder (SUD) service access system into a streamlined and standardized
approach as part of the State Opicid Response (SOR) grant, as awarded by the Substance
Abuse and Mental Health Services Administration (SAMHSA).

The establishment of a single website for information and service referral is critical to
the Department's Opioid Response Plan. In the current environment, a multitude of disparate
websites and resource lists are available for individuals seeking information and services for
SUD. The website that results from this agreement will serve as a single repository designed to
capture Department vetted information about prevention, treatment, recovery and harm
reduction services. Funds will be utilized by Portland Webworks, Inc. to design, develop,
implement, provide the hosting for and manage a single, consolidated website that ensures the
general public in New Hampshire has access to consistent and accurate information on SUD
services available in New Hampshire.

This website will ensure individuals who seek information about SUD are directed to the
appropriate resources, including the 2-1-1 NH call center and Regional Hub services.

Portland Webworks, Inc. was selected for this procurement through a competitive bid
process. A Request for Proposals was posted on the Department of Health and Human
Services' website from September 14, 2018 through October 4, 2018. The Department
received three (3) proposals. The proposals were reviewed and scored by a team of
individuals with program specific knowledge. The Score Summary is attached.

As referenced in the Request for Proposals and in the Exhibit C-1 of this contract, this
Agreement has the option to extend for up to four (4) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and approval of
the Governor and Executive Council.

Notwithstanding any other provision of the Contract to the contrary, no services shall
continue after June 30, 2019, and the Department shall not be liable for any payments for
services provided after June 30, 2019, unless and until an appropriation for these services has
been received from the state legislature and funds encumbered for the SFY 2020-2021
biennium, :

Should the Governor and Executive Council not authorize this request, communications,
information and resources available regarding SUD to individuals will continue to be separate
and not communicate with a consistent message, which may to result in delays to accessing
care for SUD for individuals. '

Area served; Statewide.

Source of Funds: 100% Federal Funds from DHHS, Substancé Abuse & Mental Health
Services Administration, Center for Substance Abuse Treatment, State Opioid Response
(SOR) Grant — SAMHSA, (FOA) No. TI-18-015. FAIN #T1081685



His Excellency, Govemnor Christopher T. Sununu -
and the Honorable Council :
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In the event that the Federal {or Other) Funds become no longer available, General Funds
will not be requested to support this program.

Respectfully submitted,
W" 7<

Katja Fox

Director, Division for Behavioral Health

/

Approved by:'

Jéﬁ@ A. Meyers
Commissioner

A

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunilies for citizens to achieve health and independence.



Office of Business Operations
Contracts & Procurement Unit
Summary Scoring Sheet

New Hampshire Department of Health and Human Services

Website Development for Substance

Reviewer Names

Abby Shockley, Snr Policy Analyst,

* Substnc Use Srvs DBH

Randy Moser, Health Promotion

* Advisor, BDAS

Jacob Leon, Director of

- Communications, DHHS

Use Disorder Information and Services : RFP-2019-DBH-05-WEBSI
RFP Name RFP Number
Bidder Name PassiFail M:‘:Il':;m 22::::
1 Porttand Webworks : 400 313
2 silvertech 400 244
3 The Altos Group, LLC 400 189

Laurie Heath, Business Admin [l

" DBH/BDAS Finance

David Wieters, Director, Bureau of

" Information Services




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFQRMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TPD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

November 16, 2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301 .

Dear Commissioner Meyers:

This letter represents formal notification that tlhe Department of Information Technology (Dol T)
has approved your agency’s request to enter into a contract with Portland Webworks, Inc., of Portland,
ME as described below and referenced as Dol T No. 2019-020.

The purpose of this request is for the Department of Health and Human Services to enter
into a contract agreement for the design, development, implementation, hosting and

management of a consolidated website for the|purpose of ensuring the general public has
access to consistent and accurate information on services related to Substance Use

Disorders.

The amount of the contract is not to exceed $200,000 and is effective upon Governor and
Executive Council approval, through June 30, 2020.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for{approval.

Sincerely,

Kl b

Denis Goulet

DG/ik
DolT #2019-020

cc: Bruce Smith, IT Manager, DolT

"innovative Technologies Today for New Hampshire's Tomorrow™




FORM NUMBER P-37 (verston 5/8/15)
Subject: 20] H-05- I jte Develol 1 Substence i )

And Services
Notice: This ogreement and all of its ettochments shall become public upon submission to Governor and

Executive Council for approval. Any information that is private, confidential or proprictary must
be clearly identificd to the agency and agreed to In writing prior to signing the contract.

AGREEMENT
The State of New Hampshire end the Contractor hereby mutually agree ss follows:
GENERAL PROVISIONS
1. IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
NH Departiment of Health and Human Services 129 Pleasant Street
Concord, NH 03301-3857
1.3 Contractor Name 1.4 Contraclor Address
Portland Webworks, Inc. § Milk Street
Portiand, ME 04101
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number .
207-773-6600 05-95-92-7040-500731- June 30, 2020 $200,000
92057040
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director 603-271-9631
Bureau of Contracts and Procurement
1.11 Contractor Signature 1.12 Name and Title of Contractor Signatory
- h - 3 Justin Davis, President

213 Acknowledlgement: State of Mwh% ,Countyof (* U,VV\\CK'A o d

on | 0 ,7/8 \ZO' B , before the undersigned officer, personally appeared the person identified in biock 1.12, or satisfactorily
proven to be the person whose name is signed in block 1.11, and ecknowledged that she executed this document in the capacity
indicated i block 1.12.

1.13.1 Signature of, Publig or Justice of the Peace
&2 ALISON MARIE SCHESTOPOL

. ' ; i Maiaty Public-Maing

[Seal) My Commiggion Expitos
1.132 Name and Title of Notary or Jystice of the Peace = Aprile, 2022

r
Blison Marw Schestpol

1.14 Stale Agency Signature 1.15 Name and Title of State Agency Signatory

/)C-’/'\?-& '\%_Q Date; U/?«h{ \‘/'—"J‘;:\""S "C—Dﬂ v/ﬁ-c-‘f‘i)/_

1.16 Approval by the N.H. Department of Administration, Division of Persotne! (if applicable)

By: ~ Director, On:

1.17 Approval by theAtiorney General {Form, Substance end Exccution) (if applicable)

. . . !
i SV VN gren o Bty V)11
1.18 Approval by &e Governor and Executi ncil (if apgfigable) / ' I 7

By: On:

& Page | of 4



FORM NUMBER P-37 (version 5/8/15)
Subject: 2019-DBH-05-WEBSI[/Website Development for Substance Use Disorder Information

And Services

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS
1. IDENTIFICATION.

1.1 State Agency Name
NH Department of Health and Human Services

1.2 State Agency Address
£29 Pleasant Street
Concord, NH 03301-3857

1.3 Contractor Name

1.4 Contractor Address
5 Milk Street

Portland Webworks, Inc.
Portland, ME 04101

1.5 Contractor Phone 1.6 Account Number 1.8 Price Limitation

Number
207-773-6600

1.7 Completion Date

05-95-92-7040-500731- $200,000

92057040

June 30, 2020

1.10 State Agency Telephone Number
603-271-9631

1.9 Contracting Officer for Stale Agency
Nathan D. White, Director
Bureau of Contracts and Procurement

1.11 Contractor Signature 1.12 Name and Title of Contractor Signatory

Justin Davis, President

P4\ \

113 Acknowledgement: State of , County of

On' - , before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven ié be the person whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity

| indicated ify block 1.12.
1.13.1 Signature of PuGlig or Justice of the Peace

ALISON MARIE SCHESTOPOL
Notaty Public-Maine

- [Seal) My Commission Expiras

Aprit 16,2022

1.13.2 "Namg anEl Title of Notary or Jystice of the Peace @
Alison Maru Schéstpol

1.15 Name and Title of State Agency Signatory

Vi S Foy NV Y

D

N F R o<

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:
1.17 Approval by the'Attorney General (Form, Substance and Execution) (if applicable)

i O | A ﬁ%?a’ww /1)1
1.18 Approval by ffe Governor and Executi ncil (tfap@ablc) / / ’

By: On:

Page | of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (*Contractor™) 1o perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
{“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 if the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
1o the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2 of 4

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitied by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination,

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
quatified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor Initials J Q

Date_10/28/18 _



Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shail constitute an event of default hereunder
{“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
§.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it 1o be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
{(2) days after giving the Contractor notice of termination;
8.2.2 give the Coniractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or '

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION,

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished. .

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shatl be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

Page 3 of 4

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report (“Termination Report™) describing in
detail al) Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical 1o those of any Final Report
described in the attached EXHIBIT A,

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor ts in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers” compensation
or other emoluments provided by the State to its employees.

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement,

14, INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Contractor Initials -—‘D
Date 10/28/18



14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, ot his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Cantractor agrees,
certifies and warrants that the Contracter is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
{"Workers' Compensation”),

15.2 To the extent the Contractor is subject to the
requirements of N,H, RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers’ Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
ot her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers’ Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers’
Compensation laws in connection with the performance of the
Services under this Agreement,

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions herecf upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no
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such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

2]1. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22.SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in fuli force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Contractor Initials _J_D____
Date_10/28/18 _



New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSI/Website Development for Substance Use Disorder Information

And Services

Exhibit A

Scope of Services

1.  Provisions Applicable to All Services

1.1

1.2.

The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or state court orders may have an
impact on the Services described herein, the State Agency has the right to
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

Notwithstanding any other provision of the Contract to the contrary, no
services shall continue after June 30, 2019, and the Department shall not
be liable for any payments for services provided after June 30, 2019, unless
and until an appropriation for these services has been received from the
state legislature and funds encumbered for the SFY 2020-2021 biennia.

2. Scope of Work

2.1. Business Requirements
2.1.1. The Contractor shall design, develop, implement, ensure hosting
for and provide ongoing management, support and maintenance
for a website which shall contain information for individuals seeking
information around SUD and available services.
2.1.2. The Contractor shall work directly with the Department and lead a
wholly collaborative process to develop the website.
2.1.3. The Contractor shall ensure individuals seeking information
through this website:
2.1.3.1. Receive consistent, quality web-based information on a
variety of topics related to substance use disorder and
substance misuse that is easily accessible, and
2.1.3.2. Can access landing pages for topics provided by the
Department that include, but are not be limited to;
2.1.3.2.1. Prevention;
21.3.2.2. Treatment,
2.1.3.2.3. Recovery,; and
_ 21324, Harm Reduction. (such as, Access to

o Naloxone (Narcan)).

;{?: Portland Webworks Inc: B Exhibit A " ' 'Contractor inllialg JD
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New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSI/Wehsite Development for Substance Use Disorder Information
And Services

Exhibit A

2.1.3.3. Receive immediate information and direction to call 211
or visit their Regional Hub to access services

2134, Receive assurances that no Protected Health
Information (PHI) or Personally Identifying Information
(P11} will be retained as a result of accessing the website.

2.1.4. The Contractor shall ensure that if the performance of services on
behalf of the Department involves the creation, receipt, collection,
transmission, maintenance, storage, or disposition of confidential
information, including but not limited to PIl, PHI, PFl or other
confidential information the information will be safeguarded as
required by the applicable state rule, and state and federal laws.

2.1.5. The Contractor shall ensure that if performance of the services on
behalf of the Department involves the receipt, collection,
transmission, storage, or disposition of confidential information
relating to an individual's substance use disorder treatment, the
information will be safeguarded as required by the applicable state
rule, and state and federal laws, and;

2.1.6. The Contractor shall ensure corhpiiance with all consent and notice
: requirements prohibiting re-disclosure as required by 42 CFR Part
2.

2.1.7. The Contractor shall work with the Department to establish and
manage the Domain Name System (DNS) and Uniform Resource
Locator (URL) for the website. (In selecting a URL for the website,
the selected Contractor must consider a State URL). ‘

.2.1.8. The Contractor shall not charge visitors for accessing, redirecting
to linked sites or visiting the website.

2.1.9. The Contractor shall ensure all :advertisements are not approved
by the Department prior to adding to the website.

2.1.10. The Contractor shall develop and execute a formal project plan,
which shall include, but is not limited to:

2.1.10.1. Development activities,
2.1.10.2. Testing Activities, and
2.1.10.3. .Implementation activities.

2.1.11. The Contractor shall design and establish a full brand re-design as
T : : a component of the website; that includes, but is not limited to, a.. et
: . :_,: . ,Iogo re: deS|gn to promote the new ser\nce access. mfrastructure
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2.2. Website Design

2.2.1. The Contractor shall provide a website layout proposal to the
Department for approval, prior to initiating any development, which
shall include, but not be limited to:

2.2.1.1. Website Information Architecture.

2.2.1.2. Overall structure of the website.

2.2.1.3. Navigational flow between pages.

2.21.4. Elements/links available on pages.

2.21.5. How content will behave across the site.

2.2.1.6. Building and utilizing APIs for future system integrations

2.2.1.7. Utilizing style sheets, fonts, colors and other user
interface guidelines as adopted by the State of New
Hampshire

2.21.8. The Contractor shall ensure the web site is compliant
with all federal and state laws, including- but not limited
to the provision for equally effective and substantially
equivalent ease of use for:

2.2.1.8.1. Persons with disabilities, as required by the
Americans with Disabilities Act (ADA) and
Federal Rehabilitation Act; and

2.2.1.8.2. Individuals with Limited English Proficiency
(LEP) as required by federal civil rights laws
and Section 1557 of the Affordable Care Act
(ACA) of 2010.

2.21.9. The Contractor shall ensure the website design is
visually consistent with State of New Hampshire DHHS
brand and  aligns with  website  standards
(https://www.nh.qov/doit/Contractor/documents/nh-

website-standards.pdf ).

222. The Contractor shall ensure that the design is reviewed and
approved by the Department prior to launch and;

2.2.21.. Includes a clean, professional 'horﬁep_age design, _
" reflecting the design of other Department websites; i

o ' - 2.2.2.2" Includes a look and feel which entices vigitors to use the" =
e - eoatmsERe o ==einformation, servnces and resources; - =i5 .o~
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2.2.2.3. s intuitive to users

2224, |Includes the development of all related graphic assets
for site launch, including;

22241, Additional page templates, including, but
not limited to,

22.2.41.1. mobile design,
222412  contact form, and
22.2413. style sheet, etc.
22242, Rollover effects;
22243. Headerimages, as applicable.

2225 Is in accordance with best practice standards, and
federal and state laws, for language and communication
accessibility, including, but not limited to:

22251, Google Translate function:

22252  Accessible at the top and bottom of all
webpages,

22253. For at least the top 15 languages, as
established by the Depariment,

22.254. Including a disclaimer statement similar to
the current Department website
(https://www.dhhs.nh.gov/disclaimer.htm),

22.255. If not Google, another comparable product
that is at least as accurate.

22256. Any vital documents available on the
website must include translated versions,
translated by qualified translators.

2.2.25.7. Publish taglines, short statements in non-

English languages, in the top 15 languages,

as established by the Department, in

accordance with ACA .- Section 1557.

(Sample: ATTENTION: If you speak [insert

Ianguage] language assistance services,

free of charge, are available to you. Call 1-

e ' " ' XXX=Xxx-xxxx (TTY: 1-xxx xxx xxxx) :
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2.2.2.58. Include the notice of nondiscrimination on
the homepage, in the language(s)
established by the Department.

2.2.26. Ulilizes Cascading Style Sheets (CSS), as well as
JavaScript, as needed;

2.2.26.1. For accessibility compliance, all content
shall be available to the user without the use
of client-side programming or scripting
language like JavaScript.

2.2.2.7. Integrates interactive mapping capabilities for address
locations within the site;

2.2.2.8. Allows for the addition, as well as removal of social
media services, as needed;

2.2.29. |Is formatted to meet any current browser and software
operating systems currently available for use;

2.2.2.10. Presents all content to be displayed/proportioned
correctly on all standard mobile displays and devices,
including, but not limited to;

22.210.1. Computers;
2.2.210.2. Tablets;
2.2.210.3. Smar devices

2.2.3. The Contractor shall ensure the installation and use of a Secure
Sockets Layer (SSL) certificate.

2.2.4. The Contractor shall ensure the website design aligns with the
Department’s existing online presence.

2.25. The Contractor shall specify a non-proprietary Content
Management System (CMS) to be used to support the
management of the content of web pages.

2.2.6. The Contractor shall ensure the application of patches and plugin
updates to the defined CMS.

2.2.7. The Contractor shall use images provided by the Depaﬂment
within the design of the websnte

228. The Contractor shall ensure that any mobile inten‘ace(s) have low

A ' page load ‘times, which' perform at mobile*“website: SpeedS' r
R SEE ,_,acceptable to the, Department that minimize data:usage. . —-=- _
Te ey T .::",.":- ':: < e e + *‘ﬂ: - eeinl :.3.7; b - e '..._..,_..," “‘.III;‘.,-,::; _*‘,_:,.,.
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2.2.9. The Contractor shall define Search Engine Optimization (SEQ) as
a component of their design proposal. This must include, but not

be limited to;
2.2.9.1. Identification of main keywords for each page in the
sitemap.

2.29.2. Research of US search query information, to develop
proper URL naming conventions and language-
appropriate metadata, including page titles, meta
descriptions and other page metadata.

2.2.10. The Contractor shall ensure that individual or identifiable data is
not collected or scraped.

2.2.10.1. Unless specifically required and unless clear notice is
provided to users of the website or social media, the
Contractor shall ensure that site visitation will not be
tracked, disclosed or used for website or social media
analytics or marketing.

2.3. Website content : : o

2.3.1. The Contractor shall present a detailed project plan, defining how
existing content from other Department sponsored or endorsed
sites (including, but not limited to: page content, text, images,
videos, other media) will be inventoried and migrated to the new
website.

2.3.2. The Contractor shall ensure any video media includes closed
captioning.

2.3.3. The Contractor shall ensure that both an HTML sitemap page, as
well as an XML sitemap file are components of the’ new site, which
shall also be uploaded to Google and Bing.

2.3.4. The Contractor shall ensure any services using social media or a
website to solicit information of individuals, or Department data, the .
selected Contractor shall work with the Department’s
Communications Bureau to ensure that,

2.3.4.1. Anywebsite designed, created, or managed on behalf of :*
the Department meets all NH DolT website and social -
media requirements and or policies,
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2342 Any protected health information (PHI}, personal
information (Pl), or other confidential information
solicited either by social media or the website, must not
be maintained, stored or captured and must not be
further disclosed except as expressly provided for in the
contract. '

2.3.4.3. The solicitation or disclosure of any PHI, PI, or other
confidential information shall be subject to the
requirements in the contract Exhibit K, Exhibit |, and all
applicable state rules, or state or federal law.

2.4.  Functionality.

2.4.1. The Contractor shall define the core functionality of the website;
including, but not limited to:

2.41.1. Direct contact phone call from mobile; and
2.4.1.2. Language and communication accessibility.

242, The Contractor shall ensure the Department retains local
Administrator rights to the website upon implementation.

2.5. Ongoing 'Management, Support and Maintenance

2.5.1. The Contractor shall provide ongoing management, support and
maintenance for the site, which includes, but is not limited to:

2.5.1.1. Immediate resolution of any design defects, errors, bugs,
project and/or content omissions and website failures;

2.5.1.2. Ongoing phone and email support to the Department;

2.5.1.3. Support for plugin updates, customization and/or script
and/or content changes, which require updates.

. 2.5.2.  The Contractor shall have practices and procedures, and provide
' - its staff, subContractors, and/or end users, as defined in Appendix
B, Exhibit K, with periodic training in practices and procedures to-
ensure compliance with Department, information security, privacy
and confidentiality rules and state and federal laws.

2.6. Business Analysis

2.6.1. The Contractor shall:

2;6._1.1. Facilitate and document discovery sessions for,
identification of current websites and programs to be

"r
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2.6.1.2. Facilitate and document additional requirements for site
design and use;

2.6.1.3. Identify site content and system migration methodology
and implement based on department approval.

2.7. Testing and Acceptance

2.7.1. The Contractor shall establish a test environment to conduct User
Acceptance Testing.

2.7.2. The Contractor shall provide a test plan for the conduct of User -
Acceptance Testing that includes the ability to conform to the
standards defined within this agreement.

2.7.3. The Contractor shall correct all deficiencies noted by the State and
provide the opportunity for retesting of the corrected test pages.

2.7.4. The Contractor shall ensure that acceptance is determined when
the State verifies all of the deliverables are met.

2.7.5. The Contractor shall test for ADA compliance, using Web Content
Accessibility Guidelines (WCAG) 2.0 AA; '

2.7.6. The Contractor shall:

2.7.6.1. Provide a report defining any issues uncovered through
testing, and

2.7.6.2. Define its resolution plan to address uncovered issues.
2.8. Intellectual Property (Ownership and Control)

2.8.1. The Contractor shall ensure that all logos and brands developed
and delivered through this contract are owned by the Department
and may only be released or shared with other entities with the
written approval of the Department.

2.8.2. The Contractor shall ensure the Depart:ment'is the sole owner of all
data and solutions and must approve all access accordingly.

2.9. Project Management

2.9.1. The Contractor shall coordinate and manage the project plan.

2.9.2. The Contractor shall conduct a project kick-off meeting within fve
{5) business days of the coritract effective date.

2.9.3. _The Contractor shall provide a work plan!tlmellne that defines the:_
mllestones activities,, deliverables, and due dates W|th|n five (5)
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2.94.

2.9.5.

2.96.

2.9.7.

2.9.8.

The Contractor shall provide written weekly progress reports that
provides at a minimum:

2.94.1. A summary of the key work performed during the weekly
period;

2.9.4.2. Encountered and foreseeable key issues and problems;
and

2.9.4.3. Scheduled work for the upcoming period including
progress against the work plan

The Contractor shall identify potential risks and issues and include
a mitigation strategy for each, in the weekly progress reports.

The Contractor shall be responsible for scheduling weekly project
status meetings, and providing notes from the meetings to the
Department within two (2) business days from the date of the
meeting.

The Contractor shall provide weekly demonstrations to DHHS
identified project team of the site for review and changes to User
Experience (UX) or User Interface (Ul) and plan for the following
week's product delivery.

The Contractor may adjust and update reporting and
demonstration schedules following deployment of the Minimal
Viable Product (MVP), upon Department approval.

2.10. Delegation and SubContractors

2.10.1.

If any services required in the Scope of Services are provided, in
whole or in part, by a subcontracted agency or provider, the
Department must be notified in writing prior to the initiation of the
subcontract.

2.11. Reporting and Deliverable Requirements

2111.

The Contractor shall work with DHHS to implement a business
associate agreement to provide website analytics including:

2.11.1.1. Total number of individuals who have accessed the
website

2.11.1.2. Most commeon link utilized

21114, Average tlme spent on page

“"‘M‘a—hwy haR g pravenarh sl s ] Skt
!...._-l-..

2.11.1.3. Language(s) by which the websute is accessed
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2.11.1.6. Peak visit hours
2.11.1.7. Visitor Geographic Location

2.11.1.8. Bounce rate

2.11.2. The Contractor shall ensure that any personal information to be
reported upon is defined as;

2.11.2.1. De-identified,

2.11.2.2. Aggregate,

2.11.2.3. Includes PHI, Pll or PF!, or

2.11.2.4. Includes other confidential information

2.11.3. The Contractor shall ensure all reporting of confidential information,
PHI, Pll and/or PFI complies with all state or federal laws and

complies with the minimum necessary requirement found in 45
CFR 164.

2.11.4. The Contractor shall safeguard 42 CFR Part 2 information, as
required, and shall ensure compliance with all consent and notice
requirements prohibiting re-disclosure.

2.11.5. The Contractor shall adhere to Department and state standards
and guidance regarding:

2.11.5.1. State owned devices,
2.11.5.2. Systems,
2.11.5.3. Network usage, and
2.11.5.4. Standards defined from:
2.11.5.4.1. The Department of Information Technology,

2.11.54.2. The Department Information Security
Office, and

2.11.5.4.3. The Privacy Office.

3. Deliverables

3.1. Contractor shall deploy a mutually agreed upon Minimal Viable Product
(MVP) no later than January 1, 2019, unless an alternative tlmehne has
been reviewed and approvéed by the Department.- :

3.2. Contractor shall secure a Hostmg Solutlon for the MVP through the contract
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3.3. Contractor shall deploy update(s) to Minimal Viable Product as agreed upon
with the Department.

3.4. Contractor shall provide a twelve-month warranty covering the resolution of
any bugs, errors and omissions at no cost to the Department, which shall
begin on June 30, 2019.

4. State Opioid Response (SOR) Grant Standards

4.1. The Contractor shall provide the Department with timelines and
implementation plans associated with SOR funded activities to ensure
services are in place within thirty (30) days of the contract effective date.

4.1.1. The Contractor shall submit an updated implementation plan to the
Department for approval that outiines anticipated service start
dates, if services cannot be in place as indicated within this
agreement.

4.1.2. The Department reserves the right to terminate the contract and
liquidate unspent funds if services are.not in place within ninety (90)
days of the contract effective date.
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Hampshire Department of Health and Human Services
2019-DBH-05-WEBSUWebsite Development for Substance Use Disorder Information

And Services
Exhibit B

Method and Conditions Precedent to Payment

1) The State shall pay the Contractor an amount not to exceed the Form P-37, Block 1.8, Price Limitation for the
services provided by the Contractor pursuant to Exhibit A, Scope of Services.

1.1, This Agreement is funded with funds from the Department of Health and Human Services, State Targeted
Response to the Opioid Crisis Grants, CFDA #93.788, Federal Award Identification Number FAIN
#H79TI081685.

1.2 The Contractor agrees to provide the services in Exhibit A, Scope of Service in compliance with funding
requirements. Failure to meet the scope of services may jeopardize the funded Contractor's current
and/or future funding.

2) Payment for said services shall be made monthly as follows:

2.1, Payment shall be on a cost reimbursement basis for actual expenditures incurred in the fulfillment of this
Agreement, and shall be in accordance with the approved line item.

2.2, The Contractor will submit an invoice in a form satisfactory to the State by the twentieth working day of
each month, which identifies and requests reimbursement for authorized expenses incurred in the prior
month. The invoice must be completed, signed, dated and returned to the Department in order to initiate
payment. The Contractor agrees to keep records of their activities related to Department programs and
services.

2.3. The State shall make payment to the Contractor within thirty {30) days of receipt of each invoice,
subsequent to approval of the submitted invoice and if sufficient funds are available. The Contractor will
keep detailed records of their activities related to DHHS-funded programs and services.

24, The final invoice shall be due to the State no later than forty (40) days after the contract Form P-37, Block
1.7 Completion Date.

25, In fieu of hard copies, all invoices may be assigned an electronic signature and emailed to

DPHScontractbilling@dhhs.nh.gov, or invoices may be mailed to:

Financial Administrator

Department of Health and Human Services
Bureau of Drug and Alcohol Services

129 Pleasant Street

Concord, NH 03301

2.6, Payments may be withheld pending receipt of required reports or documentation as identified in Exhibit
A, Scope of Services and in this Exhibit B. -

< 3) Notwithstanding paragraph 18 of the General-Provisions P-37, changes limited to adjusting amounts between
budget line items, related items, amendments of related budget exhibits wathln the price limitation, and to adjusting
B encumbrances between State Fiscal Years, may be made by wrltten agreement of both partles and may be made
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New Hampshire Department of Health and Human Services
Exhibit C

SEECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compliance with Federal and State Laws: If the Contractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and docurmentation
regarding eligibility determinations that the Department may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as
individuals declared ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill cut
an application form and that each applicant or re-applicant shall be informed of his/her right to afair
hearing in accordance wjth Department regulations.

5. Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if it is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or inany
other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individua! is eligible for such services.

7. Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments'hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
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New Hampshire Department of Health and Human Services
Exhibit C

7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:

8.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures and practices which sufficiently and
praperly reflect all such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2, Statistical Records; Statistical, enrollment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility (including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to cbtain
payment for such services.

8.3. Medical Records: Where appropriate and as prescrrbed by the Department regulations, the
Contractor shall retain medical records on each patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close ofthe
agency fisca! year. It is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations” and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.

9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the
Depariment, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuantto
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidential and shallnot
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following
times if requested by the Department.

11.1.  Interim Financia! Reports; Written interim financial reports containing a detailed description of
all costs and non-aliowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2.  Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shail be in a form satisfactory to the Department and shalt
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information required by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the cbligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if, upon review ofthe
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor,

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall include thefollowing
statement:

13.1. The preparation of this (report, document etc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audic} produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contractwithout
prior written approval from DHHS. :

15. Operation of Facilities: Compliance with Laws and Regulations: in the operation of any facilities
for providing services, the Contractor shall comply-with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmentatl license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshaland
the local fire protection agency, and shall be in conformance with local building and zoning codes, by-
Iaws and regulatlons
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more employees, it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying it is not required to submit or maintain an EEQP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certification form to the QCR to claim the exemption.
EEOP Certification Forms are available at: http://www.cjp.usdoj/about/ocr/pdfsicert.pdf.

17. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, nationalorigin
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the Civil
Rights Act of 1984, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in48
CFR 2.101 (cwirently, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at

41 U.S.C. 4712 by section 828 of the Nationa! Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

(c} The Contractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function{s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contracter delegates a function to a subcontractor, the Contractor shall do the following:

19.1, Evaluate the prospective subcontractor's ability to perform the activities, before delegating
the function .

19.2: Have a written agreement with the subcontractor that specifies activities and reporting
responsibilities and how sanctions/revocation wull .be managed if the subcontractor's
performance is not adequate
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New Hampshire Department of Health and Human Services
Exhlbit C

18.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed
19.5. DHHS shal, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take corrective action.

20. Contract Definitions:

20.1. COSTS: Shall mean those direct and indirect items of expense determined by the Department
to be allowable and reimbursable in accordance with cost and accounting principles estabtished
in accordance with state and federal laws, regulations, rules and orders.

20.2. DEPARTMENT: NH Department of Health and Human Services.

20.3. PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a
form or forms required by the Department and containing a description of the services and/or
goods to be provided by the Contractor in accordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service to be provided
under the Contract.

20.4. UNIT: For each service that the Contractor is to provide to eligible individuals hereunder, shall
mean that period of time or that specified activity determined by the Department and specified
in Exhibit B of the Contract.

20.5. FEDERAL/STATE LAW: Wherever federal or state faws, regulations, rules, orders, and
policies, etc. are referred to in the Contract, the said reference shall be deemed to mean
all such laws, regulations, etc. as they may be amended or revised from time to time.

206, SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this
Contract will not supplant any existing federal funds available for these services.
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New Hampshire Department of Health and Human Services
Exhibit C-1

REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of the General Provisions of this contract, Conditional Nature of Agreement, is
replaced as follows:

4, CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all obligations of thé State
hereunder, including without limitation, the continuance of payments, in whole or in par,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability of funds affected by
any state or federal legislative or executive action that reduces, eliminates, or otherwise
modifies the appropriation or availability of funding for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in part. In no event shall the
State be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds become available, if ever. The
State shall have the right to reduce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from any other source or account into the
Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other
account, in the event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract, Temmination, is amended by adding the
following language;

10.1 The State may terminate the Agreement at any time for any reason at the sole discretion of
the State, 30 days after giving the Contractor wntten notice that the State is exercising its
option to'terminate the Agreement.

10.2 In the event of early termination, the Contractor shall, within 15 days of notice of early
termination, develop and submit to the State a Transition Plan for services under the
Agreement, including but not limited 1o, identifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and shall promptly provide detailed
information to support the Transition Plan including, but not limited to, any information or
data requested by the State related to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested.

10.4 In the event that services under the Agreement, including but not limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the ‘State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying clients and other affected individuals
about the transition. The Contractor shall include the proposed c¢ommunications in its
Transition Plan submitted to the State as described above.

3. Renewal:
The Depariment reserves ihe right to extend this Agreement for up to four (4) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
approval of the Governor and Executive Councu
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1,12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part 1l of the May 25, 1990 Federal Register {pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.830(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors} that is a State
may elect to make one certification to the Department in each federal fiscal year in lie0 of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;
1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. .The dangers of drug abuse in the workplace;
1.2.2. The grantee's pclicy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace,
1.3.  Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);
1.4. Noftifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. - Abide by the terms of the statement; and _
1.4.2.  Notify the employer in writing of his or her conviction for a violation of a criminal drug
statute occurring in the workplace no later than five calendar days after such
conviction;
1.5.  Notifying the agency in writing, within ten calendar days after receiving notlce under .
subparagraph 1.4:2'from an employee or otherwise receiving actual notice of such conviction. ¢
Employers of convicted employees must provide notice, including position title, to every grant eaze
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New Hampshire Department of Health and Human Services
Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.86. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code} (list each location)

Check 0O if there are workplaces on file that are not identified here.

Vendor Name:

10/28/18 —e
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New Hampshire Department of Hezlth and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
medification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-I.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
cerification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:
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New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal {contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services’ (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to fumish a cerlification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant leams
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction,” *debarred,” “suspended,” “ineligible,” “lower tier coverad
transaction,” “participant,” “person,” “primary covered transaction,” "principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules imptementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary paricipant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification.is erroneous. A participant may..
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties). -
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participantin a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transactlon
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11.1. are not presently debarred, suspended, proposed for debarment, declared ineligibte, or
voluntarily excluded from covered transactions by any Federal department or agency;

11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commissicon of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; viclation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph {/)(b)
of this certification; and

11.4, .have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospéctive primary participant is unable to certify to any of the statemeﬁts in this
certification, such prospective participant shall attach an explanation to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal {contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, cerifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract} that it wnll
include this clause entitled *Certification Regarding Debarment, Suspension, Ineligibility, and .
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Vendor Name:
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1984 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.5.C. Section 794), which prohibits recipients of Federal financial
assistance from dlscnmmatmg on the basis of disability, in regard to employment and the delwery of
services or benefits, in any program or activity,

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 61 06;07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

-28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 {equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith- based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 {Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants ang contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments suspension or termmatlon of grants, or government wide suspension or

" debarment.
H _t__ T P .-"=.:.*. L 3 ._'z;;4 H _:_:x:. ,.= 1 _a_l-__ i H
T T o o PP g ey o T :L‘E B P i RNV RURRUR '.Z,‘-.."-".' et 3 S J e T
i g S e .o B R "IIE;' P R ‘nfr‘h‘ Rt b
b :“ . ‘—""‘ut' o . ..:' J': Em]b"G Lt ST d
' . Vendor Initlals
- :'f ol CanmuﬂonofCompilmvdm roq.lrcnmapertddnuloFmrdNondsain'inaﬂon Equd Tnn:mmtodem-Bned Otgariu:ionl oy .
Hoarmiean e Sl wmdiedfl e o el . -.""EW“"L"’!’EE‘E‘!E""'_" B P geind L ".““ S
um.m : O PR e B Tiawmm o, o ’a :
-A.( 3 ..n.v 1329{4 y - —er m—. C 2. Dale 10[28]18-._...._. w
P R e o | whprs _Jl' ...T} —“'-l—p T akiAl g e o b T -h$. LS -'-'-'-_-—-1&-‘- -a - “
IR ‘S&x&;&“w ...,.—9.&::&.1 J“ﬁﬁﬁw’ﬁwﬂﬁ’“.ﬂmﬁ*ﬂm‘:&w .:. Q4
Ny 204 20 o vt i bl 2 1 epreed w44 -] A Rares sl ﬁ-ﬁw#-w.rm-w,— e o ot o 1 19 4 iyt Tty e Dyt ST O ity S8 i s <y t_-“ﬁ.rw.
-ﬂ-‘b\rmmﬂsu&w- S ettty poh e

J-M}J .-u:;'”‘:-ﬁ-.we—»-\-JM-.JJ-.”.\J*—ﬂ!?-m-l#—rLu- PEEs mw-'...v_.k oeo A e B .»..)’- S AL, *:._v‘# b wa """C“'"""‘"’ =~ ,“a,...,n,-,..,,e-
SEERENIPRFI: TR | ~ h \..., fod e e wemmh Bemew bt Mt e g
i~ m o8] v;L ul'-vw .—..‘-c smeed LEEe W




New Hampshire Department of Health and Human Services
Exhibit G

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman,

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
indicated above.

Vendor Name:

Jvoj29 [2a g

Date

P Vendor Initials
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New Hampshire Department of Health and Human Services
Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcoho! treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's

representative as identified in Section 1,11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforls to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Vendor Name:

| ID/ZA [zo1g j@“‘__ .

Date Name: Justin Davis
Title:  President
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New Hampshire Department of Health and Human Services

Exhibit |

HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Vendor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually |dentifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate” shall mean the Vendor and subcontractors and agents of the Vendaor that receive,
use or have access to protected health information under this Agreement and “Covered Entity”
shall mean the State of New Hampshire, Department of Health and Human Services.

(1 Definitions.
a. ‘Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. *Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. ‘Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “"Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually |dentifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j.  “Privacy Rule” shall meen the Standards for Privacy of Individually ldentifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Umted States
Department of Health and Human Services.
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New Hampshire Department of Health and Human Services

Exhibit |

I. “Required by Law” shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

m. "Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. “"Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

o. ‘Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
L. For the proper management and administration of the Business Associate,;
1. As required by law, pursuant to the terms set forth in paragraph d. below; or
il. For data aggregation purposes for the health care operations of Covered
Entity.

C. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. - The Business Associate shall not, unless such disclosure is reasonably necessary to .

provide services under Exhibit A of the Agreement, disclose any PHI in response to a ,
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New Hampshire Department of Health and Human Services

Exhibit1

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

€. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity’s Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same . -
restrictions and conditions on the use and d:sclosure of PHI contained herein, including

- the'duty to return or destroy the PHI as provided Liider Section 3 (). The Covered Entity s
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New Hampshire Department of Health and Human Services

Exhibit |

pursuant to this Agreement, with rights of enfercement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten {10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of dlsclosures of PHI in accordance with 45 CFR Section
164.528. .

j- Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

K. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such Iaw and notify
Covered Entity of such response as soon as practicable.

. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI: If return or
P ) destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in . "
the Agreement Busmess Associate shall contlnue to extend the protections of the

'g;‘ Lilhl Agreement to such PHI. and limit further uses an.g* dnsclosures of. such RHI: to those _ -m'ix': _
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Asscciate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PH| may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptily notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37} of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an apportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

{6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and -
Security Rule, and applicable federal and state law. .

C. Data Ownership. The Business Associate acknowledges that it has no ownership rights

. . with respect to the PHI provided by or created on behalf of Covered En_t_ity. . "
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e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) & and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services Portland Webworks, Inc.
The State _ Name of the Vendor

Y% e A \\ L Y

Signature-of Authorized Representative 4§|'g_nature of Authorized Representative

Yoo o R < Justin Davis

Name ofAukthorized Representative Name of Authorized Representative
N w2\ President
Title of Authorized Representative Title of Authorized Representative
\ (/ZI ¢ 10/28/18
Date Date
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New Hampshire Department of Health and Human Services
Exhibit J

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant medifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements;

Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unigue identifier of the entity (DUNS #)

0. Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. .Compensation information is not already available through reporting to the SEC.

SOENAIG A WN -

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Vendor agrees to provide needed information as outlined above to the NH Department
of Health and Human Services and to comply with all appl:cable provisions of the Federal Financial
Accountability and Transparency Act.

Vendor Name:

/ofza[za8
Date Ndme: Justin Davis
Titte:  President
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: - ol - A .
e my e SEIE o lie aanEROT o e e .-
St I - i ':ﬂ_ . R h _

I - ,J,Exrublt J- Cemr cation Regarding lhe » Federa Fundmg -
& "Accounlabtllty And Transparency Act (FFATA) Compllance v

o~ : TIULLRD -\Page 1- of2 Loy 2
d ‘1 b L x % ¥ 11»- u-‘-i '4_1__5 ‘- _L ‘ F.&
..;-.&?.h.:—,.?:::;&.,. .:.?.sé:tcas. T-H R ..-"‘95._..-.- L ..E;'ﬁ g —ﬂﬁ:.:‘.?.s&.r.l!.ﬂ:.\ Gisbsey "%.e:—.ﬁﬁ:.s& ﬁ"t‘;s.f
N S P ARG PR Pl W F o 28Tk £ L e e i iy St i i e g A e mdwm-w o nl.pa‘-u-m—-q-a. A —ﬁ-n-m.- ‘4-.-1-! *-ihqs.-.‘-‘m i w-rﬂ.q.
W‘- e ki -ms*.wbéa-—wﬁt. utﬂ---—* .., ;.mﬂ»o- :mapf\%ﬁat-tmv-é' -'a 4, .-:-ua-$_z=1u4nmi§um P :-J-xﬂ'h *s w. ) ¥
p_.., ...; .,.l1 ) .-.n..!!.....:_ R v Sl _-..__.l--.:d--::‘;!.rv Jr L 4
e P PRl T 1Y e - :.74‘3-.7-

L re ss u* R A A T --ﬂu-w'-dn L i ER TEp I I

el - - . .- PN . L R




New Hampshire Department of Health and Human Services

Exhibit J

FORM A

As the Vendor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

1.

2,

l‘ " il s "J
TN se:in
g

The DUNS number for your entity is: _ 141995121

In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

X __NO ___ YES

if the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here

if the answer to #3 above is NO, please answer the following:

The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: Amount:
Name: Amount:
Name: Amount:
Name: Amount:
Name: Amount:

ExhlbltJ Certlrcatlon Regardtng lhe Federal Fundmg. R
unlablllty And- Transparency Act__(FFATA) Compltance ks ;:E
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New Hampshire Department of Health and Human Services
_ Exhibit K
DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. *Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, Nationa! Institute of Standards and Technology, U.S. Department
of Commerce.

3. *Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information -(PF1), Federal Tax Information (FTi), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. “End User” means any person or entity {e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,

which includes attempts (either failed or successful) to gain unauthorized access to a

system or its data, unwanted disruption or denial of service,.the unauthorized use of

a system for the processing or storage of data; and changes to system hardware,

‘ firmware, or-software characteristics: without the owner's knowledge, instruction, or-

o em consent. Incidents include the Ioss_o_t_data through theft or device misplacement, loss.
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire’s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. “Personal Information™ {or “P1") means informaticn which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promuigated under HIPAA by the United
. States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI”) has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health tnformation at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health (nformation
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except:as reasonably necessary as outlined under this -Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation

i of the Privacy and Security Rule. -+ 1w :
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PH!
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in viclation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

o2

. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Conﬁdentlal
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hostihg Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices . to transmit

e Confidential Data said devices must be encrypted and password-protected. e
Cima B Opg—:ﬂ Wireless: Networks End User may not transmit Confidential Data via.an:open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s)} or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol {(SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

lil. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must;

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside. of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A2 ...

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
.FedRAMP/HITECH compliant solution and comply with all applicable statutes and

regulations regarding the privacy and security. All servers and devices must have

A : currently-supported and hardened operatmg systems the latest antl-wral anti:
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction. '

Unless otherwise specified, within thirty (30} days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

V. PROCEDURES FOR SECURITY

A.
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Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1.
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The Confractor will maintain proper security controls to protect Department
confidential information collected, processed, managed and/or stored in the delivery
of contracted serwces

The Contractor will maintain policies and procedures to protect Department
confidentia! information throughout the information lifecycle, where applicable, (from
creation, transformation, use,_storage .and secure;_destructlon) _regardless, of the
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10.

11.

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach netification requirements.

The Contractor wili work with the Depairtment to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from . the Information Security Office
leadership member within the Department.

Data Security Breach Liebility In the event of any security breach Contractor shall
make. efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and mlnlmlze any, damage or Ioss resultlng from the breach
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164} that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at hitps.//www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relatmg to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’'s Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
{2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network,

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in :Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.
.c. ensure that laptops and other electronic dewceslmema contammg PHI, PI, or

. - PF| are encrypted and password-protected. ": -
' - ««d. send emails contalnlng Confidential Information only if .encrypted: and being BT
s o .. sent to and being_received by emall addresses of, persons, authorlzed to_ e

- rece:ve such mformatlon

-

HS I
s —1 gz -7 e,
“Page 7'l O : 3
Alkwrds, | -»m(-. o et Mﬂﬁﬂ".-—rﬂw ¢ i e A
nsa:--z';ﬁu h‘- \.ﬁ.e:-hd'.r:_-h“:s r-‘r_b*.bnhﬂ - v.‘-n: 7;1 am&*w.mﬂa - nj‘,. =4 I:M

;c LA Rl

i ,y-f A A 1 SRR 'J%r'.-,;»



Neva Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section |V above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer, Information Security Office and

Program Manager of any Security Incidents and Breaches within two (2) hours of the

time that the Contractor learns of their occurrence.

The Contractor must further handle and repert Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will; i

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

‘3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identlfy and convene a core response group to determine the risk level of Incidents,
and determme rlsk based responses to Inmdents and
ey e
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Exhibit K
DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dbhs.nh.gov

C. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:
DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov
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State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that PORTLAND WEBWORKS,
INC. is a Maine Profit Corporation registered to transact business in New Hampshire on October 11, 2018. 1 further centify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 804957
Centificate Number : 0004196370

IN TESTIMONY WHEREOF,

I hereto set my hand and cause 1o be affixed
the Seal of the State of New Hampshire,
this 11th day of QOctober A.D.2018.

Gon ok

William M. Gardner

Secretary of State




CERTIFICATE OF AUTHORITY

1, Justin Davis , as & Sole Owner of my Business, __Portland Webworks, Inc.

certify that | am authorized to enter Into a contract with the State of New Hampshire, Department
of Health and Human Services, on behalf of myself.

IN WITNESS WHEREOF, | have set my hand as the Sole Ownsr of the Businaess this

RN
(Sole Owner Signature)

28th dayof  October L2018,

STATE OF Maine

COUNTY OF __Cumberland

Onthisthe __ 28th  dayof October 20 18 | pefore me, Alison Schestopol

the undersigned Officer, personally appeared Justin Davis , who acknowledge

harmhimself to be the Sole Owner, of Portiand Webwoarks, Inc. , & Business, and that

shefe, as such Sole Owner being authorized to do so, executed the foregolng instrument for the
purposes therein contalned, by slgning the name of the Business by her/himself as

President

IN WITNESS WHEREOF | hereunto set my hand and official seal.

(Rowry PubliglJustice of the Peace)

My Commission explres:

| &0 " ALISON MARIE SCHESTOPOL
- “é:‘.’ Natary Public-Maing
My Commission Expiies

[
,F:.ai': +
: S April 16, 2022
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CERTIFICATE OF LIABILITY INSURANCE

PORTWEO0-01

DCHRISTY

DATE (MWDD/YYYY)
10/12/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHCRIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:

H the certificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the pollcy, certain policles may require an endorsement. A statement on
this certificate does not confer rights to the certlficate holder in lieu of such endorsement(s).

PRODUCER

| GRNIACT Evangeline Irish, AAl, API, AINS, ANFI, MLIS

Clark Ingsurance PHONE FAX
1945 Congress Street, Bldg A | (AL, No, Ext): [ &% No);
PO Box 3043 | EdKikes, elrish@clarkinsurance.com
Portland, ME 04104-3543 INSURER(S} AFFORDING COVERAGE NAIC #
wsURer A : Travelers Insurance 39357
INSURED insurer 8 : Malne Employers Mutual Ins Co 11149
Portland Webworks, Inc. .
Justin and Gla Davls HOURERC
5 Mllk Street, Ste 2 INSURER D :
Portland, ME 04101 INSURER E :
INSURERF ;
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONODITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

Vs TYPE OF INSURANCE oen _sw}‘.,‘?r'," POLICY NUMBER A | (Aan S UMITS
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE 5 1,000,000
_:J CLAIMS-MADE E] OCCUR ZLP-12P22753 01/07/2018 | 012072019 | DAMASE TO RENTED s 300,000
| MED EXP {Any one person) $ 10’000
|| PERSONAL & ADV INJURY | § 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
X | pouicy D 5ES Loc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: $
A | automoBILE LiaBiLITY COMBINED SINGLE UMIT | 7,000,000
L ANY AUTO BA464M5531 0107/2018 | 01/07/2019 | BODILY INJURY (Per person) | §
OWNED SCHEDULED
| Y AUTOS ONLY AUTOS BODILY INJURY (Per sccidenti! §
P
| AR oy NPPRDES | (e bifony CF s
s
A | X [ umsreLLa Lae OCCUR EACH OCCURRENCE s 3,000,000
EXCESS LIAS CLAIMS-MADE ZUP-12P22901 0107/2018 | 0107/2019 | o nnecate s 3,000,000
pep | X | ReTEnmIONS 10,000 s
B |WORKERS COMPENSATION [ PER I [ OTH-
AND EMPLOYERS' LIABILITY STATUTE ER
AN PROPRIETORPARTNEREXECUTIVE. (2 1810106528 00/23/2018 | 082372018 [ oo . 1,000,000
FICER/MEMBER EXCLUDED? N/A 1,000,000
ndstory in NH) E.L DISEASE - EAEMPLOYEE $ et
If yos, describe undar 1,000,000
DESCRIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT | § it
A |Professional Liablll ZPL-14P11515 01207/2018 | 01/07/2019 |Professional Limit 4,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additions! Remerks Schedule, may be sttached If mors space Us required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire
Department of Health and Human Services
129 Pleasant Street
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS. .

AUTHORIZED REPRESENTATIVE

tikeio R Qz&%

ACORD 25 (2016/03)
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