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DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER
33 HAZEN DR. CONCORD, NH 03305
603/271-2791

JOHN J. BARTHELMES
COMMISSIONER

His Excellency, Governor Christopher T. Sununu January 7, 2019
and the Honorable Executive Council

State House

Concord, NH 03301

Requested Action

The Department of Safety, Division of Fire Standards & Training and Emergency Medical Services requests retroactive
authorization to enter into a contract with ImageTrend, Inc. (VC#169503-B001) 20855 Kensington Bivd, Lakeville, MN 55044
in the amount of $2,848,018.50 for the purposes of providing the State’s Emergency Medical Services Records Management
System (RMS). Effective upon Governor and Council approval for the period of July 1, 2018 through June 30, 2028. Funding
source: 82.66% Revolving Funds, 9.86% Agency Income, 5.92% Federal Funds, 1.56% Transfers from Other Agencies.

Funds are available in the SFY2019 operating budget and contingent upon availability and continued appropriations in
SFY2020 through SFY2028 with the authority to adjust between fiscal years through the Budget Office if needed and justified.

02-23-23-237010-40650000 Dept. of Safety —~ FSTEMS - FSTEMS Admin
024-500230 Maint Other Than Build-GRN — $/Ware Lic/Main (Non Desktop)

SFY2019 SFEY2020 i SFY2021 SFY2022 SFY2023
$102,960.00 $0.00 ;. $0.00 $0.00 $0.00
SFY2024 SKFY2025 ' SFY2026 SFY2027 SFY2028 Subtotals

$0.00 $0.00 $0.00 $0.00 $0.00 $102,960.00

02-23-23-237010-40650000 Dept. of Safety — FSTEMS — FSTEMS Admin
038-509038 Technology-Software

SFY2019 SFY2020 SKY2021 SFY2022 SFY2023
$0.00 $239,542.20 $234,870.30 $239,232.90 $244,147.70
SKY2024 SFY2025 SFY2026 SFY2027 SFY2028
$248,686.60 $253,781.20 $258,503.40 $263,785.10 $268,698.10 $2,251,247.50

02-23-23-237010-33400000 Dept. of Safety — FSTEMS - Fire Stds & Trg Grants
038-509038 Technology-Software

SFY2019 SFY2020 SFY2021 SFY2022 SFY2023
$318,225.00 $6,936.00 $0.00 $0.00 $0.00
SFY2024 SFY2025 SFY2026 SKY2027 SFY2028
$0.00 $0.00 $0.00 $0.00 £0.00 $325,161.00

02-23-23-237010-44570000 Dept. of Safety — FSTEMS — Nat'l Fire Academy Grant
038-509038 Technology-Software

SFY2019 SFY2020 SFY2021 SFY2022 SFY2023
$168,650.00 $0.00 $0.00 $0.00 $0.00
SFY2024 SFY2025 SEY2026 SFY2027 SFY2028
$0.00 $0.00 $0.00 $0.00 $0.00 $168.650.00
GRAND TOTAL $2,848,018.50

TDD ACCESS: RELAY NH 1-800-735-2964



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

January 7, 2019
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Explanation

This contract is retroactive as it required a longer than anticipated timeframe to procure, review, and negotiate the complex
business, information technology, and contract requirements for this integrated system. The timelines to secure federal funding
added additional delays as federal grant awards needed to fund the contract required acceptance and approval by both the Fiscal
Committee and the Governor and Council before the contract could be executed.

This contract continues the State’s existing Emergency Medical Services (EMS) Records Management System (RMS)
functions and leverages federal grant funding to expand RMS system capabilities. First responders along with Fire and EMS
professionals across the State utilize the EMS RMS to both enter incidents and collect data related to EMS, trauma, fire,
hazardous materials, and technical rescue. The collected data is used to improve patient outcomes, identify areas of focus for
ongoing professional education, and determine the effectiveness of existing procedures and protocols. Additional functionality
will create a “one-stop-shopping” system for first responders, enabling users to maintain professional licensure and register for
all first responder training throughout the State.

The current RMS system functions include the following:

e Statewide Trauma and Emergency Medical Services Information System (TEMSIS) —This is an electronic Patient Care
Reporting (ePCR) system for Emergency Medical Services (EMS).

o Hospital Access to Pre-Hospital Records (HAPHR) — This system provides limited viewable access to EMS records for
patients transported to the hospital.

e Statewide Trauma Registry — This is a Hospital Patient Registry System for trauma patients using National Trauma Data
definitions and is integrated with TEMSIS.

The expanded EMS RMS functions include:

e Division Electronic Records Management Information System (DERMIS) — This is a central system to manage user
accounts, agency licenses and affiliations, certifications, education and training records.
e Statewide National Fire Information Reporting System (NFIRS) - This is a system to collect and report fire incident data.

A Request for Proposal (RFP) for these services was posted from December 27, 2017 through February 7, 2018; however, no
qualifying proposals were received. A new RPF was developed and posted from March 16, 2018 through March 23, 2018, with
two vendors responding. The three member evaluating committee determined that only one proposal, submitted by
ImageTrend, met the specifications of the RFP; therefore, ImageTrend was awarded the contract.

Respectfully submitted,

ﬁg ). éarthe]mes
0

mmissioner of Safety



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr.,l Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nhlgov/doit

Denis Goulet
Commissioner

December 7, 2018

John J. Barthelmes, Commissioner
Department of Safety

State of New Hampshire

33 Hazen Drive

Concord, NH 03301

Dear Commissioner Barthelmes:

This letter represents formal notification that the Department of [nformation Technology (DolT)
has approved your agency’s request to enter into a retroactive contract with ImageTrend Inc., of Lakeville,
MN as described below and referenced as Dol T No. 2019- 041.

This contract will provide the State with a statewide electronic patient care reporting
(ePCR) system for Emergency Medical Serv:ices (EMS) integrated with a system for
Hospital Access to Pre-Hospital Records (HAPHR), a statewide Trauma Registry, and data
reporting and analysis system. Additionally,| thls contract will include a statewide National
Fire Information Reporting System (NFIRS) mtegrated with the ePCR system, and a user
management system to manage EMS User and LAgency licenses and affiliations, EMS User
and Fire certifications, and education and training records.

The amount of the contract is not to exceed $2,848,018.50, effective upon Governor and
Council approval retroactive to July 1, 2018 through June 30, 2028.

A copy of this letter should accompany the Department of Safety’s submission to the Governor and

Executive Council for approval.

Sincerely,
™
-0 Denis Goulet
DG/kaf

DolT #2019-041
cc: Scott Hopkins, 1T Manager,

"Innovative Technologies Today for New Hampshire's Tomorrow”




BID SUMMARY FOR REQUEST FOR PROPOSAL

RFP # 2018-566 SERVICES BID: Emergency Services Records Management System
DATE POSTED: 3/16/2018 DATE CLOSED: 3/22/2018
RFP SCORING SUMMARY
MAX ¥ VENDOR #1 VENDOR #2 VYENDOR #3
RFP CRITERIA OF IMAGETREND N/A N/A
_ _ PTS.
. Software and Reporting Solutions 85 75.5
2. System Integration 15 14
3. Legacy Data Migration and 20 16
Management
4. Training Requirments and Resources 20 19
5. Qualifications and Experience 30 T 295
6. Sclution Cost (Rates and Pricing) 30 30
TOTAL 200 184

DEFINITIONS OF EACH SCORING CRITERIA

Software and Reporting Solutions - Proposed sofiware selution's ease of use, degree of control, adminstirative features, and accomodation
for planned or prospective growth; ability 1o access reports and data; ability to manage users licensing, training records, investigations, and
demographics; ability to provide access to all user features through a browser-based portal; ability to provide what is needed for each
specific records system,; etc.

2. System Integration - How well the proposed solution meets the business needs of the State and the vendor's ability to integrate the solutions
with the existing system(s).

3. Legacy Data Migration and Management - Vendor's ability 10 manage and migrate legacy data such as ease of use, ailbity to merge user
profiles from the current licensing and training systems, impact on production sites while migrating legacy data, ability to ensure data
intergrity during migration and merging of profiles. etc.

4. Training Requirements and Resources - The vendor’s ability to provide training for software changes.

5. Qualifications and Experience - The vendor's technical merits regarding how the vendor proposes to implement and maintain the solution
based on a proposed service level agreement along with the qualifications, training, and experience of the vendor's staff members who will
be implementing and supporting the system.

6. Solution Cost (Rates and Pricing) - The proposed cost of both implementing the solution and the subsequent maintenance thereof,

EVALUATION COMMITTEE MEMBERS AND QUALIFICATIONS
NAME AND POSITION TITLE OF EVALUATOR EVALUATOR’S QUALIFICATIONS
Richard "Chip" Cooper Data Manzger, DOS Division of Fire Standards & Training and Emergency
Medical Services
Jeffrey Philtips Assistant Director, DOS Division of Fire Standards & Training and Emergency
Medical Services
Pamelg McGovern Information Technology Manager, Department of Information Technology




FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS
1. IDENTIFICATION.

1.1 State Agency Name |.2 State Agency Address
Department of Safety / Division of Fire Standards and Training 33 Hazen Drive, Concord NH, 03305
and Emergency Medical Services

1.3 Contractor Name t.4 Contractor Address <
ImageTrend, Inc. 20855 KENSINGTON BLVD,
LAKEVILLE, MN 55044
1.5 Contractor Phone [.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number
952-469-1589 See Part 3, Exhibit C 6/30/2028 2,848,018.50
1.9 Contracting Officer for State Agency |.10 State Agency Telephone Number
Jeffrey Phillips, Assistant Director 603-223-4200
1.11 Contractor Signature [.12 Name and Title of Contractor Signatory

O % _ Michael McBrady, President
fAf?uJZ A

1.13  AekhowledgeMent: State of m:"m\ , County of Dal¢o o
On u th , before the undersined officer, personally appeared the person identified in block 1.12, or satisfactorily

proven to be the person whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity
indicated in black 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

JOSEPH D MARTA

Notary Public
Minnesota

[Seal]

1.13.2 Name and Title of Notary or Justice of the Pea

Joseph Marb\/ l,e:]c»( Counse! Notary

1.14 State Agency-Signature” 1.15 Name and Title of State Agency Signatory
- Steven R. Lavoie, Dir. of Administration
= AN avoi,Di.of Adrminisation

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution) (if applicable}

By: 4. é On: 7/‘71/}6

1.18 Approval by the Governor and Executive Council (if applicable)

By: . On:

Page 1 of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (“Contractor”) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and ali obligations of the parties

- hereunder, shall become effective on the date the Governor
-and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shail become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, inciuding without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including, ,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of

= el o eV .
appropriated fu]rllds “the State shall have the Tight 16§ %wthhold
payment until such funds become available; if ever,fand shall
have the right to terminate this Agreement 1mmed|ately upon
giving the Contractor notice of such termination. The State

shall not be required to transfer flinds frofirany “othér account’
to the Account identified in block 1.6 in the event funds in that -

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.
5.1 The contract price, method of payment, and terms of
payment are identified and more pamcularly‘descrlbed in
EXHIBIT B which is incorporated hérein by réference.
5.2 The payment by the State of the contract price shall be the
_ only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
t.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,

-including, but not limited to, civil rights and equal opportunity

laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and wil! take
affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the |
United States, the Contractor shall complx with all the,” .,
provisions of Executlve Order»No' l‘246’(“Equal SRR
Employment Opportumty”) as supplemented by the
regulations of the Umted States Department of Labor (41
C.F.R. Part 60), and with any rules, regulatmns and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.,

7.1 The Contractor shall at its own’ expense prowde all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Page 2 of 4 .

Contractor Initials
Date_I3/ / 2018



Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successar, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.’

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days afier giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor,

8.2.3 set off against.any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION,

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be govermned by N.H. RSA
chapter 91-A or other existing taw. Disclosure of data
requires prior written approval of the State.

Page 3 of 4

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report (“Termination Report”) describing in
detail alt Services performed, and the centract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State,

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

k4.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Contractor Initials MM

Date_13/ /381§



14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION,

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
("Workers' Compensation”).

15.2 To the extent the Contractor is subject to the -
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers’ Compensation in
connection with activities which the person proposes to
undertake.pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers’ Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers’
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and .4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party. -

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
. AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
‘CONTRACT DOS 2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS ;

New Hompshire Depqrtmenl of Informaﬂon Technology
Contrcci Cover Sheet :

Name of Agency/Division: Department of Safety/ Division of Fire Standards
and Training & Emergency Medlcol Servnces :

Contract Number/Name ' ‘ SO
. DOS 2018-566-18 : e ST BRI

~ Contract Purpose:

This contract wili provide. the State with a statewide elecironlc patient care™ -

reporting {ePCR) system for Emergency Medical Services (EMS) mtegroted
" with .a system for Hospital Acéess ‘to Pre-Hpspital Records .(HAPHR), a
statewide Trauma Registry, and data reporting and :anatysis system.
Addl’rlonolly this' contract will include: a statewide National Fire Information
Reporting System’ (NFIRS) integrated. with the ePCR system, and-a "user

management system to manage EMS User and Agency: licenses and .
affiiations, EMS User and Fire cerfifications, and education and ’rrommg“ e

records for all ’rrcnnlng courses. the FSTEMS provides, with integration of the

~ user management system with the ePCR and NFIRS systems to manage alfl

user,;agency cnd vehicle demogrcphlcs in those reporting systems

: Name of Vendor: - : C f ,Who Negotiated the Contract:
ImageTrend, Inc. : ' Richard Cooper, Jeffrey Ph|ll|ps
Amount of Contract: *~ - Funding Source:

$2,848,018.50 - - .| Fire and EMS Fund and Federcﬂ Eunds

~ Term of Contract: | Isthis an amendment? No e

10 years '

Competitive Bid Process: (Explain If “No")
" RFP:565-18, RFP 566-18

Background Information: .

Existing-contract explres 06730/201 8

~“Special Concerns:.
This contract will be effechve retrocchve to July 1, 2018

Amendment History (if applicable):

Submitted By: Richard Cooper Current Date: 12/11/2018

Phone: 603-223-4226 Email: richard.cooper@dos.nh.gov.

2018-566 IT Provisions - Part 2

ImageTrend Initials: M
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STATE OF NEW HAMPSHIRE.
DEPARTMENT OF SAFETY |
DIVISION OF FIRE STANDARDS AND TRAINING
~AND EMERGENCY MEDICAL SERVICES
" RECORDS MANAGEMENT SYSTEM
: CONTRACT DOS 2018-566 .
PART 2- INFORMATION TECHNOLOGY PROVISIONS

TABLE OF CONTENTS
" TERMS AND DEFINITIONS............. S S S 3
1. . CONTRACT DOCUMENTS .............. SR — SRR S — R 20
2 CONTRACT TERM...coonecerrrnn S esesrese s sR s asees s s 21
3. COMPENSATION....o.cs oo insssssssssssssssssssissssssssmimssictssssssivones 12
4. CONTRACT MANAGEMENT.................'...................,.,.....' ..... S »
.5, DELIVERABLES ..coooovoceres e SN S ST emesspospeegent 26 ©
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8. WORK PLAN DELIVERABLE c..oeoovssmsrsesssses S ——— S 28
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING
. AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM

-CONTRACT DOS 2018-566

PART 2 —[INF ORMATION TECHNOLOGY PROVISIONS

The following general contractlng terms and def' nitions apply except as specut' cally noted elsewhere :

“in thls document.

“TERMS AND DEFINITIONS

Del' mtlon

Term

3":Party Software

’ Any ePCR, NFlRS or Trauma Registry that is directly owned and

managed by an'EMS or Fire Agency or Hospital where records

| are entered directly into that software and then later must be
| exported into the state’s systems.

Acceptance

Notice from the State that a Delwerable has satlsf' ed Acceptance
Test or Review. - :

Acceptance Letter

An Acceptance Letter prov:des notice from the State that a
Deliverable has satisfied Acceptance- Tests or Review.

-Aeeeptance Period .

The timeframe during which the Acceptance Test is performed

Acceptance Test and

Tests performed to determine that no Defects exist in the
application Software or the System '

Review

Acce’ptance Test Plan

The Acceptance Test Plan prowded by the Vendor and agreed to
by the: State that describes at a minimum, the specific Acceptance .
process, criteria, and Schedule for Deliverables. :

Access Control -

Supports the management of permrssrons for loggmg onto a
computer or network

Agreement | A contract duly executed and legally bmdmg _
API App]lcatton Programmlng Interface is a set of routmes protocols
St and tools for building software and applications ‘

Appendix Supplementary material that is collected and appended at the

back of a document

‘Audit Trail Capture and_

Supports the identification and monitoring of activities w1th|n an
application or system

Analys:s :

Authorized Persons . ;.

.| The Contractor’s employees, contractors, subcontractors or other

agents who need to access the State’s personal data to, enable the
Contractor to perform the services required.

CAD:

Computer Aided DiSpatch system

CARES - ..

2018 566 IT Provrsrons - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

- DIVISION:OF FIRE STANDARDS AND TRAINING
- AND EMERGENCY MEDICAL SERVICES
'+ 'RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 INFORMATION TECHNOLOGY PROViSIONS

Terma

= ™ T

Deﬁmtmn1 wh L

LCertification (Emergency
Services Delivery

Ofﬁmal document issued by a certifying agency attestmg to -
completion of a standardized training program used as a basis for
licensing and employment in Emergency Medical and Fire
Services

Certification (Spft“'raré) :

' -The Vendor’s wrltten declaratlon wnh reasonable supportmg and

- as appllcable) that the Vendor has completed development of the

Deliverable and certified |ts readiness for apphcable Acceptance |
Testing or Review.

Change Control

Formal process for initiating changes to the proposed solutlon or

_| process once deve'lopment has begun.

C h.a'nge Order

'| Formal documentation prepared for a proposed change in the

Specifications, Vendor will provideé an additional statement of

| work to the State for any changes or additions:to the -

specifications of Exhibits A and H.

CIS

Center for Internet Security

CcM

Configuration Management

Completion Date

End date for the Contract.

Confidential Information

The proprietary products and trade secrets of Vendor and/or its
suppliers, including, but not limited to, computer software; code,

| technical parameters, price lists, customer lists, designs, software -

documentations, manuals, models and account tables, and any
and all information maintained or developed by State pursuant to
this contract which is deemed confidential under existing state
and/or federal law.

‘Contract

‘This Agreement between the State of New Hampshare and a

Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

" *f Part |;2,and 3.. The documentation consisting of both the

Contract Agreement .

General Provisions and the Exhibits which represents the.
understanding and acceptance of the reciprocal legal rights and

Contract Conclusion” -

.| duties of the parties with respect to the Scope of Work

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the.successful Contract completion,
termination for convenience, or teriination for default.

Contract Documents

Documents that comprise th|s Contract (See Contract Agreement, -
Section l ])

2018566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE'
DEPARTMENT OF SAFETY

DIVIS]ON OF FIRE STANDARDS AND TRAINING
.. AND EMERGENCY MEDICAL SERVICES
" 'RECORDS MANAGEMENT SYSTEM

. CONTRACT DOS:2018-566

PART 22 INFORMATION TECHNOLOGY PROVISIONS

Term,

: Deﬁmtlon

Contract Mdndgers

The persons |dent|ﬁed by the State and the Vendor who shall bc
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be
limited to processing Contract Documentation, obtaining
executive approvals, trackmg costs and payments, and
representing the parties in all. Contract admmlstratlvc actlv1t|cs

. (See Section 4: Contract Managemem)

Contract Price

:| The total, not to exceed amount to be paid:by. the State to the

Contractor for, product and services described in the Contract
Agreement.” This amount is listed in the General Provnsnons
Section 1.8 (P-37).

Contracted

The Vendor whose proposal or quote was awarded the Contract

Vendor/Vendor . with the. State -and who is responsnble for the Serwces and
X RN | Deliverables of the Contract. =
-t The Vendor and its employées, subcontractors agents and
'| affiliates who are providing the services agreed to under the

Contractor

contract: Term.can be mterchangeab!e with "Vendor? and/or
"lmageTrend" throughout the contract, RFP and proposal

Co_nversion Test

;| A test.to ensure that a Data conversion process correctly takes .
Data from a legacy system and successfully converts |t toa form

that can'be used by the new System.

COTS

Cure Period

Commercial Off the Shelf -
The thirty (30) day period following written notification of a
default within.which a contracted vendor must cure the default

identified.

Custom Development

The process or work-of’ developlng or creating custom code
by the Vendor .in order to provide custom enhancements or
expanded functionality to the Vendor’'s COTS software
products requested by thc State of New Hampsh1re

Software developed by thc Vcndor under this contract

o specifically at the request of the State of New. Hampshlre ‘that

Custom Software-

.| provides custom enhancements or expanded functionality to the

COTS vendor product(s) the State uses or intends to use.. The
State shall have the non-exclusive license to utilize such
software. Such software may then become a part of the core
vendor COTS product(s) and be distributed.. All Custom software
created using federal grant funds must be provided at no

| additional charge to all other clients of the vendor per federat
.| laws.

2018 566 IT Prov1suons - Part 2
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STATE OF NEW.HAMPSHIRE
DEPARTMENT OF:SAFETY

_ DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

‘CONTRACT DOS 2018-566

PART 2 INFORMATION TECHNOLOGY PﬁOVISIONS

Term

coat

R " Definition -

Data

State’s records, files, fonns, Data and other documents or
information; in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

‘Data Breachor :
Security Brégch

The uﬁ'authorized icquisition, aCCess,. use, disclosure or theft of
computerized data that compromlses the integrity, security or
confidentiality of personal ‘sensitive or protected information or

“| data maintained by a person, commercial entity or the State.

Deficiencies/Deficits
{Documentation, Non-
Software)

A deficiency or defect in a written document or non-software
. Deliverable resulting in a Deliverable, not conformmg to its

Specifications.

Class A Deficiency -

Written Documentation - missing s1gn1f' cant portlons of
information or unintelligible to State; :

Non Software - Services were inadequate and. require re-
performance of the Service.

Class B'Deficiency —

Written Documentation - portions of information are missing but

| not enough to make the document unintelligible;

Non Software -:Services were deficient, require reworking, but do
not require ré- performance of the Service.
Class C Deficiency - - .
Written Documentanan mmnmal changes’ requ1red and of minor
editing nature;
Non Software - Serv1ces require only minor reworkmg and do not

2018- 566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION-OF FIRE STANDARDS AND TRAINING
. AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM

CONTRACT DOS:2018-566

PART 2= INFORMATION TECHNOLOGY PROVISIONS

Termt

’Defmtlom

Defi cnenCIes/Malf u nctm ns
(Software)

A malfunctlon deﬁc:ency or defect in a Software Deliverable
resulting in a Deliverable, the Software, or the System not

_conforming to its Spemt‘catnons
Severity: High/Site Down - Complete or partial shutdown of one |
-or more Software functions; access to one or moie Software

functions not available, a major subset of Software appltcatton is

" | -impacted or does not allow:System to otherw:se operate, no work .

around, demands 1mmcd1ate action;

'Seventy Medium - Minor subsystem failure 1mp0rtant data

entry or: access ts impaired on a limited basis, can sometlmes be

N managed by a State or agency administrator as a first level or |
‘| response for resolution - usually user error (ie. training) or [

forgotten passwords; does not stop-operation and/or there is a
work around and user can_perform tasks;

Severity: Low - System operational with minor issues or
cosmetic in nature, suggested enhancements as mutually.agreed
upon — typically covered in a: future release as mutually agreed

upon, minimal effect on System, user can use System.

Deliverable

-| A Deliverable is any Software, Written (letter, report, manual,

book, othier), or Non-Software Deliverable provided by the

Department

Vendor to the State or under the terms. of' a Contract requirement.

An agency of the State

Department of -
Information Technology. .
(DoIT) ) '

The Department of Informatlon Technology estabhshed under
RSA 21-R by the. Leglslature effective September 5,2008.

’ 'Dw':s't_on Electronic Records Management Information System, .

the Division’s record management system for managing users for

| the TEMSIS and Fire RMS systems, EMS licenses, and Fire and
. EMS Training records. The term “License Management” by
“| ImageTrend means the same thing.

Digital Signature' L

Certification that guarantees the unaltered state of'a ﬁle also
known as “code signing.”

The Division of Fire Standards and Training and Emergency

ImageTrend Initials: _M_

Division Medical Services

Documentation All information that describes the-installation, operation, and use
ocumentatio | of the Software, either in printed or electronic format.

ECG. | Electrocardiogram ' .

e The Contract and:all obligations of the arties hereunder sha]l

Effective Date g b

i become effective on the date the Governor and the Executive
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STATE OF NEW HAMPSHIRE.
DEPARTMENT OF SAFETY
DIVISION-OF FIRE STANDARDS AND TRAINING
. AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS:2018-566
PART 2 - INFORMATION TECHNOLOGY. PROVISIONS

Term. = = | ... 07 Def'nltlon

. Councnl of the State of New Hampshlre approves the Contract

EMS .| Emergency Medlcal Services

Encryption. © - Supports the transformation of data for security purposes

g Updates, additions, modifications to; and new releases for the
Software, and-all changes to the Documentation as a result of
Enbancements, including, but not limited to, Enhancements
produced by Change Orders

Enhancements

ePCR N Electronic Patient Care Report/Reporting’

Any one or more of the following acts or omissions of a Vendor
shall constitute an event of default hereunder (“Event of
S . Default”) :
Event of Default” .| a.Failure to perform the Services satlsfactonly oron schedule
- :b. Failure to submit any report required;.and/or _
* c. Failure to perform any other covenant term or condition of
the Contract L :

| The System is operating-and fully functional afier the successful
conclusion of the Warranty Period, all Data has been loaded; the
System is available for use by the State in its daily operations,
and the State has issued an 'Final' System Acceptance Letter.

Final System Aceeptance

Fire Records Management System Documenting system for

Fire RMS NFIRs reports and associated functional modules

L A Firm-Fixed-Price Contract provides a price that is not subject
Firm Fixed Price Contract | to increase, i.e., adjustment on the basis of the Vendor’ $ eost
’ ' experience in performmg the:Contract s

FSTEMS Fire Standards and Training & Emergency, Medical Services

S Rates are inclusive of all allowable expenses, including, but not
Fully Loaded ' limited to: meals, hote]/housmg, airfare, car rentals, car mileage,
.| and out of pocket EXPEnses

GAAP L ; Generally Accepted Accounting Principles

Governor and Executive

. The New Hampshire Governor and Executive Council.
Council

GPS "+ | Global Positioning System

2018- 566 IT Prowsmns - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

~ DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROViSIONS

. Termg ' LU T Deﬁmtlonr
GUI Graphic 'User lnter’r'aée o ,
Hospital Access to Pre-Hospital Records: a system that allows
. limited viewable and printable access-to EMS records for patients
HAPHR .| that were transported to that hospital. Abbreviation used for the

"|'RFP and Contract only. Vendor nomenclature for this feature is

called "Hospital Hub".

Identuﬁcanon and

Supports obtammg information about those parties attemptlng to
log on to a system or application for security purposes and the

Authentlcatlon validation of those users
Means ImageTrend, Inc., and Minnesota based company that is
|
oo .| providing the software solunons lmageTrend is the
ImageTrend '| Vendor/Contractor and the term can be interchangeable thh

“Contractor"” and!or "Vendor” throughout the contract; RFP and

- proposal

ImageTrend Elite Data
Marts

Theirelational database(s) that contain an enhanced and simplified:
reportirig-ready format of the transactional data collected within
ImageTrend Elite. The Elite Data Marts are available for use wnh the
ImageTrend Elite Reporting Tools,

ImageTrend Elite
Reporting tools

-| The Transactional Report Writer, Visual Informatics, Analytical Chart

Reporting Tool and Analytical Tabular Reporting Tool in the Soﬁware '
that are based on‘a set of Elite Data Marts.

Implementation

| The process for making the System fully operatlonal for

processing the Data.

Implementation Plan

Sets forth the transition from- development of the System to, full
operation, and includes withoit llmltatlon training, business and‘ A
technical procedures |

Incident(s)

An instance where and EMS or Fire agency in the State sends a veh:cle
to a potential or actual patient.or fire incident.

Informatlon Technology
army

Refers to the tools and:processes used for the gathering, storing,: |
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,

information systems, telecommunications, and various audlo and 1

'| video technologies.

Input Validation

Ensure that the values entered by users or provuded by other
applications meets the size, type and format expected. Protecting

| the application from cross site scripting, SQL injection, buffer

overﬂow etc.

~ 2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION-OF FIRE STANDARDS AND TRAINING
- AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM .

"CONTRACT DOS 2018-566

PART 2- INFORMATION TECHNOLOGY PROVISIONS

Def’ mtlonl

Term

Intrusion Detection )

Supports the-d@téction of illegal entrance into a computer: system

In a dispute, the party believing itself aggriéved..

Invoking Party

Issues Log

Contains a list of ongoing and closed issues of the project.
While issue logs:can be viewed as a way to track errors in the

.| project, the role it plays often extends further, Issue logs can:be .

used to order and organlze the current issues by type and severlty
in order to prioritize issues associated with the current milestone
or-iteration, Issue Iogs may also contain customer requests and

-| remarks about the various problems that can be found in current
code :

Key Project Staff

Personnel identified by the:State and by the Contractor as
essential to work on the Project.

Letter of UAT Acceptance

"|"A Letter of UAT Acceptance provides notice from the State of

the successful’conclusion of UAT testing and of the
commencement of the Warranty Period.

Licensé (EM.S)"

.| Official permission by the State to provnde EMS Care or operate |

an EMS agency

Licensee

. The State of New Hampshire

Licensed Information - .

Any information pertaining to the Software which is owned by
IMAGETREND and is licensed to the State. Licensed Information
includes such information as input form, user manuals and user
documentation, interface format and input/output f format and-any other
matena]s pertaining to the Soﬂware

LMS Learnin'g Management System : a
"| National Emergency Me’dIcaI Services Information System:
NEMSIS National EMS Data System and Dataset under National Highway
Transportation System Administration
NFIRS Natjion_a! Fire Incident Reporting System
NHOODLE The name of NH’s LMS- NH’s Distance Learning Environment
NHTSA .

National nghway TranSportatlon Safety Administration

2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2= INFORMATION TECHNOLOGY PROVISIONS

b7 vl

Term:

Deﬁmtlon

NIST

Natlonal Institute of Standards and Technology -

‘Non-Exclusive Contract

A contract executed by the State that does not restrict the State
from seeking alternative sources for the Deliverables or Services
provided under the Contract.

Non-Public Inforination

| Data, other than personal data, that is not subJect to distribution

to the public as public information. It is deemed to be sensitive
and coanentlaI by the State because it contalns mfonnatlon that :

by the general pubhc as pubhc mformatton

Non-Software
Deliye_rables

: Delwerables that are not Soﬁware Delwerables or Written

Delwerables e.g., meetings, help support services, other

Normal Business Hours |

.Nonnal Business Hours of the State ofNew Hampsh:re whlch

are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday

excluding State of New Hampshire holidays. State holidays are:
New Year's Day, Martin Luther King Day, President’s Day, -
Menmiorial Day, July 4% Labor Day, Veterans.Day, Thanksgiving
Day, the day after Thanksgiving Day, and Chnstmas Day

Spec1f'c dates. will be provided

NotQto-Exceed :

:| The price the contract shall not exceed under th|s contract. Thisis |

not a guarantee of full payment of the amount ifall services or
options do'not get utilized by the State but the maximum amount
that the state will pay under this contract unless otherwise

‘| aménded through Governor-and Council,

Noti_oe to Proceed (NTP)

-| The State Contract Manager’s written direction to the Vendor to

begin work on the Coniract on a given date and time

NREMT National Association'of Emergency Medical Téchnicians
NSA . National Security Agency
NTDB . National Trauma Data Bank

Open Data Formats

| A data‘format based on an underlymg Open Standard

Ope.n Source Software

Software that guarantees the user unrestricted use of the Soﬁware

} asdef‘ned in RSA 2l R 10 and RSA 2] R ll

'2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

. DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM

: CONTRACT DOS 2018-566

PART 2 = INFORMATION TECHNOLOGY PROVIS[ONS

Term:

Def' mtlon

Open Standards

Spemﬂcattons for the encodmg and transfer of computer data that
is defined in R_SA 21-R:10 and R,SA_Z] -R:13.

Order of Precedence

The order in which Contract/Documents control in the event of a-
conflict or ambiguity. A term or condition in a document controls
over a conflicting or amblguous term or condition in a document

that is lower in the Order of Precedence

PCR

P_a_tl_ent_ Care Report -

Perpgetual License |~

| An unlimited use of software without Fights for resale

Personal Data ;

Data that-includes information relating to a person that identifies
the person by name and has any of the following personally
identifiable information (PII): government-issued identification
numbers (e.g., Social-Security, driver’s license, passport);
financial account-information, including account number, credit
or debit card numbers; or protected health mformatton (PHI)

| relating to a person.

Project

The planned undertaking regarding the entire: subject matter of an -
RFP and Contract and the activities of the parties related hereto.

Project ManagementfPlalll

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful PrOJect

Project Managers

The persons 1dent|ﬁed who shall function as the State’s aiid the
Vendor’s representative with: regard to Review and Acceptance

'| of Contract Deliverables, invoice sign off, and revnew and
| approval of Change Orders:

Prbject Staff

State personnel asmgned to work with the Vendor on the Project

Project Team

The group of State emp]oyees and contracted Vendor's personnel 1
responsible: for managing the processes and mechanisms required

-such that the Services are procured in accordance with the 'Work .

Plan ‘on time, on budget and to the reqmred specifications and .
quality

Proposal

The submission from a Vendor in response to the Request for a

:| Proposal or Statement of Work

Protected Health -
lnformatlon (PHI)

Individually ide’ntiﬁable health information transmitted by
electronic media, maintained in electronic media, or transmitted

2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

o DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES
" ‘RECORDS MANAGEMENT SYSTEM

-CONTRACT DOS 2018-566

PART 2= INFORMATION TECHNOLOGY PROVISIONS

Term )

Sk

Defmtlon“ L ES -

or maintained in any other-form or medium. PHI excludes

| education records covered by the Family Educational Rights and

Privacy Act (FERPA), as amended; 20 U.S.C. 1232g, records
described at 20 U.S.C. l232g(a)(4)(B)(|v) and employment
records held by a covered entity in 1ts role’as employer.

QR CODE -

“Quick Response code is a two- dlmensmnal barcode that can be
read by a cell phone or computer with a barcode reader and '

‘which'is used to encode mformatlon such as text-or a URL for

quick access.

Re_g're;;sion Test Plan

| A plan mtegrated into the Work Plan used to ascertain whether
| fixes 1o Defects have caused errors elsewhere in the

appl lcatlon/process

Review

The process of reviewing Deliverables for Acceptance -

Review-Period

The period set for review of 4 Delivérable. If none is specified

_ t_h_eu _the Review Period is ten (10) busines;s_day_s:

RFP (Request l'or .

A Request For Proposal solicits Proposals to satisfy State ™

functional requirements by supplying data processing product
Proposal) : and/or Service resources according to specrf' ¢ terms and
conditions
-RMS Records Management System SRR
Role/Prmlege | Supports the granting of abilities to users or groups of users of a
Management | -computer, application or network
'Run(s) An instauce7 Where and EMS or Fire agency in the State sends a vehicle
to a potential or actual patient or fire incident.
The dates described in the Work Plan for deadlines for
Schedule performance of Services and other Project events and activities

under the Contract

Security Incident

The potentially unauthorized access by non-authorized persons.to .|
personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State’s:.

| personal data or non- pUbllC data within the possessron or control

2018-566 IT Provrslons - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

. DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 - lNFORMATION TECHNOLOGY PROV[SIONS

Te rm’

P

Def' mtlon

| of the Contractor A securlty mmdent may or may not turn mto a

data breach

Service

The work or labor to be performed by the Vendor on the Pro_|ect _

'| as described in the Contract.

Service Level Agreement

| sLA)

t

A signed agreement between both the State and the Contractor
that is subject to the terms and conditions in this document that
unless otherwise agreed to includes ( l) the technical service level
performance promises, (i. e. metrics for performance and intervals
for measure) (2) descr:ptton of servuce quality, (3) |dent|ﬁcat|0n

notlce requrrements (5 how disputes are dlscovered and
addressed, and.(6) any remedies for performance failures.

‘Services

The work or labor to be performed by the Vendor on the Project
as described in the Contract.

Software

| The computer program(s) in machine readabie object code form,

including the executable processing programs comprising the
various modules:from the Custom Software and COTS software
the Licensed Information provided by the Vendor under the
Contract

Software Deliverables »

Software and Enhangémén’ié

Software License

Licenses provided to the State under: this Contract.

o a
Software-as-a-Service
(SaaS) - |

The capability prowded to the State to use the Contractor’s’
applications running on a cloud infrastructure.. The applications
are accessible from various client devices through a thin-client
interface such as a Web browser (e:g.,. Web-based email) or a
program interface. The State does not manage or control the

| underlying cloud infrastructure including network, servers,

operating systems, storage or even individual application
capabilities, with the possible exception ofhmlted user-specific

.| application configuration settings.

Solution

The Solution consists of the total Solutlon which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Contract Spec:f' cations. The oﬁ'-

2018-566 IT Provnsnons -Part2
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STATE OF NEW HAMPSHIRE.
DEPARTMENT OF SAFETY
- DIVISION:OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES .
" RECORDS MANAGEMENT SYSTEM
. .-CONTRACT DOS2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

T

Term,' R © L Definition

the- shelf Software‘and conf' igured Software customized for the’
State provided by the Vendor in response to this RFP.

The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards; Documentation, applicable State and
federal policies, laws and regulations, State technical staridards,
subsequent State-approved Deliverables, and other Specifications

| and requirements described in the Contract Documents. The '
Spec1f' cations are, by this reference, made a part of the Contract
as though completely set forth herein. .

'Speéiﬁcations

SQL Structured Query Language

STATE is defined as:

State of New Hampshire

Department of Safety/Division of FSTEMS

33 Hazen Drive :: - -

" | Concord, NH 03305 . , ‘
Reference to the term “State” shall include applicable agencies’

State, ;

For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of
computer processing of or.other electronic maripulation of any-:
State Data _ data that was created by or in any way originated with the State,

: S whether such data or output is stored on the State’s hardware, the

or-otherwise controlled by the State or by.the Contractor.

" Contractor’s hardware or eXists in any system owned, mamtamed'; o

The New Hampshire State Fiscal Year extends from July: 1*
_through June 30" of the following calendar year. The year -

State Fnsca_l Year (SFY) .| designation is based on the year the period ends. For example .

SFY 19 begins on July 12018 and ends on June 30. 2019.

2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

. DIVISION:OF FIRE STANDARDS AND TRAINING
-AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

.CONTRACT DOS 2018-566

PART 2 INFORMATION TECHNOLOGY PROV[SIONS

Term

State Identified -Contfacl

A Defmtlon

The' person or persons designated ih'Writing by the State to

| receive security incident or.data breach notification.

State Pr0_|ect Leader

State’s representative with regard to Project oversight

State’s Confidential ,

Records o

-| State’s information regardless of its form that is not subject to

publi¢ disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chapter 91-A

State’s Pro;ect Manager
(PM)

State’s representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Statement of Work
(SOW)

A Statement of Work clearly defines the basic requirements and: |
objectives of a Project. The Statement of Work also definesa’
high level view of the architecture,;performance and design

| requirements, the roles and responsibilities of the State and the
‘| Vendor. The Contract Agreement SOW defines the results that

the Vendor remains responsibl'e and accountable for achieving.

Subco_ntractt}i‘ .

A person, partnership, or company ‘not in the employment of, or

.| owned by, the Vendor, which is performing Services under this
| Contract under a separate Contract w1th oron behalf of the

Vendor

Support

- Interactive telephone and e- mall support, computer based 0n||ne

training, product upgrades and enhancements, along with defect
corrections, delivered from IMAGETREND's offices and specified in
the Maintenance and Support Services and Service Level Agreement

under Exhibit G
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF:SAFETY

DIVISION-OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

.-CONTRACT DOS 2018-566

PART 2 ~ [NFORMATION TECHNOLOGY PROVISIONS

Term®

)

Def‘mtlon )

‘Syste'm

All Software, specified hardware and interfaces and extensions,

‘integrated and functlomng together in' accordance with the:
Spemﬁcanons
TBD o "To Be Determined

Technical Authorization

Direction to.a Vendor, which fills in details, clarifies, interprets,
pr specifies technical requirements. It must be: (1) consisten )
with Statement of Work within statement of Services; (2) not : . :
constitute a new assignment; and (3) not change the terms, .
documents of specifications of the Contract Agreemenl

Traitma and EMS Information System; the state s electronlc

TEMSIS . .
_ patient:care reporting system
| Period of the Contract from the Effectlve Date through

Term-
termmatlon
A plan integrated in the Work Plan; to venfy the code (new or

Tes t Plan changed) works to fulfill the requlrernents of the P_rOJ_eet It may
consist of a timeline, a series of tests and test data, test scripts and .
reports for the test results as well as a tracKing mechanism. '

TQIP Trauma Quahty Improvement Program

Transcript Iiecofds

Existing data maintained and managed by the State that tracks all

training and education courses provided by the state and all

students who have attended the courses. This data will be

Transition Services , -

. converted and lmponed into the DERMIS system as legacy data ,

Servicés and support prowded when Contractor is supportmg
System changes S

Trauma Regist:r"y

A Hospital Patient Registry system for trauma patients using the -

National Trauma Data bank dataset and mtegrated with TEMSIS
for fields used in both records.

UAT User Acceptance Test . .
Developers create their own test data and test scenarios to verify
the code they have created or changed functions properly as

Unit Test

defi ned

2018-566 IT Prowsmns ~Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

- DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART |2 - INFORMATION TECHNOLOGY PROVISIONS

[v]
Term;

T

O R Defmtuon

Upgraded Version

' The L1censed Software and/or Licensed Information to which updates,

enhancements, corrections, installations of patches or other changes
have been made. The exterior form of the Updated Version is reflected
by changes to the version numbers.

URL

Uniform Resource Locator- the teehmca] term for websnte
address

User Acceptance Testing

Tests done by.knowledgeable bUSiness users who are familiar
with the scope of the Project. They create/develop test cases to

«confirm the System was developed according to specific user

requirements. The test cases and scripts/scenarios should be

~ | mapped to business requirements outlmed in the user’

requirements documents. .

Usei' Management |

Supports the administration of computer appllcatlon and network

.| accounts within‘an organization

| Verification

V2 , NEMSIS Version 2.2:1 dataset
V3 | NEMSIS Version 3.4 and s:ubsequent datasets
E |
!~ | The Vendor whose proposal or quote was awarded the Contract
: '| withthe State and who is responsible for the Sérvices and
Vendor . Deliverebles_ of the Contract. Term-can be interchangeable with
. "Contractor” and/or "ImageTrend" throughout the contract, RFP
t and proposal ]
b Supports the conﬁrmatlon of authority to enter a ‘computer

system, apphcatlon or network

Walk Through

A step-by-step review of a Spec:ﬁeatton usability features or
design before it is handed off to the technical team for
development

Warranty Period

A perlod of coverage during which the contracted Vendor is
responsible for provndmg a guarantee for products and services .
delivered.as defined in the contract.

Warranty Releases

Code releases that are done during the warranty perlod

Warranty Services

The Services to be pr0v1ded by the Vendor dunng the Warranty

| Period.

Work Hours:

Vendor peféoﬁﬁel shall work normal business hours between
8:30am to 7:00pm Eastern Standard Time, Monday through

2018-566 IT Provisions - Part.2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

. DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 INFORMATION TECHNOLOGY PROVISIONS

. .T:enm.

- ) Deﬁmtton

' Frlday, excludmg Staté of New Hampshire hohdays Changes to

this schedule may be made upon agreement with the State Project
Manager. Sl

| Work Plan

The overall plan of activities for the Project created in accordance
with the Contract The plai and delmeatlon of tasks, actwmes

urider the Pl’OjeCt as specified in Appendrx C. The Work Plan

:| shall'include a detailed description of the Schedule, S
'tasks/actlwtles Deliverables, critical events, task dependencies,

and the resources that would lead .and/or participate on each task.

Written Deliverables

‘Non-Software written deliverable Documentation (letter, report, -
| manual, book, other) provrded by the Vendor either in paper or

electronic format

XML

‘Extensible Markup Language

2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
. AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
R .CONTRACT DOS 2018-566 )
| PART 2 INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION =

. This Contract is by and between the State of New Hampshlre acting through New Hampshire Department
Safety/Division of Division of Fire Standards and Training & Emergency Medical Services (“State”), and
ImageTrend, a Minnesota Profit Corporation, (“Contractor™), having its principal place of business at
20855 Kensmgton Blvd. Lakewlle MN 55044 : Lo '

Thls contract will prowde the State with a statewnde electronic patlent care reportmg (ePCR) system
for Emergency Medlcal Services (EMS) integrated with a system for Hospital Access to Pre-Hospital
Records (HAPHR), a statewidé Trauma Registry, and data reporting’ and analysis system.,
Additionally, this contract will include a-statewide National.-Fire Information Reporting System
(NFIRS) integrated wath the ePCR system, and a system for user management to manage EMS User
and Agency licenses and affiliations, EMS User and: Fire .certifications and education and training
records for all training courses the FSTEMS provides, ‘with integration of the user. management
system with the ePCR’ and NFIRS systems to manage all user, ageicy and vehicle demographlcs in
those reportmg systems

RECITALS

Whereas the State desires to have the Contractor provide aa Commercial-off-the-shelf Software System
and associated Services. for the State;

Whereas the Contractor wishes to prowde a CommerCIal Off-the shelf Software System and assocnated
services -

The parties therefore agree as follows:
1. CONTRA'CT DOCUMENTS.

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2018 566) is comprlsed of the following documents

A. Part | - Form P-37 General Provtsuon

B. Part2 - Information Technology Prowsnons

C. Part 3- Exhlblts
Exhibit A- Contract Del:verables .
Exhibit B- Price and Payment Schedule -
Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services

- 2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY :
- DIVISION;:OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
" RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566 . .. .
PART 2 - INF ORMATION TECHNOLOGY PROVISIONS '

"Exhlblt G- Maintenance and Support Services *

Exhibit H- Business Requrrements

Exhibit I- Work Plan

-Exhibit J- Software Agreement =

Exhibit K- Warranty and Warranty Servrces

Exhibit L= Training Services. . - - . :
_Exhibit M - HIPAA Business Assomate Agreement _
Exhibit N - Agency RFP with Addendumis, by reference _
Exhibit O - Vendor Proposal, by reference

Exhlblt P- Cemf' cates and Attachments

1. QRDER OF PRECEDENCE | - SRR
In the event of conﬂlct ot amblgmty among any of the text of. the Contract Documents the

a. State of New Hampshire, Department of Safety/ Division of Fire Standards and Training & .

~ Emergency Medical Services Contract Agreément 2018- 566,.including Parts 1, 2,.and 3;

" b. State of New. Hampshire, Department-of Safety/ Division of Fire Standards and Trammg & :

Emergency Medical Services RFP 566-18 (Repost: dated 03/14/20] 8)
¢. -Vendor Proposal Response to RFP 566-18 dated 3/23/2018; C
. d.” Portions of Vendor Proposal Response ‘to RFP 565-18 dated 2/5/20]8 unamended by
' Vendor Proposal Response to RFP 566-18.

2. CONTRACTTERM‘

The Contract and all obligations of the parties hereunder shall become effectrve after full -,

. execution by the parties, and the ‘receipt of requrred govemmental approvals mcludmg, but not
limited to, Governor - and Executive Counml of the State of New Hampshrre approval
(“Ef’fectlve Date”)

The Contract shall begin on the Effective Date and extend through 06/30/2028. The Term may
" bé extended up to 2 years, (“Extended Tetim™) -:at the sole ‘option ‘of the State, subject to the
parties prior wntten agreement on appllcable fees for each Extended Term '

_ The Contractor shall c_o_mme_nce work upon issuance of a Notice to 'P_roceed by the State.

The State does: not require the Contractor to commence work prior to:the Effective Date;. '

however, if the Contractor commences work prior to the Effective Date and a Notice to
Proceed, such work shall be performed at-the sole risk of the Contractor. In the event: ‘that the
Contract does not become effective, the State shall be under no obligation to pay the Contractor
for any costs incurred or Services performed; however, if the Contract becomes effective, all
costs mcurred prlor to the Effectwe Date shall be pard under the terms of the Contract

2018 566 IT Prowsrons Part 2
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STATE OF NEW HAMPSHIRE.
DEPARTMENT OF SAFETY ~ .
. DIVISION'‘OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS:2018-566

PART 2= INFORMATION TECHNOLOGY PROVISIONS

Tlme is of the essence m the performance: ol' the Contractor 8: obllgatlon under the contract.

3. COMPENSATION

31 CONTRACT PRICE

2 ;_The Contract Price, Part 1, P37, block 1.8 price limitation, method of: payment and terms of -
' payment are identified and more partlcu]arly described in sectlon 5 of P-37 Agreement and Part 3
Contract Exhibit B Przce and Paymem Schedule SRR ELEPF -

3.2 NONJEXCLUSIVE CONTRA_CT

. . 1 P |

The State reserves the righf at its discretion and cost, to. retain‘orher vendors to provide any of the .

Services or Deliverables identified" under this procurement or make an award by item, part: or-

portion of an item, group of items, or total Proposal. The Contractor shall not be responsible for any

delay, act, or omission of:such other vendors, -except that the Contractor shall be responsible for any

. delay, act, or omission of the other vendors if such delay, act, or omission is caused by or due to the
. fault of the Cantractor. '

4. CONTRACT MANAGEMENT ‘
The Project will require the coordinated efforts of a Project Team .consisting of both- the
Contractor and State personnel. The Contractor.shall provide all necessary resources to_perform
. its obligations under the Contract. The Contractor shall be responsrble for r managmg the Project
to.its successful completion. : g

4.1 'THE CONTRACTOR’S CONTRACT MANAGER

authorlzatlon and admm:stratlon The' Contractor s Contract Manager 1s:

Llsa Vanina

Proposal and Contracts Manager
_ " 20855 Kensington Blvd.
" . 'Lakeville, MN 55044.-

Tel: 888-469-7789

Email: Ivatiina@imagetrend.com

42  THE CONTRACTOR’S PROJECT MANAGER
4.2.1 Contract Projéct Manager
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM-
CONTRACT DOS 2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

The Contractor shall assign a PI‘O_]eCt Manager who meets the requnrements of the
Contract. The Contractor’s selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State’s approval
. process may include, without Ilmltatlon at the State’s discretion; review of the
* proposed Contractor’s Prolect Manager s resume, qualifications, references, and
background checks, and an interview. The State, :may require removal or

. reasmgnment of the Contractor’s Prolect Manager who, in the sole Judgment of

' 422 The Contractor’s Project Manager must be.qualified to perform the obligations

- required of the position under the :Contract, shall have full 'ailthority to make.

* binding decisions under the Contract, and shall function as the Contractor’s

representative for all administrative and management matters. Theé Contractor’s

“Project Manager shall perform the duties required under the Contract, ‘including,

but not limited to, those set forth in Exhlblt 1, Section 2. The Contractor’s Project-

Manager must be avallable to promptly respond during Normal Business Hours

within two (2) hours to inquiries from the State:" The Contractor’s Project
Manager must work diligently and use hls! her best efforts on the Project.

:4,2.3 The Contractor shall not change its assignment of the Contractor’s Project
: Manager without providing the State written justification and obtaining the prior
© written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or- greater skills than of the Contractor’s Project
‘Manager being replaced; meet the requirements of the Contract; and be subject to
.- reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
.Sectlon 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement. of the Contractor’s Project Manager -within ten (10)
business days of the departure of the prior Contractor’s Project Manager, and the
Contractor- shall continue during the ten (10) business day period to .provide
competent Project management Servnces through the aSSIgnment of a quallﬁed
interim Project Manager.

D 4.2.4 Notwnthstandmg any other provision of the Contract,, the State shall have the
. option, at its dlscrenon to terminate theé. Contract, declare the Contractor in
" default and pursue its remedies at law ‘and in equity, if the Contractor fails to
assign a the Contractor Pro;ect Manager meetmg the requnrements and terms of

the Contract.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY -

DIVISI_ON-OF FIRE STANDARDS AND TRAINiNG
AND EMERGENCY MEDICAL SERVICES
- RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROVISIONS
4.2.5 CONTRACTOR Pro_]ect Managers are:

DERMIS/ User Management / Llcensmg

Jay Katzenberger

Implementation Manager

20855 Kensington Blvd. -

Lakeville, MN. 55044

Tel: 952-469-6161

Emait: _]katzenberger@tmagetrend com

TEMSIS / Elite; / Elite Rescue/Account Adwsement Serwces H

Kevin Ferriby - Co
Tentative Account Adviser
20855 Kensington Blvd.
Lakeville, MN 55044
Tel:952-469-6149

Email: kferriby@imagetrend.com

43  CONTRACTOR KEY PROJECT STAFF

4.3.1The Contractor shall assign Key Project Staff who meet the requirements of the Contract,
and can implement the Software Solution meeting the requirements set forth in RFP Appendix
C: System Requirements and Deliverables, Table C.2: System Requirements and Deliverables-
Vendor Response Checkiist. The State may conduct reference and background checks on the
Contractor’s Key Project Staff. The State reserves the -right: to require removal or
reassignment :of the Contractor’s Key Project Staff who are found unacceptable to the State.:
Any background checks shall be performed in accordance with General Provisions Section

4.6: Background Checks.

432 The Contractor shall not change any of the Contractor’s Key Project Staff

commitments without providing the State written justification and obtaining the
State approvals for replacement of the
Contractor’s Key Project Staff will not be unreasonably withheld. The replacement
of the Contractor’s Key Project Staff shall have comparable or greater skills than of
the Contractor’s Key Project Staff being replaced; meet the requirements-of the
Contract, including but not limited to the requireménts set forth in RFP Appendix
C: System Requirements and Deliverables and be subject to reference and

prior written approval of the State.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY ,
DIVISION'OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
. CONTRACT D0S 2018-566 .
PART 2 - INFORMATION TECHNOLOGY. PROVISIONS

background checks described in Contract Agreement-. General Provrsmns Sectlon
4.6: Reference and Background Checks,

433 Not\wthstandmg any-other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its- remedies at law and in -equity, if the -Contractor fails to assign’ Key

 Project Staff meeting the requirements and -terms of the Contract or if it IS
- dissatisfied with the-Contractor’s replacemient PI'O_]eCt staff ‘

43.3.1 The Contractor Key Project Staff shall consist of the followmg
individuals in the roles |dent|ﬁed below: =

The Contractor’s Key Project StaFf: .
Key Member(s) R - ‘Title

‘Mi Lam o | Product Manager.

Chris Morris : o Implemerifation Coordinator
| Kelly Pithan' lmplementatlon Team Manager

Kevin Femby I | Account Advrser

4.4 STATE CONTRACT MANAGER

The State shall assngn a Contract Manager who shall function as the State g representatlve with
regard to Contract administration. The State Contract Manager i Is; : s

lJeffrey Phillips
" Assistant Director
33 Hazen Drive,
Concord, NH 03305
:* Tel: 603-223-4200 -
Fa.\ 603 271'l09l

4 5 STATE PROJECT MANAGER

The State shall assign a Project Manager The State PrOJect Manager’s duties shall include the
following:
a. Leadmg the Pro_|ect
b. Engaging and managing all Contractors;
C. Managmg significant.issues and risks. .
d. Rewewmg and acceptmg Contract Deliverables;:
. e. Invoice sign-offs; .

2018-566 IT Provrslons Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF-SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
g ~ CONTRACT DOS2018-566 -
PART 2= INFORMATION TECHNOLOGY PROVISIONS :

f. Rcvsew and approval of change proposals; and
- g Managing stakeholders’ concerns. -

The State Project Manager is:

Richard “Chip” Cooper

Emergency Services Data Manager

33 Hazen Drive . ¢

Concord NH 03305

Tel: 603-223-4200 _

Email: richard.cooper@dos.nh.gov

' g T

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal -background checks and not utilize any staff, including °
subcontractors, to fulfill the obhgatrons of the contract who have been convicted of any ¢rime of
dishonesty, including ‘but not limited to criminal fraud, or otherwise convicted of any- felony, or
misdemeanor offense for which incarceration for up to | year is an authorized penalty, or who
have any protective orders in effect against them. The Contractor shall promote and maintain an
awareness of the importance of securlng the' State’s information among the Contractor ]
émployees and agents.

The State may, at its sole expense, conduct reference .and background screening of the
Contracted Vendor Project ‘Manager and the Contractor Key Project Staff. The State shall
maintain_the confidentiality of background screening results’ in. accordance with the Contract

- Agreement — General Provisions-Section 11: Use of State’s Information, Confidentiality.

S. DELIVERABLES

5.1.  CONTRACTOR RESPONSIBILITIES

The Contractor shall be solely responSIble for meeting all requ1rements and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor shall not subcontract Services without providing the State written
Justification and obtaining the prior written approval of the State. "State approvals for
subcontracting Services will not be unreasonably withheld; subject to the provisions of the
Contract, including but not limited to, the terms and conditions in the Contract Agreement.
The Contractor must submit all information and documentation relating to the Subcontracior,
including terms and conditions consistent with this Contract. The State will consider the
. Contractor to be wholly responsible for the performance.of the Contract and the sole point of
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STATE OF NEW HAMPSHIRE
, DEPARTMENT OF SAFETY
. DIVISION OF FIRE STANDARDS AND TRAINING
. AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
.CONTRACT DOS 2018-566
PART 2.~ INFORMATION TECHNOLOGY. PROVISIONS

contact with regard to all contractual matters, lncludmg payment of any and all charges
resulting from the Contract. :

5.2. DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plaii for this Contract, and as more particularly descnbed in’ Contract
Exhibit A: Coniract Deliverables: Upon its submission of a Deliverable: or Service, the

~ Contracted Véndor:represents that'it has performed its obligations under thé Contract associated
with the Delwerable or Serwces » - »

53. NON- SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE :

After recelvmg written Certlﬁcatlon from the Contractor that a Non Software or Written
Deliverable is final, complete and ready. for Review, the State will:Review the Deliverable to

..determine whether it meets the Requirements’ outlined in Contract Exhibit A: Ceontract . .
Deliverables. The State will notify the Contractor in writing of its Acceptance ‘or rejection of ‘the . :

Deliverable within ten (10) business days of the State’s rece:pt of the Contractor’s written
Certification. If the State: re_|ects the Deliverable, the State shall notify the Contractor of the
~ nature and class of the Deficiency and the Contractor shall correct the Deficiency within the
" .. period identified:in the Work Plan. If no period for the-Contractor’s corréction ‘of:the Deliverable
is identified, the Contractor shall correct the Deﬁmency in the Deliverable within ten (10)
business .days or a mutually agreed upon date; in wntmg, corisidering the nature of the
“deficiency(s). Upon receipt of the corrected Delwerable the State shall have ten (10) business
days to review the Deliverable and notify the Contractor- of its Acceptance or rejection thereof,
with the option to extend the Review Period up to ten (10) additional business days. [f the
Contractor fails to correct the Deficiency within the allotted period of time, the State may, at its

_option, continue reviewing the Deliverable and require the Contractor to continue until the:

Deficiency is corrected, or immediately terminate the Contract, declare the Contractor i in. default
and pursue its remedies at law.and in equity.- Should the State fail to provide any commumcatlon -

whether Acceptance, rejection, or notice to extend the review penod then the Deliervable shall AT

be accepted on'the fifteenth (15) day following submission of the Deliverable to the State.

54. SOFTWARE REVIEW AND ACCEPTANCE

'System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services. :
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6. SOF TWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Sofhware Agreement. - '

7. SERVICES

- The Contractor shall provnde the Services required under the Contract Documents “All Ser\nces shall
meet and be performed, in accordance with the Spemf' cations. -

71 ADMIN]STRAT[VE SERVICES
The Contractor shall prowde the - State with the admmlstratwe Services set forth in the
Contract and pamcularly déscribed in Exhibit D: Admlmstratlve Servnces

7.2 IMPLEMENTATION SERVICES , o P
" The Contractor shall provide the State ‘with the Implementatlon Serwces ‘set forth in the
Contract, and particularly described in Exhibit E: Implementation-Services.

7.3 TESTING SERVICES
The Contractor shall perform testing Services -for the State set forth in the Contract and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the State with trammg Servnces set forth m the Contract, and_
partlcularly descrlbed in Exhibit L: Training Serv:ces '

7.5 MAINTENANCE AND SUPPORT SERVICES -
The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and partlcularly descnbed in Exhlblt G: System
Mamtenance and Support - L :

7.6 WARRANTY SERVICES S SRRNEE
The Contractor.shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide ‘the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependenmes and
payment Schedule.
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8.1 WORK PLAN

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I:
Work Plan. The Contractor shall update the Work Plan as necessary, but no less ‘than every
. two weeks, 10 acéurately reflect the status of the Project; including without limitation, the
Schedule, tasks, Deliverables, major milestones, task dependencies, and payment Schedule.
Any such updates to the' Work Plan must be approved by the State; in ‘writing, prior to final
incorporation into Contract Exhibit I:: Work Plan. :The updated Contract Exhibit I: Work
" Plan, as approved: by the State, is incorporated herein by reference.
Un_l_ess_ otherwise agreed in writing by the State, .changes to the Contract Exhibit l:- Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from the

Contractor’s :failure to perform "its’ obligations under. the: Contract including, without = -

I|m|tat|on perfomﬁance in accordance with the Schedule _ : '

~8.2 WORK PLAN DELAYS

"In the event of any delay in the Schedule the Contractor must lmmedlately notlfy the State
in writing, identifying the nature of the delay; i.e., specific actions or inactionis of the
* Contractor or the State causing the problem; its esttmated duration penod to reconciliation;
specific actions that need to be taken-to correct the problem; and the ‘expected Schedule :
lmpact on the Project.

. A]though the part:es agree that time esttmates schedulmg, and future- Iookmg ttmellnes shall be
be comp]eted eltmmated Recogmzmg that tlme is of the essence, each party shall commlt '
reasonable resources as appropriate and necessary to meet the timélines outlined in the Work
Plan. Each party shall not withhold reasonably accommodatmg the . other :party when

" unforeseen issues render - ‘previously agreed time -estimates and/or timelines impracticable.
The intent of this clause is to allow for flexibility in accommodatmg “Force Majeure”-type
unforeseeable obstacles in a mutually-acceptable and reasonable manner. Each party agrees

. to negotiate and escalate disputes.related to time estimates or timelines. in’good faith and
mtendmg to facilitate the success of the prOJect Any agreement of the parties to make

* accommodations regarding time estimates and/or timelines as described in this section shall

o be memorlallzedAm the Schedule, the Work Plan, or both as appropriate.

Nothing in this section will excuse or permit negligence or failure to perform in accordance with the
_terms of this Agreement; this section merely establishes a process for accommodating
unforeseeable obstacles which may arise during the course of this Agreement, as described -
" above..Nothing in this section is intended to supplant the contract amendment process, as
determined solely by the State, or to supplant the-change order process for proposed changes.

- to the scope of the Contract. :
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“In the event additional time is requir'ed by the Contractor to correct Deficiencies, “the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result from the.Contractor’s failure to fulfill its obligations under the Contract. To the
extent that.the State’s execution of its major tasks takes longer than’ described in the Work
Plan, the Schedule shall automatlcally extend.on a day-to-day basis. ' ::

Notwithstanding anythmg to the contrary, the State shall have the option to términate the
Contract for default, in accordance with Section 13, if it is dlssatlsf'ed with the Vendor s
. Work Plan or e]ements within the Work Plan

"~ 9. CHANGE ORDERS

9.1 STATE ORIGINATED CHANGE ORDERS

. The State' may request changés or revisions to the scope of work at’ any time by written Change
Order. The State originated changes or revisions shall be approved by the Department of
Information Technology. Within five (5) business days of the Contractor’s receipt of a Change
Order, or within such-other Ionger period of time as mutually agreed by the parties based upon the
complexity of the Change Order and considering that time is of the essence, the Contractor shall
advise the State, in detail, of any impact.on cost (e.g., increase or decrease), the Schedule, or the
Work Plan and prowde to the state a technical document which outlines mutually agreed upon

~ system specifications for:Custom Development and work plan affects along with associated costs,

payment terms, and acceptance procedures in the form of a.Statement of Work, If.the Statement of -

" Work is accepted by the state the Change Order(s) shall be subject to the current Contract "

9.2 VENDOR ORIGINATED CHANGE ORDERS

The Contractor may request’a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the :Schedule, or the Work Plan. The State shall attempt to
respond to the Contractor’s requested Change Order within ten (10) business days The State,
mcludtng the Department of Information Technology, must approve all Change Orders in writing.

- The cost of a change order requested by the Contractor to the State shall be at the Contractor’s
expense, unless otherewise agreed upon by the State. The State shall be deemed to have rejected
the Change Order if the pames are unable to reach an agreement in writing.

A[l Change Order requests from the _Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the mutually agreed Change Order(s) shall be
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subject to the current Contract allowances or the Contract amendment process as determined to
apply by the State -

INTELLEOTOAL'PROPERT"Y

" 10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership.and intellectual property rights) in the So:ﬁware,

and its asSociated: DOeu'merit:ition shall remain with the ContractOi‘ as. def' ned in EXH’IB[T J

Contracted Vendor shall own and hold all; title, and rights in any Software modlﬁcatlons

" developed in connection with performance of obligationé under the Contract, or. modifications to
- the Contracted Vendor provided Software, and their associated Documentation including any and

all performance enhancing operational plans and the Vendors’ special utilities. The Contracted
Vendor shall license back to the State a non-exclusive perpetual license use such software, source .

_code, object code,'modifications, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itselﬁ- or. for others, 'mafefials that
are competitive with, or similar to Custom Software, modifications developed in connection with

~_performance of obligations under the Contract. In addition, the Vendor shali. be free to use its’

general knowledge, skills, experience, and any other ideas, concepts, know-how, and techmques

_ that are acqu1red or used in'the course of its performance under this agreement,

Any cnstom development of additional software f_eatures for'a software solution module funded
through federal grants under this contract must- be made available to any other clients of the
Contractor who use or purchase the affected module at no additional cost or premium to the client

. per federal laws, "r:egulations or grant stipulations applicable to federal grants. .

10.2. STATE’S DATA AND PROPERTY .

All rights, title and interest in State Data shall remain with. the State. All data and any property
which has been received from the State or purchased with funds provided for that purpose under -
this Agreement, shall be the property of the State, and shall be returned to the Staté¢ upon
demandor upon termination of this Agreement for any reason. The Contractor shall not access
State user accounts or State data, except (1) in the course of data center operations, (2) in
response to service or technical issues, (3) as required by the express terms of this contract (4) at
the State’s written request, or (5) training machine learning algorithms or artificial inteiligence for

- the purposes of developing improvements related to the four immediately prec’eding exceptions
(1)-(4) or to the improvement of the Software licensed herein, provided any lmprovements based

on use Of the states data does not cause mcreased lleense or soﬂware use fees.
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10.3 CONTRACTOR’S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, ‘or similar to, the Deliverables. In accordance with the
provision of this- Contract, the Contractor shall not distribute any products containing or disclose
any Staté Confidential Information. The Contractor shall be free to use its general knowledge,
skills and experience, and‘any ideas, concepts, know-how, and techniques that are acquired or

used in the.course:of its performance under this Contract, provided that such is not obtained as.the. : .
‘result of the deliberate memorization of the State Confidential Information by the Contractor o

employees or third party consultants engaged by, the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not.limited to the followmg records of grand juries and
petit juries; records of parole and pardon boards; personal school records of puptls records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a llcensmg examination, examination for employment,

or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally ld_entlf"able mformatlpn that is private in nature.

10.4 STATE WEBSITE COPYRIGHT
WWW Copyright and Intellectual Property nghts _

- All right, title and interest in the State WWW site <NH. GOV, etc.>, including copyright to all
Data and information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces and computer instructions embedded within the WWW- pages. All
WWW pages and any other Data or information shall where applicable, d15play the State's
copyright. :

10.5 SURVIVAL .
** . This Contract Agreement Section 10: Infellectual Property shall survive the termination of the -
Contract .

11 USE OF STATE’S INFORMATION, CONFIDENTIALITY

'11.1 USE OF STATE’S INF ORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State; including State Co’nf"d‘en't‘ial Information. “State Confidential
Information” ‘shall include, but not be limited' to, information exemptéd from public
disclosure under New Hampshire RSA.Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the
State Confidential Information ‘developed or obtained during the: performance of, or
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acqu:red or developed by reason of the Contract, except as dlrectly connected to and
necessary for the Contractor’s performance under the Contract. .

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confi dentiality of and protect from unauthorized use,

disclosure, publication, and reproduction (collectively “release”), all State Confidential
Information that becomes available to the Contractor in connection with its performance L
under the Contract, regardless of its form e

SubJect to applicable federal or State laws and regulations, Confidential Information shall
not 1nclude information which: (i) shall have otherwise become publicly available other
than as‘a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a:source other than the drsclosmg
party, which the receiving party believes . is not: prohtbtted from dlsclosmg such
information as a result of anobligation in favor of the disclosing party; (iii) is developed
‘by the receiving party independently of, or was known by the receiving party prior to, any
-+ disclosure of such information made by the .disclosing party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may disclose Confidential
Inforfation to the extent required by an order of a court of competent Junsdlctlon

Any disclosure of the State Confidential ‘Information shall require the .prior: written
approval of the State. The Contractor shall lmmedlately notify the State if any request,
subpoena or other Iegal process i1s served upon the Contractor regardmg the State
the State undertakés fo contest the request subpoena or other legal process, at no y additional
cost to the State.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall lmmedlate]y notify the State; and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief. -

113 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the. Contractor seeks to maintain the confi dentlahty of its confidential or
proprietary mformatlon the Contractor must clearly identify in writing all information it .
claims to- be confidential. or proprietary. Notwithstanding the forégoing, the State
acknowledges that the. Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not_limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
lnformatlon msofar as it is consistent wrth apphcable State and federal laws or regu]atlons'
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mcludmg but not limited to, RSA Chapter 91-A. In the event the State receives a request
for the information identified by the Contractor as confidential, the State shall nétify the

. Contractor and specify the date the State will be releasing the requested information. At

the request of the State;, the Contractor shall cooperate and assist the State with the
collection and review of the Contractor’s information, at no additional expense to the State.

- Any effort to prohibit or enjoin the release of the information shall be the Contractor’s sole

respons:blltty and at the Contractor s sole expense. If the Contractor falls to obtain a court.

in the State’s notice to the Contractor without any liability to the Contractor. .

SURVIVAL

.This Contract Agreement Sectlon 11, Use of Slale s lnformanon Conf denuahty, shall
. survive termlnatlon OI' CO[’ICIUSIOI’I Df the Contract .

12 LIMITATION O_F LIABILITY_

12.1

12.2

" STATE -
Subject to- appllcable laws and regulations, in no event shall the State be liable for any

“consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to

applicable laws and regulations, the State’s liability to the Contractor shall not éxceed the
total Contract price set forth in Contract Agreement —General Prowsmns Block 1.8.

" 'CONTRACTOR

Subject to applicable laws and’ regulanons in no-event shall the Contractor be liable for
any consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not- exceed two times (2X) the total Contract price

~ set forth in Contract Agreement — P-37, General Prov:snons Block 1.8.

123

Notw1thstand:ng the foregoing, this limitation of hablhty shall not apply to the COntractor s
indemnification obligations set forth in the Contract Agreement-General . Prowswns
Section 13: Indemnification and confidentiality obligations in Contract Agreement- -General
Provisions Section 11: Use of--State’s Information, Confidentiality; which shall be

. unlimited.

"STATE’S IMMUNITY '

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State This covenant shall survive termination or Contract conclusion.
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124 SURVIVAL -
L _This Section 12: Limitation of Liability shall survive tenﬁinati@n or Contract conclusion.

" 13 TERMINATION .
" This Scctlon 13 shall survive the termmatlon or Contract Conclusmn

13 1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shall donstitute an event of
default hereunder (“Event of Default™) ‘
" a. Failure to perform the Services in accordance wnth the Spec1f" cations herem oron schedule
b. Failure to submit any report required; and/or
_c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any | Event of Default, the State may take any one or more,.or
. all, of the. followmg actions:

a. Unless otherwnse provided in the Contract, the State shall prov1de the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days from the date of notice,
unless otherwise indicated within by the State (“Cure Period”). If the Contractor
fails to cure the default within the Cure :Period, the State may terminate the-
"Coniract effective two (2) days after giving the Contractor notice of termination, at
its sole discretion, treat the Contract as breached and pursue its remedies at Iaw or
in equlty or both. : :

b. Give the Contractor a written notice spemfymg the Event of Default. and
suspending all payments to be made under the Contract and ordering that the
portion of the Contract price ‘which would otherwise accrue to the Contractor
:during the period from the date of such.notice until such time as the State:
determines that the Contractor has cured the Event of Default shall never be paid
to the Contractor. - :

c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default; .

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.
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& Procure Services that are the- subJect of the Contract from another source and the
Contractof shall be-liable for reimbursing the State for the replacement Services,

~ and all administrative costs directly related to'the replacement of the Contract and
procuring the :Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees ,.charges or penalties, and staff time costs; all
of'w;hi'ch shall be subjeet to the limitations of 1iéibility set forth in the Contract-

a. 13 1. 2 Should State fall to perform any covenant, term or condition of the
" Contract; the Véndor shall provide the State with written notice of defauilt, and the
.. State shall cure the default within thirty (30) days. Should the State fail to cure the
default, Vendor may treat the Cantract as breached and pursue any of its remedles

at law or in equity, or both e

132 *'TERMINA:TION:FOR CONVENIENCE . o L

13.2.1 The State may, at its sole dlscretlon termmate the Contract for convenience, in whole
© or in part,by ‘thitty (30) days: written notice to the Contractor. In the event of a
termination for convenience, the State shall pay the Contractor the agreed upon price, if
séparately stated in this Contract, for Deliverables for whick Acceptance has been
given by the State, Amounts for Services or Deliverables. provided prior to the date of
termination for which no separate price -is stated under the Contract shall ‘be paid, in
whole ior'in part, generally :in accordance with Contract Exhibit B, Prrce and Payment
Schedule of the Contract

13.2.2° During the thlrty (30) day penod the Contractor shall wind down and.cease Services as

quickly and efficiently - as’ reasonably possible, without performmg unnecessary . -

. Services or activities and by minimizing negative effects on the State f'rom such
: :-;_wmdmg down and cessatlon of Services. L :

133 TERMINA:TI_ON_FOR-CONFLICT OF INTEREST -

13.3.1 - The State may terminate the Contract by wrltten notice if it determmes that a conflict
of interest exists, including but not limited to, a violation by ariy of the parties hereto

. of applicable laws regarding ethics in pubhc acquisitions and procurement and
. performance of Contracts
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ln such case, the State shall be entltled to a pro-rated refund of any current

development, support and maintenance costs. The State shall pay all other contracted
. payments that would have become due and payable if the Contractor did riot know, or
" reasonably did not know, of the conﬂlct of interest.

13.3.2 - In the event the Contract is terminated as provided above pursuant to a v1o|at|on by

the Contractor, the State shall be entitled to-pursue the same remedies against the

" Contractor as it could pursue in the event of. a default of. thé Contract by the
Contractor. P

'13.4 TERMINATION PROCEDURE e

13.4.1  Upon termination of the Contract, the State, m addmon to any other rights provided e

.if the Contract, may’ require the Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such, part of the
B Contract as has béen termmated

13. 4 2 After receipt of a notice of termination,: and except as otherw1se directed by the State,
the Contractor shall:

a. ' The State .shall be entitled to any post:termination assistance generally made
" available with respect to the services, unless a unlque data retneval arrangement has
been established as part of the SLA. -

b. Stop work under the Contract on the date, and to the extent spec’if’ ed, in the notice;
 Contractor shall not be required to continue performing ongoing obhgat1ons which
are terminated;

c. - Promptly, but in no event longer than thirty-(30) days after terminétion terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all clalms arising out of such termination of .otders and

subcontracts, with the approval or ratification of the State to the extent requnred o

which approval or ratification shall be final for the purpose of this Section;

“.d. Take such action as the State directs, or as necessary . to preserve and protect the
-property related to the Contract which is in the possession of the Contractor and in
- which the State has an interest; :

~.e. During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.
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I. In the event of termination of any services or agreement in entirety, the
Contractor: shall not take any action to intentionally erase any State data for a
period of:

e 10 days after the effective date of termmatlon if- the termination is in .
accordance with the contract périod :

s 30 days after the Efl"'ective date of termination, if the termination is for
convenience ' :

» 60 days after the effective date of termination, if the termination is for cause - |

. 2. After such period, the Contractor shall have no obligation to maintain or provide
any State data.and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control

o Transfer title to the State and deliver in the manner, at.thé times, and to the extent
directed by the State, any property which is required.to be: fumlshed to the State and
which has been accepted or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent
secure disposal of State data;

_h. The Contractor shall securely dispose of all requested data in all of its forms, such as

.. disk, CD/ DVD, backup tape and paper, when requested by the State. Data shal! be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)- approved methods. Certificates of destruction
shall be provided to the State

i.  Provide written Certif catmn to the State that the Contractor has surrendered to the
State all said property. - - ‘

14 'CHANGE OF OWNERSHIP.

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the optlon of continuirig under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.
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| ASSIGNMENT DELEGATION AND SUBCONTRACTS

15.1 ASSIGNMENT

. The Contractor -shall not assign, delegate, subcontract, or.otherwise transfer -any of its

interest, rights, or duties under the Contract without the prior. written consent of the State.
Such consent shall. not be -tinreasonably’ withheld. Any attempted transfer, assignment,
delegation, or other transfer made.without the State’s prior.written consent shall be null and

“void, and may constitute an event of default at the sole discretion of the State.

15.2 DELEGATION :
The Contractor shall remam wholly responSIbIe for perfonnance of the entire Contract even

. if assignees, delegates, Subcontractors, or other transferees (“Assigns”) are .used, unless

otherwise agreed to in writing’by the State, and the Assigns fully assumes in writing any and

all obllgatlons and liabilities under the Contract from the Effective Date. -In the absence ofa

written - assumption of full .obligations and liabilities of the Contract, any permitted
assignment, delegation, subcontract or other transfer shall neither relieve the Contractor of

" any of its obligations under the Contract nor affect.iny remedies available to the State

against the Contractor that .may arise from any.event of default of the provisions of the

_contract. The State shall consider the Contractor to be the sole point of contact with regard to
- all contractual matters, mclud:ng payment of any and all charges resultmg from the Contract.

E 153 SUBCONTRACTS
" Notwithstanding: the foregomg, nothing. herein shall prohibit the Contractor from assigning -

the Contract to the successor of all or substantlally all of the assets or business of the
Contractor provided that the successor fully assumes in “writing - atl obligations and
responsibilities under the Contract. .In the event that.the Contractor shoild change

it ownership, as permitted under - Section 15 Change of Ownership, the. State shall have the

option to ‘continue under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continie under the Contract with the Contractor, its
successors - or- assigns for such period of time as ‘determined necessary by the State; or
1mmed|ately terminating the Contract. wnthout ]1ab1|1ty to the Contractor, its successors or
assigns.

- DISPUTE RESOLUTION

16.1 _ : Prior to the filing of any formal proceedings with respect toa dispute (other than an.
action’ seéking injunctive relief with respect to intellectual property rights or._confidential
information), the party believing itself aggrieved: (the - “invoking party”) shall call for
progresswe management mvolvement in the dlspute negotlatlon by written notice to the
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other party. Such notice shall be W|thout prejudice to the 1nv0k|ng party s right to any other
remedy permitted under. the contract.

The parties ‘shall use reasonable efforts to arrange personal meetings .and/or telephone
conferences as needed, at mutually convenient-times and places, between negotiators: for the

_ parties at- the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to rescive the dispute:

Dlspute Resolutlon ResponSIhlllty and Schedule Table

LEV'EL_J‘ ImageTrend.g"-”

o [STATE < - bUMUIJATivE‘ .

SIS : k : Tt | ALLOTTED -
“Primary;: | ImageTrend -Project | Richard Cooper 5 Busmess Days
) oot Managers State Project -

- Manager (PM) :
- | Michael Patock, | Jeff Philips | 10 Business Days
" | VP of  Product | Assistant Director

|

© i 17| Management

Micﬁaél McBrady, | Deborah Pendergast | 15 Business Daj}s .
'35 CEO or Joe Graw, | Director T
T nl COO '

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the orlgmal Invoking
Party S notlce is received by the other party.

i

17 SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In consideration for recelvmg access to and use of the computer facn]mes network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
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equipment, Doeumentatlon information, reports, or data of any kmd (heremaﬁer
“lnfonnat1on "), the Contractor understands and agrees to the following rules:
a. Every Authorized User has the respon51blllry to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, -or
:'_dlsclosure -

b. That mformatlon shall be used solely for conductmg off'cnal State busmess and all other

' :“mformatlon withouit hawng the express authority to do so.

c. Thal’. at no time shall the Contractor access or attempt to-access any information in a
" manner inconsistent’ wnth the approved pohcnes procedures, and /or agreements relatmg
to system entry/access

d. That a]l software licensed, developed or. belng evaluated by. the State cannot be copied,
" 'shared, distributed; sub-licensed, modified; reverse engineered;.rented, or sold, and that
at all times the Contractor must use utmost care to protect and keep such software
strictly confidential in accordance with the license or any other Agreement executed by -
. . the State. Only equipment or software owned, licensed, or being evaluated by the State,
" can be used by the Contractor. Personal software (mcludmg but not lnmted to palmtOp
sync software) shall not be installed on any equipment.

-e, That if the Contracter is found to be m'v1olatlon of any of the above-stated rules, the

User may face removal from. the State Contract and/or criminal or civil prosecution, |f o

the act constitutes a v10]at|on of law.

17.2 EMAIL USE

-As part of prov1d1ng services under this contract, the Contractor will not require access to
email or other electronic communication messagmg systems provided or issued by the State
of New ‘Hampshire. The Contnactqr_wlll be ‘using their own external email system: to-
communicate with the state P - :

17.3 INTERNET/INTRANET USE :
The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
(available upon request).. -
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174 REGULATORY GOVERNMENT APPROVALS

The Contractor shallobtain:all necessary and applicable regulatory or. other governmental
approvals necessary fo perform its obligations under the Contract.

" 17.5 INSURANCE CERTIFICATE

Contractor shall maintain insurance in accordance with Section 14 of the General Provisions.
The Insurance Certificate should note the Certificate Holder in the lower left hand block as:
" State of New Hampshire, :
Department of Safety,
. Division of Fire Standards & Trammg and EMS
33 Hazen Drive .
- 'Concord NH 03305 =, - ..

17 6 ESCROW OF CODE

- Vendor will entef into a source and configuration code escrow agreement with a State approved

._escrow agent. The proposed escrow agreement shall be submitted with the Vendor’s Proposal
for review by the State. The escrow agreement requires the Vendor to put the Vendor Software -
source and configuration code in‘escrow. The source code shall be released to the State, at.no .
expense to the state, lf one of the fo!lowmg events has occurred: :

a. the Vendor has made an a551gnment for the benefit of creditors; .

b. the Vendor mstltutes or becomes subject to a liquidation or bankruptcy proceedmg of any

. kind; S

¢. a receiver or snmllar offi cer has been appomted to take charge of all or part of the
Vendor’s assets; or - :

d. Vendor ceases its on-going business operatlons or that pomon of its busmess operatlons
relating to the licensing and maintenance of the Software. .

: .- Upon one of the above events occurrmg, State may addltlonally or altematwely request, at'the
state’s. option, Vendor furnish, install, and/or restore a working. copy of the then-current
installation of Vendor Software from Vendors server(s) onto a server(s) of State’s chioice (e. g

~ State’s own servers or servers provided to State by another party). In this case, unless Vendor
demonstrates 'inéo]Vency due to the event, Vendor will, atthe Vendor’ s'expense perform as

 unable to do so- directly. Operatlon and maintenande of the. system’ on the state’s servers in'such as
event W|l| be the' responsnblllty ofthe state should such ani event occur. D

17.7 EXHIBITS ‘
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fu]ly mcluded in the text.
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.- "17.8 VENUE AND JURISDICTION

o Any action on' the Contract may only be brought in the State of New Hampshlre Merrimack
County Superlor Court

-17.9 SURVIVAL

The;: terms conditions and warranties contained in the Contract that by their c()ntext are
| intended to survive the completion of the performance, canceliation or termination of the
" Contract shall 5o survive, mcludmg, but not limited to, the terms of the Exhibit:D:.Section 5:

‘Records * Retention . and. . ‘Access Requirements, Exhibit D Sectron 6: Accounting

~ Requirements, . and = Gengral Provisions-Section 11:  Use “of " State’s Information,

' ~ Confidentiality and General Prowsnons- Sectlon 14: Termmatlon which shall all survive the .
- termmatlon of the Contract P

17.10 FORCE MAJEURE

" Neither the Contractor.nor the State shall be responsnble for delays or fallures in performance
resulting from events beyond the control of such_party and without fault or negligence of
such party. - Such events shall include, but not be limited to, acts of God; strikes; lock outs,
riots, and acts of War, epidemics, acts of Government, fire; power fallures nuclear accidents, -
earthquakes and unusually severe weather. ‘

o Except in the event of the foregomg, Force Majeure events shall not mclude the Contractor s
© :inability to hireior- prowde personne] needed for the’ Contractor’s performance under the =
Contract

17.11 NOTICES

or gwen at the time of mailing by certified mail, postage prepa:d in a Umted States Post
_Office addressed to the parties at the following addresses. | :

To The Contractor To State: _
ImageTrend, Inc. State Of New Hampshire,
20855 Kensington Blvd, C Department of Safety/ Division Of Fire
_Lakewlle MN 55044 + .. | Standards And Training & Emergency
: . Medical Services .
TEL: ];-888-{4_69-7789 33 Hazen Drive

R ' Concord, NH 03305
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EMAIL: ' » TEL (603) 223-4200

contracts@imagetrend.com
- B : E.MAIL:
Deborah Pendergast@dos nh gov

. 1 the Contractor to énsure there is. no: mappropnate or unauthorlzed use of State information at -
“any time. To this ‘end, -the.Contractor shall safeguard the ¢onfidentiality, ‘integrity - and
avallablllty of State mformatlon and comply with-the following condttlons

a. The Contractor shall :mplement and mamtam appropnate admmlstratlve techn:cal and
' Ttheﬁ of personal data and non- publlc data Such securlty ‘measures shall be in accordance
with recogmzed mdustry practlce and not less stringent than the measures, the Contractor .

'b. All data obtained by‘ the Contractor in the‘perfonnance of this contract shall become and
remain property of the State.. All personal data shall be encrypted at rest and in transit .
“with controlled access. Unléss otherwise stlpulated the Contractor is reSponsane for
‘éncryption of the personal data.

d. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and
-in transit. The State shall identify data it deems as non- public data to the Contractor. The
level of protection and encryption for all non- publtc data shall be identified and made a

part of this contract. :

-€. At no time shall any data or processes — that either belong to or are intended for the use
of the State or its ‘officers, agents or employees — be copied, disclosed or retdined by the
the Contractor or any party- related to the Contractor for subsequent use in-any transaction
that does not include the State. :

f. The Contractor shall not use:any 1nformat10n collected in connectlon with the service
issued from this proposal for any: purpose other than fulfilling the service. -

17.13° RETURN OF DATA

Upon termination of this Agreement for any ‘reason, 1nc|udmg completton of the
,contract term, Vendor shal] provnde to State coples of the followmg data:
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a. A copy ofall State ePCR data in NEMSIS 2 or 3 format, as apphcable to the data

system and mdlwduals records can be |dent1ﬁed and recovered as needed:once
" imported into a new system; and L -

b. A copy of the Data Warehouse to be used for data review, reportmg and analyms
in.SQL or other agreed upon format that can be installed on a state.server. This.
data will include documentation on table layout, organization and:relationships.
such that the state can connect state data analytics software to the data warehouse
efﬁolently ' C

. Vendor will produce this data by first usihg relevant export functionality provided
by the application, e.g. for ImageTrend Elite the data would be produced as a
NEMSIS :Version 3 XML file(s), or by other: native data export: format (e.g.

_ Microsoft SQL Server backup ‘file or .other data extract) should’ the apphcatlon

: :.:prowde no export fuuctlonallty Vendor ‘may redact or remove Vendor trade. secret
and confidential information, such as database schema design details, or data which
is used solely in an operational or administrative fashlon (e.g. data which was never -
‘entered by State end-users). For clarity, Vendor may not redact or remove data that

. State or State’s end-users entered. Vendor will provide this exported data to*State via
secure electronic transfer, such as SFTP/FTPS. Vendor shall have 90 days from
State’s request to produce this data for State. Should-State desire the data to come in

" any alternative format, or be in any way: different than as described in this section,
State must request ‘those services from Vendor separately on a Time and Ma\tenalsj
basis (e. g vra Change Qrder as detailed elsewhere-in this Agreement). -

17.14 DATA LOCATION:

The Contractor shall provide its services to the State and its end users solely from data -
centers in the U.S.. Storage of State data at rest shall be located solely in data certers in the
U.S. The Contractor. shall not allow its personnel or contractors to store State data:dn
portable devices, including personal .computers, except for :devices that are used and kept
‘only at its U:S. data centers. The Contractor shall permit its personnel and tontractors to
access State data remotely only as required to provide technical support

17.15 SECURITY INCIDENT OR DATA BREACH NOTIFICATION .

The Contractor shall inform: the State of any security incident or data breach in accordance
with NH-RSA 359-C:20 Notification of Security Breach Required and Exhibit M- HIPAA
Business Associate Agreement Section 9, Data Breach Notification and Mitigation.
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a. lnc1dent Response: the Contractor may need to communicate with outside parties
-regarding a security incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
on an urgent as-needed basis, as part of the Contractor communication and mitigation
_processes as mutually agreed upon, defined by law or contained in the contract.

b. S:ecur'iti,? Incident Répé'rting'Requiremcnts the Contractor shall i‘epdrt a security
“incident to the appropriate State identified: contact |mmed1ate[y as defined in the SLA.

¢. Data Breach Reporting Requirements: [f the Contractor has actual knowledge of a
confirmed data breach that affects the security of any State content that is subject to
applicable data breach notification law, the Contractor shall (1) promptly notify the
'approprlate State identified contact within 24 hours or sooner, unless shorter time is
requ1red by applicable law, and (2) take commercnal]y reasonable measures to address
:the data breach in a timely manner., :

:17.16 DATA BREACH RESPONSIBILITIES AND MITIGATION

The Contractor shall be responsible for mitigating any data breach according to NH RSA
359-C:20 Notification of Security Breach Required and Exhibit M- HIPAA Business
Associate Agreement, Section 9, Data Breach Notification and Mitigation This section only
applies when a data breach occurs with respect to personal data within the possessnon or
control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
- State identified contact by telephone in accordance with the agreed upon security plan or
“security procedures if it reasonably believes there has been a security incident.

b. The: Co‘ntractor unless st'ipu'laté'd otherwise, shall promptly notify the hpp’ropriate State
by apphcz_nble law if it confirms that there i is, or reas_sqnably believes that there has been a
data breach. the Contractor shall (1) cooperaté with'the State as reasonably requested by
_the State to investigate and resolve the data breach, (2) promptly implement necessary
:remedial measures, if necessary, and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

~c.’Unless otherwise stipulated, if a data breach is a direct result of the Contractor’s breach
of its contract obligation:to encrypt personal data or otherwise prevent its release, the
_Contractor shall bear the costs associated with:

2018-566 IT Provisions - Part 2

ImageTrend Initials: i"U \ . Page 46 of 49



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
: CONTRACT DOS 2018-566
PART 2 INFORMATION TECHNOLOGY PROVlSIONS

(1 ) the investigation and resolution of the data breach;

(2) notifications to individuals, reégulators or others required by State law;

(3)a credlt monitoring service required by State (or federal) law; .

(4)a website ora toll-free number and call-center for affected mdlwduals required
by State law — all not to exceed the average per record per person cost calculated
for data bréaches-in the United States (currently $201 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon
Institute | 7 at the timé: of the data breach; and.

(5) complete all corrective actions as reasonably determined by the Contractor based
on root cause; all [(1) through ()] subject to thls Contract’s l|m|tat|on of liability.

17.17 NOT[FICATION OF LEGAL REQUESTS v

The Contractor shall contact the State upon receipt of any. electromc discovery, lntlgatlon

holds, discovery searches and: expert testimonies related to the State’s data._under this -

contract;:or which in any way might’ réasonably require access to the data of thé State. the

Contractor shall not respond:to subpoenas; service of process and other legal requests related

to the State wnthout first notnfymg the State unless pl’Ohlblted by law from providing such
. notice. o

17.18° ACCESS TO SECURITY LOGS AND REPORTS |
-The Contractor shall provide reports to the State in .a format as agreed to by both the

Contractor and the State. Reports shall include latency statistics, user access, user access IP
address, user access hlstory and secunty Iogs for all State f‘ les related to this contract '

17.19 CONTRACT AUDIT

The Contractor shall allow the State to. audit conformance to the contract terms. The State
may perform this audit or contract with a third party.at its discretion and-at the State’s
expens_e., : : .

" 17.20 DATA CENTER AUDIT

The Contractor shall perform an mdependent audit of its data centers at Ieast annually at its
EXpEnse, .and provide-a redacted version of the audit report upon request. the Contractor may
remove its proprietary information from the redacted version. A Service Organization
Control (SOC) 2 audit report, HIPAA audit report, HIPAA Security Rule with NIST 800-53
Mappings report or approved equivalent sets the minimum leve! of a third-party audit.

2018-566 IT Provisions - Part 2

ImageTrend Iﬁitials: H[ES ' : e Page 47.0f 49



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
. CONTRACT DOS 2018-566 . .
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

17. 21 ADVANCE NOTICE

in the SLA) to the State of any upgrades (e g., major upgrades, minor upgrades system ’
changes) that ‘may impact service availability and perfonnance A maJor upgrade is a
replacement of hardware soﬂware or fi rmware wnth a newer or berter version in order to

. _nhumber.

17.22- SECURITY ,

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate proteetioa and flexibility can be attained between the State
and the Contractor. For example: virus checking and port sniffing — the State and the
Contractor shalI understand each other s roles and respons:brl:tles -

. 1723 NON-DISCLOSURE AND SEPARATION-OF DUTIES
The Contractor shall enforce separation of job duties, require commercially reasonable non- .
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perForm job duties.

17.24 IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in plecemeal or in entirety at its
discretion without interference from the Contractor. This 1nc|udes the ability for the State to
' lmport or.export data toffrorn other service prowders

17. 25 RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be respon51b[e for the acquisition and operation of aI] hardware
software and network support related to the services being-provided. The technical and
professional activities required for establishing, managing.and maintaining the environments
are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agreed upon maintenance downtlme) and provide service to customers as defi ned in the
SLA. -

'17.26 RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Confractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relatlonshlp with the Contractor The State shal] provnde the Contractor w1th notice of lts
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* security wolatlon exists with respect to the request the Contractor shall 1mmed|ately remove
such individual. the Contractor shall not assign t the person to any aspect of the contract or future
work orders- w:thout the State’s consent, o
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EXHIBIT A - CONTRACT DELIVERABLES

a. PROBLEM STATEMENT

The State’s current contract providing statewide Emergency Services Records Management System
expires on 06/30/2018. In order to continue these services, a new system, including data converted from
the existing system, needs to be implemented *

b. GOALS

Implementation of a statewide Emergency Services Records Management System, including electronic
patient care reporting (ePCR) system for Emergency Medical Services (EMS) integrated with a system for
Hospital Access to Pre-Hospital Records (HAPHR), a statewide Trauma Registry, and data reporting and
analysis system. Additionally, this project will include a statewide National Fire Information Reporting
System (NFIRS) integrated with the ePCR system, and a user management system to manage EMS User
and Agency licenses and affiliations, EMS User and Fire certifications, and education and training records
for all training courses the FSTEMS provides, with integration of the user management system with the
ePCR and NFIRS systems to manage all user, agency and vehicle demographics in those reporting
systems. :

¢. PROJECT OVERVIEW

The general scope of the project is to provide to the State with an Emergency Services Records
Management System which will meet and perform in accordance with the Specifications and Deliverables
that are in accordance with the time frames in the Work Plan

d. STATEMENT OF WORK

The contract services .p.rovided are defined and specified under Exhibit A, Section f. Deliverables, Milestones,
and Activities Schedule and Exhibits E through L. A detailed work plan, mutually agreed upon by both
parties, must be provided within fourteen (14) business days of the contract execution.

e. GENERAL PROJECT ASSUMPTIONS

1. The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, Decision Sheets, and other documents used in the management and
tracking of the project. The State of New Hampshire and the Contractor’s Project Managers
(ImageTrend Implementation Coordinator) will review these tools and templates and determine which
ones will be used for the project. Training on these tools and templates will be conducted at the start of
each phase in which they will be used.

State of NH DOS Contract 2018-566-18
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2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the State a template, table of contents, or agenda for Review and prior approval by the
State.

3. The Contractor shall ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of the State’s Information Technology resources,
information, and services. Security requirements are defined in Appendix C-2 of the Request for
Proposal. The Contractor shall provide the State resources, information, and Services on an ongoing
basis, with the appropriate infrastructure and security controls to ensure business continuity and to
safeguard the confidentiality and integrity of State networks, Systems and Data.

4. Contractor will provide the State with any technical requirements for user connectivity to or usage of
the application and interface functionality (i.e. CAD systems)

5. The Deliverables are set forth in the Schedule described below in Section 2. By issuing an
Acceptance Letter to unconditionally accept a Deliverable, the State reserves the right to reject any
and all Deliverables in the event the State detects any Deficiency in the System, in whole or in part,
through completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

6. State shall have a 180 day warrarity period, as defined in Part 3, exhibit K section 2, in which to reverse
the decision to accept a Deliverable. If after this 180 day warranty period State detects a Deficiency
(occurring after testing periods have concluded), State may not reverse the Deliverable acceptance
and may instead submit a Deficiency/Malfunction ticket via Contractor’s technical support system as
detailed in Contractor’s Service Level Agreement attachment. Should State fail to issue an acceptance
for a Deliverable for more than 15 business days, the Deliverable will be deemed accepted.

7. The State may, at any time during the contract term, opt-out of any services for a period of time as
specified by the State. This opt-out may be the result of many factors, including, but not limited to,
budgetary or resources constraints. The opt-out period may be for a portion of the contract terms or
the remaining term of the contract. The State may choose to opt back into discontinued services at a
future point in the contract. The State will provide 30 days’ notice to the Contractor prior to opt-
out/opt-in. During the opt-out period, the state will not be obligated to pay for services that they state
is not using or receiving.

8. The State shall only pay for services while they are activated as part of deployment and initiation of
implementation, or modified as part of an opt-out/opt-in action by the State. The payment shall be
prorated based on the number of months in which services are active in the applicable SFY muitiplied
by the monthly break-down of the annual fee as determined by the annual fee for the services divided
by 12. Purchases of licenses and one-time implementation fees will be paid in full at the time of
service activation, deployment and initiation of the project or services unless otherwise mutually
agreed upon between the State and Vendor.
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Emergency Services Records Management System

CONTRACT 2018-566
PART 3 - EXHIBIT A

CONTRACT DELIVERABLES

9. Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

f. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Item: Activity, Deliverable,_:o;:-Milestoﬁe ' ' De‘?;;:ble Projected.
Implemenhng ExlstmgaSystemS? LB ‘ ‘z . -
Continuation of Support and Hosting for Elite and Elite ;
! Field, including Visual Informatics, Software July 1,2018
2 gon.tmuat.lon of.Suppgrt and Hostmg for Trauma Software July 1,2018
egistry, including Visual Informatics
3 |Continuation of Support and Hosting for Hospltal Hub Software July 1, 2018
ImplementingUpgrade t6 Elite.Rescue T o o L i
Elite Rescue Fire RMS License activated and deployed f‘ollowmg D.ERM]S L
1 Software implementation per timeline in
to State site i
Project Work Plan
Implement and Configure Fire RMS to upgrade Elite to ' fo[lowmg D.ERMIS T
2 . Software implementation per timeline in
Elite Rescue :
Project Work Plan
Following DERMIS
3 |Initiate support and hosting for full Elite Rescue Software implementation per timeline in
Project Work Plan
Project Management- i 3 L
1 {Conduct Project Kickoff Meeting Non-Software ;'w 0 weeks from Contract
: 1gnature
2 |Bi-Weekly Project Meetings Non-Software |[Cngoing
3 {Monthly Status Reports Written Ongoing
4 |Provide Project Templates / Checklists / Workbooks Written During Kickoff Meeting
5 [Provide Current sample of application configurations Written Timeline in Project Work Plan
6 |Provide documentation of default business workflows  |Written Timeline in Project Work Plan
7 |Final Acceptance Tests report Written One week after final UAT
8 |Project close-out report Written 30 Days after Go-Live
9 |Enhancement Modifications Project Management Non-Software Ongoing through final

enhancement UAT

State of NH DOS Contract 2018-566-18
Exhibit A — Contract Deliverables — Part 3
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STATE OF NEW HAMPSHIRE

Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System

CONTRACT 2018-566
PART 3 — EXHIBIT.A

CONTRACT DELIVERABLES
Item, . Acti\;ity, Deliverable; or Milestone. , Del.?f;;:ble .+ Projectedt
Planning. .. o
1 |System analysis and needs assessment report Written Timeline in Project Work Plan
. . Two weeks from Project
2 |Mutually Agreed Project Work Plan Written Kickoff Meeting
3 |Software Deployment and Configuration Plan Written Timeline in Project Work Plan
4 |Security Plan Written Timeline in Project Work Plan
5 [Testing Plan Written Timeline in Project Work Plan
6 |Data Conversion Plan and Design Written Timeline in Project Work Plan
7 |Training Plan Written Timeline in Project Work Plan
Site Deployment and Configuration - L ]
I |DERMIS license activated and deployed to State site Software Timeline in Project Work Plan
2 |Provide State web portal and URL Software Timeline in Project Work Plan
3 [State System administrator user accounts created Software Timeline in Project Work Plan
4 lmplement NH specific site configurations (e.g. logos, Software Timeline in Project Work Plan
links etc.) ‘
5 |Activate Report Writer features Software Timeline in Project Work Plan
6 |Configure single-sign on for TEMSIS and DERMIS Software Timeline in Project Work Plan
7 |DERMIS Offline Inspections License Activated Software Timeline in Project Work Plan
lm:[)lémeﬁtatiéﬁS: T ml oz, Lo
I [Complete implementation of Elite Integration Software Timeline in Project Work Plan

State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE

Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Servu:es
Emergency Services Records Management System

CONTRACT 2018-566
PART 3 - EXHIBIT A

CONTRACT DELIVERABLES

" Deliverable.

=

Item | Activity, Deliverable, or Milestone, . Type Projected’
2 |[Complete implementation of NREMT integration Software Timeline in Project Work Plan
3 pomp[ete l.mplementa\_tlon Of State LMS integration, Software Timeline in Project Work Plan
including linkage to single sign-on
4 [|Complete implementation of Payment gateway linkage |Software Timeline in Project Work Plan
5 Comlplege live pilot testing of EMS licenses and training Software Timeline in Project Work Plan
applications for operational staff
6 Com‘ple?e live pilot testing of EMS licenses and training Software Timeline in Project Work Plan
applications for external users
7 [Production Go-Live Software Timeline in Project Work Plan
Workflow, Configuration” o R ) S
I |Configure User Account creation workflow Non-Software |Timeline in Project Work Plan
2 |Configure Legacy User Account confirmation workflow |Non-Software (Timeline in Project Work Plan
3 |Configure EMS Provider License application workflow (Non-Software |(Timeline in Project Work Plan
4 |Configure Training Course Application workflow Non-Software |Timeline in Project Work Plan
5 |Configure Service/Agency license workflow Non-Software |Timeline in Project Work Plan
6 |Configure Vehicle workflow Non-Software |Timeline in Project Work Plan

E:nhancemént?Mbdiﬁgations--cor‘nplefé based.on _UA'T

Timeline in Project Work Plan

Internal Staff Approval of course enrollment (8/7/10)

1 |Develop Enhancement Statement of Work specification |Written

2 Setting course prereqﬁisites for applications (8.7.42, Software Timeline in Enhancement
8.11.7,8.11.20) ] Statement of Work

3 : Software Timeline in Enhancement
Bundling of courses into master/parent bundle (8.7.23) Statement of Work

4 Software Timeline in Enhancement

Statement of Work

State of NH DOS Contract 2018-566-18
Exhibit A — Contract Deliverables — Part 3
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STATE OF NEW HAMPSHIRE

Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System

CONTRACT 2018-566
PART 3 - EXHIBIT A

Eegacy Data Conversion,

Enhancement Features and SOW Development 7

Software

CONTRACT DELIVERABLES
Item. "A'ctivity, Deliverable; or Milestone | Deliverable Projected
DR , Type ‘

5 Software Timeline in Enhancement
Agency Director User Search (8.3.33) Statement of Work

6 Software Timeline in Enhancement
PDF certificates for course modules (8.7.19) Statement of Work

7 Software Timeline in Enhancement
Tiered Inspection failure criteria (8.6/7) Statement of Work

3 Software Timeline in Enhancement
Alert Messages Displayed (8.1.14) Statement of Work

9 ’ Software Timeline in Enhancement
Document Description for Investigations (8.8.6) Statement of Work

10 Software Timeline in Enhancement
Offline skills testing module (8.7.34, 8.1.7, 8.1.9) Statement of Work

1 Software Timeline in Enhancement
Custom Development Project Management Statement of Work

12 i4s Needed

a 1.

1

Validate Legacy Data Workbooks provided by State

- |Non-Software

Timeline in Project Work Plan

Complete and validate testing Imports / conversion of

2 data - Software Timeline in Project Work Plan

3 (Final Go-Live Import / Conversion of data Software Timeline in Project Work Plan

4 |Final Go-Live import validated through UAT Non-Software |Timeline in Project Work Plan
Testing" e T gt R e T g
Conduct Integration Testing Non-Software |Timeline in Project Work Plan

2 |Conduct User Acceptance Testing Non-Software |Timeline in Project Work Plan

3 |Perform Production Reliability Tests Non-Software |Timeline in Project Work Plan

4 Test In-Bound and Out-Bound Interfaces Software Timeline in Project Work Plan

5 Conduct System Performance (L.oad/Stress) Testing Non-Software |Timeline in Project Work Plan

State of NH DOS Contract 2018-566-18
Exhibit A — Contract Deliverables — Part 3
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STATE OF NEW HAMPSHIRE

Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System ’

CONTRACT 2018-566
PART 3 — EXHIBIT A

CONTRACT DELIVERABLES
Item] . Actwuty, Delwerable,;o Mllestone.-‘ O D‘*el,llf;;:;l_)!e P,rdjeg:.tved‘.“t oo "
B Lo - e ..' 3 N - -y em e TR
Security Review and Testing Prior to live legacy data

6

Non-Software

import and pilot testing

Training.(See Exhibit:L; for:Details): =~ % a° i

o BT L
K . ] .“

-
PR TR

—_—

Education Session #1 Complete

Non-Software

Timeline in Project Work Plan

2 [Education Session #2 Complete Non-Software |Timeline in Project Work Plan
3 |Education Session #3 Complete Non-Software |Timeline in Project Work Plan
4 |Education Session #4 Complete Non-Software |Timeline in Project Work Plan .
5 |Education Session #5 Complete Non-Software |Timeline in Project Work Plan
6 |Education Session #6 Complete Non-Software |Timeline in Project Work Plan
7 |Education Session #7 Complete Non-Software |Timeline in Project Work Plan
8 ‘|Education Session #8 Complete Non-Software |Timeline in Project Work Plan
9 |Education Session #9 Complete Non-Software

Timeline in Project Work Plan

Onsite Training
Up to S days Onsite / 3 trips

=)

Non-Software

As Scheduled

Webinar Training
11 |Up to 4 sessions

Non-Software

As Scheduled

40007

Support and:Hosting:. "~~~ * " o T ) SR A B
] |DERMIS System Non-Software [On site Deployment
2 |DERMIS Offline Inspections Non-Software [On Module Activation
3 |NREMT Integration Non-Software [After UAT
4 |State LMS Integration Non-Software |After UAT
5 |Payment Gateway Integration Non-Software |After UAT
6 |Account Advisement Services Non-Software [On Contract Signature

<The remainder of this page is intentionally blank.>
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

EXHIBIT B - PRICE AND PAYMENT SCHEDULE
1. PAYMENT SCHEDULE

1.1 Not to Exceed

This is a Not to Exceed (NTE) Contract for the period between July 1, 2018 through 06/30/2028.
The Contractor shall be responsible for performing its obligations in accordance with the Contract.
This Contract will allow the Contractor to invoice the State for the following activities
Deliverables, or milestones appearing in the price and payment tables below.

1.2 Activity, Deliverable, or Milestone Payment Schedule

Item:|" . Activity, Delwerable, or Mllestonea RS lijected“ T T oPricer
Implementmg Existing Systemisv:, -, & ¢ R ;,{J S R R T
Continuation of Support and Hostmg for Elite,
1 |including Visual Informatics Hosting: 2/3 of On Contract Signature $63.000
$50,000 = $33,000 ’
Support: 2/3 of $45,000 = $30,000
ngctilnuatlon of Support and Hosting for Elite On Contract Signature $15,000.00
Continuation of Support and Hosting for .
2 Trauma Registry, including Visual Informatics On Contract Signature $23,610.00
3 |Continuation of Support for Hospltal Hub On Contract Signature $24,000.00
ImplemientingiUpgrade to Ehte Resclie; |, % 7 oo oSaslm TE0T o T ST TR s
Following DERMIS
I Elite Rescue Fire RMS License activated and |implementation per $100.000.00
deployed to State site Timeline in Project A
Work Plan
- Following DERMIS
9 Implement and Configure Fire RMS to implementation per $25.000.00
upgrade Elite to Elite Rescue Setup Timeline in Project AR
Work Plan
g\itiate zpportdjndtshostir}i if)r full Elite Following DERMIS
eSCue (prorated for 6 mos o Yior imnl, tati
3 |Hosting: 1/3 of $50,000 = $17,000 / 2 = $8,500.00 'T"f'p i,'."e".a ]')0” P e: $16,000.00
Support: 1/3 of $45,000 = $15,000 000 / 2 = $7,500.00 | '"€!ine in frojec
Work Plan
Conduet Project Kickoff Meeting Two weeks from Included
1 Contract Signature

State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Ttem' | Activity, Deliverable, or Milestone Projected’ - Price
2 |Bi-Weekly Project Meetings Ongoing Included
3 |Monthly Status Reports Ongoing Included
s &g\rr]l(c[l;(l;z?ect Templates / Checklists / During Kickoff Meeting Included
5 :;ﬁ;’gj;?;;m sample of application Timeline in Work Plan Included
) ?::.Egg ‘(igcumcntatlon of default buslness Timeline in Work Plan Included
l . X One week after final
7 Final Acceptance Tests report UAT Included
8 |Project close-out report 30 Days after Go-Live Included
Enhancement Modifications Project Ongoing through final Included
9 |Management enhancement UAT
Planning . . . N . o
| |System analysis and needs assessment report |Timeline in Work Plan Included
2 {Project Work Plan Timeline in Work Plan $15,000.00
3 [Software Deployment and Configuration Plan Timeline in Work Plan Included
4 Security Plan Time[ine in Work Pkm Included
5 [Testing Plan Timeline in Work Plan Included
¢ |Data Conversion Plan and Design Timeline in Work Plan Included
7 [Training Plan Timeline in Work Plan Included
Site Deployméentand-Configuration, ,.," Ce e
DERMIS license activated and deployed to - Timeline in Work Plan " $90.000.00
| [State site AR
2 |Provide State web portal and URL Timeline in Work Plan Included
State System administrator user accounts Timeline in Work Plan
3 fereated [ncluded
- |Implement NH specific site configurations  |Timeline in Work Plan Inctuded
4 |(e.g. logos, links etc.)
s |Activate Report Writer / features Timeline in Work Plan Included
Configure single-sign on for TEMSIS and Timeline in Work Plan
¢ |DERMIS Included

State of NH DOS Contract 2018-566-18
Exhibit B — Pricl(;and Payment Schedule — Part 3
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Item [ Activity, Deliverable, or'Milestone -Projected. ,P"rice,' :
DERMIS Offline Inspections License Timeline in Work Plan $16.000.00
7  |Activated U
Iinbl‘éhméritzift#ihns-_:r ST . . ..
| |Complete implementation of Elite Integration |Timeline in Work Plan Included
Complete implementation of NREMT Timeline in Work Plan $7.500.00
2 [integration T
Complete implementation of State LMS Timeline in Work Plan $10.000.00
3 |integration, including linkage to single sign-on AR
Complete implementation of Payment Timeline in Work Plan $7.500.00
4 |gateway linkage -2 VLU
Complete live pilot testing of EMS licenses  |Timeline in Work Plan A Included
5 |and training applications for operational staff
Complete live pilot testing of EMS licenses  |Timeline in Work Plan Included
6 |and training applications for external users
7 {Production Go-Live Timeline in Work Plan Included
Workflow-Configuration. = . S R : ) )
I |Configure User Account creation workflow  |Timeline in Work Plan Included
Configure Legacy User Account confirmation (Timeline in Work Plan
5 |workflow Included
Configure EMS Provider License application |Timeline in Work Plan
3 |workflow Included
ini icati Timeline in Work Plan
. Szr:{;%:\;e Training Course Application Included
5 [Configure Service/Agency license workflow |Timeline in Work Plan Included
6 |Configure Vehicle workflow " |Timeline in Work Plan Included
Enhancement Modifications - complete based‘'on UAT. + " * ) N
Delivery of Enhancement Statement of Work Timeline in Included in Project
Enhancement Statement
i of Work Management
Setting course prerequisites for applications Timeline in
8.7 4§ g 11 7p8 Ilq20) PP Enhancement Statement $7,500.00
2 T e of Work
. . : Timeline in
(E:gu;cy;;g of courses into master/parent bundle Enhancement Statement $16,000.00
3 o of Work :
Internal Staff Approval of course enrollment |Timeline in $5.000.00
4 (8.7.10) Enhancement Statement e

State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Services

Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Ttem:| * . ‘Activity, Déliverable; or-Milestone: . - Prolected “ Price,
of Work '
Timeline in
Agency. Director User Search (8.3.33) Enhancement Statement $1,000.00
5 of Work
Timeline in
PDF certificates for course modules (8.7.19) |Enhancement Statement $12,500.00
6 ' of Work
Timeline in
Tiered Inspection failure criteria (8.6/7) Enhancement Statement $£2,500.00
7 of Work
. Timeline in
Alert Messages Displayed (8.1.14) Enhancement Statement $2,000.00
8 of Work
i " Timeline in
(I;o;:ugent Description for Investigations Enhancement Statement $125.00
9 o of Work
. . . Timeline in
(8)?19")13 skills testing module (8.7.34, 8.1.7, Enhancement Statement $44,500.00
10 | of Work
Timeline in
Custom Development Project Management  |Enhancement Statemem $22,750.00
11 : of Work _ _
sl e e fl,_“ ';-_7 DERM_IS Custom Development Subtotal ; L H$_l'_l_3',-8fl$.'0|0§;,‘ - |
Timeline in
[E)nharllcementt ;e a;q;es :\_nd SOw |Enhancement Statement $16,275.00
12 evelopment Modifications of Work
Legacy Data Gonversiony - + « ' o olF.T e s TN T T LT ST
Validate Legacy.Data Workbooks provided by Timeline in Work Plan
Included
| |State
Complete and validate testing Imports / Timeline in Work Plan
. Included
2 |conversion of data
) ] , Timeline in Work Plan
3 Final Go-Live Import / Conversion of data Included
) o i Timeline in Work Plan "
4 Final Go-Live import validated through UAT - $5,000.00
Testing® ¢ . . 4 U el R L .
1 |Conduct Integration Testing Timeline in Wor k Plan Included
Conduct User Acceptance Testing Timeline in Work Plan Included
3 |Perform Production Reliability Tests Timeline in Work Plan Included

Staté of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

[ Ttem [~ Activity, Deliverable, or Milestoner | - - Projected. . '|.-. - .- Price -
4  |Test In-Bound and Out-Bound Interfaces Timeline in Work Plan Included
Conduct System Performance (Load/Stress) |Timeline in Work Plan
- Included
5 |Testing
6 |Security Review and Testing Timeline in Work Plan Included
Training(Seé.Exhibit L for Details); . =0, © wa ol o0 e Ty 0 BRI T
| |Education Session #1 Complete ‘|Timeline in Work Plan Included
2 |Education Session #2 Complete Timeline in Work Plan Included
3 |Education Session #3 Complete Timeline in Work Plan Included
4  |Education Session #4 Complete Timeline in Work Plan Included
5 |Education Session #5 Complete Timeline in Work Plan Included
6 |Education Session #6 Complete Timeline in Work Plan Included
7  |Education Session #7 Complete Timeline in Work Plan Included
8 |Education Session #8 Complete Timeline in Work Plan Included
9  |Education Session #9 Complete Timeline in Work Plan Included
10 |Education Session #10 Complete Timeline in Work Plan Included
. , Timeline in Project
1 Education Session #11 Complete Work Plan Inctuded
Onsite Training Session
12 |Up to 5 days Onsite at $1400.00 / Day As Scheduled $5,600.00
Training Travel (Onsite Training) :
13 |Up to 3 trips at $1750.00 per trip As Scheduled $3,500.00
Webinar Training
Up to 4 x 1-hour sessions at $175.00 / session  |As Scheduled $700.00
_14 _Jor2 x 2-hour sessions at $350.00 / Session | _ 7 _ o
Support and*Hosting: *,. ¢ ' 5T " Tt 8 VAT e RS G e T B T
DERMIS System (prorated for 6 mos of SFY 19)* :
. $14,500.00
Hosting $9,000.00 / 2 = $4,500.00 On site Deployment
I Support: $20,000.00 / 2 = $10,000.00
DERMIS Offline Inspections _
(prorated for 6 mos of SFY 19)* st
Hosting $2,000.00 / 2 = $1,000.00 On Module Activation $3,400.00
2 |Support: $4,800.00 / 2.= §2,400.00
NREMT Integration
(prarated for 6 mos of SFY 19)* After UAT $937.50
3 |Support: $1,875.00 / 2 = $937.50
State LMS Integration
{prorated for 6 mos of SFY 19)* After UAT $1,250.00
4 |Support: $2,500.00 / 2 = $51.250.00
s Payment Gateway Integration After UAT $937.50

(prorated for 6 mos of SFY 19)*

State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Item Activity, Deliverable, or Milestone Projected Price
Support: §1,875.00 / 2 = §937.50
Elite Rescue Fire RMS Permits Following DERMIS
{(prorated for 6 mos of SFY 19)* implementation per $5,000.00
6  |Support: $10,000.00/ 2 = $5,000.00 Timeline in Work Plan
Account Advisement Services
(prorated for 6 mos of SFY 19)* On Contract Signature $6,250.00
7 |Support: $12,500.00 /2 = $6,250.00 : _
Piroject: Holdback** : T
Item Activity, !Rellyer:?ble, o 17 Projected | .- Amount: 10%
: Milestone: - : S, -
60 days after full
. . |go-live of all
| [DERMIS Implementation and ™ e rhancement $15,000.00 $1,500.00
roject Management . .
modifications are
complete
60 days after full
2 |DERMIS Data Hosting productive Go- $4,500.00 $450.00
Live
3 |DERMIS Support Services 60 days afler full $10,000.00 $1,000.00
productive Go-Live
4 |DERMIS Custom Development |00 days after full. $113,875.00 $11,387.50
productive Go-Live
5 DERMIS Mobile Inspections 60 days.aﬂer full_ $1.000.00 $100.00
Hosting productive Go-Live
6 DERMIS Mobile Inspections 60 days.aﬁer full_ $2.400.00 $240.00
Support productive Go-Live
Implement and Configure Fire
7 |RMS to upgrade Elite to Elite |00 92YS after full $25,000.00 $2,500.00
productive Go-Live
Rescue Setup
Elite Rescue Hosting add-on to |60 days after full
8 Elite (1/3 of $50,000=$17,000.00/2) |productive Go-Live $8,500.00 $850.00
Elite Rescue Support add-on to |60 days after full '
9 Elite (173 of $45,000=$15,000.0/2)  |productive Go-Live §7.500.00 $750.00
10 |Elite Rescue Fire RMS Permits |00 d2vs after full $5,000.00 $500.00
productive Go-Live
Total 10% Holdback $19,277.50

* Amounts are prorated for 6 months (Annual Fee / 2) of SFY 2019 based on the anticipated approval date
of January 2019 for the remainder of SFY 2019.
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

**Project holdback is only applied to new additions of DERMIS and Fire RMS as these solutions will be
being implemented as new solutions. No holdback is applied to existing systems that are ongoing and
have been for manay years, and therefore do not warrant any holdback as there is no new “deliverable”,
only the ongoing hosting and support in piace.

1.3 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in the event that
additional Service is required. Positions not identified in the Proposed Position Worksheet may be included
in the Future Vendor Rates Worksheet.

Table 1.3: Future Vendor Rates per Hour Worksheet

Position:s . /' ‘SFYs |, SFY. | h‘ SFY: ; SFY?\ | SEY
Title %o 420205520215 |¢ 20225 [F2
|P"°J"‘°t $175  [8175  [s180  [$180
Manager
Fth.el.. $175 5175 $180 3180 5185 3185 $190 $190 $195 5195
ositions ‘
1.4  Solution SAAS Services Pricing Summary Worksheet
Following is a table summarizing the hosting, support and maintenance and license fees through the

Contract end date. Price estimate reflects the most optimistic implementation date. Actual payments may
differ from the estimate if project start date slips or if implementation takes longer as this will cause a
shorter maintenance period.

Table 1.4: Solution SAAS Services Pricing Summary Worksheet

SAASISERVIGES: |7 Year'ly < |7 Year:2: « |+ Yéar3i |/ Yeéard®: 7, Vears 7. §VrSubtotal: -
Web Site $56,45000 | $71,859.00 | $73,296.18 | $74762.10 | $76257.35 $352,624.63
Hosting Fee

Technical _

Support and $117,435.00 | $154,494.20 | $144,834.08 | $147,730.77 | $150,685.38 | $715,179.43
Maintenance ‘ .

updates

Licensing $206,000.00 : . $206,000.00
TJOTALS'.., . | $379,885:00: | '$226:353.20 5| "s318;130:26". | $2237492'87:"| '$226,942.73; 7] $1,273,804.06:
SAASSERVICES | Veur® |1 Near? ([l Years7 | Vaary | Yeurlo [ 10 eiom
Web Site $77,78249 | $79,338.14 | $80924.91 | $82,543.40 | $84,19427 | $757.407.84
Hosting Fee :

State of NH DOS Contract 2018-566-18
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Technical
Support and
Maintenance
updates

STATE OF NEW HAMPSHIRE

Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services

Emergency Services Records Management System

CONTRACT 2018-566
PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

$153,699.09

$156,773.07

$159,908.53

$163,106.70

$166,368.84

$1,515,035.66

Licensing

$206,000.00

.TOTALS- ..

- | $231:481.58 | $236,11121 -

+$240,833.44"

. $245,650.10

$250i563.11"

$2,478,443.50

1.5

Solution Services Component Pricing Details

Following is a summary of the pricing details for the various software solution components. See section
1.6 Pricing table for annual pricing details.

Table 1.5: Solution Services Componeht Pricing Details

TEMSIS: . e ) -
Software Solution | Component Comment Qty| Base Price Total Price
ePCR Purchased in previous
License contract 1 $0.00 $0.00
TEMSIS Elite Rescue [Fire RMS*  [One-Time Purchase 1 | $100,000.00 $100,000.00
- : Fire RMS Implementation I $25,000.00 $25,000.00
Hosting [ncrements 2% annually | 10 | $41,500.00] $538,986.05
Support Increments 2% annually | 10 | $37,500.00 $485,237.44
Permits Increments 2% annually | 10 $5,000.00 $104,497.22
. Purchased in previous
TEMSIS Elite Rescue || jcense contract I $0.00 $0.00
Field Hosting __|lncluded in Elitc Rescue| 10 $0.00 $0.00
Support Increments 2% annually| 10 | $15,000.00 $164,245.81
Contract Total for TEMSIS $1,417,966.52
Trauma Registey - . e s T . -
Software Solution | Component Comment Qty| Base Price Total Price
Purchased in previous
Trauma Registry License contract 1 $0.00 $0.00
Hosting Increments 2% annually | 10 $9,450.00 $103,474.86
Support Increments 2% annually | 10 | $14,169.00 $155,048.05
: Contract Total for Trauma Registry $258,522.91
Software Solution | Component Comment Qty| Base Price Total Price
License One-Time Purchase ] $90,000.00 $90,000.00
DERMIS System Implementation and
Configuration|Proj Mgt 1 $15,000.00 $15,000.00

State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Custom SOW Defined in
Development |Proposal 1 | $113,875.00 $113,875.00
Legacy Data
Migration One-time cost 1 $5,000.00 $5,000.00
Hosting Increments 2% annually| 10 $4,500.00 $94,047.49
Support Increments 2% annually | 10 | $10,000.00 $208,994.42
DERMIS Offline License One-Time Purchase i $16,000.00 $16,000.00
Inspections Hosting Increments 2% annually | 10 $1,000.00 $20,899.44
Support Increments 2% annually | 10 $2,400.00 $50,158.66
National Registry Activation _ |One-Time Fee 1 $7,500.00 $7,500.00
Integration Support Increments 2% annually | 10 $937.50 $19,593.23
. Activation  |One-Time Fee 1 $10,000.00 $£10,000.00
Moodle Integration*
" |Support Increments 2% annually | 10 $1,250.00 $26,124.30
Activation  [One-Time Fee | $7,500.00 $7,500.00
Payment Gateway -
Support Increments 2% annually | 10 $937.50 $19,593.23

Corntract Total for DERMIS

$704,285.77

Other Solutions and:Services .

Software Solution | Component Comment (Qty| Base Price Total Price
Annual
Hospital Hub Service Increments 2% annually | 10 $24,000.00 $262,793.30
Enhancements and Annual 75 hours at annual Dev
SOW Dev* Election Rate 10 $16,275.00 $172,050.00
Account Advisement |Annual 2 Years with additional
Services Election gptional 2 $6,250.00 $18,750.00
Contract Total $453,593.30
Training. _ w . o . v, e T
Software Solution | Component + Comment Qty| Base Price Total Price
Full-Day onsite
Onsite Training Tra!n!ng $1400/day 5 $£1,400.00 $7,000.00
Training _
Travel $1750 / Trainer / Trip 3 $£1,750.00 $5,250.00
) .. Live Session (up to 2
Webinar Training Training Hours) P 4 $350.00 $1,400.00
: Contract Total for Training $13,650.00
N R i 'L Contract'Totall-. . .~ . $2.848,018.50

Solutions Services Terms:
¢ Ongoing commitments of time, e.g. “*Enhancements and SOW Dev” are made available on an annual basis with

no roll-over or accumulation of such hours. Those hours must be consumed each year prior to each anniversary

of this Agreement.

State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

e ImageTrend will consider “Moodle Integration” complete upon delivery of all components within ImageTrend’s
control. Any failure by the system administrator of Moodle or any other party to provide necessary data,
information, support, or to otherwise comply with the State and/or ImageTrend’s technical andfor security
policies will not prevent completion of this deliverable.

e Any license purchase fees will be paid within 30 days of license activation and installation into the states
account., )

e Any software implementation and activation of hosting and support services will be prorated from the calendar
month ‘services are initiated through the end of the SFY in effect at the time of activation of services. Prorated
fees will be based on the annual fee for the service divided by 12 and multiplied by the number of months
remaining in the SFY. -

1.6  Solution Services Full Annual Pricing Details
Following is the full annual pricing details for the various software solution components.

<See Following Page for Table 1.6>

State of NH DOS Contract 2018-566-18

Exhibit B — Price and Payment Schedule — Part 3

Date: \}M/ W/ g0 1%

Contractor’s Initials EUV\ Page 17 of 77



STATE OF NEW HAMPSHIRE *
'CONTRACT 2018-566-18
"PART 3 - EXHIBIT. B

Table 1.6: Solutlon Serwces Full Annual Pncm&Detalls

;- Detailed.Contiract Prcing DOS 20185667185
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* |Moodle Integration [ SIOCOOOO . $10,000.00] .:
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$25,000.00]+-

i i, -  Licénse Purchmé Sul:mu.l

g v

0

-, .$50,000.00

- el

1]:a 10 . 250.00],

SFY 19 Bast

o Y- T Y e

Syslcm Training Subtotal™ >, -~

ri L §9,800,00).

SEERREUD

. > 53,350.00]:

IS"-IF-'-IE'IHE’O'

S22 ARIONG

‘State of NH DOS Contract 2018-566-18
Exhibit B — Price and. Paymem Schedule —Part 3

Date ]i/l [éﬁl

E2E39';’32!87E] $‘-!4-I 13773

:n
Lz

) o Emem [Cemema|
saﬁmnm

-,

150,00
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DERMIS ln*plcrmmahon and Project Management .. 7 £515,000.00] . $15,000,00{. oL
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Legacy Data Migrmtion <. '$5,000,00]. $5,000.00] - - R | X XA B A ] T - i .
Enhnm:ermm Features and SOW Dcvelopmcn! R .sns.z'isoo $16,275.00] sm,z'rsoo $16740.00]  $16,74000] $17205.00{ $17.205.00] ' $17670.00] .- $17, s'moo $18,135.00} . S|813500 ;. $172,050.00
s e TR  Configuration and Implemenllﬂon Subtotnl|i 0} LT $150,150.00] .$16275.00] " $15,740.00]%.$16,740.00 - 517,205.00 2 517,205.00}" *$17,670.00| 3" 517,670.00] 518135700} "-=518.135.00]"» $305,925.00
Ancual Data Hosting = I e oo 7 QU SEY 1Y Basé] SFY 2019 Prormed | YSEY20) [ sFvar:i vl SEy22f-i| “SEvaa™ | v SFY2arT v NSFY 35 | “RSFY 267" I SFY 27+ | SFV28: o] - Towml v
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Trauma Registry . ; ‘so-ssooo $9,450.00 $9,639.00) $9.831.78 . 51002842 51022898 $10,433.56 $10,642.23 siogsso8| $11,072,18 ';1‘1.293.62 5103 474, 86
DERMIS Data Hosting . .* i .. $9,000.00 $4,500.00 $9,180.00] §9363.60]  $9.550.87] .. s97a189].. $9936.73|. s10,13546]  $1033817] . $i0544.93 $10,755.83 2. 594 047.49,
DERMIS Mobile Inspéétions "'$2,000.00 $1,000.00 5204000 . 52080.80| T s2.122.42] U s2eams]  Us220806) - Us225232) - 5229737 %2343z T szs0.09
TR Sk gm0 e Anual Date Hnsﬂng Suuom vt Pl S T 556,450,000 28 711859.00] - ~573.296.18] “ 574,762.10] V576,287.35]: < 577,782:49] %:$75,338 18] 1580.924.91] . $82,543.40| = .§84,19427)7-
Annual System Support w7 e - T QuSEY 19'Bese] SFY 2019 Prormed|- -sFvao (] Fosevar 7. sEye2i ] sEviay ST sevaarlosSevase | sevas- ol sevzTT |- sevze,
Elite Rescue Support © |- $45,000.00 $37,500.00|  $4590000] $46818.00 $47,754.36] 54870945 s49.68364] ss067731]  ss51.69086] . §$52,724.67 $53,779.17]". 15485, 237447
. | Blite Rescie Field Suppon . '$15,000.00]- $15,000.00) $15,300.00 $15,606.00) $15918:12] - $16.236.48 $16,561.21 S1689244]  $17.230.29[° 51757489 . $17.926.39] [1$164) 2457815
Traums Registry " $1a,160.00] -$14.160.000  §1444320]  s14732.06]  sisozevl]  si15327.24)  sise33.78F  sisoasas] sie26s39]  siese070]. sie2si|=-s155.008:08 |
ImageTrend Hospital Hub™ 52400000 $24,480.00f  $24.969.60| 52546899 $2597837 . s6a9red| . s2702790] . s275s846] s28i119.83 $28,682.22) $262,793.30
DERMIS System $10,000.00| : $20,400.00 $20,808.00| .  $21,224.16 $21648.64| .. $22,081.62| - . $22,523.25 $22.973.71 $23,433.19 " s23,901.85] - 5308 994:42
DERMIS Mobile Inspections $2,400.00 $4,896.00) $4,993.92 $5,093.80 $5,19567]  ° $5,299.59 '$5.405.58 $5.513,69 $5,623.97 $5.736.44] . 4,550,158 66
National Registry Integration 43 $1,875.00 s937.50) -, s1.912.50 -+ $1950.75] - s198077]: - s202056] - s2omas|. s8] $2,153.79) $2;196.86] | $2,240.80] -+ <819 59323
Moodle Integration ° ' $2,50000] $1,250.00{ © * $2,550.00| $2,601.00 $2,653.02 52,0608 ©  $2,760.20] ©  $2.81541| " S2.871.71 $2,929.15 " $2987.73] .. $26:124.30.
Payment Gateway T S1B75,00] $937.50] | $1.912.50 $1,950.75 $1,989.77 $2029.56] - 5207015 $2,111.55) - $2,153.79 $2,196.86 $2.240.80]: ", $19,593.23
Hité Rescue Permits .$10,000,00) $5.000.00) $1020000] $10404.00] $1061208]  s10824.32) 51109081  $n261.62]  snqssss| si71659] - $11.95093] :5104,497 21
Account Advisemem Services - B E -".',SIZ.SOOAOO' - $6,250.00] $12,500.00 S q- e -~ *.518,750.00 |-
SH. - Lo % = Andual System Sugport Subtotai] * ¢ oo S|+ 2811743500451 54549430 $144,530.08]-5147.730.77]- s 150,585138[ " $153,699.00]7'5156,773.07] '5155,908.53| :5163,106,70| 3166,368.84] $1.515.035.66|.
S)stem'l‘minlggr T A R T sn’w Bise] SEV2019:Prorated |~ SFY.20, 77| SEVEE T rsFy 22 |, s s rsevaa | asevast -t sevdss i sEvi27 T | —sFyzs “Toel "
Onsite Training Sessions per d-y {$1400/Day) $5,600.00] $1,400.00 d R Tt > 5 3 ] -y 57,000.00
Training Travel ($1750 per Tramer Per Trip) ) $3,500.00 $1,750.00: ¢ Lt | o z 155;250.00
Webinar Training Seésgion (up 102 houu)$35015esslon 1 $700.00] . $700.00 EXSa " S 17400.00
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STATE OF NEW HAMPSHIRE
Department Of Safety
Divisioii Of Fire Standards And Training & Emergency Medlcal Servnces
Emergency Services'Records Managément System s
' CONTRACT 2018-566-18 '
' PART 3 - EXHIBIT B .
PRICE AND PAYMENT SCHEDULE

L :_ 1.7 Future Pricmg Optlons

. availablé: Future pncmg, whlch explres J uly lst 2021, is establlshed for the followmg solutlons

1.7.1 Fire RMS (expans:on of Ehte to Ellte Rescue)

. L|censes
o  Mobile Fire _l_uspectlons $67 500
s Support: ’ :
‘ o Mobile Fire Inspecuons Support startmg at-$15 OOO/year atthe time of mplementatlon ‘
: ]n\_festlgatlons Annua] Fee of $1 0,00_0 w1th incremental annlal increase of 2%.each:year

1.7.2 l.magéTrend Vault --$‘20 OUO'annually

173 lmageTrend Continuum - $55, 000 annually

notlﬁcatlons and easy-to view charts based on the’ data you need w1thout requmng you to i

: ibmld reports or manual]y check your system Note: Thls option includes 6 momtors to
start. from- Operat:onal Survelllance and Clinical categones Any addmonal Momtor can
be-obtained for an addmonal fee. o

- L 7 4 Account Advnsement services — addmonal years avallable at $12 500 annual]y

: ‘contact to review various facets of thelr appllcatnon and prowde gundance on best
practices, aﬂer and before Go Live. This entails an additional oné hour per week phone

_ check in, coordination of upgrades whem’lf needed and an advocate for -non-support.
related items. This ensures a single pomt of contact after Go-Live dunng the Support

. phase of the system Ilfecycle

1.7 Standard Agency Pricing

In order to insure local stakeholder agencnes have fair, consistent and predictable pncmg for
budgeting purposes, standardized annual pricing has been established for any agency wishing to
maintain or establish a new CAD ‘integration to the State instance of ImageTrend Elite as

' State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE '
. Department Of Safety
lesnon Of-Fire Standards And Training & Emergency Medlcal Serv:ces
~ Emergency Services Records Management System '
CONTRACT 2018-566-18 : L
- PART 3 - EXHIBIT B SRR
: PRICE AND PAYMENT SCHEDULE

prov1ded through the Contractor under th|s Contract For clarlty, thlS standard prrcmg 1s not
o ._lmageTrend ‘Elite.; The local agency agreements for this mtegratnon are between the agency and o
the Contractor. Al |mplementat10n ‘suppotrt and matntenance fees are strictly the re5p0n51blhty of

- at ‘the fime this- contract is effectwe will continue to pay thetr exlsttng serwces fees. Thls
- .. agreement in no way modtf’ ies any agreements between local : agencies and the Contractor

1.8.1 CAD Integratlon | : -
o Any.agency wnshmg to add a new service agreement with the Contractor for CAD mtegratlon_

wull pay a flat $1,000 annually for setup, 1mplementat|on ongoing support, and maintenance.

182 Mobile Inspections
. o Any Agercy wishing to’ add mobtle inspections- at ‘the agency level wnl] pay a flat $] 500< _
annua] ly for setup, |mplementatlon ongorng support and mamtenance

RN 8.3 Legacy Data:Import .
o Agency’ level: Iegacy data |mport mto the Flre RMS will be based on Agency use of format
. tables provided by Vendor and the amount:of work required by the vendor to.import and clean
the records baséd the hourly rate for the SFY in effect at the time of the |mport per Part 3 table
1.3 “Future Vendor Rates Worksheet” '

2. CONTRACT PRICE

.-Notwnthstandtng any provision in the Contract to the contrary, and notwithstanding unexpected: :
circimstances, in no event shall the total of all payments made by the State exceed the amount: indicated
in the P37 General Provisions Block 1.8 (“Price Limitation”). The payment by the State: of the total
Contract price shall be the only, and thé:‘complete reimbursement to the Contractor for all fees and

- expenses, of whatever nature, mcurred by the: Contractor in the performance hereof.

The State wril not be respons:ble for any travel or out of pocket expenses:incurred in the performance of
_the Services performed under this Contract.

3. INVOICING

The Contractor shall:submit correct invoices to the State for -all amounts to be paid by the State. All
" invoices submitted-shall be subject to the State’s prior written approva] which shall not be unreasonably
withheld. The- Contractor- shall -only submit invoices for Services or Deliverables as permitted by the
Contract. Invoices must be. in a format as determined by the State and contain detailed information,
_ including without limitation: itemization of each Deliverable .and identification of the Deliverable for
which payment is sought, and the Acceptance date triggering such payment; date of delivery and/or
1nstal[at|on monthly maintenance charges; any other Project costs or retention amounts if appllcable

~ State of NH DOS Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
Department Of Safety
lesuon Of Fire Stanidards And Training & Emergency Medical Scrv:ces
" Emergency Services Records Management System
‘ CONTRACT 2018-566-18 ‘
"PART 3 - EXHIBIT B
~ PRICE AND PAYMENT SCHEDULE

Upon Acceptance ofa Dellverable and a properly documented and undlsputed invoice, the State will
pay the correct and undisputed invoice within thirty (30) days of i mvmce ‘receipt. lnyonces will not be
backdated and shall be: promptly dlspatched '

Invoices shall be sent to:

" Division of Flre Standards &Tralnlng and EMS
33 'Hazen Drive
Concord, NH 03305

4. PAYMENT ADDRESS

All paymcnts shall be sent.to the followmg address:
* ATTN Accounts Payable Beverly Owen
lmageTrend Inc.20855 Kensmgton Blvd Lakcw]le MN 55044

s, OVERPAYMENTS TO THE CONTRACTOR.

The Contractor shall promptly, but no later than fi f’teen (]5) business days return to the State the full .
amount of any overpaymcnt Or erroneous payment upon dlscovcry or notice from. the State .

6. CREDITS L 3 o R
The State may apply credits due to the State ansmg out of this Contract agamst the Contractor’s invgices
with approprlatc information attached.

7. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the first year: annual fee for the comblned DERMIS Support'
and Hosting fees of $29,000 and DERMIS Mobile Inspections Support and Hosting fees of $6,800.00 for a
period of 60 days after first productive use of the Systems. The State shall withhold ten percent (10%) of
the DERMIS Custom. Devc]opment Cost of $113,875.00 for a period of 60 days after all components of
the custom software components def"ned in Exhibit A are fully implemented and are in first live
productive use. ‘

State of NH DOS Contract 2018-566-18
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Division Of Fire Standards And Training & Emergency Medical Services

STATE OF NEW HAMPSHIRE
Department Of Safety

Emergency Services Records Management System
CONTRACT 2018-566-18

PART 3 - EXHIBIT C
SPECIAL PROVISIONS

EXHIBIT C - ACCOUNTS AND SPECIAL PROVISIONS

1. ACCOUNTS AND FUNDING SOURCES

Funds are available in the SFY 2019 operating budget and are anticipated to be available in the SFY2020,
and SFY2021 contingent upon availability and continued appropriation of funds in future operating
budgets, with the authority to adjust between fiscal years through the Budget Office if needed and

justified.

1.1

Fire Standards and Training and Emergency Medical Services Administration Account

Account Code

02-23-23-231010-40650000-024-500230

Account Name

Dept. of Safety - FS&T & EMS - FS&T & EMS Admin

Object Code Technology - Software
Activity Code N/A

SFY19 SFY20 SFY21 SFY22 SFY23 SFY24 | SFY25 SFY26 SFY27 SFY28
$102,960.00(  $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

1.2 Fire Standards and Training and Emergency Medical Services Administration Account

Account Code 02-23-23-231010-40650000-038-509038
Account Name Dept. of Safety — FS&T & EMS — FS&T & EMS Admin
Object Code Technology - Software
Activity Code N/A
SFY19 | SFY20 | SFY21 | SFY22 | SFY23 | SFY24 | SFY25 | SFY26 | SFY27 | SFY28
50.00 $239,542.20(5234,870.30|5239,232.90(5244,147.70|$248,686.60|$253,781.20|$258,503.40]$263,785.10|$268,698.10
1.3 Fire Standards and Training Grants Account
Account Code 02-23-23-231010-33400000-038-509038
Account Name Dept. of Safety — FS&T & EMS — FIRE STDS & TRAINING GRANTS
|Object Code Technology - Software
Activity Code 233340 EMS RUM
SFY19 | SFY20 | SFY2l | SFY22 | SFY23 | SFY24 | SFY25 | SFY26 | SFY27 | SFY28
$318,225.00] $6,936.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
1.4 National Fire Academy Grant Account
Account Code 02-23-23-231010-44570000-038-509038
Account Name Dept. of Safety — FS&T & EMS - NAT'L FIRE ACADEMY GRANT
Object Code Technology - Software
Activity Code Activity Code: 23FA AFG17
SFY19 SFY2() SFY21 SFY22 SFY23 SFY24 SFY25 SFY26 SFY27 SFY28
$168,650.00(  $0.00 5$0.00 $0.00 $0.00 50.00 $0.00 $0.00 $0.00 $0.00
State of NH Contract 2018-566-18
Exhibit C - Special Provisions — Part 3
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STATE OF NEW HAMPSHIRE '
. - Department Of Safety
‘Division Of Fire Standards And Training & Emergency Medical Servnces
Emergency Services Records Management System
‘ CONTRACT 2018-566-18
: PART 3 - EXHIBIT C
SPECIAL PROVISIONS

2. SPECIAL PROVISIONS :

" ImageTrend exceptions and mod1f‘cat|ons to Part 1, General Prows:ons (Fonn Number P-37) of thls-
contract; Dl R

. Additions: are' marked in_bold underlined text. Deietibn_s .are, ‘[brack‘et:ed]: and marked in .b'ol,d _

-P-37, Sectlon 5 CONTRACT PR]CE/PRICE LIMITATION/PAYMENT is appended w1th the follomng
new section: L RS ' P

“5.5 The work, sale of goods, and services (‘the Services”) described in this Agreement shall

'-mbe the only and complete scope of Services. Any other work, sale of goods; or services not
-described herein are out—of-scope and Contractor shall hiave no obllgatlo to: such out-of-.
scope worli,s_ale of eoods, or services.’

P-37, :Se_otion 73 1s modiﬁ.ed_to add the followmg clarifying language: '

“The Contracting Officer.specified in block 1.9, or his or her successor, shall be the State’s
représentative. In-the évent of any dispute concerning the interpretation of this: Agreenient, the

" Contracting Officer’s decns:on shalt be the final and: authontatwe version- for the State’s x

posmon m the dlsput

P-37, Section 9.1 is modlﬁed'as follows:

As used in this Agreement the word “data shall mean aIl mformatlon and thmgs developed or

obtained during the performance. .of,. or acqu1red or developed by rfeason of, this- Agreement,

- including, but not limited to, all studies, reports, files, formulae, surveys, maps, charts, sound - -

recordings; video recordings, pictorial reproductions, drawings, analyses, graphic representations,
[eomputer-programss} computer printouts, notes, letters, memoranda papers and documents all
. whether ﬁnlshed or unfinished. :

P-37, Section _I3_'is‘ modiﬁed as foll'o\jif:s':'

. The Contractor shall defend, indemnify.and hold harmless thé State, its officers and employees,
from and against any and all losses suffered by the State, its officers and employees, and any and
all claims, liabilities or penaltles asserted against the State, its officers and employees, by or on
behalf of any person, on account of, based or resultlng from, arising out of (or which may be
* claimed. to arise out of) the acts or omissions of the Contractor. Notwnhstandmg the foregoing,
nothing herein contained shall be deemed to constituté a waiver of the soverelgn immunity. of the
State, which.immunity is: hereby reserved to the State. ThlS covenant in paragraph-13- shall
survive the termmatnon of this Agreement -

State of NH Coniract 3018-566-18 - T .
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

EXHIBIT D - ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses. All labor rates
will be “fully loaded”, including, but not limited to: meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract. ' : '

3. ACCESS/COOPERATION

‘As applicable, and subject to the applicable laws and regulations, the State will provide
the Contractor with access. to all program files, libraries, personal computer-based
systems, software packages, network systems, security systems, and hardware as required
to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
-reasonably necessary to allow the Contractor to. perform its obligations under the
Contract. ' '

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination
of the Contract with the State, the Contractor shall turn over all State-owned documents,
material, reports, and work in progress relating to this RFP to the State at no additional
cost to the State. '

5. RECORDS RETENTION AND ACCESS REQUIREMENTS .

The Contractor shall agree to the conditions of all applicable State and federa! laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR)
Subpart 4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
"costs invoiced in the performance of their respective obligations under the Contract. The Contractor
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and its Subcontractors shall retain atl such records for three (3) years following termination of the
Contract, including any extensions. Records relating to any litigation matters regarding the Contract
shall be kept for one (1) year following the termination of all litigation, including the termination of all
appeals or the expiration of the appeal period. ’

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation ar Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
‘State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. The Contractor shall include
the record retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the
accounting system and the Contractor shall maintain records pertaining to the Services and all other
costs and expenditures.
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EXHIBIT E - IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in accordance
with the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor’s Key Project Staff and State Project
leaders- from both Department of Justice and the Department of Information Technology. This
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and the Contractor’s Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that wiil follow.

c. Status Meetings: Participants will include, at the minimum, the Contractor’s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract.

e. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider. '

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will also be the Contractor’s responsibility.

The Contractor’s Project Manager or the Contractor’s Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor’s Project Manager shall assist the State’s Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost to the State. The Contractor shall produce Project status reports, which shall contain, at a
minimum, the following:

1. Project status related to the Work Plan;
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Deliverable status;

Accomplishments during weeks being reported;

Planned activities for the upcoming two (2) week period;
Future activities; and )

issues and concerns requiring resolution.

Report and remedies in case of falling behind Schedule

A

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no, additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a
timeline set forth in accordance with the Work Plan;

" The Contractor and the State shall adopt a change management approach to identify and
plan key strategies and communication initiatives.

The Contractor’s team will provide training templates as defined in the Training Plan,
which will be customized to address the State’s specific requirements. Decisions
regarding format, content, style, and presentation shall be made early on in the process,
by the State, providing sufficient time for development of material as functionality is
defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create
and manage the Project’s Work Plan and tasks, manage and schedule Project staff, track
and manage issues, manage changing requirements, maintain communication within the
Project Team, and report status. '

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a cost effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implementation in accordance with the Work
Plan.
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2.3 Change Management and Training
The Contractor’s change management and training services shall be focused on developing

change management and training strategies and plans. Its approach relies on State resources for
the  execution of the ~ change management and end user training.
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EXHIBIT F - TESTING SERVICES

The Contractor shall provide the following Products and Services described in this Exhibit F, including but
not limited to:

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additiona) cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario, Data and System preparation for testing, and execution of System Integration
Tests, Conversion Tests, Installation tests, Regression tests, Performance Tuning and Stress tests, Security
Review and tests, and support of the State during User Acceptance Test and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The
Contractor shall also correct Deficiencies and support required re-testing.

1.1  Test Planning and Preparation

The Contractor shall provide the State with an overall Test Plan that will guide all testing. The
Contractor provided, State- approved, Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements traceability matrix, test variants,
test scenarios, test cases test Data, test phases, expected results, and a tracking method for reporting
actual versus expected results as well as all errors and problems identified during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon the Contractor’s Project Manager’s Certification, in
writing, that the Contractor’s own staff has successfully executed all prerequisite Contractor’s testing,
along with reporting the actual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
data, and expected results.

The State will commence its testing within five (5) business days of receiving Certification from the
Contractor that the State’s personnel have been trained and the System is installed, configured,
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complete, and ready for State testing. The testing will be conducted by the State in-an environment
independent from the Contractor’s development environment. The Coritractor must assist the State
with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to
validate. .feports, and conduct stress and performance testing, at no addttlonal cost.

Testmg begms upon completlon of the Soﬂware conf'guratlon as reqmred and user training according " '

to the Work Plan. Testmg ends upon issuance of a Letter of UAT Acceptance by-the State

The Contractor must demonstrate that thelr testing methodology can be mtegrated with the State
standard methodology . :

1.2 Functional Testing
Individual components are black—box te_s_ted to insure correct functionality.

1.3 System Integratmn Testmg (|f applicable)
The new System is tested in integration with other application systems (legacy and service providers)

_in a production-like environment. System Integration Testing validates the integration between the

individual unit application modules-and verifies that the new System meets defined requ1rements and
supports execution of interfaces and busmess processes.

Thorough end-to-end testing shall be performed by the Contractor team(s) 6 confirm that the °

Application integrates with any interfaces. The test emphasizes end-to-end business processes, and

“the flow of information across applications (IF APPROPRIATE). - It includes all key’ business

"' processes and interfaces being impleménted, confirms data transfers with extemal parties, and :

includes the transmission or printing of all electromc and paper documents

transmission or prmtmg of all. electromc -and-paper. documenis. *

-Systems lntegratlon Testmg valldates the lntegratton between the: target appl:cat;on {

Take the lead in- developmg the' Systems lntegratlon Test Spec:ﬁcat:ons

'- Work jointly: with the’ State to develop and load the data proF les to support the
‘test, Spemﬁcanons . : A

" Work Jomtly ‘with the State to valldate components of the tests B

-* > Work- jointly with the- Contractor to develop the Systems Integratlon Test
' Specnﬁcauons E -

Work -jointly : with the, Contractor to, develop and loa -.the data prof' Ies to'
support the test: Specnl‘ catlons ?

,;' - ".,-

Soﬁware Solutton . -
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b
. The lntegratlon Tested Systemr md:cates that alb mterfaces between the %
j‘ appllcation and the’ legacy and th|rd-party systerns mterfaces and apphcatlons {i..

.aTe. functlonmg properly SR RPN ORI —E

| -\Mork Brpﬂdyg i

DESCI‘I[)HOI‘I*,‘
MJ@“ W, s

e

A am s o n - — o~ m——

1.4 Conversnon Valldatlon Testmg
In Conversion Val1dat|on Testmg, target appllcatlon funct|ons are validated.

I m : The convers:on vahdatton-testvsho” d, venfy that mlgrated or’ convertedfdata
Femainis, dccirateaftér. |mport(s) : Dok f et

N

;@cmmm For conversions and- interfaces, the- Contractor’s téam W|Il execute, the’ appllcable
N Cution resalis cted

| BRESPONSIDIitics
| Servio Regpensmiiies

‘ programs that have been tested to venfy that the resultmg converted legacy dat
. ,pert‘orms correctly m the ent1re suite ofthe Appl:catlon oot vy

% 1 5 Installatlon Testmg
In, lnstallatlon Testing the apphcatnon components are lnstalled in the staging environent. to test the
installation:routines and are refined for the eventual production environment. This activity serves as a
o dry run of the 1nstallat|on steps in preparatlon for conﬁgurmg the productlon system:

‘l 6 User Acceptance Testmg (UAT)

. _.UAT beg:ns upon.complétion of the Software conﬁguratlon as fequired and user training accordlng to.
- the Work Plan. Testing ends upon issuance of a Letter of: UAT. Acceptance by the’ State

The User Acceptance Test vern‘" es System functlonahty against predet' ned Acceptance cnterla that
_ support the successful execution of approved business processes

UAT W|Il also serve as a performance and stress test of the System. It may cover any aspect of the
. new System, including administrative. procedures such as backup and recovery. The results of the .
- UAT provide evidénce that the new: System meets the User Acceptance criteria as defined in the |
Work Plan

.- The results of the User Acceptance Test prowde ev:dence that the hew System meets the User.
v Acceptance cr:tena as defi ned in the Work Plan - ;

Upon successful conclusion of UAT and successful System deployment ‘the State will issue a-Letter of
' UAT Acceptance and the respective Warranty Period shalil commence.

State of NH DOS Contract 2018-566-18

Exhibit F — Testing Services — Part 3

Date: W/ 0% A -
Contractor’s Initials M M\ Page 31 of 77



STATE OF NEW HAMPSHIRE
.- Department Of Safety REREAS
Dmswn Of Fire Standards And Training & Emergency Medlcal Servuces
Emergency Services Records Management System :
CONTRACT. 2018-566
PART 3 - EXHIBIT F
TESTING SERVICES

“Acceptance:ériteria‘that support the successful ‘execution:of: approved: processes.:

The System:User Acceptance Tests verlfy System functtonahty agamst predeﬁned.»‘;

. n:Work Jomtly 'w1th the
“fesolution: - P

lProwde thc State an: Acceptance Test Plan and selectlon of tests; for the

Prov:dc Acceptance of the vahdated SystemS‘

cnterla deﬁned in the Work Plan ML n

The: Dellverab]e for"User: Acceptance Tests,is’ the User Acceptance Test Resu!ts
These resu[ts prowde ev1dcnce that the new System meets the User Acceptance

S—— —~— e — e e e s e e e e e e e~ e o e et e

1.7 Performance Tuning and Stress Testmg

The Contractor shall develop and document Software conf iguration: and tuning of the. DERMSIS
_ infrastructure as well as assist and direct “the :State’s Systeni Admmlstrators and’ Database

. : Administrators in conf' iguring and tunmg the infrastructure to support the soﬂware throughout the
PI’O_]CC'[

1.8 Scope

The scope of Performance Testing shall be to.measure the System level metrics critical for the
development: of the apphcatlons mfrastructure and opcratlon of the apphcanons in the production
-environment. S :

It will include the” measurement of response rates of the apphcat:on for end-nser transactions and
resource utlhzanon (of various ‘'servers and network) under various load condmons “These response

rates shall become the basis for changes and retesting until Pubhc Portal page load time is under 4.

seconds 90% of the time is achieved.
Performance testing and tuning shall occur in the final productlon environment and shall use a
copy of the final production database to prowde the best results. -
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1.9  Test Types

Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running
scripts where the output is broken down into business transactions or functions. The test is like
a single user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughput and other user-
based metrics. - '
b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization is measured and recorded.

1.10  Tuning

Tuning will be the Contractor led and occur during both the development of the application and
load testing. Tuning is the process whereby the application performance is maximized. This can be
the result of making code more efficient during development as well as making tuning parameter
changes to the environment.

1.11 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the” nature of the testing failures in writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused unintended adverse
effects, and to verify that the modified and related (possibly affected) System _components still meet
their spemf’ ied requirements.

[n designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. "In other words, the Contractor will be expected to design
and conduct regression tests that will 1dent|fy any unintended consequences of the modification while
taking into account Schedule and economic considerations.

1.12  Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
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security controls that have been designed into the System architecture.in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and appllcatlon vulnerability scanning.

Service Component

Defines the set of capabilities that:

Authentication

Identification and

Supports obtaining information about those parties
attempting to log onto a system or application for
security purposes and the validation of users

Access Control

Supports the management of permissions for
logging onto a computer or network

Encryption

Supports the encoding of data for security purposes

Intrusion Detection

Supports the detection of illegal entrance into a
computer systerm

Verification

Supports the confirmation of authority to enter a
computer system, application or network

Digital Signature

Guarantees the unaltered state of a.file

User Management

Supports the administration of computer,
application and network accounts within an
organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups
of users of a computer, application or network

and Analysis

Audit Trail- Capture

Supports the identification and monitoring of
activities within an application or system

Input Validation

Ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture. in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a minimum, cover each of the service components. Test procedures shall
include application vulnerability scanning.

Prior to the System being moved into production the Contractor shall provide results of all security
testing to the State Project Manager for review and Acceptance. All Software and hardware shall be
free of malicious code (malware).
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EXHIBIT G - MAINTENANCE AND SUPPORT

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1 Contractor’s Responsibility
The Contractor shall maintain the System in accordance with the Contract and Service Level
Agreement in Exhibit G, Section 4.

1.1.1 Maintenance Releases
The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches;, and Documentation that are
generally offered to its customers, at no additional cost.

1.1.2 Standard Agreement
The State will adopt the Contractor’s standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and' general State information
technology practices.

2. SYSTEM SUPPORT

The Contractor will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions
contained herein. See Service Level Agreement in Exhibit G, Section 4 for classification of
deficiencies and malfunctions and response timelines.

3. SUPPORT OBLIGATIONS AND TERM .

3.1 The Contractor shall repair or replace Software, and provide maintenance of the Saftware in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to Section 7.5 of the Support and Maintenance Requirements in Exhibit H Requirements,
Attachment |.

3.2 The Contractor shall maintain a record of the activities related to warranty repair or maintenance
activities performed for the Department.

3.3 For all maintenance Service calls, the Contractor shall ensure the following information will
be collected and maintained: nature of Deficiency; current status of the Deficiency; action
plans, dates and times; expected and actual completion time; Deficiency resolution
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information; Resolved by; Identifying number i.e. work order number; and lIssue identified
by. -

3.4 The Contractor must work with the Department to identify and troubleshoot potentially large
scale System failures or Deficiencies by collecting the following information: mean time
between reported Deficiencies with the Software; diagnosis of the root cause of the problem;
and identification of repeat calls or repeat Software problems. '

3.5 If the Contractor fails to correct a Deficiency within the allotted period of time stated above,
the Contractor shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part 2 Section 13.1.1.

3.6 If the Contractor fails to correct a Deficiency within the allotted period of time stated above,
the Contractor shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part | Section 8.

4. SERVICE LEVEL AGREEMENT

PERPETUAL USE LICENSE,IMAGETREND HOSTED SOLUTION
VERSION 4.0

This agreement exists for the purpose of creating an understanding between IMAGETREND and the State
to host the application on IMAGETREND's servers. It is part of our guarantee for exceptional service
levels for as long as the system annual support fee is contracted. The Licensed IMAGETREND Hosted
Solution Service Level Agreement guarantees your web application’s availability, reliability and
performance. This Service Level Agreement (SLA) applies to any site or application hosted on our
network as contracted.

1. Hosting at the ImageTrend’s Datacenter

IMAGETREND’s hosting environment provides 99.9% availability and is comprised of state-of-the-
art Blade Servers and SAN storage that are configured with the no single point of failure through
software and infrastructure virtualization, blade enclosure redundancies and backup storage policies.
Our Compellent SAN has a fiber channel backend, currently hosts 8TB of storage, has dual storage
controliers with redundant power supplies and redundant paths to disk, and hot swappable drives, We do
offsite replication to disk on a second SAN. Scheduled maintenance and upgrades do not apply to the
system availability calculation and the STATE shall be properly notified of such scheduled
occurrences to minimize accessibility interruptions.
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Hardware
IMAGETREND server hardware is configured to prevent data loss due to hardware failure and
utilize the following to ensure a quick recovery from any hardware related problems.
s Independent Application and Database Servers
o Microsoft SQL Server 2012
o Microsoft Windows Server 2012
+ Redundant Power Supplies
e Off-Site Idle Emergency Backup Servers (optional)
+ Sonicwall VPN Firewall
+ Redundant Disk configuration
e Disk Space allocation and Bandwidth as contracted

Physical Facility
The IMAGETREND hosting facilities are located in downtown Minneapolis and Chicago with
every industry standard requirement for hosting not only being met, but exceeded. Requirements
such as power supply and power conditioning, normal and peak bandwidth capacity, security and
fail over locations are all part of an overall strategy to provide the most reliable hosting facility
possible.

e Redundant, high-speed Internet connections over fiber optics.

e Power protection via an in-line 80kVa UPS with a 150 KW backup diesel generator

¢ Temperature controlled

~ »  Waterless Fire Protection and Clean agent fire suppression

+ Secured site access

» Steel Vault Doors

e 21" concrete walls and cetling

Data Integrity -
IMAGETREND applications are backed up daily allowing for complete recovery of data to the
most recent backup:

o Daily Scheduled Database and Application Backups.

e Daily Scheduled backup Success/Failure natification to IMAGETREND staff

2. Application and Hosting Support
IMAGETREND provides ongoing support as contracted for their applications and hosting services,
including infrastructure. This includes continued attention to product performance and general
maintenance needed to ensure application availability. Support includes technical diagnosis and fixes of
technology issues involving IMAGETREND software. IMAGETREND has a broad range of technical
support services available in the areas of:

State of NH DOS Contract 2018-566-18
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s  Web Application Hosting and Support

»  Subject Matter Expert Application Usage Support
¢ Web Application Development/Enhancement

¢ Database Administration/Support

* Project Management

» SystemsEngineering/Architecture

IMAGETREND offers multi-level technical support, based on level-two user support by
accommodating both the general inquiries of the administrators and those of the system users. We
will give the administrators the ability to field support for the system as the first level of contact while
providing them the option to refer inquiries directly to IMAGETREND.

IMAGETREND’s Support Team is available Monday through Friday from 8:30 am to 5:00pm EST via
the Support Suite, email or telephone.

Support Suite: www.imagetrend.com/support Email: -

support@imagetrend.com
Toll Free: 1-888-730-3255
Phone: 952-469-1589

2.1 Online Support

IMAGETREND offers an online support system which incorporates around-the-clock incident
reporting of all submitted tickets to IMAGETREND?’s application support specialists. Once a
STATE submits a support ticket, he or she can track the progress with a secure login to the support
application. The system promotes speedy resolution by offering keyword-based self-help services
and articles in the knowledgebase, should STATE wish to bypass traditional support services.
Ticket tracking further enhances the efforts of Support Desk personnel by allowing
IMAGETREND to identify patterns which can then be utilized for improvements in production,
documentation, education and frequently asked questions to populate the knowledgebase. The
support ticket tracking systetn ensures efficient workflow for the support desk specialists while
keeping users informed of their incident’s status. Support patterns can be referenced to populate
additional knowledgebase articles.

2.2 Incident Reporting Malfunctions
IMAGETREND takes all efforts to correct malfunctions that are documented and reported by the
STATE. IMAGETREND acknowledges receipt of a malfunction report from a STATE and
acknowledges the disposition and possible resolution thereof according to the chart below.

2.3 Software Def ciencies ami Malﬁmctmns

Seventy ;
Level s | Examples of each_

Seventy Leve]

~? 34

MAGETREND Retu rn ~
EN Call 10 Llcensee after

Antlclpated Error ¥
resolution aftei - '"f
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Initial‘ Notification-of.an
. Error

Acknowledgement. of
an error.to State.

High/Site
Down

Complete or partial shutdown of one or
more Software functions; access to one
or more Software functions not
available; a major subset of Software
application is impacted or does not
allow System to otherwise operate; no
work around, demands immediate
action;

Within one (1) hour of
initial notification during
business hours or via
support.imagetrend.com

Six hours

Medium

Minor subsystem failure important, data
entry or access is impaired on a limited
basis, can sometimes be managed by a
State or agency administrator as a first
level or response for resolution —
usually user error (i.e. training) or
forgotten passwords; does not stop
operation and/or there is a work around
and user can perform tasks;

Within four (4) hours of
initial notification

24 Business hours

Low

System operational with minor issues or
cosmetic in nature, suggested
enhancements as mutually agreed upon
— typically covered in a future release
as mutually agreed upon, minimal

effect on System, user can use System;

Same day or next business
day of initial notification

Future Release

' Severity
- Level.

R e o v ?.1

‘Examples of each-Severity Lp\;el:.

] L 1

2 4 Documenlanon and Non-Software Def ciencies and Def cits

IMAGETREN]);Return
Call to Llcensee after:

‘ mntnal notlf cation of an

Error

1a
“

Anticipated Error.” '
" resolution after,
IMAGETREND
Acknowledgement. of
an error.to State.

Class A
Deficiency

Written Documentiation - missing

significant portions of information or
unintelligible to State;

Non Software - Services were
inadequate and require re-performance
of the Service.

Within six (6) hours of _
initial notification during
business hours

Five (5) Business days

Class B

Written Documentation - portions of

Within two (2) days of

According to Planned
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Deficiency |information are missing but not enough [initial notification with Corrective Action

to make the document unintelligible;  [Planned Corrective Action
Non Software - Services were deficient,
require reworking, but do not require re-
performance of the Service.

Class C
Deficiency [changes required and of minor editing |initial notification with Caorrective Action

Written Documentation - minimal Within two (2) days of According to Planned

nature; Planned Corrective Action

Non Software - Services require only
minor reworking and do not require re-

performance of the Service.

Service Requests {enhancements)

Any service requests that are deemed to be product enhancements are detalled and presented to the
development staff, where the assessment is made as to whether these should be added to the
future product releases and with a priority rating. If an enhancement request is specific to one
STATE and deemed to be outside of the original scope of the product, then a change order is
written and presented to the STATE. These requests are subject to our standard rates and
mutual agreement. STATES review and approve the scope, spemF cation and cost before work is
started to ensure goals are properly communicated.

Product release management is handled by IMAGETREND using standard development tools
and methodologies. Work items including, tasks, issues, and scenarios are all captured within the
system. Releases are based on one or more iterations during a schedule development phase. This
includes by not limited to: development, architecture, testing, documentation, builds, test and use
cases. Submissions of issues or requests are documented within our Product Management system
and from there workflow is created to track the path from initial request to resolution.

Maintenance and Upgrades -

System/product maintenance and upgrades, if applicable, are included in the ongoing support
and warranty as contracted. These ensure continued attention to product performance and
general maintenance. Scheduled product upgrades include enhancements and minor and major
product changes. Customers are notified in advance of scheduled maintenance. It is the STATE'’s
responsibility to accept all offered updates and upgrades to the system. If the STATE does not
accept these, STATE should be advised that IMAGETREND, at its discretion, may offer limited
support for previous versions. All code releases also maintain the integrity of any STATE specific
configurations (i.e. templates, addresses, staff information, active protocols, etc.) that have been
implemented either by IMAGETREND’s implementation staff or the STATE’s administrative
staff.

Escalation
Our support staff is committed to resolving your issues as fast as possible. If they cannot resolve
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your issue, they will identify the course of action that they will be taking and indicate when an
answer will be available. They in turn will seek assistance from the designated developer. The
next level of escalation goes to the Project Manager, who also addresses all operational issues on
an ongoing basis and reviews the issue log regularly to assess product performance and service
levels. Senior Management will handle issues requiring further discussion and resolution. Any
issues to be determined to be of a critical nature are immediately escalated accordingly.
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EXHIBIT H - BUSINESS REQUIREMENTS

Business Requirements for Department of Safety RFP 566-18 “Emergency Services Records
Management System” dated March 16, 2018 is hereby incorporated by reference as fully set forth
herein.
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EXHIBIT I - WORK PLAN

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within 14 days of the Effective Date and further refine the tasks required to implement the
Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s plan
to implement the System. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers. : :

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the end
of this Exhibit.

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, and task dependencies required to
implement the Project. It shal! also address intra-task dependencies, resource allocations (both State and
Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule. The Plan is
documented in accordance with the Contractor’s Work Plan and shall utilize Kayako Support Suite to support
the ongoing management of the Project.

1. ASSUMPTIONS

A. General

» The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix.

. All State tasks must be performed in accordance with the revised Work Plan.

o All key decisions will be resolved within five (5) business days. Issues not resolved within this
initial period will be escalated to the State Project Manager for resolution.

s Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process. : :

o The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP).

B. Project Management

e The State shall approve the Project Management Methodology used for the Project.

e The State shall provide the Project Team with reasonable access to the State personne! as needed
to complete Project tasks.

s A Project folder created within a secured site shall be used for centralized storage and retrieval of
Project documents, work products, and other material and information relevant to the success of
the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and maintain this folder.

State of NH DOS Contract 2018-566-18
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The State Project Manager shall approve access for the State team. Documentation can be stored
locally for the Contractor and State team on a “shared” network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the State System.

» The Contractor assumes that an Alternate Project Manager may be appointed from time to time to
handle reasonable and ordinary absences of the Project Manager.

C. Conversions
* The Contractor Team’s proposal is based on the assumption that the State’s technical team is
capable of implementing, with assistance from the Contractor’s technical team, a subset of the
conversions. The Contractor’s Team shall lead the State with the mapping of the legacy Data to
the Contractor’s applications.
e Additionally, the Contractor’s Team shall:

1. Provide the State with Contractor’s application data requirements and examples, of data
mappings via contractor provided workbook spreadsheets.. The Contractor’s Team shall
identify the APls the State should use in the design and development of the conversion,
Provide guidance and assistance with the use of the workbooks provided.

Lead the review of functional and technical Specifications.

4. Assist with the resolution of problems and issues associated with the development and
Implementation of the conversions.

5. State shall have primary responsibility for completing Contractor provided data import
workbooks, including making and carrying out mapping decisions as applicable. Contractor
shall assist State in understanding and using the workbooks.

w P

D. Project Schedule
» Deployment is planned within the project plan and. Work plan, and the base Commercial-Off-
The-Shelf system excluding custom development has a planned go-live date to be determined
during development of the project plan, but no later than December 3, 2018.

E. Reporting
e The Contractor shall conduct, at minimum, bi-weekly status meetings, and provide reports that
include, but are not limited to, minutes, action items, test results, and Documentation.

F. User Training
¢ The Contractor’s Team shall lead the development of the end-user training plan.
¢ A train the trainer approach shall be used for the delivery of end-user training.
» The State is responsible for the delivery of end-user training.
o The State shall schedule and track attendance on all end-user training classes.

G. Performance and Security Testing
» The Contractor’s Team shall provide a performance test workshop to identify the key scenarios to
be tested, the approach and tools required, and best practices information on performance testing,
»  The State shall work with the Contractor on all testing as set forth in Contract Exhibit F — Testing
Services.
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2. ROLES AND RESPONSIBILITIES
A. Contractor Team Roles and Responsibilities

1)

2)

3)

Contractor Team Project Executive

The Contractor Team’s Project Executives (Contractor Project Executives) shall be responsible
for advising on and monitoring the quality of the Services throughout the Project life cycle. The
Project Executive shall advise the Contractor Team Project Manager and the State’s Project
leadership on the best practices for |mplementmg the Contractor Software Solution within the
State. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State’s Team.

Contractor Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities;

Maintain communications with the State’s Project Manager;

Work with the State in planning and conducting a kick-off meeting;

Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementation Project according to

the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor Team members;

» Provide bi-weekly and monthly update progress reports to the State Project Manager;

e Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

» Review task progress for time, quality, and accuracy.in order to achleve progress;

e Review requirements and scheduling changes and identify the impact on the Project in order
to identify whether the changes may require a change of scope;

e Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s Project
Manager.

e Manage handoff to the Contractor operational staff and Support staff upon Go-Live of the
system;

e Manage Transition Services as needed.

Contractor Team Analysis and Needs Assessment

The Contractor Team shall conduct an analysis of requirements, validate the Contractor Team’s
understanding of - the State business requirements by application, and perform business
requirements mapping:
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Construct and confirm application test case scenarios;

Assist in producing application configuration definitions and instruct-on configuration of
the applications;

Assist in testing of the configured application, as defined in this Contract;

Produce functional Specifications for custom development, conversions, and interfaces;
Assist the State in the testing of custom development, conversions, and interfaces;

Assist the State in execution of the State’s Acceptance Test;

Conduct follow-up meetings to obtain feedback, results, and concurrence/approval from
the State;

Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and

Assist with the transition to production.

4)  Contractor Team Tasks
The Contractor team shall assume the following tasks:

Development and review of functional and technical Specification to determine that they
are at an appropriate level of detail and quality;

Development and Documentation of data migration workbooks in accordance with
functional and technical Specifications;

Development and Documentation of installation procedures; and
Testing of conversions and interfaces developed; and

'System Integration Testing.

B. State Roles and Responsibilities
The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.

1) State Project Manager

The State Project Manager shall work' side-by-side with the Contractor Project Manager. The
role of the State Project Manager is to manage State resources, facilitate completion of all tasks
assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:

Plan and conduct a kick-off meeting with assistance from the Contractor team;

Assist the Contractor Project Manager in the development of a detailed Work Plan;

[dentify and secure the State Project Team members in accordance with the Work Plan;
Define roles and responsibilities of all State Project Team members assigned to the Project;
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¢ Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks;

e Communicate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;
Inform the Contractor Project Manager of any urgent issues if and when they arise; and
Assist the Contractor team staff to obtain requested mformatlon if and when required to
perform certain Project tasks.

* Manage handoff to State operational staff;

¢ Manage State staff during Transition Services as needed.

2) State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the State’s
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of the relevant

applications; .

Assist in validating and documenting user requirements, as needed;

Assist in mapping business requirements;

Assist in constructing tests and data;

Assist in System Integration, and Acceptance Testing; -

Assist inperforming conversion and integration testmg and Data venf‘ cation;

Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor Software Solution and the business

processes the application supports.

3) State Technical Lead and Architect
The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

e Attend technical training as necessary to support the Project;

e Assist the State and the Contractor Team Project Managers to establish the detailed Work
Plan;

¢ Manage the day-to-day activities of the State’s technical resources assigned to the Project;
Work with State IT management to obtain State technical resources in accordance with the
Work Plan;

e Work in partnership with the Contractor and lead the State technical staff’s efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overall
effort with support and assistance from the State; and

e Represent the technical efforts of the State at weekly Project meetings.
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. 4} State Testing Admlmstrator :
The State’s Testing Administrator will coordinate the State s testing efforts Responsibilities
include: ‘ . -
o Coordinating the development of system integration, performance and Acceptance Test
plans;.
Coordinating system mtegratlon performance, and Acceptance Tests
Chairing test review meetings; :
' Coordinating the State’s team and external third parties involvement in testing; -
Ensuring that proposed process changes are considered by process owners;
.- Establish priorities of Deficiencies requiring resolution;.and .
Tracking Deficiéncies through resolunon :

'3, SOFTWARE APPLICATION. |
Contractor will provide all software apphcatlons as part of the solution serv:ces

'4; CONVERSIONS' |
The fol]owmg Table 3.1 identifies the conversions within the scope of this Contract.

Table 4.1: Planned Conve’rsmns

LS, - |

Conversion Components, Lead Description !

. H 4 !

7 IFapplicable Rcspunsnhlllt\ i
St i i
i +;

Merge users with- .} _ State Team Convcrsmn of aII ex1stmg electronic’ |,
"“TEMSIS and". T X
Traﬁsci‘ipt' dataand .
where applicable ;.. ;.'_‘ ’
Merge users:with’ EMS‘ ‘
Llcensmg data there f
-applicable N

EMS llcensmg records tor mlgrate to

:the DERMIS system R

“Conversion of. all ex1stmg electronic
Transcrlpt records to_ mlgrate to the-
.| - DERMIS system .- !

i Provide data mlgratlon workbooks. ||
_h'ljeam , by first” prov:dmg a workbook that"’
‘f‘-_ e T mcludes all-current user data out of’
T L : L ‘-TEMSIS Responsxblllty transfers to._.'
T © i) T ] State team for matchmg

- §tat:ef_l" eam .|l Match and:append users :from other ‘

Rt W TR ] State, systéfiis - to the TEMS[S user
: Car Sl f.workbook for lmport mto DERMIS

A. Conversion Testing Responsibilities -
- o The Contractor Team and the State, based on their assigned conversion responsibilities, as set
forth in Contract Exhibit F: Testing Services shall identify applicable tests and installation
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lnstructlons adapt them to the PrOJect specrf‘ cs, test the busmess process and compare with the
documented expected results.

The Contractor Team and the State, based on their a331gned conversion responsibilities; shall-
execute the appllcable tests that complete the conversion and compare execution results with

.the documented expected results. :
" The State is responsible for documenting the technical Specrﬁcatlons of :all programs that_','

extract and format Data from\the legacy systems for use by the conversion processes.

The Contractor Team and the State, based on their assigned conversion responsnbllmes shall
develop and unit test theirassigned conversions. - - S

The State.and the Contractor Teams shall jointly conduct System and Integratlon Testlng,- :
verifying and validating the accuracy and completeness of the conversions. -
The State and the. Contractor Teams -shall jointly verify and validate the accuracy and
completeness of the conversions for Acceptance Testmg and productlon : :

5. INTERFACES

Interfaces shall be |mplemented in: cooperanon with' the State. The followmg Tablc 4.1 identifies the
mterfaces within the scope of this Contract and their relative assngnment '

Table 5.1: In-Scope Interfaces

Interface Components, if Responsible Party Deseription .
_ applicabie

TEMSIS; Hosp:tal Contractor. -* -+ - .Connectlon Between TEMSIS and
LHub ' PRI | IR ..I-lospltal Hub allowmg Hospital
BRI | B oAt 7| Users'to access TEMSIS records -
AR ' oA for their. hospltal in real-time! .:... i
N TEMSIS Trauma {§ Contractor * ..~ *-1}*Connection between TEMSIS and ., i
‘ .‘iReglstw o o i|] Trauma Registry allowing Tmpn‘la : 1
R S w T Registrars to access NTDB'EMS . |,
. :'-‘. §--’_;._:'-5 S cot s ) fields from: TEMSIS records for': !
C T Eeeqre U T L iheir hospital. in fedl: tiine' ,‘..'
TEMSIS,, -+ el ‘Contractor, '*: - |- TEMSIS user ACCOUNTS: are created ” -f)
DERMIS:j e “.w - |jand managcd in DERMIS N i
J-DERMIS;™ .. -} Contractor™ = - -<.; “Allows DERMIS t© Check user ).
. :NREMT Si,té_' Tt i+ ]] license application against !
‘ L o o o [Feertification records with NREMT: s
DERMIS;: State 3 Contractor State |} Allows DERMIS to share online’ ;: ‘
LMS RIS | £ Educatlon W TE :course enrollment and completlon -
{téchnicaliteam. - ' 5 -results w1th the states!. LMS !
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Interface Components, il Responsible Party Description :
applicable :
3 ‘J‘ - i ;
2 'Ff:’ 3

f
JDERMIS, state. "'~ - Contractor Jeff “Allows_users-to make-credit card :
payment, gateway Phllhps R payments for apphcatlons through a
11 R | . i :':-_‘ .|| pass-through hnkage with . :

|
i
o i|[DERMIS i L D I

R _ T T T T T T T e T T e T et e
A. Interfacé Responsibilities

e The Contractor Team shall proﬁilie the State Contractor Application Data requirements and- .
. examples, of data mappings and |nterfaces |mplemented on other Projects. The Contractor Team
shall identify the APls the State shou]d use in the design and development of the interface: .
.. e The Contractor. Team shall lead, the State with the mapping of legacy Data to the Contractor :
Appllcatton

* TheContractor Team shall lead the{rewew of: functional and techmcal interface Specifications.

¢ The Contractor Team shail assist the State with the resolution of problems and issues assocnated; :

. with the development and lmplementatton of the interfaces. :

» The: Contractor Team shall document the functional and technical Specifications for the

~ interfaces.

¢ The Contractor Team shall create the initial Test Plan and tests for the mterfaee The State shall
validate and accept. :

s The Contractor Team shall develop tests for the Contractor provided portions of the interface(s).
Contractor shall not be responsnbleq for the other mtegrated systems not provided by Contractor; -
testing aind administration of those systems will remain with the other system’s administrators.

e The State and the Contractor Team shall jointly verify and validate the accuracy and
completeness of the interface. jl

.o The State is responsible for documentmg the procedures requ1red to _run the mterfaces in .

productlon Py 4

» The State shall document the techmcal changes needed to Iegacy systems to accommodate the
interface. :

o The State shall develop and test : !all legacy application changes needed to accommodate the
“interface. ;

e The State and the Contractor Teams shall jointly construct tests and create any data needed to
support testing the interfaces.. i

* The State is responsible for all data Hextracts and related formattlng needed from:legacy systems to
support the interfaces.

» The State is responsnble for the schedullng of intérface operatlon in productlon

6. APP-LICATION ENHANCEMENT MOD[F[CATIONS

To more fully address the State’s requ:ﬂrements the Contractor Team shall implement the following
application modifications. The followmg Table 5.1 identifies the modifi catlons that are within the:
scope of this Contract. i

. - - ﬂ
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‘Table 6.1: ‘Enhancement Modifications ~ Contractor Developed

. . . oo Dev
Reguirement Enhancement Deseription '
Hours :
| Y T Y R SR T N N R RN AN
’\.:;L o

Prommently drsplayed alert messages on- 1ogm for personnel wrth

-

outstandmg iSsues to be resolved ... ;7

Agency.- drrectors find users: 10+ affiliate by searchmg user hst using i
if‘;rst name, last’ name’ and at Ieast ‘2, ‘other: criteria mcludmg, but|t,
1

Hours * .} .
mited to, natlonal reglstry number NH ‘EMS. Itcense number S Hours BINAEN

e

ran
i

Ilow for tiered or welghted crrtlcal fatl criteria for 1nspectton items. N
For ewample ‘an mspectlon could: fail automatrcally if one’ ‘critical 20Hours a
defect was: found .or a. threshold (e g 10) of lower severlty defects RREN

: {?‘;g, mvestrgattons lrst to- allow ﬁndmg correct documents wrthout
needtng to open gach:oneé.. : Lo o,

: PN 1
PR N

e——— - ] e o ]

NS - A

Ve, 46 Hours 4.
Jleourse: type and creatton method B i S —.-' : oz
= r“""""""""“"""‘“

Generate PDF -certificates of completion for each attendee for éach} i
Master Task

course or modulé completed with vertﬁcatlon code Y | R

Add certification PDF edrtor under course. type setup mcludmg
Albelow avarlable merge fields: v e e | N

Attendee Name (first name!_ ast name mlddle name preﬁx R L
~'.:"suff'x) S TR i | A

‘date) SN *"i-; _ G
= Course Details (name, number type status, descrtpt:on) ’ 1160°'Hours
- 'ill_‘Course Locatton (reglon held, approvmg authortty, locatron g ’

........

'PDF based on attendee s status change j_tt----; L SN 24 Hours_:.'

!
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Requirement Enbancement Description

Dev :
Hours

Allow. staff .or attendee/user to accessngenerated certlf' catlon , S
lpDF = R S . {6 ours )

Allow the: ablllty to hdame the bundle and pull a custom masked |
-|land auto- mcrementmg master coufse_number. for’ each cours el [0 Hours
, 'that can be assoc1ated with: each separate module in the bundle |

" - g ': ."'r:,
- Ability o, save ‘a bundle as a templale and auto mcrement the , 124 Hours
2*ficourse number when creatmg a new’ course T -‘.;_'-:'
AIAllow for bundling through slush- box atechnology, or, s:mllar of i l; Hours"' e
{lexisting module temp]ates or mdependently created, modules ' SRR |
gg“" *i' Automatlcally enrolls all students assigned to the master course’:. Ok
23057 Ibundle into each course module with- populallon of all student S 24; Hours : .~ .
e e demographlcs down nto each module s.student roster S - e ]

Ablllty for-Students® to.sign up for a smgle ‘bundle with a smgl VIeN L.
{icourse: sngnup and- have their mformatnon populate al] assoCIate | iat;: 816 Hours. -
{Imodules.i in the’ bundle CooLT T CLETT . e

a4 ' . e ' pat b

16 Hours . 5[ .

< Ability for students to- be mahiially inserted-into a smgle modulés;
that' may have’ been bundled lf the student :s mlssmg a module S
{ifor certifications ~ 7 ovwe g 2,0 .

" N H'. .

ISkills. testmg modules A new - Evaluatlon v iodule will be. :....
vii]ladded to the’ Llcense Management system mcludmg below-_'

Wi Master Task '
o5 | eapab1l|t1es ’

- : - arrrrr s . Poee e wkeed

- I'.'. ’

3 lEva]uatlon + schecklist buildei' supports_ _sklll (déﬁt:'i_eney.) .
G quéstions arid other questlon types. . ¥

............

[0 Houts,

(ersp ot

¢ |lAllow for’ welghted skills with hlgher or lower sever:ty levels" S R
|One severe-item may ¢ cause-a. fail;’ _ [40'Hours
for example : E o

l {Evaluator can schedule an evaluatlon at ‘will w1th search’ filters ;
|i(such as; Course Name Course Number User Name Userr SAN | SR

ot

4 or multlple users Evaluator can: download checkllst for ol’ﬂmel i
luse with ‘ability to upload- resuls, workmg 51m1Iar to moblle"- .

] mspectlons module or. moblle TEMSIS e s
.H M
f
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_ . .. Dev !
Requirement Enhancement Description Hours

22 JAlGw - -trigger utomation 1o send “out: correspondenc‘é """""""""
reschedule another evolutton for fatled checkhst and update . 60, Hours
- {juser training Course status, ¥ L L el :;._.f B
{i€hiecklist data:needs'tor bc rcportablc by student/subject/trammg DR &
’ course/mslructor ' S S 40-H0_t}f$
ok LN it i |
*"liSimilar to course bundlmg, allow bundhng of practical skills.: R
[itests-under a master test “course’ * such. that it’allows retesting’ of 140 Hours P
lifailed subtest(s) untll all‘components are complete whtch would TR
. }ithen showamastertest course as- complete/passed :Ei - Gt )
e ows
: auto checked agamst users e\lstlng ‘records- as- part of an At ’
|lautomated: twork ﬂow accessnble through the publlc portal on T} il _
-{ibelow data point: : L IR | I T
‘ol User Certlf'catlon Isue Date - - -: .."”: et LR
o User Ceitification Explranon Date L GOHO""'S Ll
o, User Certification Level ...~ i"# - .7 LRI | PSR
0} User.Certification Status - ., v
o Regtstration EMT & Fire f"ghter 1 ?
Pass/Fail = pass. all the modules.. TR Lo e[
_ JfTotal Development Hoars = - = —]r” Hours ..} -
.{iProject.Management S R RS ) | 182 Hours" )
: Total Modlf'catlons SOW-hovirs ".':j‘i I R Jpn Hoirs; - -

7. PRELIMINARY WORK PLAN
The following Table 6. | provides the preliminary agreed upon Work Plan for the Contract.

Table 7.1: High Level Preliminary NH Prd"ect Plan

Task

Overarchmg PM
Signed Contract

Initial Communication with Client
Schedule Kick Off Meeting
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Prepare Implementation documents {Coversheet, checkhst pro;ect plan, training agenda, non- .
hosted checklnst if needed) : - I

Kayako - Update lmplemen't'ation_ ticket
~ Kayako - Set up site ticket . .}

Create Implementation system adr'hin accounts

Actlvate Report Wrater features -

R o b

QAofsute - R
Cufrent Sample of applications |
Current business workflows

permlssmns * data sets * report templates

)
4

Wa:'II:<through integration steps an& to-do -

Review: Servnce/User/Vehche data’ and mapping
Setup Integratlon Method & End Point

Initial Syncing )
Bulk Syncing |

§

URL & ntegration Setup :
Rewew NREMT VeruF cation Tngger Workflow

|

_ Reviév\é'timeli_ne,a_nd process = |! o S

B
ImageTrend prowdes legacy data workbooks
Client returns workbooks to ImageTrend
Phase 1 - Initial Import ;f _
Phase 1 - Bewew by Client ﬁ
Phase:2 - Secondary Import ]
Phase 2 - Review secondary import by Client
Phase 3 - Final Import o
Phase 3 - Review final import by client

: i

i
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Task
Review SOW items

SOW Kickoff

SOW Discovery

SOW Creation -

_ Final SOW Review

SOW Signature

Development :

Internai Testing

Client Testing

Workflows - Personnel .

Workflows - Service/Agency

Worfklows - Vehicle

" [Educational Session #1

|Educational Session #2

Educational Session #3

Educational Sessio'n Ha

Educational Session #5

Educational Session #6

Educational Session #7

Educational Session #8

Education Session #9 - Inspections

Education Session #10 - Investigations

Education Session #11 - Mobile Testing
Workflov:v[s] Review -

- Review workflow

* Continue to review forms

Review Certificate XSLT

Go-live preparation meeting.

Go-live
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o
EXHIBIT J - SOFTWARE AGREEMENT

'

LICENSE GRANT

a. DEFINITIONS
i.  CLIENT means The State
i. IMAGETREND means Contractor
iii. AGREEMENT means Contract

—r———

b
I!
i
. il
iv.  “Bespoke Deliverable” means a custom or non-standard deliverable, good, or service not made
available to all licensees (in contrast to “Standard Deliverables” which are part of imageTrend’s
pre-existing Commercial Off The Shelf library of deliverables). Bespoke Deliverables include but
are not limited to reports, custom software documentation creation, evidence gathering and
analysis, log delivery, or any other task that is not a part of lmageTrend s standard off the shelf
product offering purchased under thls Contract as documented in the Contractor's Response to
the RFP. For clarity, any delwerable good, or service, which is not explicitly described in the
License Management Product, this Agreement and its exhibits, the RFP Solicitation, or the
Contractor's response is not a part of this Agreement except as a Bespaoke Dellverable Any
Bespoke Deliverable created pursuant to this Agreement shall be made available to all other
relevant ImageTrend licensees and|otherwise distributed in compliance with ail applicable federal
grant requirements. , '
f I
v."Office” means the political subdivision of the State and Department having responsibility for licensing

Emergency Medical Services personnel here: State of New Hampshire Division of Fire Standards

and Training and Emergency Med:cai Services.
'e

vi.“CLIENT Support Staff” means CLIENT mformatlon technology personnel, managers, or gther access
which may be required for funding, malntalmng. administrating or otherwise supporting or
managing the function of Authonzed Personnel

vii.“Software” means the computer program(s) in machine readable object code form listed in Exhibit “A”,
including the executable processmg ‘programs comprising the ImageTrend License Management
System and ImageTrend License Management System Offline Inspections Module from the
Software and the Licensed Informatlon

vii.“Licensed Information® means any |nfom1at|on pertaining to the Software which is owned by
IMAGETREND and is licensed to CLIENT Licensed Information includes such information as
input form, user manuals and user documentation, interface format and mputloutput format, and
any other materials pertaining to the|Software.

ix.“Authorized Personnel’ means employees of CLIENT, in CLIENT's Office, that use the Software in the
scope of their employment or CLIENT's contractors where the contractor's services must
necessarily require access to the Software. Personnel who intend to: reverse engineer, disclose,
or use or acquire for any purpose not in the scope of the personnel's employment or necessary for
contractor services, any Confidential Information are not Authorized Personnel. CLIENT support

staff shall be Authorized Personnel.
|I
I
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x.“Custom Development” means software issuing from CLIENT's engagement with IMAGETREND
through a signed and accepted Statement of Work to customize the software. Such software may
then become a part of the core product and be distributed at ImageTrend'’s sole discretion.
Custom Development may require ongoing support and/or hosting and shall be subject to support
and/or hosting fee increases per the relevant sections elsewhere in this Contract, or as separately
agreed by the parties in subsequent written Amendments to this Agreement.. IMAGETREND
maintains ownership of al! Custom Development work product and intellectual property.

b. GRANT OF LICENSE

i.  Inaccordance with the terms and conditions hereof, IMAGETREND agrees to grant to CLIENT
and CLIENT agrees to accept non-transferable and non-exclusive perpetual use licenses for the
ImageTrend License Management System and ImageTrend License Management System Offline
Inspections Module. . During the term of the AGREEMENT, the STATE shall have access to the
ImageTrend License Management System and ImageTrend License Management System Offline
Inspections Module, which will be installed on servers at the IMAGETREND hosting facilities.
CLIENT expressly acknowledges that all copies of the Software and/or Licensed Information in
any form provided by IMAGETREND to CLIENT hereunder are the sole property of
IMAGETREND and/or its suppliers, and that CLIENT shall not have any right, title, or interest to
any such Software and/or Licensed Information or copies thereof except as provided in this
AGREEMENT. Under this license, only Authorized Personnel may access or use the Software.
IMAGETREND reserves all rights not herein granted to CLIENT.

c. CUSTOM DEVELOPMENT

i, New or updated features are out-of-scope for this AGREEMENT and considered Custom
Development. CLIENT may submit enhancement requests per the attached Service Level
Agreement below. Custom Development will only be undertaken subsequent to a written, signed
mutually agreed Statement of Work which outlines the scope and cost of the Custom
Development project, in accordance with PART 2 section 9 regarding change orders.

d. BESPOKE DELIVERABLES

i.  The parties agree this Contract is for the purchase of Commercial-Off-The-Shelf Software
(*COTS"} with Modifications and services as described in. Accordingly, to the degree any
‘requirement in this Contract and AGREEMENT require the creation of Bespoke Deliverables,
Contractor shall have no obligation to produce such Bespoke Deliverables except as mutually
agreed to in a signed, written Statement of Work or Project Plan which details the scope and cost
of creating such Bespoke Deliverables, in accordance with PART 2 section 9 regarding change
orders. Any costs for Statements of Work or Project Plans funded through federal grant fund are
subject to all federal grant requirements. )

Licenses purchased from IMAGETREND by CLIENT.

License Name Applicable Contract
tmageTrend State Bridge — TEMSIS o 124002 2005-005:
ImageTrend Field Bridge — TEMSIS Amendme;n C of 2005-002
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EXHIBIT K - WARRANTY AND WARRANTY SERVICE

1.

WARRANTIES

1.1

1.2

1.3

1.4

1.5

~ System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially -
reasonable manner, the State may end its program license if any and recover
the- fees paid to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program license; or

(b) the re-performance of the deficient Services, or

(c) if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the
fees paid to the Contractor for the deficient Services.

Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software (“Material”) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third party.

Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications. '

Compatibility
The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software

State of NH Contract 2018-566-18
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components provided by the! Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functlonallty

b

!

1.6 Services i'
The Contractor warrants that all Services to be provided under the Contract will be

3
provided expediently, in a professmnal manner, in accordance with industry standards

and that Services will compl'y with performance standards, Specifications, and terms of

the Contract. '

2. WARRANTY PERIOD "-
l - .

The Warranty Period shall remain in effect until the conclusion or termmatlon of this Contract
and any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely. The Warranty Period will mn_ttally commence upon the State issuance of a Letter of
UAT Acceptance and will continue for one hundred and eighty (180) days. If within the last
thirty (30) calendar days of the Warranty Pertod, the System Software fails to operate as
specified, the Warranty Period will cease the Vendor will correct the Deficiency, and a thirty
(30) calendar day Warranty Period will begm Any further Deficiencies with the Software must
be corrected and run fault free for thlrty (30) days. Upon the successful conclusion of the
Warranty Period, the State shall issue a Final System Acceptance Letter if the System is
operating and fully functional after the su"mcessful conclusion of the Warranty Period, all Data
has been loaded, and the System is avallable for use by the State in its daily operations.
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EXHIBIT L - TRAINING SERVICES
1.0 TRAINING
1.l The Contractor shall provide the following Training Services.

1.2 Within the cost proposal, ImageTrend has included Onsite and Webinar training
sessions for DERMIS. ImageTrend feels the number of session is adequate for the State;
however, additional training is available at any time as an optional add-on item.

1.3 State shall receive access to ImageTrend standard help and support documentation
via ImageTrend University, accessible via the Software.

1.4 CONTRACTOR TRAINING DETAILS

1.5  Contractor offers training designed to help site administrators and field personnel
make the most of the system. The Contractor Training Curriculum will be reviewed with
the State and customized to ensure that all courses are designed to address the State’s
specific needs. Our response incorporates “Train-the-trainer” training by Contractor
personnel for’ cost savings; we can, however, deliver comprehensive training for all
personnel. “Train-the-trainer” sessions will train a designated person(s) from the State in
all aspects of system administration and usage and provides the basic materials for the
training plan for all field personnel.

1.6 Sample Training Plan — Actual plan to be developed as part of the Project Plan

Administrative Review: % day (3 - 4 hours). This phase can be done in the time allotted if the
State prepares by completing workbooks and pre-training activities provided by the
Contractor. It is best accomplished when the State knows what their internal process looks

like.

Train-the-Trainer and/or End User Training: 3 hours per class. This can be done over X
number of days to cover each shift or to train all crews. The schedule is established with the
State to best meet the shift needs.

Administrative Training:
Training and Activities (Setup and user training}: 2 hours

QA/QI module (Setup and Training): 4 hours. End Users: 2 hours
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Checklist: 1 hour

High Level Overview of Report Writer (if desired prior to Go-live): 1 hour
Report Writer: 2-hour Webinar training after Go-live

A walkthrough. with implementation and/or User Guides are used tc} cover Agency, Staff,
Destinations and other imported resources.

A typical 3-day training schedule is detailed below. Classes can be schedu!ed to meet when
specific staff is available.

Day |
0800-1200 Admin Review
1300-1600 End User Training Class

Day 2

0800-1100 End User Training 1100-1200 Check List
1300-1500 QA/QI Training

1500-1700 Training/Activities

Day 3 .
0800-1200 End User Training 1200-1400 Report Writer Training

Y

The remaining training time can be used for webinar training after Go-live. Typically Report
Writer training is more valuable after the system is in use.

1.7 Administrative Training

Administration Training will focus on system administration and all the features
associated with maintaining the application. Additional training will focus on data
collection as well as reporting and data analysis. Administration training will include
the knowledge to provide Level | support and training to field personnel. This training
session can easily accommodate 10 — 15 people and can be accomplished within an 8-
hour session. It is recommended that this training be accomplished in groups, since the
interactive questions and assistance improves the leaming process and establishes the
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- communication links for the ongoing system usage. Contractor W|I] hold this tralnmg at

the Iocatlon specified by the State.

© . Free Training for Service Administrators

Contractor offers free hands-on training to sérvice: admlmstrators for. select products at the .

.. Corporate Office located in Lakeville, MN. This* training. is ‘available based on ‘pre-
* ‘determined dates: set by the Contractor.: The Contractor will train up to two administrators
per service on setup, navigation and’ use of DERMIS. This training will be offered

periodically to services with a valid support agreement and is intended to. educate service

" administrators to help them more effectively and indépendently use their Contractor

7 . “software. With this inexpensive educational option, service administrators will learn to

setup and ‘maintain tasks to increase their comfort: level and understandmg of the software... .

- 1.8 Documentatlon

Contractor will provnde a trammg plan course outlme system documentation and user .
guides: to: assist in system comprehension. Course syllabi and scenario templates are -

prepared to'enhance system understanding and are made available in a variety of. formats -

-for duplication. Other training materials provided include: FAQs Education Evaluatlon
and an Education Review Checklist. Contractor can also provide a Certlf' cate of Education : .

upon completion of the training . course(s).

Contractor provides the most’ up -to-date documentat:on mcludmg admmlstrator and user -

manuals and release notes for any upgrades. With a siipport agreement, this documentation,

. .along  with educational videos, PowerPoint presentations and other documents wnII be

found at lmageTrend University, which can be accessed from: the appllcatlon

1.9 lmageTrend‘ U'_niversity

Contractor provides online education materials for their products as self-guided tutorials to

. all States with support agreements. These .online support and educational materials can be
_found at ImageTrend University via “the application. Contractor recently started

implementing ImageTrend Umversnty throughout its solutions to promote ongoing
education- and training of our solutions. When accessing ImageTrend: University through

- the application, users:can view educational videos, manuals,:quick guides and workbooks
'to assist them in- better understanding our software and support train-the-trainer sessions.

These have been very useful as both refresher and initial education materials. Sample -
screenshots of the ImageTrend University can be found below. For more information on the

. types of training offered by Contractor please check out www Contractor. com/resource-

¢ducation/.
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BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”) dated December 13, 2016 (the “Effective
Date™), is entered into by and between___the State Of New Hampshire l , 4 state government
(the “Covered Entity”) and ImageTrend, Inc. a Minnesota corporation (the “Business Associate™).

WHEREAS, Covered Entity and Business Associate have entered into, or are entering
into, or may subsequently enter into, agreements or other documented arrangements (collectively,
the “Business Arrangements™) pursuant to which Business Associate may|provide products
and/or services for Covered Entity that require Business Associate to access, create and use health
information that is protected by state and/or federal law; and

WHEREAS, pursuant to the Administrative Simplification provisions of the Health
Insurance Portability and Accountability Act of 1996 (“HIPAA™), the U.S. Department of Health
& Human Services (“HHS”) promulgated the Standards for Privacy of Individually Identifiable
Health Information (the “Privacy Standards™), at 45 C.F.R. Parts 160 and {164, requiring certain
individuals and entities subject to the Privacy Standards (each a “Covered Entity”, or collectively,
“Covered Entities™) to protect the privacy of certain individually identifiable health information
{“Protected Health Information”, or “PHI”); and

WHEREAS, pursuant to HIPAA, HHS has issued the Security Stlandards (the “Security
Standards™), at 45 C.F.R. Parts 160, 162 and 164, for the protection of electronic protected health
information (“EPHI”); and

WHEREAS, in order to protect the privacy and security of PHI, mcludlng EPHI, created
or maintained by or on behalf of the Covered Entity, the Privacy Standards and Secur1ty
Standards require a Covered Entity to enter into a “business associate agreement” with certain
individuals and entities providing services for or on behalf of the Covered Entity if such services
require the use or disclosure of PHI or EPHI; and

WHEREAS, on February 17, 2009, the federal Health Information Technology for
Economic and Clinical Health Act was 51gned into law (the “HITECH Act”), and the HITECH
Act imposes certain privacy and security obligations on Covered Entities in addition to the
obligations created by the Privacy Standards and Security Standards; and

WHEREAS, the HITECH Act revises many of the requirements of the Privacy
Standards and Security Standards concerning the confidentiality of PHI and EPHI, including
extending certain HIPAA and HITECH Act requirements directly to businless associates; and

t

!
1
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WHEREAS, Business Associate and Covered Entity desire to enter into this Business

Associate Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in this

Agreement and the Business Arrangements, and other good and valuable consideration, the
sufficiency and receipt of which are hereby severally acknowledged, the parties agree as follows:

1.

Business Associate Obligations. .Business Associate may receive from Covered Entity,
or create or receive on behalf of Covered Entity, health information that is protected
under applicable state and/or federal law, including without limitation, PHI and EPHI.
All.capitalized terms not otherwise defined in this Agreement shall have the meanings set
forth in the Privacy Standards, Security Standards or the HITECH Act, as applicable
(collectively referred to hereinafter as the “Confidentiality Requirements”). All
references to PHI herein shall be construed to include EPHI. Business Associate agrees
not to use or disclose {(or permit the use or disclosure of} PHI in a manner that would
violate the Confidentiality Requirements if the PHI were used or disclosed by Covered
Entity in the same manner.

Use of PHI. Except as otherwise required by law, Business Associate shall use PHI in
compliance with 45 C.F.R. § 164.504(e). Furthermore, Business Associate shall use PHI
(i) solely for Covered Entity’s benefit and only for the purpose of performing services for
Covered Entity as such services are defined in Business Arrangements, and (ii) as
necessary for the proper management and administration of the Business Associate or to
carry out its legal responsibilities, provided that such uses are permitted under federal and
state law, Covered Entity shall retain all rights in the PHI not granted herein. Use,
creation and disclosure of de-identified health information by Business Associate are not
permitted unless expressly authorized in writing by Covered Entity. '

Disclosure of PHI. Subject to any limitations in this Agreement, Business Associate
may disclose PHI to any third party persons or entities as necessary to perform its
obligations under the Business Arrangement and as permitted or required by applicable
federal or state law. Further, Business Associate may disclose PHI for the proper
management and administration of the Business Associate, provided that (i} such
disclosures are required by law, or (ii) Business Associate: (a) obtains reasonable
assurances from any third party to whom the information is disclosed that it will be held
confidential and further used and disclosed only as required by law or for the purpose for
which it was disclosed to the third party; (b) requires the third party to agree to
immediately notify Business Associate of any instances of which it is aware that PHI is
being used or disclosed for a purpose that is not otherwise provided for in this Agreement
or for a purpose not expressly permitted by the Confidentiality Requirements.
Additionally, Business Associate shall ensure that all disclosures of PHI by Business
Associate and the third party comply with the principle of “minimum necessary use and
disclosure,” i.e., only the minimum PHI that is necessary to accomplish the intended
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purpose may be disclosed; provided further, Business Associate shall comply with
Section 13405(b) of the HITECH Act, and any regulations or guidance issued by HHS
concerning such provision, regarding the minimum necessary standard and the use and
disclosure (if applicable) of Limited Data Sets. If Business Associate discloses PHI
received from Covered Entity, or created or received by Business/Associate on behalf of
Covered Entity, to agents, mcludmg a subcontractor (collect1vely,| “Recipients”),
Business Associate shall require Recipients to agree in writing to the 'same restrictions
and conditions that apply to the Business Associate under this Agreement Business
Associate shall report to Covered Entity any use or disclosure of PHl not permitted by
this Agreement, of which it becomes aware, such report to be madle within three (3)
business days of the Business Associate becoming aware of such use or disclosure. In
addition to Business Associate’s obligations under Section 9, Busmess Associate agrees
to mitigate, to the extent practical and uniess otherwise requested by Covered Entity in
writing or as directed by or as a result of a request by Covered Entlty to disclose to
Recipients, any harmful effect that is known to Business Associate and is the result of a
use or disclosure of PHI by Business Associate or Recipients in v1olat10n of this
Agreement. ;

Individual Rights Regarding Designated Record Sets. If Busmless Associate
maintains a Designated Record Set on behalf of Covered Entity,- Busmess Associate shall
(i) provide access to, and permit inspection and copying of, PHI by Covered Entity or, as
directed by Covered Entity, an individual who is the subject of the| PHI under conditions
and limitations required under 45 CFR §164.524, as it may be amended from time to
time, and (ii) amend PHI maintained by Business Associate as requested by Covered
Entity. Business Associate shall respond to any request from Covered Entity for access
by an individual within five (5) days of such request and shall maKe any amendment
requested by Covered Entity within ten (10) days of such request. | Any information
requested under this Section 4 shall be provided in the form or format requested, if it is
readily producible in such form or format. Business Associate maf/ charge a reasonable
fee based upon the Business Associate’s labor costs in responding:to a request for
electronic information (or a cost-based fee for the, production of non- -electronic media
¢opies). Covered Entity shall determine whether a denial is approprlate or an exception
applies. Business Associate shall notify Covered Entity within fi ve (5) days of receipt of
any request for access or amendment by an individual. Covered Entlty shall determine
whether to grant or deny any access or amendment requested by the individual. Business
Associate shall have a process in place for requests for amendments and for appending
such requests to the Designated Record Set, as requested by Covered Entity.

Accounting of Disclosures. Business Associate shall make availalble to Covered Entity
in response to a request from an individual, information required f({)r an accounting of
disclosures of PHI with respect to the individual in accordance with 45 CFR §164.528, as
amended by Section 13405(c) of the HITECH Act and any related regulations or
guidance tssued by HHS in accordance with such provision, Busidess Associate shall

!
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provide to Covered Entity such information necessary to provide an accounting within
thirty (30) days of Covered Entity’s request or such shorter time as may be required by
state or federal law. Such accounting must.be provided without cost to the individual or
to Covered Entity if it is the first accounting requested by an individual within any twelve
(12) month period. For subsequent accountings within a twelve (12) month period,
Business Associate may charge a reasonable fee based upon the Business Associate’s
labor costs in responding to a request for electronic information (or a cost-based fee for
the production of non-electronic media copies) so long as Business Associate informs the
Covered Entity and the Covered Entity informs the individual in advance of the.fee, and
the individual is afforded an opportunity to withdraw or modify the request. Such
accounting obligations shall survive termination of this Agreement and shall continue as
long as Business Associate maintains PHI.

6. Withdrawal of Authorization. If the use or disclosure of PHI in this Agreement is
based upon an individual’s specific authorization for the use of his or her PHI, and (i) the
individual revokes such authorization in writing, (ii) the effective date of such
authorization has expired, or (iii} the consent or authorization is found to be defective in
any manner that renders it invalid, Business Associate agrees, if it has notice of such
revocation or invalidity, to cease the use and disclosure of any such individual’s PH!
except to the extent it has relied on such use or disclosure, or where an exception under
the Confidentiality Requirements expressly applies.

7. Records and Audit. Business Associate shall make available to the.U.S. Department of
Health and Human Services or its agents, its internal practices, books, and records
relating to the use and disclosure of PHI received from, created, or received by Business
Associate on behalf of Covered Entity for the purpose of determining Covered Entity’s
compliance with the Confidentiality Requirements or any other health oversight agency,
in a time and manner designated by the Secretary. Except to the extent prohibited by law,
Business Associate agrees to notify Covered Entity immediately upon receipt by
Business Associate of any and all requests by or on behalf of any and all federal, state
and local government authorities served upon Business Associate for PHI.

8. Implementation of Security Standards; Notice of Security Incidents. Business
Associate will use appropriate safeguards to prevent the use or disclosure of PHI other
than as expressly permitted under this Agreement. Business Associate will implement
administrative, physical and technical safeguards that reasonably and appropriatety
protect the confidentiality, integrity and availability of the PHI that it creates, receives,
maintains or transmits on behalf of Covered Entity. Business Associate acknowledges
that the HITECH Act requires Business Associate to comply with 45 C.F.R. §§ 164.308,
164.310, 164.312 and 164.316 as if Business Associate were a Covered Entity, and
Business Associate agrees-to comply with these provisions of the Security Standards and
all additional security provisions of the HITECH Act. Furthermore, to the extent
feasible, Business Associate will use commercially reasonable efforts to ensure that
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the technology safeguards used by Business Associate to secure PHI will render such PHI
unusable, unreadable and indecipherable to individuals unauthorized to acquire or
otherwise have access to such PHI in accordance with HHS Guidance published at 74
Federal Register 19006 (April 17, 2009), or such {ater regulations or guidance
promulgated by HHS or issued by the National Institute for Standards and Technology
(“NIST”) concerning the protection of identifiable data such as PHI. Lastly, Business
Associate will promptly report to Covered Entity any successful Security Incident of
which it becomes aware. At the request of Covered Entity, Business Associate shall
tdentify: the date of the Security Incident, the scope of the Security Incident, the
Business Associate’s response to the Security Incident and the identification of the party
responsible for causing the Security Incident, if known. Business Associate and Covered
Entity shall take reasonable measures to ensure the availability of all affirmative defenses
under the HITECH Act, HIPAA, and other state and federal laws and regulations
governing PHI and EPHI.

Data Breach Notification and Mitigation.

a. HIPAA Data Breach Notification and Mitigation. Business Associate agrees to
implement reasonable systems for the discovery and prompt reporting of any

“breach” of “unsecured PHI” as those terms are defined by 45 C.F.R. §164.402
(hereinafter a “HIPAA Breach”). The parties acknowledge and agree that 45 C.F.R.
§164.404, as described below in this Section 9.1, governs the determination of the
_date of a HIPAA Breach. In the event of any conflict between this Section 9.1 and
the Confidentiality Requirements, the more stringent requirements shall govern,
Business Associate will, following the discovery of a HIPAA Breach, notify Covered
Entity immediately and in no event later than three (3) business days after Business
Associate discovers such HIPAA Breach, unless Business Associate is prevented
from doing so by 45 C.F.R. §164.412 concerning law enforcement investigations.
For purposes of reporting a HIPAA Breach to Covered Entity, the discovery of a
HIPAA Breach shall occur as of the first day on which such HIPAA Breach is known
to the Business Associate or, by exercising reasonable diligence, would have been
known to the Business Associate. Business Associate will be considered to have had
knowledge of a HIPAA Breach if the HIPAA Breach:is known, or by exercising
reasonable diligence would have been known, to any person (other than the person
committing the HIPAA Breach) who is an employee, officer or other agent of the
Business Associate. No later than seven (7) business days following a HIPAA
Breach, Business Associate shall provide Covered Entity with sufficient information
to permit Covered Entity to comply with the HIPAA Breach notification
requirements set forth at 45 C.F.R. §164.400 et seq. Specifically, if the following
information is known to (or can be reasonably obtained by) the Business Associate,
Business Associate will provide Covered Entity with: (i) contact information for
individuals who were or who may have been impacted by the HIPAA Breach (e.g.,
first and last name, mailing address, street address, phone number, email address);
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(ii) a brief description of the circumstances of the HIPAA Breach, including the date
of the HIPAA Breach and date of discovery; (iii) a description of the types of
unsecured PHI involved in the HIPAA Breach (e.g., names, social security number,
date of birth, address(es), account numbers of any type, disability codes, diagnostic
and/or billing codes and similar information); (iv) a brief description of what the
Business Associate has done or is doing to investigate the HIPAA Breach, mitigate
harm to the individua! impacted by the HIPAA Breach, and protect against future
HIPAA Breaches; and (v) appoint a liaison and provide contact information for same
so that the Covered Entity may ask questions or learn additional information
concerning the HIPAA Breach. Following a HIPAA Breach, Business Associate will
have a continuing duty to inform Covered Entity of new information learned by
Business Associate regarding the HIPAA Breach, including but not limited to the
information described in items (i) through (v}, above.

b. Data Breach Notification and Mitigation Under Other Laws. In addition to the
requirements of Section 9.1, Business Associate agrees to implement reasonable
systems for the discovery and prompt reporting of any breach of individually
identifiable information (including but not limited to PHI, and referred to hereinafter
as “Individually Identifiable Information™) that, if misused, disclosed, lost or stolen,
Covered Entity believes would trigger an-obligation under one or more State data
breach notification laws (each a “State Breach”) to notify the individuals who are the
subject of the information. Business Associate agrees that in the event any
Individually Identifiable Information is lost, stolen, used or disclosed in violation of
one or more State data breach notification laws, Business Associate shall promptly:
(i) cooperate and assist Covered Entity with any investigation-into any State Breach
or alleged State Breach,; (ii) cooperate and assist Covered Entity with any
investigation into any State Breach or alleged State Breach conducted by any State
Attorney General or State Consumer Affairs Department (or their respective agents),
(iii) comply with Covered Entity’s determinations regarding Covered Entity’s and
Business Associate’s obligations to mitigate to the extent practicable any potential
harm to the individuals impacted by the State Breach; and (iv) assist with the
implementation of any decision by Covered Entity or any State agency, including any
State Attorney General or State Consumer Affairs Department (or their respective
agents), to notify individuals impacted or potentially impacted by a State Breach.

¢. Breach Indemnification. Business Associate shall indemnify, defend and hold
Covered Entity and its officers, directors, employees, agents, successors and assigns
harmless, from and against all reasonable losses, claims, actions, demands, liabilities,
damages, costs and expenses (including costs of judgments, settlements, court costs
and reasonable attorneys’ fees actually incurred) (collectively, “Information
Disclosure Claims™) arising from or related to: (i) the use or disclosure of
Individually ldentifiable Information (including PHI) by Business Associate in
violation of the terms of this Agreement or applicable law, and (ii) whether in oral,
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paper or electronic media, any HIPAA Breach of unsecured PHI and/or State Breach
of Individually Identifiable Information by Business Associate. If Business
Associate assumes the defense of an Information Disclosure Claim, Covered Entity
shall have the right, at its expense and without indemnification notwithstanding the
previous sentence, to participate in the defense of such Information Disclosure Claim.
Business-Associate shall not take any final action with respect to any Information
Disclosure Claim without the prior written consent of Covered Entity. Covered
Entity likewise shali not take any final action with respect to any Information
Disclosure Claim without the prior written consent of Business Associate. To the
extent permitted by law and except when caused by an act of Covered Entity or
resulting from a disclosure to a Recipient required or directed by Covered Entity to
receive the information, Business Associate shall be fully liable to Covered Entity for
any acts, failures or omissions of Recipients in furnishing the services as if they were
the Business Associate’s own acts, failures or omissions.

Covered Entity shall be responsible for all reasonable losses, claims, actions,
demands, liabilities and damages (collectively, “Information Disclosure Claims™)
arising from or related to: (i) the use or disclosure of Individually Identifiable
Information (including PHI) by Covered Entity, its subcontractors, agents, or
employees in violation of the terms of this Agreement or applicable law, and (ii)
whether in oral, paper or electronic media, any HIPAA Breach of unsecured PHI
and/or State Breach of Individually Identifiable Information by Covered Entlt_y, its
subcontractors, agents, or employees. .
i. Covered Entity and Business Associate shall seek to keep costs or expenses
that the other may be liable for under this Section 9, including Information
Disclosure Claims, to the minimum reasonably required to comply with the
HITECH Act and HIPAA. Covered Entity and Business Associate shall timely
raise all applicable affirmative defenses in the event a violation of this
Agreement, or a use or disclosure of PHI or EPHI in violation of the terms of
this Agreement or applicable law occurs.

10. Term and Termination.

a. This Agreement shall commence on the Effective Date and shall remain in effect
until terminated in accordance with the terms of this Section 10, provided, however,
that termination shall not affect the respective obligations or rights of the parties
arising under this Agreement prior to the effective date of termination, all of which
shall continue in accordance with their terms,

b.. Covered Entity shall have the right to terminate this Agreement for any reason upon
thirty (30) days written notice to Business Associate.

¢. Covered Entity, at its sole discretion, may immediately terminate this Agreement and
shall have no further obligations to Business Associate if any of the following events
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shall have occurred and be continuing: :

i. Business Associate fails to observe or perform any matenal covenant or
obligation contained in this Agreement for ten (10) days after written notice
thereof has been given to the Business Associate by Covered Entity; or

ii. A violation by the Business Associate of any provision of the Confidentiality
Requirements or other applicable federal or state privacy law relating to the
obligations of the Business Associate under this Agreement.

d. Termination of this Agreement for either of the two reasons set forth in Section 10.c
above shall be cause for Covered Entity to immediately terminate for cause any
Business Arrangement pursuant to which Business Associate is entitled to receive
PHI from Covered Entity.

¢. Upon the termination of all Business Arrangements, either Party may terminate this
Agreement by providing written notice to the other Party.

f. Upon termination of this Agreement for any reason, Business Associate agrees either
to return to Covered Entity or to destroy all PHI received from Covered Entity or
otherwise through the performance of services for Covered Entity, that is in the
possession or control of Business Associate or its agents. In the case of PHI which is
not feasible to “return or destroy,” Business Associate shall extend the protections of
this Agreement to such PHI and limit further uses and disclosures of such PHI to
those purposes that make the return or destruction infeasible, for so long as Business
Associate maintains such PHIL. Business Associate further agrees to comply with
other applicable state or federal law, which may require a specific period of retention,
redaction, or other treatment of such PHI,

No Warranty. PHI IS PROVIDED TO BUSINESS ASSOCIATE SOLELY ON AN
“AS 1S” BASIS. COVERED ENTITY DISCLAIMS ALL OTHER WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED
WARRANTIES OF MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE.

Ineligible Persons. Business Associate represents and warrants to Covered Entity that
Business Associate (i) is not currently excluded, debarred, or otherwise ineligible to
participate in any federal health care program as defined in 42 U.S.C. Section 1320a-
7b(f) (“the Federal Healthcare Programs™); (ii) has not been convicted of a criminal
offense related to the provision of health care items or services and not yet been
excluded, debarred, or otherwise declared ineligible to participate in the Federal
Healthcare Programs, and (iii) is not under investigation or otherwise aware of any
circumstances which may result in Business Associate being excluded from participation
in the Federal Healthcare Programs. This shall be an ongoing representation and
warranty during the term of this Agreement, and Business Associate shall immediately
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notify Covered Entity of any change in the status of the representations and warranty set
forth in this section. Any breach of this section shall give Covered Entity the right to
terminate this Agreement immediately for cause.

13. Miscellaneous.

a. Notice. All notices, requests, demands and other communications required or
permitted to be given or made under this Agreement shall be in writing, shall be
effective upon receipt or attempted delivery, and shall be sent by (i) personal
delivery; (ii) certified or registered United States mail, return receipt requested; or
(iii) overnight delivery service with proof of delivery. Notices shall be sent to the
addresses below. Neither party shall refuse delivery of any notice hereunder.

b.
If to Covered Entity: If to Business Associate:
NH Department of Safety ImageTrend, Inc.
Bureau of EMS Attn: Michael ). McBrady
Attn: Bureau Chief 20855 Kensington Blvd.,
33 Hazen Drive Lakeville, MN 55044

Concord, NH 03305

14, Waiver._No provision of this Agreement or any breach thereof shall be deemed waived
unless such waiver is in writing and signed by the Party claimed to have waived such
provision or breach. No waiver of a breach shall constitute a waiver of or excuse any
different or subsequent breach.

15. Assignment. Neither Party may assign (whether by operation or law or otherwise) any
of its rights or delegate or subcontract any of its obligations under this Agreement
without the prior written consent of the other Party. Notwithstanding the foregoing,
Covered Entity shall have the right to assign its rights and obligations hereunder to any
entity that is an affiliate or successor of Covered Eatity, without the prior approval of
Business Associate. ‘

16. Severability. Any provision of this Agreement that is determined to be invalid or
unenforceable will be ineffective to the extent of such determination without invalidating
the remaining provisions of this Agreement or affecting the validity or enforceability of
such remaining provisions.

17. Entire Agreement. This Agreement constitutes the complete agreement between
Business Associate and Covered Entity relating to the matters specified in this
Agreement, and supersedes all prior representations or agreements, whether oral or
written, with respect to such matters. In the event of any conflict between the terms of
this Agreement and the terms of the Business Arrangements or any such later
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agreement(s), the terms of this Agreement shall control unless the terms of such Business
Arrangements are more strict with respect to PHI and comply with the Confidentiality
Requirements, or the parties specifically otherwise agree in writing. No oral modification
or waiver of any of the provisions of this Agreement shall be binding on either Party;
provided, however, that upon the enactment of any law, regulation, court decision or
relevant government publication and/or interpretive guidance or policy that the Covered
Entity believes in good faith will adversely impact the use or disclosure of PHI under this
Agreement, Covered Entity may amend the Agreement to comply with such law,
regulation, court decision or government publication, guidance or policy by delivering a
written amendment to Business Associate which shall be effective thirty (30) days after
receipt. No obligation on either Party to enter into any transaction is to be implied from
the execution or delivery ofthls Agreement. This Agreement is for the benefit of, and
* shall be bmdmg upon thee parties, their affiliates and respective successors and assigns.
_No third party shall be considered a third-party beneficiary under this Agreement, nor
J‘shall any third party have any rights as a result of this Agreement.

'18. Governing Law. This Agreement shall be governed by and interpreted in accordance
with the laws of Merrimack County in the State of New Hampshire excluding its conflicts
of law’s provnsnons Jurisdiction and venue for any dlspute relating to this Agreement
shall exclgswely- rest w1th the state and federal courts in Memmack county in the State of
New Hampshlre ¥

19. Equitable Relief. The parties understand and acknowledge that any disclosure or
misappropriation of any PHI in violation of this Agreement will cause the other
irreparable harm, the amount of which may be difficult to ascertain, and therefore agrees
that the injured party shall have the right to apply to a court of competent jurisdiction for
specific performance and/or an order restraining and enjoining any such further
disclosure or breach and for such other relief as the injured party shall deem appropriate.
Such right is to be in addition to the remedies otherwise available to the parties at law or
in equity. Each party expressly waives the defense that a remedy in damages will be
adequate and further waives any requirement in an action for specific performance or
injunction for the posting of a bond.

20. Nature of Agreement; Independent Contractor. Nothing in this Agreement shall be
construed to create (i) a partnership, joint venture or other joint business relationship
between the parties or any of their affiliates, or (ii) a relationship of employer and
employee between the parties. Business Associate is an independent contractor, and not
an agent of Covered Entity. This Agreement does not express or imply any commitment
to purchase or sell goods or services.

21. Counterparts. This Agreement may be executed in one or more counterparts, each of
which shall be deemed an original, but all of which together shall constitute one and the
same document. In making proof of this Agreement, it shall not be necessary to produce
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Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT M
HIPAA BUSINESS ASSOCIATE AGREEMENT

or account for more than one such counterpart executed by the party against whom
enforcement of this Agreement is sought. Signatures to this Agreement transmitted by
facsimile transmission, by electronic mail in portable document format (“.pdf”) form, or
by any other electronic means intended to preserve the original graphic and pictorial
appearance of a document, will have the same force and effect as physical execution and
delivery of the paper document bearing the original signature.

IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date.

COVERED ENTILY:

=

BUSINESS ASSOCIATE;

By: o By:

7Slcv.cn‘R. L;voi-é, Dir. of Administration 7 Michael m .

(Print or Type Name) (Print or Type NW [
Director President

(Title) (Title)

Date: //.ZA G ' Date: t 8 ~// "éaa
rd

State of NH Contract 2018-566-18
Exhibit M — HIPAA Business Associate Agreement — Part 3
Date: 13/ \[/dsth .
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT N
AGENCY RFP WITH ADDENDUMS, BY REFERENCE

EXHIBIT N - AGENCY RFP WITH ADDENDUMS

Department of Safety Request for Proposals 566-18 “Emergency Services Records
Management System” dated March 16, 2018 is hereby incorporated by reference as
fully set forth herein.

State of NH Contract 2018-566-18
Exhibit N — Agency RFP with Addendums, by Reference — Part 3
Date: |3/1l/ N

Contractor’s Initials M '\/\ Page 75 of 77



STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT O
VENDOR PROPOSAL, BY REFERENCE

EXHIBIT O - VENDOR PROPOSAL

ImageTrend, Inc. Proposal to Department of Safety RFP 566-18 Emergency
Services Records Management System dated March 16, 2018, and the portions of
Vendor Proposal Response to RFP 565-18 dated 2/5/2018 un-amended by Vendor
Proposal Response to RFP 566-18., are hereby incorporated by reference as fully set
forth herein.

State of NH Contract 2018-566-18
Exhibit O - Yendor Proposal, by Reference — Part 3
Date: |y W/ Al
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT O
CERTIFICATES AND ATTACHMENTS

EXHIBIT P - CERTIFICATES AND ATTACHMENTS

Attached are:

Contractor’s Certificate of Good Standing

Contractor’s Certificate of Vote/Authority

Contractor’s Certificate of Insurance

Exhibit H Business Requirements

Exhibit N - RFP 566-18

Exhibit O - Vendor Proposals to RFP 565-18 and 566-18
Vendor Code Escrow Agreement

ommoom»

State of NH Contract 2018-566-18
Exhibit P — Ceﬁ)i‘%cate and Attachments — Part 3

Date:
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State of New Hampshire
Department of State |

CERTIFICATE =~

[, William M. Gardner, Secretary of State of the Staic of New Hampshire, do hereby centify that IMAGETREND, INC.iis
a Minnesota Profit Corporation registered 1o transact business in New Hampshire on November |5, 2004. 1 further certify that all
fees and documents rcquired_by the Sccrctary of Stte’s office have been receivéd and is in good standing as far as this office is

concerned.

Business [D: 495505 o
Centificate Number: 0004221839

- IN TESTIMONY WHEREOF, _
-I l!eretq sel my hand and cause to be'afﬁxed
the Seal of the State of New Hampshire,
this 12th day of December A.D.2018.

" iLt
i

i 4 (Ao derk o £

William M. Gardner
Secretary of State




_ImageTrend Inc,
Meetirig of Members'

October 17, 2017

In attendance was Mlchaet.l McBrady as Presldent and Trustee of the Shareholder Mlchae! ) McBrady

Revocable Trust, as well as Collin McBrady and Erini Rupe ¢ as Trustees of the Shareholder Valerie J.: :
McBrady Revocable Trust and 2015 McBrady Family Trust, these three representlng the full board of -

. Directors and Shareholders

A rnotfon was made. seconded; and approved by the Shareholders to establish the Board of Dlrectors as
Mtchaell McBrady, Collin McBrady, and Erin Rupe

To mal:e the ImageTrend Executwe Leadershlp Team maore effect and mofe empowered a motlon was
made, seconded and approved to make title changes wuthin the Executive:Leadership Team and Off icers

as follows:
Mlchaell McBrady Presrdent Chref Executwe Off cer, Secretary, Treasurer of lmageTrend Inc.
loe Graw Chlef Operatung Off' cer, coo '
Toby tht Vlce Presudent of Sales, promoted to Executlve Leadershlp Team -

Janet Leann - Vice Presldent- of Marketing, promoted to Executive Leadersh:p Team

Board Member



"-1“Signatory 'MlchaelMcBradv- Y /L30T BT /AQ R 14 (o A/ A

A motnon was made, seconded and approved to add authorcze and order srgnatory roies with

Rank . Name and Title © Example SignatUre
. , et L e 3 L

President and CEO

2"" Signatory  Joe Graw - Co0
3"Signatory : Collin McBrady —.CTO

4™ Signatory  Erin Rupe < Board
" Member

Any. 5|gnature made on behalf of lmageTrend Inc:. must be made by | the hlghest ranking Stgnator\r

~physrca|ly present at the ‘time of signature: Secondary Slgnatones are authorized to sign for any expense

or obhgatron not exceedlng $50,000 without Primary SIgnatorv s prior approval. Secondary Slgnatorles
are authorized to enter into any contr.ac_t where the full value over the term of the contract does not
e}rceed $300,000;

To the extent.this Bylaw conflicts with other bylaws, this Bylaw controls..,

Presldent and '0' % gk
3 &




IMAGETREND
December 11, 2018 ) ‘
State of New Hampshlre Departments of Safety, Division of Fire Standards and Trammg and
Emergency Medical Services ~ |

33 Hazen Drive, Concord NH 03365

Subject: - Contract for RFP 565 18, 566-18

Dear J effery Phillips, Assistant Director Division of Fire Standards and Training and Emergency

" Medical Services,

As gengral counsé] for ImageTrend, inc. Tam cbnﬁmjﬁg by t:his letter that .t.he'Ir:nageTrend Inc.
~ minutes d'ateci October.17, 2017 :her'eri_n enclosed remains truela;nd::in-'éf:féé't as of the d'até‘ of
signatﬁre for the: Contréct for RFP 565-18, 566-! 8. Michae] J‘McBrady'hgs full authority to sign
for lm_ageTrend Inc. as its fc.)under, CEO, Prqsident an;:l prim_eiry: _aluthorized'§ignatory as of |

December 11*, 2018

Please do riot hesitate to inquire further if necessary. [ can be reached at 952-469-6426, or via
email at jmar’_ta@ihagetrénd.c_om

. Sincerely,

SHERRI LEFLAY
Sm:\lotafry Public
e of Minneg
y Commrss:on Ex%!:as

Joe Marta .
Attorney for ImageTrend,; Inc.

| ‘ : January 37,
IMAGETREND" s

952.469.1589 | 888.469. 7789
www. [mageTrend.cotn )

/a? -/3 ’//

20855 Kensington Blvd., Lakeville, MN 55044
Tel: (952) 469-1589 Toll Free: (888) 469-7789 Fax: {952) 985-5671



DATE (MMIDD/VYYY)

ACORD . . CERTIFICATE OF LIABILITY INSURANCE 121172018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

© BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
‘REPRESENTATIVE OR:PRODUCER, AND THE CERTIFICATE HOLDER. :

IMPORTANT:. If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be. andorsad If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policles may raquire an endorsement. A slatement on this certificate does not confer rights to the

certificate holder in lieu of such andorsemant(s) - \
; : T EONTACT .
?:::gf:ted Benefits and RISk Consultlng : pSSSE Jonny saylor o YN
6000 Clearwater Drive A o f; 892:947-9700. 5 : [ TR ey 952-947-9793 .
Minnetonka MN 55343 . ADbRESS: |ennz saxlor@assouatedbrc com -
T . ¢, INSURER({S] AFFORDING COVERAGE - " NAICE:-
. .| nsurera : Federal Insurance Company/Chubb R 20281
‘| INSURED L IMAGE 13 S INSURER'S : Hartford Fire Insurance Company R 19682
I2n0.lg ngzgggi'rInt%n Bivd. ' U L INSURER ¢ :.Hartford Casualty Insurance Company 29424 .
Lakeville MN 55044 oL INSURERD: % @ .. Ll L
. ' : INSURERE ; - S
N B ) INSURER F ; e K
" COVERAGES - CERTIFICATE NUMBER: 1151566647 " REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY .PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR. CONDITION OF ANY CONTRACT -OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS
‘CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED. BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EEXCLUSIONS AND CONDITIONS OF SUCH POLICIES LIMITS SHOWN MAY HAVE: BEEN ‘REDUCED BY PAID CLAIMS.

‘[INSR DOOL[SUBR - ~POUCY EFF CY B o
LTR TYPE OF INSURANCE Jinap| F'OLICY NUHBER 'L...ML Isg%ﬂﬂﬁ'\’\" - LIMITS
8 | X | commERCIAL GENERAL LIaBILITY - ¥ | ¥ |4wunzTeaea.. 811512018 BASR01E | EacH OCCURRENGE $ 1.000,000. .
—I CLAIMS-MADE OCCUR ) - ' ‘| PREMISES (Em occurrencs) 3 1,000,000
L 1 | MEO EXP (any one parsan) - |'s 15,000
‘ ) , PERSONAL & ADV INJURY | $ 1,000,000
GEN‘LAGGREGATE LIMITAPPLIES PER: . |’ S - GENERAL AGGREGATE $2.000,000:. ..
POLCY FES: l:l.LOC ' ' ‘ ‘ .| PRODUCTS - COMPIOP AGG | § 2,000,000
- OTHER: 5 . Ao L R : T A
W — COMBINED SINGLE LIMIT ;
6 | AUTOMOBILE LIABILITY | x|y | eruunzrees . 6152018 | 61572019 B scadony Sigoo0
X | any auto ' i - : ' BODILY INJURY (Per parson) | $ S
ALL OWNED - SCHEDULED - . N O
Lo [ | semee . . | BODILY INJURY iPer accidsnn | 3
. NON-OWNED : : : ' : [PROPERTY DAMAGE. . |5
HIRED AUTOS 1 AaUTOS 0 - . ++ ¢ | (Per accident) R Kl
. . ) . $ .
€ | X | UMBRELLA LIAB Xloccur . Y| ¥ | exHuzrase 81520181 | 'BNSRO1S | pAcH OCCURRENCE $ 5.000.000. .-
EXCESSUAB . |. | cLAMSMADE| - ' - .| aGGrREGATE .| 55,000,000
L pep | X | revenTions g ~ . L L S s
C |WORKERS COMPENSATION - - v | 41WEABSLM) | ensr018 enseotn * | X | PER TH- -]
AND EMPLOYERS' LIABILITY T o e .?'TATUT?_I": | & ‘
ANY PROPRIETORIPARTNER/EXECUTIVE : E.L. EACH ACCIDENT $ 500000
OFFICERMEMBER EXCLUDED? D N/A N BT N
(Mandatory in NH) - v - E.L. DISEASE - EAEMPLOYEE] $ 500.000
" |# yes, dascrbe under , . . .' . N
. | DESERIPTION OF OPERATIONS below i L . - | E.L DISEASE - POLICY umTI;ssoo_ooo
8 [ Technology ProfiCybar Listilty Y 41TE0330028 18 : 81572018 85,2019 | OcciAggragate Limit $5,000,000
A | 3rd Party Crima/Fidelity B24TT4TY . 8152018 .. [ - &182019 | Limit = $500,000
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Scheduls, may be d H more space is required)

‘| Network Security and Privacy Injury Liability are inciuded in-the Technology Errors & Omissions/Professional Liability. GENERAL LIABILITY Blanket
Additional Insured, Primary/Non-Contributory and Waiver of Subrogation {Endorsement #HG000109186): COMMERICAL AUTO - Blanket Additional insured,
anar}{ -Non- Conlnbutory Waiver of Subrogation (Endorsement #HA99160312) WORKERS COMPENSATION Blanket Wawer of Subrogation (Endorsement
#000313) as reqmred by written agraement or contract. .

e

" CERTIFICATE HOLDER - I CANCELLATION

L . - SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
.. THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of New Hampshire Department of Safety/Division of Acconmucs WITH THE POLICY PROVISIONS

Fire-Standards and Training and Emergency Medical

Services e
33 HazenDr . - '
Concord NH. 03305

EPRESENTATIVE

. © 1988-2014 ACORD CORPORATION. All rights reserved.
ACORD 25 (2014101) o The ACORD name and logo are registsred marks of ACORD
THIS.CERTIFICATE SUPERSEDES PREVIQUSLY ISSUED CERTIFICATE .

\
N
\




