STATE OF NEW HAMEERQB9 Anl1:030RS |

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL
Jeffrey A. Meyers ' 36 CLINTON STREET, CONCORD, NH 03301
Commissioner ' 603-271-5300 1-800-852-3345 Ext. 5300
: Fax: 603-271-5395 TDD Access: 1-8300-735-2964
Lori A. Shibinette www_dhhs_nh_gov :

Chiefl Executive Officer

January 25, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital,
to enter into a retroactive agreement with Granite State Automation, LLC (Vendor
#167499), 728 East Industrial Park Dr. Unit 10, Manchester, NH, 03108, to provide
preventative maintenance, repairs and improvements to the building automation system
(BAS) located at the New Hampshire Hospital Acute Psychiatric Services Building (NHH-
APS) in an amount not to exceed $46,840 to be effective retroactive to January 1, 2019,
upon the date of approval by the Governor and Executive Council, until December 31,
2020. 26% Federal Funds, 70% General Funds, 4% Other Funds (provider fees).

Funds are available in the following account for State Fiscal Year (SFY) 2019, and
are anticipated to be available in SFY 2020 and SFY 2021, upon the availability and
continued appropriation of funds in the future operating budgets, with authority to adjust
amounts within the price limitation and adjust encumbrances between State Fiscal Years
through the Budget Office, without further approval from Governor and Executive Council, if
needed and justified. , -

05-095-094-940010-8410 HEALTH AND SOCIAL SERVICES, DEPT OF
HEALTH AND HUMAN SERVICES, HHS: NEW HAMPSHIRE HOSPITAL, NEW
HAMPSHIRE HOSPITAL, NHH-FACILITY/PATIENT SUPPORT

State .
. Class/ . Job
Fylscal Object Class Title Number Amount
ear
Contract Repairs - Bu'ildings
2019 048-500226 and Grounds 94024000 $11,710
Contract Repairs - Buildings
2020 048-500226 and Grounds 84024000 $23,420
Contract Repairs - Buildings
2021 048-500226 and Grounds 94024000 $11,710
Total: $46,840
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EXPLANATION

This request is retroactive because the Department was unable to negotiate
and finalize terms for a new agreement in time to present it to the Governor and
Executive Council before the previous service agreement expired December 31,
2018. Because maintenance for the BAS at NHH-APS is critical to maintaining a
habitable environment for patients and employees, maintenance services must be
available at all times in the event of an equipment failure that cannot be repaired by
on-duty staff. : ‘

On February 2, 2015, the Attorney General's Office approved a contract with
Granite State Automation LLC for building automation and repair services at New
Hampshire Hospital. A renewal option to extend the completion date of the contract
from December 31, 2016 to December 31, 2018 was exercised with approval from
the Governor and Executive Council on December 21, 2016 (ltem #25).

On September 5, 2018, the Governor and Executive Council approved a sole
source amendment to the contract with Granite State Automation for building
automation and repair services at New Hampshire Hospital to provide improvements
to the building automation system by replacing the outdated JC!| Metasys platform
with a Facility Explorer (FX) platform and providing server programming to collect
data and track trends for all aspects of the BAS system, including restoring
notifications and alarms.

The purpose of this agreement is to provide preventative maintenance,
repairs and software improvement services for the BAS associated with the heating,
ventilation and air conditioning system located at NHH-APS.

The BAS equipment is vital for proper heating, ventilation and air conditioning
to approximately 198,000 square feet of space within the NHH-APS facility. This
equipment is critical in maintaining habitability standards for the resident psychiatric
patient population as well as treatment staff and support personnel. The system in
place is comprised of complex pieces of equipment and software requiring highly
trained and specially licensed technicians. Due to the amount of equipment involved,
the high replacement cost, and the critical population served, it is vital that the
equipment be maintained through contracted services.

This contract was competitively bid. On October 4, 2018, the Department
issued a Request for Bids to solicit bids for the provision of preventative
maintenance, repairs, and emergency services for the BAS located at NHH-APS
facility and six (6) transitional housing buildings located within the Hugh J. Gallen
State Office Complex. The request for bids was available on the Department of
Health and Human Services website from October 4, 2018 through October 25,
2018. There were two bids submitted.

The bids were evaluated by a team of Department of Health and Human
Services employees with knowledge of the BAS and the services needed at New
Hampshire Hospital. The team also included staff with significant business and
management expertise.

The bids were evaluated based on the criteria published in the Request for
Bids. Granite State Automation LLC was selected. The bid summary sheet is
attached.
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The attached contract calls for the provision of these services for two years.
As referenced in the Request for Bids and in Exhibit C-1 of this contract, this
Agreement has the option to extend for up to two (2) additional years, contingent
upon satisfactory delivery of services, available funding, agreement of the parties
and approval of the Governor and Council.

Notwithstanding any other provision of the contract to the contrary, no
services shall continue after June 30, 2019, and the Department shall not be liable
for any payments for services provided after June 30, 2019, unless and until an
appropriation for these services has been received from the State Legislature and
funds encumbered for the SFY 2020-2021 biennium.

Should Governor and Executive Council not approve this request, the BAS at
NHH-APS may not receive proper maintenance in a timely manner, which may result
in poor habitability standards within the hospital, endangering the health and well-
being of both patients and staff.

Area served: New Hampshire Hospital, Concord, NH.

Source of funds: Federal Funds: 26% from the U.S. Department of Health and
Human Services, Centers for Medicare and Medicaid Services, Medical Assistance
Program, Code of Federal Domestic Assistance Number (CFDA) 93.778, Federal
Award !dentification Number (FAIN) NH 20161, 70% General Funds, 4% Other
Funds (provider fees).

In the event that Federal Funds become no longer available, no additional
General Funds will be requested to support this contract.

Respectfully submitted,

Approved by: U%{

Jeftrey A. Meyers
Commissioner

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Office of Business Operations
Contracts & Procurement Unit
Summary Scoring Sheet

Building Automation Systems (BAS)
Maintenance and Repair Services for
New Hampshire Hospital

RFB Name

Bidder Name

1. . .
Alliance Mechanical, Inc.

RFB-2012-NHH-02-BUILD
RFB Number

Maximum Actual

2 Granite State Automation LLC

3.9

Reviewer Names

Jason Teaster, Plant Maintenance
- Engineer V, NHH

Donna Ferland NHH Finance

Pass/Fail Points | Points
David Clapp, Director of Facilities,
120 88 3. pHHg
120 17 4.

120 0 S.




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNQOLOGY
27 Hazen Dr., Concord NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/ doit

Denis Goulet
Commissioner

February 1, 2019

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshl_r_e

129 Pleasant Street

Concord, NH 0330l

Dear Commissioner Meyers:

This letter reprcsents formal notification that the Department of Informatign Technology (DolT)
has approved your agency’s request to enter into a retroactwe contract agreement with Granite State
Automation, LLC of Manchester NH as described below and referenced as Dol T No. 2019-027.

This contract agreement is for preventative |maintenance, repairs and software improvement
services for the New Hampshire Hospital building automation system (BAS).  The BAS
equipment is vital for proper heating, ventilation and air conditioning to approximately 198,000
square feet of space within the NH Hospital.

The amount of the contract is not to exceed $46,840 and shall become effective upon Governor
and Executive Council approval retroactive to January 1, 2019 t_hrou_gh December 31, 2020.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council forlapproval.

Sincerely,

C _

Denis Goulet
DG/ik
DolT #2019-027

cc: Bruce Smith, [T Manager, DolT

“innovative Technologies Today for New Hampshire's Tomorrow"




FORM NUMBER P-37 (version 5/8/15)
Subject: Buildin Automation Systems (BAS) Maintenance and Repair Services RFB-2019-NHH-02-BUILD

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS
1. IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
NH Department of Health and Human Services 129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name 1.4 Contractor Address
Granite State Automation LLC 728 E. Inductrial Park Drive Unit #10
Manchester, NH 03109
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number
603-836-5522 095-094010-8410-048-500226 | December 31, 2020 $46,840
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director 603-271-9631

Bureau of Contracts and Procurement

1.12 Name and Title of Contractor Signatory

1.t1 Contractqr Signature
Jonathan Major,President

1.13 Acknowledgement: State of NewHnapswse, County of HrllsDeveugh

On Decumtne 17,2018  before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven to be the person whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity

indicated in block 1.12.

’/

v",;“‘ v
<o [seay - = M / dm_....—‘ KENNETH L. TINNIN

.
oY

,\I 135 Name znd Title of Notary or Justice of the Peace Notary PUDNT, State o New Hampshire
S w My Commission Expires May 6, 2020
. < /‘(Cunc'fh Z Tanw o -

Yot |

““,;r.iul 2y
*

S 5 ;
"Ll 14 Qtate Agsncy Sigrature [.15 Name and Title of State Agency Signatory
- i uu" (% ate: //(?/}q LD}C’I (S’l] [))ne../"?[ﬂ_, fw’MHH

1.16 Approval ¢ N.H. Department of Administration, Division of Personnel (if applicable)

Director, On: / 1520/ q

By:

1.17 Approval by t Substance and Execution) {if applicable}

On: Z/é /30(7

1.18 Approval by the Governor and Executive Council (if applicable)

By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (“Contractor”) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and meore particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block !.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor comumences Lhe Services prior to the
Effective Date, all Services performed by the Contracior pnor
to the Effective Date shall be performed at the sole risk'of the
Contractor, and in the event that this Agreement does not
become cffective, the State shall have no ligbility to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
conlingent upon the availability and continued appropriation -
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shail
have the right to terminate this Agreement immedialely upon
giving the Contractor notice of such termination. The Stale
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the onlty and the completc
compensation 1o the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price. T
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5.3 The State reserves the right to offset from any amounts
otherwise payable lo the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-¢ or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set {orth in block
1.8. :

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY,

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impese any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contracior. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the icrm of this Agreement, the Contractor shall
not discriminate against cmployees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue lo
implement these regulations. The Contractor further agrees to

~ permut the State or United States access to any of the

Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL. -

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warranis that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized 1o do so under all applicable
laws. .
7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afier the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom il is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

. Contractor Initials \\}'M‘

Datemi




Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concemning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default™):

%.1.1 failure to perform the Services satisfactorily or on
schedule; .

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure 1o perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice spccnfymg the Evenl
of Default and requiring it 10 be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days aficr giving the Contractor notice of termination;
8.2.2 give the Contractor a wrilten notice specifying the Event
of Default and suspending al} payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
peniod from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies a1 law or in equity, or both.

9.. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION,

9.1 As used in this Agreement, the word “data” shal! mean all
information and things developed or obtained during the
.performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, chants, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver o the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a reporl (“Termination Report™) describing in
detail all Services performed, and the contract price carned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the State 1o its cmployees.

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior writlen notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
cmployees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed 10 arise out of) the acts or ormsstons of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitule a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement,

14, INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering atl
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14,1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers llcenscd in the State of New
Hampshire.

Contractor Initials \ v\
Date



14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also fumnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
mnsurance for all renewal(s) ol insurance required under this
Agreement no later than thirty {30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to

. provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior writlen
notice of canceliation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in comphiance with
or exempt from, the requirements of N.H. RSA chapter 281-A
{“Workers' Compensation™).

15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee (o sccure
and maintain, payment of Workers’ Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furrush the Contracting Officer 1dentified in block 1.9, or hus
or her successor, proof of Workers” Compensation in the
manner described in NLH. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorperated herein by reference. The State shall not be
responsible for payment of any Workers” Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers®
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WATVER OF BREACH. No f(ailure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce cach and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed 1o the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only afier approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant (o
State law, rule or policy. )

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures 10 the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by Lhe parties to express their mutual
intent, and no rule of construction shall be apphied against or
in favor of any party.

20. THIRD PARTIES. The parties hercto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefil.

21. HEADINGS. The headings througheout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions ol this Agreement.

22, SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of 4
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New Hampshire Department of Healtth and Human Services
Building Automation Systems (BAS} Maintenance and Repair Services

Exhibit A

Scope of Services

1. Provisions Applicable to All Services
1.1. The Contractor shall provide New Hampshire Hospital (NHH) with preventative
maintenance and repairs as well as emergency repair services for the BAS
equipment and associated devices, as listed in Exhibit A-1, Equipment List.

1.2. The Contractor shall provide all supervision, materials, equipment, labor and
transportation necessary for the successful completion of the work.

1.3. The Contractor shall obtain approval from the Department prior to repairing
and/or replacing parts and shall:

1.3.1. Provide a 'not to exceed’ estimate before starting any work.

1.3.2. Allow the Department to purchase Johnson Controls Facility -Explorer (FX)
parts directly from the supplier whenever possible,

1.3.3. Ensure that materials used are at the Contractor’s cost by invoice.

1.3.4. Ensure that replacement parts are new and of the same quality and brand
' name as that being replaced, unless prior authorization for a substitution is
obtained from the Department.

1.3.5. Ensure that supplies, such as oils and refrigerants, are as specified by the
equipment manufacturer, unless prior authorization for a substitution is
obtained from the Department.

1.3.6. Schedule all routine work with the Department administrator at least one
week in advance of the service.

1.3.7. Notify the Department administrator upon arrival to the site.
1.3.8. Have access to all FX service bulletins and technical support.

1.3.9. Use only Original Equipment Manufacturer (OEM) parts, and shall provide
a one-year warranty, as specified in Section 3, on all parts replaced.

1.3.10. Provide field training while on site, which includes conducting service
activities for the NHH Facilities Department, as requested.

1.3.11. Provide proposals for corrective reprogramming or exfensions to the
Building Automation System (BAS), as requested.

1.4. For the purposes of this contract, emergency ‘service calls described in Section
2.3.3, shall mean any requests for services that are received outside of the
hours of 7:30 a.m. to 3..30 p.m., Monday through Friday.

Granite State Automation, LLC Exhibit A Contractor Initials \
RFB-2019-NHH-02-BUILD
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New Hampshire Department of Health and Human Services
Building Automation Systems (BAS) Maintenance and Repair Services

Exhibit A

2. Scope of Work
2.1. Semi-Annual Service Visits
2.1.1.  The Contractor shall maintain all digital control systems and associated

devices on a semi-annual basis (Spring and Fall), as required, to
ensure proper operating condition.

2.12. The Contractor shall ensure that semi-annual service visits shall be
conducted no sooner than six (6) months from the date of the previous
visit.

2.1.3. The Contractor shall provide maintenance services that include, but are
not limited to:

2.1.3.1. Reviewing all digital cdntroi systems for proper operation,
verifying that all associated devices start and stop properly.

2.1.3.2. Checking the operational sequence of all Variable Air Volumes
(VAVs), Variable Air Volume Modular Assemblies (VMASs) and
related preheat, reheat and radiation valves and motors.

2.1.3.3. Testing and calibrating all devices, including but not limited to,
themmostats, actuators, controls, dampers, valves and VAV
devices.

2.1.3.4. Checking for, and recording of, system abnormalities and
deficiencies.

2.1.3.5. Testing all safety devices including, but not limited to, fire eye
controls; pressure relief valves; and low water cut offs.

2.1.3.6. Testing and ensuring that all operating controls for the heating
systems are working properly.

2.2. Bi-Weekly Service Visits
221. The Contractor shall provide Automatic Temperature Control (ATC)
system services, which include servicing all Direct Digital Contro! (DDC)
systems, on a bi-weekly basis. The vendor must ensure bi-weekly
service visits include, but are not limited to:

2.21.1. Servicing and adjusting, as needed:

2.21.1.1.  Three (3) Network Control Engines (NCE). One
(1) NCE is located in each of the Brick, Gray,
and Yellow Houses.

2.211.2. Four (4) Field Equipment Controllers (FEC).

Two (2) of which are located at Howard

- Recreational Building and two (2) of which are
located at the Bayberry Building.

22113. One (1) PCG Controller and one (1) PCX
Controller located at Pond Place.

Granite State Automation, LLC Exhibit A Contractor |nitials
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22114,  Three (3) Facility Explorer Controllers (FX). One
(1) of which is located at the Howard
Recreational Building, one of which is located at
Pond Place, and one (1) of which is located at
the Bayberry Building.

22115  Four percent (4%), or nine (8), of the two
hundred twenty-eight (228) VAV terminals units,
all of which are located at the APS building.

221186. Four percent (4%) or three (3) of the eighty (80)
: VMA terminal units, all of which are located at
the APS building.

2212 Ensuring services to the NCE, FEC, FX, VAV and VMA
equipment listed in Exhibit A-1 include, but are not limited to:

221.21. Confirming proper operation of compressors, fan
motors, pumps, dampers, reheat valves,
baseboard valves and all additional inputs and
outputs that are wired to terminal unit.

22122  Confiming points associated with the units are
properly mapped to the Facility Explorer (FX80's)
and Data Server (NAE/ADS). -

22123. Servicing and adjusting tuning parameters as

well as analyzing trend data to ensure proper
operation and optimum system performance of:

221231, Al Air Handling Units {AHUS).
2.21.23.2. Al hot water systems.
2.21.23.3. Hydronic Solar Panels

22124 Performing a complete system backup, upload
and archive of NAEs as well as ADS and FX
controllers.

22125  Creating backup- copies of software
configurations of the operating systems and
provide New Hampshire Hospital (NHH) staff
with access to most recent back up copy.

Granite State Autormation, LLC Exhibit A Contractor Initials M
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2.3. Service Calls

2.31. The Contractor shall be available for regular and emergency service
calis.

2.3.2. The Contractor shall schedule regular service calls during normal hours
- of business operation, which are Monday through Friday, from 7:30
a.m. to 3:30 p.m. Regular service calls must be scheduled within forty-

eight hours of need for service being identified.

2.3.3. The Contractor shall be available twenty-four (24)-hours per day, seven
(7) days per week for emergency service calls occurring outside of the
normal hours of business operation described in Section 2.3.2. The
Contractor shall arrive to the work site no later than two (2) hours from
the time the Contractor is notified of the emergency.

2.4. Remote Monitoring Technology
2.41. The Contractor shall supply and support a workstation on which HVAC
systems must be remotely monitored. The Contractor shall ensure the
workstation meets the State’s minimum standards, which include but
are not limited to:

- 2411, Ensuring the workstation is not connected to the State's
intermal network.

2.4.1.2. Ensuring the remote monitoring workstation uses an IPSEC
Tunnel to the State’s VPN Firewall as the transport.

2.41.3. Ensuring the VPN device is capable of routing multiple
networks over an IPSEC tunnel.

2.41.4. Ensuring the remote monitoring workstation network uses
Network Address Translation to avoid routing conflicts
between the State network and the Contractor's network.

2.4.1.5. Providing the State with specific information regarding the
ports needed for the HVYAC monitoring application to work.
Those ports will be allowed to traverse the IPSEC tunnel, all
others will be blocked.

| 2.4.16. Ensuring troubleshooting procedures are provided to the New
Hampshire Hospital and the State Department of Information
Technology will assist, if needed.

2.41.7. Ensuring that the transfer of the remote monitoring workstation
to a new IP address is covered in the contract resulting from
this RFP at no additional charge to the State ifiwhen the State
reconfigures the network at New Hampshire Hospital or other
facilities.

Granite State Automation, LLC Exhibit A Contractor Initials dwu&
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2.5, Staffing
2.5.1. The Contractor shall ensure:

2.51.1. Each employee performing work in patient care areas have
documentation of a criminal background check, which
demonstrates no criminal offenses.

2512 Each employee will safequard the confidentiality of all records
and individuals at NHH, as required by State rule, State and
Federal law.

2.51.3. Each employee is available to complete a 30-minute NHH
orientation regarding patient confidentiality and boundaries.

251.4. A sufficient number of staff so that calls of any emergency
nature can be answered promptly, with the technician arriving
at the job site no later than two (2) hours after the call is
placed.

2.51.5. A sufficient number of qualified mechanics who: -

2.51.5.1. Are trained in Johnson Controls, Inc. (JCI) FX
Facility Explorer procedures.

-2.5.1.5.2. Have a minimum of five (5) years of experience in
JCI FX Facility Explorer equipment.

25153 Are fully skiled and competent to perform work
identified in Section 2 and Section 3.

3. Warranty

3.1. Except as otherwise specified, all new parts and labor shall be guaranteed by
the vendor against defects resulting from the use of inferior materials, equipment
or workmanship for one (1) year from the date of acceptance of work by the
Department.

3.2. If, within any guarantee period, repairs or changes are required in connection
with guaranteed work, which in the opinion of the Contract Administrator, is
rendered necessary as a result of the use of matenrals, equipment or
workmanship which are inferior, defective, or not in accordance with the terms of
the Contract shall, promptly upon receipt of notice from the Commissioner, and
at his own expense:

3.3. Place in satisfactory condition in every particular, all such guaranteed work and
correct all defects therein.

3.4. Make good all damage to the building or site, or equipment or contents thereof,
which in the- opinion of the Contract Administrator, is the result of the use of
materials, equipment or workmanship which are inferior, defective, or not in
accordance with the terms of the Contract. '
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3.5. Make good any work or material, or the equipment and contents of said building
or site disturbed in fulfilling any such guarantee.

4. Reporting Requirements

4.1. The Contractor shall present a written summary of the work performed after
each scheduled or emergency call and obtain the signature of a Department
administrator before leaving the job site.

4.2. The Contractor shall present a written estimate for any recommended repairs
that are identified during any service call.

5. Deliverables ) :
5.1. The Contractor shall complete four (4) semi-annual service visits as described in
Section 2.1, by the contract completion date.

5.2. The Contractor shall complete fifty-two (52) bi-weekly service visits, as
described in Section 2.2, by the contract completion date.
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EQUIPMENT LIST

Digital controls which are monitored in the Acute Psychiatric Services (APS) building
are known variously in the industry as Direct Digital Controls (DDC), Building
Automation System (BAS) or Energy Management System (EMS).

This is a Johnson Controls Facility Explorer Building Automation System (BAS)..
Equipment includes the following, not intended as an exact count, but an approximation
of the magnitude of the system:

Four (4) Facility Explorer (FX80) Controllers.
Three (3) Network Control Engines (NCE).

Two (2) FX20 (Facility Explorer) controllers.
Seven (7) Extended Digital Controllers (DX 9100).
Four (4) Field Equipment Controllers (FEC).

One (1) AS-UNT111-1 field controller.

Five (5) PCG Controllers.

One (1) PCX Controller.S.

Two hundred ninety-four (294) VAV (variable air volume) boxes and eighty four (84)
VAV Modular Assembly (VMA) boxes (most with reheat and those on the perimeter
zones also having associated perimeter heat zones; some having occupant-set
thermostats and some having remote set transmitters).

10.Five (5) air handling units with preheat and final chilled water coils, supply and retum
fans, variable drives, mixed air controls and economizers.

11.Five (5) boilers, two steam and three heating hot water.

© ® N OO AN

12.0One (1) makeup air unit with heating and mixed air controls.

13.0ne (1) two-cell cooling tower with bypass control valves and two-speed motors.
14. Hydronic Solar Panels and Domestic Hot Water System.

15. Bypass control on chilled water.

16. Static pressure control on air handling units.

17.High and low temperature alarm points on equipment and buildings.

18.Five (5) remote transitional housing buildings on campus with Heating, Ventilation and
Air Conditioning (HVAC) systems which are network-connected to APS, having boilers,
furnaces, and direct expansion cooling systems.

Granite State Automation, LLC Exhibit A-1 Contractor Indtials
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Method and Conditions Precedent to Payment

This contract is funded with combination of federal, agency and general funds anticipated to be
available based upon continued appropriation, which are conditioned upon continued support of
the program by the state and federal govemments. The contractor agrees to provide the
services in Exhibit A, Scope of Services in compliance with funding requirements.

1.

10.

Granite State Automation, LLC

The State shall pay the Contractor an amount not to exceed the Price Limitation on Form
P-37, Block 1.8, for the services provided by the Contractor pursuant to Exhibit A, Scope
of Services.

The State shall pay the Contractor $640 per semi-annual visit, as described in Exhibit A,
Scope of Services, Section 2.1, Semi-Annual Service Visits.

The State shall pay the Contractor $640 per bi-weekly service visit, as described in
Exhibit A, Scope of Services, Section 2.2, Bi-Weekly Service Visits.

The State shall pay the Contractor $80 per hour for regular repair service calls, with a
two (2) hour minimum per service call, as described in Exhibit A, Scope of Services,
Section 2.3.2.

The State shall pay the Contractor $80 per hour for emergency service calls, with a two
{2) hour minimum per emergency service call, as described in Exhibit A, Scope ‘of
Services, Section 2.3.3. '

Payment for expenses shall be on a cost reimbursement basis only for actual
expenditures.

Payment for services shall be made as follows:

7.1. The Contractor shall submit monthly invoices for reimbursement of actual
expenses incurred during the month. The State shall initiate payment to the
Contractor within thirty (30) days of receipt of each invoice for Contractor
services provided pursuant to this Agreement.

7.2, Invoices identified in Section 7.1 must be submitted to:

New Hampshire Hospital
Accounts Payable

36 Clinton St

Concord, NH 03301

Payments may be withheld pending receipt of required reports or documentation as
identified in Exhibit A, Scope of Services, Section 4, Reporting Requirements.

A final payment request shall be submitted no later than sixty (60) days after the
Contract ends. Failure to submit the invoice, and accompanying documentation could
result in nonpayment.

Notwithstanding anything to the contrary herein, the Contractor agrees that funding
under this Contract may be withheld, in whole or in part, in the event of noncompliance
with any State or Federal law, rule or regulation applicable to the services provided, or if
the said services have not been completed in accordance with the terms and conditions

of this Agreement.
Exhibit B Contractor |nma|s\_\y“'\
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SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:; ’

1. Compliance with Federal and State Laws: If the Contractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shal! maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and documentation
regarding eligibility determinations that the Department may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as
individuals declared ineligible have a right to a fair hearing regardlng that determination. The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of hisfher right to afair
hearing in accordance with Department regulations.

5. Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if it is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or inany

+  other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services.

7. Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used

. payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
or other third party funders, the Department may elect to:

7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursemgntin

excess of costs
Exhibit C - Special Provisions Contractor Initials \W
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7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for sérvices
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECCRDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the eligibility records specified above., the Contractor
covenants and agrees to maintain the following records during the Contract Period:

8.1, Fiscal Records; books, records, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2. Statistical Records: Statistical, enroliment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility {including all forms required to determine ehgibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such services.

8.3. Maedical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patientfrecipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close ofthe
agency fiscal year. It is recommended that the report be prepared in accordance with the provisien of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations” and the provisions of Standards for Audit of Governmental Crganizations,
Programs, Activities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.

9.1, Audit and Review: During the term of this Contract and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to afl reports and records maintained pursuantto
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and notin any way in limitation of obligations of the Contract, itis
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall retumn to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception. .

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidential and shallnot
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
directly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a récipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his
attorney or guardian. )
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1.

12.

13.

14,

16.

16.

Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following

times if requested by the Department.

11.1.  Interim Financial Reports: Written interim financial reports contalmng a detailed description of
all costs and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2.  Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information required by the Department.

Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Confract and all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Confract) shall terminate, provided however, that if, upon review ofthe
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the perfermance of the services of the Contract shall include the following
statement: .

13.1. The preparation of this (report, document etc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource.directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contractwithout
prior written approval from DHHS.

Operation of Facilities: Compliance with Laws and Regulations: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshaland
the local fire protection agency, and shall be in conformance with local building and zoning codes, by-
laws and regulations. ,

Equal Employment Opportunity Plan (EEOP}: The Contractor will provide an Equal Employment

OCpportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or
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17.

18.

19.

more employees, it will maintain a current EEOP on file and submit an EEQOP Cerification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOQP Certification Form to the OCR certifying it is not required to submit or maintain an EEOP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOQOP requirement, but are required to submit a certification formn to the OCR to claim the exemption.
EEOP Certification Forms are available at: http://iwww.ojp.usdoj/about/ocr/pdfs/cert pdf.

Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Profictency, and resulting agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title V1 of the Civil
Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in48
CFR 2.101 (currentty, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistieblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at

41 U.5.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908.

{b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

{c) The Contractor shall insert the substance of this clause, including this paragraph (c}, in all
subcontracts over the simplified acquisition threshold.

Subcontractors: DHHS recognizes that the Contractor may choocse to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s).. Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contfractor is responsible to ensure subcontractor compliance
with those conditions. ’

When the Contractor delegates a function to a subcontractor, the Contractor shall do the following:

19.1.  Evaluate the prospective subcontractor's ability to perform the activities, before delegating
the function _

19.2. Have a written agreement with the subcontractor that specifies activities andreporting
responsibilities and how sanctions/revocation will be managed if the subcontractor's
performance is not adequate '

19.3. Monitor the subcontractor’'s performance on an ongoing basis
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19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed
19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take corrective action. '

20. Contract Definitions:

20.1. COSTS: Shall mean those direct anﬁ indirect items of expense determined by the Department
to be allowable and reimbursable in accordance with cost and accounting principles established
in accordance with state and federal laws, regulations, rules and orders.

20.2. DEPARTMENT: NH Department of Health and Human Services,

20.3. PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a
form or forms required by the Department and containing a description of the services and/or
goods to be provided by the Contfractor in accordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service to be provided
under the Contract.

20.4. UNIT: For each service that the Contractor is to provide to eligible individuals hereunder, shall
mean that period of time or that specified activity determined by the Department and specified
in Exhibit B of the Contract.

20.5. FEDERALU/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and
policies, etc. are referred to in the Contract, the said reference shall be deemed to mean
all such laws, regulations, etc. as they may be amended or revised from time to time,

20.6. SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this
Contract will not supplant any existing federal funds available for these services.
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REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 3, Section 3.1 of the General Provisions of this Contract, Effective Date/Completion
of Services is amended to read as follows:

3.1

Notwithstanding any provision of this Agreement to the contrary, and subject to the approval
of the Governor and Executive Council of the State of New Hampshire as indicated in block
1.18, this Agreement, and all obligations of the pames hereunder, shall become effective on
January 1, 2019 (*Effective Date"},

2. Subparagraph 4 of the General Provisions of this contract, Conditional Nature of Agreement, is
replaced as follows:

4,

CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all obligaticns of the State
hereunder, including without limitation, the continuance of payments, in whole or in part,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability of funds affected by
any state or federal legislative or executive action that reduces, eliminates, or otherwise
modifies the appropriation or availability of funding for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in part. In no event shall the
State be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds become available, if aver. The
State shall have the right to reduce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from any other source or account into the
Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other
account, in the event funds are reduced or unavailable.

Subparagraph 10 of the General Provisions of this contract, Termination, is amended by adding the

following language;

3.
10.1
10.2
10.3
104
10.5
4,

The State may terminate the Agreement at any time for any reason, at the sole discretion of
the State, 30 days after giving the Cantractor written notice that the State is exercising its
option to terminate the Agreement.

In the event of early termination, the Contractor shall, within 15 days of notice of early
termination, develop and submit to the State a Transition Plan for services under the
Agreement, including but not limited to, identifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs.

The Contractor shall fully cooperate with the State and shall promptly provide detailed
information to support the Transition Plan including, but not limited to, any information or
data requested by the State related to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested.

In the event that services under the Agreement, including but not limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.

The Contractor shall establish a method of notifying clients and other affected individuals
about the ftransition. The Contractor shall include the proposed communications in its
Transition Plan submitted to the State as described above.

The Department reserves the right to renew the Agreement for up to two (2) additional years,

subject to continued availability of funds, satisfactory performance of services, and approval by
the Govermnor and Executive Council.
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Titte V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part |l of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1. Putlishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for viclation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1.  The dangers of drug abuse in the workplace;

1.2.2, The grantee’s policy of maintaining a drug-free workplace,

1.2.3. Any available drug counseling, rehabilitation,.and employee assistance programs and

1.24. The penaltles that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3.  Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a),

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conhviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D = Caertification regarding Drug Free Contractor Initials
Workplace Requirements n
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.86. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is 0 convicted
1.6.1. Taking appropriate persannel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participale satisfactorily-in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2, The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, siate, zip code} (list each location)

Check O if there are workplaces on file that are not identified here.

Contractor Name:éﬁﬁ,\)[ﬂf 6mf&/ Wﬂ)fﬁﬁq 04)

21/t o Ll

Date * Name: Yo,0A M/ bmw
Title:
Plisien ©

Workplace Requirements |
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New Hampshire Department of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Govemment wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification: '

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title JV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The: undermgned certifies, to the best of his or her knowledge and beélief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersngned to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federzal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

" This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Tite 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for

each such failure.
: Contractor Name: (A ANTE SPAT mmﬁﬂ o

et/ QWQI‘

Date Name: HAW . Middal_
Title; 25 )ajr
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
_AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Cenification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below,

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS delermined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to.the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

" u " e

5. The terms “covered transaction,” “debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” "participant,” “person,” “primary covered transaction,” “principal,” "proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal {contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS,

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing centained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and Q
oW
Exhibil F — Certification Regarding Debarment, Suspension Contractor Inttials w

And Cther Responsibility Matters l2
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information of a participant is not required to exceed that whnch is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

'PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11.1.

11.2.

11.3.

11.4.

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or [ocal)
transaction or a contract under a public transaction; viclation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

are not presently indicted for otherwise criminally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph {I(b)
of this certification; and

have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By srgnang and submitting this lower tier proposal {contract}, the prospective lower tier partlcrpant as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:

13.1.
13.2,

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment;, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

t»/f/ %

Contractor Name: éﬂfw i3 {%{ ﬁ){Dl’lﬂT 10/

Date

Name: AT OL)&‘\\-WJ w M(,Bﬂ?it.
Title: P@S 'WJF

Exhibil F — Certification Regarding Debarment, Suspension Contractor Initials
And Other Responsibility Matters

curi)HHsmona : Page 2 of 2 Date



New Hampshire Department of Health and Human Services
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
" recipients of federal funding under this statute from discriminating, either-in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Qpportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672{b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C, Section 2000d, which prohlblts recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (28 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 {42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

-28 C.F.R, pt. 31 (U.S. Department of Justice Regulations = OJJDP Grant Programs); 28 C.F.R. pt. 42
{U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures), Executive Order No, 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments suspension or termination of grants, or government wide .suspension or
debarment.
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient wifl forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this proposal (contract} the Contractor agrees to comply with the provisions
indicated above.

Contractor Name: (&AL ARIE SE AU 0[\.)

17/17/:“5/ | \LMW

Date Name: 30 OATEAN L0 MATOE
) Title: PE&%:DZIJT
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indeor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the impeosition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the fellowing
certification: .

1. By signing and submitting this contract, the Contractor agrees to make reasonzble efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name: (LA T pilive- M@M’gﬂ onJ

|2/ rf//4 | AN

Date Name: 3’0,0,91- HAN (0 BTG L

Title:

Pl iodior

| dww
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HEALTH INSURANCE PORTABILITY AQT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, *Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services,

1 Refinitions.
a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Titie 45,
Code of Federal Regulations.

b. “Business Associate® has the meaning given such temm in secllon 160.103 of Title 45, Code
of Federal Regulations.

¢. ‘Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set” shall have the same meaning as the term “designaied record set”
in 45 CFR Section 164.501.

e. “Data Aggregation® shall have the same meaning as the term "data aggregation” in 45CFR
Section 164.501.

f. “Health-Care Operatlions” shall have the same meaning as the term "health care operations”
in 45 CFR Section 164.501.

g. “HITECH Act' means the Health Information Technology for Economic and ClinicalHealth
Act, TitleXlll, Subtitie D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2008.

h. *HIPAA" means the Health Insurance Poriability and Accountability Act of1996, Public Law
104-181 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parls 160, 162 and 164 and amendmenis thereto.

i. “Individual® shall have the same meaning as the term “individual” in 45 CFR Section 160,103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j- *Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Uniled States
Department of Health-and Human Serwces

k. "Protected Health Information™ shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or recewed by
Business Associate from or on behalf of Covered Entity. W

Contractor Initials
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(2)

“‘Required by Law” shall have the same meaning as the term “required by law” in 45CFR
Section 164.103.

“Secretary” shall mean the Secretary of the Depariment of Health and Human Servicesor
his/her designee.

“Secunty Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Parl 164, Subpart C, and amendments thereto.

“Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protecied health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning

established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

Busi Associate U { Discl p { Health Inf :

Business Associate shall not use, disclose, maintain or transmit Protected Health
information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rufe.

Business Associate may use or disclose PHI:
l. For the proper management and administration of the Business Associate;
Il. -~ Asrequired by law, pursuant to the terms set forth in paragraph d. below;or
I For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHIl to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party, and {ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. |f Covered Entity objects to such disclosure, the Busim

32014 Exhibit | Contractor Initials
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies,

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

a. The Business Associate shall notify the Covered Entity’s Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact onthe
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when itbecomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to: '

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made,

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information hasbeen
mitigated. -

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all-of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rule.

€. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to retum or destroy the PHI as provided under Section 3 (l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor’s business associate
agreements with Contractor’s intended business associates, who will be receivingl HI
Jwru—
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use anddisclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the.Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available {0 Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request byan
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528. :

j- Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request 1o Covered Entity would cause.Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Secunty Rule, the Business Associate
shall instead respond to the individual's request as required by such law and no'ufy
Covered-Entity of such response as soon as practicable.

l Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHL. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed toin
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to thos
purposes thal make the return or destruction infeasible, for so long as Businessi‘UM
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4)  Obligations of Covered Entity
a. Covered Enlity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section

164 .520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promplly notify Business Associate of any restnctions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI. .

(5)  Ierminationfor Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity’s knowledge of a breach by Business Assaociate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
viclation to the Secretary.

(6)  Miscellaneous

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowiedges that it has no ownership rights
with respect to the PHI provided by or created on behaif of Covered Entity.

d. Interpretation. The parlies agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.
\ ]ggu&
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e. Segregation. If any termn or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect-other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3} |, the

defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Héalth and Human Services G@Awlﬂé 6‘]%]‘5( AJMA‘TIOAJ

The St ) Nar@r:zjintract&k\

nzed Representalive Signature of Authorized Kepresentative

S by (k0 . maae

Name of Authorized Representative Namg_of Authorized Representative
CED- NY [ %ID&J( |
Title of Authorized Representative Title of Authorized Representative
| fio]i4 2/ 15
Dafe ' Date )

32014 Exhibit | Contractor |nitials W
Health Insurance Portability Act
Business Associate Agreement m
Page 6ol 6 Date I



New Hampshire Department of Health and Human Services
Exhibit J

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTARILITY AND TRANSPARENCY
' ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. | the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
tn accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)
0. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

2PN OALN

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made, )
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name: G—ﬂﬁ\)mf 5%15 lOJI?)M ﬁ:r I w

2/l ) Iy

L

Date Narme: TJonATHA - Mol
e Ylesmedr
Exhibil J = Certification Regarding the Federal Funding Contractor Initials

Accountability And Transparency Act (FFATA) Compliance
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EORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

1.

2.

The DUNS number for your entity is:

In your business or organization’s preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES
lf'the answer to #2 above is NC, stop here
If the answer to #2 above is YES, please answer the following:
Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d} of the Securities
E;gggnge Act of 1934 (15 U.5.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: “Amount:

Name; Amount:

Name: Amount;

Name: Amount:

Name:; Amount;
i)
[

Exhibil J = Certification Regarding the Federal Funding Contractor Initials
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach® means the loss of control, compromise, unauthorized  disclosure,
unauthorized acquisition, unauthorized access, or any similar term referming to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach® shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “"Computer Security Incident” shall have the same meaning "Computer Security
Incident™ in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Depariment
of Commerce.

3. “Confidential Information™ or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public:
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all infoermation owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services {(DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFl), Federal Tax Information (FTI), Social Security Numbers {(SSN),
Payment Card Industry {(PCI), and or other sensitive and confidential information.

4. "End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, elc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA® means the Heallh Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident® means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misptacement of hardcopy documents, and misrouting of physical or electronic

V5. Lest update 10/09/18 Exhibit K Contractor Initials QM‘

DHHS Information
Security Requirements 12 H, (
Page 10l 9 Date



New Hampshire Department of Health and Human Services
Exhibit K |
DHHS Information Security Requirements

mail, a-II of which may have the poiential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network” means any network or segment of a network that is
not designated by the Siate of New Hampshire’s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmitl) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. “Personal Information™ (or “PI”) means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden .
name, etc. '

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Depariment of Health and Human Services. '

10. “Protected Health Information” {or “PHI"} has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule™ shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information® means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American Nbational Standards Institute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHi in any manner that would constitute a vuolatnon
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

\
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to. be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards:

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the ferms of this Contract.

5. The Contractor agrees DHHS Data oblained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access o the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
‘Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an experl knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not usel computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web 1o transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data. .

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Lapteps and PDA. If End User is employing poriable devices 1o transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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~wireless network. End User must employ a virtual private network {VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. {f End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. if
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

M. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it-may exist, unless, otherwise required by law or pemitted
under this Contract. To this end, the parties must:

A. Retention

1. The Confractor agrees it wili not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitaring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Depariment confidential information for contractor provided systems.

3. The Coniractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-matware ulilities. The environment, as a

.
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Confractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media.containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepled slandards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and cerlify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written cedification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be joinily
evaluated by the State and Contractor prior o destruction.

2. Unless otherwise specified, within thity (30} days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the temminalion of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that-collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact Siate of NH systems andfor
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Depariment confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an intemal process or processes that defines specific security
expectations, and monitoring compliance {o security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contracters prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, 'the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request o complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Depariment data offshore or outside the boundaries of the United States unless
prior express writlen consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statules and regulations regarding the
privacy and secunty of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at htips:/mww.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, quidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process, The Contractor will notify the State’'s Privacy Officer and the
State’s Security Officer of any security breach immediately, at the email addresses

. provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Seclion IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, thefl or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypled and password-protecied.

d. send emails containing Confidential Information only if encrypled and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information o the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential. Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1.

2,
3.
4

Identify Incidents;

Determine if personally identifiable information is involved in Incidents;

Report suspected or confirmed Incidents as required in this Exhibit or P-37;

Identify and convene a core response group to determine the risk level of Incidents

' -and determine risk-based responses to Incidents, and

V5. Last update 10/09/18 Exhibit K Contractor initials Au‘u«
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. '

Incidents and/or Breaches that implicate Pl must be addressed and reporied, as
applicable, in accordance with NH RSA 359-C:20.

VI.  PERSONS TO CONTACT
A, DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

V5. Last update 10/09/18 Exhibit K Contractor Initials 5‘& :
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State of New Hampshire
Department of State

CERTIFICATE

1, Williom M. Gerdner, Secretary of State of the State of New Hampshire, do hereby certily that GRANITE STATE
AUTOMATION LLC is a New Hampshire Limited Liability Company registered to transact business.in New Hampshire on
December 24, 2007. | furthe certify that all fces end documents required by the Secretary of State’s office have been received
and is in good slandmg as for as this office is concened.

Business [D: 588972
Certificaie Number: 06004158167 )

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 26th day of July A.D..2018.

For ok

William M. Gardner
Secretary of State
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CERTIFICATE OF AUTHORITY
(Sole Proprietor of Limited Liability Company)

l, \VTDMWM k. Mﬂaoﬂ , as a Sole Owner of my Limited Liability Company, WITB‘ Sthrs Auuan ﬂ)

LLC, certify that | am authorized to enter into a contract with the State of New Hampshire, Department of
Health and Human Services, on behalf of myself,

IN WITNESS WHEREOF, | have set my hand as the Sole Owner of the Limited Liability Company this
_[F¥ dayof “Ta2ombK

20,7

(Sole Owner Signature)~"
STATE OF NH
COUNTY OF Hhlls

h
Onlzf /he

, before the undersigned officer, personally appeared the person identified directly
above, or satisfactorily proven to be the person whose name is signed above, and acknowledged that
s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF | hereunto set my hand and official seal.

—
M/ 4”'—‘«—.‘
Notary Seal

‘\nlli.lr
.

ll“f’
LS !

'Signature of Notary or Justice of the Peace
o M ,
e 0

/éqnaﬁ- L. Tanea

Name/Title of Notary or Justice of Peace
My Commission Expires: Ma}' b, 2020

'
frog g sy

KENNETH L. TINNIN
Notary Public, State of New Hampshire
My Commission Expires May 6, 2020
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ACORD . CERTIFICATE OF LIABILITY INSURANCE |~ ~ . [ i

THIS CERTIFICATE IS ISSUED AS A MAITER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE _HOLDER, THIS
. GERTIFICATE DOES NOT AFFIRMATIVELY.OR 'NEGATIVELY.AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY ‘THE POQLICIES
. BELOW. THIS CERTIFICATE OF INSURANCE DOES. NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S) AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. :

IMPORTANT:  If tha certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed. -
Iif SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may mquiro an endomoment A statement on

this certificate does not confor rights to the cortlﬂcm holder In lieu of such endorsement(s). L s

PRODUCER . CORTACT | M :
. . | NAME; essica Hatfield . : i S . ‘
Eftggf‘cf:,"é?e Insurarcs Agency, LLC PHONE 503 882-2768 ot ] R ney 603:-8864230
Nashua NH 03064 ' Al;‘o'g"'gss Jhatfield@eatonberube.com L ..
: INSURER(S) AFFORDING COVERAGE . M -1
INSURER & : Hartford Underwriters Ins Co C oy moam 20424
INSURED GRASTA meyrens: MMG Insurence Co . oo - T ] 15897
Granite State Automatron LLC - A L
728 E. Industrial Park Drive; Umt#10 INSURER C : : : :
Manchester NH 03109 . INSURERD ;
R : INSURER E ;
: : ‘ o INSURERF : . :
- COVERAGES. .. .0+ CERTIFICATE NUMBER: 1847902983 . REVISION NUMBER

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN’ ISSUED TO THE-INSURED NAMED ABOVE FOR THE ‘POLICY PERICD

INDICATED NOTWITHSTANDING ANY: REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE, MAY-BE ISSUED DR MAY:PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS, -
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS: .

'.;:

SR ADDLSUOR : EFF_] ¥ EXP P T~
'fm v+ T TYPE OF INSURANCE . Lm . Poucvuuuaea . fﬁ%ﬁfm ﬁ%%] R ST ) A
A lx] commsncmsenam LIABILITY ‘ 04SBAIX7519 - 71172018 | 7147/2018 | EaCH DCCURRENGE 51,000,000
= . “DAWAGE TO RENTED - ;
J CLAIMS-MADE - QCCUR | PREMISES [Ea gocurrence) $ 1,000,000
- P R .o ) . ~ | MED EXP (Any ons parson} | $ 10,000
B O R APt S HRE HE L A R (N Co % ' | PERSONAL 8 ADV INJURY 51,000,000'
emasmsmreummppues S I K I R B i - » | GENERAL AGGREGATE .. ['$ 2,000,000,
PRO- . At ). e . A e T " . B AT
Poucv D JECT [ X Loc- mooucm COMPIOP AGG | $ 2,000,000
OTHER: 3
5 | AUTOMOBILELABILTY KA12923511 1212472018 | 122412019 | (RO siEDSINOLELMIT 54,000,000
ANY AUTO ] BODILY INJURY (Per parson) | $
[~ | OWNED SCHEDULED
1 Autos omuy AUTOS | . . . [ BODILY INJURY (Per accident)|
X | HIRED NON-OVNED . - "PROPERTY DAMAGE s
|2 | AUTOS OnLY AUTOS ONLY B . Sl -|(Pef pocidery . _
. )
A UMBRELLA LIAB X |occur 04SBAIXTS18 | mrnoe | Nt | gacioccurrence. . | 55000000 T .
EXCESSUAB . | | cLamsMaDE| iy | ..o o < w | et | AGGREGATE $ 5,000,000
CED I X I RETEN'I‘IONS m ann - = . . 5
A |WORKERS COMPENSATION | oaweCCS 1248 | 1212472018' | 1272012019 X | Bolpure | | on0
AND EMPLOYERS' LIABILITY | YIN ” —
ANYPROPRIETOR/PARTNER/EXECUTIVE Y o - ' . E.L. EACH ACCDENT 5 1,000,000
OFFICER/MEMBEREXCLUDED? NIA : S -
- .lmndwrvln"") A . — Ae . . “ . .| E.L DISEASE - EA EMPLOYEE] $ 1,000,000
nEscmwnoNoropemruorusm:w |0 v ) pisERSE - policy Limim |'s 1,000,000 -
*A"| Technokgy ESO V[ - [ QASBAIXTS18. 0. - s £+ «| THT2018 | T7/2018 | Esch "Gitch Limi 31,000,000
Ratention §5,000 Aggregats Limh $2,000,000
"Clsims™ Made Form Ratroactive Data 12/24/2014
DESCRIPTION OF OPERATIONS f LOCATIONS / VEHICLES (ACORD 101, A 1al Remarks Scheduls, may be attached if more space is required)

NH Waorkers' Compensation Policy. Excluded Officer: Jon Major

Additional Insured status applies to General Liability, Automobile Liability and Excess Liabillty when required by a written contract per endorsemem form
$50008 & MMO3408, Waiver of Subrogation applles to Generat Liability when required by a written contract per endorsement form SS0008. General Liabllity is
pfimary and non-contributory.

_CERTIFICATE HOLDER ' . CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

The New Hampshire Department of Health and Human
Services

36 Clinton Street AUTHORIZED REPRESENTATIVE
Concord NH 03301

© 1988-2015 ACORD CORPORATION. All rights reserved.
D 25 (2016/03) The ACORD name and logo are registered marks of ACORD



