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STATE OF NEW HAMBSHIRE ¢, .45 DAS
DEPARTMENT OF INFORMATION TECHNOLOGY."

27 Hazen Dr.,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh. .gov/doit

Denis Goulet
Commissioner

- March 17, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

The Department of Information Technology requests placing this item on the Consent
Calendar. ) X |

Authorize the Department of Information Technology to amend an existing contact with
NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) to accomplish the original scope
of the cyber security project by exercising a contract renewal option by extending the completion
date from June 30, 2020 to June 30, 2021. The original agreement was approved by Governor
and Executive Council on October 2, 2019, Item|#24. Time extension only, no new funding.

EXPLANATION

This time-only extension is being requested to address the optional services features of the
original contract. The additional time requesl| allows for both the state and the vendor to
appropriately address which optional features are most important to pursue, based on the final
reports created during the assessment.

The contract with NuHarbor Security, Inc.| will assist with comprehensive cyber security
risk assessment of the Executive Branch inforination technology enterprise. In addition to
determining gaps or shortfalls in the State’s cCybersecurity posture, a key outcome of this
assessment will be a roadmap to improve the secf_xrity, readiness and effectiveness of the State of
New Hampshire’s cybersecurity posture. i
j
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and the Honorable Executive Council

J
His Excellency, Governor Christopher T. Sununu |
Page 2 I
|
|
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The Department of Information Technology respectfully requests approval of this
contract amendment.

Respectfully submitted,

N

N
N\

Denis Goulet

DG/kaf
DolT #2018-111A

"Innovative Technologies Today for New Hampshire's Tomorrow"
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Denis Goulet
Commissioner

Daniel Dister -

Chief Information Security Officer
Department of Information Technology
State of New Hampshire

27 Hazen Drive

Concord, NH 03301

Dear Director Dister,

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr.|
Fax: 603-271-1516 T

Concord, NH 03301
DD Access: 1-800-735-2964 . A
gov/doit

March 17, 2020

This letter represents formal notification that the Department of Information Technology (DolT)

has approved the Division’s request to enter into a co

ntract amendment with NuHarbor Security, Inc. of

Essex Junction, VT, as described below and referenced as DolT No. 2018-111A.

The purpose of this request is to amend an eustlng contract with NuHarbor Security, Inc.
to accomplish the original scope of the cyber secunty project by extending the completion
date from June 30, 2020 to June 30, 2021. In addltlon the time request allows for both the

state and the vendor to appropriately address w

hich optional features are most important to

pursue, based on the final reports created during the assessment.

This contract amendment includes the extensio

n of the contract from June 30, 2020 to June

30, 2021. There is no additional funding requested under this time extension. The contract

amendment shall become effective upon Gi
through June 30, 2021.

overnor and Executive Council approval

A copy of this letter will accompany the Department of Information Technology’s submission to

the Governor and Executive Council for approval.

DG/kaf
DolT #2018-111A

"Innovative Technologies Today fo

Sincerely,

Denis Goulet

r New Hampshire's Tomorrow"




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT A

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-111
Comprehensive Cyber Security Risk Assessment, on October 2, 2019, [tem #2, (herein after referred to as
the “Agreement”), NuHarbor Security, Inc., (hereinafter referred to as “Contractor”) agreed to supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Department of Information Technology (hereinafter referred to as the “Department”), certain sums
as specified therein; :

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to extend the contract completion date for an additional year in order
to address the optional services features of the original contract. The additional time request allows for
both the state and the vendor to appropriately address which optional features are most important to pursue,
based on the final reports created during the assessment. This amendment does not expand or decrease
the overall Statement of Work and/or Deliverables, or does not change the contract to expand or decrease
the total payment amount beyond what is defined in the original contract;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2020 to
June 30, 2021;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

'

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions containéd in the

‘Agreement and set forth herein, the parties agree as follows:

The A.greement is hereby amended as follows:

1. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extendihg the
Completion Date from June 30, 2020 to June 30, 2021.

State of NH Contract
Date: 03/09/20

Contractor’s Initials ,ﬁc/

Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT A

-~

TABLE 1: CONTRACT HISTORY

CONTRACT

CONTRACT AND | AMENDMENT G&C END DATE
AMENDMENT TYPE ; APPROVAL AMOUNT
NUMBER ) DATE .
2018-111 Original Contract | October 2, 2019, | June 30,2020 | $499,000.00
Item #24
2018-111 1* Amendment TBD June 30, 2021 | $0.00
Amendment A ‘ _
CONTRACT TOTAL | $499,000.00
)
.
State of NH Contract
Date: 03/09/20
Contractor’s Initials £e—
Page *- 20f4
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Notary Public/Justice of the Peace

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

' CONTRACT 2018-111 -- AMENDMENT A

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

WHEREOF, the parties have hereunto set their hands as of the day and year first above

Date: 03/09/2020
Katherine Cheney, Direct |

4

NuHarbor Security, Inc.

Corporate Signature Notarized:
Kelsey Adams, Notary Public

STATE OF Vermont

COUNTY OF Chittenden

On this the N day of March . 2020, before the undersigned officer, personally appeared the
person identified directly above, or satisfactory proven to be the person whose name is signed above, and
acknowledged that s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

EY AD, ”I,
My Commission Expires: January 31, 2021 N .&\s """ 44/ S
- S NOTARLS %
(SEAL) z : —— 4 é
2oL AuBLG S §
l”f l/‘é .f.\ﬁ‘ém \\\\\

. State of NH Contract

Date: 03/09/20
Contractor’s Initials l(/

Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPﬁEHENSI_VE CYBER SECURITY RISK ASSESSMENT

"~ CONTRACT 2018-111 - AMENDMENT A

H

¥

STATE OF NEW HAMPSHIRE ;
(.QEM\/:/\\ :ﬁ/ . Date: : 3/ } 7/ 20;()

Denis Goulet, Commissioner

State of New Hampshire .
Department of Information Technology
¥

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. '

Approved by the Attorn iteryl '

' Date: ‘///‘/Z
L= .
State of New Hampshire, Department of Justice '

[ hereby certify that the foregoing amendment was approved by the Governor and Executive Councit of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract . \
Date: 03’09’207 \

Contractor’s Initials /((/ :
Page ‘ .. 4of4



State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that NUHARBOR SECURITY
INC. is a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015. 1 further certify -
that all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this

office is concerned.

Business 1D: 735135
Certificate Number: 0004534898

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,'
this st day of July A.D. 2010.

w-r'u a \ij ‘ : ' |
L - y
// ’F-T- ¥/ 7k . y
- T

WI”le M. Gardner

Secretary of State




CERTIFICATE OF VOTE

]

I, Justin Fimlaid, do hereby represent and certify that:

(1) | am Managing Director of NuHarbor Security, an S-corporation (the |
"Corporation").

(2) 1 maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

(3) I am duly authorized to issue certificates with respect to the contents of such books.
(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3", 2018, which meeting was duly held in accordance with Vermont
law and the b)J/-laws of the Corporation.

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any

contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOQF, | have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 9" of March, 2020.

t Wmlaid, Ma@ector, 03/09/2020

(SEAL)

STATE OF Vermont "™
COUNTY OF Chittenden

On this the 9th day of March, 2020, before me, Justin Fimlaid, personally appeared and
acknowledged himself to be the Managing Director, of NuHarbor Security, a
Vermont corporation, and that he, as such being authorized to do so, executed the
foregoing instrument,

IN WITNESS WHEREQF 1 hetgunto set my hand and-official seal.

Kelsey Adams, Notary Pufllic 03/09/2020

My Commission Expires: January 31, 2021
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CERTIFICATE OF LIABILITY INSURANCE

DATE [MM/DD/YYYY)
4/10/2020

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

cortificate holder in lieu of such endorsémant(s).

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(les) must be endorsed. {f SUBRCGATION IS WAIVED, subject to
the terms and conditions of the policy, certaln policies may require an .ndorlemant A staterment on this certificate does not confer rlghts to the

PRODUCER Rawi.”| Tracie Higgins
Winooski, LLC FHOME . (802) 655-3000 ] f:,é )
DealerPolicy Insurance Agency ADDREss: tracieh@winocoski.com
2300 st. George Road INSURER{S) AFFORDING COYERAGE NAIC #
Williston ~ VT 03495 INSURER 4 : Acadia Insurance Company 31325
INSURED INSURER B : Hartford 19682
NUHARBOR' SECURITY INC INSURER G :
553 ROOSEVELT HIGHWAY WSURER D :
INSURER E ;
COLCHESTER , VT 05446-5931 IMSURER F :
COVERAGES CERTIFICATE NUMBER:CL2041017844 REVISION NUMBER:
THIS IS TO CERTIFY THAT THE PGLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
TSUBR -
R TYPE OF INSURANCE m YV POLICY NUMBER [:gg%vmzﬂ [;SLPI%WYEII LiMITS
X | COMMERCIAL GENERAL LIABILITY BACH OGCURRENGCE [ 2,000,000
A CLAIMS-MADE E OCCUR . | PREMISES (Ee conuonce). | § 300,000
: ‘ ADVS414059-10 "10/14/2019 | 10/14/2020 | MED EXP {Any ore person) 3 10,000
] PERSONAL & ADV INJURY | § ) .
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 4,000,000
| X | pouicy .'jé‘g Loe PRODUCTS - COMPIOPAGG | §
OTHER: AovoL 3
| AUTOMOBILE LIABILITY W”mf s
AN\f AUTO N BOCILY INJURY (Per person) | §
[T | ALL OWNED SCHEDULED *
| | auos AUTOS BODILY INJURY (Par accident) | $
NON-OWNED PERTY DAMAGE s
HIRED AUTOS AUTOS .
' $
| [uMereuatae | Foccun” EACH OCCURRENCE s
EXCESS LIAB CLAIMS-MADE AGGREGATE 3
oep |- RETENTION $ L
WORKERS COMPENSATION x OTH-
AHD EMPLOYERY’ LIABILITY YIN l STATWTE iR
ANY PROPRIE TOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT s 500,000
QFFICER/MEMBER EXCLUDED? NiA
B |(Mandstory in NH) CAWBCAFSDT0 4/9/2020 4/9/2021 | £, DISEASE - EA EMPLOYEE | $ © 500,000
If yes. describa undar
DESCRlPTION OF OPERATIONS helow E.L. DISEASE - POLICY LiWIT | $ 500,000

DESCRIPTION OF OPERATIONS [ LOCATIONS [ VEHICLES [ACORD 101, Additionsl Remarks Schedule, mey ba sttached il more space Is required)

CANCELLATION

CERTIFICATE HOLDER

State of NH - Department of Information T
Attn:Denis Goulet

27 Hazen Drive

Concord, NH 03301

|

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Tracie Higgins/TRH'

ACORD 25 (2014/01)
INSO025 (201401)

® 1988-2014 ACORD CORPQRATION. All rights reserved.

The ACORD name and logo are rogistered marks of ACORD




SEP18°13 an10:09 DAS

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr.,! Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nhlgov/doit

Denis Goulet
Commissioner

August 21, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
- State House
Concord, NH 0330t

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a contract with

NuHarbor Security, Inc. of Essex Junction, VT,| (VC# 273554) in the amount not to exceed.

.$499,000.00 for the purpose of providing a comprehensive cybersecurity risk assessment of the
. Executive Branch information technology enterprise, effective upon Governor and Executive

Council approval through June 30, 2020, with an option to renew up to (1) one time for (1) one

* year upon consent of both parties and Governor and Executive Council approval.

100% Capital Funds: Funding is available in the Department of Information Technology
accounts as follows. 100% Capital Funds. - -

CATH#DEPTH#AGENCY#ACTIVITY#- ACTIVITY FY 20

| ACCOUNTING UNIT # DEPT NAME- AGENCY CODE e
NAME -ACCOUNTING UNIT NAME CLASS-
OBJECT - DESC :
01-03-03-030030-17030000 — DoIT Cyber Secur’]ty N/A $499,000.00
Program Enhancement : .

034-500099 Capital Project

EXPLANATION

As a public cntity, the State of New Rampshire is exposed to the full range of cyber threats

]
on a continual basis: malware, botncts ransomware, and denial of service attacks do not

discriminate — any network connected to the Internet is exposed to these threats. The old-

boundaries of cybersecurity and cyberattacks areldisappearing — from the network perimeter, to
distinct types of malware, to nation-state tact:cs vs. that of the cybercriminal. The attacker’s
advantage lies in this fluidity, exploiting cndpomt vulnerabilities and inadequate security

P o

“innovative Technologies Today fo[ New Hampshire's Tomotrow"



His Excellency, Govemor Christopher T. Sununu
. and the Honorable Executive Council
. Page2

controls; reshaping attacks to evade detection; and repurposing tactics, techniques and’
procedures for their own use. It has been said that “You don’t know what you don’t know” and
to that end, the State of New Hampshire is pursuing an independent, comprehensive
cybersecurity risk assessment in order to focus cybersecurity resources on the biggest risks and
gaps in our security posture. The contract with NuHarbor Security, Inc. will assist with
comprehensive cybersecurity risk assessment ofi the Executive Branch information technology
enterprise. In addition to determining gaps or shonfalls in the State’s cybersecurity posture, a
key outcome of this assessment will be a roadmap to improve the security, readiness and
effectiveness of the State of New Hampshire's cybersecurity posture.
l :

~ The altemative - without this.contract - would leave DolT and the state Executive Branch
agencies with minimal ability to assess cybersecurity gaps and vulnerabilities across our
enterprise networks, servers and applications thal contain sensitive and confidential citizen and
state data. The state does not possess the rcsources, expertise or time to conduct a comprehensive
and independent cybersecurity assessment of thlfs scope and depth, so the state will continue to
be at significant cyber risk of unknown magnitude.

This comract is the result of a competmve solicitation under DolT 2018 111
Comprehensive Cyber Security Risk Assessment issued on January 08, 2019. The scoring
committee consisted of (5) five state employees,l, each with expertise in the RFP review process’
and-expertise in the required areas. The scoringlteam determined NuHarbor Security, Inc. met
the minimum qualifications and received the highest overall score of all proposals to the RFP.
The Department of Information Technology recommends NuHarbor Security, Inc. be awarded
this contract. ' , '

, .
The Depanmem of Information Technology respectfully rcquests approval of this
contract. :

ReSpectfully submitted,

‘é/‘,/ wf/(

Denis Goulet

~ DG/kaf
DolT #2018-111
RID:- 43666

“Innovotive Technologles Today for New Hompshire's Tomorrow”
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T_e_chnical Price Iﬁvited to

Vendor Name- Proposal Cost - points points  Total points Present
fNuHarbor-- ~- . Tu 7 T ITTTE T T T RS 15259500000 [ 625:7 - 96 . . 723 yes
Cyber Defense Technology $393,400.00 625 63 688 yes
Janus Assac. $196,169.00 535 127 662 yes
Schneider Downs $189,000.00 470 132 602
ICS - $111,000.00 340 225 565
ATRT $422,000.00 480 59 539
CBTS: $191,000.00 385 131 516
Presidio Networked Solutions - $500,000.00 380 50 © 430
SHI $321,700.00 305 78 383
Veritable Security 52_91,000.00 275 86 361
IC Synergy Int. $175,000.00 0 143 143
Connection $394,000.00 0 63 63
Reviewers Job Classification & Qualifications

Daniel Dister

Chief Information Security Officer - DolT

Theresa Pare Curtis

Director of Web Services - DoIT

Richard Bailey

Assistant Commissioner - DOS

“|[IT Manager V - DolT -

.|Dave Vigneau has been the senior member on the

state’s IT Security team for over 10 years.

-|David Vigneau

Don Amendum

Don Amendum is the state’s senior networking
expert, with responsibility for network security for
over 15 years.

IT Manager V- DolT




FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its anachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to' the agency and agreed to in writing prior to signing the contract.

- AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS

1.  IDENTIFICATION,
1.1 Swate Agency Name 1.2 State Agency Address
Department of Information Technology 27 Hazen Drive, Concord NH 0330I
1.3 Contractor Name : |4 Contractor Address
NuHarbor Security, [ne, - 39 River Raod, Suite 4

. Essex Junction, VT 04542
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation

-Number ’
800-917-5719 01-03-03-030030-£7030000- { June 30, 2020 $499,000.00
: 034-500099 :

1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Denis Goulet, Commissioner ) 603-223- 5703

Contractor Signature T.12 Name nd Title of Contractor Signatory

- - ' ea& r-
e gement@:e of , County of '

L

.13 Ackn

On re the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily A
proven to be the person whose name is signed in block 1.11, and acknowledged that s’he executed this document in the capscny
indicated in block 1.12. Ay,

[.13.1 Signature of Notayy Public or Justik of the Peace OF 5O

Rt ~
§ -'. ‘\OTAR}' .ls =:
[Seal] 4 S e -
1 I32 Name and Title of Notary or Justice ofthe Peace z S
ms , Nota 7, o §
¥ Ay BTN
115 Nal‘ﬂr, ofState Agency Signatory

1.14 StateAgenc Si
M Date: f/}/ // 9 /ENME‘fﬂ umJ .bfﬂ'f/ aﬂnﬂmth

1.16 Approval by the N.H. Department of Administratioh, Division of Personnel (if apphcable)

Director, On: .

N
¢ Astorney Gefieral (Form, Substance and Execution) (if applicable)
W | n g / lof2019

1.18 Approval by the Governor and Executive Council (if app!icable)

By: On:

Page | of 4



2. EMPLOYMENT OF CONTRACTOR/SERYICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages .
contractor identified in block 1.3 ("“Cantractor”) to perform,
and the Contractor shal! perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
1.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor end

. Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 {"Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
1o the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed,
Contractor must complete all Services by the Completion Date
specified.in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations. of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. [n the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are réduced or unavailable.

S. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contrect price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement 1o the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no lizbility to the Contractor other than the contract
price.

5.3 The State reserves the right 10 offset from any amounts
otherwise payable to the Contractor under this Agreemen
those liquidated amounts required or permitted-by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in -
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8, ‘

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

é.) In connection with the performance of the Services, the
Contractor shall comply with all statutes, Jaws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,

-including, but not limited to, civil rights and equal opportunity

laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information’to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws. -

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, séx,
handicap, sexual orientation, or nationa! origin and will lakc
affirmative action to prevent such discrimination. .

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity"), as supplemented by the
regulations of the United States Department of Lebor (41
C.F.R. Part 60}, and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Cdntractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary (o perform the Services. The Contractor
warrants that all personnel-engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and othcrwnsc authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, dunng the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, -
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor Initials
Date

Page 2 of 4 .



Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. [n the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
{"Event of Default"):

8.1.1 failure 10 perform the Services satisfactorily or on
schedule; '
8.1.2 failure to'submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice spccufymg the Event

of Default and requiring it to be remedied within, in the
sbsence of a greater or tesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days afier giving the Contractor notice of termination,
B.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the

period from the date of such notice until such time as the State '
determines that the Contractor has cured the Event of Default -

shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both,

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean al
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been rccewcd from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing. law. Disclosure of data
requires prior written approval of the State.

10. TERMINATION. In the event of an carly termination of
this Agreement for any reason other than the completion of the
Services, the Conrmractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, & report (“*Termination Report”) describing in
detail all Services performed, and the contract price eamned, to
and including the date of termination. The form, subject
matier, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the artached EXHIBIT A. .

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authonry to
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shail not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shali be
subcontracted by.the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,-
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all ¢laims,
liabiliries or penalties asserted against the State, its officers
and-employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of} the acts or omissions of the
Contractor. Natwithstanding the foregoing, nothing herein
contained shatl be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement. '

14, INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintein in force, the follcwnng
insurance:

{4.1.1 comprehensive gcneral hablhry insurance sgainst all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cavse of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers Jicensed in the State of New
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer

identified in block 1.9, or his or her successor, certificate(s) of

insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance golicies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each centificate(s) of
insurance shal! contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1. 9, or his
or her successor, no less than thirty {30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

L5.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
{"'Workers' Compensation”). '
15.2 To the extent the Contractor is subjcct to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant (o this Agreement. Contractor shall
furnish the Contracting OFficer identified in block 1.9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be aftached and are
* incorporated herein by reference. The State shall not be -
rcsponStblc for payment of any Workers” Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers’
Compensation laws in connection with the performance of the
Services under this Agreement,

16. WAIVER OF BREACH. No failure by the State to

enforce any provisions hereof after any Event of Default shall -

be deemed-a waiver of its rights with regard to that Event of
Default; or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and alj of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto 1o the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed 10 the parties at the addresses
given in blocks 1.2 and 1.4, herein,

18. AMENDMENT, This Agreement may be amended, -
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no
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such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied agamst or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shal} not be
construed-to confer any such benefit.

21, HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the cvent any of the provisions of

this Agreement are held by a court of competent jurisdiction to-

be contrary (o any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect. ’

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Contractor Initials
© Date .
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‘ STATE OF NEW HAMPSHIRE
- DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 S

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS
~ The following general contracting terms and deﬁnmons apply ‘except as spemﬁcally noted elsewhere in
- this document

Acceptance

Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review,

Access Control

Supports the management of permissions for logging onto a
computer or network.

Agreement

A Contract duly executed and legally binding.

Appendix

Supplementary material that is collected and appended at the
back of a document.

Audit Trail Capture and
Analysis

S_upponé the identification and monitoring -of activities
within an application or system. :

Authorized Persons

The Contractor’s employees, contractors, subcontractors or
other agents who need to access the State’s personal data'to
enable the Contractor to perform the services required.

CCP Change Control Procedures.
The Vendor's written. declaration with full supporting and
] ] written' Documentation (including without limitation test
Certification results "as applicabie) that the Vendor has -completed
development of the Deliverable.
Formal documentation prepared for a proposed change in lhe
Change Order Specifications.

Completion Date

End date i'or the Contract.

Confidential Information

Information required to be kept ‘confidential from
unauthorized disclosure under the Contract.. '

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
Part 2 = IT Pravisions :
Date:.

Contractor's Initials: }4/

Page 2 of 33



STATE OF NEW HAMPSHIRE
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

PART 2 -

CONTRACT 2018-111 :
INFORMATION TECHNOLOGY PROVISIONS

Contract

This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,

including but not limited to, the successful Contract

completion, termination for convenience, or termination for
default. ‘ '

Contract Documents

Part 1, 2, and 3. "j'he documentation consisting of both the

General Provisions and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights
and duties of the partiés with respect to the Scope of Work.

Contract Managers

The persons identified by the State and the Vendor who shall
be responsible for all contractual authorization and
administration of the Contract. These responsibilities shall
include” but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties m all
Contract administrative acnvmes '

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the Gcncral Provisions
Sectlon 1.8 (P-37).

Contractor

The Vendor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the
contract. :

Cbntracted Yendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

CR

Change Reéquest

State of NH Contract 2018-11} Comprchenswe Cyber Secunty Risk Assessment
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STATE OF NEW HAMPSHIRE
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2- INFORMATION TECHNOLOGY PROVISIONS

Data

State's records, files, forms; Data and other document
information, in either electronic or paper format, that will be
used/converted by the Vendor during the Contract term.

Data Breach

The unauthorized access by a non-authorized person/s that
results in the use, disclosure or theft of a State’s unencrypted
non-public data.

A failure, deficiency or defect in a Deliverable resultingin a

Deficiencies/Defects Deliverable, the Software, or the System, not conforming to
its Specifications.
) A Deliverable is the specified work product, produced by the
Deliverable Vendor for the State under the terms of this Contract.
. Department An agency of the State.

Department of Information

The Department. of Information Technology established
under RSA 21-R by the Legislature effective September 5,

Technology (DolT) 2008.

) All information that describes the installation, operation, and
Documentation use of the Software, either in printed or electronic format.
o : Certification that guarantees the unaltered state of a file, also

Digital Signature

‘known as “code signing”.

Effective Date

The Contract and all obligations of the parties hereunder
shall become effective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.

Encryption

Supports the transformation of data for security purposes.

" Governor and the Executwe
Council

The New Hampshire Governor and the Executive Council.

State of NH Contract 2018-111 Comprehensive Cyber Secunty Risk Assessment
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CONTRACT 2018-111
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Identification and
Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for security

- purposes and the validation of those users.

Information Technology
am

Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
information including, but not limited to, Data processing,
computing, information systems, telecommunications, and
various audio and video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected.
Protecting the application from cross site scripting,. SQL
injection, buffer overflow, etc.

Intrusion Detection

Supports the detection of illegal entrance into a computer
system.

Iﬁvoking Party

In a dispute, the party believing itself aggrieved. .

Non Exclusive Contract

A contract executed by the State that does not restrict the
State from seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Public Information

Data, other than personal data, that is not subject to
distribution to the public as public information. it is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statute, ordinance or
administrative rule from access by the gcncral public as
public information.

: Ndn-Software Deliverables

Deliverables that are not Software Deliverables 'or Written
Deliverables, e.g., meetings, help support, services, other,

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidays. State holidays are: New Year’s Day, Martin
Luther King Day, President’s Day, Memorial Day, July 4th,

Labor Day, Veterans Day, Thanksgiving Day, the day after

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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Thanksgiving Day, and Christmas Day. Specifi¢ dates will
be provided.

Notice to Proceed (NTP)

The State Contract Manager’'s written direction to the
Vendor to begin work on the Contract on a given date and
time.

Order of Precedence

The order in which Contract/documents control in the event
of a conflict or ambiguity. A term or condition in a document

controls over a conflicting or ambiguous term or condition
in a document that is lower in the Order of Precedence

o

Personal Data

Data that includes information relating to & person ‘that
identifies the person by name and has any of the following
personally identifiable information (PII): government-issued
identification numbers (e.g., Social Security, driver's
license, passport); financial account information, including
account number, credit or debit card numbers; or protected
heglth information (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject matter -
of an.RFP and Contract and the actwmes of the partles
related hereto,

Project Team

The group of State employees and Contracted Vendor’s
personnel- responsible for managing the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan, budget, required
Specifications and quality standards. :

Project Managers

The persons identified who shall function as the State’s and
the Vendor's representative with -regards to review .and
Acceptance of the Contract, invoice sign off, and review and
approval of Change Requests (CR) utilizing the Change
Control Procedurcs (CCP).

Project Staff

State personnel ass:gned to work with the Vendor on the
Project.

" Proposal

The submission from & Vendor in response to the request for

“a.Proposal or statement of work.

State of NH Contract 2018-111 Comprehenswe Cyber Security Risk Assessment
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Individually identifiable health information transmitted by
électronic media, maintained in electronic media, or
transmitted or maintained in any other form or medium. PHI
excludés education records covered by the Family

Protected Health

Information (PHI) Educational Rights and Privacy Act (FERPA), as amended,

‘ 20 US.C. 1232g, records described at 200 US.C.
-1232g(a)(4XB)(iv) and employment records held by a
covered entity in its role as employer.

Report All Written Deliverables under the Contract.

Review The process of reviewing Deliverables for Acceptance.

Review Period

The peribd set for review of a Deliverable.”

. RFP (Request for Proposal)

A Request for Proposal which solicits proposals to satisfy
State rcqunrcments by supplying Data processing service
resources according to specific terms and conditions.

R.eview Period

The period set for review of a Deliverable. If none is
specified then the Review Period is five (5) business days.

Schedule

The dates described. in the Work. Plan for deadlines for
performance of Services and other project evénts and
activities under the Contract. :

Security Incident

The potentially unauthorized access by non-authorized
persons to personal.data or non-public data the Contractor
believes could reasonably result in the use, disclosure or
theft of a State’s unencrypted personal data or non-public
data within the possession or control of the Contractor. A
security incident may or may not tum into a data breach.

Services

The work or labor to be performed by the Vendor on the
project as described in the contract.

Software

A Il Software provided by the andbr under the Contract,

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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Specifications

The written Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal,
the Contract, any performance standards, ‘applicabie State
and federal policies, laws and regulations, state technical
standards, subsequent State-approved Deliverables, and
other Specifications and requirements described in the
Contract Documents. The Specifications are, by this
reference, madeé a part of the Contract as though completely
set forth herein.

State

State is defined as:
State of New Hampshire
. Department of Information Technology
27 Hazen Drive
Concord, NH 03301

Reference to the term “State™ shall include applicable
agencies, : :

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roies and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

State’s Confidential Records

State’s information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA Chapter
91-A.

Any information contained = within State systems in

State Data electronic or paper format.
The New Hampshire State Fiscal Year extends from July Ist
State Fiscal Year (SFY)-

through June 30th of the following calendar year.

State l&entiﬁed Contact

The person or persons designated in writing by the State to
receive security incident or breach notification.

State of NH Contract 2018-111 Comprehcnswe Cyber Secunty R:sk Assessment
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State Project Leader

State's representative with regard to project oversight.

State Project Manager (PM)

State's representative with regard to project management
and technical matters. The Agency Project Manager is

“responsible for review and Acceptance of specific Contract

Deliverables, invoice sign off, and review and approval of a
Change Order.

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services

Subcontractor under this Contract, under a separate Contract with or on
behalf of the Vendor.
All Software, specified hardware, and interfaces and

System extensions, integrated and. functioning together in
accordance with the Specifications.

TBD To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must be:
(1) consistent with Statement of Work within statement of
Services; (2) not constitute a new assignment; and (3} not
change the terms, documents of specifications of the
Contract Agreement.

Term

Period of the Contract from-the Effectwe Date through
expcctcd termination date.

- Teansition Services

Services and support provided when:- Contractor is
supporting System changes.

User Managém ent

Supports the administration of computer, application and
network accounts within an organization.

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the

‘Services and Deliverables of the Contract.

State of NH Contract 2018-111 Comprehensive Cyber Secunty Risk Assessment
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o : Supports the confirmation of authority to enter & computer
Verification ‘ system, application or network.

_ A period of coverage during which the Contracted Vendor is
Warranty Period ' " responsible for providing a guarantee for products and
: Services delivered as defined in the Contract.

The overall plan of activities for the project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
. t6 be produced under the project as specified in Appendix C:
Work Plan Scope, Reguirements and Deliverables. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on ¢ach task.

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Vendor either

* Written Deliverables ' ; ‘
_ : in paper or electronic format.-

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE ‘
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Information Technology (“State™), and NuHarbor Security, Inc,, (“Contractor”), hav:ng its principal
place of business at 39 River Road Suite 4, Essex Junction, VT 04542

REC]TALS :

 Whereas the State desires to have the Contractor provide a comprehensive cybersecurity risk assessment of
the Executive Branch information technology enterprise. [n addition to determining gaps or shortfails in
the State's cybersecurity posture, a key outcome. of this assessment will be 8 roadmap to improve the
scCurity, readiness and effectiveness of the State of New Hampshire's cybersecurity posture. '

Whereas the Contractor wushes to provide Informauon Security, Risk Managcrncnt and Cybersecurity
managed and professional information security semccs

" The parties therefore agreé as follows:”
‘1. CONTRACT DOCUMENTS

1.1  CONTRACT DOCUMENTS .
This Contract Agreement (2018-111) is comprised of the following documents:

Part | - Fonﬁ P-37 General Provision
Part 2 - Information Technology Provisions
Part 3 - Exhibits '
Exhibit A - Contract Deliverabies
' Exhiﬁit B - Price and Payment Schedule
Exhibit C - Special Provisions
Exhibit D - Administrative Services
Exhibit E‘.-‘ Managed and Professionat Information Security Services
Exhibit F - Testing Services (Not Applicable) . -
Exhibit G -~ Maintenance and Support Services (Not Applicable)
Exhibit H ~ Requirements
' Exhibit I - Work Plan ° _
Exhibit J - Software Agreement (Not Applicable)
Exhibit K - Warranty and Warranty Services
Exhibit L - Training Services (Not Applicable)

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment”
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STATE OF NEW HAMPSHIRE
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
' CONTRACT 2018-111 °
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

1.2

Exhibit M - Agency RFP with Addendums, by reference
Exhibit N - Vendor Proposal, by reference '
Exhibit O - Certificates and Attachments

ORDER OF PRECEDENCE . _ _
In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:
1.  State of New Hampshire,, Department of Information Technology Contract
Agreement 2018-111, including Parts t, 2, and 3.

2. State of New Hampshire, Department of Information Technology RFP 2018-111
Comprchcnswc Cyber Security Risk Assessment. :

3.  Vendor Proposal Response to RFP 2018-111 Comprehenswe Cyber Secunty Risk
‘ AsseSSmcnt dated February 14, 2019,

2. CONTRACT TERM

2.1

2.2

23

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
(“Effective Date”) and extend through the date indicated in Pan 1, P-37 General Provisions -
Block 1.7: Completion Date. . ! '

The Term may be extended for one (I) additional term of one (1) year, under the terms and
conditions contained in the agreement and subject to approval by | the New Hampshire Govcmor
and Executive Council.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

3. COMPENSATION.

il

CONTRACT PRICE
The Contract Price, Part I, P37 block 1.8 price llmltatnon method of payment, and terms of

payment are ldennf'ed and more particularly described in Section 5 of P-37 Agreement, and

3.2

Part 3 Contract Exhibit B: Price and Payment Schedule.

NON-EXCLUSIVE CONTRACT ‘
The State reserves the right, at its discretion, to retain other vendors to provide any of the

" Services or Deliverables identified under this procurement or make an award by item, pant or

portion of an item, group of items, or total Proposal. the Contractor shall not be responsible for
any delay, act, or omission of such other vendors, except that the Contractor shall be
responsnble for any delay, act, or omission of the other vcndors if such delay, act, or omission
is caused by or due to thc fault of the Contractor

‘State of NH Contract 2018111 Comprehenswe Cyber Security RISk Assessment
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