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September 13, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to
exercise a renewal option to existing agreement with the Foundation for Healthy Communities (Vendor
#154533-6001), 125 Airport Road, Concord, NH 03301-3857 for the provision of assistance and
support for the thirteen (13) ,New Hampshire small rural hospitals in order to implement activities
provided annually by the Small Rural Hospital Improvement Program (SHIP) Grant by increasing the
price limitation by $281,197 from $212,494 to $493,691 and by extending the completion date from May
31, 2019 to May 31, 2021 effective upon the date of Governor and Executive Council approval.

The Governor and Executive Council approved the original agreement on September 27, 2017
(Item #13) 100% Federal Funds.

Funds are available in the following account for State Fiscal Years 2018 and 2019 and
anticipated to be available in State Fiscal Year 2020 and 2021, upon the availability and continued
appropriation of funds in the future operating budget, with the ability to adjust encumbrances between
state fiscal years through the Budget Office without further approval from the Governor and Executive
Council approval, if needed and justified;

05-95-90-901010-22190000 HEALTH AND SOCIAL SERVICES, DEFT

SVS, HHS: DIVISION OF PUBLIC HEALTH, FEDERAL OFFICE OF
SMALL RURAL HOSPITAL IMPROVEMENT PROGRAM

OF HEALTH AND HUMAN

RURAL HEALTH POLICY,

Fiscal

Year

Class/

Account
Class Title

Job

Number
Current

Budget

Increase

(Decreased)
Amount

Amount

2018 102-500731
Contracts for Program

Services
90076001 $106,247 ($13,443) $92,804

2019 102-500731
Contracts for Program

Services
90076001 $106,247 $37,474 $143,721

2020
102-500731

Contracts for Program
Services

90076001 $0.00 $128,583 $128,583

2021
102-500731

Contracts for Program
Services

90076001 $0.00 $128,583 $128,583

ii 1 . — .

'  n • "■ .
•u;- .. :

Total: $212,494 $281,197 $493,691
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EXPLANATION

The purpose of this request is to continue the Rural Health and Primary Care (RHPC), Section
Small Rural Hospital Improvement Program (SHIP) grant services with the Foundation for Healthy
Communities to provide technical assistance to small rural hospitals in New Hampshire with twenty-five
(25) beds or less. The Foundation for Healthy Communities will work with SHIP funded eligible Critical
Access Hospitals (CAHs) to meet value based purchasing (VBP) goals for their organization, enable
small rural hospitals to become or join accountable care organizations (ACO) or pursue shared savings
programs, or purchase health information technology, equipment and/or training to comply with
meaningful use, and payment bundling. ^

As the emphasis on improving the quality of care increases, the Department and the thirteen
(13) critical access hospitals will make some strategic investments in this area, focusing on clinical care
delivery. The Foundation for Healthy Communities has proven to be successful in implementing the
SHIP option of - Efficiency or quality improvement training in support of value based purchasing related
initiatives-. The Foundation was able to recruit fifty five (55) participants for an efficiency training that
addressed Medicare billing and coding.

The Foundation also utilized 100% of the scholarship budget to provide no-cost trainings. The
RHPC program distributed an evaluation survey to receive feedback on the training that was completed
in May, and every participant stated their knowledge of billing and coding improved. Seventy-five
percent (75%) of participants stated one or more changes in billing and coding were implemented as a
result of the training.

All thirteen (13) SHIP hospitals over the next year will utilize funding in order to complete
additional revenue cycle management trainings that will help improve efficiencies in billing. These
efficiencies will, in turn, provide revenue needed to maintain the SHIP hospitals financially viable and
allow them to target population health initiatives above and beyond their current capacities. In the last
year of the contract, the hospitals may choose to continue revenue cycle management trainings,
pending their continued success, or focus on a different quality improvement menu option.

Should the Governor and Executive Council not authorize this request: the thirteen (13) NH
CAH locations will remain at financial risk, which may result in some hospitals closing. Additionally,
should this request not be approved, there may be discontinuation of initiatives that sustain essential
services for CAHs, which would negatively impact many of NH's most vulnerable citizens.

Area served: New Hampshire Rural Populations
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Source of Funds: 100% Federal Funds from the Federal Office of Rural Health Policy, Small
Rural Hospital Improvement Program, Catalog of Federal Domestic Assistance (CFDA) #93.301,
Federal Award Identification #H3HRH00028.

In the event that the Federal Funds become no longer available, General Funds will not be
requested to support this program.

Respectfully submitted,

Lisa Morris, MSSW

Director

Approved by:
'leyers

imissioner

The Department of Health and Human Services' Mission is to join communities and families
in-providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Small Rural Hospital Improvement Prograim Contract

State of New Hampshire
Department of Health and Hunian Services

Amendment #1 to the Small Rural Hospital Improvement Program Contract

This 1" Amendment to the Small Rural Hospital Improvement Program contract (hereinafter referred to
as "Amendment #1") dated this 29^ day of June 29, 2018, Is by and between the State of New
Hampshire, Department of Health and Human Services (hereinafter referred to as the "State" or
"Department") and Foundation for Healthy Communities, (hereinafter referred to as "the Contractor"), a
corporation with a place of business at 125 Airport Road, Concord NH 0330,1.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Govemor and Executive Council
on September 27, 2017, (Item #13), the Contractor agreed to perform certain services based upon the

terms and conditions specified in the Contract as amended and in consideration of certain sums
specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, and terms
and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, and Exhibit C-1, Revisions to
General Provisions Paragraph 3 the State may modify the scope of work and the payment schedule of
the contract and renew the contract for up to two (2) additional years upon written agreement of the
parties and approval from the Govemor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, and
modify the scope of services to support continued delivery of these services; and

NOW THEREFORE, In consideration of the foregoing and the mutual covenants and conditions
contained In the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$493,691.

2. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

May 31, 2021.

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

E. Maria Reinemann, Esq., Director of Contracts and Procurement.

4. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:

603-271-9330.

5. Delete Exhibit B-2, Budget In its entirety and replace with Exhibit B-2, Amendment #1, Budget
Sheet.

6. Add Exhibit B-3, Budget Sheet.

7. Add Exhibit B-4, Budget Sheet.

8. Add Exhibit K, DHHS Information Security Requirements.

Foundation for Healthy Communities Amendment #1
SS-2018-DPHS-06-SMALL Page 1 of 3



New Hampshire Department of Health and Human Services
Small Rural Hospital Improvement Program Contract

This amendment shall be effective upon the date of Govemor and Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire

Department of Health and Human Services

Date LisaMW-ls MSSW

Director

Foundation for Healthy Communities

Date Narpfe:
Title!

Acknowledgement of Contractor's signature:

State ofklPO^n^lj^hiO*. ■ County of ̂ A.£rr\(A(tLl^ _on before the
undersigned officer, personally appeared the person Identified directly above, or satisfactorily proven to
be the person whose name Is signed above, and acknowledged that s/he executed this document In the
capacity indicated above.

^gnature ofH^otar^ubli^r Justice of the Peace

s:
Name and Title of Nbtary or Justice of the Peace

My Commission Expires:

%-,y-

Foundation for Healthy Communities
88-2018-DPH8-06-8MALL

Amendment #1

Page 2 of 3



New Hampshire Department of Health and Human Services
Small Rural Hospital Improvement Program Contract

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

\/D 10
Date Name: f\|^

I hereby certify that the foregoing Amendment was approved by the Goverrrbr and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Foundation for Healthy Communities
SS-2018-DPHS-06-SMALL

Amendment #1

Page 3 of 3
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning In this document:

1. -Breach" means the joss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health

Information." Breach" shall have the same meanlhg as the term "Breach" In section
164.40i2 of Title 45, Code of Federal Reguiatlons.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" In section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Informatlori" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and

Personally Identifiable Information.

Confidential Information also includes ariy ahd all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition Is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential Information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means ttie Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incidenf means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V4. Last update 04.04.2018 Exhibit K Contractor inttiais
DHHS Information

Security Requirements
Page 1 of9 Date ^



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or s^ment of a network that is
not designated by the State of New Hampshire's; Department of Inforrhation
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be corisidered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number^ personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information' (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards institute.

1. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

4^V4. Last update 04.04.2018 Exhibit K Contractor Initials
DHHS Information

Security Requirements
Page 2 of 9 Date ^



New Hampshire Department of Health and Human Sehrices

Exhibit K

DHHS Information Security Requirements

request for disclosure on the basis that it Is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to k>e bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees tp grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryptioh. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User rnay only employ email to transrnit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is ernploying the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web isite must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may riot use file
hosting sen/ices, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable deyices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

V4. Last update 04.04.2018 Exhibit K Contractor Initial
DHHS information
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
rernptely transmitting via an open wireless network.

9. Remote User Communication. If End User is eniplbying remote communication to
access or transmit Corifidentiai Data, a virtual private network ^PN) must be
Installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must;

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are In
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

V4. Last update 04.04.2018 Exhibit K Contractor initial:
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New Hampshire Department of Health and Huiiian Services

Exhibit K

DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation ̂ h the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Corjtractor will maintain any Confidential Information on Its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with, industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NISI Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).

V4. Last update 04.04.2018 Exhibit K Contractor inttiais
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DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential Information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can Impact State of NH systems and/or
Department confidential Information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End

Users in support of protecting Department confidential information.

6; If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an Intemal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at Its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

the breach, including but not limited to; credit monitoring services; mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with ail applicable statutes and regulations regarding the
privacy and security of Confidential information, and must in ail other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules (45'
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/dolt/vendor/index.htm
for the Department of information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and Incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is fumished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrvoted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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New Hampshire Department of Health and Human Seivlces

Exhibit K

DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,

•  biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IVabove.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or Indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulatiohs until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Inforrriatipri Security Office and
Program Mariager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor, learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents:

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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New Hampshire Depiartment of Health and Human Services

Exhibit K

DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that Implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:

DHHSPrivacyOfricer@dhhs.nh.gov

0. DHHS contact for Information Security issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:

DHHSInformationSecurltyOffice@dhhs.nh.gov

DHHSPrivacy.Officer@dhhs.nh.gov

Security Requirements ^ - Ty JO
Page 9 of 9 Date o /''*¥
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that FOLfNDATlON FOR

HEALTHY COMMLfNlTIES Is a New Hampshire Nonprofit Corporation registered to transact business in New Hampshire on

October 28, 1968. 1 further certify that all fees and documents required by the Secretary of Stale's office have been received and

is in good standing as far as this office is concerned.

Business ID: 63943

Certificate Number: 0004169797

aa;

•9
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IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 28th day of August A.D. 2018.

William M. Gardner

Secretary of State
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Foundation for

Healthy Comnu^ties

CERTIFICATE OF VOTE/AUTHORITY

I, Peter Ames, of the Foundation for Healthy Communities, do hereby certify that:

1. I am the duly elected Executive Director of the Foundation for Healthy Communities:

2. The following are true copies of two resolutions duly adopted by action of unanimous

consent of the Board of Directors of the Foundation Healthy Communities, duly adopted on

October 12. 2017:

RESOLVED: That this corporation, the Foundation for Healthy Communities, enters

into any and all contracts, amendments, renewals, revisions or modifications thereto,

with the State of New Hampshire, acting through its Department of Health and Human

Services.

RESOLVED: Peter Ames became the duly appointed Executive Director for the

Foundation for Healthy Communities on August 14, 2017.

RESOLVED: That the Executive Director or the Associate Executive Director or the

Secretary. / Treasurer for the Foundation for Healthy Communities are hereby

authorized on behalf of this corporation to enter into said contracts with the State, and to

execute any and all documents, agreements, and other instruments, and any

amendments, revisions, or modifications thereto, as he/she may deem necessary,

desirable or appropriate. Peter Ames is the duly appointed Executive Director and

Anne Diefendorf is the duly appointed Associate Executive Director and Stephen

Ahnen is the duly appointed Secretarv/Treasurer of the corporation.



Foundation for Healthy Communities
Certificate of Vote/Authority

Page 2

3. The foregoing resolutions have not been amended or revoked and remain in full force and

effect as of August 31"'. 2018.

IN WITNESS WHEREOF, I have hereunto set my hand as the Executive Director of

the Foundation for Healthv Communities this 31^* dav of August. 2018.

Peter ̂ Xmes, Executive Director

STATE OF NH

COUNTY OF

The foregoing instrument was acknowledged before me this 3U' dav of August 2018 by Peter

Ames.

OfX' Notai^bliBrjustteof the Peace^ h xl o.^  Commission Expires: C\Q>IZji

• ^/O ̂ OTA/?;, I
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NEWHAMP-02

CERTIFICATE OF LIABILITY INSURANCE

lhannon

DATE (MM/DD/YYYY)

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BYTHEPOUCIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER License ® 1780862
HUB International Nevr England
299 Baiiardvale Street
Wilmington, MA 01887

gJ^IK^ACT Dan Joyal

K. (774) 233-6208
dan.joyalQhublntemational.com

INSURERISI AFFORDING COVERAGE NAlCa

INSURER A: Hartford Casualty Insurance Comoanv 29424

INSURED

Foundation for Healthy Communities
Attn: Linda Levesque
125 Airport Road
Concord, NH 03301

INSURERS:Twin CItv Firo Insurance ComDsnv

INSURER C :

INSURER D ;

INSURER E :

INSURER F:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS

INSR

LTR TYPE Of INSURANCE
ADOL
iNSn

SUBR
WO POUCY NUMBER

POLICY EPF
fMM/nnfYYYYl

POLICY EXP
(MM/nfVYYYYI UMITS

A X COMMERCML OE NERAL UABIUTY

X 1 X 1 OCCUR 08SBAVW2923 06/22/2016 06/22/2019

EACH OCCURRENCE ,  1,000,000
CLAIMS-MAC DAMAGE TO RENTED ,  300,000

,  10,000

PFRSONAl S AOV INJURY j  1,000,000

GE•TL AGGREGATE LIMIT APPUES PER:

POl-ICY 1 1 glgy □loo
OTHFR'

GENERAL AGGREGATF ,  2,000,000
X PRODUCTS - (XMP/OP Ann ,  2,000,000

s

AU1(MOBILE LIABILITY (:0M8INE0 SINGLE UMIT
$

ANY ALTTO
HEDULED
ITOS

mm

BODILY INJURY IPaf oartonl s

AUTOS ONLY

aIS^ONLY

bL
AL BODILY INJURY (Paraeddanil s

SIF %

s
A X UMBRELLA UAB

EXCESS UAB

X OCCUR

(XMMS-MADE 08SBAVW2923 06/22/2018 06/22/2019
EA01 OCCURRENCE ,  2,000,000
AGGREC^TE j  2,000,000

DEO X RETENTIONS 10,000 s
B WORKERS COMPENSATION

AND EMPLOYERS'UABIUTY

ANY PROPRIETOR/PARTNERIEXECUnVE [Tpl

If yas. daacriba undar
OESCRIPTION of OPERATIONS baKw

NIA
08WECIV5293 06/22/2018 06/22/2019

PER OTH-
RTATllTF PR

E.L EACH ACC^IOENT ,  500,000
EL DISEASE • EA EMPLOYFF ,  500,000
EL DIRFA.se • POLICY UMIT ,  500,000

DESCRIPTION OF OPERATIONS 1 LOCATIONS 'VEHICLES (ACORD 101. Addtttoiul Ramarto Schaduit. may ba attachad If mofa apaea la raqulrad)

Department of Health and Human Services, State of NH
Bureau of Contracts and Procurement
129 Pleasant Street
Concord, NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) (01988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



Foundation for
Healtliy Communities

VISION: Residents of New Hampshire achieve their highest potential for health and well-

being in the communities where they live, work, learn, and play.

VALUES: Respect

Integrity

Excellence

Innovation

Engagement

Equity

Continuous Learning

MISSION: Improve health and health care in communities through partnerships that

engage individuals and organizations.

KEY OBJECTIVES:

•  Improve health by promoting innovative, high value quality practices and within

organizations and communities.

•  Lead change strategies that educate, create and sustain healthier communities and

make the healthy choice the easy choice.

• Work to promote access to affordable health care and resources that supports the well-

being of all people.
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Foundation for
Healthy Communities

FINANCIAL STATEMENTS

December 31, 2017 and 2016

With Independent Auditor's Report



BerryDunn

INDEPENDENT AUDITOR'S REPORT

Board of Trustees

Foundation for Healthy Communities

We have audited the accompanying financial statements of Foundation for Healthy Communities
(Foundation), which comprise the statements of financial position as of December 31. 2017 and 2016,
and the related statements of activities and changes in net assets, and cash flows for the years then
ended, and the related notes to the financial statements.

Management's Responsibility for the Financial Statements

Management is responsible for the preparation and fair presentation of these financial statements in
accordance with U.S. generally accepted accounting principles: this includes the design,
implementation and maintenance of internal control relevant to the preparation and fair presentation of
financial statements that are free from material misstatement, whether due to fraud or error.

Auditor's Responsibility

Our responsibility is to express an opinion on these financial statements based on our audits. We
conducted our audits in accordance with U.S. generally accepted auditing standards. Those standards
require that we plan and perform the audit to obtain reasonable assurance about whether the financial
statements are free of material misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in
the financial statements. The procedures selected depend on the auditor's judgment, including the
assessment of the risks of material misstatement of the financial statements, whether due to fraud or
error. In making those risk assessments, the auditor considers internal control relevant to the
Foundation's preparation and fair presentation of the financial statements in order to design audit
procedures that are appropriate in the circumstances, but not for the purpose of expressing an opinion
on the effectiveness of the Foundation's internal control. Accordingly, we express no such opinion. An
audit also includes evaluating the appropriateness of accounting policies used and the reasonableness
of significant accounting estimates made by management, as well as evaluating the overall financial
statement presentation.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for
our audit opinion.

Opinion

In our opinion, the financial statements referred to above present fairly, in all material respects, the
financial position of the Foundation as of December 31, 2017 and 2016, and the changes in its net
assets and its cash flows for the years then ended, in accordance with U.S. generally accepted
accounting principles.

i

Manchester, New Hampshire
June 7, 2018

Bangor, Mil • Poriland, ME • Manchester, NH • Glastonbury, CT • Charleston, WV • Phoenix, AZ
herrydijnn.com



FOUNDATION FOR HEALTHY COMMUNITIES

Statements of Financial Position

December 31, 2017 and 2016

2017 2016

ASSETS

Current assets

Cash and cash equivalents
Accounts receivable

Due from affiliate

Prepaid expenses

$  845,942
624,411
105,610

5.991

$ 640,669
609,091
90,780
7.116

Total current assets 1.581.954 1.347.656

Investments 769.672 676.374

Property and equipment
Leasehold improvements
Equipment and furniture

Less accumulated depreciation

1,118
147.427

148.545
139.242

1,118
147.427

148,545
136.164

Property and equipment, net 9.303 12.381

Total assets - $2,360,929 $2,036,411

LIABiLITiES AND NET ASSETS

Current liabilities

Accounts payable
Accrued payroll and related amounts
Due to affiliate

Deferred revenue

$ 409,318
39,310
44,660
5.243

$  102,692
48,839
45,600

19.910

Total current liabilities and total liabilities 498.531 217.041

Net assets

Unrestricted

Operating
Internally designated

Total unrestricted

Temporarily restricted

838,423
547.827

1,386,250
476.148

757,570
136.567

894,137

925.233

Total net assets 1.862.398 1.819.370

Total liabilities and net assets S 2.360.929 $2,036,411

The accompanying notes are an integral part of these financial statements.
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FOUNDATION FOR HEALTHY COMMUNITIES

Statement of Activities and Changes in Net Assets

Year Ended December 31, 2017

Unrestricted

Internally Temporarily
Ooeratina Deslanated Total Restricted Total

Revenues

Foundation support $ 403,120 $ $ 403,120 $ $ 403,120
Program services 2,006,853 - 2,006,853 - 2,006,853
Seminars, meetings, and
workshops 166,490 - 165,490 - 165,490

Interest and dividend income 16,292 - 16,292 . 16,292
Grant support - . - 881,275 881,275
Net assets released from

restrictions 756,853 573,507 1,330,360 (1,330,360) .

Net assets released from

internally designated 162.247 (162.2471 • .

Total revenues 3.510.855 411.260 3.922.115 (449.0851 3.473.030

Expenses
Salaries and related taxes 1,241,634 - 1,241,634 - 1,241,634
Other operating 123,141 - 123,141 - 123,141
Program sen/ices 1,961,124 - 1,961,124 - 1,961,124
Seminars, meetings, and
workshops 192,202 - 192,202 - 192,202

Depreciation 3.078 . 3.078 _ 3.078

Total expenses 3.521.179 3.521.179 3.521.179

Change in net assets from
operations (10,324) 411,260 400,936 (449,085) (48,149)

Net realized and unrealized gain
on investments 91.177 . 91.177 . 91.177

Total change in net assets 80,853 411,260 492,113 (449,085) 43,028

Net assets, beginning of year 757.570 136.567 894.137 925.233 1.819.370

Net assets, end of year S 838.423 $ 547.827 $1,386,250 S  476.148 S1.862.398

The accompanying notes are an integral part of these financial statements.
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FOUNDATION FOR HEALTHY COMMUNITIES

Statement of Activities and Changes in Net Assets

Year Ended December 31, 2016

Unrestricted

Internally Temporarily
Coeratina Desicnated Total Restricted Total

Revenues

Foundation support $ 363,120 $ $ 363,120 $ $ 363,120
Program services 1,282,103 - 1,282,103 - 1,282,103
Seminars, meetings, and
workshops 199,065 - 199,065 - 199,065

interest and dividend income 16,437 - 16,437 - 16,437
Grant support - - - 813,575 813,575
Net assets released from

restrictions 1.026.153 136.567 1.162.720 f1.162.7201

Total revenues 2.886.878 136.567 3.023.445 (349.1451 2.674.300

Expenses
Salaries and related taxes 1,307,378 - 1,307,378 . 1,307,378
Other operating 135,409 - 135,409 - 135,409
Program services 1,131,898 - 1,131,898 . 1,131,898
Seminars, meetings, and
workshops 188,877 - 188,877 - 188,877

Depreciation 3.729 - 3.729 . 3.729

Total expenses 2.767.291 2.767.291 2.767.291

Change in net assets from
operations 119,587 136,567 256,154 (349,145) (92,991)

Net realized and unrealized gain
on investments 50.255 - 50.255 . 50.255

Total change in net assets 169,842 136,567 306,409 (349,145) (42,736)

Net assets, beginning of year 587.728 587.728 1.274.378 1.862.106

Net assets, end of year $ 757.570 $  136.567 $ 894.137 $  925.233 $1,819,370

The accompanying notes are an integral part of these financial statements.
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FOUNDATION FOR HEALTHY COMMUNITIES

Statements of Cash Flows

Years Ended December 31, 2017 and 2016

2017 2016

Cash flows from operating activities
Change in net assets
Adjustments to reconcile change in net assets to net cash

provided by operating activities
Depreciation
Net realized and unrealized gain on investments
(Increase) decrease in

Accounts receivable

Prepaid expenses
Increase (decrease) in

Accounts payable
Accrued payroll and related amounts
Due to/from affiliates

Deferred revenue

Net cash provided by operating activities

Cash flows from investing activities
Acquisition of equipment
Purchases of investments

Proceeds from sale of investments

Net cash used by investing activities

Net increase in cash and cash equivalents

Cash and cash equivalents, beginning of year

Cash and cash equivalents, end of year

$  43,028 $ (42,736)

3,078

(91.177)

(15,320)
1,125

306,626
(9.529)

(15.770)
(14.667)

207.394

(16,872)
14.751

(2.12H

205,273

640.669

3,729
(50,255)

359,754
(1.946)

(98,015)
(3.495)

(31,973)
f54.844)

80.219

(11,417)
(58,317)
65.486

(4.248)

75,971

564.698

$ 845.942 $ 640.669

The accompanying notes are an integral part of these financial statements.
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FOUNDATION FOR HEALTHY COMMUNITIES

Notes to Financial Statements

December 31, 2017 and 2016

Organization

Foundation for Healthy Communities (Foundation) was organized to conduct various activities relating
to healthcare delivery process improvement, health policy, and the creation of healthy communities.
The Foundation is controlled by New Hampshire Hospital Association (Association) whose purpose is
to assist its members in improving the health status of the people receiving healthcare in New
Hampshire.

1. Summarv of Significant Accounting Policies

Use of Estimates

The preparation of financial statements in conformity with U.S. generally accepted accounting
principles (U.S. GAAP) requires management to make estimates and assumptions that affect the
reported amounts of assets and liabilities and disclosure of contingent assets and liabilities at the
date of the financial statements and the reported amounts of revenues and expenses during the
reporting period. Actual results could differ from those estimates.

Cash and Cash Egulvalents

For purposes of reporting in the statements of cash flows, the Foundation considers all bank
deposits with an original maturity of three months or less to be cash equivalents.

Accounts Receivable

Accounts receivable are stated at the amount management expects to collect from outstanding
balances. Management provides for probable uncollectible amounts through a charge to eamings
and a credit to a valuation allowance based on its assessment of the current status of individual

accounts. Balances that are still outstanding after management has used reasonable collection
efforts are written off through a charge to the valuation allowance and a credit to accounts
receivable. Management believes all accounts receivable are collectible. Credit is extended without
collateral.

Investments

Investments in equity securities with readily determinable fair values and all investments in debt
securities are measured at fair value in the statements of financial position. Interest and dividends
are included in the changes in net assets for operations.

Investments, in general, are exposed to various risks such as interest rate, credit, and overall
market volatility. As such, it is reasonably possible that changes in the values of investments will
occur in the near term and that such changes could materially affect the amounts reported in the
statements of financial position.
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2018 - BOARD OF DIRECTORS

George Blike, MD, Chair

Helen Taft, Vice Chair

Stephen Ahnen, Secretary / Treasurer

Peter Ames, ex offlcio

Mary DeVeau, Immediate Past Chair

William Brewster, MD, FACP

Scott Colby

Lauren Colllns-Cllne

Jay Couture

Mike Decelle

Peter J. Evers

Kris Hering, RN

Scott McKlnnon

Arthur Nichols

Arthur O'Leary

Helen C. Pervanas, PharmD

John F. Robb, MD

Maria Ryan, PhD, APRN

Jeff SclontI

Keith Shute, MO

Trinidad Tellez, MD

Andrew Watt, MD

Keith Weston, Jr, MD

Chief Quality and Value Officer, Dartmouth-Hitchcock, Lebanon

Former Executive Director, Families First, Portsmouth

President, NH Hospital Association

Executive Director, Foundation for Healthy Communities

Former CEO, Concord Regional Visiting Nurse Association

VP - New Hampshire Market, Harvard Pilgrim Health Care, Manchester

President, Upper Connecticut Valley Hospital, Colebrook

Director of Communications, Catholic Medical Center, Manchester

Executive Director, Seacoast Mental Health Center, Portsmouth

Dean, UNH Manchester

President and CEO, RIverbend Community Mental Health Center, Concord

Chief Nursing Officer, Speare Memorial Hospital, Plymouth

President and CEO, Memorial Hospital, North Conway

Former President, Cheshire Medical Center, Keene

Regional Vice President of Operations, Genesis Healthcare, Concord

Assistant Professor, Mass. College of Pharmacy and Health Sciences, Manchester

Director, Interventlonal Cardiology at Mary Hitchcock Memorial Hospital, Lebanon

CEO, Cottage Hospital, Woodsvllle

President and CEO, Parkland Medical Center

Chief Medical Officer & Senior Vice President, Androscoggln Valley Hospital, Berlin

Director, Office of Health Equity, NH Dept. of Health and Human Services

ClO, Southern New Hampshire Medical Center, Nashua

Associate Medical Director, Anthem BCBS, Manchester


